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Summary
Network security is designed around a strong security framework, available tools, and standardized
protocols. In complex multi-vendor environments, standards-based security solutions can ensure
interoperability and operational efficiencies in realizing end-to-end security. Network providers
depend upon security information available to them to help plan, design and implement and maintain
their networks in order to meet the security objectives. Standards-based systematic methodology and
guidelines identify and address critical security challenges of network and information security.
This supplement establishes guidelines for implementing system and network security with a focus
on telecommunications networks. This supplement provides security guidelines for critical activities
during the network life-cycle. These guidelines address four areas: 1) technical security policy,
2) asset identification, 3) threats, vulnerabilities and mitigations, and 4) security assessment. The
guidelines and associated templates help in systematically addressing the security of networks.

Source
Supplement 3 to ITU-T X-series Recommendations was agreed on 18 April 2008 by ITU-T Study
Group 17 (2005-2008).
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Introduction
Network security is designed around a strong security framework, the available tools, and
standardized protocols. In complex multi-vendor environments, standards-based security solutions
can ensure interoperability and operational efficiencies in realizing end-to-end security. Network
operators depend upon key security information to plan/design, implement and maintain secure
networks to meet the organization's business and technical goals. The figure below shows the key
security activities and associated results needed during the security life-cycle. Standards-based
systematic methodology and guidelines help in identifying and addressing critical security
information challenges of systems and networks. A systematic assessment can provide a baseline of
the current level of security and mitigations that are required to support the security life-cycle.

SECURITY OBJECTIVES, REGULATORY & POLICY
REQUIREMENTS, BUSINESS AND TECHNOLOGY
SPECIFICATIONS

Inputs

Activities

Results

DETERMINE SECURITY
OBJECTIVES

TECHNICAL
SECURITY POLICY

DESIGN ANALYSIS

SECURITY
ARCHITECTURE

ASSET
IDENTIFICATION

SECURITY
INVENTORY

THREAT ANALYSIS
VULNERABILITY
MANAGEMENT

SECURITY
STRENGTHS & GAPS

SECURITY TESTING

RECOMMENDED
MITIGATIONS

TESTING & AUDIT
SECURITY
QUANTIFICATION

COMPLIANCE
VERIFICATION
TRENDING OF
SECURITY LEVELS

This supplement establishes guidelines for implementing system and network security with a focus
on telecommunications networks. This supplement provides security guidelines for critical activities
during the network security life-cycle. These guidelines address four areas: 1) technical security
policy, 2) hierarchical-asset identification, 3) threats, vulnerabilities and mitigations based on
hierarchical assets, and 4) security assessment. The guidelines and associated templates will help in
systematically addressing the security of networks.
1)
Guidance to organizations on technical security policies
This clause describes the value of a security policy and provides guidance on the
components of a technical security policy. Recommendation ITU-T X.1051|
ISO/IEC 27011 provides details of ISMS security policy. This supplement leverages
existing standards on security policy to build and manage the technical policy. The
guidelines in this supplement show key components required to build and continuously
manage the technical policy.
iv
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2)

3)

4)

Guidance on hierarchical-asset identification
Guidelines are provided on how to comprehensively identify assets that need to be
protected. These guidelines can be used to identify critical security assets regardless of the
technology or industry vertical.
Guidance on understanding threats, vulnerabilities and mitigations
Guidelines on how to identify potential threats to the assets are provided. As part of the
threat analysis, guidelines on recognizing the potential vulnerabilities within the
hierarchical-assets and the resulting impact of potential threat materialization are provided
in this clause. It is important to also recognize the mitigations needed and their
implementation priority.
Guidance on security assessments
Guidelines are provided on network security assessment in the three stages of the security
life-cycle that are shown in Figure 1. Securing activities related to management, control and
users for the network infrastructure, services and applications is the focus of this clause.
The assessment guidelines cover plan/design, implementation and maintenance phases of a
system or network life-cycle. It leverages the guidelines and results from technical policy,
hierarchical-asset identification, and threat/vulnerability mitigation guidelines to secure a
network.

Benefits of system and network security implementation guidance:
The industry needs a uniform set of security guidelines that can be consistently applied to relevant
phases of system and network life-cycle to realize the following benefits:
•

A common approach leads to shared understanding and interoperability in multi-supplier
networks.

•

An identification of hierarchical assets and what is needed to protect them.

•

A consistent way to look at threats, vulnerabilities for products, regardless of technology.

•

A systematic analysis assures efficient coverage of network security.

X series – Supplement 3 (04/2008)
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Supplement 3 to ITU-T X-series Recommendations
ITU-T X.800-X.849 series – Supplement on guidelines for
implementing system and network security
1

Scope

This supplement provides system and network security implementation guidelines. These guidelines
can be utilized to realize a network security program. The guidelines are applicable to management,
control, and user activities to secure assets belonging to infrastructure elements, network services
and applications. These guidelines are independent of the underlying technology and focus on
telecommunications networks security. This supplement focuses on four different areas as described
in the paragraphs below:
1.1

Guidance to organizations on technical security policies

This clause shares the need and value of a security policy and then provides guidance on the
components needed for a technical security policy. [b-ITU-T X.1051] provides details of ISMS
security policy. This supplement leverages existing standards on security policy to build and
manage the technical policy. The guidelines in this supplement show key components required to
build and continuously manage the technical policy.
1.2

Guidance on hierarchical-asset identification

Guidelines are provided on how to comprehensively identify assets that require protection. These
guidelines can be used to identify critical security assets, regardless of the technology or industry
vertical.
1.3

Guidance on understanding threats, vulnerabilities and mitigations

Guidelines on identifying potential threats to the assets, recognizing the potential vulnerabilities
within the assets, and the resulting impact and mitigations of potential threat materialization are
provided in this clause. These guidelines leverage the policy and hierarchical-asset identification.
1.4

Guidance on security assessments

Guidelines are provided on network security assessment for three stages of the life-cycle, which
include the planning and definition, design and implementation and maintenance phases. Securing
activities related to management, control and users for the network infrastructure, services and
applications is the focus of this clause. In this clause, the assessment addresses the implementation
of policy, hierarchical-asset identification, and threat/vulnerability guidelines and baselines of the
security of the system or network.
The selection of protocols for specific technologies is not within the scope of this supplement.
Protocol details are covered by other Recommendations and standards. This supplement does not
cover all aspects of the security life-cycle, including product end-of-life. Security domain experts,
depending on the operating environment and objectives, will have to select the relevant
Recommendations and standards. The guidelines in this supplement, together with the domain
expertise, will help in achieving comprehensive security.
2

References

None.
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3

Definitions

This supplement uses the following terms defined elsewhere:
3.1
attack [b-ITU-T H.235.0]: The activities undertaken to bypass or exploit deficiencies in a
system's security mechanisms. By a direct attack on a system they exploit deficiencies in the
underlying algorithms, principles, or properties of a security mechanism. Indirect attacks are
performed when they bypass the mechanism, or when they make the system use the mechanism
incorrectly.
3.2
information asset [b-ISO/IEC 13335-1]: An information asset is defined as a physical or
logical (tangible or intangible) entity that is of value to an organization or institution and
characterized by the following: Anything that has value to the organization.
3.3
threat [b-ISO/IEC 13335-1]: A potential cause of an unwanted incident that may result in
harm to a system or organization.
3.4
vulnerability [b-ISO/IEC 13335-1]: A vulnerability is any weakness that could be
exploited to violate a system or the information it contains.
4

Abbreviations and acronyms

This supplement uses the following abbreviations and acronyms:
DMZ

Demilitarized Zone

EDI

Electronic Data Exchange

IDS

Intrusion Detection System

OAM&P

Operations, Administration, Maintenance and Provisioning

TSSR

Technology Specific Security Requirements

5

Conventions

None.
6

Guidelines phases

This clause describes the guidelines and how they can be built and leveraged from one phase to
another phase of the security life-cycle.
6.1

Security integration into product and systems life-cycle

A complete and cost-effective security solution can be achieved by a comprehensive approach to
security, where security is implemented in every step of the product life-cycle: from concept to
development to ongoing maintenance. Figure 1 shows the key steps in the security life-cycle and the
activities.

2
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Authentication
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Deployment & Maintenance

Inputs: Business & security
objectives, Regulatory & policy
specifications, Architecture,
Threats
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requirements, technology security
practices, design specifications,
Threat analysis, Security assets

Inputs: Threat & vulnerability
management results & updates,
Technology and operational
security practices, regulatory
guidelines

Gap analysis: Compare security
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vulnerability management, security
design compliance and verification,
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Results: Updated security base line,
Feedback to development process
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Figure 1 – Network security life-cycle
This supplement presents a technology-agnostic approach to integrating security into the program
life-cycle. This supplement leverages existing ITU-T Recommendations and other applicable
security standards. These include other ISO, IETF, standards. An example is the security framework
[b-ITU-T X.805] that can be used in conjunction with other standards and industry best practices for
integrating security in every phase of the development life-cycle.
6.1.1

Definition and planning phase

The definition and planning phase covers guidelines for network security planning and the
definition. Analysis of business and security objectives, regulatory and policy specifications,
architecture and definition of threats will be part of this phase. This includes:
•
Reviewing initial business goals, security policy.
•
Analysing the network/solution's security requirements.
•
Translating the regulatory and policy requirements into relevant security features.
•
Defining security interoperability requirements for network integration.
6.1.2

Design and implementation phase

The design and implementation phase covers the methodology and guidelines required to enable
network security implementation. The analysis and results from the definition and planning phase
need to be closely tracked to confirm that they are undertaken in the implementation phase. Test
results include those from third party or enterprise internal vulnerability testing, security
analysis/interview results of the technology specific security requirements (TSSR). Examples of
security requirements can be found in [b-ITU-T M.3016.1]. Other technology-specific requirements
can be derived from existing standards, such as IETF, ISO. For example, IPSec or encryption
requirements can be found in the IETF.
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Results from the planning and definition phase are leveraged to develop the guidelines in this phase.
This includes:
•
Traceability of planning and definition requirements with that of the design and
implementation features. This leads to the identification of gaps in planned vs implemented
view.
•
Input for threat analysis, vulnerability and mitigation of design and implementation.
•
Establish security baseline for the current implementation.
6.1.3

Deployment and maintenance

This clause covers the guidelines that can be used to provide consistent network security during the
deployment and maintenance phase. This clause does not provide guidelines for deployment itself.
The analysis and results from the design and planning phase need to be closely tracked in this
phase. Updated TSSRs, standards, testing, and audit results are leveraged to develop guidelines in
this phase. This includes:
•
Testing and tracking security levels.
•
Identifying threats and vulnerability management.
•
Input to other phases of the security life-cycle.
6.2

Guidance to organizations on technical security policies

The security policy translates the security goals into organizational, process, high-level and detailed
technical security requirements. The technical security policy drives the security life-cycle and the
implementation of security across the system/solution life-cycle as shown in Figure 2.

Inputs

Business
Objectives, Strategic
security objectives
and Technology
Strategy

Standards, legal and
Regulatory
Requirements

Technical Security Policy
Purpose of Policy
• Management direction for
security
• Common security guidelines
• Guidance for trust based
solutions
• Customer Support
Examples of content areas
• Incident Response
• Access management
• Security training/awareness
• Applicability of Access control,
Authentication, Non-repudiation,
Data Confidentiality, Data
Integrity, Communications
security, Privacy, Availability
parameters

Key Benefits
(other processes driven by Policy)
Common View of Security
guidelines & Assets
Risk & Baseline View of Security
Building security proficiency and
competency skills: Integration of
Security leveraging People,
Processes, Technology and
Physical Assets.
Consistent standards based
• Architecture
• Features
• Traceability & Trust levels

Figure 2 – Policy and impact on network security
[b-ITU-T X.1051] provides details of ISMS security policy. This supplement leverages existing
standards on security policy to build and manage the technical policy. The guidelines in this
supplement show key components required to build and continuously manage the technical policy.
The technical policy helps establish requirements to manage networks that potentially span across
multiple operators and contain products and systems from multiple vendors. It also provides
4
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guidelines on regulatory issues. In particular, technical policies are needed to address security and
management in network deployments where decisions require rapid access to relevant, accurate and
timely network or system status information and other data.
For simplicity, the terms "policy" and "technical policies" are used here generically to refer to both
the high-level statements of management intent, as well as the more detailed guidance/requirements
that the organization has adopted in order to implement those statements. These more granular
layers of policy are often referred to as "standards" or "control standards", "technical baselines" or
"minimum baseline standards" and "procedures".
It is important to address security capabilities systematically for:
•
Management activities (e.g., management traffic) for infrastructure, services, applications
assets.
•
Control activities (e.g., session traffic) for infrastructure, services, applications.
•
User activities (e.g., bearer traffic) for infrastructure, services, applications.
The security implementation mechanisms define the technical policy requirements that need to be
evaluated in the area of access control, authentication, non-repudiation, data confidentiality,
communication security, integrity, availability, and privacy. The technical security policy will
provide input to the different phases of the security life-cycle, including the definition of technical
security requirements, asset and threat analysis and mitigation. Key areas of a technical security
policy are listed below.
6.2.1

Managing the security technical policy

Executive management endorsement of the charter, authority, and structure of network and system
security need to be covered in this clause. Network and system security policy has the charter to
develop, implement, maintain and communicate details of a comprehensive security program to
protect the access control, authentication, data confidentiality, data integrity, communication
security, non-repudiation, privacy, and availability of the network/system/ organization's network
and system resources. This clause of the policy supports the development of security features.
6.2.2

Risk management policy

Appropriate technical security controls need to be built into the company's network and system
resources. This protection should be commensurate with a resource's value to the corporation, as
determined by the results of a formal risk assessment. This clause of the policy definition includes:
network and system ownership which include information owners, resource administrators,
information users, addressing:
•
Network and system assets, identification, and classification which includes asset
identification, asset classifications labels.
•
Risk assessments which includes, risk assessment process, inventory of network and system
resources, initial risk assessment, re-evaluation process, security baselines.
•
Security of media which includes, media: handling and labelling, copying, distribution,
storage, transport, disposal and printing.
6.2.3

Security policy for 3rd party suppliers

Network and system security controls need to be implemented for the software and hardware
developed by a third party. Contracted third-party company representatives need to be
appropriately interviewed and selected, made aware of their network and system security
responsibilities, properly disciplined for security violations, and have access privileges
adjusted/removed upon changes in job status to ensure data integrity and access control. The policy
definition should include: environment controls, worker screening, user acknowledgement of
security awareness, separation of duties, critical functions to be separated, network and system
X series – Supplement 3 (04/2008)
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security responsibilities, confidentiality agreements, information security training, third-party
compliance and security policies, secure coding and testing. The technical policy of this clause
provides input to the planning and definition phase to develop the technical security requirements.
6.2.4

Physical security policy

Company facilities and network and system resources need to have appropriate physical access
controls in place to protect them from unauthorized physical access. These access controls include,
designated authentication, and non-repudiation built into them. Network and system processing
facilities need to be safeguarded against reasonable environmental hazards.
The definitions of the policy include: security of computing and other facilities, entry to facilities,
property removal and tracking, power supply, off premises equipment security. The technical policy
of this clause provides input to the planning and definition phase to develop the technical security
requirements.
6.2.5

Operations management policy

Personnel responsible for management of infrastructure assets, network services and applications
need to follow formal operational and change control procedures to protect data integrity and access
control. Company workers should be granted the minimum level of access privileges required to
perform their job functions. Additionally, job duties should be separated in accordance with an
individual's role and responsibilities. This clause of the policy definition should include: operational
and management controls, network system resource configuration, documentation, logs, virus
prevention, testing, backup and restore, software updates, patch management, etc. The technical
policy of this clause provides input to the planning and definition phase to develop the technical
security requirements.
6.2.6

Security monitoring and response policy

Network and system resources need to be monitored to detect system, security, and operational
events to protect access control, data integrity, and availability. Formalized incident response and
investigation procedures should ensure a timely response to network and system security incident.
The policy definitions of this clause should include: network/system monitoring, logs, IDS,
communications, review/audit of monitoring, incident reporting and management. The technical
policy of this clause provides input to the planning and maintenance phase to develop the technical
security requirements.
6.2.7

Communications management policy

Exchange of data between the company and other organizations needs to be protected by adequate
controls to ensure confidentiality and communications security. Communication resources should
be used for business purposes only. The policy definitions of this clause include: use of encryption,
digital signatures, key management, electronic data interchange (EDI), such as e-mail, Internet,
acceptable usage criteria for resources and data, voice communications, etc. The technical policy of
this clause provides input to the planning and design phase to develop the technical security
requirements and security features.
6.2.8

Access management policy

To ensure stringent access control and authentication, individuals and processes need to be
positively identified, authenticated, and authorized prior to being granted access to the network and
system resources. Non-repudiation mechanisms are needed to determine any unauthorized access.
Access should be based on an individual's role and limited to the minimum necessary to perform
their job function. Access to network and system resources should be controlled through a managed
process that addresses access controls, authentications, modifying and revoking privileges, and
periodic review of network and system usage and access privileges. The policy definitions of this
clause include user enrolment, authorization, access privileges, user identification, passwords,
6
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authentication and access control features, remote access, password change controls, logs, firewalls,
etc.
6.2.9

Third-party services policy

Third parties need to follow the company's network and system security policy and supporting
processes when contracted by the company, and acknowledge their responsibility through a formal
written statement. Company workers involved in using third-party suppliers need to adhere to the
company's network and system security policy for such arrangements. The policy definitions of this
clause include: security requirements for 3rd party and contractor, monitoring contract and access
controls for 3rd party for network, system and facilities. The technical policy of this clause provides
input to the planning and maintenance phase to develop the technical security requirements and
security features.
6.2.10 Application/services and infrastructure development policy
Application/services and infrastructure development activities need to follow a development
methodology that incorporates network and system security controls into each stage to protect
integrity. The policy definitions of this clause include:
•
Application/services development process, methodology, development environment access
to program source library, risk assessment, restrictions on changes to software packages.
•
System business requirements, design, design exceptions, input data validation, message
authentication, application auditing/logging, common security requirements, common
vendor requirements.
•
Application/services testing, application/services review, acceptance testing criteria,
protection of system test data.
•
Secure coding practices, adherence to secure coding practices avoiding buffer overflows,
network security validation, network security scanning.
6.2.11 Disaster recovery and business continuity policy
The critical network and system resources need to have formally developed recovery plans that
provide for the prompt and effective continuation of critical network and system services in the
event of a disaster to ensure availability and data integrity. The policy definitions of this clause
include:
•
Business continuity management process, roles and responsibilities, business continuity
planning framework, business continuity impact analysis, business continuity plan
development, annual inventory.
•
Recovery/business continuity plan testing, documentation of plan testing, testing
requirements for highly critical systems, testing requirements for moderately critical
systems, third-party testing.
•
Recovery sites, hot recovery sites.
6.2.12 Legal, compliance and regulatory policy
All technical personnel should comply with the relevant national and local legal, regulatory and
contractual requirements to ensure data confidentiality and integrity through compliance testing.
The policy definitions of this clause include:
•
Legal/regulatory requirements, intellectual property rights, safeguarding of organizational
records, privacy of personal information, customer privacy.
•
Security compliance testing, testing concepts and process, testing results, compliance tools.
•
Country and industry specific compliance requirements.
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6.3

Guidance on hierarchical-asset identification

This clause describes a method to identify assets in a systematic way so that all the security assets
are identified. The guidelines in this clause can be used to identify critical security assets regardless
of the technology or industry vertical.
Identification of assets is a critical step in securing a system and/or network as it provides business
and technical insights, such as: 1) how valuable the asset is to the organization relative to the
protection needed, 2) what are the critical assets, 3) what should be protected, 4) what business
continuity plans need to be put in place for the assets. Assets required to securely support
management, control and user traffic and the features required for the functioning of the network
infrastructure, services and applications are the focus of this clause.
The assets include hardware, software, interfaces (internal and external), information
stored/processed, and protocols used.
The process of asset identification needs to determine the components in a hierarchical structure
starting with applications/services, infrastructure that supports management, control and user
activities/data as described below:
6.3.1

List of the applications and services being analysed

The list of assets includes applications and services that are supported for local feature
functionality, as well as those required to support applications which are part of system/networks
element. Examples of telecommunication applications and services include, e-mail,
broadcast/multicast of media, VPN, and VoIP, etc.
6.3.2

List of the infrastructure being analysed

The list of assets includes all the infrastructure elements that are a part of the network/system being
inventoried. Examples of telecommunication assets include, DSLAM, routers, switches,
management platforms, firewalls, etc.
6.3.3

Sub-assets for services and applications

The services and applications in clause 6.3.1 indicate higher level assets. These assets contain more
granular objects or sub-assets as defined in this clause.
For each of the services and applications in clause 6.3.1, identify the relevant:
•
Management, control or end-user data generated or used by the service/application.
•
Management, control or end-user information flows and protocols used by the
service/application.
•
Management, control or end-user logical ports used by the service/application.
•
Software/hardware that enables the service/application (ensure it is included in the
infrastructure assets).
Table 1 – Security assets of applications and services
Assets for applications/
services

Addresses
management activity

Addresses control
activity

Addresses end-user
activity

Data used by application

Asset 1

Asset 4

Asset 7

Information flows and
protocols

Asset 2

Asset 5

Asset 8

Software/Hardware

Asset 3

Asset 6

Asset 9
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The security features that are in place to implement the relevant access control, authentication, nonrepudiation, data confidentiality, data integrity, communications security, privacy, and availability
mechanisms need to be represented by the assets identified in Table 1. One or more of these assets
are associated with the security mechanisms. The numbers of assets in Table 1 is not fixed. They
vary as a function of the network and system under consideration.
6.3.4

Sub-assets for infrastructure

The infrastructure elements in clause 6.3.2 indicate higher level assets. These assets contain more
granular objects or sub-assets as defined in this clause. For each of the infrastructure assets in
clause 6.3.2, identify the relevant:
•
Management, control or end-user interfaces (physical and logical) used by the network
element. This includes the network interfaces, ports, cards, memory, etc.
•
Management, control services and protocols dedicated to the operation of the network
elements, systems. This includes support applications, element identification/addressing
information and configurations required for control and management of the network
element or system.
•
Software/hardware that enables the network element or system. This includes resident data
bases, OS, middleware and other software required to operate the infrastructure element.
Table 2 – Infrastructure assets
Assets for infrastructure
element/system

Addresses
management activity

Addresses control
activity

Addresses end-user
activity

Physical & logical interfaces
used by NE

Asset 11

Asset 14

Asset 17

Data and information flows
and protocols for NE

Asset 12

Asset 15

Asset 18

Software and/or applications
required for NE

Asset 13

Asset 16

Asset 19

The security features that are in place to implement the relevant access control, authentication, nonrepudiation, data confidentiality, data integrity, communications security, privacy and availability
mechanisms can be represented by the assets identified in Table 2. One or more assets are
associated with the security mechanisms. The number of assets shown in Table 2 is not fixed. They
vary as a function of the network and system under consideration.
Once the assets are identified, it will be easier to analyse the threats, vulnerabilities and mitigations
to secure these assets.
6.4

Guidance for understanding threats, vulnerabilities and mitigations

This clause describes the relationship between threats, vulnerabilities and mitigations as they
pertain to products, systems, networks, services, applications, solutions, etc., which are known as
targets of evaluation. The guidance also describes the following five activities that are performed in
order to understand and improve the security posture of the target of evaluation. The five activities
are:
1)
Threat definition: identifies industry known, field insights, circumstances, or events that
have the potential to adversely impact a business, institution or individual. The result of this
step produces a list of industry known threats, incidents, regulatory constraints that are
applicable to the target of evaluation.
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2)

3)

4)

5)

Hierarchical-asset identification: identifies information assets that need to be protected
against threats. The result of this activity is a list of all assets and their role in the target of
evaluation. The critical assets will also be identified (e.g., potential to have severe impact if
this asset is compromised).
Threat analysis: determines the extent to which information assets are exposed to threats.
The result of this activity is a list of the assets and the extent to which they are exposed to
threats.
Vulnerability management: determines which actual vulnerabilities are potentially subject
to threats and identifies mitigations to mitigate these vulnerabilities. The result of this
activity produces a list of actual vulnerabilities that need to be mitigated.
Mitigation quantification and prioritization: assigns values to mitigations and the priority
of their implementation.

Figure 3 depicts the relationship of these definitions. The rectangular objects in Figure 3 indicate
entities that are outside the control of the business, institution, organization, etc. The oval objects
indicate entities that the business, institution, etc., can control. As can be seen from Figure 3, the
objective of the five activities described previously is to develop mitigations for vulnerabilities in
order to prevent attacks against the target of evaluation.
Threat Definition, Asset Identification,
Threat Analysis

Vulnerability
Management

Mitigations
Quantification and
Prioritization

Attacker

Attack
Target of
Evaluation

Information
Assets

Threats

Vulnerabilities

Mitigations

Attack

Attacker

Figure 3 – Relationship of information security terms and activities
6.4.1

Threat definition

Threat definition or identification of threats consists of examining the scope of the underlying
technologies and identifying the industry- and technology-specific dangers to the product, system,
network, service, solution, etc., being analysed. For example, if the target of evaluation delivers
content to subscribers, theft of content would be an appropriate threat to be included in the analysis
(industry-specific threat). Likewise, if the target of evaluation includes a wireless or cellular
component, RF jamming would be an appropriate threat to be included in the analysis
(technology-specific threat). Industry and technology fora, as well as standards bodies, are
10
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consulted as part of the threat definition process. The concepts of threats are well known and they
are not described in this supplement in detail.
The result of this activity produces a list of industry known threats, incidents, regulatory constraints
that are applicable to the product, solution, etc. Thus, this step will provide the answers to the
following questions:
1)
What are the security requirements needed to meet the business objectives?
2)
What are the known threats to the industry vertical the target or evaluation is being used in?
3)
What are the regulatory compliance guidelines that need to be met for the industry vertical?
4)
What are the technology limitations of the target of network?
6.4.2

Hierarchical-asset identification

Information asset identification consists of identifying the target of evaluation's hierarchical-assets
that need protection. The information assets can consist of a software, a system, a network, a
network element, a component of a system or network element (e.g., RAM, physical/logical ports,
etc.), a protocol, or sensitive data (e.g., subscriber SSNs). Information assets are extracted from
technical documentation such as functional requirements specifications, product specifications,
system design documents, network architecture or design documents, protocol specifications, etc.
The result of this step is the list of all information assets and their role in the product, solution, etc.
The critical information assets will also be defined. Critical information assets are those assets that
have potential for severe impact if compromised. Thus, this step will provide the answers to the
following questions:
1)
What are the distinct types of network equipment and facility groupings that need to be
protected?
2)
What are the distinct types of network activities that need to be protected?
The combination of the previous activities provides a list of threats based on industry vertical and
the inventory of information assets. Clause 6.3 describes the methodology to identify information
assets.
6.4.3

Threat analysis

A threat analysis determines the extent to which an information asset is exposed to each threat
identified in the first activity. It consists of applying a standardized or industry-recognized threat
types (e.g., X.800 threat types) to the information assets in order to determine the susceptibility of
each asset to the identified threats. The information assets are analysed in the context of the
applicable threats. As an example, if a CD-ROM containing employee SSNs (information asset) is
stolen (X.800 theft threat type), identity theft (identified passive threat) could result.
The actual determination of whether the threat could be exploited in the form of an attack is made in
the vulnerability management activity described below. Continuing the CD-ROM example, the
vulnerability analysis would examine the CD-ROM custodial procedures and make a determination
if the CD-ROM is vulnerable to being stolen.
The result of this activity is a summarized list of threats that will impact the information assets.
Thus, by performing this clause, the following questions will be answered:
1)
What are the threats that can impact each information asset?
2)
How is the information asset exposed to the threats?
A threat analysis can be performed by filling out the applicable portions of the following template
for each information asset.
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Table 3 – Template for determining threats to identified assets
Asset
ID

Threat model (e.g., X.800)

1.0

6.4.4

Asset name

Description

Asset #1

Threat(s)
Threats for Asset #1

Corruption

Describe how Asset #1 can be corrupted.

Threat(s) realized if Asset #1 is
corrupted.

Destruction

Describe how Asset #1 can be destroyed.

Threat(s) realized if Asset #1 is
destroyed.

Theft/Removal

Describe how Asset #1 can be
stolen/removed.

Threat(s) realized if Asset #1 is
stolen/removed.

Disclosure

Describe how Asset #1 can be disclosed.

Threat(s) realized if Asset #1 is
disclosed.

Interruption

Describe how Asset #1 can be interrupted.

Threat(s) realized if Asset #1 is
interrupted.

Vulnerability management

Vulnerability management identifies mitigations for information assets that are exposed to threats.
The analysis of the underlying implementation, as well as cross-layer co-implementation of
mitigations, is used to reduce the number of mitigations necessary to provide adequate security. For
example, if a portion of the threat, vulnerability results is for UMTS which provides encryption
across the air link using the KASUMI algorithm, no additional mitigations are necessary in order to
protect against eavesdropping on the air link in the infrastructure layer. Another example is if the
IPSec ESP protocol is specified to provide end-to-end security of an information flow across the
services layer, then no additional encryption mitigations may be required for that information flow
at the infrastructure layer.
The result of this activity produces a list of actual vulnerabilities that need to be mitigated. Thus, by
performing this clause, it will answer the questions:
1)
What are the actual vulnerabilities in the information assets that could be exploited by an
attacker?
2)
What mitigations are missing and need to be deployed?
Vulnerability management can be performed by filling out the following template for each
information asset. Factors, such as avenue of attack, method of attack, and impact of attack, need to
be taken into account when filling in the vulnerabilities column for each information asset in the
applicable portions of the template below. Avenue of attack means the conduit an attacker would
take in order to reach the information asset in order to form the attack. Method of attack means the
types of tools, techniques, etc., that an attacker would use in performing the attack. The impact of
the attack means the results a successful attack would have on the asset.
When filling out the mitigations column, factors, such as the security capabilities inherent in the
information asset's underlying technology, physical location in the solution (e.g., DMZ),
compensating security capabilities already identified for higher layers (e.g., IPSec), need to be taken
into account.
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Table 4 – Template for determining vulnerabilities to identified assets
Asset
ID
1.0

6.4.5

Asset name

Vulnerability description

Asset #1

Mitigations
Roll-up Mitigations from below

Vulnerability #1

Describe Vulnerability #1

Mitigations to prevent the exploitation of
Vulnerability #1.

Vulnerability #2

Describe Vulnerability #2

Mitigations to prevent the exploitation of
Vulnerability #2.

Vulnerability #3

Describe Vulnerability #3

Mitigations to prevent the exploitation of
Vulnerability #3.

Vulnerability #4

Describe Vulnerability #4

Mitigations to prevent the exploitation of
Vulnerability #4.

Vulnerability #5

Describe Vulnerability #5

Mitigations to prevent the exploitation of
Vulnerability #5.

Mitigation quantification and prioritization

The objective of mitigation quantification and prioritization is to determine the order in which the
mitigations are to be implemented. A mitigation value is calculated using a technique that is
typically a function of the asset's attractiveness to attackers, the ease of attacking the asset's
vulnerabilities, the technical impact a successful attack would have, the business impact a
successful attack would have, the business priority of the associated threat, cost of implementing the
mitigation, etc.
Computation of mitigation value can be done by available risk assessment techniques that are
applicable to the network conditions. Examples of risk analysis are described in standards such as
[b-NIST SP 800-30]. These methods assign numeric values of 1, 0.5 and 0.1 to High, Medium and
Low estimates of likelihood, and impact. This supplement does not recommend assigning such
fixed values. They should be determined by the telecommunication network operator to suit their
business objectives.
The result of this activity produces a prioritized list of mitigations that need to be implemented.
Thus, by performing this clause, the following questions will be answered:
•
What kind of protection is needed and against what threats?
•
What mitigations are critical and need to be implemented now?
Mitigation quantification and prioritization can be performed by filling out a template similar to the
one below for each mitigation that was defined. Examples of security mechanisms or mitigations
can be found in [b-ITU-T M.3016.3]. Other technology-specific requirements can be derived from
existing standards such as IETF, ISO. As can be seen from the template, example factors to be taken
into consideration when quantifying a mitigation include attractiveness of the asset to attack,
frequency that the asset will be attacked in the absence of the mitigation, impact of a successful
attack against the asset exploiting the lack of the mitigation, and the cost of implementing the
mitigation. The value of the mitigation is then seen to be a function of these parameters.
Determining the values for these parameters varies from organization to organization, and there are
no industry standards that can be used to determine these parameters. Typically, qualitative values
such as high, medium and low are assigned to fit the business and network security objectives. The
factors provided in the sample template can be added to, modified or deleted to suit the needs of the
particular business, organization or institution. The function used to calculate the mitigation's value
is thus unique to the business, organization or institute and can be automated, semi-automated or
manual. The mitigations are prioritized based on the value resulting from this calculation.
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Table 5 – Template for mitigation value calculation
Example mitigation value calculation

Asset
ID.

Asset name

1.0

Asset #1

6.5

Attractiveness
to attack

Freq. of
attack

Impact of
attack

Cost to
implement

Mitigation #1

Value
representing
Asset #1's
Attractiveness to
Attack.

Value
representing
frequency that
Asset #1 will
be attacked if
Mitigation #1
is not
deployed.

Value
representing
impact of attack
against Asset #1
that exploits lack
of Mitigation #1.

Value
Function of:
representing
• Attractiveness to
cost to
Attack,
implement
• Freq. of Attack,
Mitigation #1.
• Impact of Attack,
• Cost to
Implement
for Mitigation #1.

Mitigation #2

Value
representing
Asset #1's
Attractiveness to
Attack.

Value
representing
frequency that
Asset #1 will
be attacked if
Mitigation #2
is not
deployed.

Value
representing
impact of attack
against Asset #1
that exploits lack
of Mitigation #2.

Value
Function of:
representing
• Attractiveness to
cost to
Attack,
implement
• Freq. of Attack,
Mitigation #2.
• Impact of Attack,
• Cost to
Implement
for Mitigation #2.

Mitigation #3

Value
representing
Asset #1's
Attractiveness to
Attack.

Value
representing
frequency that
Asset #1 will
be attacked if
Mitigation #3
is not
deployed.

Value
representing
impact of attack
against Asset #1
that exploits lack
of Mitigation #3.

Value
Function of:
representing
• Attractiveness to
cost to
Attack,
implement
• Freq. of Attack,
Mitigation #3.
• Impact of Attack,
• Cost to
Implement
for Mitigation #3.

Mitigation #4

Value
representing
Asset #1's
Attractiveness to
Attack.

Value
representing
frequency that
Asset #1 will
be attacked if
Mitigation #4
is not
deployed.

Value
representing
impact of attack
against Asset #1
that exploits lack
of Mitigation #4.

Value
Function of:
representing
• Attractiveness to
cost to
Attack,
implement
• Freq. of Attack,
Mitigation #4.
• Impact of Attack,
• Cost to
Implement
for Mitigation #4.

Mitigation value

Guidance on security assessments

Guidance on security assessment leverages security policy, asset identification, threat analysis, and
vulnerability management which are described in the previous clauses. The assessment guidelines
cover the three phases shown in Figure 1. This clause of the guidelines specifies the controls that
can be used for assessment, and the inputs required for the three stages of Figure 1. Inputs for the
planning and definition stage include security documentation (policy, architecture, network
requirements, and threats) and technology specific security requirements (TSSRs) based on the
standards and industry implementation. TSSRs vary for different networks and systems based on
the underlying technologies and deployment environments. Examples of TSSRs are the use of
secure protocols, such as IPSec, SSHv2, TLS, Layer 2 or layer 3 VPNs in different network
conditions to secure management, control and end-user traffic. This supplement does not specify the
list of TSSRs. A business or organization can derive the TSSR from applicable standards and
industry security practices. Examples of security services can be found in [b-ITU-T M.3016.2].
Other technology-specific requirements can be derived from existing standards such as IETF, ISO.
14
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Inputs for phase 2 (design and implementation) include a combination of one or more of the
following: results from phase 1, TSSR implementation analysis, network security implementation
status as indicated by security interviews, threat analysis results and test results from network
security vulnerability audits. The inputs and security controls are further defined in this clause. An
example is the security framework [b-ITU-T X.805] that can be used in conjunction with other
standards and industry best practices for integrating security in every phase of the development lifecycle
The inputs to the deployment and maintenance phase include the relevant TSSR and test results that
are specific to the network maintenance stage.
6.5.1

Controls for security assessment

A set of controls and sub-controls are needed to guide the network security assessment. The
controls need to represent the security of various network activities that govern the network
elements, network systems and their software/hardware components, services and applications.
These network activities need to be generic enough so that they are accepted as technology
independent. The network activities should also represent types of information flows essential to
maintain and operate the end-to-end solution for its intended purpose. The activities that fit the
preceding description are management, control/signalling and user traffic and their interactions with
the network infrastructure, services and applications. These activities need to be qualified by
parameters to indicate the security impact and solutions. These security parameters are the subcontrols in providing guidance to network security assessment.
The nine security controls shown in Figure 4, M-I, C-I, U-I, M-S, C-S, U-S, M-A, C-A and U-A are
further explained in the rest of this clause.

Infrastructure

Services

Applications

Control 1

Control 4

Control 7

M-I

M-S

M-A

Control/Signaling
Plane Activities

Control 2

Control 5

Control 8

C-I

C-S

C-A

User Plane
Activities

Control 3

Control 6

Control 9

U-I

U-S

U-A

Management
Activities

8 Sub-controls for each of the 9
controls
1- Access Control

5-Comm. Security

2-Authentication

6-Data Integrity

3-Non-repudiation

7-Availability

4- Data Confidentiality

8-Privacy

Figure 4 – Security controls for assessment
6.5.2

Control 1: M-I (Management, Infrastructure)

Securing the management activity for the infrastructure layer is concerned with securing the
operations, administration, maintenance, and provisioning (OAM&P) of the individual network
elements, communication links, and server platforms that comprise the network. The configuration
of network devices and communications links is considered to be a management activity as well. An
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example of infrastructure management that needs to be secured is the configuration of an individual
router or switch by network operations personnel.
6.5.3

Control 2: C-I (Control, Infrastructure)

Securing the control activity of the infrastructure layer consists of securing the control or signalling
information that resides in the network elements and systems, as well as securing the information
transfer between network elements and systems. For example, the routing tables residing in the
network switches need to be protected from tampering or unauthorized disclosure. In another
example, routers need to be protected from receiving and propagating bogus routing updates or
responding to bogus routing requests originating from spoofed routers.
6.5.4

Control 3: U-I (End-User, Infrastructure)

Securing the end-user activity of the infrastructure layer consists of securing user data as it resides
in the network elements/systems, as well as while it is being transported across communications
links. Protecting user data resident on server platforms is of concern here, as well as protecting user
data against unlawful interception, as it is transported through network elements or across
communication links.
6.5.5

Control 4: M-S (Management, Services)

Securing the management activity of the services layer is concerned with securing the OAM&P
functions of network services. The configuration of network services is an example of a
management activity. Another example of services management that needs to be secured is the
provisioning of authorized users of an IP service by the network operations personnel.
6.5.6

Control 5: C-S (Signalling activity, Services)

Securing the control/signalling activities for the services consists of securing the control or
signalling information used by the network service. An example of type of issues that would belong
to this clause is securing the SIP protocol that is used to initiate and maintain the VoIP service.
6.5.7

Control 6: U-S (End-User activity, Services)

Securing the end-user activity of the services layer consists of securing user data as it uses the
network service. For example, the confidentiality of a user's conversation needs to be protected in a
VoIP service. Likewise, a DNS service needs to ensure the confidentiality of users of the service.
6.5.8

Control 7: M-A (Management activity, Applications)

Securing the management activity for the applications is concerned with securing the OAM&P
functions of the network-based applications. The configuration of network-based applications is
considered to be a management activity as well. For an e-mail application, an example of the
management activity that would need to be secured is the provisioning and administration of user
mailboxes.
6.5.9

Control 8: C-A (Control/Signalling, Applications)

Securing the control/signalling activities of the applications consists of securing the control or
signalling information used by the network-based applications. This type of information typically
causes the application to perform an action in response to receiving the information. For example,
issues of securing the SMTP and POP protocols used to control the delivery of e-mail would be
addressed here.
6.5.10 Control 9: U-A (End-User, Applications)
Securing the end-user activity of the applications layer consists of securing user data provided to the
network-based application. For example, the confidentiality of a user's credit card number needs to
be protected by an e-commerce application.
16
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6.5.11 Sub-controls
For each control area described in clauses 6.5.2-6.5.10, there are eight sub-controls. The applicable
TSSR and threat-mitigation techniques belong to one of these sub-controls.
6.5.12 Access sub-control (AC)
The access sub-control protects against unauthorized use of network resources. Access control
ensures that only authorized personnel or devices are allowed access to network elements, stored
information, information flows, services and applications. In addition, role-based access control
(RBAC) provides different access levels to guarantee that individuals and devices can only gain
access to, and perform operations on, network elements, stored information, and information flows
that they are authorized for.
6.5.13 Authentication sub-control (AU)
The authentication sub-control serves to confirm the identities of communicating entities.
Authentication ensures the validity of the claimed identities of the entities participating in
communication (e.g., person, device, service or application) and provides assurance that an entity is
not attempting a masquerade or unauthorized replay of a previous communication.
6.5.14 Non-repudiation sub-control (NR)
The non-repudiation security dimension provides means for preventing an individual or entity from
denying having performed a particular action related to data by making available proof of various
network-related actions (such as, proof of obligation, intent, or commitment; proof of data origin,
proof of ownership, proof of resource use). It ensures the availability of evidence that can be
presented to a third party and used to prove that some kind of event or action has taken place.
6.5.15 Data confidentiality sub-control (DC)
The data confidentiality sub-control protects data from unauthorized disclosure. Data confidentiality
ensures that the data content cannot be understood by unauthorized entities. Encryption, access
control lists and file permissions are methods often used to provide data confidentiality.
6.5.16 Communication security sub-control (CS)
The communication security sub-control ensures that information flows only between the
authorized end points (the information is not diverted or intercepted as it flows between these end
points).
6.5.17 Data integrity sub-control (DI)
The data integrity sub-control ensures the correctness or accuracy of data. The data is protected
against unauthorized modification, deletion, creation, and replication and provides an indication of
these unauthorized activities.
6.5.18 Availability sub-control (AV)
The availability sub-control ensures that there is no denial of authorized access to network
elements, stored information, information flows, services and applications due to events impacting
the network. Disaster recovery solutions are included in this category.
6.5.19 Privacy sub-control (PR)
The privacy sub-control provides for the protection of information that might be derived from the
observation of network activities. Examples of this information include web-sites that a user has
visited, a user's geographic location, and the IP addresses and DNS names of devices in a service
provider network.
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6.5.20 Target network identification and assets to be secured
The scope of security assessment is determined by the target network identification and the assets
that need to be secured. The asset identification is described in clause 6.3. These guidelines apply in
the security assessment clause also and they are not repeated here.
6.5.21 Guidelines for planning/definition phase
•
Define network security requirements and security architecture:
Network security requirements are derived from the business security objectives.
Additional details for these objectives are defined by the policy and regulatory
requirements, architecture and deployment environment. Policy guidelines are provided in
clause 6.2.
•
Identify the technology specific security requirements (TSSR) applicable to the network:
TSSR identification will be spread over the two phases of the security life-cycle, planning
and definition, and design and implementation. The security requirements for the solution
should be compatible with the applicable TSSR. TSSRs need to be derived from applicable
standards and industry practices by the organization.
The threat analysis clause explains how to identify the threats at this stage. Services and
applications (without the sub-assets) are identified at this stage.

•

The planning and definition phase analyses security by:
1)
Deriving the high level security features and comparing them against the security coverage
to address the applicable threats, TSSR, and policy/regulatory requirements.
2)
Identifying the security features that will be further developed to implement access control,
authentication, non-repudiation, data confidentiality, communication security, data
integrity, privacy and availability.
3)
Providing results to include the list of security requirements, TSSR and gaps in the security
features as shown in Table 6.
Table 6 – Security planning and definition
#

Business
objectives

Services/
applications

Known
threats

Applicable
TSSR

Impact subcontrols

Security
features
planned

Gaps

1

Req 1

Svc 1

Threat 1

TSSR 1

AC, AU, etc.

Feature 1

None

2

Req 2

Svc 1

Threat 2

TSSR n

NR, etc.

----

Support
NR

6.5.22 Guidelines for design and implementation
The design and implementation phase of the security life-cycle provides the technical details of
architecture, protocols, network technology, software development, OAM&P design. Evaluating
and baselining security is a key activity of this phase. Results of this phase leverage the input from
the planning and definition phase. Key activities of this phase include:
1)
Security assets
Assets can belong in any one of the controls as discussed in clauses 6.5.2-6.5.10. Asset
identification by controls will help in building a comprehensive list covering the
management, signalling, and end-user activities. Asset identification is described in
clause 6.3.
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2)

3)

4)

Threat analysis and mitigations
Threat analysis determines threat mitigations and their implementation priority. Threat
analysis is described in clause 6.4. Threat, vulnerability management, and implementing
mitigations are critical in the design and implementation phase.
TSSR
Identify TSSRs that are applicable to the security of services, applications, and network
technology that is being planned. TSSRs serve as a key input to security quantification
activity together with the threat, vulnerability management.
Establish security baseline for the current implementation.

Baseline of design plans can be derived by determining the current security position. This includes
interviews with the security engineers, architects and product managers responsible for the network
elements, threat analysis and vulnerability testing and verification. The results of security
quantification need to present the compliance of various controls and sub-controls described in
clauses 6.5.2-6.5.19. This supplement does not specify the format for the representation of the
results. It is common practice in the industry to represent implementation levels at a given time, as a
measure of security quantification.
Tables 7 and 8 show the assessment results for the implementation phase. The vulnerabilities in the
solution can be identified by various industry techniques, such as architecture analysis, security
audits/scans, testing. The results of this phase need to provide a list of mitigations that are
prioritized to address the impact on the controls and sub-controls. The assets and mitigations in
Tables 7 and 8 can be independent or they may overlap. A systematic analysis indicated by these
tables ensures that no assets and the associated threats and vulnerabilities are overlooked.
Table 7 – Security implementation – Applications
Service/
Application

Asset

Threat
exposure

Vulnerability

Impact subcontrols

Mitigation

Gaps

Prioritization of
mitigation

M-A

Asset1

How is
vulnerability
exploited by
the exposure

Identify the
vulnerabilities
from testing
and analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the
gaps in
subcontrols

Prioritize
based on the
business
impact

C-A

Asset2

How is
vulnerability
exploited by
the exposure

Identify the
vulnerabilities
from testing
and analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the
gaps in
subcontrols

Prioritize
based on the
business
impact

U-A

Asset3

How is
vulnerability
exploited by
the exposure

Identify the
vulnerabilities
from testing
and analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the
gaps in
subcontrols

Prioritize
based on the
business
impact
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Table 8 – Security implementation – Infrastructure
Infrastructure

Asset

Threat
exposure

Vulnerability

Impact subcontrols

Mitigation

Gaps

Prioritization
of mitigation

M-I

Asset4

How is
vulnerability
exploited by
the exposure

Identify the
vulnerabilities
from testing
and analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the
gaps in
subcontrols

Prioritize
based on the
business
impact

C-I

Asset5

How is
vulnerability
exploited by
the exposure

Identify the
vulnerabilities
from testing
and analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the
gaps in
subcontrols

Prioritize
based on the
business
impact

U-I

Asset6

How is
vulnerability
exploited by
the exposure

Identify the
vulnerabilities
from testing
and analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the
gaps in
subcontrols

Prioritize
based on the
business
impact

6.5.23 Guidelines for deployment and maintenance phase
The guidelines for this phase show how the results from the previous two phases are leveraged to
implement security. This clause provides guidelines for consistent network security during the
deployment and maintenance phase. The clause does not provide guidelines for deployment itself.
The deployment and maintenance phase focuses on variations in network operating environment
and issues, such as software updates, incident management, regulatory compliance, etc. The key
activities for this phase include:
1)
Additional TSSR or modifications to the current ones may be necessary to account for the
network deployment and operating conditions, regulatory requirements (e.g., privacy) and
policy.
2)
The baseline results of security quantification and threat vulnerability assessment from the
design and implementation phase are a starting point in this phase. These results can be
verified and updated periodically.
3)
Updates to the threat exposures, vulnerability management and mitigations are also
required to factor any network deployment exceptions from the original design and
implementation requirements.
4)
The security assessment results from design and implementation need to be verified and
periodically updated as a part of the security life-cycle during this phase.
5)
Update security quantification results from the design and implementation phase. Any
variations can be used to provide a feedback to the appropriate security life-cycle phase.
Tables 9 and 10 show the results for the deployment and maintenance phase. The vulnerabilities in
the solution can be identified by various industry techniques, such as architecture analysis, security
audits/scans, testing. The work in this phase is relatively easier, as it can leverage results from the
design and implementation phase. The results of this phase should provide a list of mitigations that
are prioritized to address the impact on the controls and sub-controls. These results need to account
for the network configuration variations in the deployment scenarios. The assets and mitigations in
Tables 9 and 10 can be independent or they may overlap. A systematic analysis indicated by these
tables ensures that no assets and the associated threats and vulnerabilities are overlooked. Results
from these tables can be used to update the security levels determined in the design phase, and this
will provide a feedback to the security life-cycle to improve security.
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Table 9 – Service and applications – Maintenance and management
Service/
Application

Asset

Vulnerability
(based on testing/
analysis)

Impact subcontrols

Mitigations

Gaps

Prioritization
of mitigations

M-A
M-S

Asset1

Identify the
vulnerabilities from
testing and analysis.

What subcontrols of 6.5.11
are impacted

Describe
mitigation

List the
gaps in subcontrols

Prioritize based
on the business
impact

C-A
C-S

Asset2

Identify the
vulnerabilities from
testing and analysis.

What subcontrols of 6.5.11
are impacted

Describe
mitigation

List the
gaps in subcontrols

Prioritize based
on the business
impact

U-A
U-S

Asset3

Identify the
vulnerabilities from
testing and analysis.

What subcontrols of 6.5.11
are impacted

Describe
mitigation

List the
gaps in subcontrols

Prioritize based
on the business
impact

Table 10 – Infrastructure – Maintenance and management
Vulnerability
(based on
testing/analysis)

Impact subcontrols

Asset4

Identify the
vulnerabilities
from testing and
analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the gaps in
sub-controls

Prioritize based on
the business
impact

C-I

Asset5

Identify the
vulnerabilities
from testing and
analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the gaps in
sub-controls

Prioritize based on
the business
impact

U-I

Asset6

Identify the
vulnerabilities
from testing and
analysis.

What subcontrols of
6.5.11 are
impacted

Describe
mitigation

List the gaps in
sub-controls

Prioritize based on
the business
impact

Infrastructure

Asset

M-I

Mitigations

Gaps

Prioritization of
mitigations
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