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Recommendation ITU-T X.1811

Security guidelines for applying quantum-safe algorithms in IMT-2020 systems

Summary

Recommendation ITU-T X.1811 identifies threats raised by quantum computing to International
Mobile Telecommunications-2020 (IMT-2020) systems through assessing the security strength of
currently used cryptographic algorithms. This Recommendation briefly reviews quantum safe
algorithms, including both symmetric and asymmetric types, and provides guidelines for applying
guantum safe algorithms in IMT-2020 systems.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS
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the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents/software copyrights, which may be required to implement this Recommendation. However,
implementers are cautioned that this may not represent the latest information and are therefore strongly urged
to consult the appropriate ITU-T databases available via the ITU-T website at http://www.itu.int/ITU-T/ipr/.
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Introduction

The International Mobile Telecommunications-2020 (IMT-2020) system promises to support a wide
range of services with diverse performance requirements in order to form a fully connected society.
To achieve this challenging goal, a number of innovative technologies have been developed in the
IMT-2020 system, such as network slicing, the software-defined network, virtualized network
function and central unit/distributed unit (CU/DU) separation. Security measures are fundamental to
ensuring the normal operation of the IMT-2020 system. Besides the use of symmetric cryptographic
algorithms, those that are asymmetric, have been deployed in the IMT-2020 system.

A large-scale quantum computer raises security concerns to current widely used symmetric and
asymmetric cryptographic algorithms. The latter no longer provide security in the
quantum-computing era. Furthermore, symmetric cryptographic algorithms have to double their key
lengths to resist quantum-computing attacks. For this, deployment of quantum-safe cryptographic
algorithms is highly desirable in the IMT-2020 system.

In this Recommendation, the IMT-2020 system and its security architecture are briefly surveyed. The
threats to IMT-2020 systems due to quantum computers are assessed. Quantum-safe algorithms are
briefly reviewed, but their details are not specified in this Recommendation. Security guidelines will
be included in a high-level Recommendation to adapt quantum-safe algorithms to IMT-2020 systems.
This Recommendation is intended to provide the guidelines for the application of quantum-safe
symmetric and asymmetric algorithms to the IMT-2020 system, as well as the alignment of security
levels between quantum-safe symmetric and asymmetric algorithms.
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Recommendation ITU-T X.1811

Security guidelines for applying quantum-safe algorithms in IMT-2020 systems

1 Scope
This Recommendation covers:

- an introduction to the security architecture of International  Mobile
Telecommunications-2020 (IMT-2020) systems;

- a security assessment of IMT-2020 systems when commercial quantum computers are
available;

— a specification of the usage of quantum-safe algorithms in IMT-2020 systems.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.800] Recommendation ITU-T X.800 (1991), Security architecture for Open Systems
Interconnection for CCITT applications.

[ITU-T X.1038] Recommendation ITU-T X.1038 (2016), Security requirements and reference
architecture for software-defined networking.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 authentication [b-ITU-T Y.2014]: A property by which the correct identity of an entity or
party is established with a required assurance. The party being authenticated could be a user,
subscriber, home environment or serving network.

3.1.2 authentication protocol [b-ITU-T X.1254]: A defined sequence of messages between an
entity and a verifier that enables the verifier to perform authentication of an entity.

3.1.3 authorization [b-1SO 7498-2]: The granting of rights, which includes the granting of access
based on access rights..

3.1.4 availability [ITU-T X.800]: The property of being accessible and useable upon demand by
an authorized entity.

3.1.5 credential [b-ITU-T X.1252]: A set of data presented as evidence of a claimed identity
and/or entitlements.

3.1.6 confidentiality [ITU-T X.800]: The property that information is not made available or
disclosed to unauthorized individuals, entities, or processes.

3.1.7 dataintegrity [ITU-T X.800]: The property that data has not been altered or destroyed in an
unauthorized manner.

Rec. ITU-T X.1811 (04/2021) 1



3.1.8 privacy [ITU-T X.800]: The right of individuals to control or influence what information
related to them may be collected and stored and by whom and to whom that information may be
disclosed.

3.1.9 key hierarchy [b-1TU X.1196]: A tree structure that represents the relationship of different
keys. In a key hierarchy, a node represents a key used to derive the keys represented by the descendent
nodes. A key can only have one precedent, but may have multiple descendent nodes.

3.1.10 network function virtualization; NFV [b-ISO/IEC TR 22417]: Technology that enables the
creation of logically isolated network partitions over shared physical networks so that heterogeneous
collections of multiple virtual networks can simultaneously coexist over the shared networks.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

4G fourth Generation

AES Advanced Encryption Standard

AES-CBC Advanced Encryption Standard-Cipher Blocker Chaining
AES-GCM Advanced Encryption Standard-Galois Counter Mode
AES-GMAC Advanced Encryption Standard-Galois Message Authentication Code
AF Application Function

AKA Authentication and Key Agreement

AMF Access and Mobility management Function

API Application Programming Interface

ARPF Authentication credential Repository and Processing Function
AS Access Stratum

AUSF Authentication Server Function

AV Authentication Vector

CEK Content Encryption Key

CM Configuration Management

CP Control Plane

CuU/DU Central Unit/Distributed Unit

DH Diffie-Hellman

DHE Diffie-Hellman Ephemeral

DNSSec Domain Name System Security extensions

DSA Digital Signature Algorithm

DTLS Datagram Transport Layer Security

EAP Extensible Authentication Protocol

ECC Elliptic-Curve Cryptography

2 Rec. ITU-T X.1811 (04/2021)



ECDH
ECDHE
ECDLP
ECDSA
ECIES
ECP
eMBB
ESP
FM
GKDF
gNB
GUTI
HMAC
HKDF
ICV
IPsec
IKE
IKEV2
IMT-2020
IP

IPX
JOSE
JSON
JWE
JWS
KDF
KEM
LTE
LWE
MAC
miloT
mMTC
MNO
MODP
MPLS
N3IWF
NAS

Elliptic Curve Diffie-Hellman

Elliptic Curve Diffie-Hellman Ephemeral
Elliptic Curve Discrete-Log Problem
Elliptic Curve Digital Signature Algorithm
Elliptic Curve Integrated Encryption Scheme
Extended Cutting Plane

enhanced Mobile Broadband
Encapsulating Security Payload

Fault Management

Generic Key Derivation Function

NR Node B

Globally Unique Temporary Identifier
Hash-based Message Authentication Code
HMAC-based Extract-and-Expand Key Derivation Function
Integrity Check Value

Internet Protocol Security

Internet Key Exchange

Internet Key Exchange version 2
International Mobile Telecommunications-2020
Internet Protocol

IP exchange

Javascript Object Signing And Encryption
JavaScript Object Notation

JSON Web Encryption
JSON Web Signature

Key Derivation Function

Key Encapsulation Mechanism

Long-Term Evolution

Learning With Errors

Message Authentication Code

massive Internet of Things

massive Machine-Type Communication
Mobile Network Operator

Modular exponential
Multiprotocol Label Switching
Non-3GPP Interworking Function
Non-Access Stratum

Rec. ITU-T X.1811 (04/2021)



NDS
NEF
NF
NFV
NFVI
NG-RAN
NP
NRF
NSSF
NTRU
PCF
PDCP
PKI
PKE
PM
PRF
PSK
RLC
R-LWE
RRC
RSA
PLMN
PQC
SBA
SDAP
SDN
SEAF
SEPP
SHA
SIDF
SIDH
SIKE
SMF
SSH
sucl
SUPI
SVP

Network Domain Security

Network Exposure Function

Network Function

Network Function Virtualization
Network Function Virtualization Infrastructure
Next Generation-Radio Access Network
Non-deterministic Polynomial time

NF Repository Function

Network Slice Selection Function

Nth degree Truncated Polynomial Ring
Policy Control Function

Packet Data Convergence Protocol
Public-Key Infrastructure

Public-Key Encryption

Performance Management
Pseudo-Random Function

Pre-Shared Key

Radio Link Control

Ring Learning With Errors

Radio Resource Control

Rivest, Shamir and Adelman

Public Land Mobile Network
Post-Quantum Cryptography
Service-Based Architecture

Service Data Adaptation Protocol
Software-Defined Network

Security Anchor Function

Security Edge Protection Proxy

Secure Hash Algorithm

Subscription Identifier De-concealing Function
Supersingular-1sogeny Diffie—-Hellman
Supersingular Isogeny Key Encapsulation
Session Management Function

Secure Shell

Subscription Concealed Identifier
Subscription Permanent Identifier
Shortest Vector Problem
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TLS Transport Layer Security

™ Trace Management

UDM Unified Data Management

UDR User Data Repository

UE User Equipment

uov Unbalanced Oil and Vinegar

UP User Plane

UPF User Plane Function

URLLC Ultra-Reliable and Low-Latency Communication
USIM Universal Subscriber Identity Module
VNF Virtual Network Function

WLAN Wireless Local Area Network

XMSS extended Merkle Signature Scheme

5 Conventions

In this Recommendation:

The keywords *"is required to™ indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords *'is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The keywords *"is prohibited from™ indicate a requirement which must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The keywords "*can optionally* indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option, and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6 Overview

The IMT-2020 mobile communication technology is positioned to meet the business needs of the
year 2020 and beyond. Security architecture is key to enabling normal operation of an IMT-2020
network. In fourth generation/long-term evolution (4G/LTE), only symmetric algorithms are utilized
to protect signalling and user data. In addition to these, IMT-2020 systems introduce asymmetric
algorithms to protect not only subscriber identifiers, but also communication between mobile network
operators (MNOs).

Recently (as of September 2020), IBM has announced the 50 qubit quantum computer [b-QC1].
This breakthrough has dispelled the original anticipation that large-scale quantum computers would
be on the market in 20 years. The new report [b-QC2] now estimates that 10 years is a realistic
forecast for their availability.

The security of public-key cryptographic algorithms depends on the difficulty of computational
problems, such as integer factorization or the discrete logarithm problem over various groups. It is
showed that quantum computers can efficiently solve each of these problems [b-Shor 1997], thereby
making all public-key cryptosystems based on such assumptions impotent. Thus, a sufficiently
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powerful gquantum computer will put at risk many forms of modern cryptosystems, such as key
exchange, encryption and digital authentication.

Quantum computers will affect the security strength of symmetric and asymmetric algorithms to a
different degree. Symmetric cryptographic strength will be halved, e.g., an advanced encryption
standard (AES) with 128 bit keys giving 128 bit strength will be reduced to that of 64 bits, whereas
many commonly used asymmetric algorithms, such as Rivest, Shamir and Adelman (RSA), digital
signature algorithm (DSA) and elliptic-curve cryptography (ECC), will offer no security.

The IMT-2020 system aims to provide a wide range of services with different performance
requirements. The services provided in IMT-2020 networks can be classified into enhanced mobile
broadband (eMBB), massive Internet of things (mloT) and ultra-reliable and low-Ilatency
communications (URLLCSs).

The IMT-2020 system introduces a number of innovative technologies, such as network slicing,
network function virtualization (NFV), the software-defined network (SDN) and service-based
architecture (SBA). These technologies make the IMT-2020 system a flexible platform enabling new
business cases and integrating vertical industries. On the other side, they make the security
architecture of the IMT-2020 system much more complicated than previous mobile network
generations.

There is a high desire to study how to protect communications in IMT-2020 systems by using
quantum-safe algorithms. This is because it is likely that commercial quantum computers will become
available within the lifecycle of IMT-2020 systems. Currently, the key length of symmetric
algorithms specified for IMT-2020 systems is 128 bits. The 3rd Generation Partnership Project
(3GPP) has just initiated a study item to research how to apply 256 bit key length symmetric
algorithms to IMT-2020 systems [b-3GPP TR 33.841]. However, to date there has been no
organization to study how to apply quantum-safe asymmetric algorithms to IMT-2020 systems. Some
adaptation has to be made when quantum-safe cryptographic algorithms are used in IMT-2020
systems, since they have a longer key length than those used in classical cryptography. Moreover,
there is a need to study how keys of different size coexist in IMT-2020 systems, since it is impossible
to replace all classical algorithms with those that are quantum-safe overnight. A transition to
guantum-safe cryptography in IMT-2020 systems should be considered early, so that any information
that is later compromised by quantum cryptanalysis is no longer sensitive.

In this Recommendation, the threats to IMT-2020 systems due to quantum computers are assessed.
Quantum-safe algorithms are briefly reviewed, but their details are not specified in this
Recommendation. The security guidelines recommend, at a high level, the adaptation of quantum-safe
algorithms to IMT-2020 systems. This Recommendation provides the comprehensive guidelines to
the application of quantum-safe symmetric and asymmetric algorithms to IMT-2020 systems, as well
as the alignment of security levels between quantum-safe symmetric and asymmetric algorithms.

7 Introduction to security components of IMT-2020 systems

This clause provides background information for the security components of IMT-2020 systems,
which have been specified in ITU-T, 3GPP, ETSI, IETF, etc.

A communication system should be able to provide some of the following security services to ensure
the security of the system or data transmission [ITU-T X.800]: access control (authorization);
authentication; privacy; confidentiality; data integrity; non-repudiation; and availability.

Security services could be achieved by using cryptographic or non-cryptographic mechanisms.
This Recommendation focuses on the former, since it studies the application of quantum
cryptographic algorithms to IMT-2020 systems.
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In accordance with the architecture of IMT-2020 systems introduced in Appendix I, the security
architecture of IMT-2020 systems can be described in three layers: infrastructure layer, network layer,
and management plane.

7.1 Security of the infrastructure layer

The infrastructure layer is the common base to support the upper layer in IMT-2020 systems, which
encompasses SDN and network function virtualization infrastructure (NFVI) layer.

7.1.1  Security of SDN

SDN technology is used for data delivery in IMT-2020 due to its dynamic and flexible management
of traffic flows. The security architecture of SDN is specified in [ITU-T X.1038], which is simply
illustrated in Figure 1.

C SDN applications > Application plane

i TLS

C SDN controller > Control plane

| TLS/IPsec
1

( SDN nodes > Data plane

X.1811(21)_F01

Figure 1 — Security architecture of SDN

[ITU-T X.1038] specifies the following recommendations relating to cryptographic algorithms and
protocols.

The deployment of the transport layer security (TLS) [b-IETF RFC 5246] protocol is recommended
to be put in place in the interface between the SDN application and the SDN controller. Based on
TLS, the SDN application and the SDN controller authenticate each other and agree upon the session
key; in addition, data confidentiality and data integrity over the application control interface are
ensured.

The deployment of the TLS [b-IETF RFC 5246] protocol or Internet protocol security (IPSec)
protocols ([b-IETF RFC 4301], [b-IETF RFC 4303], [b-IETF RFC 4835]) is recommended to be put
in place in the interface between the SDN controller and the SDN node. Based on TLS or IPsec,
the SDN node and the SDN controller authenticate each other and agree upon the session key;
in addition, data confidentiality and data integrity over the control note interface are ensured.

Authentication mechanisms could be based on either a pre-shared key (PSK) [b-IETF RFC 4279]
[b-IETF RFC 4306] or a certificate [b-IETF RFC 4306] and [b-IETF RFC 5246]. Either RSA
[b-ONF TR-511] or digital signature algorithms can be applied in certificate-based authentication.
The Diffie-Hellman (DH) or elliptic curve Diffie-Hellman (ECDH) key exchange protocol can be
implemented in the context of TLS or IPsec to agree upon the shared key between the two entities.

Cryptographic algorithms used for data encryption could be AES [b-NIST FIPS 197], Blowfish
[b-Schneier] or 3DES [b-NIST SP 800-67]. Cryptographic algorithms used for data integrity
mechanisms could be message authentication code (MAC) [b-IETF RFC 2104], hash-based message
authentication code (HMAC) [b-IETF RFC 2104] or digital signature [b-NIST FIPS 186-4].

7.1.2  Security of the NFVI layer

The NFVI layer supports the running of virtual network functions (VNFs), whose structure is depicted
in Figure 2.

Rec. ITU-T X.1811 (04/2021) 7



Network services

VNFs

( Virtual computing ) ( Virtual storage ) ( Virtual network )

( Virtualization layer ) NFVI
N e e e o e e e e e e e e e e -
( Computing hardware ) ( Storage hardware ) ( Network hardware )
X.1811(21)_F02

Figure 2 — NFVI structure (adapted from Figure 1 of [b-ETSI GS NFV 002])

According to [b-ETSI GS NFV-SEC 012], the NFVI shall support the following security functions
to ensure the security of VNFs running on top of it: secure logging; operating system-level access
and confinement control; physical controls and alarms; authentication controls; access controls;
communications security; attestation; hardware-mediated execution enclaves; hardware-based root of
trust; self-encrypting storage; direct access to memory; hardware security modules; and software
integrity protection and verification. For this, the NFVI shall implement the following cryptographic
algorithms [b-ETSI GS NFV-SEC 012]:

1)
2)
3)
1)

5)

6)
7.2
721

hashing algorithms:  SHA-256,
HMAC-SHA256, HMAC-SHA384;

encryption algorithms: AES-CBC-128, AES-GCM-128 (16 octet integrity check value
(ICV)), AES-CBC-256, AES-GCM-256 (16 octet ICV);

signature: RSA 2048, RSA 3072, RSA 4096, ECDSA-256 (secp256rl), ECDSA-384
(secp384rl);

public-key infrastructure (PKI): RSA 2048, RSA 3072, RSA 4096, id-ecPublicKey
(secp256rl);

key exchange: DH group 14 (2 048 bit modular exponential (MODP)), DH group 19 (256 bit
random extended cutting plane (ECP) group), DH group 20 (384 bit random ECP group),
elliptic curve Diffie-Hellman ephemeral (ECDHE) secp256rl (P-256), Diffie-Hellman
ephemeral (DHE) groups of at least 2048 bits;

Pseudo-random function (PRF): PRF-HMAC-SHA2-256, PRF-HMAC-SHA2-384.

SHA-384, AES128-GMAC, HMAC-SHA128,

Security of the network layer

Security of the access network

The security of the access network [b-3GPP TS 33.501] is intended to ensure that authenticated user
equipment (UE) is able to gain access to an IMT-2020 network, the communication between UE and
the IMT-2020 network could be protected in a selectable fashion according to MNO security policy.
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The security architecture for the IMT-2020 access network is illustrated in Figure 3, which can be
specified as follows. The UE tries to gain access to the network with a temporarily assigned identity
or concealed permanent identity before invoking the authentication and key agreement (AKA)
protocol. The UE and the network mutually authenticate and agree upon a session key by running the
AKA protocol. The UE and the network derive a set of keys based on the session key. Based on these
keys, the integrity and reply protection of non-access stratum (NAS) signalling messages exchanged
between the UE and access and mobility management function (AMF) are mandatory, while their
confidentiality protection is optional; the integrity and reply protection of access stratum (AS)
signalling messages exchanged between the UE and NR Node B (gNB) are mandatory, while their
confidentiality protection is optional. Confidentiality and integrity protection of the user data in the
user plane (UP) between the UE and the gNB are optional . The communication between UE and
non-3GPP interworking function (N3IWF) is protected by using an IPsec tunnel in the case of non-
3GPP access. As gNB-DU and gNB-CU could be deployed at different locations, the F1 interface
between them is protected by applying network domain security/Internet protocol (NDS/IP).
Similarly, an E1 interface between a gNB-CU-CP and gNB-CU-UP is secured on the basis of an
NDS/IP. The backhaul network that connects a gNB to a core network is protected by using an
NDS/IP, unless there is a physical protection in the backhaul network. As a user plane function (UPF)
could be deployed at the network edge, the communication between the UPF and session management
function (SMF) is also secured by using NDS/IP. Related to the security architecture of the access
network, the following security services or functions are briefly surveyed:

— subscriber privacy;

- authentication;

— key hierarchy;

— security of NAS signalling, AS signalling, and user data;
— NDS/IP;

- security of non-3GPP access.

Core
network

Access
network

-
g — ——
.............. FI . 1 | E?S
_________ i i S N J— NDS/IP
*(gNB-CU-UP )" NE— S
! ] C—D [IPsec
X.1811(21)_F03

Figure 3 — Security architecture of access network
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7.2.1.1  Subscriber privacy

A UE is assigned a globally unique subscription permanent identifier (SUPI) in the IMT-2020 system,
which will be provisioned in the universal subscriber identity module (USIM) and unified data
management/user data repository (UDM/UDR). A SUPI is never transmitted in the clear over the air
interface when an IMT-2020 USIM is deployed. For initial access, the UE generates the subscription
concealed identifier (SUCI), and transmits it to the UDM/ARPF (unified data
management/authentication credential repository and processing function), as shown in Figure 4.
Upon receipt of a SUCI, the subscription identifier de-concealing function (SIDF) located at the
ARPF/UDM performs de-concealment of the SUPI from the SUCI. Based on the SUPI, the
UDM/ARPF chooses the authentication method according to the subscription data.

[ ] [ ) ( ] ( UDM/ARPF/ )
UE SEAF AUSF SIDF

SUCI or 5G-GUTI

»
L

SUCI or SUPIL, SN name

A 4

SUCI or SUPI, SN name

>

SUCIT to SUPI de-concealment
authentication method selection

/ Authentication method: 5G-AKA or EAP-AKA'

X.1811(21)_F04

Figure 4 — Initial authentication procedure and selection of the authentication method
(adapted from Figure 6.1.2-1 of [b-3GPP TS 33.501])

A SUCI is composed of a clear part and an encrypted part. The former contains the mobile country
code and mobile network code, as information pertaining to the home network for routing the SUCI
to the targeted UDM/ARPF. The latter contains sensitive subscription information, namely the mobile
identification number, which is encrypted by using the elliptic curve integrated encryption scheme
(ECIES). The public key of the home network is securely provisioned in the USIM and SIDF,
respectively. The principle of ECIES is that the UE and the network apply their own private key and
partner public key to agree on shared keys by using the ECDH mechanism. Based on the shared keys,
data confidentiality and integrity protection are performed by using symmetric encryption algorithms
and MAC algorithms, respectively. According to the profiles specified in [b-3GPP TS 33.501], ECDH
mechanisms (X25519, elliptic curve cofactor DH primitive) are used to generate the shared keys,
AES-128 in counter mode and HMAC-SHA-256 are used for data confidentiality and data integrity,
respectively.

After the initiation of the authentication procedure, the UE is securely assigned an IMT-2020 globally
unique temporary identifier (5G-GUTI) to conceal the SUPI in the subsequent authentication
procedure.

7.2.1.2  Authentication

The IMT-2020 system applies two kinds of AKA protocol for mutual authentication between UE and
the network as well as the generation of session key Ksear, which are 5G-AKA and extensible
authentication protocol-authentication and key agreement (EAP-AKA"). The latter can be used for
3GPP and non-3GPP access. Compared to those for 4G, IMT-2020 authentication protocols provide
increased home control to mitigate possible fraud charging from the roaming network. In the case of
EAP-AKA', the UE identity verification at the network side is executed at the authentication server
function (AUSF) of the home network. In the case of 5G-AKA, although the UE identity verification
at the network side is performed at the security anchor function (SEAF) of the roaming network, the
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AUSF of the home network will verify the authentication confirmation during each authentication
procedure.

A set of key generation algorithms (f1, f1*, f2, 3, f4, f5 and f5*) is used in the authentication procedure
to generate the authentication vector (AV) and authentication response. There are two kinds of
algorithm sets available for this. One is called the MILENAGE algorithm set [b-ETSI 135 205], where
AES-128 is recommended as the base. The other is called the TUAK algorithm set [b-ETSI 135 231],
where the Keccak sponge function [b-Bertoni] is used as the base, whose input key size can be either
128 bits or 256 bits. Note that in practice the MILENAGE algorithm set is more widely deployed
than that of TUAK.

7.2.1.3 Key hierarchy

Based on the root key K, the UE and the network perform mutual authentication and generate the
session key Ksear, which is the anchor for the keys (Knaiwr, Knasint, Knasenc, Krreint, Krrcene, Kupint,
Kupenc) used for securing the communication between the UE and the network, as depicted in Figure 5.

Network side |T| UE side
ARPF USIM K can be 128 bits or 256 bits long
....... i
4{ CK, IK }7
ARPF ME CK, IK, CK'
i v SR N and IK' are
Y A

| EAP-AKA' 128 bits long
| ME

4{ K All
SEAF . .
SEAF ME intermediary

l keys are 256

bits long

Kae
P K, NH
AMF ME -

....... s . .
All session
‘ KNASimif || K_\msenc | KRRC'im || KRR(’enc | KUl-‘im || KUPenc kcys are 128

M3IWF ME gNB ME bits long

X.1811(21)_F05

Figure 5 — Key hierarchy (adapted from Figure 6.2.1-1 of [b-3GPP TS 33.501])

The length of the root key K can be either 128 bits or 256 bits. It is worth noting that root key K in
the legacy USIM is just 128 bits long, which means that only 128 bit long root keys are provisioned
in the UDM for the corresponding USIM.

CK, IK, CK" and IK" are the keys related to the authentication procedure, whose length is 128 bits.
The generation of CK and IK relies on either the MILENAGE or TUAK algorithm set, while the
generic key derivation function (GKDF) defined in [b-3GPP TS 33.220] is used to produce CK' and
IK'.

All intermediary keys are 256 bits long, whose generation relies on the GKDF except the key Kausr
in the protocol EAP-AKA'. The HMAC-based extract-and-expand key derivation function (HKDF)
specified in [b-IETF RFC 5869] is used to generate Kausr in the protocol EAP-AKA'.
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The keys (Knaiwr, Knasint, Knasenc, Krrcint, Krrcenc, Kurint, Kupenc) used for securing the
communication between UE and the network are 128 bits long, which are truncated from the 256 bit
output of the GKDF.

7.2.1.4  Security of NAS signalling, AS signalling, and user data

To ensure the confidentiality of NAS signalling, AS signalling, and user data, the IMT-2020 system
shall support 128-NEA1 (128 bit SNOW 3G-based algorithm) and 128-NEA2 (128 bit AES-based
algorithm). In addition, a 128-NEA3 (128 bit ZUC-based algorithm) may be supported in the IMT-
2020 system.

To ensure the integrity of NAS signalling, AS signalling, and user data, the IMT-2020 system shall
support 128-NIA1 (128 bit SNOW 3G-based algorithm) and 128-NIA2 (128 bit AES-based
algorithm). In addition, 128-NIA3 (128 bit ZUC-based algorithm) may be supported in the IMT-2020
system.

7215 NDS/IP

The interfaces between the access network and core network (i.e., N2 interface between gNB and
AMF, N2 interface between N3IWF and AMF, N3 interface between gNB and UPF, N3 interface
between N3IWF and UPF), the interfaces between gNB-DU and gNB-CU (F1 interface), and
interfaces between gNB-CU-CP and gNB-CU-UP (E1 interface) are protected by applying NDS/IP
([b-3GPP TS 33.210], [b-3GPP TS 33.310]), which specifies the security profile used in the 3GPP
systems for IPsec, Internet key exchange version 2 (IKEv2), TLS and datagram transport layer
security (DTLS) [b-IETF RFC 6083].

To protect the integrity and confidentiality of data transmitted over the N2 interface, E1 interface and
F1 interface, as well as to prevent replay attacks, IPsec encapsulating security payload (ESP) and
IKEV2 certificate-based authentication are recommended for implementation. In addition, DTLS shall
be supported.

In order to provide integrity, confidentiality and reply-protection to traffic over the N3 interface,
IPsec ESP and IKEV2 certificate-based authentication is recommended for implementation.

As ESP encryption algorithms, advanced encryption standard-cipher blocker chaining (AES-CBC)
and advanced encryption standard-Galois counter mode (AES-GCM) with a 16 octet ICV shall be
supported, in addition to AES-256. As ESP authentication algorithms, HMAC-SHA1-96 and the
advanced encryption standard-Galois message authentication code (AES-GMAC) with
AES-128 shall be supported.

Relating to IKEv2, the following algorithms shall be supported:

- confidentiality: ENCR_AES_CBC with a 128 bit key length, AES-GCM with a 16 octet ICV
with 128 bit key length;

— pseudo-random function: PRF_HMAC_SHAL, PRF_HMAC_SHA2_ 256;

- integrity: AUTH_HMAC_SHA256_128;

- DH group 14 (2 048 bit MODP),19 (256 bit random ECP group);

Relating to IKEv2, for a high level of security, the following algorithms should be supported:
— confidentiality: AES-GCM with a 16 octet ICV with a 256 bit key length;

— pseudo-random function: PRF_HMAC_SHA2_384;

- DH group 20 (384 bit random ECP group).

DTLS 1.2 shares the same cipher suites as the TLS 1.2, as DTLS 1.2, as specified in
[b-IETF RFC 6347], is based on TLS 1.2 The allowed and mandatory cipher suites given in
TLS 1.2 [b-IETF RFC 5246] shall be followed. In addition, the following cipher suites are mandatory
to support and recommended for use:
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- TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256 as defined in
[b-IETF RFC 5289];

- TLS_DHE_RSA_WITH_AES_128 GCM_SHA256 as defined in [b-IETF RFC 5288].

For a high level of security, support of the following cipher suites is recommended:

- TLS_ECDHE_ECDSA WITH_AES 256_GCM_SHA384 as defined in
[b-IETF RFC 5289];

- TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384 as defined in [b-IETF RFC 5289].

Relating to the DH groups, for ECDHE, the curve secp256rl (P-256) as defined in
[b-IETF RFC 4492] shall be supported; secp384rl (P-384) as defined in [b-IETF RFC 4492] should
be supported. For DHE, DH groups of at least 4 096 bits should be supported; DH groups smaller
than 2 048 bits shall not be supported.

PSK-based authentication is allowed for use in the IKEv2, TLS handshake in the context of NDS/IP.
7.2.1.6  Security of non-3GPP access

Security of non-3GPP access is achieved by establishing an IPsec tunnel between UE and N3IWF.
IKEV2 [b-IETF RFC 7296] is used to perform mutual authentication between UE and N3IWF on the
basis of the key Knaiwr, in order to set up one or more IPsec ESP [b-IETF RFC 4303] security
associations for IPsec tunnels.

The communication security between N3IWF and AMF (N2 interface), as well as between N3IWF
and UPF (N3 interface) is ensured by using NDS/IP.

7.2.2  Security of the core network

It is anticipated that IMT-2020 core network will be constructed on the basis of an NFV framework
[b-ETSI GS NFV 002], where network functions (NFs) are decoupled from the dedicated hardware
for rapid service deployment and improved operational efficiencies. As shown in Figure 6, the NFV
framework can be divided into three layers denoted: NFVI; VNFs; and network services. VNFs run
on top of the common NFVI layer to provide the desired network services. The security of the core
network is essentially that of the VNF layer.

Network services

(nsse)  (ner)  (awe)  (eer ) (uom)  (CaF ) (seep)

C @ VNFs

(AUSF) ( AMF ) SMF UPF

NFVI

X.1811(21)_FO06

Figure 6 — Framework of NFV-based IMT-2020 core network
(adapted from Figure 1 of [b-ETSI GS NFV 002]
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VNFs are organized in an SBA, where the NF repository function (NRF) plays a key role in the
system. The NRF decides whether an NF is authorized to perform discovery and registration, and
issues the access token to the NF. The security of VNF layers can be considered within a public land
mobile network (PLMN) and inter-PLMN:Ss, respectively.

7.2.2.1  Withina PLMN
1) Authentication

The NRF and NF shall be mutually authenticated during the process of discovery, registration and
access token request. This can be achieved by using either the NDS/IP or physical security.
Authentication between NFs can be performed in the same manner.

2) Authorization
- Static authorization

After a service consumer NF and a service producer NF authenticate each other, the service producer
NF shall check authorization of the service consumer NF based on local policy before granting access
to the service application programming interface (API).

— OAuth 2.0 based authorization

The access control of network services provided by NFs can be implemented by using an
OAuth 2.0 framework, specified in [b-IETF RFC 6749]. Access tokens shall be JavaScript object
notation (JSON) web tokens as described in [b-IETF RFC 7519], secured with digital signatures or
MAC digital signatures based on a JSON web signature (JWS) as described in [b-IETF RFC 7515].
The NRF acts as the OAuth 2.0 authorization server. The NF service consumer and the NF service
producer correspond to the OAuth 2.0 client and the OAuth 2.0 resource server, respectively.
The communication between NFs and the NRF is protected by using TLS, since credentials are
transmitted among them.

1.2.2.2 Inter-PLMNs

Security of inter-PLMNSs is enabled by security edge protection proxies (SEPPs) of both networks
over an N32 interface, as shown in Figure 7.

X.1811(21)_F07

Figure 7 — Security of inter-PLMNSs

The N32 interface consists of an N32-c connection and an N32-f connection. The former is
responsible for management of the N32 interface, including a mutual AKA between the two SEPPs
by using TLS. The latter vouches for sending of messages protected by Javascript object signing and
encryption (JOSE) between the SEPPs.

The SEPPs use JSON web encryption (JWE, specified in [b-IETF RFC 7516]) for protecting
messages on the N32 interface, where agreed keys between two SEPPs in N32-c connection are
applied. The IP exchange (IPX) providers apply JWSs, specified in [b-IETF RFC 7515], to sign the
modifications needed for their mediation services.
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All entities and functions that support JWE shall use the following algorithms [b-3GPP-TS 33.210]:
"enc" parameter A128GCM (AES-GCM with a 128 bit key) shall be supported. "enc" parameter
A256GCM (AES-GCM using a 256 bit key) should be supported. "alg” parameter "dir" (direct use
of a shared symmetric key as the content encryption key (CEK)) shall be supported.

All entities and functions that support JWS shall use the following algorithms [b-3GPP-TS 33.210]:
"alg" parameter ES256 (elliptic curve digital signature algorithm (ECDSA) using P-256 and secure
hash algorithm-256 (SHA-256)) shall be supported.

7.3

The management plane consists of a manager set (NFV orchestrator, VNF manager, virtualized
infrastructure manager, SDN controller, RAN manager). This manager set takes charge of the
management of configuration, performance and faults of the corresponding objectives via interfaces.
Any modification, deletion, insertion or replay shall be prevented during the data transfer between
the manager and managed objective [b-ETSI GS NFV-SEC 014]. For this, TLS is applied to these
interfaces by default in the industry, as shown in Figure 8.

Security of the management plane
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Figure 8- Security of the management plane

7.4

Based on the introduction to the security architecture of IMT-2020 system in clauses 7.1 to 7.3, the
cryptographic algorithms used in IMT-2020 system can be summarized in Table 1.

Summary of the cryptographic algorithms used in IMT-2020 system

Table 1 — Cryptographic algorithms used in the IMT-2020 system

Type Name Function Application scenario
Symmetric 128-NEA1 Confidentiality protection between UE
cryptographic | 128-NEA2 Encryption and AMF, as well as between UE and
algorithms 128-NEA3 gNB
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Table 1 — Cryptographic algorithms used in the IMT-2020 system

Type Name Function Application scenario

128-NIAl
MAC Integrity protection between UE and

128-NI1A2 AMF, as well as between UE and gNB
128-NIA3
AES-128 Encryption IPsec, TLS, DTLS, JWE, ECIES, NFVI
AES-256 Encryption IPsec, TLS, DTLS, JWE, NFVI
Blowfish Encryption SDN
3DES Encryption SDN
SHA-256 Hashing IPsec, TLS, DTLS, JWS, NFVI
SHA-384 Hashing IPsec, TLS, DTLS, JWS, NFVI

Key derivation/ MAC

HMAC-SHA-256 | /Pseudo Random Key hierarchy IPsec, TLS, DTLS, JWS,

Function NFVI
Key derivation/ MAC
HMAC-SHA-384 | /Pseudo Random IPsec, TLS, DTLS, JWS, NFVI
Function
RSA Signature IPsec, TLS, DTLS, JWS, NFVI
ASymmetric | cpsa Signature IPsec, TLS, DTLS, JWS, NFVI
cryptographic
algorithms DH Key agreement IPsec, TLS, DTLS, NFVI
ECDH Key agreement IPsec, TLS, DTLS, NFVI

NOTE 1 - SHA-1 is not listed due to its weak security strength.

NOTE 2 — The key size of currently used asymmetric cryptographic algorithms is not marked since these
algorithms can be broken regardless of the key size if the large-scale quantum computer is available.

NOTE 3 — The version of TLS is not less than 1.2 for security reasons.

8 Security assessment of IMT-2020 systems under quantum computing

A quantum computer is a device that exploits quantum mechanical phenomena (superposition and
entanglement) to perform calculations and manipulate data. The security foundation of the currently
popular cryptographic algorithms is built on some intractable mathematical problems. Due to the
intrinsic parallelism attribute of a quantum computer, some quantum algorithms can solve difficult
mathematical problems more efficiently than classical ones. This poses serious and realistic security
threats to contemporary cryptography. Appendix Il lists the impact of quantum computing on
common cryptographic algorithms. In clause 8.1, the threats to conventional cryptographic algorithms
due to the availability of quantum computers are introduced. Then, the impacts on IMT-2020 systems
raised by quantum computers are analysed.

8.1 Threats to conventional cryptographic algorithms

8.1.1 Asymmetric cryptographic algorithms

The Shor algorithm can solve the factoring large integer problem and discrete-log problem in a
polynomial time [b-Shor 1999]. This undermines the security of current popular asymmetric
algorithms. This means that RSA-based public-key cryptography, whose security relies on the
factoring large integer problem, and DH key exchange protocol, whose security relies on the
discrete-log problem, will offer no security. Like the DH algorithm, the security of the DSA algorithm
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relies on the discrete logarithm. Therefore, the DSA algorithm is subject to quantum attacks. ECC,
whose security relies on the elliptic curve discrete-log problem (ECDLP), has been widely deployed
for their significant smaller key size compared to the RSA-based public-key system. However, it can
be broken by using a variant of the Shor algorithm [b-Roetteler]. This implies that ECC, including
the ECDSA and ECDH, are insecure if large-scale quantum computers are available. Table 2 lists the
quantum resources required to break the asymmetric cryptographic algorithms that are currently
widely used.

Table 2 — Quantum resource required to break the asymmetric cryptographic algorithms

Public- | Security level Phvsical Time required
. key comparable to | Logical yst Toffoli gates to break
Algorithms . X ) qubits .
size the symmetric | qubits (see Note 1) (see Note 1) algorithms
(bits) | algorithm (bits) (see Note 2)
RSA 1024 80 2 050 7.38 x10° | 5.81 x 10™ 9.68 h
tb-Héner] 2048 112 4098 | 1.48x10" | 52x10" 3 days 14 h
4 096 128 8 194 2.95x 10" | 5.59 x 10 3ldays 21 h
based 256 128 2330 | 8.39x10° | 1.26x 10" 2.1h
ECC base 384 192 3484 | 1.25x107 | 4.52x 10 75h
[Roetteler]
521 256 4719 1.69 x 10" | 1.14 x 10% 19 h
NOTE 1 — Quantum computers require the extra physical quantum bits for error correction. The estimated
number of physical qubits per logical qubit varies from 10 to 10 000. Here we assume one logical qubit
per 3 600 physical qubits, see [b-Fowler].
NOTE 2 — We assume that operation time of a Toffoli gate is 60 ns, see [b-Banchi].

8.1.2 Symmetric cryptographic algorithms

The Grover algorithm provides a quadratic speed-up to search in an unstructured data set over classic
algorithms [b-Grover]. This can be exploited to search the key in the key space of a symmetric key
algorithm. For a symmetric key algorithm with a key n bits long, the key can be found with O(2"?)
quantum operations on the quantum machine instead of O(2") classical operations on the conventional
computer. The quantum resource required to search the key of a symmetric algorithm is so large that
the implementation of the Grover algorithm to break the symmetric key algorithm on an actual
physical quantum computer is questionable. For example, an exhaustive key search for an AES by
using the Grover algorithm needs the following numbers of Toffoli and Clifford gates: 2% for
AES-128; 28 for AES-192; and 2% for AES-256, although the number of logical qubits required
ranges from 3 000 to 7 000 [b-Grassl].

The Grover algorithm cuts the effective key size in half, i.e., it halves the security strength of a
symmetric key algorithm. Thus to achieve quantum assistance, the key size of the symmetric key
algorithm has to be doubled.

8.1.3 Hash algorithms

The Grover algorithm and its variant do not speed up the finding of hash collisions compared to the
classical algorithm [b-Bernstein 2009]. The best approach would be to use a parallel version of
Pollard's p method on a classical computer cluster [b-ETSI GR QSC 006]. This means that if currently
used hash algorithms are secure, then they would be secure against quantum-computing attacks in the
quantum era. SHA-256 that has been proved to be secure using classical computing has also been
shown to be able to resist a quantum pre-image attack [b-Amy].
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8.1.4 Key derivation functions

Key derivation functions (KDFs) are intended to generate the keys used for confidentiality and
integrity protection, which are achieved by embedding the shared key into the hash functions. There
are two kinds of KDFs deployed in the IMT-2020 system. One is the GKDF defined in [b-3GPP TS
33.220], the other is the HKDF specified in [b-IETF RFC 5869].

The base of the GKDF and HKDF is the keyed hash function HMAC-SHA-256. The security of
HMAC depends on the cryptographic strength of the used hash function [b-IETF RFC 2104].
As a result, the KDFs used in IMT-2020 system themselves are not substantially affected by advances
in quantum computing.

Note that the entropy of the output of the KDFs depends on the entropy of the input key used in the
KDFs. For a 256 bit entropy output, a 256 bit entropy input key is needed when applying KDFs.

8.2 Prediction of the timeline for large-scale quantum computer

It is difficult to predict the exact timeline for the availability of large-scale quantum computers,
because there is no consensus on this issue. [b-NISTIR 8105] estimates that a quantum computer
costing 1 billion US dollars may break 2 048 bit RSA in 2030. The European Telecommunications
Standards Institute (ETSI) has come to a similar conclusion that large-scale computers may be built
in 2031 [b-ETSI GR QSC 004]. As a result, the security of IMT-2020 systems may be compromised
as IMT-2020 systems will operate over a period lasting 10 to 20 years. On the other side, [b-NASEM]
states that it is highly unlikely that a quantum computer breaking 2 048 bits RSA can be built in the
next decade. This does not imply that quantum-safe cryptographic algorithms should not be studied
and standardized now, since the time frame for transitioning to a new security algorithm is sufficiently
long and uncertain [b-NASEM].

8.3 Impacts on IMT-2020 systems

As shown in clause 7, IPsec, TLS and DTLS have been deployed in many places in IMT-2020
networks. It is necessary first to give a general view to evaluate the threats to them raised by quantum
computers. After that, impacts on the security of IMT-2020 systems will be assessed according to the
structure introduced in clause 7.

8.3.1 Impactson IPsec, TLS and DTLS

Although IPsec, TLS and DTLS run on different layers to protect message transmission (IPsec
residing in the network layer, TLS and DTLS residing between the network and application layers),
their design follows a similar principle. They are composed of two parts: one is the authentication
and key establishment to generate session keys; the other is confidentiality and integrity protection
of messages by using symmetric algorithms with the session keys.

There exist two methods to perform the authentication and key establishment, based on: (1) a
pre-shared symmetric key; (2) a public key (usually a certificate is used).

For confidentiality and integrity protection, current cipher suits in IPsec, TLS and DTLS can support
both 128 bit and 256 bit symmetric algorithms.

As a result, it can be assessed whether IPsec, TLS, and DTLS can withstand quantum-computing
attacks by considering cases 1 to 4.

Case 1: Public-key based authentication and 128 bit or 256 bit symmetric algorithms

In this case, session keys can be recovered by the attackers since current specified asymmetric
algorithms in Internet Engineering Task Force (IETF) standards can be broken by quantum computers
due to the Shor algorithm. So, no matter how long the key size of symmetric algorithms is, the security
of transmitted messages cannot be guaranteed.
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Case 2: 128 bit PSK--based authentication and 128 bit symmetric algorithms

In this case, due to the Grover algorithm, the effective security key size is 64 bits if a large-scale
guantum computer is available. Thus, these three protocols are not secure against quantum attack.

Case 3: 256 bit PSK--based authentication and 128 bit symmetric algorithms

In this case, although a 256 bit PSK is used for authentication and key establishment, only 128 bit
symmetric algorithms are applied to message protection. Thus, the security strength of these three
protocols is 64 bits.

Case 4: 256 bit PSK--based authentication and 256 bit symmetric algorithms

In this case, the effective security strength of these three protocols is 128 bits. So quantum attacks
can be thwarted by using this cipher profile.

Only case 4 is secure against quantum attack for current cipher profiles. However, PSK--based
authentication is just suitable for a small communication group as a PSK has to be manually
configured in the corresponding devices. Public-key-based authentication is recommended to be
applied when the communication group becomes large. For this, quantum-safe cryptographic
asymmetric algorithms is recommended to be introduced in the above protocols (i.e., IPsec, TLS and
DTLS) for authentication.

8.3.2 Impacts on the infrastructure layer

As shown in clause 7.1, TLS is used to protect the interface between applications and the SDN
controller, as well as the interface between the SDN controller and SDN nodes. IPsec may be applied
to the interface between the SDN controller and SDN nodes. Based on the analyses in clause 8.3.1,
these two interfaces are subject to quantum attacks, i.e., attackers could eavesdrop, alter and inject
messages transmitted over these two interfaces, unless the algorithms in case 4 are deployed in TLS
and IPsec.

The NFVI layer is vulnerable to quantum attack since it relies on classical asymmetrical
cryptographic algorithms to implement some security functions. This may lead to serious
consequences, such as illegal access to the platformor planting of malicious software.

8.3.3 Impacts on the access network

8.3.3.1  Subscriber privacy

A SUPI is concealed by converting it into SUCI with the ECIES scheme as introduced in clause 7.2.
The ECDH is used to agree the shared key between the UE and the network in the ECIES scheme.
Attacks can recover the shared key due to the Shor algorithm if large-scale quantum computers are
available. Consequently, the SUPI is disclosed to attackers by decrypting SUCI with the shared key.

8.3.3.2  Authentication

Both the 5G-AKA and EAP-AKA' protocol perform mutual authentication between the UE and the
network based on the long-term key K, whose size may be 128 bits or 256 bits. As for the 256 bit key
K, until now, there have been no attacks on the hash functions (i.e., the TUAK algorithm set) that are
the base from which to derive various parameters used in the authentication protocol by using a
classical computer. Thus, both authentication protocols are secure against quantum attacks, since
there is no more efficient algorithm to break hash functions by using quantum computers than by
using classical computers in the context of a 256 bit key K. As for a 128 bit K, whose effective
security strength is 64 bits in the quantum era, attackers may recover the key K from the captured
messages related to both authentication protocols, e.g., AVs, by performing 2% quantum operations
using the Grover algorithm.
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8.3.3.3  Key hierarchy

Key hierarchy is used to derive 128 bit keys from the long-time (root) key K as shown in Figure 5, in
order to protect communication between the UE and the network. Currently, the key K with 128 bits
is widely deployed, while the key K with 256 bits is rarely applied. As for a 128 bits K, whose
effective security strength is 64 bits in the quantum era, security strength of the derived keys is 64 bits.
As a result, attacks could recover the keys from these captured messages encrypted with 128 bit keys.

8.3.3.4  NAS signalling, AS signalling, and user data

The confidentiality of NAS signalling, AS signalling and user data is protected by using symmetric
algorithms with 128 bit long keys. Thus, these messages can be decrypted by attackers with quantum
computers.

The integrity of NAS signalling, AS signalling and user data is protected by using MAC algorithms
with a 128 bit key. The output of MAC algorithms is truncated into a 32 bits long tag that is used as
a MAC tag. It is straightforward that an attacker can forge a message after 231 attempts if the MAC
tag length is 32 bits. Whether the security of an IMT-2020 system is at risk if a 32 bit long MAC tag
is truncated from the 64 bit native tag or 128 bit native tag needs further study.

8.3.35 NDS/IP

TLS, DTLS and IPsec are deployed to protect the N2 interface, N3 interface, E1 interface and F1
interface as introduced in clause 7.2.1. This poses the same impacts as the transport layer, i.e.,
attackers could eavesdrop, alter and inject messages transmitted over these interfaces, if the cipher
suites in case 4 of clause 8.3.1 are not used.

8.3.3.6  Security of non-3GPP access

Non-3GPP access is secured by using IPsec. For the reasons introduced in clause 8.3.1, secure
non-3GPP access cannot be guaranteed, unless the cipher suites in case 4 of clause 8.3.1 are used.

8.3.4 Impacts on the core network

8.34.1 Withina PLMN
1) Authentication

The authentication between NFs will not be affected if its operation relies on physical security.
The authentication may be subject to the same threats as specified in clause 8.3.3 if it is achieved by
using the NDS/IP.

2) Authorization
Static authorization will not be affected, as no cryptographic algorithm is applied.

For OAuth 2.0-based authorization, there are two scenarios to ensure the integrity of the access token.
The adversary can fake an access token if its integrity is protected by using a signature. In contrast,
an access token cannot be forged if a MAC with a 256 bit long key is applied to protect its integrity.
The credentials used in authorization may be disclosed as they are transmitted over TLS between
NFs, unless case 4 of clause 8.3.1 applies.

8.34.2 Inter-PLMNSs

The attackers could eavesdrop, alter and inject messages transmitted over the N32 interface between
PLMNSs. The reason is that N32-c connection relies on certificate-based authentication in TLS to
establish session keys, and attackers could acquire these keys by using quantum computers.
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8.3.5 Impacts on the management plane

Any modification, deletion, insertion or replay during data transfer between the manager and
managed objectives is possible, as TLS with certificate-based authentication is deployed in the
management plane. This poses a serious threat to IMT-2020 systems, as it is possible for an attacker
to gain access to the management system of the IMT-2020 network.

9 Quantum-safe cryptographic algorithms

Quantum computing introduces a completely new computing paradigm. This will affect the security
of both symmetric-key algorithms (e.g., block ciphers) and public-key algorithms (such as RSA),
although the seriousness of the impact will be different for each.

[b-Moses] shows thatquantum computing effectively halves the number of bits of key strength for
any symmetric key algorithm and that quantum computers can run algorithms (e.g., that of
[b-Grover]) and find a key of a symmetric cipher with an N bit key in 2V'? operations. Thus, if quantum
computing becomes a reality, symmetric key algorithms can be protected against this by simply
doubling the key size. Of course, this will have an impact on the performance of the symmetric key
algorithm.

As for asymmetric key algorithms, such as RSA, DSA, ECC and DH, the effect of quantum
computing is thought to be quite serious. Quantum computers can run algorithms (e.g., that of
[b-Shor 1997]) that break all popular public-key systems in trivial amounts of time. For instance, a
quantum algorithm called Shor's algorithm can recover an RSA key in polynomial time [b-Moses].

Quantum-safe  cryptographic algorithms should be selected by assessment criteria
(see Appendix 1V, for example, assessment criteria by NIST).

9.1 Quantum-safe symmetric key algorithms

It is widely believed that basic symmetric cryptosystems, such as block ciphers or hash functions are
guantum-safe algorithms [b-CSA] as shown in Appendix Ill. [b-ITU-T X.1197] provides a list of
examples of quantum-safe algorithms and key lengths. The advent of cryptographically-relevant
quantum computers will notably require an increase in the symmetric key size, amounting to double
the current 128-bit keys used in IMT-2020. [b-CSA] shows that the current recommended key size
of 256 bits is considered safe, even against the Grover algorithm.

9.2 Quantum-safe asymmetric key algorithms

Although quantum computers can run algorithms that break current public-key systems
(e.g., RSA and ECC) in trivial amounts of time as shown in Appendix Ill, there are many important
classes of cryptographic system beyond RSA and ECC that are secure against an attack by a quantum
computer and described in clauses 9.2.1 to 9.2.5. A list of the current standards for quantum-safe
asymmetric algorithms is provided in [b-ITU-T X.1197].

NOTE — Quantum key distribution (QKD) is a method for implementing key agreement that is proven as robust
against quantum computing.

9.2.1 Lattice-based algorithms

Lattice-based algorithms are based on some well-known difficult problems on the lattice to construct
guantum-safe cryptographic primitives. One of these is the shortest vector problem (SVP),i.e., to find
the shortest non-zero vector in a given lattice, which has been proven to be a non-deterministic
polynomial time-hard (NP-hard) problem under randomized reductions [b-Ajtai].

[b-CSA] shows that lattice-based algorithms can provide digital signature, public or private key
encryption and key agreement. Some lattice-based algorithms are listed in clause 11.1.
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9.2.2 Hash-based algorithms
Hash-based algorithms rely on the security of the underlying cryptographic hash function.

[b-CSA] shows that hash-based algorithms are used for digital signatures constructed using hash
functions. Some hash-based algorithms are listed in clause I1.2.

9.2.3 Code-based algorithms

Code-based algorithms rely on some error-correcting codes, where encoding schemes are difficult to
decode efficiently, even for a quantum computer. For example, McEliece cryptosystem [b-McEliece]
is based on the NP-hard problem of decoding a general linear code.

[b-CSA] shows that code-based algorithms can provide digital signature, public or private key
encryption and key agreement. Some code-based algorithms are listed in clause 11.3.

9.2.4 Multivariate algorithms

Multivariate algorithms are based on the difficulty of solving systems of nonlinear multivariate
polynomial equations over finite fields. This problem is known to be NP-hard [b-Garey].

[b-CSA] shows that multivariate algorithms can provide digital signature and public or private key
encryption. Some practical signature schemes based on multivariate algorithms are listed
in clause 11.4.

9.25 Supersingular isogeny-based algorithms

Supersingular isogeny-based algorithms are constructed on the basis of the difficulty of recovering
an unknown isogeny between a pair of supersingular elliptic curves that are known to be isogenous.

They offer perfect forward security, and serve as a straightforward quantum-computing resistant
replacement for the DH and ECDH methods. A typical example is the supersingular-isogeny
Diffie-Hellman (SIDH) algorithm [b-Jao].

10 Guidelines for usage of quantum-safe cryptographic algorithms in IMT-2020 systems

General consideration is first given to the handling of the significant increase in message size when
quantum-safe asymmetric algorithms are introduced into IMT-2020 systems. The usage of quantum-
safe cryptographic algorithms in IPsec, TLS and DTLS is then taken into account, since they have
been deployed at more than one place in IMT-2020 systems. Then guidelines to apply quantum-safe
cryptographic algorithms to an IMT-2020 access network and IMT-2020 core network are specified,
respectively.

10.1  Message size

The size of messages that contain a public key, ciphertext or signature will be significantly increased,
since quantum-safe asymmetric algorithms usually have much larger size, relating to the public key,
ciphertext or signature, than classical asymmetric algorithms. For example, the public-key size of
quantum-safe asymmetric algorithms varies from 726 bytes to around 1 Mbyte as shown in
clause 11.5, while the public-key size of classical asymmetric algorithms typically varies from just
32 bytes to 256 bytes. The National Institute of Standards and Technology (NIST) plans to
standardize more than one quantum-safe asymmetric algorithm. Thus, it is intuitive that quantum-
safe asymmetric algorithms with smaller size of public key, ciphertext or signature needs to be chosen
for use in IMT-2020 systems. Moreover, IMT-2020 system standards need to determine the
appropriate message size to accommodate the public key, ciphertext or signature when quantum-safe
asymmetric algorithms are deployed.
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10.2 IPsec, TLS and DTLS

If a PSK is applied to authentication and key agreement, the size of the PSK is recommended to be
256 bits, and quantum-safe symmetric algorithms whose key length is 256 bits is recommended to be
used for the confidentiality and integrity protection of messages transmitted over the network.
If certificate-based authentication schemes are used, quantum-safe asymmetric algorithms is
recommended to be integrated into the authentication protocols for a quantum-safe authentication and
session key agreement, for the confidentiality and integrity protection of messages, quantum-safe
symmetric algorithms with a 256 bit long key is recommended to be deployed. In this way, SDN,
NDS/IP and the management plane are not vulnerable to quantum attacks.

IETF has not started work on how to add quantum-safe algorithms to the cipher suites in IPsec,
TLS and DTLS, as NIST has not finalized the candidates for quantum-safe asymmetric algorithms.
It is anticipated that NIST draft standards will be available in 2022 to 2024 [b-Moody]. Once IETF
has specified the quantum-resistant cipher suites for IPsec, TLS and DTLS, considering the scarce
wireless bandwidth and limited computation capabilities in devices, a cipher suite with smaller key
size and high-speed encryption operation is recommended to be deployed in IMT-2020 systems.

10.3  Infrastructure layer

An SDN is recommended to apply the suggestions specified in clause 10.2 to the usage of IPsec and
TLS.

The classical cryptographic algorithms deployed in the NFVI layer is recommended to be replaced
with quantum-safe cryptographic algorithms, including those of the symmetric and asymmetric types.

10.4 IMT-2020 access network

10.4.1 Subscriber privacy

The ECIES scheme is recommended to apply DH-like quantum-safe asymmetric algorithms to
generate the shared key, such as supersingular isogeny key encapsulation (SIKE) and NewHope, that
are second round candidates in the NIST post-quantum cryptography (PQC) standardization
procedure (see Appendix Il1). The SUCI is recommended to be concealed by the quantum-safe
symmetric algorithm with a 256 bit shared key.

10.4.2 Authentication

Since the MILENAGE algorithm set supports only a 128 bit key input, while the TUAK algorithm
set can support one of 256 bits, the TUAK algorithm set is recommended to be employed in the
authentication procedure to generate the AV and authentication response instead of that of
MILENAGE.

10.4.3 Key hierarchy

To generate the session key Ksear with 256 bit entropy, the key hierarchy has to make the following
adaptations: (1) the key size of the root key K is recommended to be 256 bits; (2) 256 bit-long outputs
of the GKDF is recommended to no longer be truncated.

In practice, the key length of the root key K is usually 128 bits, due to the use of legacy USIM cards
in IMT-2020 systems that have that configuration; new USIM cards used for early IMT-2020 systems
by many operators will still store only a 128 bit root key. A consequence is that the entropy of the
session key Ksear derived from key K is only 128 bits, which is not quantum-safe.

To enhance the security for the current session key Ksear when the USIM card is equipped with a
128 bit long root key, the generation of the current session key Ksear is based on not only the first
session key Ksear' determined by the long-term key K, but also at least one of the additional keys.
The additional keys could be the initial session key Ksear_inimiaL generated the first time that the UE
is connected to the network and/or the session key Ksear prv used in the previous session. Both the
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first session key and the additional keys are symmetric keys, which means that the UE and the network
share them. In this way, the entropy of the current session key Ksaer will be at least 256 bits, since
the entropy of the first session key Ksear' is 128 bits and the entropy of the additional keys
(key Ksear_inimiaL and/or key Ksear_prv) is at least 128 bits.

As a good practice, new SIM cards can optionally be used to achieve 256 bits entropy for the session
key Ksear. Those can be either SIM, USIM or eSIMs or other non-standard SIM form factors and
types with the corresponding adaptations so as to:

a) Store a 256-bit root key, to serve the same purpose as the root key K in old (U)SIMs.

b) Support hardware acceleration for the necessary KDF and symmetric cryptography core loop
(e.g., AES) in the new SIM cards. This is particularly relevant for 10T and in countries where
feature phones make an important part of the total number of cellular devices in use, yet could
be made compatible with a quantum-safe — if not fast —, IMT-2020, through frequency reuse
and protocol translation.

10.4.4 Security of NAS signalling, AS signalling and user data

As shown in clause 7, 128 bit symmetric key algorithms, such as AES-128, SNOW 3G, and
ZUC-128 are the basis for confidentiality and integrity protection of NAS signalling, AS signalling,
and user data in an IMT-2020 access network.

To resist quantum attacks, 256 bit symmetric key algorithms is recommended to be deployed in IMT-
2020 systems. The longer MAC size provides greater assurance against attacks that guess the correct
MAC for the message. [b-NIST SP 800-38B] recommends that at least a 64 bit long MAC is
recommended to be used to defend against guessing attacks. The MAC length in an IMT-2020 access
network is only 32 bits. There is a great impact on the IMT-2020 network and protocol if the MAC
size is increased from 32 bits to 64 bits. Whether an IMT-2020 access network can still defend against
guessing attacks when 256 bit quantum-safe symmetric algorithms are applied to generating a 32 bit
long MAC needs further study.

10.4.5 Security of non-3GPP access
For the strategy to resist quantum attack for non-3GPP access, see clause 10.2, as the security of
non-3GPP access relies on IPsec.

10.5 IMT-2020 core network
10.5.1 W.ithin a PLMN
1) Authentication

To resist quantum attack, authentication based on NDS/IP is recommended to apply the same strategy
introduced in clause 10.2.

2) Authorization

Quantum-safe keyed hash functions, such as HMAC-SHA-256, as well as quantum-safe signature
algorithms, is recommended to be deployed in OAuth 2.0 to ensure the integrity of the access token.
For the strategy to transit to the quantum-safe cipher suites in TLS, see clause 10.2.

Quantum-safe signature algorithms is recommended to be deployed for JWS.
10.5.2 Inter-PLMNs

The method introduced in clause 10.2 is recommended to be applied to N32-c to prevent the quantum
attacker from deriving the session keys. AES-GCM with a 256 bit key is recommended to be deployed
in an N32 interface to ensure the confidentiality and integrity of communication between PLMNSs.

Quantum-safe signature algorithms is recommended to be deployed instead of ECDSA for JWS.
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Appendix |

Overview of IMT-2020 system
(This appendix does not form an integral part of this Recommendation.)

This appendix gives an overall description of an IMT-2020 system.

1.1 General architecture

The IMT-2020 system aims to provide a wide range of services with different performance
requirements. The services provided in IMT-2020 networks can be classified into three categories
according to 3GPP specifications: (1) eMBB supports higher data rates and higher user mobility than
4G/LTE; (2) mloT provides massive machine-type communications; (3) URLLC supports mission
critical services that require higher reliability and lower latency. The IMT-2020 system is to be a
flexible platform enabling new business cases and integrating vertical industries, such as, automotive,
manufacturing, energy, eHealth and entertainment. Moreover, the deployment and maintenance of
the IMT-2020 system is to be easier compared to previous generations of mobile networks. To address
these challenging requirements, the IMT-2020 system has introduced a number of innovative
technologies, such as network slicing, NFV, the SDN, SBA and central unit/distributed unit (CU/DU)
separation.

The general architecture of an IMT-2020 system, illustrated in Figure 1.1, can be divided into:
infrastructure layer; network layer; service layer; and management plane, according to the
functionality.

Management
plane

Server layer [ Applications (eMBB, mMTC, URLLC) )

Access IMT-2020

Network layer
¥ network core network

service orchestration

Network management and

Infrastructure
layer

SDN/NFVI )

X.1811(21)_F1.1

Figure 1.1 — General architecture of the IMT-2020 system

- Infrastructure layer, encompassing the SDN and NFVI. The SDN is used to transport packets
to the destination. Besides legacy transport technologies (e.g., multiprotocol label switching
(MPLS)), the IMT-2020 system has introduced SDN technology for higher transport speed
and easy adaptation to service requirements. NFVI is the common base for running VNFs.

— Network layer, composed of access and core networks. The former allows UE access to an
IMT-2020 network anywhere. The latter is designed with an SBA in mind for extensibility
and simplicity. It is made up of a number of NFs to support data connectivity and service
deployment, such as the AUSF, AMF, and SMF.
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— Service layer, consisting of the applications running on top of the IMT-2020 system, which
may be eMBB applications, massive machine-type communication (mMTC) applications,
and URLLC applications.

- Management plane, responsible for network management and service orchestration.

1.2 SDN

The basic principle of the SDN is that the data plane is decoupled from the control plane (CP), so that
it can support dynamic programmability of network nodes in the process of data forwarding.
The SDN controller makes the networking decisions and sends the resulting forwarding rules to the
network nodes. This forwarding mechanism simplifies the realization of the network nodes and leads
to enhanced data plane performance. The SDN architecture is depicted in Figure 1.2.

[ SDN controller ) Control plane

Data plane

X.1811(21)_Fl.2

Figure 1.2 — The SDN architecture

1.3 Access network

A UE can gain access to an IMT-2020 core network either in an untrusted non-3GPP access fashion
or in a 3GPP access fashion, as shown in Figure 1.3. The access network provides services related to
the transmission of data over the radio interface.
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Figure 1.3 — Access network

- Untrusted non-3GPP access

Untrusted non-3GPP access means that an access technology is not specified by 3GPP and is
not trusted by the IMT-2020 core network, such as wireless local area network (WLAN)
access. In this context, a UE connects to the IMT-2020 core network via an N3IWF.

— 3GPP access

3GPP access is an access technology specified by 3GPP, i.e., next generation-radio access
network (NG-RAN) technology in the IMT-2020 context. A UE can gain access to the
IMT-2020 core network by using an NG interface via a flat gNB without CU/DU separation.
An NG interface is a logical interface supporting the exchange CP information and UP
information between the gNB and the IMT-2020 core network. For more flexible network
deployment and lower costs, a gNB can be split into gNB-DU and gNB-CU. A gNB-CU is a
logical node that carries out higher layer protocols, including the service data adaptation
protocol (SDAP), radio resource control (RRC), and packet data convergence protocol
(PDCP). A gNB-DU is a logical node that performs lower layer functions, including radio
link control (RLC), medium access control (MAC) and physical layer functions.

Borrowed from the SDN concept, the gNB-CU can be further split into gNB-CU-CP and
gNB-CU-UP. This would result in a functional decomposition of the radio access between
user and CP entities. Such separation of CP and UP provides the flexibility to operate and
manage complex networks, supporting different network topologies, resources and new
service requirements.

A gNB-CU and the gNB-DU units are connected via an F1 logical interface, which can be
distinguished between an F1-C interface for connecting the gNB-CU-CP and an F1-U
interface for connecting the gNB-CU-UP. A gNB-CU-CP communicates with a gNB-CU-UP
through an E1-interface.

1.4 Core network

The IMT-2020 core network is defined as an SBA, as shown in Figure 1.4. A number of NFs have
been defined in the SBA to serve different purposes. Each NF exposes a set of services called NF
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service that is consumed by other authorized NFs. NFs query an NRF to discover and communicate
with each other.

Control plane

;(NSSF) (NEF) (NRF) (PCF) @1’9 (AF) (SEPP)?

. C D .

( AUSF)

Access
network

Data plane
X.1811(21)_Fl.4

Figure 1.4 — IMT-2020 core network

The IMT-2020 core network can be divided into the CP and UP.

28

Control plane

This plane provides network control services, including access, mobility, policy, exposure,
legal intercept and charging-related control. The following NFs have been defined in the CP.

Network slice selection function (NSSF), used to select the set of network slice instances
serving the UE.

Network exposure function (NEF), supporting exposure of capabilities and events. NFs
expose capabilities and events to other NFs via the NEF. NF-exposed capabilities and events
may be securely exposed for e.g., third party, application functions and edge computing.

NF repository function (NRF), providing registration and discovery functions, so that NFs
can discover and communicate with each other via APIs.

Policy control function (PCF), supporting a unified policy framework to govern network
behaviour.

Unified data management (UDM), storing subscriber data and profiles. UDM is also used
to generate the AVs for 3GPP AKA.

Application function (AF), interacting with the 3GPP core network in order to provide
services. The AF also provides information on the packet flow to the PCF.

Security edge protection proxy (SEPP), a non-transparent proxy used to protect messages
exchanged on inter-PLMN CP interfaces and hide the topology of the intra-PLMN network.

Authentication server function (AUSF), handling authentication requests for both 3GPP
access and non-3GPP access.

Access and mobility management function (AMF), providing authentication, authorization
and mobility management to UES.

Session management function (SMF), used for session management, e.g., session
establishment, modification and release. The SMF also allocates IP addresses to UEs.

Rec. ITU-T X.1811 (04/2021)



User plane

User plane function (UPF) is the unique function defined for the UP. The UPF supports
various operations and functionalities related to the UP packets, such as packet routing and
forwarding, traffic handling, packet inspection and packet duplication.

The IMT-2020 core network is significantly different from the core network of previous generation
mobile networks with the following features.

1.5

SBA, whose services operate with finer granularity than in legacy networks and are loosely
coupled with each other. This enables a short time to market for new services and greater
flexibility for system updates.

Control plane and user plane separation, allowing the UPF to be deployed in a place closer
to the UE, so that these strict latency requirements from URLLC services can be met. Control
plane and user plane separation also enables each plane resource to be scaled independently.

AMF and SMF separation, allowing access and mobility management to be performed in
a centralized manner. In contrast, the SMF can be located in a place where services need it.

NFV, where the IMT-2020 core network assumes that NFs are implemented in a virtualized
manner for better resource management and cost savings. An NFV that separates hardware
and software makes the network more flexible and simpler by minimizing dependence on
hardware constraints.

Network slice, whose purpose is to support multiple service types on a common physical
network infrastructure. It can provide customized end-to-end networks to meet different
requirements. Each network slice may contain various NFs according to service
requirements.

Management plane

The management plane is in charge of network management and service orchestration. In order to
manage and monitor networks, the management plane connects to the access network, core network
and SDN via an individual dedicated communication channel, as shown Figure 1.5. Network
management has at least the following functionalities: fault management (FM), performance
management (PM), configuration management (CM) and trace management (TM). Besides these
network management functions, the management of the network slice also needs the following
functions: slice lifecycle management, slice capability management and network resource discovery.
The service orchestration applies flexible resource control and monitoring mechanisms for the
provision, management and re-optimization of network services.

Network management and
service orchestration
7
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Figure 1.5 — General management architecture
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Appendix 11

Quantum-safe asymmetric key cryptographic algorithms
(This appendix does not form an integral part of this Recommendation)

This appendix lists the well-known quantum-safe asymmetric key cryptographic algorithms.

1.1 Lattice-based algorithms

Some lattice-based algorithms are:

— Nth degree truncated polynomial ring (NTRU) [b-Hoffstein];
— Learning with errors (LWE) [b-Regev];

— Ring learning with errors (R-LWE) [b-Lyubashevsky];

— NewHope scheme [b-Alkim].

1.2 Hash-based algorithms

Some hash-based algorithms are:

- extended Merkle signature scheme (XMSS) [b-Buchmann];

— SPHINCS [b-Bernstein 2015];

— Leighton-Micali hash-based Signatures (LMS) [b-IRTF RFC 8554].

1.3  Code-based algorithms

Some code-based algorithms are:
— classic McEliece [b-McEliece];
— Niederreiter scheme [b-Dinh].

1.4 Multivariate algorithms

Some practical signature schemes based on multivariate algorithms are:
— Rainbow [b-Ding];
- Unbalanced oil and vinegar (UOV) [b-Kipnis].

1.5 NIST standardization of post quantum cryptography

On 20 December 2016, NIST announced the request for nominations for public-key post-quantum
cryptographic algorithms. In the first round, NIST accepted 69 candidates, consisting of 20 digital
signature schemes and 49 public-key encryption (PKE) or key encapsulation mechanisms (KEMSs).
On 30 January 2019, NIST selected as second round candidates the 26 algorithms listed in Table 1.1,
which include nine digital signature schemes, and 17 PKE and key-establishment schemes
[b-NISTIR 8240].

Table 1.1 — NIST second round algorithms

Classification Problem base Algorithm

Crystals-Kyber
FrodoKEM
LAC
NewHope

Encryption/KEMs Lattice-based
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Table I11.1 — NIST second round algorithms

Classification Problem base Algorithm
NTRU

NTRU Prime

Round 5

Saber

Three Bears

Classic McEliece
NTS-KEM

BIKE
Code-based HQC

Rollo
LEDAcrypt
RQC
Isogency-based SIKE

Crystals-Dilithium
Lattice-based Falcon

gTesla
GeMSS
Signature o LUOV
Multivariate-based

MQDSS

Rainbow

Sphincs+

Hash-based —
Picnic

NIST intends to standardize post-quantum public-key algorithms for use in a wide variety of
protocols, such as TLS, secure shell (SSH), Internet key exchange (IKE), IPsec and domain name
system security extensions (DNSSEC) [b-NISTIR 8240].

NIST assesses the second round algorithms from both the security and performance perspective.
NTRU encryption was invented in 1996, and its security has been reasonably well understood and
scrutinized for decades. Moreover, NTRU encryption is standardized in [b-IEEE Std 1363.1]. Classic
McEliece is based on [b-McEliece], which has not been broken, and is considered to be secure in a
quantum world. In contrast, many other schemes have been released no more than 10 years ago.
Thus, these schemes still need deep cryptanalysis by the cryptographic community in order to
improve confidence in their security. In particular, SIKE, which originated from [b-Jao], relies on the
problem of finding isogenies between supersingular elliptic curves, which has not been studied as
much as some of the security problems associated with other candidates [b-NISTIR 8240].

Perfect forward secrecy means that past session keys will not be disclosed, even if the long-term key
is exposed. This is a useful security property desired by widely used security protocols, such as IPsec
and TLS. Of all the candidates, only SIKE and NewHope are able to support perfect forward secrecy.

The performance of the algorithms is measured in terms of the size of public keys, ciphertext and
signatures, as well as the computation efficiency of encryption and decryption. PQC algorithms
usually have much larger size of public keys, ciphertext, and signatures compared the classical
public-key algorithms. The public-key size of candidates varies from 726 bytes to over 1 Mbyte
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according to [b-NIST PQC]. The SIKE has the smallest public-key size, while the public-key size of
classic McEliece and NTS-KEM is much larger than that of other schemes. However, classic
McEliece and NTS-KEM can generate smaller cipher text than other schemes with a competitive
encryption speed. The performance of SIKE seems to be an order of magnitude slower than many
other candidates in spite of having the smallest public-key size. A trade-off between bandwidth
efficiency and computation efficiency is therefore needed when selecting PQC algorithms.

In 2020, NIST plans to either select finalists for a final round or select a small number of candidates
for standardization [b-NISTIR 8240]. This means that not merely one, but a set of PQC algorithms
will be standardized. In the mobile environment, performance is of critical importance due to the
precious wireless resources in air interface and limited computation capabilities in devices. The final
standardized algorithms, which have smaller sizes of public keys and ciphertext, and competitive
encryption speed, should be introduced into IMT-2020 systems.
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Appendix 11

Impact of quantum computing on common cryptographic algorithms
(This appendix does not form an integral part of this Recommendation.)

This appendix lists the impact of quantum computing on common cryptographic algorithms.

Table I11.1 shows a summary of the impact of large-scale quantum computers on common
cryptographic algorithms, such as RSA and the advanced encryption standard (AES).

It is not known how far these quantum advantages can be pushed, nor how wide is the gap between
feasibility in the classical and quantum models [b-NISTIR 8105].

Table I11.1 — Impact of quantum computers on commonly used cryptographic algorithms
[b-NISTIR Quantum report]

Cryptographic algorithm type use impact

AES Symmetric Encryption Large key sizes is needed
SHA-2, SHA-3 Hash Hash function Larger output is needed
RSA Public key Signature, key transport No longer secure
ECDSA, ECDH Public key Signature, key exchange No longer secure

DSA Public key Signature, key exchange No longer secure
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Appendix 1V

Assessment criteria for quantum-safe cryptography
(This appendix does not form an integral part of this Recommendation.)

This appendix provides NIST assessment criteria for selecting the quantum-safe cryptography.

The submitted cryptographic algorithms will be assessed based on three aspects: security, cost,
algorithm and implementation characteristics [b-NIST-Sub].

IV.1  Security

The security provided by a cryptographic scheme is the most important factor in the evaluation.
Schemes will be judged on the following factors:

Applications of public-key cryptography: Post-quantum algorithms to its existing standards for
digital signatures (FIPS 186) and key establishment (SP 800-56A, SP 800-56B) will be standardized.
These are used in a wide variety of Internet protocols, such as TLS, SSH, IKE, IPsec, and DNSSEC.
Schemes will be evaluated by the security they provide in these applications during the evaluation
process. Claimed applications will be evaluated for their practical importance if this evaluation is
necessary for deciding which algorithms to standardize.

Security definition for encryption/key-establishment: Post quantum algorithms for encryption or
key establishment should be "semantically secure™ with respect to adaptively chosen cryptographic
attacks. This property is generally denoted IND-CCAZ2 security in academic literature.

The above security definition should be taken as a statement of what NIST will consider to be a
relevant attack. Submitted KEM and encryption schemes will be evaluated based on how well they
appear to provide this property, when used as specified by the submitter. Submitters are not needed
to provide a proof of security, although such proofs will be considered if they are available.

For the purpose of estimating security strengths, it may be assumed that the attacker has access to the
decryptions of no more than 2% chosen ciphertexts; however, attacks involving more ciphertexts may
also be considered.

Security definition for ephemeral-only encryption/key-establishment: While chosen ciphertext
security is necessary for many existing applications (for example, nominally ephemeral key exchange
protocols that allow key caching), it is possible to implement a purely ephemeral key exchange
protocol in such a way that only passive security is needed from the encryption or KEM primitive.

For these applications, post quantum algorithms for ephemeral-only encryption/key-establishment
should be semantic security with respect to chosen plain text attacks. This property is commonly
marked as IND-CPA security in the academic literature.

Submitted KEM and encryption schemes will be evaluated based on how well they appear to provide
this property, when used as specified by the submitter. Submitters are not needed to provide a proof
of security, although such proofs will be considered if they are available. Any security vulnerabilities
that result from re-using a key should be fully explained.

Security definition for digital signatures: Post quantum algorithms for digital signature enable
existentially unforgeable digital signatures with respect to an adaptive chosen message attack. This
property is generally denoted EUF-CMA security in academic literature.

Submitted algorithms for digital signatures will be evaluated based on how well they appear to
provide this property when used as specified by the submitter.

For the purpose of estimating security strengths, it may be assumed that the attacker has access to
signatures for no more than 264 chosen messages.

34 Rec. ITU-T X.1811 (04/2021)



Additional security properties: While the previously listed security definitions cover many of the
attack scenarios that will be used in the evaluation of the submitted algorithms, there are several other
properties that would be desirable:

One such property is perfect forward secrecy. While this property can be obtained through the use of
standard encryption and signature functionalities, the cost of doing so may be prohibitive in some
cases. In particular, public-key encryption schemes with a slow key generation algorithm, such as
RSA, are typically considered unsuitable for perfect forward secrecy. This is a case where there is
high corelation between the cost, and the practical security of an algorithm.

Another case where security and performance interact is resistance to side-channel attacks. Schemes
that can be made resistant to side-channel attack at minimal cost are more desirable than those whose
performance is severely hampered by any attempt to resist side-channel attacks. We further note that
optimized implementations that address side-channel attacks (e.g., constant-time implementations)
are more meaningful than those which do not.

A third desirable property is resistance to multi-key attacks. Ideally an attacker should not gain an
advantage by attacking multiple keys at once, whether the attacker's goal is to compromise a single
key pair, or to compromise a large number of keys.

A final desirable, although ill-defined, property is resistance to misuse. Schemes should ideally not
fail catastrophically due to isolated coding errors, random number generator malfunctions, nonce
reuse, keypair reuse (for ephemeral-only encryption/key establishment), etc.

Other consideration factors: As public-key cryptography tends to contain subtle mathematical
structure, it is very important that the mathematical structure be well understood in order to have
confidence in the security of a cryptosystem. To assess this, a variety of factors will be considered.
All other things being equal, simple schemes tend to be better understood than complex ones.
Likewise, schemes whose design principles can be related to an established body of relevant research
tend to be better understood than schemes that are completely new, or schemes that were designed by
repeatedly patching older schemes that were proven vulnerable to cryptanalysis.

The clarity of the documentation of the scheme and the quality of the analysis provided by the
submitter will be considered. Clear and thorough analysis will help to develop the quality and
maturity of analysis by the wider community. Any security arguments or proofs provided by the
submitter will be considered. While security proofs are generally based on unproven assumptions,
they can often rule out common classes of attacks or relate the security of a new scheme to an older
and better studied computational problem.

IV.2 Cost
The cost of a public-key cryptosystem can be measured on many different dimensions.

Public key, Ciphertext, and signature size: Schemes will be evaluated based on the sizes of the
public keys, ciphertexts, and signatures that they produce. All of these may be important consideration
factors for bandwidth-constrained applications or in Internet protocols that have a limited packet size.
The importance of public-key size may vary depending on the application; if applications can cache
public keys, or otherwise avoid transmitting them frequently, the size of the public key may be of
lesser importance. In contrast, applications that seek to obtain perfect forward secrecy by transmitting
a new public key at the beginning of every session are likely to benefit greatly from algorithms that
use relatively small public keys.

Computational efficiency of public and private key operations: Schemes will also be evaluated
based on the computational efficiency of the public key (encryption, encapsulation, and signature
verification) and private key (decryption, decapsulation, and signing) operations. The computational
cost of these operations will be evaluated both in hardware and software. The computational cost of
both public and private key operations is likely to be important for almost all operations, but some
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applications may be more sensitive to one or the other. For example, signing or decryption operations
may be done by a computationally constrained device like a smartcard; or alternatively, a server
dealing with a high volume of traffic may need to spend a significant fraction of its computational
resources verifying client signatures.

Computational efficiency of key generation: Schemes will also be evaluated based on the
computational efficiency of their key generation operations, where applicable. The most common
scenario where key generation time is important is when a public-key encryption algorithm or a KEM
is used to provide perfect forward secrecy. Nonetheless, it is possible that key generation times may
also be important for digital signature schemes in some applications.

Decryption failures: Some public-key encryption algorithms and KEMs, even when correctly
implemented, will occasionally produce ciphertexts that cannot be decrypted/decapsulated. For most
applications, it is important that such decryption failures be rare or absent. For algorithms with
decryption/decapsulation failures, submitters must provide the failure rate, as well as an analysis of
the impact on security that these failures could cause. While applications can always obtain an
acceptably low decryption failure rate by encrypting the same plaintext multiple times, and interactive
protocols can simply restart when key establishment fails, these types of solutions have their own
performance costs.

IV.3  Algorithm and implementation characteristics

Flexibility: Assuming good overall security and performance, schemes with greater flexibility will
meet the needs of more users than less flexible schemes, and therefore, are preferable.

Some examples of "flexibility" may include (but are not limited to) the following:

1) The scheme can be modified to provide additional functionalities that extend beyond the
minimum requirements of public-key encryption, KEM (key encapsulation mechanism), or
digital signature (e.g., asynchronous or implicitly authenticated key exchange, etc.).

2) It is straightforward to customize the scheme's parameters to meet a range of security targets
and performance goals.

3) The algorithms can be implemented securely and efficiently on a wide variety of platforms,
including constrained environments, such as smart cards.

4) Implementations of the algorithms can be parallelized to achieve higher performance.

5) The scheme can be incorporated into existing protocols and applications, requiring as few

changes as possible.
Simplicity: The scheme will be judged according to its relative design simplicity.

Adoption: Factors that might hinder or promote widespread adoption of an algorithm or
implementation will be considered in the evaluation process, including, but not limited to, intellectual
property covering an algorithm or implementation and the availability and terms of licenses to
interested parties. Assurances made in the statements by the submitter(s) and any patent owner(s) will
be considered, with a strong preference for submissions as to which there are commitments to license,
without compensation, under reasonable terms and conditions that are demonstrably free of unfair
discrimination.
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Telegraph services terminal equipment

Terminals for telematic services

Telegraph switching

Data communication over the telephone network

Data networks, open system communications and security

Global information infrastructure, Internet protocol aspects, next-generation networks,
Internet of Things and smart cities

Languages and general software aspects for telecommunication systems
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