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Recommendation ITU-T X.1641

Guidelines for cloud service customer data security

Summary

Recommendation ITU-T X.1641 provides generic security guidelines for the cloud service customer
(CSC) data in cloud computing. It analyses the CSC data security lifecycle and proposes security
requirements at each stage of the data lifecycle. Furthermore, Recommendation ITU-T X.1641
provides guidelines on when each control should be used for best security practice.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1641 2016-09-07 17 11.1002/1000/12853

Keywords

Cloud service customer data, data security controls, data security lifecycle.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2017

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1641

Guidelines for cloud service customer data security

1 Scope

This Recommendation provides guidelines for cloud service customer (CSC) data security in cloud
computing, for those cases where the cloud service provider (CSP) is responsible for ensuring that
the data is handled with proper security. This is not always the case, since for some cloud services
the security of the data is the responsibility of CSCs themselves. In other cases, the responsibility
may be mixed.

For example, in some cases the CSP may be responsible for restricting access to the data, while the
CSC remains responsible for deciding which cloud service users (CSUs) should have access to it, and
the behaviour of any scripts or applications with which the CSU processes the data.

This Recommendation identifies security controls for CSC data that can be used in different stages
of the full data lifecycle. These security controls can differ when the security level of the CSC data
changes. Therefore, this Recommendation provides guidelines on when each control should be used
for best security practice.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1601] Recommendation ITU-T X.1601 (2015), Security framework for
cloud computing.
[ITU-T X.1631] Recommendation ITU-T X.1631 (2015) | ISO/IEC 27017:2015,

Information technology — Security techniques — Code of practice for
information security controls based on ISO/IEC 27002 for cloud
services.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 authentication [b-NIST-SP-800-53]: Verifying the identity of a user, process, or device,
often as a prerequisite to allowing access to resources in an information system.

3.1.2 cloud computing [b-ITU-T Y.3500]: Paradigm for enabling network access to a scalable and
elastic pool of shareable physical or virtual resources with self-service provisioning and
administration on-demand.

NOTE — Examples of resources include servers, operating systems, networks, software, applications, and
storage equipment.

3.1.3 cloud service [b-ITU-T Y.3500]: One or more capabilities offered via cloud computing
invoked using a defined interface.
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3.1.4 cloud service customer [b-ITU-T Y.3500]: Party which is in a business relationship for the
purpose of using cloud services.

NOTE — A business relationship does not necessarily imply financial agreements.

3.1.5 cloud service customer data [b-ITU-T Y.3500]: Class of data objects under the control, by
legal or other reasons, of the cloud service customer that were input to the cloud service, or resulted
from exercising the capabilities of the cloud service by or on behalf of the cloud service customer via
the published interface of the cloud service.

NOTE 1 - An example of legal controls is copyright.

NOTE 2 — It may be that the cloud service contains or operates on data that is not cloud service customer data;
this might be data made available by the cloud service providers , or obtained from another source, or it might
be publicly available data. However, any output data produced by the actions of the cloud service customer
using the capabilities of the cloud service on this data is likely to be cloud service customer data, following the
general principles of copyright, unless there are specific provisions in the cloud service agreement to the
contrary.

3.1.6 cloud service derived data [b-ITU-T Y.3500]: Class of data objects under cloud service
provider control that are derived as a result of interaction with the cloud service by the cloud service
customer.

3.1.7 cloud service provider [b-ITU-T Y.3500]: Party which makes cloud services available.

3.1.8 cloud service user [b-ITU-T Y.3500]: Natural person, or entity acting on their behalf,
associated with a cloud service customer that uses cloud services.

NOTE — Examples of such entities include devices and applications.

3.1.9 infrastructure as a service (IaaS) [b-ITU-T Y.3500]: Cloud service category in which the
cloud capabilities type provided to the cloud service customer is an infrastructure capabilities type.

3.1.10 multi-tenancy [b-ITU-T Y.3500]: Allocation of physical or virtual resources such that
multiple tenants and their computations and data are isolated from and inaccessible to one another.

3.1.11 platform as a service (PaaS) [b-ITU-T Y.3500]: Cloud service category in which the cloud
capabilities type provided to the cloud service customer is a platform capabilities type.

3.1.12 party [b-ITU-T Y.3500]: Natural person or legal person, whether or not incorporated, or a
group of either.

3.1.13 personally identifiable information [b-ISO/IEC 29100]: Any information that (a) can be
used to identify the PII principal to whom such information relates, or (b) is or might be directly or
indirectly linked to a P11 principal.

3.1.14 PII principal [b-ISO/IEC 29100]: Natural person to whom the personally identifiable
information (PII) relates.

NOTE - Depending on the jurisdiction and the particular data protection and privacy legislation, the synonym
"data subject" can also be used instead of the term "PII principal".

3.1.15 software as a service (SaaS) [b-ITU-T Y.3500]: Cloud service category in which the cloud
capabilities type provided to the cloud service customer is an application capabilities type.

3.1.16 tenant [b-ITU-T Y.3500]: One or more cloud service users sharing access to a set of physical
and virtual resources.

3.1.17 threat [b-ISO/IEC 27000]: Potential cause of an unwanted incident, which may result in
harm to a system or organization.

3.2 Terms defined in this Recommendation
None.
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4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
CSC  Cloud Service Customer

CSP  Cloud Service Provider

CSU  Cloud Service User

laaS  Infrastructure as a Service

PaaS Platform as a Service

Pl Personally Identifiable Information

SaaS  Software as a Service

5 Conventions
None.
6 Overview

6.1 Specification of the data in this Recommendation

CSC data includes private data of customers stored on a cloud platform and related data through cloud
services for CSC, such as account information, login record and operation log.

The difference between the terms CSC (see clause 3.1.4) and CSU (see clause 3.1.8) is further
distinguished as follows.

The CSC is the person or organization that enters into the legal relationship with the CSP. So the CSC
could be an enterprise, a subsidiary, a government department or an individual consumer.

The CSU is the person, device or application that uses the cloud service that has been contracted for.
The CSU could be a government employee, an application running on a smartphone, an individual
consumer or a member of a household, such as a child. The CSC usually nominates some CSUs to
act as administrators and manage the relationship between the CSC and the CSP. A CSU always acts
on behalf of a CSC. Most employee CSUs need to have little or no visibility of what or how the CSP
operates, or the services that the CSC has contracted for, unless the CSC decides they need to know
(e.g. administrators and internal auditors).

A CSC can include multiple cloud tenants. A tenant can include multiple CSUs.

6.2 Data security threats for cloud service customers

As the cloud service environment is typically multi-tenant, loss or leakage of data is a serious threat
to the CSC. The lack of appropriate management of cryptographic information, such as encryption
keys, authentication codes and access privilege, could lead to significant damage, such as data loss
and unexpected data leakage. For example, insufficient authentication, authorization and audit
controls; inconsistent use of encryption or authentication keys; operational failures; disposal
problems; jurisdiction and political issues; data centre reliability and disaster recovery, can be
recognized as major sources of this threat and may be associated with the challenges.

As for the security of storage data, since all CSC data is actually stored in the equipment of CSPs,
and the storage resources is shared by different CSCs, it may face several risks, including:

1) CSP insiders with privileges can gain unauthorized access resulting in leakage of CSC data;
2) malicious users or hackers can also gain unauthorized access resulting in leakage of CSC
data;
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3) cross-border data flow can lead to data leakage, especially for sensitive data;
4) software and hardware failures, power outages and natural disasters can result in data loss.

Data security also lies in the process of transmission. Data can be stolen or tampered with during
transmission, thus lead to confidentiality leakage, if the data is not encrypted properly. If CSCs have
not adopted adequate encryption, CSPs should verify the integrity of the data and take corresponding
encryption measures.

Another threat is the leakage of residual data. When a CSC unsubscribes its service, its data is cleared
and the storage space released or reallocated to other CSCs. It is the responsibility of the CSP to
ensure that the residual data of one CSC or tenant cannot be recovered by another.

6.3 Existing requirements related to about data security

The security framework for cloud computing specified in [ITU-T X.1601] provides the requirements
related to data security, including data isolation, protection and confidentiality protection.

1) Data isolation

In a cloud computing context, a tenant is prevented from accessing data belonging to another
tenant, even when the data is encrypted, except when explicitly authorized. Data isolation
may be realized logically or physically, depending on the required isolation granularity and
the specific deployment of cloud computing software and hardware.

NOTE - In cloud computing, isolation occurs at the tenant level. A given CSC may have multiple
tenants in the cloud, for example, to separate different subsidiaries, divisions or business units.

2) Data protection

Data protection ensures that CSC data and cloud service derived data held in a cloud
computing environment is appropriately secured so that it can only be accessed or changed
as authorized by the CSC (or according to applicable law). This protection may include some
combination of access control lists, integrity verification, error correction/data recovery,
encryption and other appropriate mechanisms. When a CSP provides storage encryption for
CSCs, this function can be client-side encryption (e.g., within a CSP application) or server-
side encryption.

3) Confidentiality protection

Private information can include personally identifiable information (PIl) and confidential
corporate data. The collection, use, transfer, handling, storage and destruction of private
information can be subject to confidentiality regulations or laws. This restriction applies to
both CSPs and their CSCs, e.g., a CSC must be able to permanently delete a data table
containing private information, even though the CSP is not aware of the table contents. CSPs
may also need to support information handling, e.g., searching of CSC data in its transformed
or encrypted form.

Confidentiality protection extends to private information that may be observed or derived
from CSC activities, such as business trends, relationships or communications with other
parties, and activity levels and patterns.

Confidentiality protection is also responsible for ensuring that all private information
(including observed or derived data) is used only for those purposes that have been agreed
between a CSC and a CSP.

A risk assessment of private information (called a "confidentiality risk assessment™) can
assist a CSP in identifying the specific risks of confidentiality breaches involved in an
envisaged operation. The CSP should identify and implement capabilities to address the
confidentiality risks identified by the risk assessment and treatment of private information.
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6.4

NOTE - In some jurisdictions, individual natural persons (i.e., human users) are treated separately
from their employers for confidentiality purposes. In such circumstances, confidentiality of the CSU
will be appropriately protected in addition to that of the CSC or tenant.

Data security lifecycle

Based on the actual situation of cloud service, the CSC data security lifecycle includes:

1)

2)
3)

4)
5)

6)
7)

7

Creation: This is probably better named creation/update because it applies to creating or
changing a data/content element, not just a document or database. Creation is the generation
of new digital content, or the alteration/updating of existing content.

Transmission: This is the communication process of transferring data from one place to
another.

Storage: Storage is the act of committing the digital data to some sort of repository, and
typically occurs nearly simultaneously with creation.

Use: Data is viewed, processed, shared or otherwise used in some sort of activity.

Migration: Data migration is the process of transferring data between storage types, formats,
or computer systems. It is a key consideration for any system implementation, upgrade, or
consolidation. Data migration occurs for a variety of reasons, including: server or storage
equipment replacements or upgrades; website consolidation; server maintenance; and data
centre relocation.

Destruction: Data is permanently destroyed using physical or digital means (e.g., crypto
shredding).

Backup and restoration: Users can create data backups and restore data from backups.

Guidelines for security controls related to data security

This clause provides guidelines for security controls related to the stages of the data security lifecycle
described in clause 6.4.

7.1

Security controls in create stage

Guidelines for security controls in the create stage include the following:

a)

b)
c)

7.2

CSPs should define categories of data sensitivity. User tagging of data may be leveraged to
help classify the data.

Data should be classified according to its sensitivity when it is created.

CSPs should consider enterprise digital rights mechanisms or encryption to protect sensitive
data from unauthorized access.

Security controls in transmit stage

Guidelines for security controls in the transmit stage include the following:

a)
b)

c)

7.3

CSPs should apply technological methods to ensure the security of the authentication data.

CSPs should support users in the maintenance of secure transmission of critical operation
data and management data.

Damage to data integrity should be detected promptly during transmission and necessary
measures taken to restore data integrity after errors are detected.

Security controls in storage stage

Guidelines for security controls in the storage stage include the following:

a)

CSPs should identify access controls available to the CSC to use with users' data from storage
repositories, such as those defined in [ITU-T X.1631].
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9)

h)

7.4

CSPs should apply encryption technology or other safeguards to ensure the storage
confidentiality of authentication data.

CSPs should support users in the maintenance of confidential storage of critical operation
data and management data.

CSPs should provide effective hard disk protection methods or adopt fragmentally storage
mechanisms to prevent unauthorized users obtaining valid user data from the hard disk, even
if it is stolen.

Damage to storage data integrity should be detected promptly and necessary measures taken
to restore data integrity after errors are detected.

A user's optional configuration of encryption parameters, such as algorithms, strength and
schemas, should be supported.

CSPs should support users in the selection of a third-party encryption mechanism to encrypt
the key data.

CSPs should support data encryption using secure keys and support storage and maintenance
of the secure keys locally.

CSPs should provide effective virtual machine image file loading protection methods to
prevent unauthorized users running their own computing resources from the hard disk, even
if it is stolen.

Security controls in use stage

Guidelines for security controls in the use stage include the following:

a)
b)

c)

7.5

CSPs should authorize and verify the utilization of data.
Utilization of sensitive data should be audited, with audit logs generated.

CSPs should apply malicious activity monitoring and enforcement mechanisms according to
their responsibility and rights to discover threats and control data usage.

Security controls in migrate stage

Guidelines for security controls in the migrate stage include the following:

a)

b)
c)

d)

e)

7.6

Network connectivity should be assessed prior to data migration to ensure the safety of the
migration process.

CSPs should ensure that data integrity and confidentiality is not affected during a migration.

CSPs should ensure that data migration does not affect the continuity of services and
applications.

CSPs should conduct data backup and recovery-related work appropriately during data
migration.

CSPs should establish a migration scheme, assess its feasibility and associated risks, then
develop risk control measures accordingly as preparations for data migration.

Security controls in destroy stage

Guidelines for security controls in the destroy stage include the following:

a)
b)

c)

CSPs should be able to erase all key material related to encrypted data.

CSPs should utilize physical destruction, such as degaussing of physical media when
decommissioning storage hardware.

CSPs should utilize data recovery techniques to confirm destruction processes.
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d)

9)
h)

1.7

CSPs should be able to provide means to help clear legacy data caused by the migration of
data among different cloud platforms, the termination of service and contract, and natural
disasters.

CSPs should provide means to remove all copies of the data.

CSPs should ensure that the storage space for user authentication information, such as the
user account and password, are not released or reallocated to other users until that information
is fully cleared.

CSPs should ensure that the storage space for resources, such as files, directories and database
records, are not released or reallocated to other users until those resources are fully cleared.

CSPs should provide means to prevent the recovery of destroyed data.

Security controls in backup and restore stage

Guidelines for security controls in the backup and restore stage include the following:

a)

b)

f)

CSPs should utilize content recovery mechanisms, like those for data loss prevention, to
assist in identifying and auditing data that needs to be backed up.

CSPs should support an appropriate encryption algorithm for long-term (archival) storage
media backup, such as the use of long encryption keys and planning for replacement with an
improved encryption algorithm.

CSPs should provide local data backup and recovery functions. Complete data backup should
be conducted at least once a week and the incremental backup at least once a day.

A remote disaster recovery centre should be established, with facilities such as
communication lines, network equipment and data processing equipment that are needed for
disaster recovery integrated into them.

A redundancy disaster recovery centre could be established. It should provide a basic
equivalent capability for business operation and synchronize data in real time via a high-
speed link. It could share the operations of the business and management systems
simultaneously while maintaining business continuity through an emergency switch in
disaster situations.

For data that is categorized as either important or sensitive, the CSPs should provide remote
data backup functions together with the capability for timely data recovery. One approach to
providing this service would be via a network utilizing a disaster recovery centre.
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Appendix |

Guidelines for using security controls

(This appendix does not form an integral part of this Recommendation.)

Table 1.1 provides example sets of controls that could be used to meet the guidelines for some example
data scenarios based on data classification and lifecycle stage.

Table 1.1 — Example sets of controls

Data lifecycle

Type Backup
Creation | Transmission | Storage Use | Migration | Destruction and
restoration
7.1 7.2 7.3 7.4 7.5 7.6 7.7

laaS a), b), ¢) a), b), ¢) a), b), ¢), a), b), | a),b),c), |a),bh),c)d),| a),c),d),
d,e,hyi)| ¢ d.e) |e.hoa)h e), )
7.1 7.2 7.3 7.4 7.5 7.6 7.7
Paas a), b), ¢) a), b), ¢) a),b),c), | a),b), | a),b)c) |a)b)c)d),| a)b)c),
d),e).f.i)| o d,e) |e.Ngh) | d)e)f)
7.1 7.2 7.3 7.4 7.5 7.6 7.7
SaaS a), b), ¢) a), b), ¢) a),h),c), | a),b), | a),b)c) |a)hb)c)d),| a)b),c)

d), ﬁ))f)) 9), c) d), e) e),f.g),h) | d)e)f)
i
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[b-1TU-T Y.3500]

[b-1SO/IEC 27000]

[b-1SO/IEC 29100]

[b-NIST-SP-800-53]
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