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OCHOBBI 0€30MACHOCTH 00JIAYHBIX BHIYHCJICHUN

Pe3iome

B Pexomengammun MCD-T X.1601 wu3noxeHBI OCHOBBI 0€30MACHOCTH OOJNAYHBIX  BBIYMCICHUH.
B PexoMeHnmanuu mpoBOIUTCS aHAM3 yrpo3 U mpodieM O0e30macHOCTH B cpene 00JIayHbIX BBIYMCICHHN
Y IPUBOJIUTCS ONHMCAHHE BO3MOKHOCTEH obecreueHus: 0e3011acHOCTH, MO3BOJISIOIMX CMTr4aTh MOCIEACTBUS
TUX yrpo3 M pemaTb Mpobiemsl Oe3omacHocTd. I[IpencraBnena ©a3oBasi METOAMKA ONPENENICHHUS TEX
BO3MOXKHOCTEH obecrieueHns: 6€30IacHOCTH, JJIsl KOTOPBIX MOTpedyeTcst crienuduKanus B UENAX CMITYCHUS
MOCJEACTBUNA yrpo3 0O€30HacHOCTHM W pelIeHus mnpoljeM 0e30MacHOCTH OO0JIAYHBIX  BBIYMCIICHUH.
B Hdomomuennn | mpuBoauTcs Tabmuia COOTBETCTBHS, TI0 KOTOPOI OMpeAensieTcs, Kak KOHKPETHAs yrpo3a Wil
npobieMa 6e30MacHOCTH Pa3peIaeTcs ¢ MOMOIIBIO OTHON MIIN HECKOIBKUX COOTBETCTBYIOIIUX BO3ZMOYKHOCTEH
obecrieyeHus: 6€30MacHOCTH.

XpoHoJIornyecKkasi cpaBKa

W3nanne Pexomennanuss  YTBepxkneHue HccinepnoBarenbckas KOMUCCUS VHUKATbHbIH HIEeHTHDUKATOP
1.0 MCDO-T X.1601  24.01.2014 r. 17-a 11.1002/1000/12036
2.0 MCO-T X.1601  29.10.2015 . 17-s 11.1002/1000/12613

KiroueBnle ci1oBa

OO0yiayHple BBIYMCCHHS, 3allldTa KOH(MUICHIIMAJIBHOCTH, BO3MOYKHOCTH oOecredeHus Oe30MacHOCTH,
po0OJIeMBI OE30MMaCHOCTH, OCHOBBI 0€30MaCHOCTH, YTPO3bI 0€30ITaCHOCTH.

Jns mony4deHus noctyna kK PekoMmenaanuu Habepute B aJpecHoM Toiie Bamiero opaysepa URL: http://handle.itu.int/,
ocyie KOTOPOTo CielyeT YHUKAIbHBIA naeHTudukarop Pexomenmanun. Hampumep,
http://handle.itu.int/11.1002/1000/11830-en.
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MMPEJUCIIOBUE

MexnyHapoaHbI  CcOot03  3eKTpocBss3u  (MCD) sBiseTcs CHENMATU3UPOBAHHBIM  yupexacHueM OpraHu3zamnuu
O0wennHeHHBIX Hanmit B 0051acTh 35IeKTPOCBSA3M B HH(POPMATMOHHO-KOMMYHUKAMOHHBIX TexHonoruit (MKT). Cexrop
cragmaptuzanuu  dnekTpocssazu MCD (MCDO-T) — moctosHHEIT opram MC3D. MCD-T oTBedaeT 3a HU3ydUCHHE
TEXHUYECKHX, SKCIUTYyaTAllHOHHBIX M TAPH(HBIX BOIIPOCOB U 32 BRIYCK PekoMeHIaIMii 10 HUM ¢ LETbI0 CTaHIapTU3aLUH
SNIEKTPOCBS3M Ha BCEMHPHOI OCHOBE.

Ha BcemupHoii accambiiee 1o cranaaptuzanuy 3ekTpocssisu (BACD), koTopas IpoBOAUTCS Kaxble YETHIpe roja,
ompenensoTcs TeMbl il u3ydeHus MccnenoBarensckumu komuccussMu MCDO-T, koTopsle, B CBOIO O4epens,
BbIpabaThIBalOT PekoMeHalny 1o 3TUM TeMam.

VYrBepxknenue Pekomennanuii MC3-T ocymiecTBisieTcst B COOTBETCTBUU C NMPOLEAYPOH, H3I0oKeHHOH B Pezomonmu 1
BACD.

B HekoTOpbIX 007acTsIX MH(POPMAIMOHHBIX TEXHOJIOTHH, KOTOpBIE BXOAAT B KommeTreHiuio MCO-T, HeoOXoauMble
CTaHIapTH pa3pabaThIBalOTC Ha ocHOBe coTpyaHndecTBa ¢ UCO u MOK.

IMPUMEYAHUE

B mHactosmelr PexomeHmanmum TepMuH "agMUHUCTpanusA' HCIONB3YeTCS M KpaTkocTH W 0003HAa4YaeT Kak
aJIMUHUCTPALINIO JICKTPOCBS3H, TAaK ¥ MPU3HAHHYIO IKCILTYyaTAIlHOHHYIO OpPTraHH3aIHIo.

CoOnroeHne TOJIOKEHUH TaHHOW PexoMeHmamum ocymiecTBiseTcss Ha TOOpOBOJIBHOH ocHOBe. OmHAKo MaHHAS
PekomMeHmammss MOXKET cCOAEpKaTh HEKOTOpHIE OO0s3aTeNbHBIC TMOJOXKCHHSA (HAampuUMep, Uil 00ecHedeHUs
(YHKIMOHATHHON COBMECTHMOCTH WJIM BO3MOXKHOCTH IPUMEHEHHS), U B TaKOM ciydae coOmoneHne PekomeHmarmm
JOCTHTAcTCs NPU BBIMOJHCHUH BCEX YKa3aHHBIX MOJOXKCHUU. [[Jis BhIpakeHHs TPeOOBAHUI HCIOJB3YIOTCSA CIIOBA
"cnenyet", "nomken" ("shall") nnu HeKoTOpBIE ApyrHe 00SA3BIBAIOIINE BEIPAKEHHUS, TaKkue Kak "o0s3an" ("must"), a Takxke
X OTpHUaTeNIbHble (BOpPMBI. YMOTpeOJICHHE TaKUX CJIOB HE O3HAYACT, YTO OT KAKOW-THOO CTOpPOHBI TpeOyercs

COOTIOIEHHE TTOT0KEHNH TaHHO PexoMeHganuu.

[IPABA MHTEJIJIEKTYAJILHOM COBCTBEHHOCTH

MCD oOpamiaer BHUMaHHE Ha BEPOSATHOCTh TOTO, YTO IMPAKTHYECKOE NPUMEHEHHE WM BBINOJHEHHE HACTOSIIEH
PexkomeHmammu MOXeT BKIIIOYATh HMCIIOIB30BAHME 3aSBJICHHOTO IPaBa MHTEIUIEKTYalbHOM coOcTBeHHOCTH. MCD He
3aHMMAeT KaKylo Obl TO HH OBIJIO MO3UIMIO OTHOCHUTEIBHO IOATBEP)KACHUS, NEHCTBUTEILHOCTH WIHM IIPUMEHUMOCTH
3asBJICHHBIX IIPaB MHTEIUICKTYaJIbHOH COOCTBEHHOCTH, HE3aBUCHMO OT TOTO, JOKa3bIBAIOTCS JIM TaKWE NpaBa WICHAMH
MCD nm ApyrumMH CTOpOHaMH, HE OTHOCSIIMMHUCS K ITpoleccy pa3paboTkn Pekomennanum.

Ha wmomenT yTBepxkmeHus Hacrosmieii Pexomenmammm MCD He MONYyYWNIT H3BEHICHHS OO0 WHTEIUICKTYaJbHON
CcOOCTBEHHOCTH, 3aIIUIICHHON TATeHTaM I, KOTOPBIE MOT'YT OTPEOOBATHCS IS BBITOJTHEHHS HACTOsIIeH PekoMeHnamu.
OpHako Te, KTO OyIeT NPUMEHATh PekoMeHnaIuo, JODKHEL UIMETh B BHIY, YTO BBIIIECKa3aHHOE MOXET HE OTpPaKaTh
caMyIo MOCJIETHIO HHPOPMAITHIO, U TO3TOMY UM HACTOATEIHLHO PEKOMEHIYETCsl 00paIaTbes K MaTeHTHOH 06a3e JaHHBIX
BCD no axpecy: http://www.itu.int/ITU-T/ipr/.

© ITU 2016

Bce mpaBa coxpanensl. Hu oj1Ha u3 yacTeli TaHHOW My OIMKAIMK HE MOXET OBITh BOCITPOU3BEACHA C TOMOIIBIO KAKUX OBI
TO HH OBLIO CPEICTB 0€3 MpeBapUTEIHLHOTO MUCEMEHHOTO paspererns MCD.
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Pexomenganug MCI-T X.1601

OCHOBBI 0€30MACHOCTH 00JIAYHBIX BHIYHUCJICHU N

1 Cdepa npumeHeHHst

B nacrosmeill PekomeHganuu mpoBOOWTCS aHANMM3 Yrpo3 M mpoOsieM O0e30macHOCTH B Cpele OOJIauHBIX
BBIYHCIICHUN W TIPUBOINTCS ONMCAaHNE BO3MOKHOCTEH 0OecIiedeHnst 0e301MacHOCTH, TIO3BOISIFOIIAX CMSITYaTh
MTOCIIEAICTBHS 3TUX YTPO3 U pemaTh mpobiemsl 0ezonacHocTd. [IpencraBinena 6a3o0Bast METOANKA OTIPEICICHUS
TeX BO3MOXHOCTEH obOecrieueHus Oe30MacHOCTH, Il KOTOPHIX MOTpeOyercsl crenudukanus B LEIIX
CMSITYEHUS TTOCTIEICTBHIA YIpo3 0€30MaCHOCTH U pelleHus MpoOIieM 0e30MacHOCTH O0JIAYHBIX BHIYMCIICHHH.

2 CnpaBoyHbIe JOKYMEHTBI

OTCyTCTBYIOT.

3 Omnpenenenust

3.1 TepmuHnbl, onpe/ejeHHbIe B IPYTHX JOKYMEHTaX

B HacTosmeit PekoMeHganmm uConb3yoTes CIeIyOIne TEPMUHBI, ONPeeIeHHbIC B APYTUX JOKYMEHTAX:

3.1.1 ayrentuduxamnus (authentication) [b-NIST-SP-800-53]: TIpoBepka HACHTHYHOCTH MOIB30BATETS,
mpolecca WK yCTPOMCTBA, HEPEIKO SBISIOMIASACS HEOOXOAMMBIM YCIOBHEM OOECIIEYEHHUS! BO3MOKHOCTH
JOCTyIa K pecypcaM HHPOPMAITHOHHON CHCTEMBI.

3.1.2 Bo3moxkHOCTh (capability) [b-ISO/IEC 19440]: CgoiicTBo, 3akiroyarolieecss B CIIOCOOHOCTH
BBIOJHATE TAHHBIM BUJI IEATSIIHHOCTH.

3.1.3  o0naunbie Bbruuciaenus (cloud computing) [b-ITU-T Y.3500]: ITapagurma obecrieueHus CETEBOTO
JI0CTYIIa K MacIITabupyeMOMY W THOKOMY HaOOpY COBMECTHO HCIIOIb3YEMBIX (DU3MUECKHMX MJIM BUPTYaIbHBIX
PECYPCOB C MPEI0CTaBICHHEM U aIMHHICTPUPOBAHHEM PECYPCOB Ha OCHOBE CAMOOOCITYKUBAHHS 10 3aIIPOCYy.

[NPUMEYAHUE. — K npumepaMm pecypcoB OTHOCSTCSI CEpPBEpHI, ONEpallMOHHBIE CUCTEMBbI, CETH, NPOrPaMMHOE
obecrieueHne, MPUIIOKEHNS U 000PyI0BaHHE /IS XPAHCHHSI.

3.14 oo6naunasa ycayra (cloud service) [b-ITU-T Y.3500]: Omna wiud HECKONBKO BO3MOXKHOCTEH,
MIPEIOCTABISAEMBIX C HCIIOIB30BaHHEM OOJAuHBIX BbIUMCICHUH (IMyHKT 3.1.3), KOTOpBIE aKTHBHPYIOTCA
C TMIOMOIIIBIO 3asIBIIEHHOT0 HHTepdeiica.

3.1.5 nmnorpedurens o6aauyHoii ycayrum (cloud service customer) [b-ITU-T Y.3500]: Cropona
(mynkt 3.1.17), KOTOpasi COCTOUT B JIENOBBIX OTHONICHUSX NMPUMEHUTEIHHO K MCIIOJIB30BAHUIO OOJIAYHBIX

yeayr (myskt 3.1.4).
[NPUMEYAHUE. — JlenoBbIe OTHOWICHHS HEOOA3aTEIHHO IPEAIIONATraloT (PMHAHCOBEIX JOTOBOPOB.
3.1.6  maptHep o6aauHoii yeayru (cloud service partner) [b-ITU-T Y.3500]: Cropona, yuacTByromas

B ITOJJIEPIKKE eI TEIILHOCTH JINOO MOCTaBIIMKa 001auHo# yenyru (myHKT 3.1.7), mubo noTpeburess 00nauHoO
yeayru (myHKT 3.1.5), 1160 000uX MK e OKa3bIBaeT MOMOILb B 3TON IeSTEILHOCTH.

3.1.7 nmocraBmuk o6aaynoii ycayrm (cloud service provider) [b-ITU-T VY.3500]: Cropona
(mynkrt 3.1.17), koTopas npefocTasiseT odnaunbie yciuyri (myHkT 3.1.4).

3.1.8  moan3oBartesnn ob6mauHoi ycayru (cloud service user) [b-1TU-T Y.3500]: JIuto niu neicTByromuii
OT €ro UMEHU O00BEKT, KOTOPhIE CBsI3aHBI C MOTpeOUTeIeM 00JauHOM yeinyru (myHKT 3.1.5) v monb3yrorcs
obnaunbiMK yeryramu (myHKT 3.1.6).

MMPUMEYAHMHE. — K npuMepam Takux 0ObEKTOB OTHOCSTCS YCTPOHCTBA M MPHIIOKECHUSL.
3.1.9  cBu3b Kak yeayra (communications as a service (CaaS)) [b-ITU-T Y.3500]: Kareropus obmaunoi

yCIIyTH, B KOTOPOH BO3MOXKHOCTBIO, MPEIOCTABIIEMOil motpeduTento obnadHoit yciayru (myHkT 3.1.5),
SIBIIIETCS CBSI3b M B3aUMO/ICHCTBHE B PEaIbHOM BPEMEHHU.

[MPUMEYAHHME. — B CaaS Moryr mnpemocTaBisiThbcs /JBa THIA BO3MOXHOCTEH: BO3MOXKHOCTH IUIAT(GOPMBI
1 BO3MOYKHOCTH IPHIIOKEHHSL.
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3.1.10 xomaexktuBHOe 001aKk0 (community cloud) [b-ITU-T Y.3500]: Moxenp pa3BepThiBaHMs 00JIaKa,
KOTOpOe 00eCTIeYHBaeT NCKITIOUUTEIBHYIO MOUICPIKKY KOHKPETHOM IPYIIIBI MOTpeOUTENeH 00I1aqHON YCITyTH
(myHkT 3.1.5) ¥ COBMECTHO HCIOJIb3yeTCS JTOW TPYIION, YWICHBI KOTOPOH MMEIT 00IIue TpeOOBaHUs
Y B3aUMOOTHOIIICHUS OJTHH C IPYTUM, U IIPU 3TOM KOHTPOIIb PECYPCOB OCYIIECTBISACTCS KAK MUHUMYM OJHUM
YJIIEHOM 3TOW IPYIIIBL.

3.1.11 mucmeruep mannbix (data controller) [b-key definition]: JIumo, koTopoe (60 caMOCTOATENBHO,
MO0 COBMECTHO WM Hapsly C JPYTUMHU JIMIAMHU) ONpEICNAeT, ¢ KAaKOW IeNIbI0 U KakuM 00pa3oM
00pabaThIBAIOTCS WIIH JOJDKHBI 00padaThIBaThCS JIIOOBIC IEPCOHATBHEIC TaHHEIE.

3.1.12 o0paborunk gannbix (data processor) [b-key definition]: IlpuMeHHTENEHO K TEPCOHATBHBIM
JaHHBIM IOJ] 3THM MOHMMAETCs JIF000e JHIO (HE SBIAIOMICECH COTPYAHHKOM OIeparopa MepCOHaIbHBIX
JIaHHBIX ), KOTOPOE OCYIIECTBISIET 0OPaOOTKY JaHHBIX 10 MOPYIEHHIO AUCIIETYEPA TAHHBIX.

3.1.13 runepsBu3op (hypervisor) [D-NIST-SP-800-125]: KoMmoHEHT BUPTYaIH3aIliH, OCYIICCTBISIOIINIA
yIpaBjieHHe TOCTEBBIMHU omepannoHHbiMA cuctemMamu (OC) Ha XOCT-KOMITBIOTEPE M KOHTPOJIb MOTOKOB
HHCTPYKIUi My rocteBbiMi OC 1 (pU3HYECKUM anmapaTHbIM 00eCIICUCHUEM.

3.1.14 wundpacrpykrypa kak ycayra (infrastructure as a service (1aaS)) [b-ITU-T Y.3500]: Kareropust
00J1a9HOM yCITyTH, B KOTOPOH THIIOM O0JAaYHBIX BO3MOXKHOCTEH, IPEIOCTABIIIEMBIX TOTPEOUTENIO0 00IaYHOM
yeayra (myHKT 3.1.5), SIBISIOTCS BO3MOKHOCTH HHPPACTPYKTYPHI.

[NPUMEYAHUE. — Ilotpeburens obiauHOi yciyru (myHKT 3.1.5) He ocCymiecTBIsSeT KOHTPOJb WIH YIpPaBICHUE
B OTHOIIICHNH BHYTPECHHUX (PU3NIECKUX MM BUPTYaJIbHBIX PECYPCOB, HO OCYLIECTBIISIET KOHTPOJIb HAJl ONEPAIHOHHBIMH
CUCTEMaMH, 3allOMHMHAIONIMMHU YCTPOMCTBAMU M Pa3BEPHYTHIMH IPHIOKEHUSIMH, KOTOPBIE HCIOJB3YIOT (prU3nvecKue
U BUpTyadbHble pecypchl. IloTpeburens ob6maunoi ycmyru (myHKT 3.1.5) MoOXeT Takke HMMETh OTrpaHMYEHHYIO
BO3MOXKHOCTh KOHTPOJISI HAJI ONPE/IeICHHBIMU KOMIIOHEHTaMH CeTH (HarpuMmep, OpaHaMay3paMu XOCT-KOMITBIOTEPOB).

3.1.15 pexum ¢ MHOxecTBOM apenaaropoB (multi-tenancy) [b-ITU-T Y.3500]: Pacmpeaencuue
(m3nYecKuX W BHUPTYaJbHBIX PECYPCOB, NMPH KOTOPOM HECKONBKO apeHmaTtopoB (myHKT 3.1.26) um ux
BBIYUCIICHHS U JaHHBIE U30JMPOBAaHbI OJUH OT APYIOro U HEAOCTYIHBI APYT APYTY.

3.1.16 cerb Kak ycayra (network as a service (NaaS)) [b-ITU-T Y.3500]: Kareropust o61auHoii yCiyTH,
B KOTOPOW BO3MOKHOCTH, INPEHOCTaBIIAeMasl MOTpeOuTento obyiayHor ycmyru (nmyHkt 3.1.5), oTHOcHTCs
K BO3MOXHOCTSIM TPAHCITOPTHOTO COCJMHEHHSI U CBSI3AHHBIM C HUM CETEBBIM BO3MOMXHOCTSIM.

[MPUMEYAHUE. — B NaaS MoryT npeaocTaBiIsAThCs JF0ObIE U3 TPEX THUIIOB 00JIAYHBIX BO3MOXHOCTEH.

3.1.17 cropona (party) [b-ISO/IEC 27729]: ®@wusuyeckoe JHIO WIH OPUIXYECKOE JIHIIO,
HUHKOPIIOPHPOBAHHOE HJIH HEWHKOPIIOPUPOBAHHOE, JIHOO TPYIIIA TEX WIH IPYTHUX.

3.1.18 wundopmanus, Mo3BoJsOmAA ycTaHOBUTHL jJu4uHocTh (personally identifiable information)
[b-ISO/IEC 29100]: Jlrobas wHbOpMaIms, KoTopas: a) MOKET ObITh HCIIONIB30BAHA IS WACHTH(MUKAIINN
cyonekra PII, kK KoTopoMy Takas HHPOPMAIKS OTHOCHTCS; HITK b) TPSIMO WITH KOCBEHHO CBSI3aHa JIHOO MOXKET
OBITh CBsi3aHa ¢ cyOBexToM PII.

3.2.19 naardopma kak ycayra (platform as a service (PaaS)) [b-ITU-T Y.3500]: Kareropust obmauHoit
YCIIyTH, B KOTOPOU THITIOM OOJIaYHBIX BO3MOYKHOCTEH, MPEI0CTaBIsAeMbIX IOTpeOuTENt0 yeayru (myHKT 3.1.5),
SIBJISTFOTCSI BO3MOKHOCTH TIAT(GOPMBI.

3.2.20 yacrtHoe o6aako (private cloud) [b-ITU-T Y.3500]: Moaesns pa3BepThiBaHus 00J1aKa, e 00auHbIe
yeiyrH (myHKT 3.1.4) UCTIONB3yIOTCS Ha UCKITIOUYNTETHFHOW OCHOBE €IMHCTBEHHBIM MOTPEeOUTENEM 00IaqHON
ycryru (yHKT 3.1.5), IpU 3TOM KOHTPOIb PECYPCOB OCYIIECTBIISIETCS ATHM OTPeOUTENIeM O0JIAYHOHN YCITyTH
(mynkr 3.1.5).

3.1.21 o6mecrBennoe odJjako (public cloud) [b-ITU-T Y.3500]: Momens pasBepThiBaHus O0aKa, TIe
obmaynble yciayru (myHKT 3.1.4) moTeHIManIbHO MOOCTYIHBI JIIOOOMY MNOTpeOHTEeNto OONayHON yCiayru
(myHKT 3.1.5), IpH 5TOM KOHTPOJIb PECYPCOB OCYIIECTBISIETCS MOCTABIIMKOM 001a4HON yeiryrHl (myHKT 3.1.7).

3.1.22 nomen 6e3omacHocTH (Security domain) [b-ITU-T X.810]: CoBOKYITHOCTh 3JIEMEHTOB, MMOJUTHKA
0e30IMacHOCTH, OpraH o0ecneyeHus 0e30MaCHOCTH U Ha0OP CBA3aHHBIX C 0€30MACHOCTHIO ICHCTBUIA, B paMKax
KOTOPBIX K HA0OPY 3JIEMEHTOB TPUMEHSETCS TIOJINTHKA O€30MAaCHOCTH JUIsl YKa3aHHBIX ICHCTBHIA, a ITOJTMTUKON
0e301acHOCTH YIpaBJiIsIeT opraH odecredeHus: 6e30IacCHOCTH JUIsl JAHHOTO IOMEHa 0€301aCHOCTH.
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3.1.23 wuummaent OesomacHocTu (Security incident) [b-ITU-T E.409]: Muumupent G6Ge30macHOCTH —
3TO JI000¢ HEOJIAroNmpHIATHOE COOBITHE, B PE3yJIbTaTe KOTOPOTO HEKWUH acleKT Oe30MacHOCTH MOXKET
MOJIBEPTHYTHCS YIPO3e.

3.1.24 cornamenue 00 ypoBHe obcay:xuBanus (service level agreement (SLA)) [b-ISO/IEC 20000-1]:
JIOKyMEHTaIIbHO O(OPMIICHHOE COTJIAIICHHE MEX/y MOCTABIIMKOM U MOTPEOUTENIeM YCIyTH, B KOTOPOM
OTIPEICISIOTCS YCIIYTH U [EJIEBbIE MMOKA3aTeNN 00CTyKUBAHUSL.

[MPUMEYAHUE 1. — Cornamienue 06 ypoBHE 00CITY>)KUBaHUS MOXKET 3aKIIFOUATHCS TAK)KE MEXY IMOCTABIIMKOM YCITyTH
1 TTOCTABIMKOM, BHYTPEHHEH IpyImnoil mwim norpedurenem, AeHCTBYIOIMNM B KA4eCTBE IOCTABIINKA.

[NPUMEYAHUE 2. — Cornamienne 06 ypoBHE 00CITYKHUBaHHUS MOXKET OBITH BKIFOUEHO B IOTOBOP WX B JOKYMEHTAJIHHO
oQopMIIEHHOE COTJIallIeHHE APYTOro THIIA.

3.2.25 nmporpaMmmHoe obecriedyeHHe Kak ycjyra (software as a service (SaaS)) [b-ITU-T Y.3500]:
Kareropus obmadnoit yciyrH, B KOTOPOH THITOM 00JIa9HBIX BO3MOKHOCTEH, TIPEAOCTABISIEMBIX TIOTPEOUTEITIO
o0aunoi ycrmyru (yHKT 3.1.5), SIBISAIOTCS BO3ZMOKHOCTH TIPHIIOKEHHSL.

3.2.26 apenmatop (tenant) [b-ITU-T Y.3500]: Oaun miu HECKOJBKO MOJIb30BaTeNCl OONAYHON YCITyTH
(myskrt 3.1.8), uMerommx o0mMi OCTyM K Ha0opy PU3MUECKUX M BUPTYaIbHBIX PECYPCOB.

3.1.27 yrpo3a (threat) [b-ISO/IEC 27000]: IToTteHimanpHas MPUYMHA HEKEIATCIHHOTO HHIIMICHTA,
KOTOPBI MOYKET HAHECTH YIIIEPO CUCTEME WIIM OPTaHU3aIlUH.

3.1.28 pupryaabHas mamumua (virtual machine (VM)) [b-NIST-SP-800-145]:
M30JIMPOBAHHAS JIOTHYECKAs KOIHSI PEAbHOM MAIIHHBI.

JeiictByromas

3.1.29 ysizBumocth (vulnerability) [b-NIST-SP-800-30]: Cnaboe mecto B MHPOPMAIHOHHOW CHCTEME,
nporeaypax odecredeHuss 6€30MacHOCTH CUCTEMbI, BHYTPEHHHUX CPEACTBAX YIPABICHHUS WK pean3alli,
KOTOPOE MOKET OBITh HCIIOIB30BAHO HCTOYHHKOM YTPO3BL.

3.2 Tepmunsl, onpe/ejieHHbIe B HacTos el Pexomenganun

B nacrosimei PekoMeHnnannu onpeaenstoTcs CleAyIue TEPMUHBIL:

3.21 npobaema 0Oe3omacHocTn (security challenge): Otiauunas OT HEHNOCPEACTBEHHON YIPO3BI
Oe3omacHocTH "TpyMHOCTH", BKIFOUAromias "KOCBEHHBIE" YIpO3bl, KOTOpas OOyCIOBIIEHA XapakTepoM H
paboueii cpenoit o6mauHbIX yciayr. CM. MyHKTHI 7 U 8.

4 CoxkpaineHusi 1 aKPpOHUMbI

B HaCTOfIH_Ief/'I PeKOMeHI[aLII/II/I HCIIOJIB3YIOTCS CIICAYIONINC COKPAILICHUA U aKPOHUMBI:

API Application Programming Interface Wurepdeiic mpUKIaIHOTO MPOrPaMMHUPOBAHHUS

BCP  Business Continuity Plan [Tnan obecrieueHnst HEMPEPHIBHOCTHU JEITEILHOCTH

CaaS  Communications as a Service CBs3b Kak yciyra

CPU  Central Processing Unit IIT  IleHTpasbHBIH MPOLIECCOP

CSC  Cloud Service Customer [MoTpeduTenp 06IaYHOM yCITyTH

CSN  Cloud Service Partner [MapTHEp 00JaYHOM yCITyTH

CSP Cloud Service Provider [ocraBmnk obnavyHoM ycayru

CSU  Cloud Service User [Tonp3oBarens 001aYHON yCayrn

DNS  Domain Name System Cucrema HANMEHOBAHHUH JJOMEHOB

laaS Infrastructure as a Service UndpacTtpykrypa Kak yciyra

IAM Identity and Access Management VYnpasneHue onpenesieHHEM HICHTUYHOCTH U

JIOCTYTIOM

ICT Information and Communication UKT HupopManmOHHO-KOMMYHUKAI[HOHHBIE
Technology TEXHOJIOTHH

IP Internet Protocol [Iporokon MutepHeT
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IT Information Technology UT  HudbopMannuoHHBIE TEXHOIOTHH

NaaS  Network as a Service Certb Kak yciayra

oS Operating System ocC OnepalmoHHas CUCTeMa

PaaS  Platform as a Service [Tnardopma kak yciayra

PII Personally Identifiable Information Wudopmarniusi, o3BOJISIONIAsS YCTAHOBUTE
JIMYHOCTh

PKI Public Key Infrastructure WndpacTpyKTypa OTKPBITHIX KIIOUYEH

SaaS  Software as a Service ITporpamMHOe obecrieueHre Kak ycimyra

SIM Subscriber Identity Module Monynb uaeHTuhuKauu aboHeHTa

SLA  Service Level Agreement Cornamenue 06 ypoBHE 00CTy )KHBaHHS

VM Virtual Machine BupryanpHas MaruHa

5 CoriameHus N0 TePMHHOJIOTHH

OTCyTCTBYIOT.

6 0o630p

OOGnaynple BBIYMCICHUS — 3TO MapagurmMa oOecreyeHHs BO3MOYKHOCTH YHOOHOTO CETeBOTO JOCTyIa
IO 3ampocy K COBMECTHO HCIOJIB3yeMOMY HaOOpy KOH(HIYPHUPYEMBIX PECypcoB (Hampumep, CeTsM,
cepBepaM, 3allOMHUHAIOIIUM YCTPOHCTBaM, MPHIOKEHUSIM M YCIyram), KOTOpbleé MOTYT OBITh ONEpPaTHBHO
NPE/IOCTaBICHEl M BBICBOOOXKICHBI INPH MHHUMAJIBHOM YIPABJICHYECKOM YCHIMU WIM MHHHMAIEHOM
B3aMMO/ICHCTBHH MTOCTABIIMKOB ycIyT. [loTpeduTenu ycayr 00JauyHbIX BEIYUCICHUH MOTYT HCIIOJIB30BATh 3TH
pecypchl Juis pa3pabOTKH, pa3MeIieHUs U (DYHKIMOHMPOBAHUS YCIYr W NPHIOKEHHH MO TpeOOBAaHUIO
1 riOKUM 00pa3oM Ha JIF000M YCTPOHCTBE, B JII000E BpeMs 1 B TF0OOM MecTe B cpejie 00IauHbIX BEIYUCIICHHH.
VYeayrn o0na4HBIX BBIMHCICHHH, KaK TPABUIIO, TPEJOCTABIAIOTCS B ONPEICICHHBIX KAaTeropHsx YCIyT,
Hanpumep uHppacTpykrypa kak ycuyra (IaaS), miardopma kak yciyra (PaaS), mporpammuoe obecrieueHue
kak ycinyra (SaaS), cerb kak yciyra (NaaS) u MHOrume apyrue. DTH KAaTerOpHH YCIYT MO3BOJISIOT
MOTPEOUTENSIM YCIYT 00JauHBIX BEIYMCICHUH OBICTPO M JIETKO HAYaTh MM H3MEHHUTH CBOIO JISTEILHOCTD, HE
co3/aBasi HOBYIO MH(PACTPYKTypy M HOBBIE CHCTEMBI MH(POPMAIMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHI
(UKT), u obecrieunBaloT BO3MOKHOCTh THOKOTO TPEIOCTABICHUSI PECypCOB B HEOOXOAMMOM KOJHYECTBE.
Hampumep, HekoTopbie mocTaBuMKU 00ia4HbIX yciuyr (CSP) MOryT mpenocTaBisTh yIalleHHBbIE PECYPCHI
anmapaTHOTO U MPOrPaMMHOT0 00€CIIeUeHN s, KOTOPbIe MOTYT IpeuIarathes Kak yciyra (Hanpumep, laaS wmu
NaaS). JIpyrue mocTaBIIUKH OOJAYHBIX YCIyT MOTYT IPEIOCTABISTh PACCUUTAHHBIC HA OOJNAYHYIO CPeIy
wiaropmel (PaaS) winu npuioxenus (SaaS), MO3BOJISIONIME IMMOTPEOUTENSIM M TapTHEpaM OBICTPO
pa3pabaTbiBaTh M BHEIPATh HOBBIE IPHIOKEHHS, KOTOPbIE MOTYT HACTPAauWBAaThCS M HCIIOJIB30BaTHCS
JMCTAHIIHOHHO.

BHeapenne o0ma4HbIX BBIYMCICHUH COIMPSHKEHO C Yrpo3aMHu W TpoOiieMamMu 0e30MacHOCTH, U TpeOOBaHHUS
K obOecrieueHHI0 O€30MacHOCTH CYLIECTBEHHO PAa3JIMYalOTCs sl pa3HbBIX MOAENEH pa3BepThIBAHHS YCIYT
00JIaYHbIX BBIYMCIICHUH U KaTeropuil yciyr. PacnpeneneHHblil xapaktep 001ayHbIX BEIYUCICHUN U HaJIMYUe
MHOKECTBA apeHJaTOpOB, MpeobsiafaHne AMCTAHIIMOHHOTO JOCTYyNa K yCiayramM OOJaYHBIX BBIYMCIECHUH
1 OO0JIBIIOE KOJMYECTBO OPraHU3aIHid, YIACTBYIONIMX B KAXKIOM Mpoliecce, MPUBOASIT K TOMY, YTO 00JIauHbIe
BBIYMCIICHUS HM3HAYaJbHO OoJyiee yS3BMMBI KaK K BHYTPEHHHMM, TaK M BHEIIHMM Yrpo3aM Oe30acHOCTH,
HEXXEJH JIpyTue napajaurmMbl. MHOTHE yrpo3bl 0€30MacHOCTH MOTYT ObITh YMEHbBIIEHBI C NMPUMEHEHHEM
TPaJUIIMOHHBIX MTPOIIECCOB M MEXaHU3MOB obecriedeHus: Oe30macHoCcTr. be3onacHoCTh 3aTparuBaeT MHOTHE
COCTABIISIIOIINE YCIYT 00JIAYHBIX BEIYMCIICHUH U BO3ACHCTBYET Ha HUX. B CBA3M € 3TUM OHMM U3 BaKHEUIITHX
aCIeKTOB OOJIAUHBIX BBIYMCIICHUH SIBJISETCS yIpaBiieHHe oOecredeHneM Oe30MacHOCTH YCIYr OOJauyHBIX
BBIYHCJICHHUH, & TAKXKE CBSI3aHHBIX C HUMH PECYPCOB.

[pexnae yem nepeBoguth cuctemy MKT B cpemy oOmavyHBIX BBIYHMCICHHNA MOTCHIUAIBHOMY MOTPEOUTEITIO
obnaynoit ycayru (CSC) ciemyeT BBIIBHUTH €€ yrpo3bl 0€30MacHOCTH (CM. MyHKT 7, HIDKE) U MPOOJIeMbI
Oe3omacHOCTH (CM. MyHKT 8).
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Ha ocHoBe 3TuxX yrpo3 u mpobiem ompenensercs Habop BBICOKOYPOBHEBBIX BO3MOXKHOCTEH oOecriedeHust
6e3onacHoctd (cM. myHKT 9). KoHkpeTHble TpeOoBaHHS K 3THM BO3MOXKHOCTSIM HE BXOAAT B cdepy
MpUMEHEHHUs HacTosmel PekoMenaanmu, oTHaKo MX moTpeOyeTcs ONpeAeNuTh Il KOHKPETHBIX peanu3annii
ycIyr 001ayHBIX BRIYMCIICHUI HA OCHOBE OLIEHKH PHUCKA B 3aBHCUMOCTH OT BBISIBJICHHBIX YTPO3 M MIPOOIIEM.

Ha ocHoBe onenku pucka CSC MOXET ONpeAenuTh, CTOUT JIM BHEAPSATH 0OJauHbIe BBIYMCICHHS, a TaKKe
MPUHATH 0OOCHOBAHHBIE PEIICHHUS OTHOCHUTENBHO MOCTABIIUKOB YCIYT U apXHUTEKTYpPbl. YKa3aHHYIO BBIIIE
OLIEHKY PHCKa CIIEAYyeT OCYIIECTBIATH C MOMOLIBIO MPHUHIMIIOB YIpaBICHUs PUCKaMHU UH(POPMAIIMOHHOM
Oe3omacHOCTH (HampuMep, NPUHIMIIOB YIpaBleHUS puckamu, omperaeieHHbx B [b-ISO/IEC 27005]).
B oTHoOmenun npeanonaraeMoii 6a30Boi METOIMKHM CM. Takxke IMyHKT 10, HUKe.

B mnacrosimeit PexoMeHpmanuu HpOBOAMTCS pa3inuue MEXIy Yrpo3aMu Oe30macHOCTH W MpodieMaMu
0e3omacHOCTH. YTPo3bl 6E€30IaCHOCTH — 3TO YIPO3bl, CBSI3aHHBIE C aTaKaMu (aKTUBHBIMH M MTACCHBHBIMU),
a TaKk)Ke OTKa3aMH MOA BIMSHUEM cpebl Wiu OencTBusiMu. [Ipobnembl 6€30macHOCTH BKIIIOUAIOT TPYAHOCTH,
00yCIIOBIICGHHBIE XapaKTepoM U paboueil cpemoit obnaunbix yeuyr. Ecinm HagiexammM o6pa3oM HE peIIUTh
mpobJeMbl 6€30MacCHOCTH, TO MOTYT BOSHUKHYTh YTPO3BI.

C y4eToM 3THX BBIABICHHBIX YIpo3 W TpoOieM Oe30MacHOCTH MPHUBOAUTCS OIMHCAHHUE BO3MOXKHOCTEH
oOecriedeHus1 0€30MAaCHOCTH, MPU3BAHHBIX YMEHBUIUTH YIpo3bl 0E30MAaCHOCTH M PEIIUTh MPOOIEMBI
0€30I1aCHOCTH 00JIAYHBIX BHIYMCIIEHUI.

7 ¥Yrpo3bl 6€301aCHOCTH 00J1aYHBIX BBIYHCIEHUH

YTpo3bl CBSI3aHBI C TOTCHIUATBHBIM YIIEpOOM pecypcaM, HalipuMep WHPOPMALIUH, ITpoIieccaM U CHCTEMaM,
a 3HAYUT, OpPraHu3alusIM. YTPO3bl MOT'YT UMETh CTHUXHHHOE HMJIM aHTPOIMOTCHHOE MPOMCXOXKICHHUE U OBITH
CIIy4allHbIMM UJIM HAMEPEHHBIMH. YTPO3a MOKET BOSHUKHYTh BHYTPH WUJIM BHE OPTaHU3aLUU. YTPO3bl MOKHO
Pa3lenuTh Ha CIlydalHbIE WIM HAMEPEHHBIE, 4 TAKXKE AKTUBHBIE WM ITACCUBHBIE.

KonkpeTrHble 0OHapyKEHHBIE YTpO3bl CHIIBHO 3aBHCAT OT BBIOPAHHON KOHKPETHOH OOJNAa4HOM YCIyTH.
Hanpumep, npuMeHUTENbHO K OOIIECTBEHHOMY O0JaKy, yrpo3bl MOTYT BO3HHKHYTHh H3-3a pa3zesicHUs
otBeTcTBeHHOCTH MKy CSC 1 CSP: CI0KHOCTH OIpeaesieHUs IOPUCTUKIIMY HAJl JAHHBIMH U TPOIECCaMH,
COTJIACOBAHHOCTH M aJICKBAaTHOCTH 3allIMTHI JAHHBIX, 0O0ecieueHre KOH(PUACHIIMATEHOCTH U T. 1. BMecTe ¢ TeM
B YacTHOM O0JlaKe YCTPaHHUTh YIpo3bl mpoiie, motoMy uto CSC ocCylIecTBIISIET KOHTPOJb HaJ BCEMH
apenmaropamu, pasmeriaembivu CSP. HecmoTpsi Ha TO, YTO HEKOTOpPHIE M3 BBIIBICHHBIX B HACTOSIICH
Pekomenmanum yrpo3 paccMaTpUBalOTCSI B CYIIECTBYIOIIHMX OTPAcieBBIX JIOKyMEHTax (Hampumep,
B Pexomenmanmmn MCO-T X.800), Bce 3TH yrpo3bl XapakTepHBI sl 00IaYHBIX BRIYUCICHHH. AKTYalIbHOCTb
OTJIENBHBIX YTPO3 3aBUCUT OT KOHKPETHOW 00IauyHON yCIYyTH.

B HacTosiieM MyHKTE HPUBOJMUTCS OMUCAHUE PA3IHUYHBIX YIPO3 0€30M1aCHOCTH, KOTOPhIE MOTYT BO3HUKATh
B Cpelie 00JIaYHBIX BHIYUCIICHUM.

7.1 Yrpo3sl 6e30nacHOCTH JJIst OTpeduTeeii 06aaunoi yeayru (CSC)

[IpuBenennsie HIKE Yrpo3bl HemocpeacTBeHHO 3artparuBatoT CSC. OHM MOTYT 3aTparvBaTh JUYHBIC WA
nenosbie nHTEpechl CSC, KOH(UICHIIMATBLHOCTh, 3aKOHHOCTh Wi Oe3onacHocTh. He Bce CSC moBepkeHbI
PHUCKY CO CTOpOHBI BceX yrpo3. Puck He ouHakoB M 3aBUCUT OT xapakTepa CSC u ucnonbp3yeMoil yciyru
oOnavyHbIX BeuucieHnid. Hanpumep, k 001a4HO# yeiyre, CBA3aHHOHN C TPaHCKOJIUPOBAHUEM KOMMEPUYECKHX
BUIcOAiSIOB, HE TPEABSBISIOTCS TpeOOBaHHS MO 3alIUTe WH(OpPMAINHK, TO3BOJISIONIEH YCTaHOBUTH
muaHocTh (PII), HO K Hel TpemBsABIAIOTCS Cepbe3Hble TPEOOBaHHMS, CBS3aHHBIC C 3aIIUTON IM(POBBIX

pecypcos.
7.1.1 TloTeps U yTeuka JaHHBIX

B cBsi3u ¢ Tem, uTo B cpene 00nMayHoi yCIIyrH, KaK MpaBMIIo, CYIIECTBYET MHOKECTBO apeHIATOPOB, IOTEPS
WM yTe€UuKa JAHHBIX MPEACTABISET cepbe3Hyro yrpo3y s CSC. OTcyTcTBHE HAJUIEKAIIEro YNpaBICHUSA
Kkpunrorpadpuieckoii uHpOpManuer, HampuMep KIOYaMu MUQPOBaHUSA, KOZAMH ayTeHTU(UKALUH U
mpaBaMH JOCTyIa MOMKET HAHECTH CEephe3HBIH yIuepO, HampuMep BbI3BaTh NOTEPIO0 JAAaHHBIX MU
HEOXHJIAHHYIO yTEUKy 3a mpenensl oOsaka. OCHOBHBIMM HCTOYHMKAMH 3TOW Yrpo3bl MOTYT CUHTAThCH,
HamlpuMep, HEAOCTaTOYHbIE CpEICTBA YNpABJICHUS ayTeHTH(QHKauued, aBTopH3aludedl Hu ayauToM,
HECOTJIAaCOBAaHHOE HCIIONb30BaHUE KiIOUe IMU(poBaHUS W/WIM ayTeHTH(PHUKALUH, 3KCIUTyaTallHOHHbBIE
OTKa3bl, MPOOJIEMBbI YTHIN3ALMH, BOTIPOCH IOPUCAUKIMN U TOJIUTHYECKUE BOIPOCHI, HAZEKHOCTh LIEHTPOB
00pabOTKH JaHHBIX U BOCCTAHOBIICHHE B ciydae OeICTBHUi, KOTOphIe MOTYT OBITH CBS3aHBI C MPOOJIEMaMH,
omucanHeiMu B myHKTax &.1.2 "Iloteps nosepus", 8.1.3 "lloreps ympasnenus" u 8.1.4 "Iloreps
KOH(pHUICHINAITBHOCTH .
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7.1.2  He3amuIeHHBIH JOCTYI K yCJIyTe

Perucrpamnyionssie JaHHBIE AN ONpEAETCHUS HISHTHYHOCTH, B TOM YHCIIE PETUCTPAIlMOHHBIE JTaHHBIE
aamuaucTpatopoB CSC, 0COOCHHO YS3BUMBI Tepel HEaBTOPH30BAHHBIMH IOJIb30BATEISIMA B CHIJIBHO
pacrpeeNieHHOl cpesie 00IauHbIX BeIYHCICHUH. [IpuyriHa COCTOUT B TOT, YTO B OTJIMYHUE OT TPAAULMOHHON
JJICKTPOCBSI3W HEPEAKO OBIBAaCT CIIOKHO HCIOJIB30BaTh MECTOIOJIOKCHHE (Hampumep, TenedoH
(hMKCHPOBaHHOW CBSA3M) WM HATMIHE KaKOT0-IM00 KOHKPETHOTO AJIEMEHTA alMaparypsl (HampuMep, MOy
uaeHTuguKkanuu abonenta (SIM) NOABMKHOM CBSI3H) AT MOATBEPKICHHS ayTEHTU(UKALIMN UISHTUIHOCTH.
B cBs3u ¢ TeMm, 4TO OONBIIMHCTBO TMPEANIaraeMbIX YCIYT SIBIIOTCS AWCTAHIIMOHHBIMH, HE3aIlUIICHHBIC
COEIMHEHHS OKA3bIBAIOTCA TOTEHIIMATBHO YA3BUMBIMH. J[ayke B TOM ciiydae, KOTJa COSTUHEHHS 3aIIHUIICHBI
WIN SBISIOTCS. MECTHBIMH, OPYTrM€ METOABl aTak (Hampumep, (UIIUHT, MOLICHHHYECTBO, COLMAIbHAS
WH)KEHEpUS. W UCIOJIb30BaHUE YSI3BHUMOCTEH MNpPOrpaMMHOTO 0OeCreueHrs)) MOTYT TakKe OKa3aTbes
ycHemHsIMHA. ECITi 37T0yMBINIJIEHHUK ITOyYaeT JAOCTYI K PEerdCTPAIliOHHBIM JAaHHBIM ITOJIb30BATENS WIIH
aJIMUHHUCTPATOpa, OH MOMKET MepexBaTbiBaTh ACUCTBHA W TpPaH3aKIUH, W3MEHATH IaHHBIC, BO3BpAILaTh
HUCKKEHHYIO HHPOPMALIMIO U TIEpEHAIPaBIATh KineHTcKkue nmporpaMmMbel CSC Ha He3akoHHbBIE calThl. OTHU
Y T€ K€ MapoJIM HePEeIKO HUCIONB3YIOTCS I HECKOIBKUX BeO-CAlTOB M YCIIYT, YTO YCHIINBAET BO3ZCICTBIE
TaKWX aTak, MOCKOJBKY B Pe3yabTaTe OJHOTO B3JIOMa HE3AIIWIIEHHBIMH OKAa3bIBAIOTCS HECKOJBKO YCIYT.
Pemenust st 00JIaYHBIX BBIYMCICHHN COMPSKEHBI C JOMOJHUTEIBHON Yrpo30#, ycyryoustomei oOIyo
cutyauus. YuerHas 3anuck CSC Win 3K3eMIUISIPbl YCIYT MOTYT CTaTh AJIS 3JI0yMBIIUICHHHKA HOBOM TOUKOM
onopsl. B nanpHeieM oH MOKET MaKCUMaIbHO UCIOIB30BaTh NOTEHUIKAN penyTauuu u pecypesl CSC g
OCYIIIECTBJICHHS MOCIEAYIOMINX aTakK.

7.1.3  BHyTpeHHHE yIPO3bI

B cnywae yuyacTus denmoBeka BcerJa CYIIECTBYET PUCK TOTO, YTO AEMCTBUS OTAENBHBIX JIUI[ OKaXyTCs
HECOBMECTUMBIMH ¢ obOecriederreM OezonacHocT yciuyrd. Cotpyaauku CSC, COBMECTHO HCIOIB3YIOIIHE
MapoJid aIMHUHUCTPATOPa WM MHBIM 00pa30M OCTABIIOIIME PETMCTPALlMOHHBIE AaHHBIE HE3ALIUILICHHBIMU
(HampuMmep, HANMUCAaHHBIMM Ha JHCTKE, TMPHUKIECHHOM K 3KpaHy), HEOCTOPOKHBIE WM HEJOCTAaTOYHO
MOJTrOTOBJICHHBIC [10JIb30BATENN (WM YICHBI CEMbHU, BXOSIIUE B OJIDKaiiliee OKpyKeHHUE TOTPeOnTeNs ) Win
3JI0HAaMEpEHHbIE ACHCTBHS HEOBOIBHBIX COTPYAHHUKOB BCET 1A MIPEICTABISIOT COOOH yrpo3sy.

7.2 ¥Yrpo3bl 6€30MaCHOCTH AJIsl MOCTABIIUKOB 001a4Hoii ycayru (CSP)

B HacrosmeM myHKTe ONpeAesnsitoTCsl yrpo3bl, KOTOphIe HermocpeacTBeHHo 3arparuBatoT CSP. Takue yrpo3sl
MOTYT 3arparuBarh crnocoOHocTs CSP mpenpnaratb yciayr, OCYIIECTBIATH IESTEIbHOCTb, YICPKHUBAThH
KJIMEHTOB ¥ M30eraTh MPaBOBHIX I PETYIATOPHBIX TPYAHOCTEH. YTpo3bl ToMy uiiu nHoMy CSP 3aBucAT 1 OT
€ro KOHKPETHOro Habopa Mpe/yIaraeMbIX YCIIyT U CPEbI.

7.21 HecaHKUHOHMPOBAHHBII AIMHHUCTPATUBHBII 70CTYN

Ycmyra oOnayHBIX BEIYMCICHUN BKIFOYAaET HWHTEp(EWChl W KOMIIOHEHTHI MPOTPAMMHOIO OOECTICUeHHS,
mmo3BoJsItoIe coocTBeHHOMY repcoHany CSC ocyliecTBIATh aIMUHICTPATHBHbBIE (DYHKIIMU B OTHOIICHUU
TEX AaCIeKTOB YCIYr OOJauyHBbIX BBIYUCICHHH, KOTOpble HaxonsTcs moj koHTpoiem CSC, Takux Kak
no0aBJICHUE WK YAAJICHUE YYeTHBIX 3anuceii cotpynaukoB CSC, moakimoueHne K COOCTBEHHBIM CepBepaM
CSC, u3MeHeHHe NPOITyCKHOM CIIOCOOHOCTH, OOHOBJICHHE 3aMKCcel cucTeMbl HaMMeHOBaHUH ToMeHOB (DNS)
n BeO-caiitoB u T. aA. [lomoOHbIe agMUHUCTpaTWBHBIE HMHTEpQEHCHl MOTYT CTaTh MHUIIEHBIO IS
37I0yMBIIIUIEHHUKOB, KOTOpBIE BBIIAIOT ce0s 3a anMuHucTpatopoB CSC, utoObl arakoBaTh CSP. B cBsi3u ¢ TeMm,
YTO TaKWE€ YCIYrd OOJIAYHBIX BBIYMCICHHHA JOJDKHBI OBITh JIOCTYHMHBIMU COOCTBEeHHOMY mepcoHary CSC,
3alIMTa 3TUX YCIYr CTaHOBHUTCS OJHOM M3 TJAaBHBIX 3afad oOecriedueHHs Oe30MacHOCTH OOJIAYHBIX
BBIYKCIICHU.

7.2.2  BHyTpeHHHE YIPo3bl

B ciydae yuacTus yenoBeka BCerja CyIeCTBYET PUCK TOTO, YTO BPEAOHOCHBIE MIIH HEOCTOPOKHBIE AEHCTBUSA
OTAENBHBIX JIUIL MOABEPTHYT PUCKY 0€30MacHOCTb YCIYTH.

Cotpynuuku CSC, COBMECTHO UCIOJIb3YOIIME apOJId aIMUHUCTPATOPA, UK HHBIM 00pa30M OCTaBJISIONINE
pEeruCTpanOHHbIE JaHHBIE HE3AIUIIIEHHBIMY (HallpUMep, HAaITUCAHHBIMY Ha JINCTKE, TPUKIIECHHOM K SKpaHy),
HEOCTOPOXKHBIE WJIM HEAOCTAaTOYHO TOATOTOBJICHHBIC IIOJIb30BAaTENId WM 3J0HAMEPEHHBIC JCWCTBUS
HEJIOBOJIbHBIX COTPYTHHKOB BCET/Ia TIPEJICTABIISIOT COOOM CEPhE3HYIO YIPo3y 000 e TeTbHOCTH.
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CSP HeoO0X0auMO 0COOEHHO CEpPhE3HO YUYHMTHIBATH OJIArOHAIEKHOCTH CBOMX COOCTBEHHBIX COTPYAHUKOB.
Jaxe npu Hanm4uu 3G PekTHBHOTO TpeIBAPUTENHLHOTO 0TOOPa COTPYIHUKOB BCETIa CYIIECTBYET PUCK TOTO,
YTO OMBITHBIE HAPYIIUTEIM CMOTYT MOJYYHUTh JIOJKHOCTh COTPYAHHKA IEHTpa 00paboTku maHHbIX CSP.
Takue HapyIIUTEM MOTYT IIBITATHCS TAaHO HaBpenuTh camomy CSP, 1t e B MX HAMEPEHUS MOXKET BXOJIUTh
MIPOHUKHOBEHHE B KOHKpETHBIE ToaaepkuBaeMble cucteMbl CSC, ocobenno ecimm CSC siBisieTcsl KpymHON
KOpITOpaIyel Wi MpaBUTEILCTBEHHBIM YUPEIKICHUCM.

8 IIpo6.iemMbI 6e30MaCHOCTH 00/1aYHBIX BBIYHCIEHUI

[TpoOnembl 06€30MaCHOCTH BKIIIOYAIOT OTIHYHBIE OT HEMOCPEACTBEHHON YIrpo3bl 0€30MacHOCTH TPYAHOCTH,
B TOM YHCIIe "KOCBEHHBIE" YTPO3bI, KOTOPBIE O0YCIOBIEHBI XapaKkTepoM H pabodeii cpeoi 00IauHBIX YCITYT.
KocBenHnast yrposza uMeeT MECTO B TOM ciydae, eclid Kakas-Tu00 yrpo3a OJHOMY MOJIb30BaTeN0 00JauyHON
YCIYTH MOXET UMETh OTPHULIATEIIBHBIC MTOCISACTBHS IS APYTUX MOJIb30BATEIICH.

Omnpenenennble B HacTosmeld PekomeHmanuu mpoONeMbl SIBIAIOTCA MpoOiieMamu, KOTOphIe, He Oyaydu
PEUICHHBIMH HaJIJICKAIIMM 00pa30M, MOTYT IMIPUBECTU K BOSHUKHOBEHUIO YIP03. DTU MPOOIeMbl HEOOXO0IUMO
YUUTBIBATh IPU PACCMOTPEHUH YCIIYT O0TAYHBIX BBIYUCICHUIM.

8.1 IIpo6aemsbl 6e30macHOCTH A moTpeduTeseil 00aaunoii yeayru (CSC)

B nacrosmem ITYHKTC IMPUBOAUTCSA OITMCAHUEC npo6neM 6630HaCHOCTI/I, CBsA3aHHBIX CO CJIOXXHOCTAMH CPE€AbL

WM KOCBEHHBIMH YTPO3aMH, KOTOpbIe MOTYT OBITh IPUYUHOMN OoJiee HETOCPEACTBEHHBIX YIPO3 MHTEpecaM
CSC.

8.1.1 Heonpeneﬂe}mocn, B OTHOIICHHUHU OTBCTCTBCHHOCTH

[loTrpebnenne mpenocraBiIsieMbIX pecypcoB ocymecTBisiercs CSC B paMKax pa3lUYHBIX KaTeTOpUH yCIyT
Y MOJIeJIel pa3BepThiBaHUA. TakuM o0Opa3oM, co3maBaeMas morpedurenem cuctema MKT 3aBUCHT OT 3THX
ycayr. JIroboe OTCyTCTBHE YETKO oOmpeleeHHoN orBeTcTBeHHOCTH Mexay CSC u CSP Moxker BbI3BaTh
MIPUHIUAITHANBHEIE WU SKCIDTyaTalloHHbIe KOHGIUKTHL. JI100ast HecorimacoBaHHOCTh MOJOKEHHUN JOroBOpa
0 TMPEAOCTABICHWH YCIYT MOXET CIPOBOIMPOBATh HApYIICHWS WM HWHOUASHTH. Hampumep,
Ha MEXAYHapOJHOM YPOBHE MOXET BO3HHUKATH MPOOJieMa OTCYTCTBHSI YETKOTO pa3felicHHs] TOro, Kakas
CTPYKTYpa SBJISETCS IUCIIETISPOM ITEPCOHANBHBIX JJAHHBIX, a KaKas — 00pabO0TINKOM ITePCOHAITBHBIX JaHHBIX,
Make eCIW MEXIYHapoJHas COCTABIAIONIAS CBOAWUTCS JIHMIIL K HEOONBIIONW CTOPOHHEH OpraHu3aluu
3a MpeenaMy Kakoro-imbo KOHKPETHOTO pernoHa, Hanpumep EBponeiickoro corosa.

JIrobOast HesICHOCTh, CBSI3aHHAS C MPABOBBIMU U PETYJIITOPHBIMH TPEOOBaHUSIMHU (HAIIPUMED, SIBJISETCS JIK TOT
i nHoi CSC mmm CSP "aucneruepoM NepCOHANBHBIX AAHHBIX" WM "0OpaOOTUMKOM IEPCOHAIBHBIX
JTaHHBIX'"), MOXKET MPUBECTH K HEONPEAETICHHOCTH B TUIaHE TOTO, KAKOM KOMIUIEKC HOPMaTUBHBIX aKTOB EMY
Tpebyercsa cobmonats. Eciu maHHOE TOJKOBAaHHE Pa3iiMdHO B Pa3HBIX IOPUCAUKINAX, HAa gaHHbid CSC wiu
CSP MoryT pacnpocTpaHATbCA IPOTUBOPEYALIIE PYT APYTY HOPMAaTUBHBIE aKThl, KaCaroIUecs OXHOW U TOU
e YCIYT'H WIN YaCTH JaHHbIX.

8.1.2 TIlorepst noBepusi

B nexkotoprix ciayuasx CSC TpyaHO pacno3HaTh ypoBeHb JoBepusi cBoero CSP B cBsizu ¢ TeM, uTo yciyra
00JIaYHBIX BBIYHMCIICHUI HOCUT XapakTep "dyepHoro siuka". B oTcyTcTBHE cpeicTB moydeHus HHpopMaImn
00 ypoBHE aOBepusl NOCTaBLIMKa M oOMeHa 3Tod MHQopmanuerd (opmanuzoBaHHBIM oOpazom y CSC
OTCYTCTBYIOT CPEJICTBa OIEHKH JOCTUTHYTOT'O IOCTAaBIIMKOM YPOBHS peann3anvu Oe3omacHOCTH. Takoe
OTCYyTCTBHE OOMeHa uH(popMalueld Ha ypoBHe Oe3omacHOCTH kacatenbHO CSP MoxeT craTh cepbe3HOMH
yrpo3oii 6e3onacHocty 111 HekoTopbix CSC npu HCIIOIb30BaHUN UMH YCIYT 00JauyHbIX BEIYMCIICHUH.

8.1.3 Iloreps ynmpasJieHHsI

Pemenne CSC o mepeBoge uwactu ux cobctBeHHOH cuctembl MKT Ha wuHbpacTpyKTypy OOJIa4HBIX
BBIYHCIICHUN TOJIpasyMeBaeT mepeaady yacTuyHoro KoHtpoisi CSP. Takol mrar MoXeT cTaTh Cephe3HOH
yrpo3oii aist ganHeix CSC, 0COOEHHO MPUMEHUTENBFHO K IPUCBOCHHON MOCTABIIMKY POJH M NPUBUIICTHSM.
B coueranuu ¢ OTCYTCTBHEM MPO3PaYHOCTH B OTHOIIEHUH METOAOB pabOTHI MOCTABIIMKA YCIYT OOJIAYHBIX
BBIYUCIICHHI 9TO MOXKET MPUBECTU K HENPABHILHON KOH(PUTYpaIlUK WU JaXKe TPEJI0CTaBUTh BO3MOKHOCTh
3JIOHAMEPEHHON BHYTPEHHEN aTaKH.
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[Ipu BHempeHWH YCIayT OOJAYHBIX BBEIYHCICHHN Yy HEKOTOPhIX CSC MOXKET BO3HHUKHYTH 0OCCIIOKOCHHOCTH
B CBSI3H C HEJIOCTATOYHBIM KOHTPOJIEM HaJl COOCTBEHHOW MH(pOpMaIne 1 pecypcami, pazmeneHHbIMA y CSP,
B OTHOIIICHUU XPAHCHUS JIAHHBIX, HAJIC)KHOCTA PE3CPBUPOBAHUS JTaHHBIX (BOIPOCHI COXPAHHOCTH JTAHHBIX),
Mep MPOTHUBOJCHCTBUSA B IUTaHaX obecreueHus: HenpepbiBHOCTH AesaTenbHocTH (BCP), BoccTaHOBHTENBHBIX
pabot mpu O6eICTBUSX U T. 1.

Hanpumep:

. CSC xouer ynanuth (haiim mo mpUYMHAM MPABOBOTO Xapaktepa, ogHako CSP coxpanser xommio,
o kotopoit CSC He 3HaeT.

. CSP mpenocraBiser mnpuBwiernd aaMmuHEcTpaTopa CSC, KOTOpBIE BBIXOIAT 3a pPaMKH
moautuku CSC.

. Y uekotoperx CSC MOXeT BO3HHKHYTh OOECIIOKOEHHOCTh B CBSI3U € packpeitneM CSP maHHBIX
WHOCTPAHHBIM TIPABHTEIBCTBAM, YTO MOXKET MOBIHUATH Ha coOmomeHne CSC 3akoHOB 00 OXpaHe
KOH(UICHIIMATBHOCTH, HAIPUMEP AUPEKTUB EBPONICHCKOrO COr03a O 3aIIUTE TaHHBIX.

8.1.4 Ilorepst KOHPpUIEHIIHATbHOCTH

I[Ipu oOpabotke CSP xoHduAeHUIMAaNbHOH WHPOPMAIMK CYHIECTBYET BEPOSTHOCTh HApYLICHUS
KOH(UICHINATBHOCTH, KOTOPOE MOXET TAaKXKe BKIIOYAaTh HApyIICHWE MPUMEHHMBIX HOPMAaTHBHBIX
TIOJIO’KEHHH, CepTU(GHKAIIMN WIIN 3aKOHOB O 3aluTe JTaHHBIX. CIoJja OTHOCUTCS YTe€UKa KOH(PHICHIINATbHON
uHpopmanuu i 06padoTka HHGOPMAIKH, TO3BOJISIONICH yecTaHOBUTH JTUIHOCTH (P1I), B iesix, KoTopsie He
cankiuonupoBanbl CSC u/uiu CyObeKTOM JTaHHbBIX.

8.1.5 HeroToBHOCTB yCJIyrH

l'oToBHOCTH HE CBsi3aHA UCKITIOYUTEIHHO CO CPeAOH 00TauHBIX BEIUMCICHNH. OMHAKO B CBSI3U C TIPUHITUTIOM
CEPBUCHO-OPUCHTUPOBAHHOTO JU3aiiHA JOCTaBKA YCIYT MOXET OKa3aThCs 3aTPOHYTOH B CIIydae OTCYTCTBHUS
IOJIHOM TOTOBHOCTH BBIIICCTOAIUX YCIIYT 06JI.':1‘IHI>IX BBIYHCIIEHUN. KpOMe TOT0, AMHAMHUYCCKas 3aBUCUMOCTb
00JTauHBIX BRIYHCIICHI 00eCTIeunBaeT 3IIOYMBIIUICHHNKAaM 0oJiee IUPOKHe BO3MoKHOCTH. Hampumep, B ToM
Y TOM K€ cucTeMe O0JIauHBIX BBIYMCIICHUH aTaka THma "0TKa3 B 0OCTyXKMBaHHUH' Ha OJIHY M3 BBIMIECTOSIINX
YCIIYT MOXET 3aTPOHYTh HECKOJIBKO HIDKECTOSIINX YCIYT.

8.1.6 IIpuBsi3Ka K OJHOMY MOCTABUINKY 00Ja4HOM yCJIYTH

Bricokas 3aBucumocts ot onHoro CSP moxker 3arpyauuth 3ameny ogHoro CSP npyrum. Takas cutyanus
MOKET BO3HUKHYTh B cityyae, korga CSP ucmoneiyer HectanmapTHele QyHKUMH WM (OpMaThl U He
oOecrieunBaeT (PYHKIUMOHAIBHYIO coBMecTMMOCTh. Ecim CSP, k xoropoMy ocymiecTBiieHa "mpuBsizka',
HE YCTpaHsieT U3BECTHOU ySI3BUMOCTH O0€30TIaCHOCTH, TO MOYKET BO3HHKHYTH yIrpo3a 0€30MacHOCTH, U, TAKUM
o6pazom, CSC oka3bIBaeTcs yI13BUMBIM, HO HE MMEET BO3MOKHOCTH Tepexoa K aApyromy CSP.

8.1.7 HenpaBoMepHOe NPUCBOEHNE HHTEIEKTYATbHOMH COOCTBEHHOCTH

B ciyuae ecnu 3amyckaercst mporpamMmMmHoe obecnieuenne CSP unu CSP oGecnieunBaeT XpaHeHUE APYTHX
pecypcoB CSC, cymiecTByeT mpoOjieMa yTEYKH 3TUX MaTePUAIOB, KOTOPhIE MOTYT MOINACTh K TPEThHM
CTOPOHAM, WJIM UX HEMPaBOMEPHOTO MPHCBOCHHUS C IENbI0 HECAHKIIMOHUPOBAHHOTO McHoib3oBanus. Cloaa
BXOJIUT HAPYIIIEHHE aBTOPCKOTO MPaBa MM PACKPBITHE KOMMEPUYECKOM TalHbI.

8.1.8  IloTeps HeJOCTHOCTH MPOrPaMMHOIO0 obecrieyeHust

[Mockonbky nporpammuoe obecrnieuenne CSC 3amyckaercs B CSP, cyliecTByeT BEpOSITHOCTh M3MEHEHHS
MPOTPAMMHOT'0 00ECTICUEHUSI HJIH €0 3apaXKeHUsI BUPYCOM, KOTJIa OHO BBIXOJIUT M3-TI0J] HEMIOCPEICTBEHHOTO
koHTpost CSC. Takum 00pazom, 3TO NPUBOJUT K HENPAaBUIBHOMY (YHKIHOHHUPOBAHUIO HMPOTPAMMHOIO
obecnieuenust CSC, mposBistonieMycs TeM Wik uHeIM 00pa3om. Hecmotpst Ha T0, uto CSC HEe B cOCTOSIHUN
MIPOKOHTPOJINPOBAaTh JAHHYIO BO3MOXXHOCTb, OHa MOXXET CEpPhE3HO 3aTPOHYTh €ro pemyTaIuio
U, CJIEI0BAaTENILHO, €T0 ACATEIbHOCTD.

8.2 IIpoGiemMbl 6e30MaCHOCTH JIs1 NOCTABIIUKOB 00;1a4Hoi yeayru (CSP)

B Hacrosiimem myHKTE MPHBOAUTCS ONMKCAHHUE TPOOIJIEM 0e30MTaCHOCTH, CBS3aHHBIX CO CIIOKHOCTSIMH CPEIbI
WIH KOCBEHHBIMH YIpO3aMH, KOTOpbIE MOTYT OBITh TIPUYMHOH Oojee HEeNOCPEeACTBEHHBIX YIrpo3
untepecam CSP.
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8.2.1 HeompeneJeHHOCTh B OTHOIIIEHUH OTBETCTBEHHOCTH

B cucreme 0O0MaYHBIX BBIYKCIEHHE MOryT OBITH ompenenensl pasusie poau (CSP, CSC u CSN).
HeormpeeneHHOCTh B OTHOIICHHUH OTPEACICHUS] OTBETCTBEHHOCTH, CBSI3AHHOW C TAKUMH BOMPOCAMH, Kak
BIaJcHUE JAHHBIMH, KOHTPOJb JOCTYNa WM TEXHHYECKOE OOCITy:KHBaHHE WHGPPACTPYKTYPBI, MOXKET
OTPa3HWThCS HA JICTOBBIX WM TPABOBBIX CHOpax (O0COOCHHO MpH B3aUMOJICUCTBHH CO CTOPOHHUMHU
opranmzanusamu, wid eciu CSP sBnsercs taxke CSC wmmu CSN). JlaHHBIM PHUCK HEONMPEACICHHOCTH
yBenuuuBaercs, ecii CSP skcrmiyaTpyeT W/WiIM TpeangaracT yCIyrd B HECKONBKUX FOPUCAUKIUIX, TIC
JOTOBOPBl W COTJIAIIICHWST MOTYT CYIIECTBOBATh HA PAa3HBIX S3bIKAX MM OCHOBBIBATHCS HA PAa3HBIX
HOPMATHBHO-TIPaBOBBIX 0a3zax. Cm. taxke 1. 8.2.4 "KoHIHMKT IopUCIUKIMNA", HIKE.

8.2.2  CoBMecTHO HCHOJIb3yeMasi cpea

O6nauyHble BBIYHMCICHUS 00ECIEUYMBAIOT MOTCHIUAIBHYIO SKOHOMHUIO 332 CYET COBMECTHOTO HCIOJIb30BaHUS
0onbII0ro 00BEMa pecypcoB, KOTOPOE MPOUCXOIUT B UPE3BBIYAHHO O0bIIOM MaciiTade. B janHOM cutyannu
HE3alNIIEHHBIMU OKa3bIBAIOTCSI MHOTHE MMOTEHIINAIBHO yI3BUMBIE nHTepdetickl. Hampumep, pazmuansie CSC
OJHOBPEMEHHO MOJIb3YIOTCS yCIyraMu U3 OJTHOTO U TOTo ke o0naka. B pezynbrate CSC MOXKET TEOPETHUECKH
MONYYUTh  HECAaHKIUOHUPOBAHHBIH  JOCTYN K BHPTYaIbHBIM  MaIlllMHAM, CETEBOMY TpaduKy,
pEaNbHBIM/OCTATOYHBIM ~ JTaHHBIM W TPOYMM  pecypcaM Apyrux apeHaatopoB. JloOol  Takoit
HECaHKLUOHUPOBAHHBIA WM 3JIOYMBIIUICHHBI JocTyn K pecypcaMm apyroro CSC MOXET HapylIUTh HX
LIEJIOCTHOCTh, TOTOBHOCTh ¥ KOH(UICHIIMATBLHOCTb.

Hanpumep, HecKoJIbKO BUPTYaIbHBIX MAIlIMH, OJHOBPEMEHHO pa3MeEIleHHBIX Ha OTHOM (PH3HYECKOM cepBepe,
COBMECTHO HCIIONIB3YIOT LeHTpanbHbld mponeccop (LIII) m pecypchl mamsiTH, KOTOpbIE BUPTYAIHU3YIOTCA
TUIEPBU30POM. B maHHOM mpriMepe mpoOieMbl BKIIIOYAIOT OTKa3 MEXaHM3MOB M30JISLIUH THIIEPBU30Pa, MPU
KOTOpPOM 00eCHeunBaeTcsl BO3MOKHOCTh HECAHKIIMOHWPOBAHHOTO JOCTyHa K MaMSTH WA YCTPOWCTBaM
XpaHEHUs IPYIHX BUPTYyaIbHBIX MAlllUH.

8.2.3 HecoriacoBaHHOCTb H KOH(IHKT MEXaHU3MOB 3alIUThI

B cBs3u ¢ AeneHTpann30BaHHON apXUTEKTypol MHPACTPYKTYphl OOJAuHBIX BBIYMCICHUH €€ MEXaHH3MbI
3alIUTHI MOTYT OBITH HECOTJIACOBAHHBIMH B Pa3HBIX PacrpeieieHHbIX MOIYJIISIX 3auTel. Hanpumep, noctym,
3allpeLICHHBI OAHMM MOXyJieM O€30MacCHOCTH, MOXKET OBITh IPEJOCTaBICH APYIHMM MOIyJleM. Takas
HECOTJIACOBAaHHOCTh MOXKET CO3/1aBaTh MPOOJIEMBbI 11 aBTOPU30BAHHOIO TIOJIb30BATENs], 1 OHa MOXET OBITh
WCTIONb30BaHa 3JIOYMBIIIJICHHUKOM, W TEM CaMblM NPUBECTH K HapyIIEHHIO KOHQUIACHIIMATBHOCTH,
LIEJIOCTHOCTH ¥ TOTOBHOCTH.

8.24  KoHQuuKT opucIuKIui

JanHbie B 001aKe MOTYT IIepe1aBaThCs MEXy HEHTpaMu 00paOOTKH JaHHBIX WM Ja’Ke Yepe3 IPaHuLlbl CTPaH.
B 3aBucuMOCTH OT cTpaHBl pa3MeELICHUS AaHHBbIE OyIyT PErylIdpoBaTbCsi Pa3IMUHBIMH HPUMEHHMBIMHU
IOpUCIUKIMAMU. HampuMmep, B HEKOTOPBIX FOPUCIUKIMSIX, HampuMep B EBponeiickom corose, TpeOyercs
o0ecreYnTh BCECTOPOHHIONO 3aIUTy HH(OPMAaLUH, MO3BONISIONMIEH ycTaHOBUTh TMuHOCTH (PII), koTOpas, kak
paBWIO, HE MOXeT ObITh 00paboTaHa B MecTax, HE O00ECHEYMBAIOLIMX JOCTATOYHBIA YPOBEHb
rapaHTHUPOBAHHON 3aIUThl. Elle 0OJHUM IIPUMEPOM SIBISIETCS BO3MOXKHOE PACCMOTPEHUE CBSI3U KaK YCIYTH
(CaaS) B HEKOTOPBIX IOPUCIUKIIUAX B KAYECTBE HEPETYyIUpyeMoil HHPOPMAIIMOHHON YCIYTH, B TO BpeMsl KaK
B JAPYrHX IOPUCAMKLHUSAX OHA CUUTAETCS PErYIMPYEeMOH yciyrod TeneoHHOH cBs3H. JaHHBIN KOHQIUKT
FOPUCAUKIIMA MOXKET MPHUBECTH K IMPABOBBIM OCJIOXKHEHHSM, UMEIOIINM IOCIEACTBUSA JUId O€30MacHOCTH,
HaIpuMep U1 IPABWIL, PErYJINPYIOIIMX 3aKOHHBIN NIEPEXBAT CBSI3U IIPABONPUMEHHUTEILHBIMU OPTaHaMH, YTO
MOKET 3aTPOHYTh PELICHUS 10 KpUnTorpaduu.

8.2.5  Puckmu, cBI3aHHBIE C H3MEHEHUAMU

OmHO U3 MPEUMYIIECTB OOJIAYHBIX BHIYMCICHUH 3aKIF0YAETCs B BOSMOXKHOCTH ITEPEHOCA HEKOTOPBIX PEIICHUH
¢ dTamna pa3paboTKH CUCTEMBI Ha 3TAIl peaTu3aiui. JTO 3HAYHT, YTO HEKOTOPHIEC 3aBUCSIIIHAE OT IPOTPAMMHOTO
obecreueHus KOMIIOHEHTHI CHCTEMBI MOTYT OBITh OTOOPAHBI M PEATM30BaHBI TOJIBKO TOTIa, KOT/1a BEITIOJTHEHA
(yHKIMS, JUISE KOTOPOU TPeOYIOTCS 3TH KOMITOHEHThI. OIHaKO OOBIYHAs METOJIMKA OICHKH TPaIUIIMOHHBIX
PHUCKOB 00Jiee HEe OIXOMAMT ISl TAKOW TUHAMUYHO H3MEHSIONICHCS cucTeMbl. B 110001 cucteme, nmpoiie et
OTICHKY 0€30ITacCHOCTH Ha 3Tare pa3paboTKH, MOTYT BOSHUKHYTH HOBEIE YSI3BUMOCTH, TTOSIBUBIITHAECS B TIEPHO]T
€€ DKCIULyaTaluu B CBSI3U C U3MEHECHHUSMU [TPOTPAMMHBIX KOMIIOHEHTOB.
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8.2.6  Heynaunblii nepexo] U HHTErpalus

[Tepexon B 007aK0 HEPEAKO MOAPAa3yMEBACT IEPEHOC OONBIINX 0OBEMOB JAHHBIX M CEPHE3HBIC M3MEHEHUS
KoH(puUTrypanun (HampuMep, ceTeByio aapecanuto). i mepeBoma omgHoW w3 dwacterd cuctembr WKT
Ha obcmyxuBanue BHemHUM CSP MoxeT moTpeOoBaThes CyIIeCTBEHHOE H3MepeHNe KOHCTPYKIIMHA CHCTEMBI
(HampuMep, ceTH W TONUTHKHM Oe3omacHocTH). Heynmaunas WHTerpaiys, BbI3BaHHAs HECOBMECTHMBIMH
uHTepeiicaMy M HECOTTIAaCOBAHHBIM BBIIOITHEHUEM TIOJIMTHKH, MOXKET ITPUBECTH KaK K (PyHKIIMOHAIILHEIM,
TaK ¥ He()yHKIIMOHAIBHBIM ITOCTIeACTBUSIM. Harpumep, BUpTyaibHble MaIInHbBI, KOTOPBIE B YaCTHOM LEHTpPE
00paboOTKH AaHHBIX paboTalOT Moj 3amuTONH OpaHamayspa, B oOnake CSP moaBep:keHBI WMHIUACHTAM
OTKPBITOrO HHTEPHETA.

8.2.7 IlepeGou B AesiTEJLHOCTH

[Ipu 06mavYHBIX BBIYMCIECHUSAX MPOUCXOIUT paclpe/ielieHHe PECYpCOB M WX TMPEIOCTaBIEHHE KaK YCIYTH.
Bces skocucTteMa 00JaYHBIX BBEIYHCICHWH COCTOWT W3 MHOMKECTBA B3aMMO3aBHUCHUMBIX dacteit. Ilepebom
B pabore ir000i1 yacTu (HarmpuMep, OTKIIOYSHHE MMUTAHUS, OTKa3 B OOCITYKHMBAaHUU WM 3aJepPiKKa) MOTYT
3aTPOHYTHh TOTOBHOCTH YCIYTH OOJIAYHBIX BBIUMCIICHUH, paccMarpuBaemyio B myHKTe 8.1.5 "HeroToBHOCTB
yciyru", 1 ganee MPUBECTH K IEpe00sSM B ACSITETHHOCTH.

8.2.8  IlpuBsizka K napTHepy 00JIaYHOI yCIyTH

[Mnarpopma CSP co3maercs ¢ MOMOIIBIO TMPOTPAMMHBIX W aNapaTHBIX KOMIIOHEHTOB Pa3IMYHBIX
MOCTaBIIMKOB. HekoToprle KOMIIOHEHTHl MOTYT COAEP)KaTh MPOIpHUETapHble (YHKIMH WIH PACLIMPEHHS,
KoTopeie HeoOxomaumbl it CSP. OmHako WCMONB30BaHUE ATHX MPONPUETAPHBIX (PYHKIHUNA OTpaHUYHBAET
BO3MOKHOCTH nepexona CSP x ApyroMy nocTaBIIMKY KOMIIOHEHTOB.

[IpuBsizka sBuseTcss pabodeid MpoOIEMOH, MPU 3TOM OHA, MO CYTH, HE SBISETCS yrpo30il 0e30macHOCTH.
BwMmecTe ¢ TeM HHOrIa OHA MOXKET BBI3bIBATH 00ECIIOKOEHHOCTh B OTHOIIEHNH Oe3onacHocTH. Hanpumep, ecnu
CSN, KOTOpBIH NOCTABISIET OJUH U3 BAXKHEUIINX KOMIIOHEHTOB, MPEKPALIAET CBOKO JEATEIbHOCTh, MOIYJIH
KOPPCKTUPOBKU 0e30IMmacHOCTH MOT'YT OKa3aTbCd HCAOCTYITHBIMU. B ClIydac IMOsBJICHUA YSA3BUMOCTU B 3TOM
KOMITOHEHTE CHIKEHHE PHCKa MOXKET OKa3aThCsl BECbMa CIIOXKHBIM U JOPOTOCTOSIIIM.

8.2.9 YA3BHUMOCTE LIEITH MOCTABOK

CSP mnopsepraercs pUCKY, €CIM ammapaTHOE WIM NPOrpaMMHOE oOecredeHue, MpPeAOCTaBIsieMOe s
1aTopMbI Uepe3 ero Lemnb MOCTaBoK, noapeiBaeT 6ezonacHocTs CSC wim CSP, Hanpumep npu cirydaitHOM
WM HAMEPEHHOM BHEIPEHUH BPEIOHOCHOTO IPOIrPAMMHOI0 00ECTICUEHHS WIIN YSI3BUMOCTEH, KOTOPbIE MOTYT
9KCIUTyaTHPOBATHCSL.

B kagectBe mpumepa MOxHO mpuBecTH AedexktHoe mporpammuoe obecrniedenne CSN. JlanHas npoGiema
0e30macHOCTH KacaeTcs mporpaMMHoro ooecneuenust CSN, 3amyckaemoro Ha o6opynoBanuu CSP, Hanpumep
KJIMEHTCKOT'O TIPOTPaMMHOT0 0OecTiedeHns, BUPTyaabHON MauHb! (VM), TOCTEBOM ONEpaliOHHON CHCTEMBI
(OC), npunoxeHnii, KOMIIOHEHTOB TIATGOPMBI WIIK IPOTPAMMHOTO 00eCTIeUeHHS [T ayTUTa/MOHUTOPHHTA
(HanpuMep, Ui MapTHEPa, 00ECIIeUNBAIOLIETO ayIUT YCIyTH).

Eite omHUM MPUMEPOM SIBJISIETCS 3aIlyCK mporpaMMHoro obecneuerus CSP, mpeacTaBasieMoro mapTHEPOM;
€CJIM TapTHEp CBOCBPEMEHHO HE IPEAOCTABIIACT HEOoOXoauMmble OOHOBIeHHS Oe3omacHoctH, CSP
MOJIBEPraeTCst PUCKY.

8.2.10 B3auMo03aBHCHMOCTH IPOrPAMMHOI0 o0ecreyeHust

[lpu oOHapyXeHUM YS3BHUMOCTH HE3aMEIUIUTENIbHOE TMpHMEHEHWe OOHOBIICHUS MOXKET OKa3aThes
HEBO3MOXHBIM B CBA3U C TEM, YTO 3TO IIPUBECACT K HAPYIICHHUIO pa6OTI)I APYTrux nporpaMMHBbIX KOMIIOHEHTOB
(HECMOTpS HA TO YTO 3T KOMITOHEHTHI HE TPEOYIOT CIIEMATBHOTO OOHOBIEHHUS). ITO OCOOEHHO CIPABEIINBO
B ClIy4dya€ CYHICCTBOBAaHUA 3aBUCHUMOCTH MEXAY KOMIIOHCHTaMM, IIPEAOCTaBJICHHBIMU OJHHUM WA
HeckoybkuMu CSN, a He camumu CSP.

8.3 IIpoGsiemMbI Ge30macHOCTH 1JIs1 MapTHePOB 00aauHoi ycayru (CSN)

B nacrosmem myHKTe paccMaTpUBarOTCA NPoOieMbl, KOTOphle HenocpeacTBeHHo 3arparusaoT CSN. Takue
po0JIeMbl MOTYT 3aTparuBarthb criocoOHocTs CSN oCyIIecTBIATh AESITENbHOCT, TOJIyYaTh OIUIATY, 3aIlUIIaTh
CBOIO HHTEJUIEKTYaJIbHYIO COOCTBEHHOCTD M M30€raTh NPaBOBBIX MJIH PErYIATOPHBIX TpyAHOCTeH. [Ipobiaemsbr
0€30IacHOCTH, C KOTOPBIMH CTAJIKUBAeTCs TOT Wi HHOH CSN, 3aBHCAT OT €ro KOHKPETHOM JESITEIbHOCTH U
cpeabl, HalpuMep pa3paboTKa, UHTErpauus, ayIuT WiK APYyroe.
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8.3.1 Heompeme/JeHHOCTH B OTHOIIIEHUY OTBETCTBEHHOCTH

B citydae eciu B yciyre BoIojIHsIeTCs Habop mporpammuoro ooecrnedenns CSP u CSN, g CSC MokeT ObITh
HEOYEBHHO, HA KOM JIS)KUT OTBETCTBEHHOCTH 3a JIMKBHIAIMIO IOCIEACTBHA M 0O0pabOTKY WHIIMICHTOB
6e3onacHocTH. MOXET 0Ka3aTbesl AOBOJIBHO TPYAHO ONPEACTUTh OTBETCTBEHHYIO OPTaHU3AIHIO C TIOMOIIBIO
TexHmdeckoro aHanmmsa. B pesynperate CSP u CSN OyayT mepexiaasiBaTh BUHY APYT HA APYTa, YTO MOXKET
MPUBECTH K JOTIOJHUTEIHHBIM HAapYIICHUSIM, €CIIU He OyAeT Haii/leHa OCHOBHAS IPUYNHA.

8.3.2 HenpaBoMepHOe NPUCBOEHNE HHTEIEKTYATbHOMH COOCTBEHHOCTH

B ClIydac C€CJIM MapTHCPbI NPEAOCTaBIIAIOT CSp IporpaMMHOC obecreueHre MiIu Apyrue peCypcenl UIA
BBITIOJIHEHUA, CYILIECTBYET npo6neMa 6630HaCHOCTI/I, CBA3aHHAasA C YTCQKOIZ 9THUX MaTCpUaJIoB, KOTOPBIC MOT'YT
ImornacTe K TpETbMM CTOpPOHAM, HMJIM UX HEIIPABOMEPHBIM IIPHUCBOCHUEM C LEJIBH0 HECAHKIMOHUPOBAHHOI'O
HCIIOJIBb30BAaHU. CIOI[a BXOJUT HAPYIICHUC aBTOPCKOT'O MpaBa UJIN PACKPLITUC KOMMequCKOﬁ TalHBbI.

8.3.3  IloTeps HeJOCTHOCTH MPOrPAMMHOI0 00ecIeYeHHs

[Nockonbky mporpamMmmMHOe obeciieueHue mapTHepa 3anyckaeTcs Ha CSP, cymiecTByeT BeposITHOCTh U3MEHEHUS
MIPOTPaMMHOI0 00ECTICUEHHSI UM €r0 3apakeHHUs] BUPYCOM, KOT/Ia OHO BBIXOJUT U3-TI0J] HEMOCPEICTBEHHOTO
koHTposss CSN. Takum o6pazom, 3TO MPUBOIUT K HEMPABIIFHOMY (YHKIIMOHHUPOBAHHUIO MPOTPAMMHOTO
obecriedenusi CSN, MposBIISIIOIIEMYCsl TeM WM HHBIM 00pa3oM. HecMotps Ha To yto CSN He B COCTOSIHUH
MIPOKOHTPOJIUPOBATh JAHHYIO BO3MOXHOCTb, OHAa MOXET CEpPbE3HO 3aTPOHYT €ro pernyTanui M,
CJICOBATEIBHO, €T0 AESITEIbHOCTb.

9 Bo3MozkHOCTH 00ecneueHns1 0€30aCHOCTH 00JIaYHBIX BHIYMCICHHIH

B nacrosiield PexomeHpanuu onpenensioTcs cieayolIrne BO3MOXXHOCTH OOecredeHHs: Oe30MacHOCTH OT
BEISIBIICHHBIX YIpo3 W TpoOieM O0e30macHOCTH OO0JIayHBIX BBIYHCICHHNA. B cormameHnun o0 ypoBHE
obcmykuBanus (SLA) MoryT OBITh YKa3aHbI ApaMeTpPhl, CBA3aHHBIE C STHUMH BO3MOXXHOCTSIMH 00eCIIeYeHUsI
0e30macHOCTH, HAIPUMEP BpeMsI pearupoOBaHus HA MHIMICHTEI.

9.1 Mopaens 1oBepus

Hus nmro0o0if  cUCTeMBI, B KOTOPOH HECKONBKO TIIOCTABIIMKOB COTPYAHUYAIOT C MEIbI0 OKa3aHWs
3aCITy’KHMBAIONICH JI0OBEpHE YCIyTH, Heo0Xoauma o011as Moeb JOBEPHSI.

B cBsI3u ¢ upe3BBIYaliHO pacipee/IeHHbIM XapaKkTepoM 00IaYHbIX BEIYMCICHNH, CONPSHKEHHBIM C HATUIHEM
HECKOJIbKMX YYaCTHHKOB, HEOOXOIMMO, YTOOBI cpela 0OJauyHBIX BBIYMCICHHWH BKIJIIOYaNa OOLIYI0 MOAETb
JoBepHs. JTa MOJIeNb JOBEPUS TIO3BOJIUT CO3J/IaBaTh OCTPOBA W/WK (eaepanny JOBEPEHHBIX 00BEKTOB, TaK
9TOOBI pa3pO3HEHHBIE SJIEMEHTHI CHCTEMBI MOTJIM Ay TeHTH(QHUIIMPOBATH HICHTUYHOCTh M CAHKIIMOHUPOBAHHBIE
paBa Ipyrux oObeKTOB M KOMIOHEHTOB. Kaxkablit ocTpoB henepaunu goBepus OyAeT OCHOBAH Ha OJHOM HIIN
HECKOJIbKHMX JIOBEPEHHBIX OpraHax BbIJauu cepTU(UKATOB HHOPACTPYKTYPhI OTKPBITHIX Kitodeid (PKI).

CerojiHsi CyIIECTBYeT MHOTO MOJEJICH JOBEpUs, MPEIHA3HAYCHHBIX IJIs HUCIONb30BaHUS B OOJaYHOW U
HeoOJauHoM cpezie. Bompoc 0 MpUHATHN KOHKPETHON MOJEIH JOBEpHs HE BXOIUT B chepy NMPUMEHEHUS
Hacrosle PexkoMeHaaluu.

9.2 YnpasJ/ienue onpenejeHueM WIeHTUIHOCTH U foctynoM (IAM), ayrenTuduxamnus,
aBTOPU3AILMA U AYAUT TPAH3aAKUMA

K yciyram o0na4HbIX BEIYMCICHUNA UMEIOT OTHOIIEHHE MHOTO aIMUHUCTPATOPOB U MOJIb30BaTENIeH, IPU STOM
JOCTYTl K 3TUM yCIyraM M HMX HCHOIb30BaHHE ocymiecTBistoTcss BHyTpeHHHM (CSP) u BHemnum (CSC)
o0Opa3oM. YTpaBiieHHE OIPeIeIICHNEM UICHTUIHOCTH HEOOX0ANMO HE TOIBKO JIJIS 3aIUTHl HACHTUIHOCTEH,
HO W JJs YHPOLICHHS NPOLECCOB YIPaBICHHS AOCTYIIOM, ayTeHTU(UKALMH, aBTOPU3ALMH W ayAuTa
TpPaH3aKIUH B TAKOW AMHAMUYHOHN U OTKPBITOH MHPPACTPYKTYpe 00JauHBIX BEIYUCICHUH.

OnHa WM HECKOJIbKO 00X Mojenei 6ezonacHoctr (myHKT 9.1) HeoOxoaumbl IAM st ayTeHTHhHKATUH
WACHTUYHOCTEH, a Takke pa3paboTynkaM, TUIEPBU30paM H JAPYIMM KOMIIOHEHTaM CHCTEMBI s
ayTeHTU(UKALMKA KOMIIOHEHTOB CUCTEMBbI, HAIPUMEP 3arPyKEHHBIX MPOrPAaMMHBIX MOJYJIEH, IPUIIOKEHUH U
HabOPOB JAHHBIX.

[poriecc IAM crnocoOcTByeT 00ecreyeHHI0 KOH(DHUISHIIMATLHOCTH, IEJIOCTHOCTH U TOTOBHOCTH YCIIYT U
PECYpCOB, ¥ MO3TOMY UMEET BaKHEHIIee 3HaUeHUE B O0JIAYHBIX BHIYHACIICHHUSIX.
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Kpome Toro, IAM obecriedanBaeT BO3MOKHOCTh OCYIIECTBICHUS OJTHOKPATHOW PETHCTPAIlMN M peaanu3aiin
denepalil  WICHTUYHOCTH B O00JaKax C MOMOIIBIO Pa3IMYHBIX MEXaHH3MOB AayTCHTH()HKAIWU HIIH
MEXaHHU3MOB, PaCIIPE/ICIICHHBIX 110 Pa3JIUYHBIM JJOMEHAM 0€30MacHOCTH.

AyIuT TpaH3aKIUi 00eCreunBaeT 3alUTy OT HENPU3HAHUS YYaCTHsl, TTO3BOJISET OCYIIECTBISTh AKCIEPTHO-
TEXHUYCCKUX aHAIHM3 TIOCJIC WHIHUICHTOB OC30MAacHOCTH W SBIISICTCS CPEICTBOM IIPEIOTBPAINCHHS aTak
(kak BHEIIHWX, TaK W BHYTPEHHHUX BTOPXKEHHWH). AyIWUT TpaH3aKIWK MOJpa3yMeBaeT HE MPOCTO BEACHHE
JKypHaja, a BKJIIOYACT U AKTUBHBI MOHUTOPUHT C ILIENBIO MPHUBJICUCHUS BHUMAHUS K TOJIO3PUTEIBHBIM
JIEUCTBUSIM.

9.3 dusnyeckas 0e30MaCHOCTDH

HeoOxomumo, 4ToOBI oOOecreumBasiach (hu3uyeckas 3amuTa. JlocTynm B TMOMEINEHUs, COJepIKallue
obopynoBanue CSP, pasperraercss TOIbKO aBTOPU30BAHHBIM JIUIIAM M TOJIBKO B T€ 00JacTH, KOTOPbIC
HEMOCPEICTBEHHO HEOOXOMMBI ISl BHITOTHEHUS MX (DYHKITMOHAIBHBIX OOS3aHHOCTE; 9Ta 3a1a4a SBISIeTCS
yacteio mporecca [AM. OnHako creneHb Qu3uUeckoil 0€30MaCHOCTH 3aBUCUT OT IEHHOCTH JAHHBIX U
MacIITabOB JIOCTYIIA, Pa3pEIICHHOTO MHOKECTBY MOJIb30BaTEIICH.

9.4 be3onacnocTs unTepeiica

JlanHass BO3MOXHOCTH oOOecrieunBaeT 0e30macHOCTh HHTepdeiicoB, OTKpbIThIX miusi CSC w/mmu apyrux
MMPUBJICKAaCMbIX Ha OCHOBAaHUH JOTOBOpPa CSP, C IOMOUIBIO KOTOPBIX JOCTABJJIAKOTCA pa3jIM4YHbIC BUJAbI YCIIYT
00JTauHBIX BBEIYHMCICHHH, U 00eCTIeunBaeT O€30MAaCHOCTh B3aNMOICHCTBHS, OCYIIECTBIISIEMOT0 HA OCHOBE ITHX
naTepdericoB. JlocTymHple MeXaHW3MBI oOecreueHus] Oe30MacHOCTH BKIIOYAlOT, B TOM YHCIIE:
OJTHOCTOPOHHIOK/B3aMMHYIO Ay TCHTU(PHUKALINIO, KOHTPOJIBHYIO CYMMY JUTS IPOBEPKH LIEJIOCTHOCTH, CKBO3HOE
mudppoBaHue, MUGPOBYIO MOAMKUCH U T. 1.

9.5 be3onacHoCTh BUPTYAIU3alHMH BBIYHCIEHUI

BezonacHocTs BUpTyanu3aluyl BBIYACICHUH OTHOCHTCS K 0€30MacHOCTH BCEH Cpelbl BUPTyaIH3aluu
BBIYMCIICHHA. DTa BO3MOXXHOCTh 00CCIICUMBACT 3aIUTy THIIEPBU30pa OT aTak, 3alUTy XOCT-TUIAT(MOPMBI OT
YIpoO3, BO3HUKAIOIIUX B CPENIEC BUPTYAIN3ALMHU BEIYUCICHAMN, U 3aIIUTy BUPTYAJIbHBIX MAIlIWH HA IPOTSHKEHUU
UX CpoKa JeicTBus. B yacTHOCTH, 1aHHAs BO3MOKHOCTH HO3BOJISIET M30JMPpoBaTh VM U 3amuimats 00pasbl
VM npuocTaHaBiIMBaTh 3K3eMIULIPsl VM IIpHU XpaHEHHUH U B IIPOLIECCE NEpeXoa.

Hust CSP rumepBu3op Hepelnko obOecreuuBacT 3alllUTy pa3MeElIeHHbIX VM MyTeM NpeaocTaBIeHHUS
AHTUBUPYCHOM M aHTUCIIaMOBOM 00PaOOTKH, OCYIIECTBIIIEMON BHYTPH THIIEPBU30POB, C TeM 4T00bI VM He
TpeOOBaIOCh OTACIBHO PEATU30BBIBATE OTH QPYHKIMH. Kak MpUBHUIIO0, THIIEPBU30P OCHAIACTCS MUHHMATLHBIM
Habopom yciyr. Henyxnbeie mHTepdelicel 1 uHTepdeiichl npukiagHoro mnporpammupoBanus (API), kak
MIPaBUIIO, 3aKPBIBAIOTCS, @ HEUCIIOJIb3YEMbIe KOMIIOHEHTHI YCIIYT, KaK IIPaBUIIO, BBIKIIIOYAIOTCS.

BupryanbHble MalnmHBI, Ha KOTOPBIE paclpoCTpaHseTcs NaHHAas BO3MOXKHOCTH, BKIFOUAOT T€ MAlIWHBI,
kotopsle co3naroTcs CSC B laaS, a Taxxe mHOrne VM, co3naBaemeie SaaS u PaaS. BuptyanbHble MalllvHBL,
Kak IPaBUJIO, HAAEKHO H3OIHPYIOTCS B CIy4ae COBMECTHOTO HCIIOJB30BAHUS MAMSTH, HEHTPAILHOTO
npoueccopa (LIT) 1 eMKOCTH 3allOMHHAIONIMX yCTPOWCTB. BHpTyanbHble MamMHBI, KaK IPABUIO, HMEIOT
COOCTBEHHBIE BO3MOXHOCTH O0ecrieueHHsi 0e30MacHOCTH W WH()OPMHUPOBAHBI O MOJUTHKE (HANpUMep,
B F'OCTEBOM OMEpaIIOHHON CUCTEME).

9.6 Be3onacHoCTh ceTH

B cpene 001auHbIX BBIYMCIIEHHI 0€30MaCHOCTh CETH TIO3BOJISIET U30JIMPOBATh (PU3UYECKYIO U BUPTYAIBHYIO
ceTd W 00ecreYnTh OE30MACHYI0 CBS3b MEKIY BCEMH yYaCTHUKaMHU. JTa BO3MOXHOCTB JIENAeT JOCTYITHBIM
pa3bueHme foMeHa 0€30MacHOCTH, CPEACTBA YIIPaBJICHUS JOCTYIa Ha TPaHMLIE CETH (Harpumep, Opanamaysp),
oOHapyXeHHe W TPEeAOTBpALllCHHE BTOPXKEHHs, pa3lelieHHEe CETeBOro TpaduKa Ha OCHOBE IOJHUTHKH
6e3omacHocti. KpoMe Toro, oHa o0ecredynBaeT 3amuTy CETH OT aTak B cpeax (GU3NIecKOi W BUPTYyaIbHOM
ceTen.
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9.7 I/I30.]II/IPOBaHl/Ie H 3alMTAa JAHHBIX U 3aIIUTA KOH(bI/IZ[eHHl/laJILHOCTl/l

C 1OMOIIBIO JaHHOH BO3MOXKHOCTH PEIIAOTCs 00IIKe IPOOJIESMBI 3aIUThI JaHHBIX, KOTOPBIE HEPEAKO UMEIOT
MIPaBOBBIC MOCTCACTBUSL.

. M3onupoBanue JaHHBIX

B koHTekcTe 0O0JAYHBIX BBIYUCICHUM, apeHIATOp JIMIIACTCS BO3MOXKHOCTH JIOCTyNa K JIaHHBIM,
MIPUHAJYICKAIIUM JIPYTOMY apeHIaTopy, JaKe CJIM 3TH JaHHbIE 3alu(POBAHbI, 32 UCKITFOUCHUEM CITy4aeM,
KOT/la JOCTYIl CaHKIMOHHPOBaH B sBHOW (opme. M3ommpoBaHme MaHHBIX MOXET OBITH pearn30BaHO
JIOTUYECKH WK (PU3MUIECKH, B 3aBUCUMOCTH OT TpeOyeMoro o0beMa N30JIUPOBAHHBIX TAaHHBIX 1 KOHKPETHOTO
pa3BepTHIBaHUS POTPAMMHOTO M alllapaTHOro o0ecreueHus: 00JIaYHbIX BEIYUCICHUH.

[MPUMEYAHHUE 1. — B cpene 00na4yHbIX BBIYMCICHHH W30JIMPOBAHUE INPOMCXOJIUT Ha YPOBHE apeHIaTOpOB.
B xaxom-mun6o CSC MOXET cymecTBOBaTh MHOKECTBO apeHIATOPOB B OOJake, HapuUMep IS Pa3HBIX (HHUIMAJIOB,
OT/ICJIOB UM CTPYKTYPHBIX MOApa3eIeHUMH.

. 3amnmra JaHHBIX

3amuTa JaHHBIX O0ecTeYnBaeT HaIeXKaryo 3amuTy JaHHeIX CSC 1 IPOU3BOIHBIX TAHHBIX, COAEPKAIUXCS
B Cpeac O6J'Ia‘IHI>IX BLIqHCHCHHﬁ, TakK ‘ITO6I)I AOCTYIl K HUM U UX U3MCHCHHUE MOIJIM OCYHICCTBIIATHCA TOJIBKO
¢ caakuuu CSC (w1 B COOTBETCTBUHU C TIPUMEHUMBIM 3aKOHOJATEILCTBOM). TaKast 3auTa MOXET BKIIOYATh
HEKOTOPYI0O KOMOWHAITMIO CIUCKOB KOHTPOINS JIOCTyNa, TIPOBEPKY IEJIOCTHOCTH, WCIpPaBICHHE
OIMO0K/BOCCTAHOBJICHHE JaHHBIX, MU(POBAHUE U JPYTHE HAIJISKAIIIEe MEXaHU3MEI.

B tom ciyuae, korna CSP ob6ecnieunBaer ast CSC mmdpoBaHue TaHHBIX HA 3alIOMHHAIONIEM YCTPOMCTBE,
nMaHHass QYHKIOHAS MOXKET OBITh IMIM(pPOBAHHEM Ha CTOPOHE KJIHMEHTa (Hampumep, B npmioxkeHun CSP) wmm
mm(ppoBaHUEM Ha CTOPOHE CepBepa.

. 3amuTa KOHOUACHITNATHHOCTH

UactHass wHpopMarusi MoxkeT Bkimodarh PIl m koHuaeHmuanpHBIE KOpriopaTwBHBIE HaHHBIE. COOD,
WCTIONB30BaHue, nepenava, o0paboTKa, XpaHEHHWE W YHHUYTOXKEHHE YaCTHOW WHQOPMAIUHM PEeryIHpYyIOTCS
HOPMAaTHBHBIMHU WX 3aKOHOAATCJILHBIMU aKTaMU B OTHOILICHUHA KOH(bI/II[eHHI/IaJ'H)HOCTI/I. I[aHHOG OTpaHUYCHUC
npumensiercs 1 K CSP, u k ux CSC. Tak, Hanpumep, CSC HOKHBI UMETh BO3MOKHOCTh IOCTOSIHHOTO
yaaneHus TaONWIbl NaHHBIX, COAepKalled dacTHylo uHopMmarmio, naxe ecan CSP He ocBemomieH
0 couepkaHuu Tabmuiel. Kpome Ttoro, moxker morpeOoBathesi, uToObl CSP obecrneunBan 00paboOTKy,
Hanpumep nouck ganHeix CSC B mpeoOpa3oBaHHOM WK 3aIIM(POBAHHOM BUJIE.

3amuTa KOH(MUACHIUAIHHOCTH PACIPOCTPAHACTCS HA YACTHYIO HWHQOpPMAIHIO, KOTOpas MOXET OBITh
MIPOCMOTPEHA WM TMOTy4YeHa B pe3yibTaTe AesTenbHocTH CSC, HapuMep TeHICHITUN JIET0BON aKTUBHOCTH,
OTHOLIICHHWA UJIN B3aI/IMO)Z[eI‘/'ICTBI/Ie C IpyruMu CTOpoOHaMHu, YPOBHHU U ITOPAOK I[eﬁCTBPIﬁ uT. IO.

33.IJ_II/ITa KOH(i)I/I,ZleHI_II/IaIIBHOCTI/I OTBEUaeT U 3a 00eCIIeUcCHUe TOTO, YTOOBI BCS YACTHAS I/IHq)OpMaLII/IH (BKJ'IIO‘IaSI
Ha6J'IIO,Z[aeMLIe HJIN ITPOU3BOJHBIC ,Z[aHHLIe) HCIOJB30BaAJIACh TOJBKO B TEX LCIISAX, KOTOPLIC OBLIH COTJIACOBAHBI
CSCu CSP.

OrneHka pucKa B OTHOIIIGHUHM YaCTHOUW WH(OpMAINK, Ha3biBaeMasl "OIEHKOW pUCKa KOH(UICHIINATHHOCTH',
MoxkeT nmomoub CSP B ompezneneHNE KOHKPETHBIX PUCKOB HApYIICHUS KOH(DHISHIIMATBFHOCTH, CBSI3aHHBIX
¢ mnpeanojaraecMeiM (yHKIMoHUpoBaHueM. CSP criemyer omnpeienuTh M peajiu30BaTh BO3MOXKHOCTH
JUISl YCTPAHEHHUsS PUCKOB KOH(MHUICHIIMAIBHOCTH, BBISBICHHBIX C IOMOIIBIO OICHKH PUCKAa U 00pabOTKU
4acTHOHM nH(popManuu.

[MPUMEYAHUE 2. — B HEKOTOpPHIX IOPUCAUKINSAX OTAETbHBIC (hHM3MUecKHe JTUIa (HallpuMep, IONTb30BaTEIIH-JIFOIH)
paccMaTpUBalOTCA OTACIBHO OT WX paboTomaTtened A 1enel odecneueHns KOHQUASHINATLHOCTH. B Takux ciaydasx
obecrieunBaeTcsl HaJJIeXKaIlas 3alra KOH(PHUICHIMATBHOCTH MoJb30oBatens obmaunoir ycnyru (CSU), Hapsmy
¢ KOH(QHEHIIMAIBHOCTHIO oTpeduTenst obnaunoi yenyru (CSC) uinm apeHnaTopa 006JIaqHOM yCiTyTH.

9.8 Koopannanus obecnieueHns 6€30MacHOCTH

B cBsa3u ¢ Tem, 4TO B pasHBIX yciyrax OOJauHBIX BBIYHCICHHH IMOAPAa3yMEBAIOTCS pa3HbIE CIIOCOOBI
peanu3anuy CpEeACTB YINpaBieHUs Oe30MacHOCThIO, C TOMOIIBI0 JaHHOW BO3MOXKHOCTH OO€CTIeYeHHS
0€3011acHOCTH KOOPAMHUPYIOTCS NEHCTBUSI Pa3HOPOJHBIX MEXaHU3MOB oOecrieueHHs 0e30MacHOCTH, YTOOBI
HE JIOMYCTUTh KOH(PIUKTOB MEXaHU3MOB 3aILUTHI.
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CTOpOHBI, BRITOTHSIONTUE pa3HbIC POJIA B dKOocHcTeMe 00J1auHbIX BeraucieHui, Hanpumep CSP, CSC u CSN
HUMEIOT pa3Hble CTENICHW KOHTPOJIS HaJl (PU3UUECKUMHU WIIA BUPTYaTbHBIMU PECypCaMH M YCITyTaMH, BKITFOUYas
KOHTPOJIb O€30MacHOCTH.

Jlis KaXI0i CTOPOHBI CYIIECTBYIOT pa3jMYHbICe MEXaHW3MbI O0CCIICUCHUsI 0E30MACHOCTH, BKITIOYAIOIINE
M30JIMPOBAaHNE THIIEPBU30pa, IAM, 3amuTy cetr u T. 1.

OnHa w3 1Heneld o0JIaYHBIX BBIYMCIEHUH 3aKI04acTcs B 00ecleYeHHH BO3MOKHOCTH OOBEIUMHEHMS 3THX
Pa3HBIX CTOPOH B IEISIX COBMECTHOTO IPOCKTHPOBAHWS, CO3/JaHUsS, PAa3BEPThIBAHUS W HKCIUTyaTallUd
pPa3TMYHBIX (U3NYECKUX W BUPTYaITM30BAaHHBIX PECypcoB. B cBs3u ¢ 3TiM HEeobxomumo, 94Todsl CSP nmen
BO3MOXHOCTh KOOPJIUHHUPOBATh pa3Hble MEXaHU3MbI 0OeCIIeYeHUsT OE30MaCHOCTH, UCIIONb3yeMbIe Pa3HBIMU
ctopoHamu. KoopauHanms oOecriedeHus: 0€30MAaCHOCTH 3aBUCHT OT (DYHKIIMOHAIBHOHW COBMECTUMOCTH
Y COTJIACOBaHMsI Pa3HOOOPA3HBIX MEXaHU3MOB 00CCIICUCHHS OC30MMaCHOCTH.

9.9 IKCILUTyaTallMOHHAs 0€30MACHOCTh

JaHHas BO3MOXKHOCTH oOecreuuBaeT O€30HaCHOCTh ITOBCETHEBHOH OKCIUTyaTalldd W TEXHHYECKOTO
00CITy’KUBaHHUS YCIYT U HHPPACTPYKTYPBI OOJIAUHBIX BHIYHCIICHHH.

HaHHaH BO3MOXKHOCTEL 00€CIICUCHUS 3KCHHyaTaHHOHHOﬁ 0E30IMaCHOCTH BKITIOYAECT:

. olpezeneHre HaOOpa NPHUHIMIIOB IMOJUTHUKH OE30IaCHOCTU M JESTENBHOCTU 10 00eCIe4eHHIO
Oe3omacHOCTH, HANpUMEpP YyIpaBlieHHE KOH(Urypauueil, COBEpIICHCTBOBAaHHE KOPPEKTHPOBKHU,
OIleHKa Oe30TMacHOCTH, pearnpoBaHWe Ha HWHIUACHTH (cM. Takke TyHKT 9.10 "YmpasneHue
UHOUACHTaMH"), U oOeclieueHNe MPAaBUIBHOTO NMPUMEHEHUs ITUX Mep Oe30MacHOCTH B LENAX
BBITIOJTHEHUST TPEOOBAaHUH MPUMEHUMOTO 3aKOHOJATENLCTBA U IOTOBOPOB, BKItOYas JroObie SLA,
CBSI3aHHBIE ¢ 0€30IACHOCTBIO.

. KOHTpoNb BbimonHeHuss CSP Mmep Oe3omacHocTH M WX 3(Q(EKTUBHOCTH W TPEAOCTABICHHUC
Ha/JIekKamuX oT4eToB 3aTpoHyThiM CSC, a Takke COOTBETCTBYIOIIMM CTOPOHHHM ayJUTOpam
(metictByromuM kak CSN), mozBomstromuM CSC oneHuth, obecnieunBaeT nu CSP BhITIONHEHHE
00s13aTeNBCTB B 00J1aCTH 0€30IaCHOCTH, IPEAYCMOTPEHHBIX SLA.

B cmygae wsmenenust mep OesomacHoct CSP u ux sddexruBrocTH Bce Hmkectosmmue CSP u CSC
OIOBEIIAIOTCS O TAKMX M3MEHEHHSX.

OTH OTYEThl W OINOBEHICHMS TMO3BOJIIOT aBTopu3oBaHHbIM CSC mnpocmarpuBath HH(OpPMAILHIO O
COOTBETCTBYIOIIMX UHIMJICHTaX, MH(POPMAIIHIO ayInTa, a TAKXKE JaHHBIC KOH(PUTYPAIIUU, OTHOCAIIMECS K HX
yciyraM 0OJTauHBIX BBIYHCIICHHIA.

9.10 YupagJieHne HHIIUIEHTAMH

YrpapiieHHe WHIUACHTAMH MIPEIyCMaTPUBAET MOHUTOPHHT M MPOTHO3UPOBAHUE UHIIUIACHTOB, OTMIOBEIICHHUE
00 MHIIUJIEHTAX U pearnpoBaHne Ha HUX. [|J1g TOro 9To0kI 3HATH, pabOTAET JIN yCIIyra O0JIAYHBIX BEIYUCICHUH
B IIITATHOM PEKUME B MIpeJIeNiax Bceld MHPPACTPYKTYPhI, HEOOXOIUM HETIPEPHIBHBI MOHUTOPHHT (HAIIPUMED,
MOHHMTOPHUHT TOKa3aTesiel paboThl BUPTYaTM3UPOBAHHON MJIAT(GOPMBI M BUPTYAJIM3UPOBAHHON MAIWHBI B
peaNbHOM BpeMeHH). DTO JTaeT BO3MOXKHOCTh CUCTeMEe COOMpaTh MH(OPMAIIUIO O COCTOSHUN 0€30MacHOCTH
YCIIyTH, BBISBIISITh HEIITATHBIE YCIOBHUS U 00ECIIEYNBATh paHHEE MPEIYNPEKICHHE O MePETPY3KaX CHCTEMBI
0€30IMacHOCTH, HapyIIEHUsX paboThl, Nepebosx B 0OCayx)HBaHMM M T. 1. [locie HacTyruieHus COOBITHUN
HHIUIeHTa 0€30IaCHOCTH 00eCIeYMBAETCs BBISIBICHUE MTPOOJIEMbI U OBICTPOE pPeardpoBaHHE HA MHIIUICHT,
OCYIIECTBISIEMOE JMOO aBTOMATHYECKH, JHOO C BMEIIATEIBCTBOM  aJMHHHCTPATOpa-deiIoBeKa.
O6paboTaHHBIC MHIIUACHTHI 3aHOCATCS B )KYPHAJ, ¥ IPOBOAUTCS MIX aHAIH3 C IIENBI0 CO3AaHMI Ha X OCHOBE
11a0JIOHOB, C TIOMOIIIBIO KOTOPBIX B JIaIbHEUIIIEM 00eCIIeunBaeTCs YIIpexkaaroinas oopaboTka.

9.11 BoccTanoBuTeIbHBIE pa0OTHI IPH 0eICTBUAX

BoccranoButenbHble pabOTBl TpPU OEACTBHUSX MPEICTABISIIOT COOOH BO3MOKHOCTH PEarnpoBaHHs Ha
KpUTHYECKHE OCJICTBHSI B LENAX BO3MOXKHO CKOpPEHIero BO3BpallleHHs B O€30MacHOe COCTOSHUE U
BO300OHOBIIEHHS INITATHOW paboTh. JlaHHAs BO3MOXKHOCTH 00€CHedrBaeT HEMPEPHIBHOCTH MPEI0CTABICHHS
YCIYyTY IPU MUHUMAaJIbHOM IPEPBIBAHUY.
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9.12 OueHka U ayaquT 0€30MaCHOCTH YCJIYTH

JlaHHas BO3MOKHOCTH IIO3BOJISIET OCYIIECTBISTH OIICHKY OE€30MacHOCTH YCIyT OONAaYHBIX BBIYHCIICHHH.
Ona mO3BOJSIET ABTOPHU30BAaHHOW CTOPOHE MPOU3BOAUTH TMPOBEPKY COOTBETCTBUS OONAYHON YCIyrH
MpPUMEHUMBIM TpeboBaHMsAM obecrieueHus Oe3onacHocTi. OneHka 0e30MacHOCTH MM ayJuT 0e30MacHOCTH
MoryT ocymecTBiATbess CSC, CSP unn tpetbeii croporoit (CSN), a cepTudukaius CuCTeMbl 0e301MacHOCTH
MOXET BBITTOTHATHCS aBTOPU30BAHHOM TpeTher ctopoHoi (CSN).

Jlyis oOecrieveHust B3aMMHOTO MTOHMMaHUs B OTHOIICHUH ypoBHs Oe3onacHocT Mexay CSC u CSP BBogsTCs
HaJyIe)KaNTe KPUTSPUH 0€30TIaCHOCTH.

Kaxngprit CSP n xaxpmas u3 ero yciayr MOXeT UMETh YPOBEHb 0€30MMacHOCTH MPUMEHUTENHFHO K CPEeICTBaM
ynpasneHus OezomacHocThio CSP u ux sddextrnBHOCTH. OOBsABIEHHBIE YpoBHH Oe3onacHocTd CSP m nx
ycayr oOJjerdaroT cpaBHeHHEe W BbIOOp Hamnexamux CSP um ycnyr o0naunbix BblumcieHWid. s
MPEeIOCTaBICHUS] HANEKHBIX, HE3aBHCHMBIX W HEUTPAIBbHBIX OICHOK YpPOBHS O€30MIaCHOCTH MOTYT
HCIIOJIb30BAThCS HE3aBUCUMBbIE TOBEPEHHBIE TPETHH CTOPOHBI.

Bo u3bexanue npoenenus CSP oTnensHoro ayaura 6e3onacHoctu s kaxaoro CSC Hagiexaumm o0pazom
WCTIONB3YIOTCS o0mue pesynbrarhl ayauta yermyru. s CSP, oxBarbeiBarommiero mMpOKHH BBIOOP YCIyT
00JIaYHbIX BBIYUCICHUN, ayAUT OE30MAaCHOCTH MOMKET NPOBOAWUTHCS IO KaXIOW Yyciyre OOJIauHBIX
BeiuncieHuit. CSP  Moryr mpemocraBnath aBTopu3oBanHoMy CSC  (Hampumep, MNOTCHIUAIBHOMY
nmoTpeburento), a Takke HekoTopsiM ApyruM CSP 1 CSN (HampuMep, CTOpOHHEMY ayInuTOpy) HaJUIekKaInue
pe3yabTaThl ayAUTa BCEX YCIyT 00JayHbIX BEIYMCICHUN UM YaCTH 3THX YCIIYT.

s nenu yciyr oOJIaYHBIX BBIYMCICHHN PE3y/IbTaThl ayIuTa O€30MacHOCTH HUXKECTOSIIErO IMOCTABIINKA
YCIIYT BKITIOYAIOT COOTBETCTBYIOIIUE PE3YIbTAThl ayIuTa O€30MaCHOCTH BBIIIECTOSIIIETO MTOCTABIINKA YCIIYT.

9.13 DYHKIHOHATbHAA COBMECTHMOCTD, IEPEHOCUMOCTh H 00PaTUMOCTh

JaHHas BO3MOXHOCTH pa3peniaeT COCYIIECTBOBAHME M B3aUMOJACHCTBHE pPa3HOPOIHBIX KOMIIOHEHTOB
(byHKIIMOHANIbHAS COBMECTUMOCTH), paspemaet CSC, mpu HEOOX0AUMOCTH, 3aMeHATh oaHoro CSP npyrum
(mepenocumocts) u pazperraer CSC nepeBox ceoeit cucrembl KT u3 cpenibl 001a4HBIX BEIYHCICHHH 00paTHO
B uH(ppacTpykTypy HMKT Ha ocHOBe HeoONayHbIX BbMMHCICHHN (00patnMocTh). OOpaTMMOCTh Takke
obecrieunBaeT '"mpaBo OBITH 3a0BITBIMH", €cIH O3TO TpeOyeTcs MECTHBIMA HOPMATUBHBIMH  HIIH
3aKOHOJIATEIbHBIMU aKTaMH.

[NPUMEYAHUE 1. — JlaHHast BO3MOKHOCTh OTBEYAET TOJBKO 32 (PYHKIHOHAIEHYIO COBMECTUMOCT U IEPEHOCUMOCTh
(byHKIMI 0€301aCHOCTH 00JIaYHBIX BHIYMCIICHUI, @ He ()aKTUYECKUX JAaHHBIX, METaJaHHbIX M ()OPMATOB COOOILEHNUH,
OTBETCTBEHHOCTb 32 KOTOpBIE JIGKUT Ha JPYrux (GyHKUMAX IUaTGOpMbl 00NavHBIX BbIUMCICHUI. Hampumep, naHHas
BO3MOXKHOCTh MOXET oOecreurBarTh IIU(QpPOBaHHE IPH Mepexojie, YIpaBleHHE KIYaMH W HHPOpMAIH 00
HWACHTUYHOCTH, TaK YTOOBI JaHHbIE M APYroi KOHTEHT MOXKHO OBLIO MEPEHECTH MEXIy ABYMS Pa3HBIMH CHCTEMaMHU
mrppoBaHus, He OTKPbIBast CHCTEMY(BI) MIIM IaHHBIE TIPH MIEpEXOJIe.

[NPUMEYAHUE 2. — "lIpaBo ObITh 3a0BITBIMH" €IIe YETKO HE OMpPEICICHO M B HEKOTOPBIX CIyYasxX MOXKET
OTPAHWYMBATECS PETYIATOPHBIMH TPEOOBAaHMSIMH O COXPAaHEHHH B TEUCHHE MHHUMAIBHOTO IIEPHOAA BPEMEHHU
OIPEJICTICHHBIX JIAaHHBIX, HANpPHMEp 3alucell BhI30BOB WM HH()OPMAIMU O COCJUHEHMSAX. B CBA3M € 3TUM MOXKET
NOTPeOOBAaTHCSI COXPAHEHHUE B TEUEHHE TOTO JKe NIEPHO/1a BPEMEHH COOTBETCTBYIOIIMX KIIFOUEH Win ApYyroit uHpopmMaruu,
Kacarolieics: 6e30MacHOCTH.

9.14 Be3onacHOCTh LeNM MOCTABOK

CSP ucnons3yer psa/ MOCTaBIIMKOB IS CO3JaHMsI CBOMX yCIIyT. HeKoTophle U3 3THX MOCTABUIUKOB ABIISIOTCA
Y4acTHUKaMHU OTpaciu 00JadHbIX BeYUcieHuil, Hanpumep CSN, B TO BpeMs Kak Jpyrue MOCTaBIIUKH
SIBJISIFOTCSI TPAJAUITUOHHBIMY MTOCTABIIUKAMK 000pYI0BaHHS WK YCITyT HHPOpMaMoHHbIX TexHosoruit (UT),
HanpUMep NPOU3BOAUTEINSIMH alllIapaTHOTO 00ECIeYeHNs, He NMEIOIIUMH MIPSIMOTO OTHOILEHHS K 00JauyHbIM
BBIYHCIEHUAM. JlaHHas BO3MO>KHOCTH IMO3BOJISIET CO3AaBaTh OTHOIIEHUs noBepuss Mmexay CSP u Bcemn
YYaCTHUKaMU IIETH MTOCTABOK C TIOMOIIBIO JICITEILHOCTH B 001acTi Oe30macHOCTH. Takas JesTeJIbHOCTh B
oOjacTn 0€30MacHOCTH WENH I[MOCTaBOK TpeAycMaTpuBaeT omnpezeneHne u cOop wuHPOpMannu o
npuoOpereHHbix CSP KoMIoHEHTax M yciayrax, KOTOpbHI€ HCIOJB3YIOTCS AJIsl NPENOCTaBJICHHUS YCIyT
00JIAYHBIX BBIYHCIICHUI, U 0OecrieueHre coOTI0IEHHS IOJIUTUKN 0€30TaCHOCTH IIETIH IOCTABOK.
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Hampumep, TumoBas nesTeNbHOCTE B 00J1aCTH 6€301TacHOCTH I1enH TocTaBoK B CSP MOXKeT BKITIOYATh:

. MOITBEPKICHHUE CIIPABOYHON MH(OPMAIIMK 00 YYaCTHUKAX IICMH TIOCTABOK;
. BaJIHJIAINIO AMApaTHOTO W MPOTrPaMMHOT0 o0ecTieueHus 1 ycuyr, npuMenseMbix CSP;
. MPOBEPKY amnmapaTHOro M TMporpaMMHOro oOecmnedeHus, mnpuodbperaemoro CSP ¢ 1menbio

YIOCTOBEPHUTHCS B TOM, YTO OHO He OBLITO MOAENaHO MPH TPAHCIIOPTHPOBKE (Tiepenade).

. MPEIOCTABIICHUE MEXaHU3MOB TPOBEPKH IPOUCXOXKICHUS MPOTPAMMHOIO OOCCIICUCHUS IS
obnauHo¥ ycmyru, Hampumep koma, mpemoctaBieHHoro CSN. Ilpum weob6xommmoctn, CSN m
obecnieunBaromue ux XocTHHT CSP 00ecreunBaroT MpoIiece MPOBEPKH IEIIOCTHOCTH KOMITOHCHTA
nporpammHoro ooecrnedeHuss CSN, 4ToObI yOSAUTHCS, YTO OHO JIOCTABJICHO B HA/IJICKAIICM BUJC H
He OBLIO M3MEHEHO Wi B3oMaHo. Hekoropeie CSN MoryT nmoTpe0oBaTh MpeIoCcTaBiIecHUS CPEACTB
JUISL HETIOCPEJICTBEHHON CaMOCTOSITEIbHOM ITPOBEPKHU.

I[aHHaH BO3MOXKHOCTB SABJISACTCA HCHpCpLIBHOﬁ 1 OXBATbIBACT MMOCTOAHHOC PA3BUTHUC U OOHOBJIEHHE CUCTEMEL.

10 Bba3zoBas MeTognka

Ilox pa3zpaboTkoii 0OcHOB Ge30macHOCTH OOJauHBIX BBIYUCICHUN HOHHUMAETCS MOJTY4YEeHUE MPEICTABICHUS O
CYIIECTBYIONINX yIpo3ax W MpoOiieMax, PaCCMOTPEHHBIX B MyHKTaX 7 W 8, IJ1 BHIOPAaHHON KOHKPETHON
obmayHoil ycimyru. Hapsimy ¢ aTuMm cienyeT oObeAWHHUTH AETOBbIe, TEXHOJIOTHUECKHE W PETyISTOPHBIC
TpeOOBaHUsL, U1 TOTO YTOOBI ONPEAETUTh CPEACTBA YNPaBICHUS, MOJIUTUKY U MPOLEAYpPhl OE30MaCHOCTH,
KOTOpBIE TOTPEOYIOTCS A TOW WM WHOW o0mayHoi yciayrw. OmucaHHblE B TMYHKTE 9 BO3MOXKHOCTH
CMSITYEHUS TTOCIIEICTBHUIA YIPO3 U PEUICHUs TPOoOJIeM B IalbHEHIIIEM UCTIONB3YIOTCS JJIsl pa3paOOTKU CPENICTB
yIpaBieHHs, MOJUTUKA W TpoUeayp Oe30MacHOCTH Ui BBHIOPAHHOW KOHKPETHOW YCIYrH OOJadHBIX
BblUMCIeHUH. B Hacrosmedl PexomeHpalMy OCHOBHOE BHUMAaHHUE YAEISIETCS BOIPOCY O TOM, KakKoBa
HE00X0IMMOCTh 0OecrieueHHs 0€30MACHOCTH B cpeJie 00JIAYHBIX BBIYMCICHUH, M KAKOBBI YTPO3bI M TPOOJIEMBI,
XapaKTCpHBIC JId CpCAbl TpaJulIMOHHBIX BLI‘II/ICJ]CHI/II‘/'I, KOTOpBIC CYLCCTBYIOT B CpEAC 00JIaYHBIX
BbIuUcIeHUHA. COOTBETCTBEHHO, TIOMUMO HacTosed PekomeHmanmu, HOMKHBI COOMIOAATHCS CTAaHAAPTHI U
MIPUMEPBI NIEPEAOBOTO OIBITA, ONPEIEIIEHHbIE OTPACIEBBIMU OPTaHU3ALMAMU.

Mertonuka, omnucaHHas B HacTosmed PekoMeHaanuu, AODKHA COONIONATBCS TIPU CO3JaHMM OCHOB,
OTIPEIETISIONINX CPEICTBA YIIPABIEHUS, TOMUTUKY U MPOLEAYPhl 0€30MacHOCTH, KOTOPble HEOOXOUMBI JIJIS
KaKOW-TNOO KOHKPETHOW yCIYTH O0JIauHBIX BeIYUCIeHNH. HeBO3MOXKHO 00eCTIeunTh eIMHYI0 HOPMATHBHYIO
OCHOBY IJId BCEX YCIYT O6J’I3‘-IHI:IX BI)I‘II/ICJICHI/II\/'I, TaK KaK OHM CYHICCTBCHHO pa3IM4arOTCA C TOYKU 3PCHUA
OuM3HEC-MOJIENICH, TIpe/yIaraeéMbIX YCIYT M BAPHAHTOR Peai3alluu:

. Oran 1: Ucnonb30BaTh MyHKTH 7 U 8 IS BRISBICHUS YTPO3 0€30MaCHOCTH ¥ MOCIECTBUHN MPOoOIieM
JUTsE 6€301IaCHOCTH B PacCMaTpUBaEeMOM YCITyre 00JauHbIX BEIYMCIICHUH.

. Ortan 2: Mcnonb30BaThk MyHKT 9 U1 onpeaeNeHus] HE00XOANMMBIX BEICOKOYPOBHEBBIX BO3MOXHOCTEH
oOecrievyeHuns1 6€30MacCHOCTH Ha OCHOBE BBIABIEHHBIX YTPO3 U MPOOIIEM, KOTOPhIE MOTYT YMEHBIIUTh
yrpo3bl 0E30MAaCHOCTH U PELINTE MPOOJIEMBI 0€30IIaCHOCTH.

. Oran 3: [TonyuuTth cpelicTBa yIpaBIeHUs, TTOJIUTHKY H MPOLENLYpbl 0€30MaCHOCTH, KOTOPhIE MOTYT
NPEJOCTaBUTh HEOOXOIUMBIE CIIOCOOHOCTH obecneueHus: 0€30MacHOCTH UCXOs U3 ONpeICICHHBIX
BO3MOXXHOCTEH obecrieueHns: 0€30acHOCTH.

[MPUMEYAHUE. — CSC u CSP Heo0xomumo omnpeaenuTs Ha00p HaJIeXalux TpeOOBaHWH B OTHOIICHUH
BO3MOXKHOCTEH obecriedeHust 6e30MacHOCTH, HCIIONB3YsI HaJIexalue cTaniapTel. JlaHHOe onpeielieHne OCHOBBIBAETCS
HA OLIEHKE PHCKA.

Hnst ompeneneHus TOro, Kakue yrpo3sl W HpoOieMbl 0€30MaCHOCTH COOTBETCTBYIOT pPaccMaTpHBaeMON
00JIa4HOI1 ycayTe, clieyeT pacCCMOTPETh KX Iyl0 yrpo3y Wi npodiemy. OQUH U3 NPOCTEHIINX BOZMOXKHBIX
METO/JIOB 3aKJIIOYAETCS B COCTABJIEHUH TAaOIHUIIBI ¢ YKa3aHHeM cHMBOJa "Y" HaIlpOTHB yTPO3bI HITH MTPOOIIEMBIL.

B kauecTBe mpuMepa HCIOIB30BaHUS JAHHOTO METOJA paccMOTpUM cityyait, xorma CSP mpenmaraer
WHIMBUAYaTbHBIM MOJIB30BATENsIM XpaHeHue ¢aiinos kak yciayry. CSP xoren Obl 3HaTh, Kakue yrposbl U
po0GIeMbl 0€30MaCHOCTH BBI3BIBAIOT HANOOJBIIYI0 00ECITIOKOEHHOCTH TOJIb30BaTeNIed, U MPOaHAIN3UPOBAThH
BOIIPOC O TOM, KaKHl€ YTPO3bI U MPOOIEMbl eMy HEOOXOIUMO YCTPAHHUTh B MEPBYIO odepesb. [JJaHHbIi MeTO
HarJsIIHO WLTIOCTpUpyeTcs B Tabnuie 1.
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Ta6auna 1 — Ilpumep npoBeaeHus 3Tana 1 aHaIn3a, NPpeIyCMOTPEHHOT0 OCHOBAMH
0€30MaCHOCTH, JJIs cjiy4yasi XxpaHeHus1 GailJioB KaK ycJIyru

OobJs1acTh NpoOBeAEHUS AaHATU3A

Konkpernas yrpo3a uiu npoéjema

IIpumennmo 1u
K TaHHO# yciyre?

ITynkr 7.1 Yrpo3sl 6e30macHOCTH A1
notpeduteneit obmaunoit yeayru (CSC)

[MTynkr 7.1.1 TloTeps u yTeuka JaHHBIX

Y

ITyskr 7.1.2 He3amuImeHHBIH HOCTYH K yCIIyTe

Y

[Tyskr 7.1.3 BHyTpeHHHE YrpOo3HI

ITynkT 7.2 Yrpo3sl 6€301MacHOCTH A1
MOCTaBIIKUKOB obmauHoi ycuyru (CSP)

[Mynkr 7.2.1 HecaHKIMOHUPOBAHHBIN
AIMHHHUCTPATHBHBIHN HOCTYII

[Tyskr 7.2.2 BHyTpeHHHE YTPO3HI

<

[ynkr 8.1 IIpoGnemsl Ge30nacHOCTH A1
notpeburenei obnaunoit ycmyru (CSC)

[Tynkr 8.1.1 HeonpeneneHHOCTh B OTHOILIEHUT
OTBETCTBEHHOCTH

IMTynxr 8.1.2 IloTepst noBepus

[Tynkr 8.1.3 Tlotepst ynpaBieHUs

[MTynxkr 8.1.4 TloTeps KoH(DUACHIMAIBHOCTH

ITynkr 8.1.5 HeroToBHOCTB ycityru

[Tyskr 8.1.6 [puBs3ka K OAHOMY HOCTABIUKY
00ayHON yciyru

<|<|=<|=<|=<

[Tynxkr 8.1.7 HempaBoMepHOe NpHCBOEHHE
UHTEIJIEKTyaJIbHOH COOCTBEHHOCTH

ITyskr 8.1.8 Iloteps menocTHOCTH
IPOrPaMMHOT0 o0eceYeHHs

[TynxT 8.2 IlpoGnembl Ge30nacHOCTH IS
MoCTaBIIMKOB 00auHo# yciyru (CSP)

[Tynkr 8.2.1 HeonpeneneHHOCTh B OTHOLICHUH
OTBETCTBEHHOCTH

ITyskr 8.2.2 CoBMecTHO HCHOIB3yeMas cpena

<

[Tynkr 8.2.3 HecormacoBaHHOCTh U KOHGIUKT
MEXaHHU3MOB 3aIUThI

[Mynkt 8.2.4 KoHQUIMKT IOpUCANKIMIA

[Tyskr 8.2.5 Pucku, cBA3aHHBIC C H3MEHEHUSIMA

[Tynkr 8.2.6 Heynaunslii mepexon u
MHTETpaLus

[Tynxkr 8.2.7 Tlepebou B AeATEIBHOCTH

[Tynkr 8.2.8 [lpuBs3ka k mapTHEpY 00JIaguHON
YCITyTH

[MTynkT 8.2.9 Vs3BUMOCTB LiENH IOCTABOK

[MTynxr 8.2.10 B3anmo3aBUCHMOCTB
HPOrpaMMHOT0 obecredeH s

ITynkr 8.3 [IpobGrmemsl 6e30macHOCTH LIS
napTHepoB obmauHoi yciayru (CSN)

[Tynkr 8.3.1 HeompeneneHHOCT B OTHOLIICHUN
OTBETCTBEHHOCTH

ITynxkr 8.3.2 HempaBoMepHOe nprcBOeHHE
MHTEJIEKTyaIbHOH COOCTBEHHOCTH

ITynxr 8.3.3 IloTeps uenocTHOCTH
MPOrPaMMHOTO 00eCTIeUeHUS
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[Mocne BbIsIBIEHWS yrpo3 W TMpoOJieM OE30MacHOCTH MOXHO OIPEJCTUTh BO3MOXHOCTH OOECIICUEeHUS
0€30IacHOCTH, KOTOpPhIE MOTJIH Obl CMSATYWTH TOCNEJCTBUS OTHX Yyrpo3 W PEIIUTh 3TU MPOOIEMBI.
B Tabmure 1.1 npuBenen npumep npeodpa3zoBaHus yrpo3 U MpodiieM 0€30MacHOCTH 00IaUHbIX BHIYUCICHUH B
BO3MOXHOCTH obecrnieueHus: 6ezonacHoctd. CumBon "Y" B stuelike, 00pa3oBaHHON MepecedeHrueM CTOIOLOB
Y CTPOK TaONHIIbl, 0003HAYAET, YTO Ta WM WHAS KOHKPETHAs yrpo3a u mpobiiema 0e301acHOCTH YCTpaHsIeTCs
C TOMOIIIBI0 COOTBETCTBYIOMIEH BO3MOXKHOCTH obecriedeHus1 0e30macHOCTH. B 3Tol Tabmuie mokazaHsl Bce
YTPO3bI ¥ MPOOJIEMBI U COOTBETCTBYIOIIME UM BO3MOXHOCTH 00€CIICUCHHS OS30MacHOCTH.

[Tocne ompenenenust TpeOyeMbIX BOZMOXXHOCTEH MOKHO ONPENeNTUTh HEOOXOIUMBIE CPEACTBA YIIPABICHHS,
NOJIUTHKY W Tpouexypsl Oe3omacHocTH. [Ipumepbl CpencTB ympaBieHHS, KOTOpPBIE MOTYT OBITH
MCTONB30BaHbl, BKI0YaoT "BesonacHocts omeparmi” (myuakt 12 B [b-ISO/IEC 27002]) u "Ympasnenue
MHIOUeHTaMH uHpopMannoHHoi Oe3onmacHocT" (myHkT 16 B [b-ISO/IEC 27002]). OHM MOryT OBITH
MOJTYYEHBI U3 BO3MOXKHOCTEH, onpeieNieHHbIX B MyHKTax 9.9 u 9.10, cCOOTBETCTBEHHO.

OOGayHast yciryra MOKET UMETh LIeTIb TIOCTABOK, COCTOSIIYIO n3 Heckonbkux CSP. Komnanuu, yuactByromue
B TaKOW IENM MOCTAaBOK, MOTYT oOpamatbcs K craHmapraM MCD W OTpacieBbIM CTaHIAapTaM Ha TeMy
Oe3omacHOCTH menH mnoctaBok (Hampumep, [b-ISO/IEC 28000]). Heobxomnmo, aTo0s! kKaknblit CSP geTko
pa3rpaHUYHI CBOIO OTBETCTBEHHOCTH B IIENH YCIYTH OOJIAYHBIX BBIYMCICHUH U pa3paboTall CBOHM CpelCcTBa
yMpaBieHHS, TIOJIUTUKY U MPOLEIypbl OE30MaCHOCTH, KOTOPbIE OCHOBaHBI HA BO3MOXKHOCTSIX OOecreyeHus
0€301MacHOCTH, TIOJy4CHHBIX B PE3YJIBTaTe 3TOTO TPEXITAHOro Merona. [ obecriedeHus: cornacoBaHHOM
6esomacHoctn  CSC  Bermecrosmiemy CSP, BO3MOXHO, TOTpeOyeTcsl JIOTOBOPUTBCS CO  CBOUMH
HxecTosmuMu CSP OTHOCHTEIBHO 3THX BO3MOKHOCTEH 00ecIeueHu s 0e30MaCHOCTH, HCXOIS U3 CBOUX Cep
OTBETCTBEHHOCTH B obOnactu OezomacHoctH. [Ipu HeoOxomumoctn CSC Takke NOMKHBI CIEIOBATH ITOU
TPEXITAMHOM Npoueaype.

KpoMme Toro, ykazaHHyIO BBIIIE TPEXITAallHYIO IPOLEAYPY CIEAYET OCYLIECTBIIATh YEpPEe3 OIpPEAEICHHBIE
MPOMEKYTKA BPEMEHH WIIM TMPH HEOOXOJUMOCTH (HAmpuMep, MpH HACTYIUICHHH CIIy4aeB CEPbEe3HOTO
HapymieHus 6e3onacHocTy wiu mpu m3mMeHeHnn CSP cBoero Beiecrosimero CSP).
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(Tarnoe JlomroTHEHHE HE SBISAETCS HEOTHhEMIIEMOM YacThI0 HACTOSIICH Pexomenaarm. )

Jdononnenne 1

CooTBeTCcTBHE YIPO3 M IP00OJIeM 0€30IaACHOCTH 00/1aYHbIX BHIYUCIEHH BO3MOKHOCTAM olecnevyeHus1 0€30MacHOCTH

B Tabawume 1.1 mokasaHo cooTBETCTBHE YIpo3 U MpodeM 0€30MacHOCTH 00IaYHBIX BEIYUCICHUH HEKOTOPBIM JOITyCTUMBIM BO3MOXKHOCTH 00ecTiedeHus1 0€30ITacHOCTH.

CumBon "Y" B syeiike, 00pa30BaHHON MEpPECCUCHUEM CTOJIOIOB U CTPOK TaOJHIIbI, 0003HAYAET, YTO Ta WJIM MHAS KOHKPETHAs yrpo3a M mpodsieMa 0e30MacHOCTH
YCTpaHSETCsI C TOMOIIBIO COOTBETCTBYIOIIEH BO3MOKHOCTH 00€ecIIedeHrsT Oe30MMacHOCTH.

Tadauua 1.1 — CoorBercTBHE YIPo3 H PO0JIeM 0€30MACHOCTH 00JIAa4YHbIX BHIYMCICHUH BO3MOKHOCTAM olecreyeHus1 0e30I1acHOCTH

IMynxr 9 Bo3moskHoCTH 00ecneveHnsi 6e30MacHOCTH 001aYHbIX BbIYHCICHUIT
IMyukr 9.2
)’nyannenue Hynker 9.7 Mynkr 9.13
on : eJ1eHHeM Mymir 9.5 Hsoauposaitie Mynkr 9.8 Mynkr 9.9 Tymer 9.11 Tymier 9.12 (I)y HK ulo Mynkr 9.14
TMynkr 9.1 pe IMynxr 9.3 Myukr 9.4 |Besonacuocrs| ITynxr 9.6 M 3aLIMTa Y | y ) IMyuxr 9.10 | BoccranoBu- Ouenka u YK y )
HIEHTHYHOCTH H Koopaunanus IKemyara- HanbHas  |BesomacHocTh
Monean ®usnyeckasi (BesonacHocTs| BHpPTyaIH- Besona- JAHHBIX H Ynpasienue TeJbHbIE ayauT
nocrynom (IAM), oo obec COBMECTHMOCTD,| uenu
JoBepusi Th | HHTEP(Q 3aUHH CHOCTB CeTH 3aIHTA HHUMAEHTaMu | PadoThl IPH | Ge30macHOCTH
ayTeHTHQUKAUNS, . ™ Th NepPeHOCHMOCTh |  MOCTABOK
BbIYHCJIEHHI KOH(UIeH- OexcTBHSAX yeayru
ABTOPH3ALMS H " 00paTHMOCTD
. HHAJTBHOCTH
AYAUT TPAH3AKUMii
Tynkr 7.1.1
Tloreps u yreuka Y Y Y Y Y
Iynkr 7.1 JIaHHBIX
Yrposi
TPO3HL Iynxr 7.1.2
Gesonackocth Hesamumennpiit
JUTs HOTpedu- oc Y Y Y Y Y
Teneit ;:: ;ync
o 7 006mauHoOi yomr
HKT
Y:Ipoam yemyru (CSC) | Mynxkr 7.1.3
Buyrpennue Y Y Y
Ge3omacHOCTH fi]
00J1a4uHbIX P
BBIYHCIICHUH IMynkr 7.2.1
IMynxkr 7.2 Hecaukuuonu-
Vrposst pOBaHHbIi Y Y Y Y
0€e30macHOCTH aIMHHHCTpa-
s THBHBIH 10CTYI
TNIOCTaBIIUKOB
obauHoiM Mynkr 7.2.2
yeryru (CSP) Buyrpennue Y Y Y
Yrpo3sl
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Tabéauua 1.1 — CooTBeTcTBHE YIrpo3 U MPodaeM 6e30MaACHOCTH 00JIaYHBIX BHIYUCIEHHH BO3MOKHOCTAM o0ecrieyeHns: 0e30MacHOCTH

Mynkt 9 Bo3MoskHOCTH obecriedeHnst 6e30MACHOCTH 00.JAYHBIX BHIYHCIEHHIT

TMynkr 9.1
Mopean

Tynkr 9.2
Ynpasiaenue
onpeaeeHHeM
HWIEHTHYHOCTH H
npocrynom (IAM),

ayTeHT
aBTOpH3aUMA H
AYAMT TPAH3AKUMI

Mynxt 9.3
Dusnyeckas

Myuxr 9.4
Beszonacnocth

Th

&
HHTep(

Myuxt 9.5
BesonacHocTh
BHPTYAJIH-
3aUHH
BBIYHCIEHHUIT

Myuxr 9.6
Besona-
CHOCTH CeTH

Myuxr 9.7
H3oanpoBanue
H 3aI0HTa
JAHHBIX H
3aIMUTA
KoH(pueH-
HHAJTBHOCTH

Myunxr 9.8
Koopaunauus

obecrnieueHust

oe:

TH

Myuxr 9.9
Ikemiyara-
IHOHHAS

Th

Myuxr 9.10
Ynpasienue
MHIHIEHTAMH

Mynxr 9.11
Boccranosu-
TeJbHbIE
padoTsI npu
0eacTBUAX

Myuxr 9.12
Ouenka n
ayauT
Oe3onmacHoCTH
yCJayru

Myuxr 9.13
DyHKIHO-
HaJlbHasi
COBMECTHMOCTH,|
nepeHoCHMOCTh
H 00paTHMOCTb

Myuxr 9.14
BezonacHocts
uenu
MOCTABOK

ITynkr 8
TIpoGnembr
GesonacHoCTH
00aYHbIX
BBIUMCIIEHUH

ITynkr 8.1
ITpo6nemsr
6e301acHOCTH
JuLst ToTpedu-
Tenen
obnauHoi
yenyru (CSC)

IMynkr 8.1.1
Heonpenenen-
HOCTb B
OTHOILCHHH
OTBETCTBEHHOCTH

Iynkr 8.1.2
Tloteps noBepus

Iynkr 8.1.3
IMotepsa
ynpaBJIeHAs

Iynxr 8.1.4
Tlorepst
KOHpHUICH-
LHAIBHOCTH

Iynkr 8.1.5
Herorosrocts
yenyru

Iynkr 8.1.6
TIpussi3ka k
OJTHOMY
TIOCTABIIIHKY
00IaYHOI ycIyru

Iynxr 8.1.7
Henpasomeproe
TIPHCBOCHHE
HHTEIUIeK-
TyalnbHOI
COOCTBEHHOCTH

Iynxr 8.1.8
Toreps
IIeI0CTHOCTH
HPOrpaMMHOIO
obecrieuenus
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Tabéauua 1.1 — CooTBeTcTBHE YIrpo3 U MPodaeM 6e30MaACHOCTH 00JIaYHBIX BHIYUCIEHHH BO3MOKHOCTAM o0ecrieyeHns: 0e30MacHOCTH

Mynkt 9 Bo3MoskHOCTH obecriedeHnst 6e30MACHOCTH 00.JAYHBIX BHIYHCIEHHIT

TMynkr 9.1
Mopean

Tynkr 9.2
Ynpasiaenue
onpeaeeHHeM
HWIEHTHYHOCTH H
npocrynom (IAM),

ayTeHT
aBTOpH3aUMA H
AYAMT TPAH3AKUMI

Mynxt 9.3
Dusnyeckas

Myuxr 9.4
Beszonacnocth

Th

&
HHTep(

Myuxt 9.5
BesonacHocTh
BHPTYAJIH-
3aUHH
BBIYHCIEHHUIT

Myuxr 9.6
Besona-
CHOCTH CeTH

Myuxr 9.7
H3oanpoBanue
H 3aI0HTa
JAHHBIX H
3aIMUTA
KoH(pueH-
HHAJTBHOCTH

Myunxr 9.8
Koopaunauus
obecrnieueHust
oe3omnas TH

Myuxr 9.9
Ikemiyara-
IHOHHAS

Th

Myuxr 9.10
Ynpasienue
MHIHIEHTAMH

Mynxr 9.11
Boccranosu-
TeJbHbIE
padoTsI npu
0eacTBUAX

Myuxr 9.12
Ouenka n
ayauT
Oe3onmacHoCTH
yCJayru

Myuxr 9.13
DyHKIHO-
HaJlbHasi
COBMECTHMOCTH,|
nepeHoCHMOCTh
H 00paTHMOCTb

Myuxr 9.14
BezonacHocts
uenu
MOCTABOK

ITynkr 8
ITpoGmemsr
Ge3onacHoCTH
00aYHbIX
BBIYHCIICHUH

ITynkr 8.2
ITpo6nemsr
Ge3omnacHocTH
JUist
TIOCTABIIHKOB
o06mauHoOi
yenyru (CSP)

IMynkr 8.2.1
Heonpenenen-
HOCTb B
OTHOILCHHH
OTBETCTBEHHOCTH

IMynkr 8.2.2
CoBmecTHO
HCIIOJIb3yeMast
cpena

IMynkr 8.2.3
Hecornacosan-
HOCTb U KOlldJJll/lKT
MCXaHHU3MOB
3allMuThI

Iynxr 8.2.4
Kondmukr
IOPHCIMKIINH

[Tynkr 8.2.5
Pucku, cBs3aHHBIC
C U3MEHEHUAMU

Iynkr 8.2.6
Heynaunsrit
nepexoj u

MHTEerpanus

Iynxr 8.2.7
Ilepebou B
JIESTENIHOCTH

ITynkr 8.2.8
Tpussska k
napTHepy
001a4yHOl ycImyru

IMynkr 8.2.9
VS3BUMOCTH LieTH
OCTABOK

Iynxr 8.2.10
Bsaumosasu-
CHMOCTh
HPOrpaMMHOTO
obecreuenus
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Tabéauua 1.1 — CooTBeTcTBHE YIrpo3 U MPodaeM 6e30MaACHOCTH 00JIaYHBIX BHIYUCIEHHH BO3MOKHOCTAM o0ecrieyeHns: 0e30MacHOCTH

Mynkt 9 Bo3MoskHOCTH obecriedeHnst 6e30MACHOCTH 00.JAYHBIX BHIYHCIEHHIT

Mynkr 9.2
v, N Myuxr 9.7 I 913
npaBJieHne VHKT 9.
p Myuxt 9.5 H3onmpoBanne Mynxr 9.11 Myuxr 9.12 Y
onpeaeeHHeM Myunxr 9.8 Myuxr 9.9 DyHKIHO- Mynkr 9.14
TMynkr 9.1 Mynxt 9.3 Myuxr 9.4 |BesonacHocts| ITynkr 9.6 M 3aIIMTa Mynkr 9.10 | BoccranoBu- Ouenka n
MIEHTHYHOCTH U Koopaunauus DKemiyara- HaJlbHas Be3onacuocts
Mopenn ®usnyeckas (BesomacHocTs| BHpPTyaH- Besona- JAHHBIX H Ynpasienue TeJbHbIE ayauT
nocrynom (IAM), N obecneueHnst IHOHHAS COBMECTHMOCTb,| nenu
)t Th | HHTEP( 3aUMH CHOCTH CeTH 3amMTa MHIHMAeHTaMH | paGoTbl npu | Ge30macHOCTH
AyTeHT . Be3omns TH b NepPeHOCHMOCTh [  MOCTABOK
BbIYHC/IeHHI KoH(pueH- OeacTBHAX yeayru
ABTOPH3ALHS H H 00paTHMOCTDb
. IHATBHOCTH
AYAMT TPAH3AKUMI
IMynkr 8.3.1
Heonpenenen-
HOCTb B Y
Y
OTHOILCHHH
OTBETCTBEHHOCTH
ITynkr 8.3 IMynkr 8.3.2
TTynkr 8 Y Y
ITpoGnemst Henpasomepnoe
TIpoGnems! 5
€30[1aCHOCTH | IPHCBOCHUE
6e30macHOCTH P Y Y Y Y
JUIS TIAPTHEPOB | MHTEIUIeK-
00JIaYHBIX N B
“ 061’[&1‘"{0” TyaJlbHOH
BBIYHUCJIICHUH
yeayru (CSN) | cobeTBenHOCTH
Iynkr 8.3.3
Torepst
LEJIOCTHOCTH Y Y Y
TIpOrpaMMHOTO
obecrieyenus
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[b-1TU-T E.409]

[b-ITU-T X.810]

[b-ITU-T Y.3500]

[o-1TU-T Y.3502]

[b-1SO/IEC 19440]

[b-1SO/IEC 20000-1]

[b-1SO/IEC 27000]

[b-1SO/IEC 27002]

[b-1SO/IEC 27005]
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CEPUM PEKOMEHJIALIUIA MCD-T

Cepus A Opranusanus pabotet MCO-T
Cepus D OOuue npuHUMITE TapUPUKALTUIH

Cepus E  OOmast skcrutyaTanus cetu, TesieoHHas ciayx0a, GyHKIHOHUPOBAHUE CIYXO0 U
gesoBedeckue pakTopbl

Cepus F HerenedonHble Ciry:KObI 2JIEKTPOCBS3H

Cepus G CucreMsl U cpefia iepeiauu, IUPPOBbIC CUCTEMbI U CETH
Cepus H  AynuoBu3yanbHbIC U MYJIBTUMEIUIHBIC CUCTEMBI

Cepus 1 Iudposas ceTh ¢ HHTErpaAIHCH CITYKO

Cepus J KaGenbHble ceTr U nepenaya CUrHAIOB TEIEBU3NOHHBIX U 3BYKOBBIX MPOrPaMM U
JPYTUX MyJIbTUMEIUIHBIX CUTHAJIOB

Cepusa K 3ammra ot nomex

Cepus L  KoHcTpyKuus, IpOKJIaAKa U 3aIUTa Kabeaeld 1 Jpyrux 3JeMEeHTOB JIMHEHHO-KaOeIbHbIX
COOPYXKEHUM

Cepus M YmpaBneHHe d1€KTPOCBA3bI0, BKI0Yast CYD U TeXHUYIEeCKoe 00CITy)KHBaHUE ceTei

Cepus N TexHuueckoe 00CITy)KHBaHHE: MEKIYHAPOTHBIE KAHANBI MIEpeaayn 3BYKOBBIX U
TCJIICBU3NOHHBIX IIPOTrpamMmMm

Cepus O  TpeOoBaHMs K H3MEPUTEIHHON anmapaType

Cepusa P Oxoneunoe 00opynoBaHHEe, CyOBEKTHBHBIE U OOBEKTUBHBIE METOABI OLICHKU
Cepus Q KommyTanus u curHanuzanus

Cepus R Tenerpadnas nepenaua

Cepus S OxoneuyHoe 000pynOBaHHE A TeJerpadHbIX CIIyKO

Cepuas T  OxonHeuHoe 00OpyIOBaHHE AJIS TEIEMAaTHYECKHUX CIYXKO

Cepus U  Tenerpadnast KoMMyTanus

Cepus V  Ilepemaya gaHHBIX 1O TeNeQOHHOH CETH

Cepusa X Ceru nepeayvu JaHHbIX, B3aMMOCBSI3b OTKPBITHIX CHCTEM U 0€30MaCHOCTh

Cepus Y  I'mobGanmbHas undopMairoHHas HHQPaCTPYKTypa, aclieKThl MpoTokoia MHTepHeT 1 ceTn
MOCJIEAYIOUNUX TOKOJIEHUN

CepI/ISI Z SI3bIKKU 1 O6H.[I/Ie ACIICKThI IPOTrpaMMHOIO obecrieueHus JJId CUCTEM 3JICKTPOCBA3U
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