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Recommendation ITU-T X.1090 

Authentication framework with one-time telebiometric templates 

 

 

 

Summary 

Recommendation ITU-T X.1090 describes a user-authentication framework that uses one-time 
telebiometric templates. The framework provides secure user authentication and protection 
mechanisms for the biometric templates transmitted over open networks. It prevents replay attacks 
and protects the original biometric template by generating a new template upon each completion of 
authentication. This Recommendation also addresses the security requirements associated with the 
framework with one-time telebiometric templates. 
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telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
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Recommendation ITU-T X.1090 

Authentication framework with one-time telebiometric templates 

1 Scope 

This Recommendation describes a user-authentication framework that uses one-time telebiometric 
templates to implement secure biometric-authentication systems. It specifies the framework in terms 
of function models and security requirements. Note, however, that this Recommendation does not 
cover the transformation functions used to generate one-time telebiometric templates (OTTs) 
because many different kinds of transformation can be adopted to generate OTTs. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ISO 19092]   ISO 19092:2008, Financial services – Biometrics – Security framework. 

[ISO/IEC 18031]  ISO/IEC 18031:2011, Information technology – Security techniques –
Random bit generation. 

[ISO/IEC 19784-1]  ISO/IEC 19784-1:2006, Information technology – Biometric application 
programming interface – Part 1: BioAPI specification. 

[ISO/IEC 19785-1]  ISO/IEC 19785-1:2006, Information technology – Common Biometric 
Exchange Formats Framework – Part 1: Data element specification. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 biometric [ISO/IEC 19785-1]: Pertaining to the field of biometrics. 

3.1.2 biometric authentication [ISO 19092]: Process of confirming an individual's identity, 
either by verification or by identification. 

3.1.3 biometric sample [ISO/IEC 19785-1]: Information obtained from a biometric device, 
either directly or after further processing. 

3.1.4 biometric template [ISO/IEC 19784-1]: A biometric sample or combination of biometric 
samples that is suitable for storage as a reference for future comparison. 

3.1.5 biometric verification [ISO 19092]: Process of comparing a match template against 
reference based on a claimed identity (e.g., user ID, account number). 

3.1.6 biometrics [ISO/IEC 19785-1]: Automated recognition of individuals based on their 
behavioral and biological characteristics. 

3.1.7 biometrics data [ISO/IEC 19785-1]: A biometric sample at any stage of processing, 
biometric reference, biometric feature, or biometric property. 
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3.1.8 enrolment [ISO 19092]: Process of collecting biometric samples from a person and the 
subsequent generation and storage of biometric reference templates associated with that person. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 client: Entity that provides a biometric authentication service using a one-time 
telebiometric template on a user side in telecommunication environments. 

3.2.2 one-time biometric template: Biometric template that is used only once and then revoked. 

3.2.3 OTT database: Physical or logical storage device that stores data and information for user 
authentication and belongs to a server. 

3.2.4 one-time telebiometric template: One-time biometric template used in open network 
environments. 

3.2.5 original template: Biometric template that is created directly from a user's biometric 
sample and is neither transformed nor encoded. 

3.2.6 OTT token: Physical storage device that stores data and information for user authentication 
and belongs to a user. 

3.2.7 replay attack: Breach of security in open networks wherein a biometric template from a 
client is stored without authorization and retransmitted to a server to gain illegal access. 

3.2.8 server: Entity that provides a biometric-authentication service using a one-time 
telebiometric template at the request of a user or a client in telecommunication environments. 

3.2.9 synchronization information: Non-biometric data that is used to keep transformation 
consistent between a client (or user) and a server. 

3.2.10 transformation: Process of distorting or converting a biometric template into another 
domain to protect and conceal its original value. 

3.2.11 transformation information: Non-biometric data that is used for transformation of a 
biometric template. 

3.2.12 transformed template: Biometric template that is created through transformation. 

3.2.13 user: Receiver of a biometric authentication service through a client and a server. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

OTT  One-time Telebiometric Template 

OTT DB OTT DataBase 

SI  Synchronization Information 

TI  Transformation Information 

5 Conventions 

None. 



 

  Rec. ITU-T X.1090 (05/2011) 3 

6 One-time telebiometric template for authentication 

6.1 Threats in telebiometric authentication 

As information technology advances, biometric authentication systems are increasingly employed 
in many areas to provide efficient and secure access control. Note, however, that this gives rise to 
privacy concerns as well, since personal information needs to be stored in centralized systems and 
transmitted over open networks. These threats are not new, but they are more critical in biometric 
authentication due to the nature of biometric data [b-Ratha]. Biometric data identifies a user as 
unique, but there are only a few substitutes. Therefore, once they lose their biometric data, they may 
permanently lose their identities. For example, a user has only one face and ten fingerprints, and it 
is impossible to change the biometric traits with new ones as if creating new passwords. Moreover, 
because biometric data is unique, it is much like the same password for multiple systems. Thus, an 
attacker stealing a user's biometric template from one system can log in to other systems using the 
stolen template. Unfortunately, conventional encryption will have no effect when coping with such 
threats. In addition, for template comparison, an encrypted template should be decrypted, and thus 
an original template is exposed for every comparison. Moreover, without attacking a server directly, 
an attacker can gain access control by eavesdropping on a communication and simply replaying the 
encrypted message as if it were generated by any valid client or user. 

6.2 Authentication using a one-time telebiometric template 

The authentication framework provides secure user authentication and protection for a biometric 
template transmitted over open networks. It converts a biometric template using transformation 
functions, and uses a transformed template for user authentication and network transmission instead 
of an original template. If a template is lost or compromised, a new transformed template is created 
using a new instance of transforms. Similarly, by generating a new transformed template for each 
authentication, it effectively prevents a replay attack. Through template transformation, 
transformation information and biometric data are mixed, and template comparison is performed in 
a transformed state. Therefore, they are not separated even during template comparison and provide 
a strong protection for each other. 

7 Overview of the authentication framework with a one-time telebiometric template 

7.1 Enrolment procedure 

Figure 1 shows the outline of the enrolment procedure with a user's biometric data. 

X.1090(11)_F01
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Figure 1 – Enrolment procedure with OTT 

a. The user provides his or her biometric data, for example, face or fingerprint. 

b. The system extracts the user's biometric features and creates a biometric template. 

c. The system generates transformation information randomly. 

d. The system converts the biometric template using the random transformation information 
and stores the transformed template in an OTT DB. 

e. The user receives the OTT token that stores the transformation information. 



 

4 Rec. ITU-T X.1090 (05/2011) 

7.2 Verification procedure 

Figure 2 shows the outline of the biometric verification procedure with an OTT. 
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Figure 2 – Verification procedure with OTT 

a. The user provides his or her biometric data and OTT token. 

b. The client creates a biometric template from the given biometric data and transforms the 
template using the transformation information stored in the user's OTT token. 

c. The client sends the transformed template to the server. 

d. The server compares the template from the client with a transformed template in the OTT 
DB. 

e. If the user is verified as genuine, the server generates updated data for new transformation 
information and a new transformed template. 

f. The server creates a new transformed template using the updated data. 

g. The server sends the client the updated data. 

h. The client checks the validity of the updated data and creates new transformation 
information using the updated data. 

i. At the next authentication, the client uses the new transformation information to create a 
new transformed template. 

8 Authentication framework with a one-time telebiometric template 

8.1 OTT generation model 

8.1.1 Overview 

Figure 3 illustrates an OTT generation model. The OTT generation module takes two inputs, an 
input template and transformation information, and produces the OTT. 
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Figure 3 – OTT generation model 

8.1.2 Input template 

The input template can be an original template, a transformed template or an OTT. 
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8.1.3 Transformation information 

The transformation information can be a transformation function or a set of parameters for a 
transformation function. Ideally, transformation information should be created independently of 
biometric data or input templates; otherwise, a user's biometric information could be leaked when 
transformation information is disclosed. For maximum security and protection, it should be kept 
secret  

8.1.4 OTT generation 

The OTT generation module or process generates an OTT by transforming an input template using 
transformation information. It shall generate a completely different OTT from the same input 
template if different transformation information is used, so that various transformed templates can 
be made from the same biometric data. 

OTT generation with transformation information shall increase the randomness of biometric 
templates and conceal the range and distribution of biometric features so that an attacker cannot 
exploit prior knowledge about biometric data. Note, however, that the process and transformation 
information shall not affect biometric recognition performance. If the process and transformation 
information affect biometric recognition performance, authentication may depend on transformation 
information rather than a user's biometric data, and then an attacker may gain illegal access to a 
system without a user's biometric data. An attacker may gain illegal access to a system with 
transformation information only, which can be lost or compromised relatively easily compared to 
biometric data [b-Kong]. 

8.1.5 OTT 

The OTT is a transformed template from an input template. The OTT shall have the same structure 
as its input template but with different values, since the OTT is used again as input to OTT 
generation to generate a new OTT. 

8.2 User enrolment model with OTT 

8.2.1 Overview 

Figure 4 illustrates the user enrolment model with OTT. A user provides his or her biometric 
sample, and a system creates a user's original template and transforms it into an OTT. A system also 
generates TI and SI randomly and independently.  
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Figure 4 – User enrolment model with OTT 
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8.2.2 Template creation 

The template creation module or process creates an original template from a user's biometric 
sample. The template shall not be stored in a permanent storage device since it is unprotected raw 
data, which is almost equivalent to a user's biometric sample. 

8.2.3 Synchronization information 

The synchronization information is information that is shared between a client (or user) and a 
server. It is used to synchronize a transformation information generation module or process between 
a client and a server. For practical purposes, it can be used as a seed to generate new transformation 
information. For enrolment, initial synchronization information shall be created independently of 
transformation information. Otherwise, transformation information can be reconstructed from 
synchronization information; it can then be used to recover an original template from OTT. 

8.2.4 OTT DB 

The OTT DB stores the OTT and SI. It is a storage device that belongs to a server. For security and 
protection of a user's biometric template, the OTT DB shall not keep TI together with an OTT since 
TI can be used as informative data for recovering an original template from the OTT when the 
OTT DB is compromised. 

8.2.5 OTT token 

The OTT token stores TI and SI. It is a personal storage device that belongs to a user. For positive 
verification, a user shall provide both his/her biometric data with his/her OTT token issued during 
enrolment. 

8.3 Biometric verification model with an OTT 

8.3.1 Overview 

Figure 5 illustrates biometric verification with an OTT. A client creates an OTT and sends it to a 
server, which then performs template comparison. If a user is verified as genuine, a server performs 
the OTT DB update process or module, which is specified in the next clause. 
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Figure 5 – Biometric verification model with an OTT 

8.3.2 Comparison 

The comparison module or process performs template comparison by comparing a template 
received from a client with a template stored in the OTT DB. 
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8.4 OTT DB update model 

8.4.1 Overview 

Figure 6 illustrates an OTT DB update model on a server side. If a user is verified as genuine at the 
verification stage, a server updates SI and the OTT stored in the OTT DB. The updated model on a 
client side is specified in the next clause. 

A new template, OTTNew, is created from OTT and TI′, which is intermediate transformation 
information. TI′ is generated based on SI through transformation information generation. New 
synchronization information, SINew, is generated from SI and a random number, RSI. The OTT is 
then replaced by the OTTNew, and SI by SINew. 
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Figure 6 – OTT DB update model 

8.4.2 Transformation information generation 

The transformation information generation module or process generates transformation information 
based on its input. For example, it can generate a set of parameters for the transformation function 
from a random number generator, using its input as a seed. 

8.4.3 Random number generation 

The random number generation module or process generates a random number. For example, a 
random number generator specified in [ISO/IEC 18031] can be used. 

8.4.4 Synchronization information generation 

Synchronization information generation module or process generates new synchronization 
information by combining its two inputs. For example, SINew can be created such that 
SINew: = H(SI⊕RSΙ), where H() represents a one-way hash function, and ⊕, an exclusive OR 
operator. 

8.5 Synchronization model 

8.5.1 Overview 

Figure 7 illustrates a synchronization model to keep transformation consistent between a client and 
a server. After updating data in the OTT DB, a server sends a client a signal so that the client 
confirms verification and updates the data stored in a user's OTT token through the OTT token 
update process or module, which is specified in the next clause. A random number, RSI, which is 
used to update synchronization information, is sent to a client with a checksum, C. 
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Figure 7 – Synchronization model 

8.5.2 Checksum generation 

The checksum generation module or process generates C from RSI and SI stored in OTT DB. 
Because C and RSI could be exposed during transmission, recovering SI from C and RSI shall be 
computationally impossible. For example, C can be generated from SI and RSI using a secure hash 
function H() such that C:=H(SI||RSI), where || represents a concatenation operator. A standard hash 
algorithm can be used. 

8.5.3 Checksum verification 

The checksum verification module or process checks the validity of RSI transmitted from a server. It 
calculates a checksum using RSI from a server and SI stored in a user's OTT token and compares it 
with a checksum transmitted from a server. If the validity of RSI is confirmed, a client updates data 
stored in a user's OTT token through the OTT token update process or module, which is specified in 
the next clause. 

8.6 OTT token update model 

8.6.1 Overview 

Figure 8 illustrates an OTT token update model on a client side. After confirming verification, a 
client updates data stored in a user's OTT token. The updated data are used to generate a new 
transformed template for the next authentication. 

New transformation information, TINew, is generated through the transformation information update 
module or process. New synchronization information, SINew, is created from SI and RSI, which is 
sent from a server. Then, TI and SI are replaced by TINew and SINew, respectively. 
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Figure 8 – OTT token update model 

8.6.2 Transformation information update 

The transformation information update module or process creates TINew from TI and TI′, which is 
intermediate transformation information generated from SI. For example, TINew can be generated 
through the function composition of TI′ and TI, such that TINew:= TI′○TI, where ○ represents a 
function composition operator. 

9 Requirements in authentication with OTT 

9.1 General requirements 

In general, data security concerns confidentiality, integrity, and availability. Besides these security 
requirements for general data, however, a one-time telebiometric template concerns additional 
requirements in security and privacy aspects as follows: 

a. Retrieving or decoding an input template from an OTT shall be impossible without 
transformation information. 

b. Linking an OTT across databases or applications shall be impossible. 

9.2 Requirements in an OTT generation 

The following conditions are required for secure biometric authentication and template protection: 

a. A completely different OTT shall be generated from the same input template if different 
transformation information is used. 

b. OTT generation with transformation information shall increase the randomness of 
biometric templates and conceal the range and distribution of biometric features. 

9.3 Requirements in user enrolment 

At a user enrolment process, the following guidelines should be observed to enhance security of a 
user's private data: 

a. User enrolment should be performed face-to-face. 

b. A user's identity should be validated by checking legal ID cards, for example passport and 
driver's license. 

c. A system shall discard a user's biometric sample and original template immediately after 
enrolment. 
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9.4 Requirements in biometric verification 

For secure biometric authentication, the following shall be considered: 

a. A user shall provide both his/her biometric sample and valid OTT token to be verified as a 
genuine user. 

b. The loss and misuse of a user's personal OTT token by an attacker shall not increase the 
possibility of false biometric authentication. 

9.5 Security requirements in the authentication system 

In order to protect a user's original biometric data, individual information or data, whose 
combination can possibly recover a user's original template, shall be distributed among the 
components, and each of them shall not store more data than they need. Moreover, each component 
shall provide proper protection for the data stored in it. 

For higher security, a user's OTT token should conform to the following requirements: 

a. An OTT for verification should be generated within the OTT token rather than within a 
client. 

b. Transformation information and synchronization information should be updated within the 
OTT token rather than within a client. 

c. An OTT token should be as directly and physically connected as possible to prevent an 
information leak and to make any outside attack difficult. 

A client shall conform to the following requirements: 

a. A client shall not keep biometric data and any other information provided by a user and 
transmitted from a server. 

b. A biometric sensor shall be directly and physically connected to a client to prevent an 
information leak and to make any outside attack difficult. 

A server shall conform to the following requirements: 

a. An authentication server shall not keep a user's original template. 

b. An authentication server shall not keep transformation information. 
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Annex A 
 

OTT authentication with robust synchronization 

(This annex forms an integral part of this Recommendation.) 

A.1 Introduction 

The synchronization module or process between a client and a server plays an important role in the 
authentication framework using a one-time telebiometric template. If information between a client 
and a server is inconsistent, the user-authentication service will stop. For example, during the 
transmission of a random number and a checksum from a server to a client, an attacker could 
generate a jamming signal so that the client will be unable to receive the message and update the 
transformation information, while the server will update the OTT. After this, the transformation 
information in the user's OTT token and the template in the OTT DB will be inconsistent, and the 
next user-verification service will fail. This annex presents user authentication with a robust 
synchronization technique. In the technique, a server keeps two OTTs and two SIs: the current OTT 
(OTTCurr) and previous OTT (OTTPrev); and current the SI (SICurr) and previous SI (SIPrev). It is 
recommended that the scheme be employed if a transmission channel is unstable and unprotected. 

A.2 User enrolment model with OTT 

Figure A.1 illustrates the user enrolment model with OTT. A user provides his or her biometric 
sample and a system generates TI, SI and an OTT for enrolment. A user keeps TI and SI in his or 
her OTT token. A system assigns the OTT to OTTCurr, and random values to OTTPrev. Similarly, it 
assigns SI to SICurr and a random number to SIPrev. 
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Figure A.1 – User enrolment model with OTT 
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A.3 Biometric verification model with an OTT 

Figure A.2 illustrates biometric verification with an OTT. A client creates an OTT and sends it to a 
server, which then performs template comparison. The server first performs comparison between 
the OTT from a client and OTTCurr in the OTT DB. If the comparison fails, it performs a 
comparison using OTTPrev. If both of the trails fail, user authentication is terminated. Depending on 
a matched template, data in the OTT DB are updated in a different way. 
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Figure A.2 – Biometric verification model with an OTT 

A.4 OTT DB update model 

If a user is confirmed positively at the verification stage, a server generates a new transformed 
template. The server performs the updating process in a different way, depending on the matched 
template, OTTCurr or OTTPrev. 

Figure A.3 illustrates an OTT update model on the server side when the OTT from a client is 
matched with OTTCurr in the OTT DB. A new template, OTTNew, is created from OTTCurr and TI′, 
which is intermediate transformation information. TI′ is generated from SICurr. New synchronization 
information, SINew, is created from SICurr and RSI. Then, OTTPrev is replaced by OTTCurr, and 
OTTCurr by OTTNew. Similarly, SIPrev is replaced by SICurr, and SICurr by SINew. 

After updating the data, the server sends RSI to the client so that the client will update the data 
stored in the user's OTT token. 
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Figure A.3 – OTT DB update model when matched with OTTCurr 
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Figure A.4 illustrates an OTT update model on the server side when an OTT from a client is 
matched with OTTPrev in the OTT DB. Note that OTTPrev and SIPrev are not replaced. OTTNew is 
created from OTTPrev and TI′, and then OTTCurr is replaced by OTTNew. TI′ is generated from SIPrev. 
SINew is created from SIPrev and RSI, and then SICurr is replaced by SINew. 

After updating the data, the server sends RSI to the client so that the client will update the data 
stored in the user's OTT token. 

X.1090(11)_FA-4

Transformation
information
generation

OTT
generation

Synchronization
information
generation

OTT DB

SINew

OTTPrevSICurr SIPrev

SIPrev

OTTNew

OTTCurr

RSI

TI'

 

Figure A.4 – OTT DB update model when matched with OTTPrev 
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A.5 Synchronization model 

A.5.1 Overview 

After updating the data in the OTT DB, the server sends to the client a signal so that the client will 
confirm authentication and will update the data stored in the user's OTT token. Figure A.5 
illustrates a synchronization model between a client and a server. Note that SI in the OTT DB 
denotes SIPrev when the OTT updating process is completed. 
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Figure A.5 – Synchronization model 

A.5.2 Random number RS 

RS is a random number generated from a server and sent to a client, which then generates a 
checksum using RS to prove its validity to the server. 

A.5.3 CC checksum generation 

The CC checksum generation module or process generates a checksum from SI stored in a user's 
OTT token and RS from a server. For example, a checksum can be generated using a secure hash 
function such that CC:=H(SI|| RS). A client sends a checksum to a server, which in turn checks the 
validity of the client using the checksum. 

A.5.4 CC verification 

The CC verification module or process verifies a client by comparing two checksums: the checksum 
from a client and that generated by itself. 
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A.5.5 Random number RC 

RC is a random number generated by a client and sent to a server, which then generates a checksum 
using RC to prove its validity to the client. 

A.5.6 CS checksum generation 

The CS checksum generation module or process generates a checksum from SI stored in the OTT 
DB and random numbers RSI and RC. For example, a checksum can be generated using a secure 
hash function such that CS:=H(SI||RSI||RC). A server sends a client the checksum with RSI. 

A.5.7 CS verification 

The CS verification module or process verifies a server by comparing two checksums: the checksum 
from a server and that generated by itself. If a client confirms the validity of a server, it updates data 
stored in the user's OTT token using RSI. 

A.6 OTT token update model 

After confirming successful authentication, a client updates data stored in a user's OTT token. The 
updated data is used to generate a new OTT for the next authentication. Figure A.6 illustrates an 
OTT token update model. 
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Figure A.6 – OTT token update model 
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Appendix I 
 

Example of implementing OTT generation 

(This appendix does not form an integral part of this Recommendation.) 

I.1 Introduction 

This appendix provides an example of OTT generation with transformation functions. It also 
describes how to update a template in a server and transformation information in a client. More 
details and examples can be found in [b-Lee]. 

I.2 Template transformation and comparison 

Assume that a user's biometric template is in a vector of real numbers, and that comparison between 
two templates is performed using Euclidean distance. For convenience, suppose that x  and y
denote a gallery (enrolled template) and a probe (query template), respectively. They represent 
original templates, which are created directly from a user's biometric sample. Similarly, g  and p
represent their corresponding transformed templates. 

At an enrolment stage, a user provides his or her biometric sample, and an authentication system 
generates original template x  as well as a random transform. A transformed template is then 
created as follows: 

  := +g Ax b  

where A  is a random orthogonal matrix and b  is a random vector. An orthogonal matrix has 
properties as shown in the following equation:  

  
T T= =A A AA I  

where TA  represents the transpose matrix of A  and I  is an identity matrix with the same size as 
A . The variation and randomness of the transformed templates can be adjusted by controlling the 
variance of A  and b . 

Instead of x , g  is stored in an authentication system, and A  and b  are kept with a user in a 

personal token, such as a smartcard. If  is (or  and  are) lost or compromised, a new 

template  is created using new  and . A new template  can be generated for each 

authentication by updating  and . 

At a verification stage, a user provides his or her biometric sample and a token storing A  and b . A 
client then creates probe p  as follows: 

  := +p Ay b  

Instead of sending y , the client sends p  to a server over the network, and the server performs 
template comparison. Comparison can be performed directly using Euclidean distance on g  and p  
without x  and y  if a user provides accurate A  and b  as shown in the following equation: 

  ||g – p||2 = (g – p)T (g – p) 

  = (Ax + b – Ay – b)T (Ax + b – Ay – b) 

  = (Ax – Ay)T (Ax – Ay) 

  = (x – y)T AT A (x – y) 

  = ||x – y||2 

g A b

g A b g

A b
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Comparison itself does not change after the transformation of templates. Thus, even if an attacker 
obtains a user's token with transformation information, the possibility of false authentication does 
not increase compared to verification based on comparison between original templates. It means 
that he or she stills needs a valid biometric template to gain access to the system.  

If a user provides the wrong A  and b , the difference between g  and p  is larger than that between 
x  and y  due to the mismatch of A  and b . This means that a user should provide his or her own 
biometric data and the correct A  and b  for positive authentication. 

I.3 Update of template and transformation 

Assume that just before the nth authentication, a server has ng  and synchronization information 

nK , and a user has transformation information, nA  and nb , and synchronization information nK . 

At the nth authentication, a user provides his or her biometric data and a token storing nA  and nb ; a 

client then creates nth probe np , as follows, and sends it to a server: 

  :n n n= +p A y b  

A server performs comparison between np  and ng . If comparison is performed positively, the 

server updates ng . Using nK  as a seed number for a random number generator, the server generates 

the intermediate transforms '
nA  and '

nb , where '
nA  is a new random orthogonal matrix and '

nb  is a 

new random vector. A server then updates ng  into new template 1n+g  as follows: 

  ' '
1 :n n n n+ = +g A g b  

After confirming the authentication result, a client generates intermediate transform '
nA  and '

nb  

using nK  as a seed number in the same way as a server. The client then updates the current 

transformation information, nA  and nb , into new transformation information, 1n+A  and 1n+b , as 

follows: 

  '
1 :n n n+ =A A A  

  ' '
1 :n n n n+ = +b A b b  

I.4 Proof of consistency in comparison 

Through mathematical induction, comparison can be proven to be performed consistently; 
comparison itself does not change as a template and transformation information are updated 
successively. 

Let 0g  be an initial enrolled template and 0p  a first authentication template after enrolment. 

  0 0 0:= +g A x b  

  0 0 0:= +p A y b  

where 0A  and 0b  are transformation information used at an enrolment stage. The following holds, 

as shown previously: 

  ||g0 – p0||
2 = ||x – y||2 

When n = 1, a gallery and a probe are written as follows: 

  1 0 0 0:= ' 'g A g + b  
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  1 1 1:=p A y +b  

where 1 0 0= 'A A A and ' '
1 0 0 0= +b A b b . With the updating rule, 1p  can be written in terms of 0p : 

  ( )

1 1 1

'
0 0 0 0 0

'
0 0 0 0

'
0 0 0

=

= + +

= + +

= +

' '

'

'

p A y + b

A A y A b b

A A y b b

A p b

 

Using the relation, the following can be derived: 

  

( ) ( )
( ) ( )

2

1 1 1 1 1 1

0 0 0 0 0 0

2

0 0

2

T

T T

− = − −

= − −

= −

= −

' '

g p g p g p

g p A A g p

g p

x y

 

At time n, a gallery and a probe are defined as follows: 

  ' '
1 1 1:n n n n− − −= +g A g b  

  :n n n= +p A y b  

Assume that for the nth authentication, the following equation holds: 

  ||gn – pn||
2 = ||x – y||2 

Based on the assumption, the following equation can be proven to be true as well for (n+1)th 
authentication: 

  ||gn+1 – pn+1||
2 = ||x – y||2 

According to the definition and updating rule, 1n+g  and 1n+p  can be written as follows: 

  ' '
1n n n n+ = +g A g b  

  ( )

1 1 1

' ' '

' '

' '

n n n

n n n n n

n n n n

n n n

+ + += +

= + +

= + +

= +

p A y b

A A y A b b

A A y b b

A p b

 

By inserting the two equations into, ||gn+1 – pn+1||
2 the following can be derived: 

  

( ) ( )
( ) ( )

2

1 1 1 1 1 1

2

2

T

n n n n n n

T T
n n n n n n

n n

+ + + + + +− = − −

= − −

= −

= −

' '

g p g p g p

g p A A g p

g p

x y

 

Therefore, comparison is performed consistently from the beginning, and the updating rules are said 
to be valid. 
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