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Recommendation ITU-T Y.4414/H.623 

Web of things service architecture 

 

 

 

Summary 

Recommendation ITU-T Y.4414/H.623 defines a web of things (WoT) service architecture that can 

encompass service discovery, accessibility, sharing and mash-up for IoT devices and services with 

web technologies. It includes an overview of WoT services, the functional architecture of WoT 

services and WoT service/resource functions. 

The WoT service architecture supports accessibility and reusability across IoT resources, and 

supports portability across heterogeneous network environments. Therefore, this Recommendation is 

applicable to seamless and interoperable IoT services with information interaction and exchange 

over physical IoT devices. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.4414/H.623 

Web of things service architecture 

1 Scope 

The objective of this Recommendation is to define a WoT service architecture. The scope of this 

Recommendation covers the following: 

– overview of the WoT applications 

– a functional architecture for the WoT service 

– functional entities for the WoT service 

2 References 

The following ITU-T Recommendations and other references contain provisions, which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T M.3030] Recommendation ITU-T M.3030 (2002), Telecommunications Markup 

Language (tML) framework. 

[ITU-T Y.2002] Recommendation ITU-T Y.2002 (2009), Overview of ubiquitous networking 

and of its support in NGN. 

[ITU-T Y.2232] Recommendation ITU-T Y.2232 (2008), NGN convergence service model and 

scenario using web services. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

[ITU-T Y.4400]  Recommendation ITU-T Y.4400/Y.2063 (2012), Framework of the web of 

things. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 client [b-W3C WACterms]: The role adopted by an application when it is retrieving and/or 

rendering resources. A program establishes connections for the purpose of sending requests. 

3.1.2 device [b-W3C digloss]: An apparatus through which a user can perceive and interact with 

the Web. 

3.1.3 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information 

society, enabling advanced services by interconnecting (physical and virtual) things based on, 

existing and evolving, interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication 

capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that 

security and privacy requirements are fulfilled. 
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NOTE 2 – In a broad perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.4 metadata [ITU-T M.3030]: Data that describes other data. 

3.1.5 resource [b-IETF RFC 3986]: This specification does not limit the scope of what might be 

a resource; rather, the term "resource" is used in a general sense for whatever might be identified by 

a URI. Familiar examples include an electronic document, an image, a source of information with a 

consistent purpose (e.g., "today's weather report for Los Angeles"), a service (e.g., an HTTP-to-

SMS gateway), and a collection of other resources. A resource is not necessarily accessible via the 

Internet; e.g., human beings, corporations, and bound books in a library can also be resources. 

Likewise, abstract concepts can be resources, such as the operators and operands of a mathematical 

equation, the types of a relationship (e.g., "parent" or "employee"), or numeric values (e.g., zero, 

one, and infinity). 

3.1.6 server [b-W3C WACterms]: The role adopted by an application when it is supplying 

resources. 

3.1.7 service provider [ITU-T Y.2232]: An entity that provides services. 

3.1.8 SOAP [b-W3C SOAP 1]: The formal set of conventions governing the format and 

processing rules of a SOAP message. These conventions include the interactions among SOAP 

nodes generating and accepting SOAP messages for the purpose of exchanging information along a 

SOAP message path. 

3.1.9 SOAP intermediary [b-W3C SOAP 1]: A SOAP intermediary is both a SOAP receiver 

and a SOAP sender and is targetable from within a SOAP message. It processes the SOAP header 

blocks targeted at it and acts to forward a SOAP message towards an ultimate SOAP receiver. 

3.1.10 the World Wide Web (WWW, or simply web) [b-W3C webarch]: An information space 

in which the items of interest, referred to as resources, are identified by global identifiers called 

Uniform Resource Identifiers (URI). 

3.1.11 thing [ITU-T Y.4000]: In the Internet of things, object of the physical world (physical 

things) or of the information world (virtual things), which is capable of being identified and 

integrated into the communication networks. 

3.1.12 URI [b-IETF RFC 3986]: A URI is an identifier consisting of a sequence of characters 

matching the syntax rule named <URI> in Section 3 of [b-IETF RFC 3986]. It enables uniform 

identification of resources via a separately defined extensible set of naming schemes (Section 3.1 of 

[b-IETF RFC 3986]). How that identification is accomplished, assigned, or enabled is delegated to 

each scheme specification. 

3.1.13 web of things [ITU-T Y.4400]: A way of realization of the IoT where (physical and 

virtual) things are connected and controlled through the World Wide Web. 

3.1.14 web resource [b-W3C WACterms]: A resource, identified by a URI. 

3.1.15 web services [ITU-T Y.2232]: Web services is a service provided using web services 

systems. 

3.1.16 web services gateway (WSG) [ITU-T Y.2232]: A gateway which handles the web services 

message between the WSP and WSR. 

3.1.17 web services provider (WSP) [ITU-T Y.2232]: A service provider that exposes a 

capability for use to create web services. 

3.1.18 web services registry [ITU-T Y.2232]: An entity that stores web services information 

(e.g., WSDL). 

3.1.19 Web services requester (WSR) [ITU-T Y.2232]: Client software that makes use of the 

services provided by a WSP. 

https://tools.ietf.org/html/rfc3986#section-3
https://tools.ietf.org/html/rfc3986#section-3.1
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3.1.20 web services system [ITU-T Y.2232]: A web services system is a software system 

designed to support interoperable machine-to-machine interaction over a network using web 

services standards. 

NOTE – It has an interface described in a machine-processable format (specifically WSDL). Other systems 

interact with the web services in a manner prescribed by its description using SOAP-messages, typically 

conveyed using HTTP with an XML serialization in conjunction with other web-related standards. 

3.1.21 WSDL [b-W3C WSDL 1]: Web services description language Version 2.0 (WSDL 2.0) 

provides a model and an XML format for describing web services. WSDL 2.0 enables one to 

separate the description of the abstract functionality offered by a service from concrete details of a 

service description such as "how" and "where" that functionality is offered. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

CPU Central Processing Unit 

DPWS Device Profile for Web Services 

GPU Graphics Processing Unit 

HTML Hypertext Markup Language 

HTTP Hypertext Transport Protocol 

ID Identification 

IoT Internet of Things 

IP Internet Protocol 

JSON JavaScript Object Notation 

NFC Near Field Communication 

QoS Quality of Service 

RDFa Resource Description Framework in attributes 

REST Representational State Transfer 

SOAP Simple Object Access Protocol 

TCP Transmission Control Protocol 

UI User Interface 

URI Uniform Resource Identifiers 

Web-RM FE Web Resource Management Functional Entity 

WoT Web of Things 

WoT-BM FE WoT Broker Management Functional Entity 

WoT-DM FE WoT Description Management Functional Entity 

WoT-EN FE WoT Enrolment Functional Entity 

WoT RMF WoT Resource Management Function 
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WoT-S CF WoT Service Control Function 

WoT-S SF WoT Service Support Function 

WoT-S-CR FE WoT Service Creation Functional Entity 

WoT-S-DIS FE WoT Service Discovery Functional Entity 

WoT-S-EX FE WoT Service Execution Functional Entity 

WoT-S-MA FE WoT Service Management Functional Entity 

WoT-S-MON FE WoT Service Monitoring Functional Entity 

WoT-S-PM FE WoT Service Policy Management Functional Entity 

WoT-S-PRM FE WoT Service Profile Management Functional Entity 

WoT-S-RE FE WoT Service Registration Functional Entity 

WSDL Web Service Description Language 

XML extensible Markup Language 

5 Conventions 

None. 

6 Overview of the WoT service 

The web is used as a global standard platform to deliver services to an end user and applications to 

intercommunicate with each other over a network. [ITU-T Y.4400] describes that the web has 

program language independent properties, uses message driven communications and easily bounds 

to different transport protocols. Web technology allows the exposure of physical devices as well as 

several kinds of content as web resources such as URI and HTTP. Therefore, users and service 

developers can interact with the devices using web interfaces. The WoT can provide capabilities 

such as device reusability, portability across several heterogeneous networks and accessibility based 

on web standards technologies. 

Figure 1 shows a general concept of the WoT service. The physical devices as well as content are 

integrated into the web and are viewed as the sort of services provided by the web environment. In 

addition, each service has a mash-up capability to create a new service by composition of the 

existing services in the web environments. According to [ITU-T Y.4400], the web technologies can 

support to create applications of networked devices and services. 
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Figure 1 – General concept of a web of things service 

7 Functional architecture of the WoT service 

Figure 2 shows an overview of the functional architecture of a WoT service. 

 

Figure 2 – Functional architecture of WoT service 
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NOTE – Virtual things exist in the information world and are capable of being stored, processed and 

accessed. Examples of virtual things include multimedia content and application software [ITU-T Y.4000]. 

In the case of a WoT service architecture, virtual things exist as the web resources on the web environments. 

7.1 WoT service functions 

The WoT service functions provide WoT services to WoT clients. They manage overall behaviours 

related to the WoT service. If a WoT client requests a WoT service, the WoT service functions 

analyse the request then discover and provide the services for a WoT client. The WoT service 

functions have three sub-functions as follows: 

– WoT service support functions (WoT-S SF): The WoT-S SF manages overall behaviours 

of the WoT service. The WoT-S SF are responsible for providing service profile 

management, service discovery, service monitoring, QoS management, access control and 

policy management of WoT service. And it is also responsible for containing and updating 

the WoT service information. 

– WoT service control functions (WoT-S CF): They control the WoT service which are 

registered in the WoT service providers. It is responsible for executing and creating the 

WoT service and mash-up services. 

– WoT resource management functions (WoT RMF): They contain resource information 

(things information) which is used by and registered at the WoT service functions. 

7.2 Web resource functions 

The web resource functions have responsibility for accessing the things by enabling web 

technologies. If there are no relevant web technologies to access the things (devices) directly, the 

WoT broker function should be used which provides access to the devices on the web. Also it is 

responsible for integrating the web resources (e.g., fully-fledged device and constrained device) to 

the web [ITU-T Y.4400]. If it is a virtual thing, it can be accessed directly by the WoT resource 

management function. The T2R function has a role for integrating and exposing things to the web 

resources. In [ITU-T Y.4400], the service layer of the WoT broker is responsible for the T2R role. 

And, the things adaptation functions are responsible for adaptation. 

7.3 Web client 

With the web client, an end user can use WoT services provided by an accessed physical device or 

virtual thing. The web browser and web applications allow the web client to use WoT services. The 

web client can control devices by using a web browser and web technologies such as HTTP, 

RESTful API etc. 

7.4 Things 

In the WoT service, the things can be classified into two types; physical things and virtual things. 

The physical things can be classified into two types of devices, constrained devices and fully-

fledged devices. The things can be accessed and exposed on the web as a WoT service. 

7.4.1 Physical things 

7.4.1.1 Constrained device 

The constrained device is a non-capable device to connect to the Internet or web alone. And it has 

no functionality of web. It has just its own proprietary interfaces and protocols such as ZigBee, 

Bluetooth, NFC, etc. These interfaces and protocols do not have interoperability with web 

technologies. In this case, the devices need the WoT broker. By exposing on web through the WoT 

broker, the devices can communication with the WoT broker using their proprietary interface. And 

the WoT broker has a role of agent for these devices in order to communicate with the web user. 



 

  Rec. ITU-T Y.4414/H.623 (11/2015) 7 

7.4.1.2 Fully-fledged device 

The fully-fledged device is a device to support direct web connectivity functionalities, therefore 

there is no need to translate HTTP requests from the web clients into the appropriate protocol. 

However, to enable this capability, the web server is built in the devices itself. 

The fully-fledged device is necessary to satisfy the following two capabilities: 

– support of TCP/IP protocol suite 

– web server. 

These capabilities enable devices seamless integrating to the web and their functionality through the 

web interface. 

7.4.2 Virtual things 

The virtual things are information world objects such as media, image, video and documents, etc. 

These objects are web resources exposing through the web service. 

8 WoT service functions  

8.1 Functional entities of the WoT service support functions (WoT-S SF) 

The WoT-S SF manages overall behaviours of the WoT service. The WoT-S SF are responsible for 

providing service profile management, service discovery, service monitoring, QoS management, 

access control and policy management of a WoT service. The WoT-S SF consists of four functional 

entities (FEs); the WoT service profile management FE (WoT-S-PRM FE), the WoT service 

discovery FE (WoT-S-DIS FE), the WoT service policy management FE (WoT-S-PM FE) and the 

WoT service monitoring FE (WoT-S MON FE). The WoT-S SF also interworks with the WoT-S 

repository to register and discover WoT services, etc. 

 

Figure 3 – Functional entities and interfaces of WoT-S SF 

8.1.1 WoT service profile management functional entity (WoT-S-PRM FE) 

The WoT-S profile management FE (WoT-S-PRM FE) is responsible for managing the profile of 

the registered services. The service profile is a record that contains information related to the WoT 

service such as version of service, service life cycle, service classification etc. If a service version is 

changed, this information is reflected in the registered WoT-S repository. The WoT-S-PRM FE 

interworks with the WoT-S repository to maintain the latest information of the WoT service. 

A WoT user requests a service through the WoT-S-PRM FE and the WoT-S-PRM FE forwards the 

request to the WoT-S-DIS FE. The WoT-S-DIS FE analyses the request and searches the services in 
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the WoT-S repository or on the web. The WoT-S-DIS FE returns the result to the WoT-S-PRM FE. 

And the WoT-S-PRM FE provides the service to the WoT user. 

8.1.2 WoT service discovery functional entity (WoT-S-DIS FE) 

The WoT service discovery FE (WoT-S-DIS FE) provides a discovery capability in collaboration 

with web resource functions. The WoT-S-DIS FE interworks with the WoT broker functions to 

discover the WoT service composed of physical devices. 

In the WoT service environments, lots of the WoT services will be presented and provided on the 

web and many users and service developers want to search and find them on the web. In the context 

of the WoT, the simplest way of enabling search for the WoT service (things) is using the web 

search engines like the web documents. However, a search for things as the WoT service is more 

complicated than a search for documents on the web due to its contextual information such as their 

absolute location or their relative location. 

8.1.3 WoT service monitoring functional entity (WoT-S-MON FE) 

The WoT service monitoring FE (WoT-S-MON FE) is responsible for monitoring the registered 

WoT service. The web client or other FEs (WoT-S-DIS FE, WoT-S-PRM FE) utilize the 

WoT-S-MON FE to find out the status of the WoT service. The status of the WoT service is 

recommended to include service availability or predict response time, static/dynamic status 

information and resource information, e.g., CPU/GPU power. 

The WoT-S-MON FE is recommended to provide static and dynamic information in order to 

guarantee a stable quality of the WoT service. Static information consists of quality requirements, 

e.g., response time, min performance value, max performance value and normal performance value 

for the WoT service. Dynamic information consists of a real-time updated status for the WoT 

system and service. For example, system status includes application ID, network port, the amount of 

instant data and average data, network bandwidth, and so on. Service status includes execution time, 

fps, screen size, and so on. 

The WoT-S-MON FE is required to monitor system resource information of processor power 

consumption, e.g., CPU and GPU, in order to predict system power consumption of the WoT 

service. Therefore, the system resource is necessary to provide the QoS guaranteed WoT service 

such as a high performance with lower power consumption. A GPU resource is measured by using a 

power coefficient corresponding to each GPU frequency, GPU utilization and GPU static power. 

8.1.4 WoT service policy management functional entity (WoT-S-PM FE) 

The WoT service policy management FE (WoT-S-PM FE) provides three capabilities for the WoT 

service as follows: 

– QoS information management: The WoT-S-PM FE is responsible for managing QoS 

information about the registered WoT service. It checks accessibility, performance, 

reliability of the WoT service. The WoT-S-PM FE is also responsible for providing QoS 

information to the web client. 

– Service access control: The WoT-S-PM FE provides service access control capabilities to 

control the accessibility of a specific service by an application. It provides authentication 

and authorization actions required to ensure that the web client has appropriate access rights 

to the requested service. 

– Security and safety management: The WoT-S-PM FE provides control capabilities 

regarding security and safety in order to support a trustworthy WoT service. It provides 

methods to guarantee the safe execution of service in the WoT system, which are comprised 

of actions by detecting an execution request and controlling execution of the service 

command. 
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8.2 Functional entities of the WoT service control functions (WoT-S CF) 

The WoT-S CF is responsible for controlling the WoT service creation, service execution, service 

registration and service management. The WoT-S-CF consists of four functional entities (FEs); the 

WoT-S management FE (WoT-S-MA FE), the WoT service execution FE (WoT-S-EX FE), the 

WoT-S creation FE (WoT-S-CR FE), the WoT service registration FE (WoT-S-RE FE) with 

WoT-S repository. 

 

Figure 4 – Functional entities and interfaces of WoT-S CF 

8.2.1 WoT service execution functional entity (WoT-S-EX FE) 

The WoT service execution FE (WoT-S-EX FE) is responsible for executing the WoT service. The 

WoT-S-EX FE enables the WoT service user to access and execute the WoT service. When an end 

user (web client) wants to use the WoT service, the WoT-S-EX FE interacts with the 

WoT-S-PM FE located in the WoT-S SF to check the authentication and the authorization of the 

requester. Additionally, the WoT-S-PRM FE also checks availability of the service at that time. 

The WoT-S-EX FE interworks with the WoT-S repository which includes logics to execute a 

service. The WoT execution logics have a method for how to operate services. 

The basic functionalities of the WoT-S-EX FE on managing logic are: 

– storing and management logics describing an event in the WoT-S repository, a condition to 

be satisfied by the event, and an action to be executed when the conditions are satisfied; 

 NOTE – When a service requester requests to register the logic, the logic is stored if and only if the 

logic does not generate a static conflict in which the logic describes different actions upon the same 

event and the same conditions for the action with other logics. 

– retrieving a logic describing the event storage when an event occurs; 

– inspecting the conditions whether or not the event satisfies a condition described in the 

retrieved logic; 

– executing an action described in the retrieved logic when the event satisfies the condition. 

8.2.2 WoT service creation functional entity (WoT-S-CR FE) 

The WoT service creation FE (WoT-S-CR FE) allows the WoT service to be developed by simple 

composition of the existing WoT services on top of web-based things. 

The WoT-S-CR FE is responsible for managing and executing mash-up WoT services. The 

WoT-S-CR FE provides two functions: mash-up logic management and mash-up engine. 

A WoT user is able to search, create or update service execution logic through mash-up logic 

management via the web access. The service execution logic is stored and retrieved using the 

WoT-S repository. A WoT user can also request a mash-up engine to operate the service execution 
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logic for the mash-up WoT service. Each unit of the WoT service for the mash-up service is 

executed by the WoT-S-EX FE. 

NOTE – The web mash-up is defined as "web applications generated by combining content, presentation or 

application functionality from the disparate web sources". The aim of mash-up is to create new useful 

applications or services by combining them in a value-adding manner. The WoT allows developers to access 

and search for the web-enabled things, and also allows owners of the web-enabled things to have a simple 

and scalable mechanism on sharing them. 

8.2.3 WoT service management functional entity (WoT-S-MA FE) 

The WoT service management FE (WoT-S-MA FE) is responsible for managing the WoT service. 

It provides capabilities to manage service updating, service tracking, update management, auditing, 

version control, logging and service coordination. 

The WoT-S-MA FE supports the collection and storage of the WoT service logs. It also provides 

capabilities to replace or substitute the WoT service. If the WoT-S-MA FE finds better services, it 

recommends to change the old service to the new service. The WoT-S-MA has the ability to detect 

failures of services as well as recovery from failures. 

8.2.4 WoT service registration functional entity (WoT-S-RE FE) 

The WoT service registration FE (WoT-S-RE FE) allows registration and deregistration of the WoT 

service in the WoT service repository. The WoT-S-RE FE has the ability to analyse services for 

registration in terms of their characteristics (e.g., service category, service provider and information 

about service charging). 

The WoT-S-RE FE interworks with the WoT service creation FE (WoT-S-CR FE). The 

WoT-S-RE FE registers the new service after creating a service by the WoT-S-CR FE. 

The WoT-S-RE FE investigates the service and extracts information of the service. 

8.2.5 WoT service repository (WoT-S repository) 

The WoT service repository is responsible for storing WoT services and related information such as 

service characteristics, service type, service location, service version, service status, etc. The WoT 

service repository also contains the service execution logic, which comprises the service execution 

description of each WoT service. Mash-up services also have the service execution description 

which contains service information, service rule and service profiles like other WoT services: 

– service information is related to the linked information with the WoT-S repository or in 

case of mash-up services, it contains key features for WoT mash-up services such as 

classification, QoS, owner, etc.; 

– service rule is related to the method on how to operate services, or in case of mash-up 

services, it contains one or mixed rules of sequential execution, conditional execution and 

operational execution; 

– service profiles are related to the parameters to provide customised services according to 

location, preference or other clients' characteristics. 

 

Figure 5 – Service execution logic in a WoT-S repository 
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8.3 Functional entities of the WoT resource management functions (WoT RMF) 

The WoT RMF manage resources that are used for the WoT service. The WoT RMF can register 

resources into a resource information repository and can delete them. The resources are provided by 

the WoT broker functions and the web. The WoT RMF consists of four functional entities; the WoT 

enrolment FE (WoT-EN FE), the WoT broker management FE (WoT-BM FE), the web resource 

management FE (Web-RM FE) and the WoT description management FE (WoT-DM FE). 

 

Figure 6 – Functional entities and interfaces of WoT RMF 

8.3.1 WoT broker management functional entity (WoT-BM FE) 

The WoT-BM FE is responsible for registering information of each WoT broker function with 

related information such as location, owner, their services, etc. 

The WoT broker functions are responsible for providing physical devices as the web resources. The 

WoT broker functions reside in the WoT resource support functions area. However, there can be a 

large number of brokers and each WoT broker provides a number of different web resources. 

Therefore, in order to provide efficient WoT service management of the WoT a broker is necessary. 

8.3.2 Web resource management functional entity (Web-RM FE) 

The Web-RM FE is responsible for managing the web resource with the resource information 

repository. 

There are many types of content on the web such as image, video, music, documents, weather 

information, and text as a virtual things. These virtual things are ready to be exposed on the web 

and the WoT service provider uses them to create new WoT services. The Web-RM FE interworks 

with the resource information repository to manage these virtual things. 

8.3.3 WoT enrolment functional entity (WoT-EN FE) 

The WoT-EN FE provides a capability to support the WoT service enrolment, e.g., submission and 

registration. The web resource functions submit information of the web-enabled things to the 

WoT-EN FE. The WoT-EN FE checks and filters them using the enrolment policy. 

The WoT-EN FE also manages the enrolment policy. The WoT-EN FE updates and deletes the 

enrolment policy according to the changes on the information and context of the WoT service. The 

following are functions of the WoT-EN FE: 

– Submission handling: The WoT-EN FE receives the enrolment request from the WoT 

enabled things. For the request, these WoT services can submit their information such as IP, 

descriptions, name, URI, capability, related services, etc. Then the WoT-EN FE allows or 

blocks the request based on the enrolment policy. 
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– Enrolment policy: The enrolment policy contains the rules of allowance for the web-

enabled things. The WoT-EN FE manages the enrolment policy according to the changes of 

related entities such as the WoT service, service providers, users, etc. 

– Enrolment management: The WoT-EN FE has the capability for registration and 

management of the submitted web-enabled things to the resource information repository. 

The changes on the information and the context of the registered web-enabled things induce 

change of information of the resource information repository. The WoT-EN FE 

re-examines the changed web-enabled things with enrolment policy rules. It means that the 

WoT-EN FE can remove the registered web-enabled things beforehand from the resource 

information repository. The WoT-EN FE can allow the blocked WoT service to register in 

the repository if those are acceptable based on the changed enrolment policy. 

8.3.4 WoT description management functional entity (WoT-DM FE) 

The WoT-DM FE provides a description method and it manages all description information related 

to things. Also, it provides capabilities for translating descriptions among the WoT services. 

There are many kinds of things that exist and all things need a mechanism to describe themselves 

and their services to be (automatically) discovered and used on the web. There are many description 

methods to utilize describing things such as web service description language (WSDL), resource 

description framework in attributes (RDFa), microformat, device profile for web services (DPWS) 

metadata, SensorML, JSON, etc. The WoT-DM FE provides the capability of description 

translation to cooperate among the many description methods and models supported by the different 

service providers. 

9 Web resource functions 

9.1 WoT broker functions 

The WoT broker functions have a role for integrating and exposing the devices to the web. To 

expose and use physical devices on the web, a web server supporting the HTTP is implemented on 

the devices. However, every device does not satisfy these conditions because of constraints. 

The WoT broker functions support communication between users of the WoT (e.g., the web clients, 

applications) and fully-fledged devices as well as constrained devices. The WoT broker functions 

enable the seamless integration of a device onto the web. The agent of the WoT broker has a role to 

control and communicate with physical devices. 

http://en.wikipedia.org/wiki/Devices_Profile_for_Web_Services


 

  Rec. ITU-T Y.4414/H.623 (11/2015) 13 

 

Figure 7 – Overview of WoT broker function architecture 

NOTE – Detailed functions and architecture of the WoT broker function are given in [ITU-T Y.4400]. 

There are several ways to interact between a WoT broker and devices such as http-based connection 

and web services: 

– Web services: enable business entities and applications to intercommunicate openly with 

each other over a network. Web service systems have program-language-independent 

properties, use message-driven communication, and are easily bound to different transport 

protocols [ITU-T Y.2232]. The basic web services for WoT define an interaction 

[b-W3C SOAP 0] [b-W3C SOAP 1] between WoT broker and constraint/fully-fledged 

device as an exchange of messages. 

– In the web services, a service and services descriptions are described [b-W3C WSDL 0]. 

A service is enabled by a software module deployed on network-accessible platforms 

provided by the service provider. The service description contains the details of the 

interface and implementation of the service including the data types, operations, binding 

information and network location. The service description is supported by a web services 

provider. 

– Also, in order for an application to take advantage of web services, three behaviours must 

take place: the publication of service descriptions, the finding and retrieval of service 

descriptions, and the binding or invoking of services based on the service description. 

These behaviours can occur singly or iteratively, with any cardinality between the roles. In 

detail, these operations are the execution (binding or invoking) of services based on the 

service description, finding and retrieval of service descriptions and publication of service 

descriptions. 

The WoT broker is a web services provider who provides a capability for use to create web 

services. The web client and web service application function are the web services requester who 

use the services provided by a WSP. 

9.2 RESTful web services 

The RESTful web services have some efficient properties such as high scalability achieved by the 

result of a loosely coupled design and facility for deployment since it builds up on the web 

infrastructure and standards. 
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The REST includes the primacy of resources, identified using URIs, and a uniform interface 

generally implemented by the HTTP protocol. Resources are manipulated through representations 

portrayed according to a media type (e.g., HTML, Atom, etc.) and some metadata. 

The WoT uses HTTP as an application protocol rather than using it as a transport protocol. The 

WoT exposes its interface following the REST principle because these technical characteristics 

enable services and applications on the WoT to be built as loosely coupled systems which expose 

the application programming interface (API) in a uniform manner. 
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Appendix I 

 

WoT description model 

(This appendix does not form an integral part of this Recommendation.) 

This appendix provides the following WoT description models. 

I.1 Physical characteristics in WoT description 

I.1.1 Device description 

The device description provides information about things itself and its manufacturers. As a result, 

browsers, search engines and applications discovery by browsing the product description will be 

able to render its UI and visualization in an enhanced manner. Device description may have the 

following general components: 

– unique ID 

– name 

– brand 

– manufacturer 

– description 

– device picture 

– tags and 

– authoritative information URL. 

I.1.2 Location description 

The location description provides the physical location information of things. The user and 

application get the current latitude and longitude of the things. Also they get address, postal code, 

country name, street information etc. 

I.1.3 Owner description 

The owner description provides the current owner of things. 

I.2 Service characteristics in WoT description 

I.2.1 Quality of service description 

The quality of service description covers parameters such as bandwidth, up-time, average response 

time it helps taking the right decision. In a WoT populated by billions of things quality of service 

information can be of great help to choose the right things for the right application. These data can 

be based on monitoring services or provided by the manufacturer of device and service provider. 

I.2.2 Types of services description 

The type of services description covers basic information required to describe things on the web. 

It contains a description of services that a thing offers (e.g., sensor information, multimedia 

service, etc.). 
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Appendix II 

 

An example of information flows 

(This appendix does not form an integral part of this Recommendation.) 

This appendix describes information flows for providing WoT services. The information flow 

shows an example of a use case of how to provide a WoT service or how to access things. 

II.1 Information flow between web client and things 

Figure II.1 shows one of the information flows relating to using WoT services. In this case, the web 

client wants to get a WoT service which consists of several kinds of things. At first, the web client 

sends a request for the WoT service to the WoT service functions using web technology (e.g., 

HTTP). And then the WoT service functions can access things through interworking with WoT 

broker functions. The detailed operation with information flow is followed as below. 

 

Figure II.1 – Information flow between end user and things 

1) Web client requests a WoT service to the WoT-S-MA FE. 

2) The WoT-S-MA FE (WoT service management FE) performs user verification with the 

WoT-S-PM FE (WoT service policy management FE). The WoT-S-MA FE sends a 

message to the WoT-S-PM FE to verify the user. The WoT-S-PM FE checks user 

validation and authentication to see whether the user is authorized to access the service. If 

the user does not have authorization, the WoT-S-PM FE returns a failure message. 
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3) When the authentication procedure is finished successfully, the WoT-S-MA FE sends a 

message to the WoT-S-DIS FE to discover the service. 

4) The WoT-S-DIS FE performs a search procedure with the WoT-S-PRM FE (WoT service 

profile management FE). The WoT-S-PRM FE searches for the WoT service and retrieves 

information from the WoT-S repository. 

5) When the search procedure is finished successfully, the WoT-S-DIS FE returns information 

of the WoT service to the WoT-S-MA FE. 

6) The WoT-S-MA FE requests executing the WoT service to the WoT-S-EX FE (WoT 

service execution FE). 

7) The WoT-S-EX FE executes the service, interworking between the WoT-S-EX FE and the 

WoT broker function, to use/access things. 

8) The web client informs the WoT-S-MA FE to finish the WoT service. 

9) The WoT-S-MA FE commands the WoT-S-EX FE to stop executing the WoT service. 

10) The WoT-S-EX FE releases resources. 
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