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Summary

Supplement 19 to the ITU-T Y -series Recommendations deals with the risk analysis service, which
is a service that is capable of identifying risks, assessing them and then invoking processes to
identify the proper actions that should be taken to reduce damage that could affect users or
organizations subscribed to a next generation network (NGN). Provided that a risk situation exists,
the risk analysis function performs the analysis and assessment of the risk event data with an
algorithm that applies the most recent pattern according to procedures, and reports the analysis
results and the proper complementary measures which, if invoked, will reduce risk.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on aworldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendationsis covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this publication, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when al of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must" and the negative equivalents are used to express requirements. The use of such words does not
suggest that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possihility that the practice or implementation of this publication may involve the
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the publication development process.

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.

©I1TU 2013

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of 1TU.
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I ntroduction

The risk analysis service must contend with internal risks, which are risks related to potentia
network providers, service providers and user/terminal failures, as well as with external risks, which
are risksrelated to forces external to the network. Internal risks can be associated with items such as
hardware failures, software errors affecting service features and integrity, network outages, poor
change management, data centre failures, network congestion, inefficient software code, inadequate
capacity and malicious calls. External risks can be associated with items such as disasters resulting
from earthquakes, typhoons, tsunamis and floods. An invoked risk analysis service will identify
proper actions to take to reduce risk, which if taken, would reduce the risk of critical next
generation network (NGN) service failures. Failure to invoke arisk analysis service, especially one
that can deal with risk sources, could result in serious events which could adversely affect users
subscribed to an NGN.

iv Y series— Supplement 19 (06/2012)
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ITU-T Y.2200-series— Supplement on therisk analysis servicein next

gener ation networks

Scope

Risk analysis service (IRAYS) is a service that is capable of identifying risk, assessing the risk and
then invoking a process to identify the proper actions that should be taken to reduce damage that
could have an effect on users or organizations subscribed to an NGN. Invocation of arisk analysis
service will result in identification of a set of positive actions that could be taken to reduce the
current risk level for users or organizations subscribed to an NGN. A risk analysis service will be
capable of performing the following functions:

2

identification and capture of the risk information, which will be used as the input to
the IRAS,

analysis of the risk sources based on detected information;
assessment of risks so asto calculate the risk grade;
determine actions necessary to mitigating risk.
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3 Definitions

31 Termsdefined elsawhere
This Supplement uses the following term defined elsewhere:

3.1.1 application [ITU-T Y.2261]: A structured set of capabilities, which provide value added
functionality supported by one or more services, which may be supported by an application
programming interface (API).

3.2 Termsdefined in this Supplement

This Supplement defines the following terms:

3.21 application-to-network interface (ANI): An interface that results from the connection
between an application and a network.

3.22 detection point (DP): The detection point, which is located in each service provider,
network provider, and user terminal, is capable of collecting sophisticated metrics related to risk.

3.2.3 disaster surveillance sensor network (DSSN): The network that performs surveillance of
disasters based on a sensor network.

3.24 network-to-network interface (NNI): An interface that results from the connection of two
networks.

3.25 risk analysis function (RAF): The function that analyses and processes data from the risk
search functional entity.

3.2.6 risk analysis functional entity (RAFE): The entity that performs identification, analysis
and prioritization of risks which come from the risk search function.

3.27 risk analysis service (IRAS): The service that is implemented to facilitate the prevention
or reduction of risk to which users or organizations subscribed to an NGN are exposed.

3.2.8 risk classification functional entity (RCFE): The entity that classifies the received risk
events as being associated with either internal or external risk.

3.29 risk detection functional entity (RDFE): The entity that performs monitoring and tracing
of risk relevant events from detection points.

3.2.10 risk mitigation functional entity (RMFE): The entity that is to prevent a risk and to
reduce the impact of arisk incident.

3.2.11 risk search function (RSF): The function that is used to detect risk events that are obtained
from the detection point.

3.2.12 risk service profile (RSP): The repository that stores the various risk patterns and the
individual's user data.

3.2.13 service management function (SMF): The function that provides session management and
controls the risk search function, risk service profile and risk analysis function.

4 Abbreviations and acronyms
This Supplement uses the following abbreviations and acronyms:

ANI Application-to-Network Interface
APl Application Programming Interface
DP Detection Point

DSSN Disaster Surveillance Sensor Network

2 Y series— Supplement 19 (06/2012)



IRAS Risk Analysis Service

NGN Next Generation Network

NNI Network-to-Network Interface
NP Network Provider

RAF Risk Analysis Function

RAFE Risk Analysis Functional Entity
RCFE Risk Classification Functiona Entity
RDFE Risk Detection Functional Entity
RMFE Risk Mitigation Functional Entity

RSF Risk Search Function

RSFE Risk Search Functional Entity
RSP Risk Service Profile

SMF Service Management Function
SNI System Network Interface
SP Service Provider

TE Terminal Equipment

UNI User Network Interface

5 Conventions

None.

6 Overview

The term "risk analysis service" means a service which is implemented to facilitate the prevention
or reduction of risk to which users or organizations subscribed to an NGN are exposed. The risk
analysis service classifies the risk into one of two types, viz. internal or external risk, as shown in
Figure 6-1. Each of these types of risk is discussed below.

6.1 Internal risks

Internal risks are risks which are related to potential failures of the network provider, service
provider or user terminal. These risks can be associated with items such as hardware failures,
software errors affecting service features and integrity, network outages, data centre failures,
network congestion, inefficient software code, inadequate capacity and malicious calls.

The risks related to the network provider are associated with network failures, network congestion,
and inadequate network capacity or provisioning. Risks of this sort can be evaluated to determine
their potential impact, e.g., causing transactions to be abandoned and reducing customer, partner
and client satisfaction.

The risks related to the service provider are associated with incorrect or unreliable information such
as insecure data, incorrect service contents, inadequate service data and malware. Service provider
risks must also include the risk associated with the use of data that may be stolen. Risks of this sort
can be evaluated to determine their potential impact: breach of client confidentiality and trust, loss
of service availability, identity theft and theft of financial property.

Y series— Supplement 19 (06/2012) 3



The risks related to the user terminal are associated with the failure due to improper user fault,
terminal loss and malicious operation. Risks of this sort can be evaluated to determine their
potential impact: material losses, property damage and leakage of private information.

6.2 External risks

External risks are risks related or due to forces that are external to the network. External risks can
be associated with items such as disasters like earthquakes, volcanoes, typhoons, tsunamis and
floods, serious accidents such as fire, nuclear disasters, and attacks of various kind such as cyber
attacks, security incidents and mass deception, as well as terrorist attacks on important facilities.
Risks of this sort can be evaluated to determine their potential impacts. extent of potential physical
damage to a network, extent of potential service loss and extent of potential loss of life and

property.

6.3 Conceptual model for an IRAS function
Figure 6-1 shows a conceptual model for an IRAS function.

IRASfunction

A S
/ ~.

5
7777777777777777777777 » Risk search/analysis Risk service
r function profile

ANI/NNI

External risk
source

External disaster
surve llance sensor nework

Internal risk source

""" User | | Network || = service |
terminal | provider | provider |

UNI NNI/SNI

Y Suppl.19(12)_F6.1

Figure 6-1 — Conceptual modelsof IRAS

The IRAS performs the following functions:

- detection of internal and external risk information, which comes from the internal and/or
external environment;

- analysis of the obtained interna and external risk information and grouping of risk
information into its various types and sources;

- evaluation of the risks associated with each risk category, which are network performance
failures, user actions and terminal failures, service feature failures, security failures and
disaster failures;

- generation of an assessment of al the risks to produce a resultant risk grade;
- use of the results of the risk assessment to propose an action plan on how to mitigate risk.

7 IRASfunction

The IRAS function is intended to be implemented in networks whose operational frameworks are
configured similar to those shown in [ITU-T Y.2012]. Figure 7-1 shows a functional model for the
IRAS function.
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Figure 7-1 — Generic network IRAS functional model

The IRAS functions include detection points (DPs), risk analysis function(s), a risk search
function(s), risk service profile(s) and a service management function(s). An IRAS may manage
one or more domains and will collect measurement data from the detection points. The DPs of the
service provider, network provider and users/terminals are considered to be located in the service
provider's domain, network provider's domain, and users/terminals domain, respectively. The DPs
have capabilities that are a function of the domain in which they are located and thus DPs in
different domains have different capabilities. Each DP collects information and measurement data
from the domain in which it islocated.

When risk data are received from a DP via an application support function which uses the NGN, the
IRAS can start its analysis process. The IRAS can separate internal risk data from external risk data.
Internal risk data are defined as data received from a DP that are received through an ANI, and
possibly an UNI as well, but not through an NNI. On the other hand, external risk data are defined
as data received from a DP that are received through an ANI as well as an NNI. The IRAS function
model is presented in Figure 7-2.
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Figure 7-2 —IRAS functional model

The following clauses provide additional information about each of the IRAS functions.

7.1 Application service management function

The IRAS application service management function performs registration, deletion and information
updates for both the service and users. It provides session management and controls the risk search
function, risk service profile and risk analysis functions.

7.2 Risk search function

The IRAS risk search function (RSF), as shown in Figure 7-2, is used to detect risk events which
are obtained from detection points. The search function should be able to categorize each risk event
that is detected as being either an external or an internal risk. Some of the data generated by the
RSF are provided to the risk anaysis function (RAF), while the remainder are provided to the
service management function (SMF). The RSF is considered to be composed of arisk classification
functional entity (RCFE) and arisk detection functional entity (RDFE). Further information on each
of these entitiesis provided in the following clauses.

7.2.1 Risk detection functional entity

The RDFE performs periodic monitoring and tracing of risk relevant events from DPs |located in the
network provider, service provider and user terminal domains.

7.2.2 Risk classification functional entity

The RCFE classifies the relevant received risk events as being either associated with external or
internal risk.

7.3 Risk analysisfunction

The RAF analyses and processes data received from the RSFE and then passes the processed data to
the SMF. Figure 7-3 shows the steps related to the performance of arisk analysis. The risk analysis
function is considered to be composed of an RAFE and a risk mitigation functional entity (RMFE)
as shown in Figure 7-2. Further information on each of these entities is provided in the following
clauses.
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Figure 7-3 — Risk analysis service function

7.3.1 Risk assessment functional entity

The RAFE analyses and processes data from an RSF. It acts on the received data to perform three
basic functions, viz. identification, analysis and prioritization of risk as follows.

. Therole of the identification function is to identify the area of uncertainty/risk.

. The role of the analysis function is to define how the identified areas of uncertainty/risk
could affect the user and organizations subscribed to the network.

. The role of the prioritization function is to prioritize the risks. Specificaly, it identifies

those risks that must be completely eliminated due to their extreme impact; those that are
important enough to demand regular monitoring and review; and those that are deemed to
have a minor impact. Risks that have minor impact do not require detailed monitoring.
However, it should be recognized that just because risks could have a minor impact they
should not be totally ignored, but rather they will require less attention than those risk
events/situations that could have greater impact.

7.3.2 Risk mitigation functional entity

The RMFE receives data from the RAFE, which has already prioritized the risk. This mitigation
function is now required to evaluate the data and identify a set of actions which would result in
mitigating the risk. Risk identification, analysis and prioritization are only beneficial if actions are
defined and executed to mitigate the risk. This Supplement does not address the execution of
actions to eliminate risk. Risk mitigation actions must be defined individually for each risk. In some
cases, immediate action is recommended. Mitigation actions are intended to be proactive so as to
prevent arisk from becoming arisk incident and impacting the user and organization subscribed to
network or so as to reduce the impact of a risk incident. Risk can be mitigated not only by
eliminating the events or situations that contribute to risk but also by reducing the probability of risk
associated with certain events or situations. Accordingly, risk mitigation can be divided into risk
elimination and risk reduction functions.

Risk elimination requires carrying out the actions necessary to completely remove the events or
situations that contribute to risk. Therefore, a risk would no longer be considered during a risk
assessment subsequent to its mitigation.

Y series— Supplement 19 (06/2012) 7



Risk reduction, on the other hand, does not completely remove the events or situations that
contribute to risk but it does cause the impact of the risk event to be reduced.

Risk mitigation activity, if invoked at an early stage, will reduce the likelihood of the technology
environment causing a problem, as risk-contributing factors will have been addressed prior to the
risk-related events actually occurring.

7.4 Risk service profile

The risk analysis service stores the various risk patterns based on risk state information derived
from past communications. It should be updated periodically with the most recent information. Risk
state information generally describes whether the event data are part of a new service or part of a
continuing service. Risk states could include the state of network performance, user actions and
terminal performance, and service features.

The risk service profile stores the individual's user data which is the user ID, password, user
preferences, the status of sessions by log-in services to be used, connection status and duration and
device types, including model number(s) and terminal attributes that have been activated.

8 Execution of IRAS functions

Users subscribed to a network provider who wish to avail themselves of an IRAS will have to
register their attributes via an application service management function and be authorized by an
IRAS identification and authentication procedure. After registration, users will have the opportunity
to use a service application that can perform arisk analysis. Figure 8-1 presents a functional model
for execution of IRAS functions when the IRAS isinvoked by a user device.

User/terminal

Risk service profile

__Service profile

Risk search Risk analysis
functional entity functional entity

—_ I

T Ysuppl1o(iz)_Fe:
Figure 8-1 — Functional model for an execution function
when the IRAS isinvoked by a user terminal

8.1 Risk analysis service and user registration

8.1.1 User registration

The user inputs his’/her ID number and password, and other prerequisite information for registration
into an IRAS function according to an established registration procedure. The IRAS automatically
checks to seeif this registration could be authorized. If the received information is valid, the user is
registered into the IRAS risk service profile. The user entity function models a user. The user model
record has many attributes and properties one would expect of a user, such as name, address and ID.
IRAS can add I Ds and passwords as well as update them — and even del ete registered users.

8.1.2 Risk analysisserviceregistration

The registration process of a risk anaysis service is executed by the application service
management function. The IRAS service management function registers the service and when doing
so enforces the collection of information that is required to complete the registration process.

8 Y series— Supplement 19 (06/2012)



In particular, it captures the relevant information about a service such as the service code, service
type and service name. The IRAS service management function can perform ‘add service, and
'delete service' functions to registered services.

8.2 L 0g-in session process

The user executes an IRAS log-in process by entering a user 1D and password. The session log-in
process checks the identification and authenticates the user and makes the requested service
available to the authorized user. Once the user is authorized to use the service, the application
service management function provides the risk analysis service to the authorized user.

8.3 Risk analysis service execution

Risk analysis service is executed in the risk analysis function by the application service function
management. When the risk event information is received from a DP, the risk analysis function
starts to analyse it and evaluates the likelihood of the risk and impact of the risk, should the risk
event occur. Risk can be categorized as being one of the following types.

- High likelihood and high impact: These are critical risk events that are likely to occur and
which would have severe material impact if/when they do occur.

- Low likelihood and high impact: These are significant risk events that are not likely to
occur but which would have severe material impact if/when they do occur.

- High likelihood and low impact: These are critical risk events that are likely to occur and
which would not have a significant material impact to the user if/when they do occur.

- Low likelihood and low impact: These are risk events that are unlikely to occur and which
would not have a significant material impact to the user if/when they do occur. It is
suggested that although these risks should be monitored to ensure that they do not change
category, the effort devoted to monitoring should be proportionate to their likelihood of
occurrence and impact.

Once the evaluation of the risk event information is completed, it is possible to initiate the risk
mitigation service. The risk mitigation service identifies the risk and suggests the proper action to
be taken.

9 Risk analysis service procedure

9.1 General risk analysis service procedure

Risk events caused by users/terminals, network providers and service providers connected to the
network can be identified as internal risk sources, whereas those caused outside the network (such
as natural disasters) can be identified as external risk sources. If arisk event is detected by a risk
search function (RSF), it is classified as either interna or external risk. The RSF is considered to
exist in the risk search functional entity (RSFE). The RSF delivers the information about the risk
event to the risk analysis function (RAF). The RAF is considered to exist in the risk analysis
functional entity (RAFE). The information flows and actions associated with arisk analysis service
procedure are depicted in Figure 9-1.

Y series— Supplement 19 (06/2012) 9
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Figure 9-1 — Information flows and actions associated with arisk analysis service procedure

The information flows and actions related to the risk analysis service procedures are as follows.
1) The DP detects arisk event and sends it to the RSFE.

2) The RSFE detects the risk event from the DP and immediately classifiesit as an internal or
an external risk.

3) The RSFE requests analysis from the RAFE.

4) The RAFE searches the most adjacent pattern stored in the service profile with the risk
data.

5) The RAFE performs an assessment using the most adjacent pattern to be searched.
6) The RAFE updates the data currently stored in the risk service profile.

7) The RAFE reports the analysis results to the RSFE

8) The RSFE sends the proper mitigation plan.

9.1.1 Risk assessment function procedure

The risk assessment function procedure is the process used to determine the likelihood of risks. The
results obtained from this procedure will help identify appropriate measures for reducing or
eliminating risk. The various phases associated with a risk assessment function procedure are shown
in Figure 9-2. The risk assessment procedure encompasses the following phases.

Phase 1 — Characterization of risks: This phase defines the scope of the risk assessment and the
boundaries of risk, which provides information regarding the type and sources of risk to be
characterized. Internal risks are risks to network performance, hardware, software and security,
which are acquired from the user terminal, network provider and service provider. External risks are
disasters — natural risks which result from flooding, high winds, severe storms, tornados, fires, snow
storms, etc.

Phase 2 — Risk source recognition: This phase identifies a threat location that has the potential of
being a particular risk source. A risk source does not present a risk when there is no vulnerability
that can be exercised. Risk source recognition involves identifying potential risk sources and
compiling a risk statement, which lists the potential threat sources that are applicable to the
application service being evaluated. A risk source is defined as an event point or threat location.
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Phase 3 — Vulnerability recognition: This phase identifies whether vulnerabilities are present,
whether they vary depending on the nature of risk source and type such as unauthorized users,
system failure and natural disaster. The technical and non-technical vulnerabilities associated with
an application service environment can be identified via information gathering techniques, which
gather information from internal and external risk sources.

Phase 4 — Likelihood decision: This phase determines an overall likelihood rating that indicates the
probability that a potential vulnerability, due to arisk source, may be exercised within the construct
of the associated threat environment. The governing factors that should be considered include the
threat risk source motivation and capability, nature of the risk and existence and effectiveness of
current service controls. The likelihood that a potential vulnerability could result from a found-risk
source type can be described as high, medium or low.

Phase 5 — Risk impact analysis: This phase determines the adverse impact resulting from a risk
source. An impact analysis can identify the anticipated impact level such as high, medium and low
based on a qualitative and/or quantitative assessment of the sensitivity and criticality. The
assessment identifies and prioritizes sensitive and critical information.

Phase 6 — Risk determination and assessment: This phase assesses the level of risk resulting from
internal and external risk sources, and determines if the level of risk is acceptable. The
determination of impact for a particular risk and vulnerability can be expressed as a function of the
likelihood of threat sources. The magnitude of the impact should be estimated by exercising the
vulnerability and the adequacy of plans for reducing or eliminating the risk.

Phase 7 — Risk mitigation and removal: This phase identifies an action plan that could be
implemented to eliminate risk or decrease risk to an acceptable level, with minimal adverse impact
on the user's resources.
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Figure 9-2 — Risk assessment phase
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9.1.2 Risk mitigation service

The risk mitigation service takes proactive measures to eliminate risk or to reduce risk so as to
either prevent risk events from occurring or to reduce the impact of risk events. Risk identification,
analysis and prioritization are only beneficial if actions are defined and executed to mitigate risk.
Risk mitigation actions must be defined individually for each risk. Risk mitigation should not be
confused with counter measures. Risks can be mitigated not only by risk removal but also by
reducing the degree of risk occurrences to users or organizations subscribed to the network. Risk
mitigation and removal services involve prioritizing, evaluating and implementing the appropriate
risk-reducing and risk removal actions recommended from the risk assessment process. The various
phases associated with a risk mitigation service flow are shown in Figure 9-3. The risk mitigation
service encompasses the following phases.

Phase 1 — Prioritizing risk rank: This phase uses information obtained from the risk assessment
reports and the application prioritizes the needed actions based on the risk assessment results. Top
priority should be given to addressing risk items having the highest rank.

Phase 2 — Evaluating feasibility and effectiveness of control options: This phase evaluates the
control options recommended in the risk assessment process, as they may not be the most
appropriate and feasible options for a specific user or organization. The objective is to select the
most appropriate control option for minimizing risk.

Phase 3 — Selecting control options: In this phase the risk analysis function determines the most
effective control for reducing risk by selecting the most appropriate control option produced during
phase 2.

Phase 4 — Developing mitigation plan: In this phase the action plan is devel oped.

Phase 5 — Action mitigation plan: This phase involves carrying out the developed control actions
associated with the mitigation plan. Depending on the individual situation, the implemented
controls may eliminate the risk or lower the risk level but not eliminate it.
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Figure 9-3 — Risk mitigation service flow
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10 Service scenarios

Service scenarios for external and internal risks are presented in this clause. The service scenario for
external risks includes consideration of earthquakes, volcanic disasters, typhoons, tsunamis, floods
and serious accidents such as large fires. The service scenario for internal risks includes
consideration of phishing, lost terminals, user operation failures, network failures, delayed service
and malicious operation. The procedures associated with the external and interna risk analysis
service scenarios are shown in Figures 10-1 and 10-2, respectively.

10.1 Servicescenariorelated to external risks

In this service scenario related to external risks the IRAS identifies risks from messages that are
generated by a DP and which then pass via a hetwork, connected to disaster prevention centre, and
across an NNI and an ANI. The procedures associated with the externa risk analysis service
scenario are pictorially presented in Figure 10-1.

The information flows and actions related to the external risk analysis service scenario via an
external network such as a disaster surveillance sensor network (DSSN) is as follows.

1) The external sensor network initiates a registration request to the IRAS.

2) The IRAS places the registration information into the risk service profile.

3) The IRAS sets up the risk analysis service.

4) The IRAS sends an "acknowledge’ signal to the DSSN.

5) The IRAS monitors the risk event viathe risk analysis service support function.
6) It generates the external risk.

7) The IRAS executes an analysis of detected risk.

8) The IRAS sends an appropriate mitigation actions plan to the DSSN.

9) The DSSN takes appropriate measures based on the mitigation actions plan proposed by the
IRAS.

10) The DSSN reports action results to the IRAS.
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Figure 10-1 — External risk analysis service scenarios
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10.2 Servicescenariorelated tointernal risks

In this service scenario related to internal risks, the IRAS identifies risks from messages that are
generated by a DP and across an ANI. The procedures associated with the internal risk analysis
service scenario are pictorially presented in Figure 10-2.

The information flows and actions related to the internal risk analysis service scenario are as
follows.

1) The user initiates aregistration request to the IRAS.

2) The IRAS places the registration information into the risk service profile.

3) The IRAS sets up the risk analysis service.

4) The IRAS sends an "acknowledge' signal.

5) The IRAS periodically monitors the risk event via the risk analysis service support

function.
6) It generates the internal risks.
7) The IRAS executes an analysis of detected risk.
8) The IRAS sends an appropriate mitigation action plan to the internal source.
9) The internal source takes appropriate measures based on the mitigation action plan

proposed by the IRAS.

10) The internal risk sources (terminal errors, network provider, service provider) report action
resultsto the IRAS.
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Figure 10-2 —Internal risk analysis service scenarios

11 Security consideration

While no specific guidance is provided in this Supplement in regards to security, implementers of
an IRAS should be aware of the security considerations provided by [ITU-T Y.2701] and
[ITU-T Y.2702].
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