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Recommendation ITU-T Y.4810

Requirements for data security of heterogeneous Internet of things devices

Summary

Recommendation ITU-T Y.4810 describes requirements for data security of heterogeneous Internet of
things (IoT) devices under specific scenarios to provide a general reference recommendation and to
ensure 10T data safety. Deploying existing data security solutions to 10T presents challenges because
of limited hardware and software resources, 10T device management and IoT deployment specific
scenarios.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.4810 2021-11-29 20 11.1002/1000/14820

Keywords

Data security, 10T.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must" and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents/software copyrights, which may be required to implement this Recommendation.
However, implementers are cautioned that this may not represent the latest information and are therefore
strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.

© ITU 2022

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.4810
Requirements for data security of heterogeneous Internet of things devices

1 Scope

This Recommendation specifies requirements for data security of heterogeneous Internet of things
(1oT) devices, including, under specific scenarios, a data security threat (DST) and requirement
model.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of things.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 Internetof things (1oT) [ITU-T Y.4000]: A global infrastructure for the information society,
enabling advanced services by interconnecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies.

NOTE 1 - Through the exploitation of identification, data capture, processing and communication capabilities,
the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that security and
privacy requirements are fulfilled.

NOTE 2 — From a broader perspective, the 10T can be perceived as a vision with technological and societal
implications.

3.1.2 application [b-ITU-T Y.2091]: A structured set of capabilities, which provide value-added
functionality supported by one or more services, which may be supported by an API interface.

3.1.3 capability [b-ITU-R M.1224-1]: The ability of an item to meet a service demand of given
quantitative characteristics under given internal conditions.

3.1.4 service [b-ITU-T Y.2091]: A set of functions and facilities offered to a user by a provider.

3.1.5 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment
with the mandatory capabilities of communication and the optional capabilities of sensing, actuation,
date capture, data storage and data processing.

3.2 Terms defined in this Recommendation
None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
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CoAP Constrained Application Protocol

DSR Data Security Requirement

DST Data Security Threat

DTLS Datagram Transport Layer Security
loT Internet of Things

MCU Microcontroller Unit

MITM Man-In-The-Middle
MQTT Message Queueing Telemetry Transport
NB-loT Narrowband Internet of Things

oS Operating System
PCB Printed Circuit Board
SE Secure Element
WiFi Wireless Fidelity

5 Conventions

This Recommendation uses the following conventions.

- The phrase "is required to" indicates a requirement that must be strictly followed and from
which no deviation is permitted if conformity to this Recommendation is to be claimed.

— The phrase "is recommended" indicates a requirement that is recommended, but which is not
absolutely required to claim conformity to this Recommendation.

6 Specific scenarios for data security of heterogeneous IoT devices

Specific scenarios for data security of heterogeneous loT devices include:

- limited hardware and software resources: low power consumption, low processing capability,
long-lived, small amounts of memory and specific operating systems;

— IoT device management considerations: unattended operation and minimal user interactions;
- 10T deployment scenarios: rapidly moving devices and unprotected 10T devices.

Heterogeneous l0T devices under specific scenarios could be critical for attackers or malicious
manufacturers and vendors to illegally access the original 10T data including sensitive personal data.

7 Data security threat and requirement model for heterogeneous 10T devices under
specific scenarios

According to [ITU-T Y.4000], loT devices are categorized into four different types according to their
communication capabilities and functionality: data-carrying; data-capturing; sensing and actuating;
and general.

Based on the categorization in the previous paragraph, the data capabilities of 10T devices can be
classified as any or all of the following: data collection; data storage; data query; data transfer; data
processing; and data destruction. As for each data capability, a DST and requirement matrix for loT
devices is proposed in Table 1.
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Table 1 — Data security threat and requirement matrix for 10T devices

. Data Data security
Data Category . Evaluation ; ;
o Details samples security requirement
capability samples reference threats clause
Privacy data Depends on
Data type Weather data fzgkizt:
(non- : . i
aggregated Public trahfpor.t data impact: the
Data collection data) Key_s/certlflcatuon/password inr]noggrtant DST-1: 91
Device operation data the data DST-2; 9.2
Device data collected,
e o
Converging other device data the dat% leak
embedded Flash drives Depends on
cards the ease of
detachable
reading: the
tSytg;zge easier it is to
Solid state drives disassemble,
the higher
the security
risk
0-100 Mbyte Depends on
100 M-1 Gbyte }st‘;zt:
Data storage impact: the DST-1; 9.1
g Storage greater the DST-2; 9.3
capacity amount of
>1 Gbyte data storage,
the higher
the security
risk
Temporary cache only The security
risk of local
storage is
Local data higher than
cache Local storage copy that of local
temporary
cache
YES
IP capable
NO
Message queueing telemetry
transport (MQTT) + transport
layer security v1.1/v1.2
Communica- | MQTT without TLS Depends on B?gg
tion protocol "o nsirained application protocol | possibility of DST: i 01
Data query and | (@PPlication | (coAPY + datagram transport | a man-in- DST5. 94
transfer layer) layer security (DTLS) v1.2 the-middle | Joo o5
COAP without DTLS (MITM) DST-7- '
HTTPS attack DST-8;
. WiFi
Communica-
tion protocol | Bluetooth
(network Radio frequency
layer) ZigBee
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Table 1 — Data security threat and requirement matrix for 10T devices

. Data Data security
Data Category . Evaluation : ;
o Details samples security requirement
capability samples reference
threats clause
LoRaWAN®
Mobile network
KNX
Ethernet
YES Depends on
the ease of
Data Local detachable 9.1
processing and | computing readingand | DST-1,; 9.6
destruction power the data 9.7
NO leakage
impact

Using the DST and requirement matrix of 10T devices in Table 1, the threats to and corresponding
requirements for data security under specific scenarios can be further analysed for each type of data
capability of 10T devices. Each type of heterogeneous I0T device contains multiple threats and
corresponding requirements based on the matrix.

8 Data security threats in heterogeneous 10T devices under specific scenarios
As shown in Figure 8-1, heterogeneous 10T devices are basic components in the entire loT system.

IoT service
platform

IoT heterogeneous
devices

ZigBee /7 WiFi |' 7/ NB-IoT '\ LoRaWAN®

/; -«..:\

/ [
T 1 @ &
Y.4810(21)

NB-10T: narrowband Internet of things; WiFi: wireless fidelity

Figure 8-1 — Heterogeneous 10T devices in the 10T system
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IoT devices are exposed to a variety of DSTs on confidentiality, integrity, availability and
underground data leakage, e.g., eavesdropping, MITM attack, illegal message modification, sniffing,
physical attack on data storage and unauthorized data leakage. Those threats directly present high
threats of data leakage and abuse.

Figure 8-2 shows the following DSTs in heterogeneous lIoT devices.

DST-1: The threat of someone tampering with or spoofing the device (physical interference);
it is possible to obtain and tamper with data on all devices. For example, an attacker can read
data from the storage and tamper with telemetry data. On the other hand, the I0T device itself
presents threats of underground data leakage or sharing with authorized third parties.

DST-2: The threat of reading data in transit between devices, tampering with transferred data
and overloading the device with new connections. For example, an attacker may intercept or
partially override a broadcast and send false information.

DST-3: The threat of someone spoofing the IoT field gateway and stealing data from the loT
service gateway. Also, this threat incorporates the description of DST-1.

DST-4: The threat of someone spoofing the 10T service gateway and stealing data from the
I0T service platform. Also, this threat incorporates the description of DST-1.

DST-5: The threat of eavesdropping on or interfering with communication between the
device and the field gateway. This threat may also affect data integrity, confidentiality and
accessibility. For example, an attacker may leverage extracted key material to intercept and
suppress data from the device on the communication path and replace it with false data that
is authenticated by stolen key material.

DST-6: The threat of eavesdropping on or interfering with communication between the
device and the service gateway. For example, an attacker may intercept or partially override
a broadcast and send false information.

DST-7: The threat of eavesdropping on or interfering with communication between the field
and service gateways. Also, this threat incorporates the descriptions of DST-5 and DST-6.

DST-8: The threat of eavesdropping on or interfering with the communication between the
service gateway and service platform (cloud). Also, this threat incorporates the descriptions
of DST-5 and DST-6.
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Figure 8-2 — Data security threats in heterogeneous loT devices

9 Requirements for data security of heterogeneous 10T devices under specific scenarios

Requirements for data security of heterogeneous lIoT devices include:

— integrity — ensuring that the data available are those expected,;

— confidentiality — only authorized individuals can access the data;

— non-repudiation — ensuring that a data transaction cannot be denied;
- availability — maintaining the proper functioning of the data;

- authenticity — the data received must accordingly represent a real-world scene and even if
they have probably undergone some processing, the meaning of the scene must not be
modified;

- authentication — ensuring that only duly authorized individuals can access the data.

9.1 Common requirements for data security of heterogeneous IoT devices

Common requirements for data security of heterogeneous of 10T devices include:

— the operating system of an 10T device is required to have specific intrusion detection and
security protection capabilities;

- whenever feasible, an loT device operating system is recommended to be correctly
configured, such that the system security policy and security update mechanism consider
implementation of one or more of the following:

o trusted boot — 10T devices should enable the function for verifying the boot partition
provided by the microcontroller unit (MCU) chip, or implement similar functions by
itself,

o security hardening — it is recommended to enable the system security mechanisms, such
as process sandbox, application permission management and full-disk data encryption,
be enabled:

6 Rec. ITU-T Y.4810 (11/2021)



= when the device chip or system supports the trusted execution environment, it is
recommended that: a) important data be encrypted; and b) operation and running of
trusted applications be performed within it

= for devices with strong performance, it is recommended to use or develop loT
security products that support system monitoring, log reporting, vulnerability
scanning and attack detection to harden the system,

o update mechanism:

= software, firmware or software development kit running on loT devices is required
to be secured,

= jtis recommended to update loT devices securely over the air,

= any security bugs and vulnerabilities discovered are required to be fixed in a timely
fashion,

= device update packages should be encrypted to avoid firmware reverse attacks,

= the device should verify the integrity of the update package and the signature — it is
recommended to use an asymmetric algorithm for verification;

an loT device is required to support the encryption protocols that are efficient and scalable
for deployment on l0T devices with limited computational resources;

an loT device is recommended to provide the authority control functions, such as ownership
control for preventing information leakage and privacy protection;

it is recommended to apply tamper proof mechanisms to make it difficult to extract keys or
other cryptographic material from the 10T device;

the physical casing of an 10T device is recommended to be equipped with anti-destructive
measures to avoid disassembly in a short time, and avoid external exposure of communication
interfaces and special control buttons, e.g., non-essential universal serial bus interfaces and
debugging serial ports;

the hardware circuits and chips of an loT device are recommended to have a secure design
that prevents anti-reverse and anti-electromagnetic attacks:

o the possibility of fire, electrical shock and personal injury involving components is
required to be prevented or reduced,

o human-computer interaction: for special 10T device for public services, which may
provide touch screen, keyboard, mouse and other interaction methods, is recommended
to enable security verification mechanism such as password verification, which should
be applied for operations other than normal functions (such as background management
and debugging mode), to prevent the normal business logic of the device from being
bypassed; and the loT device is required to avoid exposing the special permission
buttons, such as reset function and system restart function,

o printed circuit board (PCB) security: after the device is disassembled, its hardware
circuits are exposed to security risks, so it is recommended to meet the following security
requirements:

= PCB information — the equipment circuit board should remove sensitive interface
screen printing information, such as debugging and burning printed identification of
solder joints on the recording interface

= PCB interface —avoid unnecessary debugging and programming interfaces or solder
joints on the device circuit board — if it is necessary to keep the interface, it is
recommended to use debugging or burning tools with password protection.

Rec. ITU-T Y.4810 (11/2021) 7



9.2

Specific requirements for data collection of heterogeneous 10T devices

The specific requirements for data collection of heterogeneous IoT devices include:

9.3

it is required to represent the entirety of functions of all types of data collection of an loT
device in an explicit way to end users;

it is required to limit the function of data collection of an 10T device —the process of a specific
type of data collection is required to be initiated only with explicit permission of end users;

it is required to immediately stop a specific type of data collection if end users choose to
disable the corresponding function;

0T devices may have a large number of sensors for various forms of data collection; these
sensors are required to be protected to meet data security requirements, e.g., in the specific
scenario of biometrics and autonomous driving, an I0T device is recommended to meet the
following security requirements to ensure data authenticity:

o microphone — for 10T devices that support voice recognition and voiceprint recognition,
the microphone sensor is recommended to only respond to the sound within the
recognizable frequency range of the human ear to prevent similar dolphin sound
(ultrasonic) attacks,

o camera — the camera sensor for 10T devices is recommended to choose a model that
supports three-dimensional face recognition and live detection to prevent fake face
attacks such as photos, videos and face moulds,

o fingerprint recognition — the fingerprint recognition sensor for I0T devices is
recommended to support live detection, prevent forgery fingerprint attacks such as
fingerprint film,

o global navigation satellite system — it is recommended to use satellite-based positioning
in addition to other auxiliary positioning solutions (e.g., WiFi/bluetooth low energy/base-
station) and mitigate against signal spoofing attacks.

Specific requirements for data storage in heterogeneous loT devices

Specific requirements for data storage in heterogeneous 10T devices include:

it is recommended to secure the data stored in 10T devices with various forms of security
software with suitable complexity;

it is required to encrypt sensitive data such as private information, and securely store these
data to prevent information leakage;

an loT device is recommended to provide a data integrity verification function to prevent

forgery of data;

it is required to secure device chips embedded into 10T devices:

o flash chip — the independent flash chip used by the 10T device is recommended to adopt
a ball grid array package model with high temperature soldering; for devices with high
security requirements, it is recommended to use glue around the flash chip, or use multi-

chip stacking packaging technology to stack the flash chip above the central processing
unit chip to increase the difficulty of desoldering,

o MCU and secure element (SE) chip:

= for MCUs or security chips that support the fuse function, the fuse bit is
recommended to be blown during mass production to prevent the internal data of the
chip from being read

= if the device MCU itself supports hardware-level encryption and verification
functions, the debugging, reading and writing of the chip is recommended either to
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9.4

be turned off and the function of Boot mode selection disabled or to enable password
protection and the encryption and verification function of the system firmware

= itis recommended to use the SE chip for encryption calculation and key storage.

Specific requirements for data query of heterogeneous 10T devices

Specific requirements for data query of heterogeneous IoT devices include:

9.5

it is required to use access control policies to govern access to data of 10T devices;
the principle of minimum authorization is required to be applied to avoid illegal access;

an external interface is required to verify the legitimacy of URL parameters and user
operations;

it is recommended to audit access logs on all 10T devices.

Specific requirements for data transfer to and from heterogeneous 10T devices

The specific requirements for data transfer to and from heterogeneous loT devices include:

9.6

it is required to represent the entirety of functions of all types of data transfer to and from an
0T device in an explicit way to end users;

it is required to limit the function of data transfer to and from an lIoT device — the process of
a specific type of data transfer is required to be initiated only with explicit permission of end
users;

it is required to use encryption to secure the data while being transmitted from IoT devices
to an loT service platform;

0T devices may use a variety of communication technologies and authentication methods, it
is recommended to choose a highly secure communication solution to avoid the common
security risks of wireless communication or wired communication within the 10T devices,
which may include packet replay, MITM sniffing, cracking and hijacking;

it is recommended to use the latest version of the encryption protocol and appropriate
algorithms to protect the communication security of the specific communication technology;

high-performance gateway equipment is required to support the function to prevent wireless
MITM, distributed denial of service, honeypot and other attacks;

it is required to have the anti-interference ability between the lIoT device and network
equipment.

Specific requirements for data processing by heterogeneous IoT devices

The specific requirements for data processing by heterogeneous 10T devices include:

9.7

it is required to use data fusion, which deals with dynamic environments and large-scale
heterogeneous data sources, to ensure data integrity;

sensitive data calculation and key storage is recommended to be in a trusted execution
environment;

specific 10T devices, such as edge computing gateways, are required to have security
capabilities, such as log reporting, authentication, network monitoring and attack protection;

an loT device is not allowed to open network ports that listen to unauthorized high-risk
services.

Specific requirements for data destruction by heterogeneous lIoT devices

The specific requirements for data destruction by heterogeneous I0T devices include:

an 1oT device is recommended to have a function of data destruction;

Rec. ITU-T Y.4810 (11/2021) 9



— it is required to limit the function of data destruction of an 10T device — the process of a
specific type of data destruction is required to be securely initiated only with explicit
permission of end users;

- it is required to completely remove the data if end users choose to delete data stored inside
an loT device.
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