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Recommendation ITU-T Y.4483

Reference architecture of service exposure for decentralized services for Internet
of things applications

Summary

Recommendation ITU-T Y.4483 introduces a service exposure for decentralized services (DSE) for
Internet of things (1oT) applications and specifies its common characteristics, general requirements,
reference architecture and common capabilities. A DSE is a functional entity for loT applications in
an loT device, which integrates multiple decentralized services (such as services based on distributed
ledger technologies) and exposes uniform interfaces to loT applications. Those integrated
decentralized services may support the same or different types of decentralization solutions. 10T
applications can use uniform interfaces to integrate and access multiple decentralized services at the
same time, regardless of their decentralization solutions. A DSE can bring efficiencies and benefits
to application providers and users.

History

Edition Recommendation  Approval  Study Group Unique ID*
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Keywords
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browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1SO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.
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protected by patents/software copyrights, which may be required to implement this Recommendation.
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strongly urged to consult the appropriate ITU-T databases available via the ITU-T website at
http://www.itu.int/ITU-T/ipr/.
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Recommendation ITU-T Y.4483

Reference architecture of service exposure for decentralized services for
Internet of things applications

1 Scope

This Recommendation introduces the concept of service exposure for decentralized services (DSE)
for Internet of things (lIoT) applications, analyses its common characteristics and general
requirements and provides a reference architecture of DSE and its relevant common capabilities.

Additionally, use cases of DSE for 10T applications are provided in an appendix.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of
things.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 application [b-ITU-T Y.2091]: A structured set of capabilities, which provide value-added
functionality supported by one or more services, which may be supported by an API interface.

3.1.2 blockchain [b-ITU-T X.1400]: A type of distributed ledger which is composed of digitally
recorded data arranged as a successively growing chain of blocks with each block cryptographically
linked and hardened against tampering and revision.

3.1.3 distributed ledger [b-ITU-T X.1400]: A type of ledger that is shared, replicated, and
synchronized in a distributed and decentralized manner.

3.1.4 distributed ledger technology (DLT) [b-ISO 22739]: Technology that enables the
operation and use of distributed ledgers.

3.1.5 Internet of things (loT) [ITU-T Y.4000]: A global infrastructure for the information
society, enabling advanced services by interconnecting (physical and virtual) things based on
existing and evolving interoperable information and communication technologies

NOTE 1 — Through the exploitation of identification, data capture, processing and communication
capabilities, the 10T makes full use of things to offer services to all kinds of applications, whilst ensuring that
security and privacy requirements are fulfilled.

NOTE 2 — From a broader perspective, the 10T can be perceived as a vision with technological and societal
implications.

3.1.6 ledger [b-ITU-T X.1400]: Information store that keeps final and definitive (immutable)
records of transactions.
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3.1.7 thing [ITU-T Y.4000]: With regard to the Internet of things, this is an object of the physical
world (physical things) or the information world (virtual things), which is capable of being
identified and integrated into the communication networks.

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ACM-FC Access Control Management-Functional Component
AM-FC Application Management-Functional Component

API Application Programming Interface

DLT Distributed Ledger Technology

DSAM-FC Decentralized Service Agent Management-Functional Component
DSE service Exposure for Decentralized Service

FC Functional Component

loT Internet of Things

Pl Personally Identifiable Information

SCM-FC Service Capability Management-Functional Component
5 Conventions

The following conventions are used in this Recommendation:

— The phrase "is required to" indicates a requirement that must be strictly followed and from
which no deviation is permitted, if conformity to this Recommendation is to be claimed.

— The phrase "is recommended” indicates a requirement that is recommended but which is
not absolutely required. Thus, this requirement need not be present to claim conformity.

6 Introduction to service exposure for decentralized services

Service exposure for decentralized services (DSE) is a functional entity for Internet of things (loT)
applications in an 10T device, which integrates multiple decentralized services and exposes uniform
interfaces to 10T applications. Those integrated decentralized services may support the same or
different types of decentralization solutions, such as those based on blockchain or distributed ledger
technology (DLT). IoT applications that use uniform interfaces through one DSE can access
multiple integrated decentralized services regardless of their decentralization solutions.

Figure 6-1 shows that a given DSE integrates a group of dedicated decentralized service agents with
which to interconnect to multiple decentralized services, such as blockchain agents connecting to
blockchain-based services, DLT agents connecting to DLT-based services, and so on. An agent can
connect to one or multiple decentralized service(s). A DSE exposes uniform interfaces to IoT
applications, with which 10T applications can use uniform approaches to integrate and access one or
multiple decentralized services at the same time.

2 Rec. ITU-T Y.4483 (08/2022)
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Figure 6-1 — Overview of DSE
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NOTE - This Recommendation focuses on integration and exposure of capabilities of decentralized services.
Decentralized services themselves lie outside the scope of this Recommendation.

7 Common characteristics and general requirements of DSE

7.1 Common characteristics
This clause describes the common characteristics of DSE.

7.1.1 Integrating multiple decentralized services

A DSE can integrate multiple decentralized services through decentralized service agents,
automatically or mutually. Integrated decentralized services can be local services on 10T devices or
remote services in clouds, and they can support the same or different decentralization technologies.

7.1.2 Exposing data and capabilities of integrated decentralized services

A DSE provides unified interfaces to local 10T applications, with which local 10T applications can
discover, subscribe and access data and capabilities exposed by the same or different decentralized
services, even if the decentralized services use different decentralization technologies.

An 10T application can subscribe to and access one or multiple decentralized services integrated by
a given DSE.

7.1.3  Accessing exposed capabilities of integrated decentralized services

A DSE supports local 10T applications to access the exposed data and capabilities of integrated
decentralized services. The DSE receives and verifies requests from local 10T applications and then
forwards them to the corresponding decentralized services. The DSE then delivers the results from
the decentralized services to the 10T applications.

Local 10T applications, by using exposed unified interfaces, can access decentralized services to
which they subscribe by the same approach.

Rec. ITU-T Y.4483 (08/2022) 3



7.1.4  Security and privacy protection

A DSE provides security and privacy protection support to data and capabilities of integrated
decentralized services. The DSE exposes the data and capabilities according to its own security and
privacy protection policies and those of integrated decentralized services.

7.2 General requirements
This clause provides general requirements of DSE.

7.2.1 Integration of decentralized services

The integration-related requirement of a given DSE is as follows:
- DSE is required to be able to collect and integrate data and capabilities of decentralized
services with the same or different decentralized technologies.

7.2.2 Publication of data and capabilities of decentralized services

The publication-related requirements of a given DSE are as follows:

- DSE is required to support the collection and publication of information (e.g., service
descriptions and methods and parameters to access services) about data and capabilities of
integrated decentralized services for 10T application;

— DSE is required to set access policies based on published data and capabilities of
decentralized services;

— DSE is recommended to apply related access policies of integrated decentralized services.

7.2.3  Subscription to exposed data and capabilities of decentralized services

The subscription-related requirements of a given DSE are as follows:

- DSE is required to support 10T applications to discover and subscribe to exposed data and
capabilities of decentralized services;

— DSE is required to support loT applications to obtain descriptions for accessing the
subscribed data and capabilities of decentralized services;

- DSE is recommended to notify loT applications of the state (such as available or
unavailable) of data and capabilities of decentralized services, as needed.

7.2.4  Access to data and capabilities of decentralized services

The access-related requirement of a given DSE is as follows:
- DSE is required to support 10T applications to access subscribed data and capabilities
exposed by decentralized services, if authorized.

7.2.5 Security protection and privacy preservation

The security-related requirements of a given DSE are as follows:

- DSE is required to provide the necessary security mechanisms when exposing data and
capabilities of decentralized services;

- DSE is required to provide privacy preservation of personally identifiable information (P1I)
when exposing data and capabilities of decentralized services.

— DSE is required to authenticate and authorize loT applications when related loT
applications discover, subscribe to and access exposed data and capabilities of
decentralized services.
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8 Reference architecture of DSE

A DSE works at the device layer of the 10T reference model [ITU-T Y.4000], which is a functional
entity in an loT device, to support 10T applications in the 10T device to discover and access the
exposed data and capabilities of decentralized services. A DSE consists of four functional
management components for: access control management (ACM-FC), service capability
management (SCM-FC), decentralized service agent management (DSAM-FC); and application
management (AM-FC). In addition, a DSE includes a group of extensible functional components
(FCs), application agents and decentralized service agents. The AM-FC of one DSE exposes an
interface, DSE-1, to support 10T applications to discover, subscribe to and access the exposed data
and capabilities of decentralized services. Figure 8-1 shows the reference architecture diagram of a
DSE.

_______________________________________
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Figure 8-1 — Reference architecture of a DSE

8.1 Access control management-functional component (ACM-FC)

The access control management-functional component (ACM-FC) performs access control for 10T
applications to discover, subscribe to and access the exposed data and capabilities of decentralized
services.

The ACM-FC, in coordination with other FCs of a DSE, provides the following functionalities for
verification of:

— l0T applications and relevant registration statuses;

— decentralized services and relevant exposure of data and service capabilities of
decentralized services;

— subscription relationships of 10T applications to data and service capabilities of decentralize
services;

- encryption algorithms for interaction between 10T applications and decentralized services;
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— lIoT applications to discover, subscribe to and access exposed data and capabilities of
decentralized services.

8.2 Service capability management-functional component (SCM-FC)

The service capability management-functional component (SCM-FC), in collaboration with the
ACM-FC, supports 10T applications to discover, subscribe to and access exposed data and
capabilities of decentralized services.

The SCM-FC, in coordination with other FCs of a DSE, provides the following functionalities for
management of:

- data and service capabilities exposed by decentralized services;

— subscription relationships of loT applications to data and service capabilities of
decentralized services;

- registration information of 10T applications;
- information about decentralized services.

8.3 Decentralized service agent management-functional component (DSAM-FC)

The decentralized service agent management-functional component (DSAM-FC) manages
decentralized service agents. A DSE may have multiple decentralized service agents. When one
DSE serves for an 10T application to access a decentralized service, the DSAM-FC selects the
corresponding decentralized service agent to transfer information and interact with the target
decentralized service.

8.4 Application management-functional component (AM-FC)

The application management-functional component (AM-FC) manages application agents, and
supports loT applications to discover, subscribe to and access exposed data and capabilities of
decentralized services, in collaboration with the ACM-FC.

The AM-FC exposes interface DSE-1, with which lIoT applications can use uniform approaches to
interact with decentralized services through a given DSE.

The AM-FC may dynamically create application agents when interacting with 10T applications.

8.5 Application agents

The application agents of a DSE interact with 10T applications and support 10T applications to
discover, subscribe to and access the exposed data and capabilities of decentralized services.

The application agents of DSE are created and managed by the AM-FC of a DSE.
The application agents of DSE interact with 10T applications by using interface DSE-1 of a DSE.

The application agent, in coordination with other FCs of a DSE, provides the following
functionalities:

— support for 10T applications to discover and, subscribe to exposed data and capabilities of
decentralized services on the DSE;

- support for 10T applications to access exposed data and capabilities of decentralized
services to which they subscribe on the DSE;

- conversion of the format of data and protocol of requests from loT applications and
responses from the DSE;

— transfer of notifications of the status of subscribed service capabilities from the DSE.
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8.6 Decentralized service agents

The decentralized service agents of a DSE are responsible for communication with corresponding
decentralized services. Each decentralized service agent of a DSE may connect to one or multiple
decentralized services.

The decentralized service agents of a DSE are created and managed by the DSAM-FC of the DSE.
The decentralized service agents of a DSE interact with decentralized services.

The decentralized service agents, in coordination with other FCs of a DSE, provide the following
functionalities:

- interaction with corresponding decentralized services on behalf of 0T applications and the
DSE;

— conversion of the format of data and protocol of requests from 10T applications and the
DSE, and responses from decentralized services;

— transfer of notifications about the status of corresponding service capabilities to the DSE.

NOTE — This Recommendation does not specify the external interfaces for communications between
decentralized service agents of the DSE and decentralized services.

8.7 Interface DSE-1

The interface DSE-1 is exposed by the AM-FC to allow loT applications to discover, subscribe to
and access the data and capabilities published on a DSE and to receive notifications about the
updated states of the subscribed decentralized services.

9 Common procedures of DSE

9.1 Integration and publication of service capabilities of decentralized services

For each local or remote decentralized service, a given DSE can provide a proprietary decentralized
service agent to interact with it. A decentralized service agent of a DSE can interact with one or
multiple decentralized services.

When a decentralized service is integrated into a DSE, information about the service capabilities of
the decentralized service to be exposed can be published on DSE. The information to be exposed
includes, but is not limited to:

— identity of the decentralized service,

- name of the decentralized service,

- identity and description of the service capabilities of the decentralized service,

- approaches and relevant parameters for access the decentralized service,

— access profiles for 10T application for access the decentralized service,

— access profiles for DSE to interact with the decentralized service, optionally.

Alternatively, if the decentralized service supports encryption communication, the information may

include its public key and certificate of the decentralized service, as well as the encryption
algorithms and relevant parameters it supports.

Information about the capabilities of a decentralized service can be composed in extensible markup
language or JavaScript object notation format.

The ACM-FC and SCM-FC of one DSE manage and publish information about the exposed service
capabilities of integrated decentralized services, according to the policies of the DSE and the access
profiles of the exposed service capabilities.
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When the service capabilities of a decentralized services are published on a DSE, 0T applications
can discover, subscribe to and access those service capabilities through the DSE-1 interface.

The main steps in the procedure for the integration and publication of service capabilities of a DSE
are outlined as follows (see Figure 9-1).

Step 1 A decentralized service agent of the DSE checks and interacts with a decentralized service,
and collects its service capabilities of the decentralized service, according to the policies of
DSE and the decentralized service.

Step 2 The decentralized service agent of the DSE requests integration with the decentralized
service and publishes its service capabilities, if permitted.

Step3and4  The ACM-FC and SCM-FC of the DSE check the request and publish the service
capabilities of the decentralized service, if available, according to the policies of DSE and
the decentralized service, and then send a response to the decentralized service agent.

Step 5, 6 and 7 If the request is accepted and the service capabilities of the decentralized service
are published by the DSE, the decentralized service agent may check status of the
decentralized service in consequence, such as availability or unavailability of the
decentralized service and service capabilities.

If the status of the decentralized service or its service capabilities change, the decentralized service
agent may send relevant information to other FCs of the DSE to notify each I0oT application that has
subscribed to the exposed service capabilities of the decentralized service.

DSE
IoT anplication : Apnlication agent ACM-FC, SCM-FC, Decentralized : Decentralized
101 application i 2 . i .
i pp g AM-FC, DSAM-FC service agent i service

1
[ i f
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Figure 9-1 — Flow for integration and publication of service capabilities
of a decentralized service
9.2 Registration of an Internet of things application on a DSE

Before an 10T application subscribes to and accesses exposed data and capabilities of decentralized
service through a DSE, it should first register itself on the DSE.

If an 10T application has ever been registered successfully and the registration has expired, the 10T
application should register on the DSE again. However, in practice, an 10T application can register
itself on the DSE regardless of its previous registration status.
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Before requesting registration, the 10T application should generate its identity, which should be a
global unique string. Additionally, the l1oT application can generate its public or private keys and
certificate if it supports encrypted communication. In practice, the identity, public or private keys
and certificate of an 10T application can be generated by its loT application provider. The loT
application should store its private key securely.

If the registration request of an 10T application is accepted, the DSE may generate a registration
identity and a specific application agent for the 10T application. The application agent serves for the
loT application. The registration identity is sent to the 10T application, and is used to facilitate the
management of registration information about the 10T applications by the DSE.

If registered successfully, when the 10T application accesses the DSE, relevant requests should
contain the registration identity.

The main steps in the procedure for an 10T application to request registration on a DSE are outlined
as follows (see Figure 9-2):

Step1 An loT application sends a registration request to a DSE through interface DSE-1.
The registration request includes the identity and description of the IoT application.

If the 10T application has ever been registered successfully and the registration has not
expired, the request may include previous registration information (such as registration
identity).

If the loT application supports encryption communication, the registration request may
include its public key and certificate of the IoT application, as well as the encryption
algorithms and relevant parameters it supports.

In the registration request, the 10T application can declare whether it supports only non-
encrypted or encrypted communication, or both.

Step 2 The AM-FC of the DSE processes the request, in collaboration with other FCs of the DSE.

The AM-FC of the DSE separates the identity of the 10T application from the registration.
It then checks whether the identity of the 10T application is compliant and whether it has
ever been registered.

If the identity of the 10T application is already registered, the AM-FC of the DSE separates
the registration identity from the registration request and checks whether it has expired. If
there is no registration identity in the registration request or if the previous registration has
expired, the registration request may be considered as new registration.

The AM-FC of the DSE separates and analyses the registration request of the loT
application, and verifies whether it is supported. If not, it proceeds directly to step 4 to
reject the registration request.

If it is supported, the AM-FC of the DSE accepts the registration request.

Step 3 The AM-FC of the DSE checks and generates the corresponding application agent for the
10T application, in collaboration with other FCs of the DSE.

If the 10T application has ever been registered and the registration is still available, the
AM-FC of DSE checks whether a corresponding application agent of the DSE for the loT
application exists. If not, the AM-FC generates a specific application agent for the loT
application.

If the 10T application has never been registered, the AM-FC directly generates a specific
application agent for the 10T application.

Alternatively, a specific application agent for an 10T application may be generated when
the 10T application first accesses the DSE after it has been registered successfully.

Step4 The AM-FC of the DSE stores the registration information and sends a registration
response to the I0T application, in collaboration with other FCs of the DSE.
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If the registration request is accepted, the AM-FC of the DSE generates a registration
identity for the loT application, and stores the registration information, including the
identity of the 10T application, registration identity, and public key and certificate of the
10T application.

The AM-FC sends a registration response, whose payload includes the registration identity
if the registration request has been accepted or rejection information if it is rejected, to the
0T application.

Step 5 If the registration on the DSE is successful, the 10T application can check its registration
status (i.e., available or not) any time.

When checking its status, the request includes at least the identities of both the loT
application and its registration.

Step6and7 The AM-FC of the DSE checks and returns the relevant registration status
according to the request of the 10T application.

NOTE - The request for registration on the DSE and request for subscription to exposed data and service
capabilities of decentralized services can be combined into one request.
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Figure 9-2 — Flow for registering an Internet of things application on a DSE

9.3 Subscription to exposed service capabilities of decentralized services

This procedure is an loT application request to subscribe to exposed service capabilities of a
decentralized service, and the given DSE sends relevant notifications to the 10T application if the
subscription request is accepted.

Before subscription, the 10T application can discover the exposed service capabilities of
decentralized services, and obtain the identity of that selected decentralized service, through
interface DSE-1 of the given DSE.

The main steps are outlined as follows (see Figure 9-3):

Step1 An loT application sends a request to the given DSE through interface DSE-1 to subscribe
to exposed service capabilities of a decentralized service.

The application agent processes the request, in collaboration with other FCs of the DSE.

The request for subscription includes at least the identities of the 10T application and its
registration, as well as the identity of the decentralized service.
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Step 2

Step 3

The application agent of the DSE requests other FCs (AM-FC, ACM-FC, SCM-FC, etc.) to
verify access permission.

The AM-FC and ACM-FC and SCM-FC verify the access permission, according to the
policy of the DSE.

The general policy to verify access permission may include:
a) the loT application should be successful to be registered previously to DSE;

b) the decentralized service should be successfully registered on the given DSE, exposed
to its service capabilities and available when subscribed,;

c) the loT application and the decentralized service support the same encryption algorithm
if they request encrypted communication.

If only one side selects encrypted communication, the access permission is not accepted.

If both sides select encrypted communication, they should support same encryption
algorithm. If not, the subscription request is rejected.

Optionally, the given DSE can negotiate with the decentralized service to further check
access permission; otherwise, it proceeds to step 6 to send access permission information to
the application agent.

Step4and5  The corresponding decentralized service agent of the DSE sends the information to

Step 6

Step 7

Step 8

the decentralized service for its subscription, to check remote access permission.
The decentralized service verifies and returns access permission accordingly.
The result of the access permission is sent to the application agent accordingly.

If supported, the given DSE combines local with remote to generate final access
permission. Otherwise, the local access permission is final.

The DSE processes the subscription request accordingly and sends a response to the I0T
application.

If the subscription request is accepted, the DSE stores the subscription information for the
0T application, and sends information of the success to the 10T application; otherwise, it
sends fail information to the 10T application.

If the subscription request is accepted by the given DSE, it may continuously notify the 1oT
application about the subscribed decentralized service to which it subscribes.

When the service capabilities of a decentralized service change, it may notify the given
DSE, which may send that information to IoT applications that have subscribed the
decentralized service.

If the status of a decentralized service (e.g., available or unavailable) is known, the given
DSE may notify 10T applications that have subscribed to the decentralized service.
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Figure 9-3 — Flow for subscribing service capabilities of a decentralized service

Access to exposed service capabilities of decentralized service with none-encrypted
communication

When an loT application is successful in subscribing to the service capabilities of a decentralized
service, it can request interaction with the decentralized service through interface DSE-1. The given
DSE verifies the access permission and provides support for the establishment of communication
sessions between the 10T application and the decentralized services. Furthermore, the given DSE
converts the data and protocol format of requests and responses in the progresses.

This procedure is an loT application for access to service capabilities of a decentralized service to
which it subscribes.

The main steps are outlined as follows (see Figure 9-4):
Step1 An loT application requests access to the service capability of a decentralized service to

Step 2

Step 3

12

which it subscribes. This request is sent to the AM-FC through the interface DSE-1.

The request includes the identities of the 10T application and its registration, as well as
those of decentralized service, and the target service capabilities. In addition, the request
includes approaches and relevant parameters for access to the service capabilities. That
information in the request is organized according to the rules of interface DSE-1.

The application agent of the given DSE then receives and processes the request.

The AM-FC of the given DSE, in collaboration with its other FCs, verifies the relevant
permission for the access request. If the 10T application does not subscribe to the service
capabilities, the DSE rejects the request, then generates objection information and proceeds
to step 12; otherwise, it goes to step 3.

The application agent of the given DSE converts the format of information in the access
request for processing by the given DSE.

Generally, interface DSE-1 provides uniform approaches to a transfer request and response.
The access request from the 10T application is organized according to the rules of interface
DSE-1, and it should be converted so that the given DSE can understand. Additionally, the
response from the given DSE should be organized according to the rules of interface
DSE-1.
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Step4and5  If the access request is accepted, the application agent of the given DSE transfers

Step 6

Step 7

Step 8

the request to its SCM-FC.

The SCM-FC of the given DSE then checks the request and transfers the request to the
corresponding decentralized service agent of DSE.

The corresponding decentralized service agent of DSE converts the format of the request
according to the rules of the target decentralized service.

The corresponding decentralized service agent of DSE interacts with the target
decentralized service, on behalf of the 10T application and DSE.

The corresponding decentralized service agent of DSE sends converted request to target
decentralized service, and receives the response.

The corresponding decentralized service agent of DSE converts the format of the response
from target decentralized service, according to the rules of the given DSE.

Step9and 10 The corresponding decentralized service agent of DSE transfers the converted

response to the SCM-FC, and then to the application agent of the given DSE.

Step 11 and 12 The application agent of the given DSE organizes the response according to its

NOTE —

interface DSE-1, and then sends it to the 10T application.
Data format conversion occurs four times in this procedure: 1) on request from the 10T application

for the given DSE; 2) on request from the given DSE to decentralized service; 3) in response from
decentralized service to the given DSE; and 4) in response from the given DSE to the 10T application. This
approach can separate l1oT applications and the distant decentralized services, and the 10T applications can
use a uniform method and interface to access different types of distant decentralized services.
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Figure 9-4 — Flow for accessing exposed service capabilities of a decentralized service
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9.5 Access to exposed service capabilities of decentralized service with encrypted-
communication

The procedure with encrypted communication is similar to that for non-encrypted communication.
The main difference is in step 2 shown in Figure 9-4.

If the 10T application or target decentralized service are set to use encrypted communication, in
step 2 in Figure 9-4, the given DSE should check whether the 10T application and target
decentralized service support the same encryption algorithms. If not, the access request should be
rejected.

If using encrypted communication, the given DSE also converts the format of the data and protocol.

10 Security considerations

The given DSE provides an approach to separate 10T applications and the decentralized services,
and the 10T applications can use a uniform method and interface to access different types of
decentralized service, by using the given DSE.

The given DSE provides a mechanism to support mutual identification, authentication and
authorization not only by 10T applications, but also by decentralized services.

The given DSE supports encrypted-communication between 10T applications and decentralized
services to provide data security and privacy protection of PII.
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Appendix |

Use cases of DSE for Internet of things applications
(This appendix does not form an integral part of this Recommendation.)

This appendix provides some use cases to illustrate the concept of DSE.

1.1 Uniform wallet application

There are many types of wallet applications with different solutions, such as those based on Bitcoin
[b-Bitcoin] or Ethereum [b-Ethereum]. One wallet application usually connects to a corresponding
decentralized service. So, in an 0T device, there may be multiple wallet applications if the user has
multiple types of tokens served by different decentralized services. If using a given DSE, users can
use one wallet application to manage all their tokens (see Figure 1.1).

____________________________________

ToT device
r-r—-r——=—=—=—=—=-=—"="=—"=7"=7"=7"=="==== |
A .
: i ir Uniform wallet application 1 i |
e o
it Rt o
| I
| DSE —+DSE-1 I
I I
: Service access controller ... :
| I
| I
I Bitcoin-based . Ethereum-based |
| service agent service agent |
| I
I I
| I
I I
| I

P R VS

Remote Bitcoin
applications

SDK: Software development kit Y.4483(22)
Figure 1.1 — Use case of uniform wallet application — using DSE

1.2 Integrated application for smart services

Figure 1.2 shows that a user can use a single integrated application, through a given DSE, to access
and manage several decentralized smart services, such as those for DLT-based logistics, Ethereum-
based token or blockchain-enabled detail.
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Figure 1.2 — Use case of integrated application for smart services — using DSE
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