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Requirements and capability framework of smart utility metering (SUM) 

 

 

 

Summary 

Recommendation ITU-Y.4419 specifies requirements and capabilities for support for smart utility 

metering (SUM).  

Smart utility metering (SUM) can provide remote data collection for utility metering and device 

maintenance in real time and can support a variety of applications. Compared with other types of 

utility metering, SUM intends to improve utility management and meet the emerging requirements 

from advanced applications, such as intelligent utility scheduling. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some 

other obligatory language such as "must" and the negative equivalents are used to express requirements. The 

use of such words does not suggest that compliance with the Recommendation is required of any party. 
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Recommendation ITU-T Y.4419 

Requirements and capability framework of smart utility metering (SUM) 

1 Scope 

This Recommendation specifies the requirements and capability framework of smart utility 
metering (SUM).  

As a smart application of the internet of things (IoT) in the field of utility metering, SUM is an 
important means to improve utility metering management.  

The scope of this Recommendation includes: 

– Introduction of SUM; 

– Requirements of SUM; 

– Capability framework of SUM. 

Use cases of SUM are provided in Appendix I. 

NOTE 1 – Though different utilities, such as electricity, water and gas, are considered in this context, the 

scope of this Recommendation focuses on the common requirements and capability framework for SUM. 

The specific requirements and capability framework for each utility, including utility management and utility 

delivery, lie outside the scope of this Recommendation. 

NOTE 2 – Metering related security aspects are specified in [b-ITU-T X.1332] and are not addressed in this 

Recommendation. 

NOTE 3 – Policy and regulation matters lie outside the scope of this Recommendation.  

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

[ITU-T Y.4100] Recommendation ITU-T Y.4100/Y.2066 (2014), Common requirements of 

the Internet of things. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, this is a piece of equipment 
with the mandatory capabilities of communication and the optional capabilities of sensing, 
actuation, data capture, data storage and data processing. 
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3.1.2 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information 
society, enabling advanced services by interconnecting (physical and virtual) things based on 
existing and evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication 

capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that 

security and privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.3 meter [b-ITU-T Y.4109]: A device that measures and optionally records the quantity, 
degree or rate of something, especially the amount of electricity, gas or water used. 

NOTE – A meter is responsible for measuring the total amount of something consumed in a period. 

3.1.4 usage metering [b-ITU-T X.742]: The abstraction of activities that monitor the utilization 
of resources, for the purpose of accounting and controlling the recording of usage data. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following term: 

3.2.1 utility: A service that is used by the public, such as an electricity, water or gas supply.  

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms:  

API Application Programming Interface 

GNSS Global Navigation Satellite System 

IoT  Internet of Things 

SUM Smart Utility Metering 

Wi-Fi Wireless Fidelity 

5 Conventions 

In this Recommendation: 

The phrase "is required to" indicates a requirement that must be strictly followed and from which no 
deviation is permitted if conformance to this document is to be claimed. 

The phrase "is recommended" indicates a requirement that is recommended but which is not 
absolutely required. Thus, this requirement needs not be present to claim conformance. 

The phrase "can optionally" and "may" indicate an optional requirement that is permissible, without 
implying any sense of being recommended. These terms are not intended to imply that the vendor's 
implementation must provide the option and the feature can be optionally enabled by the network 
operator or service provider. Rather, it means the vendor may optionally provide the feature and 
still claim conformance with the specification. 

6 Introduction to smart utility metering 

Utility metering is widely used in private homes and commercial areas, providing measurements of 
utility services including electricity, gas and water. Utility metering applications include data 
management and device maintenance.  

SUM provides self-monitoring utility metering that supports data management with remote data 
collection and efficient device maintenance, and can also support other applications. Remote data 
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collection saves human resources and improves data management efficiency. Efficient device 
maintenance leads to reduced system downtime and operation interruptions. Advanced applications, 
such as utility quality monitoring, can improve the user experience. 

This Recommendation describes requirements and a capability framework for SUM. 

Figure 1 is an overall conceptual diagram of SUM. 

 

Figure 1 – Overall conceptual diagram for SUM 

SUM devices measure utility information, which includes but is not limited to utility consumption. 

SUM devices consist of meters connected to an IoT network. The IoT network enables the 

interaction between SUM devices and the SUM platform. The SUM platform is responsible for 

collecting and managing metering data. It provides the resulting metering information to SUM 

users, including utility consumers and providers, third party applications and other platforms. 

NOTE – The SUM platform may interact with other platforms for mutual exchange of beneficial information 

as shown in Figure 1. In some scenarios, the SUM platform may even be integrated within a larger scope 

system such as a smart city system.  

7 Requirements of SUM  

SUM devices are resource-constrained and time delay insensitive, and have low power 
consumption. Based on these characteristics, SUM has some specific requirements. 

In addition to the common requirements specified in [ITU-T Y.4100], specific requirements for 
SUM are listed in clauses 7.1 and 7.2. 

7.1 SUM platform requirements 

The SUM platform is required: 

– To collect measurement information; 

 NOTE 1 – Measurement information includes utility consumption, other data from other sensors 

(e.g., water pressure), and device information (e.g., working status, working battery capacity). 

– To check and analyse the integrity and correctness of the collected data; 
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 NOTE 2 – When received, the SUM platform discards incomplete or erroneous data. 

Re-transmission of such data is not required, in order to save power consumption.  

– To process and analyse collected data, in order to implement applications such as metering 

data analysis and faulty SUM device detection; 

– To provide capabilities of data presentation to SUM users; 

 NOTE 3 – Examples of data presentation modalities include web portal and mobile applications. 

– To manage the location information of SUM devices as appropriate; 

– To provide detection of faulty SUM devices; 

– To report faulty SUM devices and present fault information;  

– To support remote SUM device configuration; 

 NOTE 4 – For example, the platform can set the uploading time of metering information for SUM 

devices. 

– To support data recovery after platform failures. 

The SUM platform can optionally: 

– Expose open application programming interfaces (APIs) to third party applications for 

SUM service purposes; 

– Provide interfaces to other platforms to exchange information as appropriate; 

– Manage SUM device maintenance records and send reminders to relevant personnel when 

any scheduled maintenance procedure is needed.  

 NOTE 5 – For example, the platform can manage replacement and calibration records. 

7.2 SUM device requirements 

SUM devices are required: 

– To collect measurement information; 

– To transfer collected measurements in an appropriate format;  

 NOTE 1 – The reporting interval is normally set to 1 day or 1 week. It can be modified by SUM 

device configuration. 

 NOTE 2 – To avoid too many wake-ups and interactions, the reported data is suggested to be 

aggregated in one message, so the SUM device can transfer only once to complete the reporting. 

– To store and execute configuration settings received from the SUM platform; 

– To report fault information to the SUM platform where possible. 

SUM devices are recommended: 

– To be time synchronized with the SUM platform. 

 NOTE 3 – Time synchronization does not imply a frequent and/or constant exchange with the 

platform (in line with the SUM devices' limited resources).  

SUM devices can optionally: 

– Report their location information to the SUM platform where possible.  

 NOTE 4 – SUM devices may not have location capabilities such as global navigation satellite 

system (GNSS) and wireless fidelity (Wi-Fi) [b-IEEE-802.11] positioning. 
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8 Capability framework of SUM  

Based on the IoT reference model specified in [ITU-T Y.4000], Figure 2 illustrates the SUM 

capability framework, which consists of four layers and two cross-layer capability groups. 

In addition to the capabilities specified in [ITU T Y.4000], specific capabilities are required for the 

SUM platform and SUM devices. These specific capabilities are shown via the yellow highlighted 

boxes and their explanatory panels in Figure 2.  

  

Figure 2 – Capability framework for SUM  

8.1 Smart utility metering platform capabilities  

According to the SUM requirements specified in clauses 7.1 and 7.2, the SUM platform capabilities 

include those for data transfer, configuration setting management, maintenance, statistics and 

analysis, data presentation and interface to other platforms. The details of these capabilities are 

described in clauses 8.1.1 to 8.1.6. 

NOTE – Additional SUM platform capabilities related to object modelling techniques, for example 

[b-IEC TS 62056-6-9], are not addressed in this Recommendation.  

8.1.1 Data transfer capability 

The data transfer capability transfers data between different capabilities of the SUM platform. It 

includes but is not limited to: 

– Sending the measurement, identity and type of SUM devices to maintenance management 

capability, and statistics and analysis capability; 

– Sending configuration settings from the configuration setting management capability to 

SUM devices; 

https://webstore.iec.ch/publication/24736
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– Checking and analysing the integrity and correctness of the collected SUM data, discarding 

it when it is erroneous or incomplete. 

8.1.2 Configuration setting management capability 

The configuration setting management capability manages the creation, modification and deletion 

of configuration settings. It includes but is not limited to: 

– Creating configuration settings, such as the measurement frequency and time interval of 

report; 

– Modifying and deleting configuration settings; 

– Sending configuration settings to the data transfer capability; 

– Caching commands when SUM devices are offline, and sending commands when SUM 

devices are online. 

8.1.3 Maintenance capability 

The maintenance capability maintains SUM devices. It includes but is not limited to: 

– Storing, updating and deleting SUM device information, such as identity, type and location 

information; 

– Addressing queries about device information and operating status to SUM devices; 

– Recognizing and detecting the identity, type and operating status of SUM devices from the 

data transfer capability; 

– Informing maintenance personnel when a fault is detected; 

– Automatically generating fault reports from the operating status; 

– Optionally managing the SUM device maintenance records and sending reminders to 

relevant personnel when any scheduled maintenance procedure is needed; 

– Providing data recovery after platform failures. 

8.1.4 Statistics and analysis capability 

The statistics and analysis capability analyses measurement data, and generates analysis reports and 

warning events. It includes but is not limited to: 

– Processing measurement data based within one area or one time period, such as water 

consumption in a certain area or electricity consumption within a certain time interval; 

– Detecting abnormal measurement data, and generating warning events. 

8.1.5 Data presentation capability 

The data presentation capability presents measurement information. It includes, but is not limited to, 

interface provision: 

– To authorized SUM users to present raw measurement data and analysis reports; 

– To authorized SUM users to present the physical distribution of all SUM devices, and the 

maintenance status of each SUM device; 

– To authorized SUM users to present the physical distribution of faulty SUM devices with 

their fault information; 

– To authorized SUM users to present abnormal data and warnings about particular SUM 

devices. 
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8.1.6 Interface capability to third party applications or other platforms 

The interface capability to third party applications or other platforms provides interfaces between 

the SUM platform and third party applications or other platforms. It includes but is not limited to: 

– The optional exposure of open APIs to third party applications for SUM service purposes; 

– The optional provision of interfaces to other platforms to exchange information as 

appropriate. 

8.2 Smart utility metering device capabilities 

According to the SUM requirements specified in clause 7.2, the SUM device capabilities include 

those for data measurement, data processing, connecting, configuration setting storage and 

execution, and maintenance.  

8.2.1 Data measurement capability 

The data measurement capability measures SUM data. It includes but is not limited to: 

– Measuring SUM information related to utility consumption, such as electricity 

consumption; 

– Measuring SUM information related to utility quality and status, such as water pressure and 

remaining battery power. 

8.2.2 Data processing capability 

The data processing capability processes data. It includes but is not limited to: 

– Formatting data as appropriate for communication purposes.  

8.2.3 Connecting capability 

The data connecting capability enables SUM devices to communicate with the SUM platform. It 

includes but is not limited to: 

– Setting up communication between SUM devices and the SUM platform; 

– Receiving configuration settings from the SUM platform; 

– Sending configuration settings to configuration setting storage and execution capability; 

– Periodically reporting working status from maintenance capability to the SUM platform; 

– Reporting fault information from maintenance capability to the SUM platform; 

– Regularly reporting measurement data from the data measurement capability to the SUM 

platform. 

8.2.4 Configuration setting storage and execution capability 

The configuration setting storage and execution capability manages configuration settings. It 

includes but is not limited to: 

– Receiving and storing configuration settings from the connecting capability; 

– Automatically executing the configuration settings when new configuration settings are 

received. 
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8.2.5 Maintenance capability 

The maintenance capability maintains SUM devices. It includes but is not limited to: 

– Monitoring the working status of SUM devices; 

– Detecting abnormal measurements and reporting the fault information automatically to the 

connecting capability. 
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Appendix I 

 

Use cases of smart utility metering 

(This appendix does not form an integral part of this Recommendation.) 

This appendix provides some use cases of SUM. 

Figure I.1 shows smart water metering as a typical application of SUM. Through the IoT network 

and SUM platform, smart water metering can provide remote data collection, efficient device 

maintenance, and flexible data analysis and presentation. 

 

Figure I.1 – Smart water metering  

I.1 Remote data collection 

A smart water meter sends water consumption data to the SUM platform periodically through the 

IoT network. This time period can be modified in the configuration setting.  

The SUM platform can also collect other data from the smart water meter through sensors such as 

water pressure sensors. Water pressure is used to analyse the status of the water pipes and water 

storage. 

I.2 Device maintenance 

The SUM platform can manage various aspects of smart water meters, such as device information 

management, device operation status analysis, configuration setting and remote device control. 

I.2.1  Device information management 

When a smart water meter is installed and powered up, it is registered on the SUM platform with its 

device information, such as its identity and device type. Maintenance personnel can also add the 

device location to the device information. Device information can be modified, queried and deleted 

on the SUM platform. 

I.2.2  Device operation status analysis 

The smart water meter reports its operation status periodically to the SUM platform. The SUM 

platform analyses whether the smart water meter is working well. When a faulty device is detected, 

the SUM platform informs the maintenance personnel promptly. 
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I.2.3  Configuration setting 

The SUM platform can remotely update the smart water meter configuration to set device working 

parameters for a single device or a group of devices on demand. 

I.2.4  Remote device control 

Maintenance personnel can turn off a specific smart water meter to cut off the water supply if its 

user is in arrears. Maintenance personnel can also turn off a group of devices when a water pipe is 

broken. In addition, the SUM platform can query smart water meters so that they can react back 

immediately with water consumption data, and accurate consumption invoices can then be issued. 

I.3 Data analysis and presentation 

The SUM platform can analyse water consumption in a certain area or within a certain time 

interval. 

The SUM platform can present raw measurement data, analysis reports, physical distribution and 

maintenance status of a single smart water meter. The platform can also present faulty device 

information and abnormal data to the user. 

  



 

  Rec. ITU-T Y.4419 (07/2021) 11 

Bibliography 

 

[b-ITU-T X.742] Recommendation ITU-T X.742 (1995), Information technology – Open 

Systems Interconnection – Systems management: Usage metering function 

for accounting purposes. 

[b-ITU-T X.1332] Recommendation ITU-T X.1332 (2020), Security Guidelines for Smart 

Metering Services in Smart Grids. 

[b-ITU-T Y.4109] Recommendation ITU-T Y.4109/Y.2061 (2012), Requirements for the 

Support of Machine-oriented Communication Applications in the Next 

Generation Network Environment. 

[b-IEC TS 62056-6-9] IEC TS 62056-6-9:2016, Electricity Metering Data exchange – The 

DLMS/COSEM Suite – Part 6-9: Mapping between the Common 

Information Model Message Profiles (IEC 61968-9) and DLMS/COSEM 

(IEC 62056) Data models and Protocols. 

[b-IEEE 802.11]  IEEE Standard 802.11 (2020), IEEE Standard for Information Technology 

– Telecommunications and Information Exchange between Systems – 

Local and Metropolitan Area Networks – Specific Requirements – Part 11: 

Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) 

Specifications. 

 

https://webstore.iec.ch/publication/24736




 

 

 

 



 

Printed in Switzerland 
Geneva, 2021 

 

SERIES OF ITU-T RECOMMENDATIONS 

Series A Organization of the work of ITU-T 

Series D Tariff and accounting principles and international telecommunication/ICT economic and policy 

issues 

Series E Overall network operation, telephone service, service operation and human factors 

Series F Non-telephone telecommunication services 

Series G Transmission systems and media, digital systems and networks 

Series H Audiovisual and multimedia systems 

Series I Integrated services digital network 

Series J Cable networks and transmission of television, sound programme and other multimedia signals 

Series K Protection against interference 

Series L Environment and ICTs, climate change, e-waste, energy efficiency; construction, installation 

and protection of cables and other elements of outside plant 

Series M Telecommunication management, including TMN and network maintenance 

Series N Maintenance: international sound programme and television transmission circuits 

Series O Specifications of measuring equipment 

Series P Telephone transmission quality, telephone installations, local line networks 

Series Q Switching and signalling, and associated measurements and tests 

Series R Telegraph transmission 

Series S Telegraph services terminal equipment 

Series T Terminals for telematic services 

Series U Telegraph switching 

Series V Data communication over the telephone network 

Series X Data networks, open system communications and security 

Series Y Global information infrastructure, Internet protocol aspects, next-generation networks, 

Internet of Things and smart cities 

Series Z Languages and general software aspects for telecommunication systems 

  

 


	Recommendation ITU-T Y.4419 – Requirements and capability framework of smart utility metering (SUM)
	Summary
	FOREWORD
	Table of Contents
	1 Scope
	2 References
	3 Definitions
	3.1 Terms defined elsewhere
	3.2 Terms defined in this Recommendation

	4 Abbreviations and acronyms
	5 Conventions
	6 Introduction to smart utility metering
	7 Requirements of SUM
	7.1 SUM platform requirements
	7.2 SUM device requirements

	8 Capability framework of SUM
	8.1 Smart utility metering platform capabilities
	8.1.1 Data transfer capability
	8.1.2 Configuration setting management capability
	8.1.3 Maintenance capability
	8.1.4 Statistics and analysis capability
	8.1.5 Data presentation capability
	8.1.6 Interface capability to third party applications or other platforms

	8.2 Smart utility metering device capabilities
	8.2.1 Data measurement capability
	8.2.2 Data processing capability
	8.2.3 Connecting capability
	8.2.4 Configuration setting storage and execution capability
	8.2.5 Maintenance capability


	Appendix I  Use cases of smart utility metering
	I.1 Remote data collection
	I.2 Device maintenance
	I.2.1  Device information management
	I.2.2  Device operation status analysis
	I.2.3  Configuration setting
	I.2.4  Remote device control

	I.3 Data analysis and presentation

	Bibliography

