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Recommendation ITU-T Y.4122 

Requirements and capability framework of the  

edge-computing-enabled gateway in the Internet of things 

 

 

 

Summary 

The gateway is an important component of Internet of things (IoT) systems, enabling IoT devices to 

connect to communication networks. Edge computing technologies can benefit the IoT, providing 

computation, storage, networking and intelligence in proximity to IoT devices. 

Compared with the common gateway [ITU-T Y.4101], the edge-computing-enabled gateway in the 

IoT (EC-enabled IoT gateway) has additional capabilities supporting service layer interworking, and 

application layer interworking between IoT devices, IoT platforms and IoT application servers. In 

addition, the EC-enabled IoT gateway supports data transmission capabilities for IoT applications 

sensitive to time, latency, jitter and packet loss. 

Based on the common requirements and capabilities of a gateway for IoT applications [ITU-T Y.4101] 

and IoT requirements for support of edge computing [ITU-T Y.4208], additional capabilities and 

capability framework of the edge-computing-enabled gateway in the IoT are specified. Examples of 

applicability of the edge-computing-enabled gateway in the IoT are also given. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.4122 

Requirements and capability framework of the 

edge-computing-enabled gateway in the Internet of things 

1 Scope 

Compared with the common gateway [ITU-T Y.4101], the edge-computing-enabled gateway in the 

Internet of things (IoT) – abbreviated as the EC-enabled IoT gateway – has additional capabilities 

supporting service layer interworking and application layer interworking between IoT devices, IoT 

platforms and IoT application servers. In addition, the EC-enabled IoT gateway supports data 

transmission capabilities for IoT applications sensitive to time, latency, jitter and packet loss. 

Based on common requirements and capabilities of a gateway for IoT applications [ITU-T Y.4101] 

and IoT requirements for support of edge computing [ITU-T Y.4208], additional capabilities and a 

capability framework of the edge-computing-enabled gateway in the IoT are specified.  

The scope of this Recommendation includes: 

– The introduction of the EC-enabled IoT gateway; 

– The requirements of the EC-enabled IoT gateway; 

– The capabilities of the EC-enabled IoT gateway; 

– The capability framework of the EC-enabled IoT gateway. 

The appendix provides examples of applicability of the EC-enabled IoT gateway. 

NOTE – Direct communication of the EC-enabled gateway with other gateways in the IoT is out of scope of 

this Recommendation.  

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.4000] Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

Things. 

[ITU-T Y.4101] Recommendation ITU-T Y.4101/Y.2067 (2017), Common Requirements and 

Capabilities of a Gateway for Internet of Things Applications. 

[ITU-T Y.4113] Recommendation ITU-T Y.4113 (2016), Requirements of the Network for the 

Internet of Things. 

[ITU-T Y.4208] Recommendation ITU-T Y.4208 (2020), Internet of Things Requirements for 

Support of Edge Computing. 
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3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 access control [b-ITU-T F.500]: Method of controlling access to information held in the 

directory either for retrieval, managing or updating purposes. 

3.1.2 authentication [b-ITU-T Y.1271]: The act or method used to verify a claimed identity. 

3.1.3 authorization [b-ITU-T X.800]: The granting of rights, which includes the granting of access 

based on access rights. 

3.1.4 gateway [ITU-T Y.4101]: A unit in the Internet of things which interconnects the devices 

with the communication networks. It performs the necessary translation between the protocols used 

in the communication networks and those used by devices. 

3.1.5 internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, 

the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and 

privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

APP Application 

CPU Central Processing Unit 

EC Edge Computing 

IoT Internet of Things 

PLC Programmable Logic Controller 

QoS Quality of Service 

SS&AS Service Support and Application Support 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from 

which no deviation is permitted if conformance to this document is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

The keywords "can optionally" and "may" indicate an optional requirement which is permissible, 

without implying any sense of being recommended. These terms are not intended to imply that the 

vendor's implementation must provide the option and the feature can be optionally enabled by the 
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network operator/service provider. Rather, it means the vendor may optionally provide the feature 

and still claim conformance with the specification. 

The expressions "edge-computing-enabled gateway in the Internet of things (IoT)" and "edge-

computing (EC)-enabled IoT gateway" are used interchangeably.  

6 Introduction of the edge-computing-enabled gateway in the IoT 

The IoT is a global infrastructure that interconnects (physical and virtual) things and makes full use 

of things to offer services to all kinds of applications while ensuring security and privacy per 

corresponding requirements [ITU-T Y.4000].  

To realize the vision of the IoT, the gateway is an important component to support the interconnection 

of devices which cannot connect to communication networks directly.  

The EC-enabled IoT gateway is a kind of gateway with common gateway capabilities [ITU-T Y.4101] 

and additional capabilities for the support of edge computing. 

Compared with the common requirements and capabilities of a gateway in the IoT [ITU-T Y.4101], 

the EC-enabled IoT gateway can provide flexible capabilities and can cooperate efficiently with IoT 

technical components (e.g., IoT device, IoT platform, application server, IoT area network, access 

network [ITU-T Y.4113]).  

The EC-enabled IoT gateway can efficiently make usage of the capabilities of IoT application servers, 

IoT platforms and IoT devices, and this enables the gateway's self-configuration in order to fulfil the 

service requirements identified in [ITU-T Y.4208].  

IoT applications may be sensitive to time synchronization, latency, jitter, packet loss and other 

network quality of service (QoS) parameters. The EC-enabled IoT gateway can provide computation, 

storage, networking and intelligence in proximity to IoT devices, reducing network resource 

consumption (for example, spectrum and bandwidth resources) while meeting IoT application 

requirements at the same time. 

7 Requirements of the edge-computing-enabled gateway in the IoT 

The EC-enabled IoT gateway supports common requirements of the gateway specified in 

[ITU-T Y.4101]. The additional requirements of the gateway for the support of edge computing are 

a key target of this Recommendation. 

Referring to the IoT reference model [ITU-T Y.4000] and the basic model of the network for the IoT 

[ITU-T Y.4113], the EC-enabled IoT gateway and the technical components interworking with it are 

shown in Figure 1. 

NOTE 1 – The service support and application support (SS&AS) layer is optional for some IoT devices.  

NOTE 2 – The IoT area network and the access network provide the underlying network connectivity for the 

EC-enabled IoT gateway and its interworking with other IoT technical components. 
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Figure 1 – EC-enabled IoT gateway and its interworking 

with other IoT technical components 

7.1 Service layer interworking 

Compared with the gateway [ITU-T Y.4101], the EC-enabled IoT gateway is required to additionally 

support service layer interworking in order to enable collaboration between IoT devices, IoT 

platforms and IoT application servers. 

NOTE – As an example, the EC-enabled IoT gateway can support time-sensitive tasks on behalf of IoT devices. 

7.2 Application layer interworking 

Compared with the gateway [ITU-T Y.4101], it is recommended that the EC-enabled IoT gateway 

additionally support application layer interworking with IoT devices, IoT platforms and IoT 

application servers in order to enable application collaboration across these components. 

7.3 Network QoS and time sensitiveness  

Based on clauses 7.2.3 and 8.3.2 of [ITU-T Y.4208], "Internet of Things Requirements for Support 

of Edge Computing", compared with the common requirements of the gateway in the IoT 

[ITU-T Y.4101], it is recommended that the EC-enabled IoT gateway additionally support 

networking with bounded network QoS, including bounded latency, bounded jitter and bounded 

packet loss, between the EC-enabled IoT gateway and other IoT technical components.  

It is also recommended that the EC-enabled IoT gateway additionally support time-sensitive data 

transmission in order to ensure low latency and time synchronization between the EC-enabled IoT 

gateway and other IoT technical components. 

8 Capabilities of the edge-computing-enabled gateway in the IoT 

The EC-enabled IoT gateway supports the common capabilities of the gateway specified in 

[ITU-T Y.4101]. The additional capabilities of the gateway with support of edge computing are a key 

target of this document. 

Based on IoT requirements for the support of edge computing [ITU-T Y.4208], the functional 

framework and capabilities of the IoT [ITU-T Y.4401] and common capabilities of the gateway in 

the IoT [ITU-T Y.4101], the capabilities of the EC-enabled IoT gateway (for simplicity, "the 

gateway" in the following clauses) can be classified into the following categories: protocol translation 

capabilities, data processing capabilities, remote updating capabilities, network support capabilities 

and management capabilities. 
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8.1 Protocol translation capabilities 

Compared with the communication protocol translation capabilities specified in clause 8.2 of 

[ITU-T Y.4101], the gateway provides additional protocol translation capabilities in the SS&AS layer 

and/or application layer. 

The gateway is required to provide SS&AS layer protocol translation to support the generic support 

capabilities of the SS&AS layer.  

NOTE 1 – The generic support capabilities of the SS&AS layer are common capabilities which can be used 

by different IoT applications, such as data processing or data storage. These capabilities may also be invoked 

by specific support capabilities, e.g., to build other specific support capabilities [ITU-T Y.4000]. 

Since computation, storage and intelligence may migrate from the IoT platforms and IoT application 

servers to the gateway, it is recommended that the gateway provide application layer protocol 

translation to support application layer interworking with IoT platforms and IoT application servers. 

Based on the protocol translation capabilities in the application layer, the gateway can cooperate with 

IoT platforms and IoT application servers with heterogeneous application layer protocols. 

It is recommended that the gateway provide application layer protocol translation to support 

application layer interworking with the IoT devices. Based on the protocol translation capabilities in 

the application layer, the gateway can manage IoT devices with heterogeneous application layer 

protocols.  

NOTE 2 – Refer to clause 8.3 of [ITU-T Y.4101] for more details. 

8.2 Data processing capabilities 

The data processing capabilities of the gateway include data collecting capability, data storage 

capability, data analysis capability and data delivery capability. 

It is recommended that the gateway provide data processing capabilities to IoT platforms and IoT 

application servers so that IoT platforms and IoT application servers can deploy some data operations 

at the edge of the network. With respect to data operations in the IoT platforms and IoT application 

servers, due to shortened data transmission path and data processing capabilities provided by the 

gateway, processing speed may be increased. 

It is recommended that the gateway allocate or reserve data processing related resources (e.g., 

memory, central processing unit (CPU), data flow priority, bandwidth) according to requests from 

IoT platforms and IoT application servers in preset mode and/or dynamic mode. 

It is recommended that the gateway provide IoT devices with data storage, data analysis and data 

delivery capabilities in order to, on behalf of the IoT devices, collaborate with other IoT devices, IoT 

platforms and IoT application servers. 

NOTE – For example, the deployment of the data analysis capability in the gateway may allow the reduction 

of transmission latency and jitter against the deployment of the data analysis capability in remote IoT platforms 

and IoT application servers.  

8.3 Remote updating capabilities 

To support service layer interworking and application layer interworking, it is recommended that the 

gateway provide remote updating capabilities, periodically or based on event triggering. 

The remote updating capabilities are required to enable software loading, starting, stopping, updating 

and unloading, as well as application (APP) hosting and other operations according to commands 

from IoT platforms and IoT application servers. 

8.4 Network support capabilities 

In order to satisfy bounded network QoS, low latency and time synchronization requirements, the 

gateway is required to support time-sensitive data transmission capabilities (enabling technologies 
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include, but are not limited to, frame pre-emption [b-IEEE 802.1Q], traffic scheduling and time 

synchronization [b-IEEE 802.1AS]).  

8.5 Management capabilities 

8.5.1 Network access management 

The gateway is required to support network access management and related protocols. 

The gateway is required to have self-healing ability in order to ensure normal connection and 

reconnection to the IoT area network and access network after normal restart and abnormal power 

failure. 

8.5.2 Log management 

The gateway is required to support log recording, including recording of system log, access log, 

firewall log, alarm log and other logs, which enables, for example, monitoring of login operations 

and gateway configuration operations, as well as of access operations that violate preset rules or 

policies (such as illegal attack, access to some Internet sites, etc.).  

The gateway is required to support the querying and clearing of log records. 

The gateway is required to support the time stamping of log records. 

The gateway is required to support a lack of loss of log records in case of power failure. 

It is recommended that the gateway support detection of abnormal log records. 

8.5.3 Power management  

It is recommended that the gateway have power management to manage the power status of the IoT 

devices which are connected to the gateway.  

NOTE – The management of the power status includes, but is not limited to, start, shutdown and restart of the 

power.  

It is recommended that the gateway provide IoT platforms and IoT application servers with power 

management to start, shutdown and restart the power of the gateway. 

8.5.4 Firmware management  

The gateway is required to support firmware management from the IoT platforms and IoT application 

servers, including, but not limited to, firmware update and firmware fall-back.  

9 Capability framework of the edge-computing-enabled gateway in the IoT 

The capability framework of EC-enabled gateway in the IoT is shown in Figure 2. 

The application layer capabilities provide application-dependent capabilities to applications of the 

EC-enabled IoT gateway in order to support application layer interworking between IoT devices, IoT 

platforms and IoT application servers. Application protocol translation, metadata management and 

service provisioning are basic capabilities.  

The SS&AS layer capabilities provide application-independent capabilities in order to support 

applications deployed in the EC-enabled IoT gateway. SS&AS layer protocol translation, hardware 

virtualization and scheduling are basic capabilities. 

The network layer capabilities include network quality monitoring and time-sensitive data 

transmission support, which are basic capabilities to support application layer interworking and 

service layer interworking. 

The device layer capabilities include interface and functionality support, which is a basic capability 

to support upper layer capabilities. 
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The management capabilities include maintenance support, power management and firmware 

management. 

The security capabilities include authentication, authorization, encryption support and access 

control.  

 

Figure 2 – Capability framework of EC-enabled IoT gateway 

9.1 Application layer capabilities 

9.1.1 Application protocol translation 

According to clause 8.1, it is recommended that the gateway provide application protocol translation 

capability in order to support heterogeneous protocols at the application layer between IoT devices, 

IoT platforms and IoT application servers.  

9.1.2 Metadata management 

According to clause 8.1, the gateway has the capability of protocol identification. Protocol related 

metadata is required to be managed. 

According to clause 8.2, the gateway provides data processing capabilities to IoT devices, IoT 

platforms and IoT application servers. The gateway is required to provide metadata management to 

enable these capabilities. 

The gateway is required to provide metadata management capability to support application layer 

interworking between IoT devices, IoT platforms and IoT application servers.  

Metadata addition, deletion, modification and lookup are four basic operations that metadata 

management is required to provide.  

9.1.3 Service provisioning  

According to clause 8.2, the gateway is required to provide service provisioning capability to support 

application layer interworking between IoT devices, IoT platforms and IoT application servers. Via 

service provisioning capability, IoT platforms and IoT application servers can, for example, activate 

and deactivate the gateway (fully or partially, i.e., with only some specific capabilities).  
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9.2 Service support and application support layer capabilities 

9.2.1 SS&AS layer protocol translation 

According to clause 8.1, in order to support the interworking of IoT devices with IoT platforms and 

IoT application servers, the gateway adapts the protocols between the IoT devices, IoT platforms and 

IoT application servers. 

According to clause 8.1, the gateway is required to provide a protocol translation capability in the 

SS&AS layer to support SS&AS layer interworking between IoT devices, IoT platforms and IoT 

application servers. 

9.2.2 Hardware virtualization 

According to clause 8.2, it is recommended that the gateway provide hardware virtualization 

capability in the SS&AS layer in order to support application software independence from the 

gateway's hardware.  

NOTE – Hardware virtualization aims to abstract the functionalities of the hardware and cover up the 

differences of the hardware in order to, for example, simplify the hardware development. 

9.2.3 Scheduling  

According to clause 8.2, the gateway is required to provide resource scheduling capability (for 

example, network priority scheduling of different application data flows), in order to support 

application layer interworking and SS&AS layer interworking. 

9.3 Network layer capabilities 

9.3.1 Network quality monitoring 

According to clause 8.2, it is recommended that the gateway provide network quality monitoring 

capability as this is critical to effectively support interworking between the gateway, IoT platforms 

and IoT application servers, and make good usage of the network resources. 

It is recommended that the network quality monitoring capability collect network quality related data 

in order to support network quality analysis and network problem diagnosis (for example, data 

associated with wireless signal strength).  

It is recommended that the network quality monitoring capability report the network quality related 

data to IoT platforms and IoT application servers so that IoT platforms and IoT application servers 

can adjust their network strategy (e.g., traffic priorities, spectrum allocation) according to the network 

status, as appropriate. 

9.3.2 Time-sensitive data transmission support 

According to clause 8.4, the gateway is required to support time-sensitive data transmission 

capabilities. 

9.4 Device layer capabilities 

9.4.1 Interface and functionality support 

According to clause 8.4, the gateway is required to support network interfaces and corresponding 

functionalities to ensure time-sensitive data transmission with the IoT area network as well as the 

access network. 
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9.5 Management capabilities 

9.5.1 Maintenance support 

According to clause 8.5.2, the gateway is required to provide maintenance capability to support 

recovery from errors, and restoration from previous backups. 

9.5.2 Power management 

According to clause 8.5.3, it is recommended that the gateway provide power management capability 

in order to enable the IoT platforms and IoT application servers to manage the power of the gateway.  

NOTE – The IoT platforms and IoT application servers can invoke the power management capability provided 

by the gateway, for example, to lower the energy consumption of the gateway.  

According to clause 8.5.3, it is recommended that the gateway provide the IoT platforms and IoT 

application servers with power management capability in order to manage the power of the IoT 

devices connected with the gateway on their behalf. 

9.5.3 Firmware management 

According to clause 8.5.4, the gateway is required to provide firmware management capability, 

including, but not limited to, firmware release, firmware update and firmware fall-back, in order to 

enable interworking with IoT devices, IoT platforms and IoT application servers as appropriate.  

9.6 Security capabilities 

9.6.1 Authentication 

According to clauses 8.1, 8.2, 8.3 and 8.5, the gateway interworks with IoT platforms, IoT application 

servers and IoT devices.  

It is recommended that the gateway provide authentication capability, e.g., to verify the identity of 

the gateway's access requester. The access requester may include IoT devices, IoT platforms and IoT 

application servers. 

9.6.2 Authorization 

According to clauses 8.1, 8.2, 8.3 and 8.4, the gateway interworks with IoT platforms, IoT application 

servers and IoT devices. Authorization is necessary for the gateway to ensure that interworking 

operations work under proper rights. 

It is recommended that the gateway provide authorization capability, e.g., to grant the corresponding 

access rights to the access requester. 

9.6.3 Encryption support 

According to clauses 8.1, 8.2, 8.3 and 8.4, the gateway interworks with IoT platforms, IoT application 

servers and IoT devices. Some sensitive data may be transmitted: as an example, the data for power 

management of the production devices in a factory is critical to production safety.  

It is recommended that the gateway provide encryption support capability, including but not limited 

to support of encryption for storage and communication.  

NOTE – Communication encryption may be used between the gateway and other IoT technical components 

such as IoT devices, IoT platforms and IoT application servers. 

9.6.4 Access control 

According to clause 8.1, it is recommended that the gateway provide access control capability, e.g., 

to prevent access to information stored in the gateway itself in case no access right is granted to the 

requester. 
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Appendix I 

 

Examples of applicability of the edge-computing-enabled gateway in the IoT  

(This appendix does not form an integral part of this Recommendation.) 

I.1 EC-enabled IoT gateway in crane control 

In factories, the EC-enabled IoT gateway can be used to support interworking between the IoT 

platform and IoT devices in industrial deployments. 

Figure I.1 is an example of EC-enabled IoT gateway usage in crane control.  

Industrial cranes are large mechanical pieces of equipment which are composed of mechanical 

structures, sensors and actuators. Remote control of industrial cranes is usually used in large-scale 

factories, harbours and mines.  

 

Figure I.1 – Example of EC-enabled IoT gateway usage in crane control  

(PLC – programmable logic controller) 

Figure I.2 shows typical crane control before the introduction of EC-enabled gateway usage.  

 

Figure I.2 – Typical crane control before the introduction of EC-enabled gateway usage  

With respect to Figure I.2, the basic process of crane control is as follows: 

1. The crane sensors collect status information relating to the crane; 

2. The crane sensors send this status information to the programmable logic controllers (PLCs);  

3. Based on the status provided by the crane sensors, the PLCs make decisions and send control 

commands to the crane actuators; 

4. The crane actuators execute the received commands; 

5. Based on the execution of the actuators, the crane performs the actions. 

The limitation of crane control without EC-enabled gateway usage is that when there is more than 

one PLC, these PLCs cannot make decisions collaboratively and efficiently.  
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Compared with typical crane control before the introduction of EC-enabled gateway usage, the 

EC-enabled IoT gateway can provide resources, for example, computation, storage and network, to 

support the collaborative decision making of multiple PLCs, and can support interworking between 

the servers deployed at the central control room and the PLCs deployed on the field. 

As shown in Figure I.1, via the IoT area network, the gateway can support interworking between 

crane sensors, actuators, PLCs and other devices, for example, video cameras. Therefore, decision 

making can be based on statuses from multiple crane sensors and the control commands can be sent 

to multiple actuators. Cooperation between these actuators can then be achieved. 

Additionally, via access network, the gateway can support interworking between PLCs, PLC servers 

and other devices (for example, video cameras) and those devices' servers (for example, video 

servers). Therefore, decision making can not only be based on statuses from multiple crane sensors 

but can also be based on information from multiple severs deployed in the centre control room. The 

crane control can then cooperate with other equipment, for example, vehicles and freighters.  

In summary, the EC-enabled IoT gateway can help to improve the efficiency of crane control and 

broaden the scope of crane application. 

I.2 EC-enabled IoT gateway in product inspection 

The EC-enabled IoT gateway can be used in product inspection. In order to improve the yield rate of 

products, they must pass through a strict inspection. The inspection is often composed of a complex 

set of test items. The IoT platform can deliver the test items or inspection models to the gateway. 

With the help of the gateway, the product inspection can be carried out more easily and efficiently. 

 

Figure I.3 – Example of EC-enabled IoT gateway usage in product inspection 

As shown in Figure I.3, the gateway can be used in product inspection:  

1. Cameras take photos of the industrial products; 

2. Cameras send these photos to the gateway; 

3. The gateway invokes a photo-based defect analysis program to inspect the defective products; 

4. When a defective product is found, the gateway controls mechanical arms to remove the 

defective product. 

To improve the accuracy of the analysis results of the photo-based defect analysis program, the edge 

cloud can keep a large amount of historical data from photos. Based on this historical data from 

photos, an inspection model for the photo-based defect analysis program can be iterated.  

When the model is iterated, the iterated inspection model can be sent to the gateway. Then the 

gateway is updated, and the yield rate may consequently be improved. 

The benefits of the EC-enabled IoT gateway in this use case include but are not limited to: 

1. That the gateway can be configured by the IoT platform in the edge cloud in Figure I.3, so 

that the capabilities of the gateway can be iteratively enhanced.  
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2. That the gateway can support diverse IoT devices, for example, cameras and mechanical arms 

as shown in Figure I.3, so that cooperation between IoT devices can be achieved.  

3. That the gateway can provide data processing at the edge near to the production line, which 

may reduce pressure on the transport network and IoT platform, and enable real-time 

operations, for example, the removal of defective products from the production line. 
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