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Recommendation ITU-T Y.4121 

Requirements of an Internet of things enabled network for support 

of applications for global processes of the Earth 

 

 

 

Summary 

Internet of things (IoT) applications for global processes, such as the advanced detection of natural 

disasters, present demanding requirements for real-time distributed IoT networks. 

Internet of things for monitoring and studying global processes (IoT GP) is an innovative concept that 

combines Internet of things devices distributed all over the world and one or more control and 

management centres (CMCs) for monitoring global natural and man-made processes.  

The key idea to IoT GP is real-time consolidation of sensor data from different parts of the Earth, 

allowing for enhanced disaster preparedness and development of advanced models of global processes. 

For example, IoT GP can be used to detect areas of possible occurrence of earthquakes, floods, 

wildfires, heat waves, etc.  

Recommendation ITU-T Y.4121 describes key IoT GP features, deployment schemes of IoT GP 

devices, and requirements of the IoT GP network. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 

 

 

 

NOTE 

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a 

telecommunication administration and a recognized operating agency. 

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain 

mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the 

Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other 

obligatory language such as "must" and the negative equivalents are used to express requirements. The use of 

such words does not suggest that compliance with the Recommendation is required of any party. 
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Recommendation ITU-T Y.4121 

Requirements of an Internet of things enabled network for support 

of applications for global processes of the Earth 

1 Scope 

This Recommendation describes requirements of an Internet of things (IoT) enabled network for 

support of applications monitoring and studying global processes of the Earth. This innovative 

concept of "Internet of things for monitoring and studying global processes (IoT GP)" combines 

geographically distributed IoT devices, and one or more control and management centres (CMCs) for 

the monitoring of global natural and man-made processes. 

This Recommendation describes key IoT GP features, deployment schemes of IoT GP devices, and 

requirements of the IoT GP network. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation.  

[ITU-T Y.2205]  Recommendation ITU-T Y.2205 (2011), Next Generation Networks – 

Emergency telecommunications – Technical considerations. 

[ITU-T Y.4000]  Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

[ITU-T Y.4102]  Recommendation ITU-T Y.4102/Y.2074 (2015), Requirements for Internet of 

things devices and operation of Internet of things applications during disasters. 

[ITU-T Y.4113]  Recommendation ITU-T Y.4113 (2016), Requirements of the network for the 

Internet of things. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 Internet of things (IoT) [ITU-T Y.4000]: A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication capabilities, 

the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that security and 

privacy requirements are fulfilled. 

NOTE 2 – From a broader perspective, the IoT can be perceived as a vision with technological and societal 

implications. 

3.1.2 device [ITU-T Y.4000]: In the Internet of things, a piece of equipment with the mandatory 

capabilities of communication and the optional capabilities of sensing, actuation, data capture, data 

storage and data processing. 
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3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 control and management centre (CMC): Entity responsible for the control and 

management of an IoT GP network, including data gathering from IoT GP devices and service 

rendering to IoT GP users. 

3.2.2 global processes (GP): Phenomena of natural or man-made origin, related to a sharp 

deviation from the normal behaviour of everyday natural or man-made processes, which may have a 

significant impact on the natural, human, economic and social environment.  

NOTE – Examples of global processes include earthquakes, floods, forest fires, heat waves and other 

environmental hazards. 

3.2.3 IoT GP device: An IoT device used in an IoT GP network.  

NOTE – This Recommendation identifies two types of IoT GP. 

3.2.4 IoT GP network: A network for monitoring and studying global processes that provides 

reliable information delivery from geographically distributed IoT devices and trusted information 

exchange.  

3.2.5 IoT GP service: Information and communication service rendered using the IoT GP network. 

3.2.6 IoT GP user: User of an IoT GP service. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

CMC Control and Management Centre 

GP Global Processes 

IoT Internet of Things 

IoT GP IoT for monitoring and study of Global Processes 

IP Internet Protocol 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from which 

no deviation is permitted if conformance to this document is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement needs not be present to claim conformance. 

The keywords "can optionally" and "may" indicate an optional requirement which is permissible, 

without implying any sense of being recommended. These terms are not intended to imply that the 

vendor's implementation must provide the option and the feature can be optionally enabled by the 

network operator/service provider. Rather, it means the vendor may optionally provide the feature 

and still claim conformance with the specification. 

6 Overview of IoT GP 

The feasibility of IoT GP is based on technological breakthroughs of recent years: 

– the transition to a new IP addressing technology, IP version 6, which provides increased 

addressing capabilities; 

– network convergence, which allows for the integration of sensor networks; 
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– the increasing wireless access availability worldwide; 

– the utilization of cloud computing technologies. 

These technologies constitute the technical foundation for the deployment of IoT GP.  

Any object embedded with electronics, software, sensors, actuators and network connectivity may be 

considered an IoT device. Connected objects could include any living being with a networked IoT 

device. For example, there are IoT global processing systems used in the transportation industry that 

collect information from drivers calling into data centres. Based on these calls, the systems create a 

traffic report on road conditions. The more calls received from different parts of the city, the more 

information is processed to build a larger city traffic map. 

The use of IoT devices and their processing abilities to manipulate the data from drivers' calls, make 

drivers aware of road conditions, congestion, detours and traffic collisions.  

By deploying IoT devices to areas around the world, especially in disaster prone areas, these devices 

can monitor natural and man-made processes. Through the collected data, models can be developed 

to study environmental changes that could aid in predicting future cataclysmic events. 

The key ideas of IoT GP are: 

1) Emergency monitoring systems could benefit from utilizing data collected from various types 

of devices. Such data may contain hidden components of signals anticipating emergency 

situations that may be detected with special data processing methods. The IoT devices used 

for IoT GP (IoT GP devices), equipped with sensitive detection sensors, can improve the 

forecast capability of emergency monitoring systems. Real-time data from various sensors 

can improve disaster preparedness and develop advanced emergency response models. For 

example, IoT GP devices may be used for early detection of earthquakes, floods, wildfires, 

heat waves and other environmental hazards. 

2) It is often difficult to differentiate signals used by IoT GP devices to forecast disasters from 

background noise, however, those signals may help to identify and significantly improve the 

disaster prediction capabilities, thereby drastically reducing loss in life and property. 

Connected things (including people, animals, insects, birds, bacteria, single cells, etc.) could 

be used to monitor various activities on Earth, to identify global changes. The evaluated data 

would allow for a timely reaction that would help predict negative environmental impacts. 

The sensors of IoT GP devices used to forecast disasters employ common modulating signals to 

monitor various physical phenomena. IoT sensors may be attached to any object sensitive to 

environmental changes. Biogeochemists are most qualified in selecting the proper sensors for the 

intended purpose as they have been studying environmental changes and their effects on objects. In 

the early stages of a natural or man-made disaster, many signals of varying intensities may occur at 

the same time. It is suggested that IoT GP devices be used to correctly capture all the data in time for 

an early warning. For example, sensor panels, consisting of different types of IoT GP devices, are 

more sensitive to the detection of multiple weak prediction signals to forecast imminent disasters than 

other types of monitoring devices. Sensor panels can complement the sensors in monitoring systems. 

Figure 1 gives an overview of an IoT GP network with a single control and measurement centre 

(CMC).  

An IoT GP network usually consists of a set of IoT GPType1 devices and a set of IoT GPType2 devices. 

The difference between the two types of IoT GP devices is that the IoT GPType1 devices are sensors 

providing information recorded in databases and processed, whereas, the IoT GPType2 devices are 

users of the information obtained as a result of the processing of the data collected from the IoT 

GPType1 devices. Therefore, the IoT GPType2 devices are typically persons interacting with the IoT 

devices. In some cases, any IoT GPType2 device may also act as an IoT GPType1 device. 
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The CMC gathers data from the IoT GP devices and stores it in data processing unit(s). The purpose 

of the CMC is to enable sharing and manipulation of data with other entities through the support of 

cloud computing technologies and big data analysis tools. 

NOTE 1 – The data processing unit(s) can be remote or within the CMC. 

NOTE 2 – An IoT GP network may contain more than one CMC. In such case, the various CMCs may share 

control functions, or some CMCs can serve as redundant CMCs. 

 

Figure 1 – Overview of IoT GP network 

An IoT GP network can be used for: 

1) more careful consideration of global processes, by monitoring them; 

2) prediction of emergencies, both man-made and natural, via monitoring of global processes;  

3) investigation of the influence of a man-made component on the natural global processes; 

4) investigation of the influence of global processes on properties of objects (subjects); 

5) management of global processes. 

As previously mentioned, incoming data from multiple IoT GP devices may contain weak signals. 

Examination of these weak signals may be based either on existing data processing methods or on 

other techniques. A number of very sophisticated mathematical solutions exist to extract intelligence 

from large amounts of data in various domains of human activity. 

One possible solution for the extraction of intelligence from multiple weak data signals is through 

comparison with existing processed data. This method relies on correctly analysing previously 

collected data and correlating them with new incoming data.  

7 Key IoT GP features 

In existing systems for the monitoring of global processes (international and domestic systems), there 

are a number of serious shortcomings: small number of stations, uneven arrangement of stations, 

complexity of processing of monitoring data. 

All of this does not provide today real forecasts about global processes such as earthquakes. 

For example, given the global nature of the magnetic field of the Earth, it is essential to provide the 

most uniform and dense geographical coverage of the globe with points of supervision. 
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The following are key IoT GP features: 

– significant increase in the number of measurement points for parameters that affect global 

processes by involving not only specialized measuring stations, but widely used IoT devices; 

– opportunity to use IoT devices that are already involved in other applications, but which 

possess appropriate sensors and capabilities for monitoring global processes in parallel; 

– new capabilities for predicting the evolution of global processes in real time. 

8 Deployment schemes of IoT GP devices 

The proposed global IoT GP network, together with existing networks of special measurement 

stations, will react to global processes and identify deviations from standard characteristics.  

IoT GP devices (including living organisms) equipped with special sensors may help to construct 

acceptable global process models. In this case it becomes possible to rescue people in case of an 

emergency caused by an observed global process, by activating suitable instructions based on the 

global process model before a catastrophic phase. Information from IoT GP devices on their state and 

changes in their characteristics will help to increase the accuracy of the global process models, with 

the consequent increase of the probability of a successful rescue. 

Appropriate deployment of IoT GP devices may increase the efficiency of IoT GP devices. The 

deployment may be recognized as effective enough if: 

1) it helps with the interpretation of data from existing measuring station networks for 

monitoring global processes, and  

2) it helps estimate qualitatively the influence of Earth's global processes on living and non-

living entities. 

 

Figure 2 – IoT GP devices placement 

Figure 2 shows a block diagram of a hybrid network for global process monitoring. The figure shows 

the interaction between IoT GP devices equipped with sensors and existing measuring stations. The 

physical conditions of the deployment area of IoT GP devices and related communication capabilities 

may imply additional limitations on the deployment scheme.  
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9 IoT GP network requirements 

9.1 IoT GP network operation and maintenance requirements 

Global processes are difficult and multi-sided processes. They cannot be generally studied operating 

only with one geological criteria and indicator. Different types of indicators, e.g., medical sanitary 

and socio-economic indicators, may be necessary. Only their cumulative use allows the estimation of 

the influence of various factors on global processes. 

An IoT GP network may aggregate information from various sources to make available a wide range 

of data for studying global processes. To provide good measurement results, an IoT GP network needs 

to meet basic requirements for its operation and maintenance, both from the networking capability 

and the IoT GP device perspectives [ITU-T Y.4113]. These requirements also address the 

implementation of IoT GP network operation modes during and after disasters [ITU-T Y.4102]. 

9.2 IoT GP device selection requirements 

Depending on the appropriate type of the monitoring network for a specific kind of studied global 

process(es), the IoT GP devices are selected according to their ability to detect the necessary 

phenomena and to their sensitivity. The list of measured physical parameters is unique for each global 

process. The selection is carried out as a result of research and changes of the measurement 

characteristics of IoT GP devices, depending on the studied global process and its signals.  

NOTE – Compliance with identified parameters will be specific to each deployment and shall not supersede 

national policies and regulations.  

The information related to the IoT GP devices selection is stored in the databases of the control and 

management centre (CMC) together with the information on the geolocation of the IoT GP devices. 

All this information is taken into account during the process of monitoring and study of global 

processes. 

When selecting IoT GP devices, it is important to identify the periodic processes that are reproduced 

in the objects represented by the IoT GP devices, and which can be modulated by the signals 

anticipating the emergency situations, which may indicate an early stage of the impending disaster.  

The specific IoT GP devices selected as sensors (IoT GP devices type 1) should have a noticeable 

sensitivity to changes in the parameters of the external environment. They can be living objects – for 

example, animals that change their common behaviour when global disasters approach – or non-living 

objects – for example, a change in the conductivity of the atmosphere or a change of colour of the 

water in reservoirs or rivers. Geochemists, biologists and geophysicists are well aware of such objects. 

Experimental studies of such objects, transformed into IoT GP devices with continuous monitoring 

and processing of data in real time, simultaneously and synchronously with the data of existing 

monitoring systems, will make it possible to select and further certify them as sensors for prediction 

of earthquakes and other natural or man-made disasters. 
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