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Recommendation ITU-T Y.3809

A role-based model in quantum key distribution networks deployment

Summary

Recommendation ITU-T Y.3809 describes roles, a role-based model and service scenarios in quantum
key distribution networks (QKDN) from different deployment and operation perspectives within
existing user networks for supporting security applications services.

This Recommendation can be used as a guideline for applying QKDN from a role point of view as
well as for deployment and operation of QKDN from a telecom operators' point of view.
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Recommendation ITU-T Y.3809

A role-based model in quantum key distribution networks deployment

1 Scope

This Recommendation describes roles, a role-based model, and service scenarios in quantum key
distribution networks (QKDN) from different deployment and operation perspectives. This
Recommendation identifies various models that require security application services with QKDN and
exiting user networks.

This Recommendation can be used as a guideline for applying service scenarios that globally utilize
QKDN from a role point of view as well as for deployment and operation of QKDN from a telecom
operators' point of view in an international context.

This Recommendation does not identify, in an exhaustive manner, all roles, a role-based model and
service scenarios of QKDN.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

None.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 key manager (KM) [b-ITU-T Y.3800]: A functional module located in a quantum key
distribution (QKD) node to perform key management in the key management layer.

3.1.2 quality of service (QoS) [b-ITU-T P.10]: The totality of characteristics of a
telecommunications service that bear on its ability to satisfy the stated and implied needs of the user
of the service (see [b-ITU-T E.800]).

3.1.3 quantum key distribution (QKD) [b-ETSI GR QKD 007]: Procedure or method for
generating and distributing symmetrical cryptographic keys with information theoretical security
based on quantum information theory.

3.1.4 quantum key distribution network (QKDN) [b-ITU-T Y.3800]: A network comprised of
two or more quantum key distribution (QKD) nodes connected through QKD links and optionally
KM links for sharing and/or relaying keys between QKD nodes.

3.1.5 service level agreement [b-ITU-T Y.1401]: A negotiated agreement between an end user
and the service provider. Its significance varies depending on the service offerings. The service level
agreement (SLA) may include a number of attributes such as, but not limited to, traffic contract,
availability, performance, encryption, authentication, pricing and billing mechanism, etc.

3.1.6 user network [b-ITU-T Y.3800]: A network in which cryptographic applications consume
keys supplied by a quantum key distribution (QKD) network.
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3.2 Terms defined in this Recommendation
None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
FCAPS Fault, Configuration, Accounting, Performance, and Security

ICT Information and Communication Technology
KM Key Manager
QKD Quantum Key Distribution

QKDN Quantum Key Distribution Network

QKDNmp Quantum Key Distribution Network Management Provider
QKDNp  Quantum Key Distribution Network Provider

QoS Quality of Service

SASP Security Application Service Provider

SASU Security Application Service User

SLA Service Level Agreement

UNP User Network Provider

5 Conventions

None.

6 Roles in QKDN for security application services

Telecommunication operations, QKDN operators, or other relevant stakeholders in information and
communication technology (ICT) environments can act as players in QKDN roles. Players are
involved in security application service-related activities with the QKDN environment. Each player
plays at least one role. However, in some cases, one player can play more than one role at the same
time. The identified roles related to security application services are shown in Figure 6-1, and the
interfaces are described in Table 6-1.

6.1 Security application service user
The security application service user (SASU) uses the application(s) provided by the security
application service provider (SASP).

6.2 Security application service provider

The security application service provider is the consumer of the keys provided by the QKDN key
managers (KM). Furthermore, the security application service provider is responsible for providing
secure services to security application service users. These services are running on network services
provided by the user network provider (UNP).

6.3 QKDN provider

The QKDN provider provides key distribution including managing lifecycle of keys and providing
these keys.
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6.4 QKDN management provider
The QKDN management provider is responsible to manage QKDN resources.

6.5 User network provider
The user network provider is the owner of the user network.

6.6 International scenarios

The deployment of the above roles in the scenarios that are described in clause 7 shall, in an
international implementation, need to conform to national regulatory and legal frameworks in the
country where they are deployed.

Security-application
service user
7'y
sasu-sasp
A 4
) . ’ sasp-unp .| Security application
User network provider service provider sasu-QKDNp
7'y
QKDNmp-un unp-QKDNp sasp-QKDN
p-unp p p
r v
QKDN _QKDNmp-QKDNp QKDN
ijanagement provider " provider K—)
QKDNmp-QKDNmp QKDNp-QKDNp

<+—> Interface between two players C} Interface between the same players Y.3608(22)

Figure 6-1 — The players of roles in QKDN deployment

Table 6-1 — Interfaces for roles in QKDN deployment

Interface Roles Interactions via the interface

The security application service user interacts with
the security application service provider to protect
its data using the security application based on
corresponding service level agreements (SLAS),
providing corresponding payments when
necessary.

Security application service
sasu-sasp user and security
application service provider

The security application service provider interacts
Security application service | with the QKDN provider to consume keys for
sasp-QKDNp provider and QKDN performing security services based on the
provider corresponding SLAS, providing corresponding
payments when necessary.

The QKDN management provider interacts with
the QKDN provider to monitor and manage
QKDN infrastructures based on requirements
including quality of service (QoS), fault,
configuration, accounting, performance, and
security (FCAPS), pricing, etc.

QKDN management
QKDNmp-QKDNp provider and QKDN
provider
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Table 6-1 — Interfaces for roles in QKDN deployment

user and QKDN provider

Interface Roles Interactions via the interface
The QKDN management provider interacts with
QKDN management the user network provider to orchestrate the
QKDNmp-unp provider and user network | consumption of keys based on corresponding
provider SLAs, providing corresponding payments when
necessary.
The security application service provider interacts
Security application service | with the user network provider to access the user
sasp-unp provider and user network | network for securely transferring data based on
provider corresponding SLAS, providing corresponding
payments when necessary.
The user network provider directly requests keys
. for its own purpose (e.g., enhancing network level
unp-QKDNp User network pr0\_/|der and security, etc.) based on corresponding SLAS,
QKDN provider L .
providing corresponding payments when
necessary.
The security application service user directly
. — . requests keys for satisfying its security
sasu-QKDNp Security application service requirements based on corresponding SLAS,

providing corresponding payments when
necessary.

QKDNmp-QKDNmp

QKDN management
providers

QKDN management providers exchange
information for jointly managing QKDN such as
guantum, key, and control layer management,
including FCAPS, QosS, pricing, etc.

QKDNp-QKDNp

QKDN providers

QKDN providers exchange the keys and
information for properly handling the keys,
including QoS, pricing, etc.

NOTE — An SLA can also be established between the providers.

7 Role-based models and service scenarios

Based on the roles identified in clause 6, this clause provides some service scenarios that utilize
QKDN from a role point of view as well as for deployment and operation of QKDN from telecom
operators' point of view.

This clause does not identify, in an exhaustive manner, all role-based models and service scenarios
of a QKDN.

7.1 Model 1

In this model, there is one player in addition to the security application service user.

Player A plays four roles: security application service provider, user network provider, QKDN
provider, and QKDN management provider.
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Securlty_apphcatlon —
service user
A
h 4
User network provider: N Security application
Player A service provider: Player A

7'y

A4
QKDN management QKDN provider: |

provider: Player A Player A

Y.3809(22)

Figure 7-1 — Model 1 for QKDN based security application services
A service scenario for model 1

Player A is a security application service provider. Player A also provides a telecom network service
as well as a QKDN infrastructure providing QKDN related key management and distribution. In this
scenario, player A provides a security application service to the users (i.e., security application service
users) by using the keys provided by the same player. The keys are transferred through a QKDN of
player A provided by the same player. Data for the security application service are transferred through
a telecommunication network which is also provided by player A.

7.2 Model 2
In this model, there are two players in addition to the security application service user.
Player A plays the role of a security application service provider.

Player B plays three roles: user network provider, QKDN provider, and QKDN management
provider.

Securltyﬂappllcatlon —
service user
F 3
h 4
User network provider: - Security application
Player B service provider: Player A

A

h 4
QKDN management QKDN provider: —

provider: Player B Player B

Y.3809(22)

Figure 7-2 — Model 2 for QKDN based security application services
A service scenario for model 2

Player A is a security application service provider. Player B is a telecom network operator and a
QKDN infrastructure company that provides QKDN related key management and distribution. In this
scenario, player A provides a security application service to the users (i.e., security application service
users) by using keys provided by player B. The keys are transferred through a QKDN of player B
provided by the same player. Data for the security application service is transferred through the
telecommunication network which is also provided by player B.

7.3 Model 3
In this model, there are three players in addition to the security application service user.
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Player A plays the role of a security application service provider.
Player B plays the role of a user network provider.
Player C plays two roles: QKDN provider and QKDN management provider.

Securlty_apphcatlon —
service user
7Yy
v
User network provider: - Security application
Player B service provider: Player A

A

v
QKDN management QKDN provider: e

provider: Player C Player C

Y.3809(22)

Figure 7-3 — Model 3 for QKDN based security application services
Service scenario 1 for model 3

Player A is a security application service provider. Player B is a telecom network operator. Player C
is @ QKDN infrastructure company that provides QKDN related key management and distribution.
In this use case, player A provides a security application service to the users (i.e., security application
service users) by using the keys provided by player C through the telecommunication network
provided by player B.

Service scenario 2 for model 3

Player A is an application provider with security functionality. Player B is a telecom network
operator. Player C is the QKDN infrastructure company that provides QKDN related key
management and distribution. Users 1, 2, ..., n are security application service users containing
different service requirement attributes (such as service mode (e.g., periodic or long-term), service
levels (e.g., high or low traffic demand), etc.). In this scenario, when the service requests come, player
A divides the users 1, ..., n into multiple services according to the users' service requirement attributes,
and then player A provides security application services to the users by using the key provided by
player C. Player C controls the key supply to the security application users according to the different
service attributes. Data for security applications using keys are transferred through the
telecommunication network provided by player B.

7.4 Model 4

In this model, there are four players in addition to the security application service user.
Player A plays the role of a security application service provider.

Player B plays the role of a user network provider.

Player C plays two roles: QKDN provider and QKDN management provider.
Player D plays the role of a QKDN provider.
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Security application
service user
A

h 4

User network provider: |, R Security application
Player B | service provider: Player A

A Y

Y v
QKDN management .| QKDN provider:
provider: Player C Player C

F e —
QKDN provider:
Player D

e~ —

F Y
A

A 4

Y.3809(22)

Figure 7-4 — Model 4 for QKDN based security application services
A service scenario for model 4

Player A is a security application service provider. Player B is a telecom network operator. Player C
and player D are QKDN infrastructure companies that provide QKDN related key management and
distribution. In this scenario, player A provides a security application service to the users (i.e., security
application service users) by using keys provided by player C and player D. Player C interworks with
player D so that the keys are transferred through a QKDN of player C and a QKDN of player D under
the management of player C. Data for the security application service are transferred through the
telecommunication network provided by player B.

7.5 Model 5

In this model, there are five players in addition to the security application service user.

Player A plays the role of a security application service provider.

Player B plays the role of a user network provider.

Player C plays the role of a QKDN management provider.

Player D plays the role of a QKDN provider.

Player E plays the role of a QKDN provider.

Security application
service user
A

User network provider: |, R Security application
Player B "| service provider: Player A
y 7'y

Y v
QKDN management .| QKDN provider:
provider: Player C " Player D

e —
QKDN provider: _
Player E

(¢~ —

A

Y.3809(22)

Figure 7-5 — Model 5 for QKDN based security application services
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A service scenario for model 5

Player A is an application provider with security functionality. Player B is a telecom network
operator. Player C, player D and player E are QKDN infrastructure companies that provide QKDN
related key management and distribution. In this scenario, player A provides a cross-domain security
application service to the users (i.e., security application service users) by using keys provided by
player D and player E. Player C interworks with player D and player E so that the keys are transmitted
through a QKDN of player D and a QKDN of player E under the management of player C. Data for
security application using keys are transferred through the telecommunication network provided by
player B.

7.6 Model 6

In this model, there are four players in addition to the security application service user.
Player A plays the role of a security application service provider.

Player B plays the role of a user network provider.

Player C plays two roles: QKDN provider and QKDN management provider.

Player D plays two roles: QKDN provider and QKDN management provider.

Security application
service user
X

User network provider: |, R Security application

Player B "1 service provider: Player A

7'y ry 7 Y 7'y
Y Y

QKDN management | R QKDN provider: e
provider: Player C Player C
v L 2
QKDN management | o QKDN provider:
provider: Player D h d Player D A v.3800(22)

Figure 7-6 — Model 6 for QKDN based security application services
A service scenario for model 6

Player A is an application provider with security functionality. Player B is a telecom network
operator. Player C and player D are QKDN infrastructure companies that provide QKDN related key
management and distribution. In this scenario, player A provides a cross-domain security application
service to the users (i.e., the security application service user), by using interoperable keys provided
by player C and player D. Player A consumes multiple interoperable keys from player C and player
D for providing security applications. Data for security application using the interoperable keys are
transferred through the telecommunication networks provided by player B.

7.7 Model 7

In this model, there are four players in addition to the security application service user.

Player A plays the role of a security application service provider.

Player B plays the role of a user network provider.

Player C plays two roles: QKDN provider and QKDN management provider.

Player D plays two roles: QKDN provider and QKDN management provider.
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Figure 7-7 — Model 7 for QKDN based security application services

A service scenario for model 7

Player A is an application provider with security functionality. Player B is a telecom network
operator. Player C and player D are QKDN infrastructure companies that provide QKDN-related key
management and distribution. In this scenario, player A provides a cross-domain security application
service to users (i.e., the security application service user) by using keys provided by player C. Player
A consumes multiple keys from Player C. When keys are transferred through the QKDN, player C
and player D interwork to transfer the keys from the source to the destination. Particularly, player C
interacts with player A and player B, while player D only interacts with player C. A key is either
transferred within a QKDN of player C or through the interworking QKDNs of player C and D. Data
for security applications using keys from player C are transferred through the telecommunication
network provided by player B.

8 Security considerations

To deploy and operate QKDN with role-based models, various security considerations and
requirements such as [b-1TU-T X.1710] and [b-ITU-T XSTR-SEC-QKD] should be considered. This
Recommendation describes roles, role-based models, and service scenarios in QKDN, but details of
the security considerations are out of the scope of this Recommendation.
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Appendix |

Implementation description of QKDN roles
(This appendix does not form an integral part of this Recommendation.)

This appendix is used to illustrate the engineering implementation of the QKDN roles in the
conceptual structures of a QKDN and a user network (i.e., QKDN architecture) from
[b-1TU-T Y.3800].

1.1

Introduction

It is important to clarify the relationship between the QKDN role-based model and the QKDN
architecture and explain how the model maps it to the QKDN architecture.

1.2

1.3

Existing structure

Layer structure defined in [b-1TU-T Y.3800]: quantum layer, key management layer, QKDN
control layer, QKDN management layer, service layer, and user network management layer;

Basic functions and links defined in [b-ITU-T Y.3800]: QKD module, key manager (KM),
QKDN controller, QKDN manager, QKD link, and KM link in the QKDN; cryptographic
application, user network manager, and application link in the user network.

Mapping process

The mapping process is shown in Figure I.1.

10

The conceptual structures

QKDN roles of a QKDN and a user network [b-ITU-T Y.3800]
Fo T Tt mmmmmmm s A ¥
: Security application | _ _ _i Service layer User network |
I service user - management layer |
/
| ’ —
/
| R { QKDN control layer
! , — /s f ‘
.| Security application |/ / QKDN

layer

! | A 1

User network provider . d ,
Service provider / ’[ Key managcmcnt layer J— management

L

QKDN QKDN 1
anagement provider | provider - "[ Qttantum la?/er
' | ¥
|
Y.3809(22)

Figure 1.1 — Mapping process

The security application service user uses the application(s) provided by the security
application service provider. The security application service provider is responsible for
providing secure services to the security application service users. In a service layer, the
following functional element exists i.e., the cryptographic application function. It consumes
the shared key pairs provided by a QKDN and performs secure services between remote
parties. Therefore, security application service users and security application service
providers are mapped by the service layer.

The user network provider is the owner of the user network. In a user network
management layer, there exists a user network manager function: it performs FCAPS

Rec. ITU-T Y.3809 (02/2022)



management features of a user network. Hence, the function of the user network provider can
be provided by the user network management layer.

The QKDN management provider is responsible in managing the QKDN resources. In a
QKDN management layer, a QKDN manager function is to manage FCAPS aspects of a
QKDN as a whole and support user network management. In a key management layer, a
KM function is to receive and manage keys generated by the QKD modules and QKD links,
relay the keys, and supply the keys to the cryptographic applications. In a QKDN control
layer, a QKDN controller function is to control QKDN resources to ensure secure, stable,
efficient, and robust operations of a QKDN. This way, the QKDN management layer, key
management layer, and QKDN control layer can realize the function of the QKDN
management provider.

The QKDN provider provides key distribution including managing the lifecycle of keys and
providing these keys. In a quantum layer, the quantum key distribution keys (QKD keys)
are generated. In a key management layer, a KM function is to receive and manage keys
generated by the QKD modules and QKD links, relay the keys, and supply the keys to the
cryptographic applications. In a QKDN control layer, a QKDN controller function is to
control QKDN resources to ensure secure, stable, efficient, and robust operations of a QKDN.
Therefore, the function of the QKDN provider can be provided by the quantum layer, key
management layer, and the QKDN control layer.
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