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Recommendation ITU-T Y.3803

Quantum key distribution networks — Key management

Amendment 1

Summary

Recommendation ITU-T Y.3803 provides help for the design, deployment, and operation of key
management of a quantum key distribution network (QKDN). The overall structure and basic functions
of a QKDN are first reviewed along with Recommendation ITU-T Y.3800, then the requirements of a
QKDN are reviewed along with Recommendation ITU-T Y.3801. Functional elements and procedures
of key management are then described.

Quantum key distribution (QKD) protocols provide the means to distribute symmetric random bit
strings as a secure key that can be proven to be secure even against an eavesdropper who has
unbounded computational ability. A basic element of QKD is a pair of QKD modules linked by a QKD
link that allows two remote parties to share secure keys. A QKDN consists of two or more QKD links
and trusted nodes (QKD nodes), where any pair of two QKD nodes can share secure keys via QKD
links and key relay. In the end, these keys are supplied to cryptographic applications in user networks.
To implement a QKDN and appropriately integrate with the user network, an overview of QKD
technologies, including network capabilities, conceptual structure, layered model, basic functions and
components, and its relation to the user network, is given in Recommendation ITU-T Y.3800.

To operate a QKDN efficiently and securely, key management is the highest priority issue because
without this, most meaningful QKD operations and services cannot be realized. Key management
includes, at least, storing keys generated by QKD modules, relaying keys between the nodes of the
QKDN, and supplying keys to cryptographic applications upon requests from users, all in a secure
manner. The standardization of these issues is essential to realize the interoperability for QKDN,
ensuring security and widening applications of QKD.

Amendment 1 revises Figure 2 to include the Mx reference point and an editorial correction on key
relay.
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Recommendation ITU-T Y.3803
Quantum key distribution networks — Key management

Amendment 1

Editorial note: This is a complete-text publication. Modifications introduced by this amendment are
shown in revision marks relative to Recommendation ITU-T Y.3803 (2020).

1 Scope

This Recommendation describes key management for quantum key distribution (QKD) networks that
address technical specifications to help the implementation and operation.

In particular, the scope of this Recommendation includes:

— an overview of key management in a quantum key distribution network (QKDN);
— functional elements of key management;

— operations of key management; and

— key formats (key data and metadata).

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1714] Recommendation ITU-T X.1714 (2020), Key combination and confidential key
supply for quantum key distribution networks.

[ITU-T Y.3800] Recommendation ITU-T Y.3800 (2019), Overview on networks supporting
quantum key distribution.

[ITU-T Y.3801] Recommendation ITU-T Y.3801 (2020), Functional requirements for quantum
key distribution networks.

[ITU-T Y.3802] Recommendation ITU-T Y.3802 (2020), Quantum key distribution networks —
Functional architecture.

[ITU-T Y.3804] Recommendation ITU-T Y.3804 (2020), Quantum key distribution networks —
Control and management.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 cryptographic hash function [b-ETSI GR QKD 007]: Computationally efficient function
that maps binary strings of arbitrary length to binary strings of fixed length, such that it is
computationally infeasible to invert it, or to find two distinct values that hash into a common value.
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3.1.2  hash value [b-ETSI GS QKD 008]: Output of a cryptographic hash function.

3.1.3  key life cycle [ITU-T Y.3800]: A sequence of steps that a key undergoes from its reception
by a key manager (KM) through its use in a cryptographic application and until deletion or
preservation depending on the key management policy.

3.1.4 key management [ITU-T Y.3800]: All activities performed on keys during their life cycle
starting from their reception from the quantum layer, storage, formatting, relay, synchronization,
authentication, to supply to a cryptographic application and deletion or preservation depending on the
key management policy.

3.1.5 key management agent (KMA) [ITU-T Y.3802]: A functional element to manage keys
generated by one or multiple quantum key distribution (QKD) modules in a QKD node (trusted node).

NOTE — KMA acquires keys from one or multiple QKD modules, synchronizes, resizes, formats, and stores
them. It also relays keys through key management agent (KMA) links.

3.1.6 key management agent link (KMA link) [ITU-T Y.3802]: A communication link

connecting key management agents (KMAS) to perform key relay and communications for key
management.

3.1.7 key manager (KM) [ITU-T Y.3800]: A functional module located in a quantum key
distribution (QKD) node to perform key management in the key management layer.

3.1.8 key manager link [ITU-T Y.3800]: A communication link connecting key managers (KMs)
to perform key management.

3.19 key supply agent (KSA) [ITU-T Y.3802]: A functional element to supply keys to a
cryptographic application, being located between a key management agent (KMA) and the
cryptographic application.

NOTE — Application interfaces for cryptographic applications are installed into the key supply agent (KSA).
The KSA synchronizes keys, and verifies their integrity via a KSA link before supplying them to the
cryptographic application.

3.1.10 key supply agent link (KSA link) [ITU-T Y.3802]: A communication link connecting key
supply agents (KSASs) to perform key synchronization and integrity verification.

3.1.11 quantum key distribution (QKD) [b-ETSI GR QKD 007]: Procedure or method for
generating and distributing symmetrical cryptographic keys with information theoretical security
based on quantum information theory.

3.1.12 quantum key distribution-key (QKD-key) [ITU-T Y.3802]: A pair of symmetric random
bit strings generated by a pair of quantum key distribution (QKD) modules, particularly referring to
random bit strings before being resized and formatted in a key manager (KM).

3.1.13 quantum key distribution link (QKD link) [ITU-T Y.3800]: A communication link
between two quantum key distribution (QKD) modules to operate the QKD.

NOTE — A QKD link consists of a quantum channel for the transmission of quantum signals, and a classical
channel used to exchange information for synchronization and key distillation.

3.1.14 quantum key distribution module (QKD module) [ITU-T Y.3800]: A set of hardware and
software components that implements cryptographic functions and quantum optical processes,
including quantum key distribution (QKD) protocols, synchronization, distillation for key generation,
and is contained within a defined cryptographic boundary.

NOTE — A QKD module is connected to a QKD link, acting as an endpoint module in which a key is generated.
These are two types of QKD modules, namely, the transmitters (QKD-Tx) and the receivers (QKD-RX).

3.1.15 quantum key distribution network (QKDN) [ITU-T Y.3800]: A network comprised of two
or more quantum key distribution (QKD) nodes connected through QKD links.
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NOTE — A QKDN allows sharing keys between the QKD nodes by key relay when they are not directly
connected by a QKD link.

3.1.16 quantum key distribution network controller (QKDN controller) [ITU-T Y.3800]: A
functional module, which is located in a quantum key distribution (QKD) network control layer to
control a QKD network.

3.1.17 quantum key distribution network manager (QKDN manager) [ITU-T Y.3800]: A
functional module, which is located in a quantum key distribution (QKD) network management layer
to monitor and manage a QKD network.

3.1.18 quantum key distribution node (QKD node) [ITU-T Y.3800]: A node that contains one or
more quantum key distribution (QKD) modules protected against intrusion and attacks by
unauthorized parties.

NOTE — A QKD node can contain a key manager (KM).

3.1.19 user network [ITU-T Y.3800]: A network in which cryptographic applications consume
keys supplied by a quantum key distribution (QKD) network.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1 key data: Random bit strings that are used as a cryptographic key.

3.2.2 key management agent-key (KMA-key): Key data stored and processed in a key
management agent (KMA), and securely shared between a KMA and a matching KMA.

3.2.3 key supply agent-key (KSA-key): Key data stored and processed in a key supply agent
(KSA), and securely shared between a KSA and a matching KSA.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ID Identifier

IT-secure Information Theoretically secure
KM Key Manager

KMA Key Management Agent

KSA Key Supply Agent

OoTP One-Time Pad

QBER Quantum Bit Error Rate

QKD Quantum Key Distribution
QKDN Quantum Key Distribution Network
RNG Random Number Generator
XOR exclusive OR

5 Conventions

In this Recommendation:

The phrase "is required to™ indicates a requirement that must be strictly followed and from which no
deviation is permitted if conformance to this Recommendation is to be claimed.
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The phrase "is recommended™ indicates a requirement that is recommended but not absolutely
required. Thus, this requirement need not be present to claim conformance.

6 Overview of key management

This Recommendation provides a description of key management for a QKDN, which is essential to
design and realize networks supporting QKD technologies.

Once keys are generated by QKD modules, they are stored securely as classical bit strings in a server
called a KM, until they are supplied to a cryptographic application. The KM is located in the QKD
node, which is trusted, and protected against intrusion and attacks by unauthorized parties. Keys are
often resized and formatted into a key of an appropriate length for the cryptographic application.

Point-to-point QKD links can be concatenated into a QKDN via the trusted QKD nodes to extend the
reachability and availability of key supply. In the QKDN, keys can be relayed via the QKD nodes
and shared between two parties, even if they are not directly connected by a QKD link. Keys are
synchronized and authenticated in an appropriate manner, when they are transferred from a functional
to another entity. These keys can be supplied to various cryptographic applications in the user
network. All activities performed on keys during their life cycle, including their reception from the
quantum layer, storage, formatting, relaying, synchronization, authentication, supply and deletion or
preservation, are referred to as key management, which lies at the heart of QKD applications and
services.

Basic functions and layered structures of a QKDN are specified in [ITU-T Y.3800]. Figure 1 depicts
basic key management operations in a QKDN. Each pair of QKD modules connected by a QKD link
generates keys in its own way. Generated keys are transferred to KMs. The KMs manage the keys
and supply them to cryptographic applications in the service layer of the user network. The keys can
be relayed via KMs and shared between any designated QKD nodes. The QKDN controller performs
routing control of key relay. The QKDN manager monitors the status of the whole of the QKDN and
supports key life cycle management for the KMs, as well as routing and rerouting control of key relay
for the QKDN controller.

When QKD modules detect an alarm, such as an increase of their quantum bit error rates (QBERS),
they alert the QKDN controller directly or indirectly via the KMs. The QKDN controller then reroutes
the path for key relay to circumvent the faulty QKD link for successful key supply.
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Cryptographic

| \ |
QKD node 4
(trusted node 4)

Cryptographic application 5
application EE =z
i S
‘_E Application link D o ;5 | Z%
= =0 i andiE ALY
7y A E3 ZE| 2
) = g
H ]
: g
; 7y
QKDN controller v
i o
a £ o
] AR S~ o c,“z‘ < >
; _ Nty
i Key relais ’i
N " S W » 5 | 2
' — =
/;“% P~ . KM ?én E
: Z = . E
N % N — o = H
— / _.—-:_"r-__>< ?\,:\ 6\5“$t( <+> E g
e T KMlink | | } ot V3 é E
::".:. i N a
i § N =
LA =R g o
pa e~ B o
- 8 "0
L =1 PQKD link >
\

QKD node 2
(trusted node 2)

QKD node 3
(trusted node 3)

QKD node 1
(trusted node 1)

Figure 1 — Basic key management operations in a QKDN

7 Functional elements of key management

Y.3803(20)_F01

User
network

QKDN

Figure 2 shows a functional architecture model of QKDN specified in [ITU-T Y.3802], highlighting

the key management layer and reference points associated with it.
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Figure 2 — A functional architecture model of QKDN

In order to design, implement, and execute the key management functions to fulfil the requirements
specified in [ITU-T Y.3801], it is convenient and practical to identify and define two functional
elements in the KM, i.e., a key management agent (KMA) and a key supply agent (KSA) as illustrated
in Figure 3.
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Figure 3 — Functional architecture model of the key management layer
The roles of these functional elements are described in clauses 7.1 to 7.4.

7.1 Agents for KM

a) KMA: It receives keys from QKD modules, and interconnects the QKD nodes by key relay,
realizing the functions of:

— key storage;

— key relay;

- key life cycle management,

specified by requirements Req_KM 1~9 and 11 of [ITU-T Y.3801].

b) KSA: Itis located between the KMA and a cryptographic application, and interfaces with the
cryptographic application, realizing the function of
- key supply,

specified by requirement Req_KM 10 of [ITU-T Y.3801]. It houses libraries of application program
interfaces to support various cryptographic applications. It optionally includes the function of

— key combination,

specified in [ITU-T X.1714]. The function of key combination associates a key from the KMA with
another provided by a key exchange method, in such a way that the security of the combined key is
unchanged from that of the input key from the KMA, and outputs the combined key to the function
of key supply. Details of the security aspects of the key combination function lie outside the scope of
this Recommendation.

C) In addition to the KMA and the KSA, the KM includes the function of
— KM control and management,
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for communicating with the QKD module(s), the QKDN controller, and the QKDN manager to fulfil
requirements Req_KM 4, 5and 9 of [ITU-T Y.3801].

7.2 KM link

According to the identification of the two functional elements, the KM link consists of the KMA link
and the KSA link. The KMA and KSA have processors, storage, and communication interfaces.

NOTE 1 — In a practical setting, the KMA and KSA, and the KMA link and KSA link can be implemented
degenerately in a single server and a single link.

NOTE 2 — There would be the case where a QKD node has only the KMA but not the KSA, for example,
acting as a key relay node only.

7.3 Reference points

The reference points relevant to the KM (Ak, Kg-1, Kg-2, Kx-1, Kx-2, Ck, Mk; see Figure 2) are
specified in [ITU-T Y.3802].

7.4 Security demarcation boundary

A security domain is a common concept in information and network security. It is defined in
[ITU-T Y.3800] as a boundary to demarcate one layer's responsibility on the keys to be supplied from
another layer's responsibility on the use of the keys. It partitions a set of entities and parties that are
subject to a single security policy. A security domain boundary often corresponds to a security
responsibility demarcation point.

A boundary can be identified between the KSA and the cryptographic application to demarcate
responsibility for management and consumption of the keys. In this case, once the keys are supplied
to the cryptographic applications, they use the keys under their own responsibility, while the KMAs
and KSAs should delete or preserve the keys according to the key management policy. It is highly
recommended that the cryptographic application does not use the key more than once.

8 Operations of key management

Figure 4 depicts operations of key management based on the reference model, and illustrates how
keys are managed and supplied to cryptographic applications.

In the case shown in Figure 4, QKD nodes 1 and 3 are not directly connected by a QKD link. In order
for the two nodes to share the key, key relay is performed between KMA2 and KMAS3 by using the
key generated in the QKD modules at QKD node 2 and 3. The key is finally supplied from KSA1 and
KSA3 to the cryptographic application that requested the key. The QKDN controller performs routing
control for key relay. The QKDN manager monitors the status of the whole QKDN and manages the
QKDN, supporting the KMAs, the KSAs and the QKDN controller when necessary. To maintain
interconnectivity and expandability in the QKDN, an appropriate key format for key data with added
metadata containing various types of information needs to be introduced. A logical set of the key data
and the metadata is referred to as a key file in this Recommendation.

Based on the key file, the KMAs, the KSAs, and cryptographic applications communicate to each
other the key data, the metadata and key management information. In addition, the QKDN controller
and the QKDN manager communicate control and management information based on the metadata
to the KMAs and the KSAs. In the following, basic key management procedures are described.

Security issues and methods lie outside the scope of this Recommendation.

NOTE 1 - In Figure 4, horizontal solid lines and vertical solid arrows represent KMA links and interfacing
paths, respectively, on which keys are conveyed, and hence for which confidentiality, integrity and authenticity
of the keys need to be considered. Horizontal dotted lines represent KSA links in which information on key
synchronization and authentication are conveyed. Vertical dotted arrows from the cryptographic application
to the KSA represent key requests. Other dotted arrows represent links for communicating QKDN control and
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management information between connected entities. For these dotted lines and arrows, integrity of the
information is a primary concern.
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Figure 4 — Functional elements and operations of key management

NOTE 2 — Figure 4 describes a QKDN in the simplest way with three nodes. In such a simplification, while
key relay can be featured, a routing control aspect cannot be well represented, but it is not excluded.

8.1 Generation of a QKD-key in the quantum layer

In the quantum layer, a pair of QKD modules generates a pair of symmetric (identical) random bit
strings in its own way based on an information theoretically secure (IT-secure) protocol of QKD.
Each QKD module is installed in a secure and reliable node against security threats (trusted node).

NOTE 1 — Conventionally, a sender (transmitter) and a receiver of keys or cipher texts are called "Alice" and
"Bob", respectively, in the field of cryptography. In this Recommendation, Alice and Bob are often used to
indicate QKD modules connected by a QKD link that share a key. In the case of QKD protocols in a so-called
prepare-and-measure scheme, Alice and Bob are a sender and a receiver, respectively. In the case of QKD
protocols based on measurement-assisted schemes, such as MDI-QKD and TF-QKD, mentioned in [ITU-T
Y.3800], both Alice and Bob are transmitters, while receivers are located at an intermediate point on a quantum
channel. In the case of entanglement-based QKD protocols, both Alice and Bob are receivers, while a
transmitter of entangled quantum signals is located at an intermediate point on a quantum channel.

NOTE 2 — A QKD protocol means a list of steps for establishing symmetric cryptographic keys with
information-theoretical security based on quantum information theory in this Recommendation.

The QKD protocol may differ for each pair of QKD modules, and each pair of QKD modules may be
produced independently by a different vendor. In the following, the symmetric random bit string
generated in the QKD module is referred to as a QKD-key, distinguished from a key which is re-sized
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and formatted in the KMA and the key in the KSA. Unit lengths of QKD-keys produced by different
QKD module pairs may be different from each other.

In each QKD module, metadata are generated and attached to the QKD-key, forming a key file. The
pair of QKD modules transfer the QKD-key file to the corresponding KMAs.

The metadata for a QKD-key are specified in item (1) of Table 1.

8.2 Management of KMA-key and KSA-key in the key management layer

This clause specifies the operation executed in the key management layer, introducing two types of
key data, i.e., KMA-key and KSA-key. The procedures include six main operations, which are
explained in clauses 8.2.1 to 8.2.6. The order of these sub-clauses does not necessarily correspond to
the actual temporal order of execution, which might vary depending on real situations and use cases.

8.2.1 Key acquisition, authentication, storage in KMA

Requirement Req_KM 2 of [ITU-T Y.3801] is that a KMA receives the QKD-key files from QKD
module(s), which is/are located in the same QKD node, via an interface at the reference point Kg-1,
and to store them securely when storage is necessary. The lengths of the acquired QKD-key files may
differ from each other. Therefore, as recommended by Req_KM 3 of [ITU-T Y.3801], the KMA re-
formats (combines or splits) the QKD-keys into keys of a prescribed unit length, and then temporarily
stores them in a buffer.

Before storing the buffered keys as key data, the pair of KMAs (say KMA1 and KMA2) which receive
the pair of QKD-keys confirm the identity of the buffered keys. Therefore, as recommended by
Req_ KM 8 of [ITU-T Y.3801], the KMA has capabilities of key synchronization, entity
authentication and message authentication. The pair of KMAs authenticate each other via the KMA
link. Then one of the KMAs (say KMAL) sends the matching KMA (say KMAZ2) a key-authentication
request including a hash value or a message authentication code of the buffered keys as well as the
QKD-key identifier (ID). Then KMA2 synchronizes (in bit position) and authenticates the buffered
keys by comparing the hash values or the message authentication code in its hand with that from
KMAL. Security details of the hash value communication lie outside the scope of this
Recommendation. If the hash values or the message authentication codes coincide with each other,
KMAL and KMAZ2 finally store the buffered keys as key data, which is referred to as KMA-key, with
metadata in the key storage directory. Otherwise, KMA1 and KMAZ2 abort the buffered keys.

The metadata for KMA-key are specified in item (2) of Table 1.

8.2.2 Reception of key request from cryptographic application

A cryptographic application in the service layer sends a KSA a key request. The key request from
cryptographic application may include information on a required security level, depending on key
supply service policy, etc. Requirement Req_KM 10 of [ITU-T Y.3801] is that the KSA receives key
requests from authorized cryptographic applications via a key supply interface at the reference point
AKk. The control of reception of key request(s) by the KSA can be supported by the QKDN controller,
especially when key requests are sent from multiple cryptographic applications.

The KSA then authenticates the cryptographic application by an appropriate means. Their certificate
can be issued by an access control function of the QKDN controller, which manages an access control
repository of registered functional components including cryptographic applications and KSAs.
When the KSA and the cryptographic application establish authentication, they can exchange and
share a common secret key for authentication for key request next time.

NOTE - The KSA and the cryptographic application can keep a part of the key as a secret key for the next
authentication.

After the KSA authenticates the cryptographic application, the KSA and the KMA in the same node
are recommended to authenticate each other. After authentication, the KSA informs the KMA of the
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requested information (e.g., key length, number of keys, node pair names or IDs, and KSA-key ID)
for an individual key request. The KSA-key ID is a unique ID across the entire QKDN.

8.2.3 Key relay between KMAs

As recommended by Req_KM 6 of [ITU-T Y.3801], the KMAs support key relay through a key relay
route between the two endpoint KMAs, employing highly secure encryption (e.g., one-time pad
(OTP) [b-Shannon]). The key relay route is controlled by the QKDN controller as illustrated in
Figure 1. The communication sessions between KMAs to establish the end-to-end key can be
controlled by the QKDN controller.

A typical case of point-to-point key relay using OTP, which is an IT-secure protocol for ensuring
confidentiality of the keys is explained in the following paragraphs.

The key data and metadata of the KMA-key are encrypted by exclusive OR (XOR) with the other key
shared by the neighbouring pair of QKD modules in an OTP manner, and are then sent from the
source KMA to the destination KMA, thus realizing 1T-secure key relay (see Figure 4). After
decryption in the destination KMA, key relay information consisting of the source KMA, the
destination KMA and key relay time stamp is added to the source KMA-key metadata, and stored in
the key storage as the metadata for relayed KMA-key at the destination KMA.

When further relaying the key to the next destination node, it is encrypted just as before, including
the key relay information. In this case, the key relay information is updated with the current node as
the source KMA, the next destination node as the destination KMA, and new relay time stamp at the
current node. This updated key relay information is added to the source KMA-key metadata, and
stored in the second destination KMA.

There is another option of key relay, namely, to use an extra random number generator (RNG)
equipped in a KMA. The RNG in the source KMA generates a string of random numbers. The source
KMA stores the random number string in its storage, and relays its copy to the destination KMA by
the OTP-based key relay. Thus, a pair of symmetric random bit strings can be shared between the
endpoint KMAs.

NOTE 1 — In Figure 4, KMA1 and KMAZ2 read the required number of keys from their storage as key files
with the corresponding metadata, "KM1A" and "KM3B", respectively. In KMAZ2, the latter key file is
encrypted by XOR with the other key (shared by the neighbouring pair of QKD modules) with metadata
"KM2AL1" in an OTP manner, then sent to KMAS3 via the KMA link, and finally decrypted by the key with
metadata "KM3B1". The key is thus shared between KMAL and KMA3.

NOTE 2 — In the scheme shown in Figure 4, key relay is performed in a unit of a key file (metadata and key
data) because implementation of key relay can be simplified, and the size of metadata is not long, typically a
few 10s of bytes. For example, the relayed key file as a whole (the metadata "KM3B" and the key data) is
encrypted by OTP using the other key data (with the metadata "KM2A1"). However, an option is not excluded
in which metadata is not encrypted by the KMA-keys in an OTP manner.

NOTE 3 - The RNG should be non-deterministic: This can be realized with conventional physical noise-based
schemes as specified in [b-1ISO/IEC 18031] or with quantum principle-based schemes (quantum noise RNG).

As recommended by Req_ KM 7 of [ITU-T Y.3801], in addition to the OTP encryption method, the
KMA supports another encryption method (e.g., AES [b-ISO/IEC 18033-3], [b-FIPS PUB 197]) for
key relay according to key management policy. If the necessary number of keys for OTP-encrypted
key relay is not available, a backup method with symmetric key cipher such as AES can be used for
key relay.

KMAs are recommended to create metadata to record an encryption method used for individual key
relay, and use this metadata for key life cycle management of relayed KMA-keys.

In each key relay, it should be confirmed whether the content (identity) of the key shared by the
source and destination KMAs has been altered in transit. Therefore, as recommended by Req_KM 8
of [ITU-T Y.3801], appropriate methods of entity and message authentication are employed to ensure
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authenticity and integrity for the KMAs and KMA-key, respectively. In particular, for integrity
protection of the KMA-key, a hash value or a message authentication code of the KMA-key data can
be used. Integrity of key management information exchanged between KMAs is protected by
performing message authentication. The detailed options for ensuring authenticity and integrity lie
outside the scope of this Recommendation.

The metadata for a relayed KMA-key are specified in item (3) of Table 1.

8.24 Key supply from KSAs to cryptographic applications

After the KSA and the KMA authenticate each other, the KSA informs the KMA of the requested
information (e.g., key length, number of keys, node pair names or IDs, KSA-key ID, and the security
level of key). The KMA picks up the required number of keys from the storage of KMA-key data,
optionally taking into account the metadata on key relay encryption method based on the requested
security level and key supply policy.

When the cryptographic application requests keys that have the same security level as QKD-keys, the
KMA is recommended to select KMA-keys that were relayed by OTP encryption, according to the
metadata in the key relay encryption method.

The KMA then transfers this key to the KSA. The KSA receives this key, as exemplified in QKD
nodes 1 and 3 in Figure 4.

NOTE - In order to adjust the key data length in the KMA in accordance with the requested length by the
KSA, KMA-key data may sometimes be split and one part supplied to the KSA. In such a case, the remaining
key data may be used in the subsequent key requests from the KSA. Then information to identify the remaining
key data is needed in addition to the original KMA-key ID. For this purpose, some bit strings can be taken
from the remaining key data and used as a new KMA-key ID.

The key received by the KSA is referred to as the KSA-key. In the KSA, the acquired KMA-key data
can optionally be combined with another key provided by a key exchange method, and an output
KSA-key is derived as specified in [ITU-T X.1714].

After the key is transferred from the KMA to the KSA, the KMA records its metadata in its storage,
and may send metadata to the QKDN manager for key life cycle management as required by Req_ KM
11 and Reg_M 9 of [ITU-T Y.3801]. In the KSA, cryptographic application name, application source
and destination IDs, KSA-key ID, and KSA-key length and supply timestamp are examples of KSA
metadata that can be retained after key supply.

Finally, as recommended by Req_KM 8 of [ITU-T Y.3801], a hash value or a message authentication
code is calculated from the KSA-key data in each KSA of the node pair for an individual key request.
The pair of the KSAs compares their hash values or message authentication codes, as well as the
KSA-key ID, via a KSA link, then synchronizes and authenticates the KSA key. Security details of
the hash value communication lie outside the scope of this Recommendation.

After the preceding verification is completed, the key data with the KSA-key ID is supplied to the
cryptographic application via the key supply interface at the reference point Ak, as required by
Reg_KM 10 of [ITU-T Y.3801]. KSA metadata is recorded in the storage of the KSA or sent to the
QKDN manager for key life cycle management as required by Req_ KM 11 and Req M 9 of
[ITU-T Y.3801]. The cryptographic application identifies the key data based on the KSA-key ID and
uses it.

Once the keys are supplied to the cryptographic application, the KMAs and KSAs should apply the
key management policy, such as deleting the key data from or preserving the key data in their storage,
as required by Req_KM 10 of [ITU-T Y.3801].

The metadata for a KSA-key are specified in item (4) of Table 1.

The control of sessions for key supply can be supported by the QKDN controller, especially when
keys are supplied to multiple cryptographic applications.
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8.2.5 Rerouting of key relay between KMAs

Rerouting of key relay should be carried out, depending on the status of the key management layer
or the quantum layer, to try to ensure continued availability of key supply. Typical cases include when
the number of KMA-keys in the relay node(s) falls below a threshold, and when a high QBER
prevents or reduces the rate of QKD key generation between the relay node(s) connected by a certain
QKD link. For more details, see [ITU-T Y.3804].

As required by Req_ KM 5 of [ITU-T Y.3801], the KMA provides information on key management,
via the KM control and management function, to the QKDN controller and the QKDN manager.

As recommended by Req_KM 4 of [ITU-T Y.3801], the KM control and management function
receives status information of the QKD module and optionally of the QKD link, such as QBER, key
rate, QKD link status and alarm on fault, from QKD modules in the quantum layer.

The QKDN controller acquires the information on key management, such as key consumption rates,
shared number of keys in the KMAs and KMA link status from the KMAs, as well as status
information of the QKD module and optionally of the QKD link from the QKD modules.

Especially when a KMA is notified of an alarm on a QKD link connected to the relay node(s), the
KMA forwards the alarm to the QKDN controller and the KMA continues key relay according to
provision of rerouting by the QKDN controller.

Rerouting methods directed from the QKDN controller may include the following four cases.

a) Manual: A key relay route is set manually on the KMAs.

b) Fixed rate: Based on the key generation rates of the QKD links, the required frequencies of
key relay are evaluated for node pairs, and a key relay instruction list is prepared. The KMAS
carry out key relay according to this list.

C) Data-traffic adaptive: The KMAs perform key relay automatically based on recent statistical
records of key relay traffic.

d) Scheduled: When it is possible to predict changes of a certain condition (e.g., key
consumption or key generation rate), key relay is scheduled in advance.

8.2.6  Key life cycle management

As required by Req_ KM 11 of [ITU-T Y.3801], each KMA stores information on key management
activities on which it works, including reception, storage, formatting, relaying, synchronization,
authentication, supply and deletion or preservation of keys. For example, each KMA collects and
stores metadata in KMA-key files, and also sends them to the QKDN manager. Each KSA stores
metadata in KSA-key files, and sends them to the QKDN manager.

The KMAs handle all transitions between phases of key life cycle, cooperating with the QKDN
manager, which monitors, audits and keeps track of these workflows.

When an unexpected fault is detected, for example, if some KMA-keys are suspected to have been
leaked to unauthorized parties or compromised somehow, the fault management function of the
QKDN manager analyses the cause by tracing the key life cycle management information, and
supervises the QKDN controller and the KMAs to take countermeasures. In the worst case, the KMASs
delete relevant keys that might have correlations with the keys that are suspected to have been
compromised.

9 Alternative scheme of key relay

A key relay scheme to share a key between the source node and destination node is illustrated in
Figure 5. The Keyag is generated between KMA-A and KMA-B. The Keyag is relayed from KMA-B
to KMA-C by OTP encryption with the Keygc. It is relayed from KMA-C to KMA-D by OTP
encryption with Keycp and finally supplied to KSA-D.
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Figure 5 — Scheme of key relay from point to point in [ITU-T Y.3800] (case 1)

In case 2, illustrated in Figure 6, a random bit string Keyrn that is generated locally at KMA-A is
used for key relay from KMA-A to KMA-D.
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Figure 6 — Scheme of key relay from point to point in [ITU-T Y.3800] (case 2)

There are two problems for the schemes case 1 and case 2 of key relay from point to point in real
application. One is that the XOR cipher text key and the corresponding decryption key may coexist
on one key relay node, which has a security risk. The other is that the network has complex KMA
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links between nodes, which results in implementation difficulty. To help alleviate these problems,
two modified schemes of key relay are described in the following.

In contrast to the scheme in Figure 5, the scheme in Figure 7 is modified as follows:

1) the KMA link of one node connects to the destination node rather than a neighbouring node;
2) the XOR ciphertext key is directly sent to the destination node;

3) the relaying key is decrypted at the destination node by XORing all the ciphertext received.
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Figure 7 — Scheme of key relay with XORs uniformly processed at destination node

The function of the key relay node is simplified under this scheme. Only the XOR ciphertext key is
sent out by the key relay node, and no neighbouring relays are required. In this way, the relaying key
does not go through the nodes along the route and yet its XOR ciphertext does not coexist with the
corresponding decryption key on the same node.

However, this scheme does not help to simplify the complex KMA links in the network. Therefore,
it is only applied to some specific scenarios such as the trunk-line network for link length extension.

In contrast to the scheme in Figure 7, the scheme in Figure 8 is modified as follows:

1) XOR processes are all done in a centralized node, which will send the XOR ciphertext key
to the destination node;

2) KMA links are set between each KMA and the centralized KMA:
3) a QKDN controller link is set between the QKDN controller and the centralized KMA.

KMA links are simplified under this scheme, and only KMA links between the nodes and the
centralized node exist, thus facilitating network implementation.
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Figure 8 — Scheme of key relay with XORs collected at one centralized node

10 Key file format

A key file consists of key data in a prescribed size and metadata that includes items required for key
management. Contents of metadata depend on QKDN architectures, for example, centralized
architecture or distributed architecture, and also on use cases. Metadata of a key file may be stored in
a distributed manner, e.g., on each KMA and KSA. Table 1 summarizes basic metadata items.

Table 1 — Metadata information (basic information)

Metadata Description M/O
(1) QKD-key
QKD-key ID ID of the QKD-key. M
Key length Key length of the QKD-key O
QKD module ID ID of the QKD module (Alice or Bob) that generates the
QKD-key

Matching QKD module ID to identify the matching QKD module that constitutes the

. . 0O
ID pair of Alice and Bob
Generation time stamp ;{112:1?1 ls:;mp of QKD-key generation at the pair of QKD o
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Table 1 — Metadata information (basic information)

Metadata Description M/O
Hash value of the QKD-key data.
Hash value (There are several options for hash function, which are O
discussed in other Recommendations)
(2) KMA-key
ID of the KMA-key, which is the same for the pair of keys for
KMA-key ID th hash valoe generated fom the mames o the pai of OKD | M
modules is often used for this ID
Key length Key length of the KMA-key O
Key type Index to specify either encrypting key or decrypting key 0
KMAID ID of the KMA that stores the KMA-key 0O
Matching KMA ID ID of the matching KMA M
Generation time stamp Time stamp of the KMA-key generation at the KMA 0O
QKD modutern |10 10 4 e OKD ot v e QDA |
Matching QKD module ID to identify the matching QKD module that constitutes the
ID pair of Alice and Bob 0
Hash value of the KMA-key data.
Hash value (There are several options for hash function, which are O
discussed in other Recommendations)
(3) Relayed KMA-key
Source KMA ID ID of source KMA of the key relay O
Destination KMA ID ID of destination KMA of the key relay O
Key relay time stamp Time stamp of the key relay O
ﬁghl:(liay encryption Encryption method used for the key relay O
KMA-key metadata Metadata of KMA-key of the source KMA M
(4) KSA-key
KSA-key ID ID of the KSA-key M
Key length Key length of the KSA-key 0
Supply time stamp Zrl}t:;et ;;?2;1})1 i(():f ;Sglﬁesltﬁ)—rll(ey supply from the KSA to a 0
Application name Name of cryptographic application O
Application source ID Source ID of cryptographic application O
Application destination Destination ID of cryptographic application 0

ID

O: Optional, M: Mandatory

NOTE — Some use cases will be studied, and metadata structures will be described in detail. New items of
metadata, such as priority queuing control, quality of service control, and so on, will be described as

extensions.
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