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Recommendation ITU-T P.1310

Cloud computing – Trusted inter-cloud computing framework and requirements

1 Scope

This Recommendation specifies a framework of trusted inter-cloud computing and relevant use cases, based on the framework of inter-cloud computing [ITU-T Y.3511]. The scope of this Recommendation includes:

–an overview of trusted inter-cloud computing;

–general requirements for trusted inter-cloud;

–requirements for governance of trusted inter-cloud;

–requirements for management of trusted inter-cloud;

–requirements for resiliency of trusted inter-cloud;

–requirements for security and confidentiality of trusted inter-cloud.

2 References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1601]Recommendation ITU-T X.1601 (2014), Security framework for cloud computing.

[ITU-T Y.3500]Recommendation ITU-T Y.3500 (2014) | ISO/IEC 17788:2014, Information technology – Cloud computing – Overview and vocabulary.

[ITU-T Y.3501]Recommendation ITU-T Y.3501 (2016), Cloud computing – Framework and high-level requirements.

[ITU-T Y.3502]Recommendation ITU-T Y.3502 (2014) | ISO/IEC 17789:2014, Information technology – Cloud computing – Reference architecture.

[ITU-T Y.3511]Recommendation ITU-T Y.3511 (2014), Framework of inter-cloud computing.

[ITU-T Y.3520]Recommendation ITU-T Y.3520 (2015), Cloud computing framework for end to end resource management.

[ITU-T Y.3521]Recommendation ITU-T Y.3521 (2016), Overview of end-to-end cloud computing management.

[ITU-T Y.3522]Recommendation ITU-T Y.3522 (2016), End-to-end cloud service lifecycle management requirements.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1    availability [ITU-T Y.3500]: Property of being accessible and usable upon demand by an authorized entity.

3.1.2    confidentiality [ITU-T Y.3500]: Property that information is not made available or disclosed to unauthorized individuals, entities, or processes.

3.1.3    cloud computing [ITU-T Y.3500]: Paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual resources with self-service provisioning and administration on-demand.

NOTE – Examples of resources include servers, operating systems, networks, software, applications, and storage equipment.

3.1.4    cloud service [ITU-T Y.3500]: One or more capabilities offered via cloud computing invoked using a defined interface.

3.1.5    cloud service customer [ITU-T Y.3500]: Party which is in a business relationship for the purpose of using cloud services.

NOTE – A business relationship does not necessarily imply financial agreements.

3.1.6    cloud service partner [ITU-T Y.3500]: Party which is engaged in support of, or auxiliary to, activities of either the cloud service provider or the cloud service customer, or both.

3.1.7    cloud service provider [ITU-T Y.3500]: Party which makes cloud services available.

3.1.8    governance [b-ISO/IEC 38500:2015]: System of directing and controlling.

3.1.9    information security [b-ISO/IEC 27000:2016]: Preservation of confidentiality, integrity and availability of information.

NOTE – In addition, other properties, such as authenticity, accountability, non-repudiation, and reliability can also be involved.

3.1.10   integrity [ITU-T Y.3500]: Property of accuracy and completeness.

3.1.11   inter-cloud computing [ITU-T Y.3511]: The paradigm for enabling the interworking between two or more cloud service providers.

NOTE – Inter-cloud computing is also referred as inter-cloud.

3.1.12   service level agreement [ITU-T Y.3500]: Documented agreement between the service provider and customer that identifies services and service targets.

NOTE 1 – A service level agreement can also be established between the service provider and a supplier, an internal group or a customer acting as a supplier.

NOTE 2 – A service level agreement can be included in a contract or another type of documented agreement.

3.1.13   service management interface [ITU-T Y.3521]: Interface that provides a set of management capabilities exposed by a cloud service through which the cloud service can be managed.

NOTE – For additional details of SMI concepts, see [ITU-T Y.3520] and [b-TMF TR198].

3.1.14   trusted cloud service [ITU-T Y.3501]: A cloud service that satisfies a set of requirements such as transparency for governance, management and security so that a cloud service customer (CSC) can be confident in using the cloud service.

NOTE 1 – The set of requirements will vary depending on the involved cloud service customer, the nature of the cloud service and the governing jurisdiction.

NOTE 2 – The set of requirements could also be related to additional cross-cutting aspects [ITU-T Y.3502] such as performance, resiliency, reversibility, SLAs, etc.

NOTE 3 – Transparency means that the cloud service provider (CSP) should commit to the CSC that they have appropriate and clear control and reporting mechanisms for governance, management and security, such as SLA commitments, online announcements, data handling policies, etc.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1    dependability: The availability performance and its influencing factors on reliability performance, maintainability performance and maintenance support performance.

3.2.2    inter-cloud governance: System by which the use of inter-cloud is directed and controlled.

3.2.3    reliability: The ability of a system, product or component to perform and maintain under stated conditions as required for a specified period of time.

3.2.4    resiliency: The ability of a system, product or component to provide, maintain, or return to an acceptable level of service in the face of faults (unintentional, intentional or naturally caused) affecting normal operation.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

AAAAuthentication, Authorization and Accounting

BSSBusiness Support System

CSCCloud Service Customer

CSNCloud Service Partner

CSPCloud Service Provider

DDoSDistributed Denial of Service

KPIKey Performance Indicator

MSAMaster Service Agreement

NaaSNetwork as a Service

NATNetwork Address Translation

NFVNetwork Functions Virtualization

OSSOperations Support System

PaaSPlatform as a Service

PIIPersonally Identifiable Information

QoSQuality of Service

SaaSSoftware as a Service

SDNSoftware-Defined Networking

SLAService Level Agreement

SMIService Management Interface

vFWVirtual Firewall

vHGWVirtual Home Gateway

vLBVirtual Load Balancer

vNATVirtual Network Address Translation

5 Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this Recommendation is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required. Thus this requirement need not be present to claim conformance.

6 Overview of trusted inter-cloud

The inter-cloud computing concept is based on the relationship (pattern) among multiple cloud service providers (CSPs). This pattern (peering, federation or intermediary) allows the CSP to interwork with one or more peer CSPs to assure intermediation and security of services provided by these CSPs.

The trusted inter-cloud relationship among multiple CSPs relies on confidence between cloud service customer (CSC) and CSP, or between CSPs. One of them has to delegate physical control over application, service, resource and data to the others. The appropriate security mechanisms (e.g., security access control, security of network connectivity between the CSPs) are needed during peer CSPs interactions to achieve trusted inter-cloud computing.

The relevant CSPs form a common trusted inter-cloud to establish a trust relationship between them. In particular, the multiple CSPs involved in inter-cloud may be administered by different parties. In case of an inter-cloud federation, the involved CSPs may establish trust relationships among them prior to any interactions between them or during inter-cloud interactions (e.g., service requests between CSPs).

The specifics of trusted inter-cloud computing are different depending on the technologies used by CSC or CSP. Therefore, the management of trusted inter-cloud takes into account different levels of security.

Trusted inter-cloud relationships can be expressed through cross-cutting aspects (identified in [ITU-T Y.3502]), such as the governance, management, resiliency and security of inter-cloud.

Trusted inter-cloud computing covers security threats for CSC and threats for CSP. The specific threats depend on the level of responsibilities and control between the CSC and CSP, or between CSPs (such as those identified in [ITU-T X.1601]). In trusted inter-cloud systems, the control can be exchanged between CSC and CSP or between CSPs to achieve security continuum. The security of inter-cloud can be realized based on:

a)self-service security which enables self-service management of security in heterogeneous cloud infrastructures and provides flexible mechanisms to let CSC or CSP control the security of their cloud computing resources in a fine-grained manner;

b)self-managed security which enables full automation of security management in order to reduce operational costs while adding more flexibility and providing a unified view of security in heterogeneous cloud computing environments;

c)end-to-end security which implements a distributed security abstraction layer between endpoints defined by the CSC to overcome the heterogeneity of security technologies across multi-cloud environments and to manage trust relationships between different layers and across CSPs, to provide a unified user experience of security.

The governance of inter-cloud means the system by which inter-cloud is directed and controlled. A governance system has to monitor and to control usage of cloud computing system in both horizontal (cross-provider) and vertical (cross-layer) dimensions with a high level of automation.

The resiliency of inter-cloud means the ability of multi-cloud environment to provide and to maintain an acceptable quality level of service in the face of faults (unintentional, intentional or naturally caused) affecting normal operations.

6.1 Governance of trusted inter-cloud

One of the main challenges in inter-cloud computing is to respect security, confidentiality, and compliance requirements of cloud services hosted in a multi-cloud environment. The governance aspects become key parts of service level agreements (SLAs) for cloud services as they allow for usage of cloud services in a transparent manner over all their lifecycle. The governance roles guarantee security and appropriate treatment of cloud applications and cloud data independently of the deployment model. They are specified and targeted for an operational area of cloud computing.

The governance of trusted inter-cloud is based on specific policies and principles which allow for the use of particular cloud services in a trustworthy manner. This needs strongly isolated (physically or logically) instances of cloud services for aspects including identity management, geographic redundancy, support for hybrid scenarios, and effective inter-cloud data (workloads) management. The CSPs establishing a trusted inter-cloud relationship are obliged to determine their policies of decision-making roles, and implement these policies in their management systems.

The governance of trusted inter-cloud can be expressed as 	a system of directing and controlling an inter-cloud environment to reach objectives for trust. It can be spread over the governance body and governance executive. The governance body consists of a set of representatives of CSPs (person or group of people) who are accountable for the performance and conformance of the trusted inter-cloud environment. The governance executive represents the system by which current and future use of trusted inter-cloud is directed and controlled. The governance executive also provides plans, builds and runs trusted inter-cloud enabled business.

The governance of trusted inter-cloud is a continuous process to monitor particular indicators from systems (e.g., performance, conformance), evaluate proposals and plans, and direct strategy and policies between the governance body and governance executive. The governance body takes into account external trusted inter-cloud conditions related to business pressures, regulatory obligations, source of authority, stake-holders' expectations and business needs.

The trusted inter-cloud governance is based on the following principles:

–responsibility, which indicates clearly defined roles for demand and support of the environment;

–strategy, which is strongly related to phase of plans, builds and runs trusted inter-cloud enabled business;

–acquisition of inter-cloud data, which depends on the business case;

–performance, which has to be realized according to SLAs for cloud services;

–compliance, which covers the necessary respect of laws and regulations;

–human behaviour, which addresses the dynamics of interaction in the governance process.

The governance of trusted inter-cloud can be considered with respect to internal or external aspects. Internal cloud governance allows a CSP to control its own processes in a way that it can give assurance and transparency to other CSPs participating in a trusted inter-cloud environment according to specified expectations in terms of cloud computing cross-cutting aspects [ITU-T Y.3502].

External cloud governance spans processes of monitoring and controlling the inter-cloud environment to reach objectives of trust. This can refer to a service level agreement which provides detailed information about functional and non-functional aspects of cloud services.

For both internal governance and external governance of trusted inter-cloud, these refer to matters that are decided by the governing board of a CSP, such as how policy decisions are made, and how these are converted into policies that can be implemented in the CSP’s management system.

6.2 Management of trusted inter-cloud

Management in trusted inter-cloud computing environments is based on access control mechanisms and a trust management system. They are complementary to each other. Appropriate access control mechanisms guarantee a level of confidentiality and trust between a CSC and CSPs or between CSPs.

Access control mechanisms determine authorization of shifting physical control over applications, services, resources and data. An authorization, authentication and accounting (AAA) module to control the access to cloud computing resources relies on a customisable access control policy model and its implementation requirements. The specification of the access control mechanism is usually predefined in an access control policy. This specification is used to specify permissions and access control to cloud computing resources and cloud services.

The traditional access control mechanisms (e.g., identity-based, lattice-based, role-based, organisation-based, attribute-based) cannot be successfully used in trusted inter-cloud computing due to high dynamics in cloud computing environments. Therefore, new mechanisms based on mixing traditional functionality can be used to control cross-tenant at the policy administration level.

The objectives of access control mechanisms in trusted inter-cloud environment are as follows:

–expressivity as the ability to provide appropriate mechanisms of access control policies. This depends on the implementation;

–granularity as the ability to decompose an access control mechanism into smaller size components. This is in line with granularity of the cloud computing resources and cloud services as well as the SLA established between the CSC and CSP or between CSPs;

–context-awareness as the ability of an authorization mechanism to take context information into consideration when making access decisions. Context awareness is significant in trusted inter-cloud environments due to their distributed nature: access to inter-cloud from different locations, during different time periods, etc.

Appropriate policy language implemented in the trusted inter-cloud environment provides expressiveness beyond the boundary of access control. This should respect security mechanisms of trust management systems to fulfil specified requirements.

Trust management in inter-cloud environments (as an interaction enabler in situations of risk and uncertainty) is considered in cross-provider and cross-layer dimensions. Decisions of the trust management system are typically taken based on the prediction of cloud computing actors' behaviours and are based on the SLA established between CSC and CSP or between CSPs. According to particular needs, trust management can either be CSC-related or CSP-related.

The trust management functionalities are supported by the "Authorisation and security policy management" functional component within the multi-layer functions of the cloud computing reference architecture [ITU-T Y.3502]. The positioning of trust management functionalities across the CSPs which provide inter-cloud services is presented in Figure 6-1.
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Figure 6-1 – The positioning of trust management functionalities over CSP in inter-cloud

The inter-cloud relation is realised over the particular service layers of CSP-A and CSP-B (dashed line in Figure 6-1). The trusted inter-cloud relation is realised over trust management functionalities of CSP-A and CSP-B located in the "Authorisation and security policy management" functional component, which is located within functionalities of inter-cloud security among CSPs (solid lines in Figure 6-1). The trust management functionalities play an intermediary role between service layers of CSP-A and CSP-B in inter-cloud relations.

The operational model of trust management identifies four modes as follows:

–Mode 1 – the trust management system produces simple answers (i.e., trust or no trust) that states whether the credentials provided by the CSP satisfy the policy;

–Mode 2 – extended Mode 1, with justification when the request is denied, that states which conditions in the policy the provided credentials were unable to satisfy;

–Mode 3 – the trust management system provides an answer with justifications and explanation when the policy is satisfied. The explanation contains all credentials that satisfy the policy;

–Mode 4 – extended Mode 3, with detailed explanation. The detailed explanation is obtained by providing all subsets of credentials that satisfy the policy.

The trust management functionalities are built upon elements as follows:

–Feedback analyser which is responsible for the collection and analysis of feedbacks and opinions from a CSC or CSP about another CSC or CSP;

–SLA analyser which is responsible for extracting and evaluating SLA metrics;

–Credential analyser which verifies chains of trust and evaluates the validity of credentials;

–Trust requirement handler which parses and extracts trust requirements;

–Trust analyser which encapsulates the policies used to compute trust;

–Trust requests handler which orchestrates and coordinates the collaboration of the aforementioned components.

For an overview of cloud SLA, cloud SLA metrics and the relationship between the cloud service agreement and the cloud SLA please refer to [b-ISO/IEC 19086-1].

The relationships between particular elements of trust management functionalities are presented in Figure 6-2.
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Figure 6-2 – The relationship between particular elements of trust management functionalities

Trust management relies on components for managing isolation and security mechanisms. The components managing isolation ensure cross-layer trust, while components managing security mechanism establish a chain of trust satisfying both horizontal (cross-provider) and vertical (cross-layer) dimensions.

6.3 Resiliency of trusted inter-cloud

Resiliency includes the set of monitoring, preventive and responsive processes that enable a cloud service to provide near-continuous operations, or predictable and verifiable outages (such as scheduled maintenance), through appropriate failure and recovery actions. These include hardware failures, communications and software malfunctions, and can occur as isolated incident or in combination, including cascade of failures. These processes might include both automated and manual actions, usually spanning multiple systems, and thus their description and realisation are part of the overall cloud infrastructure, and not an independent function. Inherent in resiliency is the realisation of risk management – since resiliency is determined by the least resilient component in the system, performance or other factors may limit the extent to which resiliency is achievable or effective. The association of risk to value is realised in the implementation choices to provide resiliency.

Inter-cloud resiliency is interpreted as persistence under uncertainty of performance among multiple CSPs in the face of some set of disturbances that are likely to occur during a specified timeframe.

Trusted inter-cloud resiliency is a set of technical procedures (rely on shifting control and security mechanisms) to:

–monitor CSC or CSP's environment and collect relevant data;

–analyse monitored data;

–predict faults and;

–mitigate or restore the cloud service parameters after service failure (related to certain equipment or software functionality, laws and regulations, local policies, service contracts, etc.) and availability (related to technical systems functionality).

Complementary to trusted inter-cloud resiliency is the reliability of trusted inter-cloud. This means the ability of the trusted inter-cloud environment to perform and maintain under stated conditions as required for a specified period of time.

6.4 Security and confidentiality of trusted inter-cloud

The security and confidentiality of trusted inter-cloud is the main challenge of integrating multiple CSP platforms. This is necessary to provide self-service, self-managed and end-to-end security services for the CSC, and for the CSP to guarantee a level of confidentiality, integrity, as well as availability of services and resources hosted on CSP's cloud computing environments. To establish and specify trust between different cloud computing environments as well as trust between CSC and CSPs, a dedicated security and confidentiality terminology, together with a master service agreement (MSA) is needed.

The security and confidentiality of trusted inter-cloud is based on distributed cloud management. It enables the primary CSP to provide end-to-end dynamic deployment, configuration and unified control of security and confidentiality of cloud services across multiple CSPs. In implementation, distributed cloud management supported trust can be realised by combining specialised protocol design with smart interaction with the underlying cloud network fabric (e.g., using software-defined networking (SDN) traffic engineering and cloud-tailored smart queue management).

To increase security and confidentiality of trusted inter-cloud computing, it is necessary to define a terminology (language) to annotate (or tag) workloads and data with security requirements (such as permissible storage locations). These annotations will be processed by the system during scheduling and migration to ensure that workload constraints are maintained. Additionally, annotation of workloads allows the use of appropriate network data plane mechanisms (e.g., SDN) for strong security protection and traffic isolation in order to ensure that the above constraints are reached when workloads are practically placed, executed (data accessed and stored) and migrated. Such annotation of workloads and data sets might be based on standards for data categorisation.

The security and confidentiality of trusted inter-cloud is realized based on a two dimensional (vertical and horizontal) model as follows. The vertical axis is based on the layers of the cloud computing reference architecture [ITU-T Y.3502]:

–in the higher layers focussed on user-centric security and confidentiality through a unified distribution layer for cloud resources (independently from their type and from underlying CSP), such as user identity management, authentication and authorization;

–in the lower layers focused on provider-independent control, security and confidentiality over the whole distributed inter-cloud infrastructure, such as disk and network encryption.

The horizontal axis is based on the interconnection of CSPs based on the inter-cloud framework [ITU-T Y.3511].

Consequently, security and confidentiality of trusted inter-cloud are based on satisfying both horizontal (cross-provider) and vertical (cross-layer) dimensions.

6.5 Relationship between trusted inter-cloud and the cloud computing reference architecture

The cloud computing reference architecture [ITU-T Y.3502] provides an architectural framework which defines cloud computing roles, sub-roles, cloud computing activities and cross-cutting aspects. It also describes the functional layers and functional components of a cloud computing system. According to this framework, the trusted inter-cloud relationships can be expressed by cross-cutting aspects like security, governance and resiliency that span over cloud computing multi-layer functionality. The conceptual view of cloud computing management is based on cloud computing management layers and the service management interface (SMI) approach [ITU-T Y.3520] and [ITU-T Y.3522].

Trust management in inter-cloud environments can be realized based on the common model for end-to-end cloud computing management [ITU-T Y.3521]. In particular, the operations support system (OSS) functional components encompass the set of management capabilities that are required in order to manage and control trust in an inter-cloud environment. The role of business support system (BSS) functional components remains to encompass the set of business-related management capabilities dealing with customers and supporting processes in a trusted manner (see clause 9.2.5.4 of [ITU-T Y.3502]). Therefore, in a trusted inter-cloud environment, the cloud computing management functionalities [ITU-T Y.3521] can be used to reach objectives of trust satisfying governance, security and resiliency aspects of inter-cloud.

7 General requirements for trusted inter-cloud

This clause identifies general requirements applicable to trusted inter-cloud.

7.1 Data separation

It is required that the CSP provides data separation between workloads to ensure security and confidentiality.

7.2 Data annotation

It is recommended that the CSP supports annotation (tagging) of trusted inter-cloud data (workloads) to enable compliance with regulatory obligations.

7.3 Confidentiality of data

It is required that the CSP respects the confidentiality of the CSC's or CSP's data used in trusted inter-cloud system.

7.4 Operational statistics

It is recommended that the CSP supports operational statistics for trusted inter-cloud services according to appropriate methods of measurement.

7.5 Interoperability and dependability

It is recommended that the CSP supports interoperability and dependability of trusted inter-cloud services.

7.6 Master service agreement

It is recommended that the CSP respects master service agreements to reach objectives of trust satisfying governance, security and resiliency aspects of inter-cloud.

8 Requirements for governance of trusted inter-cloud

This clause provides requirements for governance of trusted inter-cloud derived from the use cases described in Appendix I.

8.1 Geographical policies

It is required that the CSP respects all applicable geographical policies in order to realise requests from the CSC or other CSP.

It is recommended that the CSP integrates and validates cloud services from peer CSPs with respect to geographical policies.

It is recommended that the CSP validates and supports resiliency cloud services from peer CSPs with respect to geographical policies.

NOTE – A geographical policy can be conditional, for example "data shall not leave country X unless this movement is necessary to continue service during a major outage".

8.2 Governance policies

It is required that the CSP respects governance policies to reach objectives of trusted inter-cloud.

8.3 Governance roles

It is required that the CSP respects governance roles to reach objectives of trusted inter-cloud.

8.4 Regulatory policies

It is required that the CSP complies with applicable data regulation policies (e.g., medical, financial, defence, etc.) and business regulatory policies related to inter-cloud.

NOTE – Regulation policies concern regulations applied to particular types of businesses.

8.5 Laws and regulations

It is required that the CSP complies with applicable laws and regulations as well as local policies.

9 Requirements for management of trusted inter-cloud

This clause provides requirements for management of trusted inter-cloud derived from the use cases described in Appendix I.

9.1 Management policies

It is required that the CSP respects management policies applied to trusted inter-cloud.

9.2 Management roles

It is required that the CSP respects management roles applied to trusted inter-cloud.

9.3 Distributed data

It is recommended that the CSP supports management of distributed data in trusted inter-cloud.

9.4 Identity management

It is recommended that the CSP provides identity management to enable compliance with CSC policy in trusted inter-cloud.

9.5 Access management

It is recommended that the CSP provides access management to enable compliance with CSC policy in trusted inter-cloud.

9.6 Policy language

It is recommended that the CSP supports policy language (related to data annotation) to increase confidentiality of trusted inter-cloud.

10 Requirements for resiliency of trusted inter-cloud

This clause provides requirements for resiliency of trusted inter-cloud derived from the use cases described in Appendix I.

10.1 Service monitoring

It is recommended that the CSP monitors quality of trusted inter-cloud service in real time.

10.2 Service continuity

It is recommended that the CSP supports the resiliency of trusted inter-cloud services in order to respect service continuity in accordance with the SLA established between CSC and CSP or between CSPs.

10.3 Resiliency policies

It is recommended that the CSP integrates and validates cloud services from peer CSPs with respect to resiliency policies.

10.4 Resiliency validation

It is recommended that the CSP validates resiliency of cloud service from peer CSPs.

11 Requirements for security and confidentiality of trusted inter-cloud

This clause provides requirements for security and confidentiality of trusted inter-cloud derived from the use cases described in Appendix I.

11.1 Security and confidentiality policies

It is recommended that the CSP supports unified (commonly adopted) security and confidentiality policies and metadata.

11.2 Level of robustness

It is recommended that the CSP supports appropriate levels of robustness.

11.3 Security policy negotiation

It is recommended that the CSP supports security policy negotiation.

11.4 Security and confidentiality policy

It is required that the CSP respects the security and confidentiality policies established between CSC and CSP or between CSPs.

11.5 Data security

It is recommended that the CSP supports on-demand data security services.

11.6 Security policy monitoring

It is recommended that the CSP supports deployment and monitoring of security policies related to inter-cloud.

12 Security considerations

Security aspects for consideration within the cloud computing environment, including inter-cloud computing, are described in [ITU-T X.1601], which analyses security threats and challenges, and describes security capabilities that could mitigate these threats and meet the security challenges.


Appendix I

Use case of trusted inter-cloud computing

(This appendix does not form an integral part of this Recommendation.)

I.1 Use case template

The use cases developed in Appendix I should adopt the following unified format for better readability and convenient material organization.







	Title


	Note: The title of the use case





	Description


	Note: Scenario description of the use case





	Roles


	Note: Roles involved in the use case





	Figure (optional)


	Note: Figure to explain the use case, but not mandatory





	Pre-conditions (optional)


	Note: The necessary pre-conditions that should be achieved before starting the use case 





	Post-conditions (optional)


	Note: The post-condition that will be carried out after the termination of current use case





	Derived requirements


	Note: Requirements derived from the use cases, whose detailed description is presented in the dedicated chapter






I.2 Trusted inter-cloud related use cases

I.2.1 Use case of access security in trusted inter-cloud

This use case illustrates the security aspects of trusted inter-cloud between the primary CSP and secondary CSPs. The intermediary pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.1 – Access security in trusted inter-cloud







	
Title


	
Access security in trusted inter-cloud 





	Description


	– The CSC requests secure and malware free software as a service (SaaS).

– The primary CSP in an inter-cloud intermediary pattern (acts as CSP(Intermediary)) is the contact point for CSC.

– The CSP(Intermediary) integrates and validates services from multiple SaaS CSPs (secondary CSPs).

– For the CSP(Intermediary), in order to guarantee secure and malware free SaaS software for CSC, it is necessary to validate SaaS from secondary CSP1(SaaS), CSP2(SaaS) and CSP3(SaaS). In case of negative SaaS validation the CSP offer of this SaaS is not presented to CSC.

– In case of connectivity problem between CSP(Intermediary) and CSP1(SaaS), the service is automate established between CSP(Intermediary) and CSP3(SaaS).





	Roles


	CSC, CSP, CSP(SaaS)





	Figure (optional)


	[image: img]




	Pre-conditions (optional)


	– The CSP1(SaaS) and CSP3(SaaS) deliver malware free software. 

– The CSP2(SaaS) delivers malware infected software.





	Post-conditions (optional)


	– The CSP(Intermediary) guarantees secure SaaS. 

– The CSP(Intermediary) establishes service between CSC and CSP1(SaaS).

– The CSP(Intermediary) establishes service between CSC and CSP3(SaaS) in case of failed CSP1(SaaS).





	Derived requirements


	– access security between the CSC and CSP

– integrate and validate services from multiple CSPs

– resiliency service from multiple CSPs






I.2.2 Use case of geographical policy in trusted inter-cloud

This use case illustrates the governance aspect of trusted inter-cloud between the primary CSP and secondary CSPs. The intermediary pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.2 – Geographical policy in trusted inter-cloud







	
Title


	
Geographical policy in trusted inter-cloud 





	Description


	– The CSC request SaaS service performed exactly within area A (geographical policy).

– The primary CSP in an inter-cloud intermediary pattern (acts as CSP(Intermediary)) is the contact point for CSC.

– The CSP(Intermediary) integrates and validates SaaS services from multiple CSPs (secondary CSPs).

– For the CSP(Intermediary), in order to respect the request of CSC, it is necessary to validate governance polices from secondary CSP1(SaaS), CSP2(SaaS) and CSP3(SaaS). In case of negative validation, the secondary CSP offer is not presented to CSC.

– In case of connectivity problem between CSP(Intermediary) and CSP1(SaaS), the SaaS service is automatically established between CSP(Intermediary) and CSP3(SaaS).





	Roles


	CSC,CSP, CSP(SaaS)





	Figure (optional)


	[image: img]




	Pre-conditions (optional)


	– The primary CSP(Intermediary) and secondary CSPs are in trusted inter-cloud relationship.

– The CSP1(SaaS) and CSP3(SaaS) effects geographical polices.

– The CSP2 performs SaaS service out of the requested area.





	Post-conditions (optional)


	– The CSP(Intermediary) guarantees governance policies of SaaS. 

– The CSP (Intermediary) establishes service between CSC and CSP1(SaaS).

– The CSP (Intermediary) establishes service between CSC and CSP3(SaaS) in case of failed CSP1(SaaS).





	Derived requirements


	– geographical policies

– integrate and validate services from multiple CSPs

– resiliency service from multiple CSPs






I.2.3 Use case of video gaming in trusted inter-cloud

This use case illustrates the resiliency aspect of trusted inter-cloud between the primary CSP and secondary CSPs. The intermediary pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.3 – Video gaming in trusted inter-cloud







	
Title


	
Video gaming service in trusted inter-cloud 





	Description


	– The CSC requests video gaming service with quality of service (QoS) (Premium service under SLA).

– The primary CSP in an inter-cloud intermediary pattern (acts as CSP(Intermediary)) is the contact point for CSC.

– The CSP(Intermediary) integrates and validates video gaming services from multiple CSPs (secondary CSPs).

– The CSP(Intermediary) monitors quality of service from secondary CSP1 and CSP2. In case service quality drops below premium service level, due to internal or external problems of CSP1 (e.g., overloaded resources, human error, distributed denial of service(DDoS)), the service is automatically established between CSP(Intermediary) and CSP2 without interruption.





	Roles


	CSC, CSP





	Figure (optional)


	[image: img]




	Pre-conditions (optional)


	– The primary CSP(Intermediary) and secondary CSPs are in trusted inter-cloud relationship.

– The CSP1 and CSP2 offer video gaming service (Premium service).

– The CSP (Intermediary) integrates and validates gaming services with QoS.

– The CSP (Intermediary) establishes service between CSC and CSP1.





	Post-conditions (optional)


	– The CSP1 is under internal or external perturbation and quality of video gaming service drops below premium service level.

– The service is automatically established between CSP(Intermediary) and CSP2 without service interruption.





	Derived requirements


	– real-time monitoring quality of trusted service

– integrate and validate services from multiple CSPs

– resiliency service from multiple CSPs






I.2.4 Use case of distributed image processing platform in trusted inter-cloud

This use case illustrates the security and confidentiality aspects of trusted inter-cloud between a primary CSP and secondary CSPs. The intermediary pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.4 – Distributed image processing platform in trusted inter-cloud







	
Title


	
Distributed image platform in trusted inter-cloud 





	Description


	– The CSC requests the CSP for a platform to build image processing and storage systems. CSC is required to provide its own part of the software into the cloud.

– The CSC request that the platform fits regulatory policy to reach safety, security and confidentiality constraints. The CSC requests QoS for data processing.

– The CSC requests that the physical location (localization) for its data store as well as CSP can be chosen by CSC in an elastic manner.

– The primary CSP(PaaS) in an inter-cloud intermediary pattern CSP(Intermediary) is the contact point for CSC.

– The CSP(Intermediary) integrates and validates SaaS services from multiple CSPs (secondary CSPs).

– The CSP2(SaaS) offers the same service as CSP1(SaaS) or CSP3(SaaS) but does not meet the required business regulatory policy.

– For the CSP(Intermediary), in order to respect the request of a CSC, it is necessary to validate security and confidentiality policies from secondary CSP1(SaaS), CSP2(SaaS) and CSP3(SaaS). In case of negative validation, the secondary CSP offer is not presented to CSC.

– In case of connectivity problem between CSP(Intermediary) and CSP1, the SaaS service is automatically established between CSP(Intermediary) and CSP3.

In particular, an example of such service could be sharing information of patients' healthcare between hospitals. The hospitals can exchange all medical data of patients, while other agencies such as insurance or government have access limited to statistical information only without personally identifiable information (PII).





	Roles


	CSC, CSP(PaaS), CSP(SaaS)





	Figure (optional)


	[image: img]




	Pre-conditions (optional)


	– The primary CSP(PaaS) and secondary CSPs are in trusted inter-cloud relationship.

– The CSP1(SaaS) and CSP3(SaaS) effects security, safety and confidentiality polices.

– The CSP2(SaaS) performs service out of business regulatory policy.





	Post-conditions (optional)


	– The CSP(Intermediary) guarantees security and confidentiality policy of SaaS.

– The CSP(Intermediary) establishes service between CSC and CSP1(SaaS).

– The CSP(Intermediary) establishes service between CSC and CSP3 (SaaS) in case CSP1(SaaS) fails.





	Derived requirements


	– security and confidentiality policies

– unified (commonly adopted) security policies and metadata

– interoperability and dependability

– support appropriate level of robustness

– security policy negotiation terminology

– management of distributed data

– resiliency service from multiple CSPs






I.2.5 Use case of distributed information exchange system in trusted inter-cloud

This use case illustrates the security and confidentiality aspect of trusted inter-cloud between a primary CSP and secondary CSPs. The intermediary pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.5 – Distributed information exchange system in trusted inter-cloud







	
Title


	
Distributed information exchange system in trusted inter-cloud 





	Description


	– The CSC from regulation business domain (e.g., healthcare, finance, defence), requests the CSP for a service to build an information exchange system. CSC requires that information will be distributed respecting business regulatory policies and data regulation policy. 

– The CSC requests that distributed information exchange system fits regulatory policy to reach safety, security and confidentiality constraints. 

– The CSC requests that physical location (localization) for their data store as well as CSP can be chosen by CSC in an elastic manner.

– The primary CSP(SaaS) in an inter-cloud intermediary pattern (acts as CSP(Intermediary)) is the contact point for CSC.

– The CSP(Intermediary) integrates and validate SaaS services from multiple CSPs (secondary CSPs).

– The CSP2(SaaS) offers the same service as CSP1(SaaS) or CSP3(SaaS) but does not meet the required business regulatory policy.

– For the CSP(Intermediary), in order to respect the  request of CSC, it is necessary to validate security and confidentiality policies from secondary CSP1(SaaS), CSP2(SaaS) and CSP3(SaaS). In case of negative validation, the secondary CSP offer is not presented to CSC.

– In case of connectivity problem between CSP(Intermediary) and CSP1, the SaaS service is automatically established between CSP(Intermediary) and CSP3.

In particular, an example of such service could be PaaS-based processing of satellite image data for farm crop analysis.





	Roles


	CSC,CSP(SaaS)





	Figure (optional)


	[image: img]




	Pre-conditions (optional)


	– The primary CSP(SaaS) and secondary CSPs are in a trusted inter-cloud relationship.

– The CSP1(SaaS) and CSP3(SaaS) effects security, safety and confidentiality policies.

– The CSP2(SaaS) performs service out of business regulatory policy.





	Post-conditions (optional)


	– The CSP(Intermediary) guarantees the security and confidentiality policy of SaaS. 

– The CSP(Intermediary) establishes service between CSC and CSP1(SaaS).

– The CSP(Intermediary) establishes service between CSC and CSP3(SaaS) in case of failed CSP1(SaaS).





	Derived requirements


	– security and confidentiality policies 

– master service agreements

– on-demand data security services 

– deployment and monitoring of security policies around CSPs 

– respect data regulation policy (e.g., medical, financial, defence, etc.) 

NOTE – Regulation policy concern regulation applied to particular business.

– respect business regulatory policies

– resiliency service 

– respect laws and regulations, 

– respect local policies.






I.2.6 Use case of virtual home gateway in trusted inter-cloud

This use case illustrates management aspect of trusted inter-cloud between CSC and CSP or between CSPs. The federation pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.6 – Virtual home gateway in trusted inter-cloud







	
Title


	Virtual home gateway in trusted inter-cloud 





	Description


	– A large group of CSCs requests from CSP(NaaS) secured access to Internet with parental control service. A CSP(NaaS) serves such service over virtual home gateway (vHGW) facilities using network functions virtualization (NFV) and SDN technologies. 

– The CSP(NaaS) forms an inter-cloud federation pattern within a group of peer CSPs due to lack of own resources for request realization. According to the management of sensitive CSC's data, the CSP(NaaS) establish a trusted relationship between CSPs(PaaS) and CSPs(SaaS) involved in federation. 

– The CSP(NaaS) forms service chaining on parental control service from a set of network virtual functions (e.g., virtual firewall (vFW), virtual network address translation (vNAT), virtual load balancer (vLB)) hosted by CSP(PaaS) and CSP(SaaS).

– The CSP(NaaS) monitors quality of service chaining and in case of quality drops below threshold or in case of the realization of particular key performance indicators (KPIs) (e.g., low power consumption, service balancing), the service is automatically reallocated within the  federation, respecting policy and governance roles applied.





	Roles


	CSC, CSP(NaaS), CSP(PaaS), CSP(SaaS), CSP(XaaS)





	Figure (optional)
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	Pre-conditions (optional)


	– The CSP(NaaS) and CSP(PaaS) and CSP(SaaS) are in a trusted inter-cloud relationship.





	Post-conditions (optional)


	– The CSP(NaaS) guarantees governance policy of SaaS. 

– The CSP(NaaS) establishes service chaining between CSP(PaaS) and CSP(SaaS).

– The CSP(NaaS) reallocate service between CSPs among federation in case service quality drops below threshold or in case of the realization of particular KPIs (e.g., low power consumption, service balancing).





	Derived requirements


	–policies and governance roles

–confidentiality of CSC's data 

–service statistics

–annotation (tagging) of cloud workloads






I.2.7 Use case of distributed document exchange system in trusted inter-cloud

This use case illustrates governance aspect of trusted inter-cloud between CSC and CSP or between CSPs. The federation pattern of inter-cloud used to illustrate the use case is an example only.

Table I.2.7 – Distributed document exchange system in trusted inter-cloud







	
Title


	
Distributed document exchange system in trusted inter-cloud





	Description


	– The CSC requests from CSP(PaaS) cloud-based system which allows exchanging documents between their partners.

– The CSC requests that these documents could be reviewed, updated and audited by the CSC or cloud service partner (CSN). 

– The CSC requests that distributed document exchange system fits regulatory policy to reach safety, security and confidentiality constraints.

– The CSP(PaaS) forms federation pattern among CPSs(SaaS) and becomes contact point for CSC.

– The CSP(PaaS) determine appropriate policies or principles which allows using of distributed document system in trustworthy manner.





	Roles


	CSC, CSP(PaaS), CSP(SaaS)





	Figure (optional)


	[image: img]




	Pre-conditions (optional)


	– The CSP(PaaS) and CSPs(SaaS) are in trusted inter-cloud relationship.





	Post-conditions (optional)


	– The CSPs implements governance policy in theirs management system.





	Derived requirements


	– governance policies and governance roles

– data separation for ensuring security and confidentiality

– annotation (tagging) of cloud workloads to comply with regulatory needs

– identity and access management to comply with CSC policy 
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