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Summary

Recommendation ITU-T Y.3051 specifies basic principles for creating a trusted environment in information and communication technology (ICT) infrastructure that provides information and communication services. The Recommendation provides the definition, common requirements and the basic principles of creating a trusted environment.
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Recommendation ITU-T Y.3051

Basic principles of trusted environment in information and communication technology infrastructure

1Scope

This Recommendation specifies basic principles for creating a trusted environment in information and communication technology (ICT) infrastructure that provides information and communication services. This issue has become extremely important in the modern knowledge society that has seen a significant growth rate in information technology usage. This Recommendation contains a rationale for the necessity for a trusted environment in ICT infrastructure. This Recommendation is relevant for service developers as well as network designers and should be considered as a set of fundamental principles for creating a convenient and secure environment. While the basic principles outlined in this Recommendation aim at creating a trusted environment for the provision of services using ICT, they may be applied in a broader interpretation of the concept of a trusted environment.

2References

None.

3Definitions

3.1Terms defined elsewhere

This Recommendation uses the following term defined elsewhere:

3.1.1    trust [b-ITU-T Y.3052]: Trust is the measureable belief and/or confidence which represents accumulated value from history and the expecting value for future.

NOTE – Trust is quantitatively and/or qualitatively calculated and measured, which is used to evaluate values of entities, value-chains among multiple stakeholders, and human behaviours including decision making.

3.2Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1    trusted environment (in ICT infrastructure): An information and communication technology-enabled environment providing a set of technical and regulatory conditions sufficient for establishing trust between interacting entities.

NOTE – From a broader perspective, the trusted environment can be perceived as a multidimensional concept with technological and societal implications.

4Abbreviations and acronyms

This Recommendation uses the following abbreviation and acronym:


	ICT	Information and Communication Technology



5Conventions

In this Recommendation:

The keywords "is required to" indicate a requirement which must be followed and from which no deviation is permitted if conformance to this document is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not absolutely required. Thus this requirement need not be present to claim conformance.

The keywords "can optionally" and "may" indicate an optional requirement which is permissible, without implying any sense of being recommended. These terms are not intended to imply that the vendor’s implementation must provide the option and the feature can be optionally enabled by the network operator/service provider. Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.

6Necessity of trusted environment in ICT infrastructure

Due to the development of information technology and future networks, the number of entities and their interactions (e.g., human to human, human to machine, machine to machine) is increasing significantly. In any uncertain circumstance, people need to be able to predict the results of these interactions especially with the entities that they cannot control remotely. To provide the desired level of confidence and protection, it is necessary to conduct a complex of special technical and organizational measures. One possible way is to create a trusted environment in ICT infrastructure.

Globalization and the wide spread of information technologies lead to the displacement of the context of trust by special technological means. Therefore, ICT infrastructure needs to play a role in building a trusted environment with interoperability and information security. In addition, ICT infrastructure needs trust between interacting parties at a high level of responsibility in a resource-limited environment (e.g., to save human lives in emergencies).

A trusted environment in ICT infrastructure is necessary for social, critical and life-protecting services (e.g., e-government, e-commerce and e-health). For such services, establishment of trust between service providers and consumers can solve problems of fraud and increase the availability of services.

In summary, creating a trusted environment in the ICT infrastructure allows entities to predict the results of their interactions and minimizes risks caused by the growing number of interactions and the loss of their context, while providing interoperability and information security.

7Requirements for a trusted environment in the ICT infrastructure

A Trusted environment in the ICT infrastructure must meet the requirements specified in clauses 7.1 to 7.4.

7.1Predictability

•All participants within a trusted environment are required to be equipped with the capability to predict the outcome of their interactions in order to reduce the risks of negative consequences caused by the inappropriate behaviour of any participant(s).

•For this, the ICT infrastructure used for a trusted environment is required to meet a certain level of quality.

•Provision of handy user interfaces and systems of access to a trusted environment is recommended for participants to improve predictability, by using comfortable and familiar methods of interaction each time.

7.2Information security

•It is required to provide confidentiality, integrity and the availability of information, as well as the absence of misinformation (spam, etc.), for all participants interacting within a trusted environment.

•Each participant is required to be verified for compliance with the common minimal security requirements.

•Minimal security requirements for a trusted environment in an ICT infrastructure are required to be developed for all security dimensions [b-ITU-T X.805] with the goal of providing electronic exchange of information in a trusted environment at the same level of trust as in a non-electronic interaction.

7.3Interoperability

•It is required to enable all participants interacting within a trusted environment to exchange information with any other entity within a trusted environment in an ICT infrastructure.

•A trusted environment in an ICT infrastructure is required to support internetwork connections to provide unified interaction capabilities to each participant, independent of technical infrastructure (core networks) used.

•All predictability, information security and availability of administration services requirements are required to be supported for internetwork connections.

7.4Availability of administration services

•Provision of continuous customer support is required for all interacting participants within a trusted environment in an ICT infrastructure, as well as prompt compensation if service provision fails.

•A trusted environment in an ICT and its technical infrastructures are required to maintain the capacity to enrol new participants enabling them to rapidly integrate and start operating within the trusted environment in the ICT.

8The basic principles of for a trusted environment in an ICT

The need to create a trusted environment is associated with the increased convergence of ICT, general mobility and the increasing number of interactions between humans and machines. The task of creating a trusted environment is especially actual for ICT used in socially and economically significant interactions between machines, humans, organizations and other entities. Examples of such interactions are e-commerce, e-government and emergency rescue guidance. The last is related to a direct threat to human life and also represents a high importance interaction within a trusted environment.

On the global scale, a trusted environment is not possible in the absence of ICT interoperability. The field of interoperability of ICT can be characterized by statements 1 to 3.

1.Presence of a large number of information systems operating within governmental institutions and companies. These systems typically use their own hardware and software, and most of them cannot exchange information directly in "machine-to-machine" mode.

2.The presence of many competing standards that only hinder information exchange, despite the excellent work carried out by numerous standardization bodies (at national, regional and international levels).

3.The majority of developed economies are not ready to abandon the already established and well-functioning information systems for the benefit of future non-prescribed systems.

The basic principles for creation of a trusted environment in ICT are:

1.The principle of non-discrimination – the electronic interaction in a trusted environment is not exempt from legal consequences, validity or enforceability solely on the ground that it is provided in electronic form. This involves adoption of legal regulations, but the first step is to provide appropriate technological capabilities in an ICT infrastructure to ensure the same level of security for electronic transactions as for signatures on paper. E-signature and certification authorities can serve as examples of such technologies.

2.The principle of technological neutrality of ICT in a trusted environment, which involves creating a trusted environment that is ICT neutral with regard to the technology used. Given the rapid pace of technological progress, neutral regulations are intended to allow the use of any future development without further legislation.

3.The principle of functional equivalence, which sets the criteria by which electronic interactions (e.g., electronic documents) can be recognized as the equivalent of live interactions (e.g., paper documents). This provision involves the adoption of legal regulations, but the first step is to provide appropriate technological capabilities in an ICT infrastructure to ensure the integrity of transported information (electronic documents).

4.The principle of unification. ICT used in a trusted environment is required to have unified forms of information, while maintaining its unique content. Due to the possible wide range of entities involved in information interaction within the trusted environment, it is especially important to use unified interfaces of information interaction within the entire trusted environment.

5.The principle of scalability. Organizational and technical infrastructures of a trusted environment in ICT are required to have the capacity to enrol new participants, enabling them to start operating within a trusted environment. These infrastructures are also required to enable their users to choose a set of services matching the user’s needs.

6.The principle of equal reliability of infrastructure of a trusted environment, which applies common minimal security requirements to all participants, regardless of their own parameters. This is important to prevent the occurrence of vulnerabilities in a trusted environment in ICT, which can be used to attack the whole trusted environment.

7.The principle of legalization of electronic documents in a trusted environment, ensuring that issued e-documents are equally recognized by respective jurisdictions (e-apostille). It is important to ensure safety and integrity of information flows during transportation through networks that combine numerous ICTs and standards.

8.The principle of client-oriented architecture that includes simple, clear and handy user interfaces, in addition to a unified system of accessors to the services in a trusted environment in ICT. It also includes provision of the capabilities of a trusted environment in ICT within widely used general purpose networks, e.g. the Internet.

9.The principle of systematization, which includes three main components:

–consistency of organizational, legal and technical arrangements;

–consistency in reliability structures and infrastructure systems;

–moving from bilateral interoperability arrangements towards multi-vectored ones, where appropriate.

This principle concerns not only the technological, but also mainly the legal and organizational fields.

1.The principle of finiteness of a trusted environment, which suggests that a trusted environment can be organized within the scope of a specific information interaction space, and continuously maintained and improved within this space. If the trusted environment covers the whole existing ICT infrastructure, its maintenance (including administration) becomes extremely complex. Therefore it is reasonable to establish a trusted environment only within the specific part of the ICT infrastructure, where maintenance is possible.

It is important for ICT infrastructure to support implementation of all these principles to be compatible with a trusted environment.


Appendix I

The first steps for creating a trusted environment for cross-border e-commerce

(This appendix does not form an integral part of this Recommendation.)

Cross-border e-commerce is an example of informational interaction of entities that are residents of different economies, and therefore subject to different regulations and laws. Each economy has its own rules of information handling and this fact gives rise to an important issue with e-commerce. Cross-border e-commerce should support the rules of each interacting economy in order to establish trust between interacting entities. Therefore, the cross-border e-commerce system should be implemented within a trusted environment with such characteristics as interoperability and information security.

The following first steps can be used to implement the above mentioned principles to:

1)Initiate a dialogue at the global level on cross-border regulatory exchange of information and to start collecting information on existing practices in this area.

2)Exchange national experiences on co-regulatory initiatives in the private sector, in consultation with regulators.

3)Establish a cross-sector group on cross-border e-commerce.

4)Initiate the development of a legal framework for interoperability at the global level.

5)Provide not direct interoperability ICT, but to ensure recognition of certificates of authenticity of information transmitted across borders. This can be achieved through the following steps: a) creation of national systems of certification authorities and national regulators of these systems; b) conclusion of an international agreement on mutual recognition and the conditions of mutual recognition of certificates of authenticity for information transmitted across borders.

6)Ensure cross-border transparency and accessibility requirements. The development of a standardized process to ensure the integration and exchange of data with the legal significance, both within and between economies, is required.

7)Overcome linguistic barriers. The problems of incompatibility of existing standards, standard classifications, reference books (national, international, industry, etc.) used in the Internet economy require resolution and electronic transactions and linguistic algorithms for information systems of e-commerce require development.


Appendix II

Use case of creating a trusted environment for rescue systems

(This appendix does not form an integral part of this Recommendation.)

This appendix describes an example of forming a trusted environment related to ensuring the safety of people in emergency situations.

Nowadays, it is not easy for a person to navigate in technological environment. This problem becomes critical in an emergency, when the wrong action or delay could lead to human casualties. The use of modern ICT to create a different kind of warning and safety system to assist such processes as evacuation can improve the safety of people in an emergency.

Moreover, safety systems services (e.g., notification, evacuation management) should be provided in a trusted environment to minimize direct threats to human life or activity that occurs as an unwanted effect from an interaction or security breach in the environment.

The basic properties of a trusted environment can be implemented in safety systems as follows:

Predictability: Users require information about the possible operation scenarios of the system, the types of information provided by this system (audio, video, text or tactile messages) and its mission. Alarm messages require predefinition and users require an introduction to the verity of possible alarm messages. The system is required to use only evacuation plans that are familiar to users to minimize the perception time of information and avoid any delay that could lead to human casualties.

Information security: Integrity and availability of warning signals, information about the evacuation process and other vital information in an emergency are required to be guaranteed for all users of the system.

Interoperability: All users of the system are required to be able to receive alarm messages and other information via any of the established public communication channels (cellular network, radio and television broadcasting, Internet, etc.) and with any of available devices (mobile phone, smart phone, TV, etc.). Alarm messages and other emergency information are required to be provided for both residents (employees) and non-residents (visitors) in the appropriate language.

Availability of administration services: Continuous customer support is required to be provided for all users of the system (residents, workers, visitors, etc.) in terms of assistance with safety-related issues. All actions and instructions of the system are required to be recorded in a special vault (black box) in order to further establish their eligibility.

The basic principles of safety systems in a trusted environment can be described as follows:

The principle of non-discrimination – in security systems based on ICT, electronic alerts and evacuation instructions in case of emergency are required to have the same legal force and the same level of responsibility as the direct commands of rescue services.

The principle of technological neutrality – information from the security system is required to be provided using all available user technologies (see Interoperability).

The principle of functional equivalence – in security systems based on ICT, electronic alerts and evacuation instructions in case of emergency are required to be equivalent to the direct commands of rescue services.

The principle of unification – a substantial part of the information from a security system is required to be independent of the transmission technology used in the communication channel.

The principle of scalability – the security system is required to support the connection of new users and groups, and ensure their interaction with the system immediately after connection. For example, if people enter a building in which there is an emergency, they should be immediately informed about the emergency situation and their further actions should be corrected by the security system.

The principle of equal reliability – individual user characteristics (limits of hearing, vision, motor functions, etc.) are required not to affect the timeliness of information provision or the eligibility notification and control process in an emergency evacuation.

The principle of legalization – information from one security system is required to have full legal force in another trusted environment. For example, the alarms from external security systems (federal, regional, municipal) should be relevant in the object security system (in the buildings) in the case of natural disasters. The object system is required to organize the evacuation process and other actions of people in the building in accordance with the external instructions to minimize the risk to human life.

The principle of client-orientation – personalization of messages and signals from the security system to the user is recommended. For example, the object security system may support individualized management of the evacuation process and provide personal messages to mobile user terminals.

The principle of systematization – the development of uniform standards for security systems in a trusted environment as well as a uniform set of instructions in case of emergency are required.

The principle of finiteness – the security system should be implemented within a limited space (of the object, state, federation), in which the system will be maintained and improved: updating of manuals, instructions, the set of supporting events, types of emergencies, types of natural and man-made disasters, technical characteristics of sensors, etc. is required.
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