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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 
operating and tariff questions and issuing Recommendations on them with a view to standardizing 
telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 
these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 
prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.2760 

Mobility security framework in NGN 

1 Scope 

This Recommendation describes the mobility security framework in next generation network 
(NGN) transport stratum. This Recommendation considers the security requirements in [ITU-T 
Y.2018]. This Recommendation includes authentication and key management, security context 
establishment, IP mobility security, and security of mobility management, control and transport in 
the transport stratum. This Recommendation addresses the scenarios including intra- and inter-
technology mobility, intra- and inter-domain mobility.  

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Q.1706]   Recommendation ITU-T Q.1706/Y.2801 (2006), Mobility 
management requirements for NGN. 

[ITU-T X.805]   Recommendation ITU-T X.805 (2003), Security architecture for 
systems providing end-to-end communications. 

[ITU-T Y.2011]   Recommendation ITU-T Y.2011 (2004), General principles and 
general reference model for Next Generation Networks. 

[ITU-T Y.2012]   Recommendation ITU-T Y.2012 (2010), Functional requirements 
and architecture of next generation networks. 

[ITU-T Y.2014]   Recommendation ITU-T Y.2014 (2010), Network attachment control 
functions in next generation networks. 

[ITU-T Y.2018]   Recommendation ITU-T Y.2018 (2009), Mobility management and 
control framework and architecture within the NGN transport 
stratum. 

[ITU-T Y.2701]   Recommendation ITU-T Y.2701 (2007), Security requirements for 
NGN release 1. 

[ITU-T Y.2704]   Recommendation ITU-T Y.2704 (2010), Security mechanisms and 
procedures for NGN. 

[ITU-T Y-Sup.7]  ITU-T Y-series Recommendations – Supplement 7 (2008), ITU-T 
Y.2000-series – Supplement on NGN release 2 scope. 

[ITU-R M.1645]  Recommendation ITU-R M.1645 (2003), Framework and overall 
objectives of the future development of IMT-2000 and systems beyond 
IMT-2000. 
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3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 handover (clause 6.2.2 of [ITU-T Q.1706]): The ability to provide services with some 
impact on their service level agreements to a moving object during and after movement. 

3.1.2 horizontal mobility (clause 6.2.3 of [ITU-T Q.1706]): Mobility on the same layer as 
defined in [ITU-R M.1645]. Generally, it is referred to as the mobility within the same access 
technology. 

3.1.3 mobility (clause 3.2 of [ITU-T Q.1706]): The ability for the user or other mobile entities to 
communicate and access services irrespective of changes of the location or technical environment. 

3.1.4 NGN transport stratum (clause 3.10 of [ITU-T Y.2011]): That part of the NGN which 
provides the user functions that transfer data and the functions that control and manage transport 
resources to carry such data between terminating entities. 

3.1.5 trust (clause 3.2.9 of [ITU-T Y.2701]): Entity X is said to trust entity Y for a set of 
activities if and only if entity X relies upon entity Y behaving in a particular way with respect to the 
activities. 

3.1.6 vertical mobility (clause 6.2.3 of [ITU-T Q.1706]): Mobility between different layers as 
defined in [ITU-R M.1645]. Generally, it is referred to as the mobility between different access 
technologies. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 inter-technology mobility: See "Vertical mobility" in clause 3.1. 

3.2.2 intra-technology mobility: See "Horizontal mobility" in clause 3.1. 

3.2.3 security context: A set of security parameters including identifier, key material, key 
algorithm, etc. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

3G  3rd Generation 

ABG-FE Access Border Gateway Functional Entity 

AE   Authentication Extension 

AKA  Authentication and Key Agreement 

AM-FE  Access Management Functional Entity 

AN-FE  Access Node Functional Entity 

ANI  Application to Network Interface 

AR-FE  Access Relay Functional Entity 

DDoS  Distributed Deny of Service 

EAP  Extensible Authentication Protocol 

EN-FE  Edge Node Functional Entity 

FA  Foreign Agent 
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HA  Home Agent 

HDC-FE Handover Decision Control Functional Entity 

IP  Internet Protocol 

L3HEF  Layer 3 Handover Execution Function 

MIP  Mobile IP 

MIPv4  Mobile IP for IP version 4. See [b-IETF RFC 3220] 

MIPv6  Mobile IP for IP version 6. See [b-IETF RFC 3775] 

MLM-FE Mobile Location Management Functional Entity 

MMCF  Mobility Management Control Functions 

MN  Mobile Node 

MOBIKE IKEv2 Mobility and Multihoming Protocol. See [b-IETF RFC 4555] 

NACF  Network Attachment Control Functions 

NGN  Next Generation Network 

NID-FE  Network Information Distribution Functional Entity 

NNI  Network to Network Interface 

PKI  Public Key Infrastructure 

PMIPv6 Proxy Mobile IPv6. See [b-IETF RFC 5213] 

RAN  Radio Access Network 

RRP   Registration Reply 

RRQ  Registration Request 

TAA-FE Transport Authentication and Authorization Functional Entity 

TLM-FE Transport Location Management Functional Entity 

TLS  Transport Layer Security 

TTLS  Tunnelled Transport Layer Security 

TUP-FE Transport User Profile Functional Entity 

UE  User Equipment 

UNI  User to Network Interface 

WiMax  Worldwide Interoperability for Microwave Access 

WLAN  Wireless LAN 

5 Security requirements for mobility in NGN 

NGN supports multiple access technologies, such as WLAN, WiMax, and 3G RAN, etc. 
[ITU-T Y.2012]. Mobility support is one of the features in NGN, which includes nomadicity and 
handover. In NGN release 2, handover covers inter-access networks and intra-access networks 
scenarios [ITU-T Y-Sup.7].  

NGN supports the following features: 

1) Trust model: NGN security trust model defines three security zones: trusted, trusted but 
vulnerable and un-trusted [ITU-T Y.2701]. It shows that access network has to go through 
the security gateway before accessing the core network. 
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2) NGN supports multiple access technologies.  

3) NGN supports several mobility protocols, such as MIPv4, MIPv6, DSMIPv6, PMIPv6 and 
MOBIKE.  

4) NGN supports multi-radio UE, such as WLAN, WiMax, 3G RAN, etc. 

5) NGN supports service continuity when handover between heterogeneous access systems.  

Applications

End-user
functions

Transport functions

Resource and
admission

control
functions

Network
attachment

control
functions

Mobility
management

control
functions

Transport control functions

Service stratum

Other
networks(I)

(II)

(III)

(IV)

(V)(II)

(III)

(II)

 

Figure 1 – Mobility security architecture in NGN 

Five security feature groups are defined to: 

(I) focus on security in transport layer between end-user functions and transport functions, 
such as access security which may be protected physically or logically between end-user 
functions and access network entity in transport functions. (I) also concerns the security of 
UNI between end-user functions and transport functions.  

(II) focus on security in the control layer between end-user functions and the transport control 
function entity. (II) also focuses on security in the control message interface between 
transport functions entity and transport control function entity. (II) concerns the security of 
UNI between end-user functions and transport control functions. 

(III) focus on security of interface between end-user functions and service stratum. (III) also 
focuses on security in control message interface between transport control functions entity 
and service stratum. (III) concerns the security of UNI between end-user functions and 
service stratum. 

(IV)  focus on security of interface between service stratum and application entity. (IV) concerns 
the security of ANI between end-user functions and transport functions. 

(V)  focus on security of interface between NGN and other networks which include both 
transport layer and control layer. (V) concerns the security of NNI between NGN network 
and other networks. 

The principles of [ITU-T X.805] are applicable to the security threats and security requirements 
identified in this Recommendation. 
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5.1 Security threats 

The following security threats are identified in [ITU-T Y.2018]: 

T1 UE can be unauthorized to initiate the mobility signalling with MLM-FE. 

T2 Mobility signalling can be tampered with by intruders. 

T3 MLM-FE can be impersonated to provide false information to the UE. 

T4 The UE location can be eavesdropped by intruders. 

T5 Traffic redirection attack can happen. 

T6 Attacker can insert itself on-path by man-in-the-middle attack. 

T7 DDoS attack can consume a large quantity of network resources. 

T8 UE can be unauthorized to get information from HDC-FE or NID-FE. 

T9 HDC-FE or NID-FE can be impersonated to push false information to UE. 

T10 The signalling between the UE and the HDC-FE or the NID-FE can be modified or 
eavesdropped. 

T11 The user plane data can be eavesdropped or modified. 

5.2 Security requirements 

The following security requirements are identified in [ITU-T Y.2018]: 

R1 The UE and NID-FE are required to be mutually authenticated. 

R2 Signalling between the UE and the MLM-FE is required to be integrity- and confidentiality- 
protected. 

R3 Signalling between the UE and the MLM-FE is required to be protected against replay 
attacks. 

R4 The location privacy of the UE is required to be provided. 

R5 The UE and HDC-FE are required to be mutually authenticated. 

R6 Signalling between the UE and the HDC-FE is required to be integrity- and confidentiality- 
protected. 

R7 Signalling between the UE and the HDC-FE is required to be protected against replay 
attacks. 

R8 Low-latency authentication and signalling protection is required to be provided. 

R9 Security context transfer is required to be optimized. 

R10 The mobility security solution is required to be media independent. 

R11 Mechanisms are required to be available to protect user plane traffic between the UE and 
the EN-FE when the user profile so indicates. 

In addition to the security requirements identified in [ITU-T Y.2018], the following security 
requirement is also concerned: 

R12 The security for multi-connection is required to be supported. 

6 Security capabilities supported by relevant function entities 

The functional entities related to mobility security in NGN are as follows: 

• Transport user profile functional entity (TUP-FE) 

• Transport authentication and authorization functional entity (TAA-FE) 

• Mobile location management functional entity (MLM-FE) 

• Handover decision control functional entity (HDC-FE) 
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• Network information distribution functional entity (NID-FE) 

• Access management functional entity (AM-FE) 

• Layer3 handover execute function (L3HEF) 

• Access node functional entity (AN-FE) 

6.1 Transport user profile functional entity (TUP-FE) 

The TUP–FE stores subscription authentication data such as key material, authentication methods 
and the user transport profile. The detailed functional description of TUP-FE refers to 
[ITU-T Y.2014].  

6.2 Transport authentication and authorization functional entity (TAA-FE) 

The TAA-FE retrieves authentication data and accesses authorization information from TUP-FE. 
The TAA-FE can also act as a proxy.  

The detailed functional description refers to [ITU-T Y.2014]. 

6.3 Mobile location management functional entity (MLM-FE) 

MLM-FE obtains authentication, authorization and accounting information from NACF, performs 
mutual authentication with the UE, and creates security association between the UE and the 
MLM-FE. The detailed functional description refers to [ITU-T Y.2018]. 

6.4 Handover decision control functional entity (HDC-FE) 

HDC-FE is required to establish security association with the UE, and obtains a security key used 
for security association from TAA-FE via TLM-FE. The detailed functional description refers to 
[ITU-T Y.2018]. 

6.5 Network information distribution functional entity (NID-FE) 

NID-FE is required to establish security association with the UE to protect information such as 
network selection information. NID-FE can obtain security information from TAA-FE via 
TLM-FE. The detailed functional description refers to [ITU-T Y.2018]. 

6.6 Access management functional entity (AM-FE) 

The AM-FE forwards network access requests to the TAA-FE to authenticate the user, authorize or 
deny the network access, and retrieve user-specific access configuration parameters. AM-FE can 
reuse the network registration/authentication data for fast recovery without performing the whole 
procedures of the registration/authentication/configuration repeatedly. The detailed functional 
description refers to [ITU-T Y.2014]. 

6.7 Layer3 handover execute function (L3HEF) 

L3HEF is required to establish security association with the UE to protect traffic between them. The 
detailed functional description refers to [ITU-T Y.2018]. 

NOTE – The security of L3HEF addresses the security requirement of user plane traffic protection between 
the UE and EN-FE. 

6.8 Access node functional entity (AN-FE) 

AN-FE is required to establish security association with the UE, and it obtains key material from 
TAA-FE via AM-FE. The detailed functional description refers to [ITU-T Y.2018]. 
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7 Key management and authentication 

7.1 Key management framework 

Hierarchical key derivation mechanism is used for mobility security in NGN. There are several 
kinds of key material in NGN, e.g., root key, session key, etc. The root key is one kind of long-term 
credential stored securely (e.g., shared secret key or password). The session key is one kind of 
short-term key material that is generated based on root key. Both the UE and authentication entity 
in NGN (e.g., TAA-FE/TUP-FE) store shared root key.  

Usually, session key material is generated based on root key and other key generation parameters 
such as negotiation information during authentication procedure. Session key material is used to 
protect signalling traffic and user traffic. Session key can be derived further. The key derivation 
mechanism depends on the specific cryptographic algorithm or protocol. 

End-user
functions

AN-FE

TAA-FE

AM-FE

TUP-FE

EN-FE ABG-FE

MMCF

Transport function

Transport control function

(I)

(III)

(II)

TLM-FE

 

Figure 2 – Generic keying framework for mobility security in NGN 

The generic keying framework for mobility security in NGN is described as follows: 

(I) The UE performs mutual authentication procedure with function entities in NGN. In the 
authentication procedure, the TUP-FE generates authentication vectors based on root key 
material and sends these authentication vectors to TAA-FE. After the mutual authentication 
procedure has finished successfully, both the TAA-FE and the UE generate session key 
material. The session key material can be used to generate sub-session key material. The 
session key material is transferred to the function entities such as AM-FE, MMCF. Both 
AM-FE and MMCF can generate sub-session key materials based on the received session 
key material. 

(II)  The security associations for reference points between the UE and the MMCF are based on 
session key material from TAA-FE via TLM-FE. The session key material used in (II) is 
generated or derived according to session key material in TAA-FE. 

(III)  The security associations between the UE and the transport function layer in NGN are 
established based on shared key material which is generated from the previous session key 
material in TAA-FE, AM-FE or MMCF. AN-FE receives session key material from TAA-
FE via AM-FE. If AM-FE has the capability of deriving session key material, AN-FE can 
get session key material from AM-FE directly. Both EN-FE and ABG-FE receive key 
material generated from TAA-FE via TLM-FE and MMCF. If MMCF has the capability of 
deriving session key material, both EN-FE and ABG-FE can get key material from MMCF. 

The authentication procedure is based on challenge-response protocol, e.g., AKA 
[b-3GPP TS 33.102].  
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7.2 Authentication 

7.2.1 Generic authentication procedure 

AM-FEUE TUP-FE/
TLM-FE

TAA-FE

Authenticate UE

Authenticate
network

AR-FE

1. Control channel is established between UE and AN

2. Authentication data request

4. Authentication data response

6. Authentication response

3. User profile fetching

5. Authentication request

 

Figure 3 – Generic authentication procedure 

1) The control channel between the UE and the access network functions is established (the 
procedure is out of the scope of this Recommendation).  

2) The AM-FE sends the information of the UE to the TAA-FE to request authentication data.  

3) The TAA-FE obtains the authentication information from the authentication request which 
includes user subscriber ID and access network information, interacts with the 
TUP-FE/TLM-FE to get user profile and authentication vectors including authentication 
token and session key material. 

4) The TAA-FE sends the authentication data response including the authentication token to 
the AM-FE.  

5) The AM-FE sends the authentication request to the UE. The UE fetches the authentication 
token from the authentication request, generates local authentication vectors including 
session key material based on authentication token and root key. The UE authenticates the 
network by validating the received authentication token. 

6) The UE sends the authentication response to the AM-FE including the authentication token 
generated by the UE. The AM-FE forwards the information to the TAA-FE. The TAA-FE 
fetches the authentication token, checks the validation of the received authentication token 
to authenticate the UE.  

7.2.2 Generic fast re-authentication procedure  

Fast re-authentication is used to decrease handover latency. TUP-FE/TLM-FE is not involved in the 
fast re-authentication procedure, which makes the authentication procedure faster and reduces the 
load on the TUP-FE/TLM-FE. Both the UE and the authentication entities in NGN are 
recommended to support generic fast re-authentication.  
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Figure 4 – Generic fast re-authentication procedure 

The following steps are executed with the assumption that the UE and the TAA-FE have the 
capability of fast re-authentication. 

1) The control channel between the UE and the access network functions is established (the 
procedure is out of the scope of this Recommendation).  

2) The AM-FE sends the information of the UE to the TAA-FE to request authentication data.  

3) The TAA-FE sends the authentication data response including the authentication token to 
the AM-FE.  

4) The AM-FE sends the authentication request to the UE. The UE fetches the authentication 
token from the authentication request, generates local authentication vectors including 
session key material based on the authentication token and root key. The UE authenticates 
the network by validating the received authentication token. 

5) The UE sends the authentication response to the AM-FE including the authentication token 
generated by the UE. The AM-FE forwards the information to the TAA-FE. The TAA-FE 
fetches the authentication token, checks the validation of the received authentication token 
to authenticate the UE.  

When the UE reuses session key material, fast re-authentication information is only used for mutual 
authentication. When the UE does not reuse session key, both the UE and the authentication entity 
(e.g., TAA-FE/TUP-FE) generate a new session key based on session key material and fast 
re-authentication information. 

7.2.2.1 Optimized fast re-authentication 

For optimized fast re-authentication, a UE which has previously been authenticated by NGN 
generates authentication information. This procedure is different from generic re-authentication in 
that the UE first authenticates NGN and then NGN generates an authenticated token. 
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Figure 5 – Optimized fast re-authentication procedure 

1) The control channel between the UE and the access network functions is established (the 
procedure is out of the scope of this Recommendation). The AM-FE sends optimized 
re-authentication indication to UE, which indicates that TAA-FE supports optimized fast 
re-authentication. 

2) The UE generates the authentication vector and sends an optimized re-authentication 
request to the TAA-FE via the AM-FE. The optimized re-authentication request includes an 
authentication token and re-authentication information. The TAA-FE generates a local 
authentication vector and a new session key material based on the re-authentication 
information and session key material. The TAA-FE authenticates the UE by validating the 
received authentication token. 

3) The TAA-FE sends the re-authentication response including the authentication token to the 
UE via the AM-FE. The UE authenticates the network by its own authentication vector. 
After authentication has finished successfully, the UE can generate a sub-session key 
material. 

7.2.3 Intra-domain authentication  

7.2.3.1 Authentication in single network connection  

Single network connection means that the UE can detect a different network, but can access one 
network at a time. Pre-authentication means the UE mutually authenticates with a target network 
via the serving network before that UE makes a handover to the target network. When the UE is 
single network-connection based, the UE uses the pre-authentication to keep service continuity and 
lower latency. The pre-authentication procedure is similar to the generic authentication procedure. 
The serving AM-FE and the target AM-FE are involved in the pre-authentication procedure, if 
necessary. 
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Figure 6 – Single network-connection based pre-authentication procedure 

1) The control channel between the UE and access network functions is established (the 
procedure is out of the scope of this Recommendation).  

2) AM-FE sends an authentication data request to the TAA-FE which includes subscriber 
information. The authentication data request is forwarded by the serving AM-FE and the 
target AM-FE.  

3) The TAA-FE fetches the user profile by interacting with the TUP-FE. 

4) The TAA-FE sends the authentication data response to the target AM-FE and the serving 
AM-FE including the authentication token.  

5) The serving AM-FE sends the authentication request to the UE. The UE fetches the 
authentication token and authenticates the network by its own authentication information. 
After authentication has finished successfully, the UE generates a session key material. 

6) The UE sends the authentication response to the serving AM-FE. The serving AM-FE 
forwards the information to the target AM-FE and TAA-FE including the authentication 
token. The TAA-FE retrieves the authentication token and authenticates the UE. After 
authentication has finished successfully, the TAA-FE generates a session key material 
which can derive a sub-session key material, if needed.  

7) The TAA-FE sends the key material to the target AM-FE which will be used after the UE 
executes handover to the target network to protect communication between the UE and the 
target network.  

7.2.4 Inter-domain authentication  

A different administrative domain means a different NGN provider. An authentication procedure is 
described below for the UE handover between different administrative domains. 
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Figure 7 – Authentication procedure between different domains 

1) The control channel between the UE and the access network functions is established (the 
procedure is out of the scope of this Recommendation). 

2) The serving AM-FE sends the authentication data request to the home TAA-FE including 
subscriber information. The authentication data request is forwarded by the target AM-FE, 
and the target TAA-FE. The home TAA-FE fetches the user profile by interacting with the 
TUP-FE.  

3) The TAA-FE fetches the user profile by interacting with the TUP-FE. 

4) The home TAA-FE sends the authentication data response to the serving AM-FE including 
the authentication token. The authentication data response is forwarded by the target 
TAA-FE, and the target AM-FE. 

5) The serving AM-FE sends the authentication request to the UE. The UE fetches the 
authentication token and authentication network by its own authentication information. 
After authentication has finished successfully, the UE generates a session key material. 

6) The UE sends the authentication response to the home TAA-FE including the 
authentication token. The home TAA-FE retrieves the authentication token and 
authenticates the UE. After authentication has finished successfully, the home TAA-FE 
generates a session key material which can be used to derive a sub-session key material if 
needed.  

7) After authentication has finished successfully, the home TAA-FE sends the key material to 
the target TAA-FE which is used after the UE executes the handover from the serving 
network to the target network to protect communication between the UE and the target 
network. 

7.2.5 Key material mapping mechanism in authentication 

When a UE moves from a serving network to a target network, mutual authentication is executed 
and session key material is generated. NGN supports different key derivation mechanisms and key 
material mapping is used to coordinate key material used for different key derivation mechanisms. 
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Figure 8 – Key material mapping procedure 

1) Connection is established between the UE and the TAA-FE, the authentication procedure 
has finished and session key material is generated. 

2) The UE detects a target network and prepares handover to the target network. The UE 
sends a key material mapping request to the target AM-FE. The key material mapping 
request includes mapping information such as current key derivation mechanism and 
supported key derivation mechanism. 

3) The target AM-FE sends the key material mapping request to the TAA-FE. 

4) The TAA-FE receives the key material mapping request and maps the key material in the 
serving network to key material in the target network, and sends the key material mapping 
response to the target AM-FE. 

5) The target AM-FE sends the mapping response to the UE. The UE maps the key material in 
the serving network to the target key material in the target network. Both the UE and the 
TAA-FE have shared the target key material in the target network, which is used to protect 
traffic between the UE and the target network. 

7.2.6 Multiple network access-based authentication 

Multiple network access-based authentication means that the UE has the capability of 
communicating with multiple access networks simultaneously. When the UE has multiple network 
access capabilities, the UE connects to the target network and executes a mutual authentication 
procedure before disconnecting from the serving network. Mutual authentication is generic 
authentication, as depicted in Figure 3. After mutual authentication has finished successfully, both 
the UE and the TAA-FE generate a shared session key material, and the TAA-FE sends a session 
key material to the target AM-FE. When the UE moves to the target network, traffic between the 
UE and the target network is protected by the session key material or its sub-key material. 

7.2.7 Multi-connection based authentication 

Multi-connection means that the UE keeps more than one network connections simultaneously. 
Different types of network connections may provide users with different user experiences, such as 
broad bandwidth, low time delay, and high security. The case of multiple connections to different 
administrative domains is out of the scope of this Recommendation.  
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Figure 9 – Multi-connection based authentication 

1) The control channel between the UE and the access network functions is established (the 
procedure is out of the scope of this Recommendation). The UE gets information from the 
access network and indication of supporting multi-access authentication.  

2) The AM-FE sends an authentication data request to the TAA-FE. The authentication data 
request includes the UE information such as subscriber information (e.g., user subscriber 
ID); multi-access information (e.g., multi-access indication and multiple access interface 
ID).  

3) The TAA-FE obtains the authentication information and interacts with the TUP-FE/TLM-
FE to get user profile and authentication vector. An authentication vector is generated in the 
TUP-FE/TLM-FE. The authentication token is included in authentication vector. 

4) TAA-FE sends the authentication data response, including the authentication token to the 
AM-FE.  

5) The AM-FE sends the authentication request to the UE. The UE generates local 
authentication tokens based on the authentication information in the authentication request 
message. The UE authenticates the network by checking the validation of the received 
authentication token according to local authentication tokens. After authentication has 
finished successfully, the UE generates a session key material based on the authentication 
information. If multi-access indication is set, the UE generates multiple session key 
materials based on multi-access information. 

6) The UE sends the authentication response message to the AM-FE. The AM-FE forwards 
the information to the TAA-FE including the authentication token generated by the UE. 
The TAA-FE fetches the authentication token in the authentication response message and 
authenticates the UE, based on the authentication vector in the TAA-FE. After 
authentication has finished successfully, the TAA-FE generates a session key material 
according to the authentication token. If multi-access indication is set, the TAA-FE 
generates multiple session key materials based on multi-access information. 

8 Establishment of security context 

8.1 Security context transfer between serving AM-FE and target AM-FE 

The traffic of security context transfer between the serving AM-FE and the target AM-FE should be 
protected. The security between the serving AM-FE and the target AM-FE is achieved by 
establishing a security association. If the two AM-FEs are in the same zone, the security association 
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is not required. If the two AM-FEs are in a different zone, such as in different operator domains, the 
security association is created by the security mechanism and the operator's policy or agreement.  

8.2 Security context transfer between serving AR-FE and target AR-FE 

When the UE makes a handover between the serving AR-FE and the target AR-FE, the traffic of 
security context transfer between the target AR-FE and the serving AR-FE shall be protected. The 
security for security context transfer between the serving AR-FE and the target AR-FE is achieved 
by a establishing security association.  

8.3 Security context transfer between UE and HDC-FE 

8.3.1 Host-initiated security context transfer 

TLM-FEUE TAA-FE
Target

AM-FEHDC-FE NID-FE

2. Retrieve handover information

3. Security context transfer request

Serving
AM-FE

1. Handover request

5. Security context transfer response

6. Handover confirmation

4. Security context transfer

 

Figure 10 – Host-initiated security context transfer procedure 

When the UE decides to achieve a handover from the serving network to the target network, the UE 
sends a handover request to the HDC-FE which triggers a security context transfer. After the 
security context transfer has finished, the target AM-FE uses the security context to protect the 
traffic between the UE and the target network. The steps are as follows: 

1) The UE sends a handover request to the HDC-FE. 

2) The HDC-FE receives the handover request, interacts with the NID-FE to get the handover-
related information. 

3) The HDC-FE forwards the handover request, including the handover-related information to 
the serving AM-FE. 

4) The serving AM-FE interacts with the target AM-FE to transfer the security context. 

5) When the security context transfer is finished, the serving AM-FE sends the security 
context transfer response to the HDC-FE. 

6) The HDC-FE receives the security context transfer response. If the security context transfer 
has finished successfully, the HDC-FE sends the handover confirmation to the UE. 

8.3.2 Network-initiated security context transfer 

When the HDC-FE decides to trigger the UE to achieve a handover from the serving network to the 
target network, the HDC-FE sends a handover bootstrapping message to trigger security context 
transfer. After security context transfer has finished, the target AM-FE uses the security context to 
protect traffic between the UE and the target network. 
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Figure 11 – Network-initiated security context transfer procedure 

1) The HDC-FE prepares for handover procedure and sends a handover bootstrap start 
message to the serving AM-FE to trigger security context transfer. 

2) The serving AM-FE interacts with the target AM-FE to transfer security context. 

3) When security context transfer is finished, the serving AM-FE sends the handover bootstrap 
finish message to the HDC-FE. 

4) When HDC-FE receives the handover bootstrap finish message, it begins the handover 
procedure by sending a handover request to the UE. 

5) The UE sends the handover confirmation message when handover is finished. 

9 IP mobility security 

9.1 Host-based mobility security 

Host-based mobility control traffic between the UE and MLM-FE (C) is required to be protected. 
The security association (SA) is required to be created between the UE and the MLM-FE(C). The 
SA between the UE and the MLM-FE (P) is optional.  

UE MLM-FE(P) MLM-FE(C) TAA-FE/
TUP-FE

Mutual authentication procedure

1. Registration request

1a. Registration request

2. Registration request

3. AAA interactions

4. Registration reply

4a. Registration reply

6. UE validates
security information

5. Registration reply

 

Figure 12 – Host-based mobility procedure 

The following steps are executed with the assumption that the UE and the TAA-FE have finished 
the generic authentication procedure. 
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1) The UE sends a registration request to the MLM-FE(P). The registration request includes 
security information between the UE and the MLM-FE(C), and security information 
between the UE and MLM-FE(P). 

• 1a. If the MLM-FE(P) does not exist, the UE sends a registration request to the 
MLM-FE(C) directly. 

2) The MLM-FE(P) validates the security information between the UE and the MLM-FE(P) 
and forwards the registration request to the MLM-FE(C). The MLM-FE(P) may add 
security information between the MLM-FE(P) and the MLM-FE(C) to the registration 
request message before forwarding it. 

3) MLM-FE(C) interacts with TAA-FE/TUP-FE to get the authentication information and 
authorization information. 

4) MLM-FE(C) validates the security information between the UE and the MLM-FE(C) in the 
registration request. The MLM-FE(C) sends the registration reply and security information 
to the MLM-FE(P). The registration reply may include security information between the 
UE and the MLM-FE(C), and security information between the MLM-FE(P) and the 
MLM-FE(C). 

• 4a. If MLM-FE (P) does not exist, MLM-FE(C) sends the registration reply to the UE 
directly. The registration reply may include security information between the UE and 
the MLM-FE(C). 

5) MLM-FE(P) validates the security information between the MLM-FE(P) and the 
MLM-FE(C) and sends the registration reply to the UE. MLM-FE(P) may add security 
information between the UE and MLM-FE(P) to the registration reply message before 
forwarding it. 

6) MLM-FE(C) validates the security information between the UE and the MLM-FE(C), and 
creates the SA between the UE and the MLM-FE(C). If the MLM-FE(P) exists, the UE 
validates the security information between the UE and the MLM-FE(P) and creates the SA 
between the UE and the MLM-FE(P). 

9.2 Network-based mobility security 

The protection for network-based mobility control traffic between two network entities in trust 
zone, or trust but vulnerable zone, is optional and based on the operator's policy. The security 
mechanisms for network-based mobility control traffic are based on security mechanisms in 
[ITU-T Y.2704]. 

10 Security between UE and HDC-FE 

The information flow between the UE and the HDC-FE is used to carry information to make the 
handover decision. The UE and the HDC-FE should establish a security association to protect the 
information flow between the UE and the HDC-FE.  

10.1 Host-initiated security association establishment between UE and HDC-FE  

The host-initiated security association establishment procedure means that the UE triggers the 
procedure to create security association between the UE and the HDC-FE, which is depicted in 
Figure 13. There are two pre-conditions for host-initiated security association establishment 
between the UE and the HDC-FE. First, the UE and the TAA-FE have a pre-shared key material. 
The pre-shared key material can be achieved after mutual authentication procedure. Second, the UE 
knows the HDC-FE information, such as address, by which the UE sends a security association 
request to the HDC-FE. The way in which the UE obtains the HDC-FE information is out of the 
scope of this Recommendation. The TLM-FE is used to relay the key material information to/from 
the TAA-FE; this is omitted in the following figure. 
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Figure 13 – Host-initiated security association establishment procedure 

1) The UE generates a shared key material for creating an association with the HDC-FE, 
according to the authentication information. The UE sends the security association request 
to the HDC-FE, including authentication information and UE information. 

2) The HDC-FE sends the key material request to the TAA-FE, including HDC-FE 
information, authentication information and UE information. 

3) The TAA-FE fetches user profiles information by interacting with the TUP-FE and checks 
that HDC-FE is authorized to create a security association with the UE. 

4) The TAA-FE generates key material for HDC-FE, according to authentication information, 
HDC-FE information, and UE information when the HDC-FE has authorization to create a 
security association with the UE. The TAA-FE sends a key material response to the 
HDC-FE, including such information as key material for HDC-FE, key lifetime. 

5) The HDC-FE sends the security association response to inform that security association 
between UE and HDC-FE is established. 

10.2 Network-initiated security association establishment between UE and HDC-FE 

The network-initiated security association establishment procedure means that the network side 
triggers the procedure to create a security association between the UE and the HDC-FE, which is 
depicted in Figure 14. There are two pre-conditions for network-initiated security association 
establishment between the UE and the HDC-FE. First, the UE and the TAA-FE have a shared key 
material. The shared session key material can be generated after mutual authentication procedure. 
Second, the HDC-FE knows the UE information such as subscriber information or location 
information by which the HDC-FE sends the security association information to the UE. The way in 
which to get the UE information for HDC-FE is out of the scope of this Recommendation. 

UE TAA-FE TUP-FE HDC-FE NID-FE

1. Network-initiate bootstrap request

2. Fetching user profile information

4. Security association information

3. Network-initiate bootstrap response

5. Establish SA based on shared key materials

 

Figure 14 – Network-initiated security association establishment procedure 

1) The HDC-FE sends a network-initiate bootstrap request to the TAA-FE, including HDC-FE 
information and UE information. 
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2) The TAA-FE fetches the user-profile information by interacting with the TUP-FE and 
checks that HDC-FE is authorized to initiate creating a security association with the UE. 

3) The TAA-FE generates a key material for HDC-FE, according to HDC-FE information and 
UE information when HDC-FE has authorization to initiate creating a security association 
with the UE. TAA-FE sends the network-initiate bootstrap response to the HDC-FE, 
including the authentication information such as key material for HDC-FE and its lifetime. 

4) HDC-FE sends the security association information, including authentication information to 
the UE to create a security association.  

5) The UE generates key material for HDC-FE, according to the authentication information in 
security association information and validates the security association information. Security 
association is created between the HDC-FE and the UE. 

10.3 Security association pre-establishment between UE and HDC-FE based on PKI 

Security association establishment procedure between UE and HDC-FE based on PKI is depicted in 
Figure 15. The pre-condition for security association establishment procedure between UE and 
HDC-FE is that UE knows HDC-FE information, such as address by which UE sends security 
association request to HDC-FE. The way in which UE gets HDC-FE information is out of the scope 
of this Recommendation. 

UE TAA-FE TUP-FE HDC-FE NID-FE

2. Authorization request

4. Security association response

1. Security association request

3. Authorization response

5. Security association request

6. Security association response

 

Figure 15 – Security association establishment procedure based on PKI 

1) The UE sends a security association request to the HDC-FE, including UE certificate and 
UE information. 

2) The HDC-FE validates the UE certificate and sends an authorization request, including UE 
information and HDC-FE information to the TAA-FE. 

3) The TAA-FE checks the authorization based on UE information and HDC-FE information. 
If the UE is authorized to use HDC-FE, the TAA-FE sends an authorization response to the 
HDC-FE, including authorization information and server certificate.  

4) The HDC-FE receives the authorization information and sends a security association 
response to the UE, including server certificate. 

5) If a shared key material is needed between the UE and the TAA-FE, the TAA-FE sends key 
generation information to the UE in step 4. The UE generates a shared key material based 
on the received key generation information and local key generation information. The UE 
sends local key generation information to the HDC-FE. 

6) The HDC-FE generates key material based on the received key generation information and 
local key generated information. The HDC-FE sends the security association response to 
the UE. Security association between the UE and the HDC-FE is established. 
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11 Security between UE and NID-FE  

11.1 Host-initiated security association establishment between UE and NID-FE 

Host-initiated security association establishment procedure between the UE and the NID-FE is 
depicted in Figure 16. The pre-conditions for security association establishment procedure between 
the UE and the NID-FE are as follows: 1) the UE and the TAA-FE have a shared key material. The 
shared session key material can be generated after mutual authentication procedure. 2) The UE 
knows NID-FE information, such as address by which the UE sends a security association request 
to the NID-FE. The way in which UE obtains NID-FE information is out of the scope of this 
Recommendation. 
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Figure 16 – Host-initiated security association establishment 

1) The UE sends a security association request to the NID-FE. 

2) The NID-FE sends a key material request to the TAA-FE, including NID-FE information 
and UE information. When the NID-FE does not support sending an authentication request 
to the TAA-FE directly, the NID-FE sends an authentication request to the TAA-FE via 
HDC-FE. 

3) The TAA-FE interacts with the TUP-FE and generates key material for NID-FE. 

4) The TAA-FE sends the key material response to the HDC-FE, including authentication 
information. Authentication information includes shared key material and its lifetime. 
When the TAA-FE does not support sending an authentication request to the NID-FE 
directly, the TAA-FE sends authentication request to the NID-FE via the HDC-FE. 

5) The NID-FE sends the security association response, including authentication information 
to the UE protected by the shared key material.  

6) The UE generates the shared key material and validates the security association response. 
Security association is created by the NID-FE and the UE based on the shared key material.  



 

  Rec. ITU-T Y.2760 (05/2011) 21 

11.2 Network-initiated security association establishment between UE and NID-FE 

Network-initiated security association establishment procedure between the UE and the NID-FE is 
depicted in Figure 17. The pre-conditions for security association establishment procedure between 
the UE and the NID-FE are as follows: 1) the UE and TAA-FE have a shared key material. The 
shared session key material can be generated after mutual authentication procedure. 2) The UE 
knows the NID-FE information such as address by which the UE sends the security association 
request to the NID-FE. The way in which the UE obtains the NID-FE information is out of the 
scope of this Recommendation. 

UE TAA-FE TUP-FE HDC-FE NID-FE

1a. SA bootstrapping request

2. Fetching authentication info

4. Security association information

1b. SA bootstrapping request 1b. SA bootstrapping request

3a. SA bootstrapping response

3b. SA bootstrapping response 3b. SA bootstrapping response

5. Security association response

 

Figure 17 – Network-initiated security association establishment 

1) The NID-FE sends a SA bootstrapping request to the TAA-FE, including NID-FE 
information. When the NID-FE does not support sending a SA bootstrapping request to the 
TAA-FE directly, the NID-FE sends a SA bootstrapping request to the TAA-FE via the 
HDC-FE. 

2) The TAA-FE interacts with the TUP-FE and generates a key material for the NID-FE. 

3) The TAA-FE sends a SA bootstrapping response to the NID-FE, including authentication 
information. The authentication information includes key material and its lifetime. When 
the TAA-FE does not support sending a SA bootstrapping response to the NID-FE directly, 
the TAA-FE sends a SA bootstrapping response to the NID-FE via the HDC-FE. 

4) The NID-FE sends the security association information, including authentication 
information to the UE protected by the shared key material.  

5) The UE generates the shared key material and validates the security association 
information. The security association is created by the NID-FE and the UE based on the 
shared key material. 

11.3 Security association establishment between UE and NID-FE based on PKI 

The security association establishment procedure between the UE and the NID-FE based on the PKI 
is depicted in Figure 18. The pre-condition for the security association establishment procedure 
between the UE and the NID-FE is that the UE knows NID-FE information, such as address by 
which the UE sends the security association request to the NID-FE. The way in which the UE 
obtains the NID-FE information is out of the scope of this Recommendation. 
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Figure 18 – Security association establishment procedure based on PKI 

After the authentication procedure between the TUP-FE and the TAA-FE is completed, the 
following steps are performed: 

1) The UE sends a security association request to the NID-FE, including the UE certificate and 
UE information. 

2) The NID-FE validates the UE certificate and sends an authorization request, including UE 
information and NID-FE information, to the TAA-FE. 

3) The TAA-FE checks the authorization based on the UE information and the NID-FE 
information. If the UE is authorized to use the NID-FE, the TAA-FE sends an authorization 
response to NID-FE, including authorization information and server certificate.  

4) The NID-FE receives the authorization information and sends a security association 
response to the UE, including server certificate. 

5) If a shared key material is needed between the UE and the TAA-FE, the TAA-FE sends the 
key generation information to the UE in step 4. The UE generates shared key material 
based on the received key generation information and the local key generation information. 
The UE sends the local key generation information to the NID-FE as part of a security 
association request. 

6) The NID-FE generates the key material based on the received key generation information 
and the local key generated information. The NID-FE sends the security association 
response to the UE.  

7) The security association between the UE and the NID-FE is established.  

12 Security for transport functions 

12.1 Security between UE and access node function entity 

The traffic between the UE and the AN-FE should be protected. The security association between 
the UE and the AN-FE is based on the shared key material. When the authentication procedure 
between the UE and the TAA-FE has finished successfully, both the UE and the TAA-FE generate 
a key material such as session key for protecting traffic between the UE and the AN-FE. The 
TAA-FE sends the key material to the AN-FE via the AM-FE, and AR-FE. 
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12.2 Security between UE and L3HEF (Layer3 Handover Execute Function) 

The traffic between the UE and the L3HEF should be protected. The security association between 
the UE and the L3HEF is based on the pre-shared key material. When mutual authentication is 
finished successfully, both the UE and the TAA-FE generate the key material such as session key 
for protecting traffic between the UE and L3HEF. L3HEF obtains the key material from TAA-FE 
directly. L3HEF also obtains the key material from the TAA-FE via the AM-FE or the HDC-FE. 

UE AM-FE TAA-FEMLMF-FE L3HEF

2. Host based mobility registration request

3. AAA interactions

6. Protect user plane traffic based on SA

1. Authentication and authorization

4. Host based mobility registration response

5a. Traffic key materials

5a. Traffic key materials

5b. Traffic key materials

5b. Traffic key materials

5c. Traffic key materials

 

Figure 19 – User plane traffic security between UE and L3HEF procedure 

1) Connection is established between the UE and the TAA-FE. After the mutual authentication 
is finished, the both UE and the TAA-FE have a shared key material such as transient key 
material and session key material. 

2) The UE sends a host-based mobility registration request to the MLM-FE to create a host-
based mobility security association.  

3) The MLM-FE obtains the key material by interacting with the TAA-FE. The MLM-FE 
authenticates the UE based on the key material. After authentication has finished 
successfully, the MLM-FE creates a security association with the UE based on the key 
material.  

4) The MLM-FE sends a host-based mobility registration response to the UE. The UE 
validates the host-based mobility registration response message and creates a security 
association with the MLM-FE. 

5) After the security associations between the UE and the MLM-FE are created, three 
situations will have occurred:  

5a. The TAA-FE generates the traffic key material, and sends the traffic key material to the 
L3HEF via the MLM-FE. 

5b. The TAA-FE generates the traffic key material and sends the traffic key material to the 
L3HEF via the MLM-FE and the AM-FE.  

5c. The TAA-FE sends the traffic key material to the L3HEF directly.  

6) The L3HEF uses the traffic key material to protect user plane traffic between the UE and 
the L3HEF. 
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Appendix I 

(This appendix forms an integral part of this Recommendation.) 

I.1 Example of full authentication procedure 

UE AM-FE TAA-FE TUP-FE/
TLM-FE

1. Connection established

3. EAP-RSP/identity

2. EAP-REQ/identity

4. AAA (EAP-RSP/identity)

Get user profile

5. EAP method (EAP-TTLSv0, EAP-AKA or EAP-TLS, etc.)

Master session key (MSK) established in MS and AAA server

6. AAA (EAP-success)

7. EAP-success

 

Figure I.1 – Full authentication procedure  

NOTE – The identity in step 2-4 refers to UE Identity. 

The bootstrapping for authentication is depicted in Figure I.1: 

1) Connection is established between the UE and the AM-FE. 

2) The AM-FE sends an EAP Request (EAP-REQ)/Identity to the UE [b-IETF RFC 3748]. 

3) The UE sends an EAP Response (EAP-RSP)/Identity message.  

4) The AM-FE forwards the EAP-RSP/Identity towards the TAA-FE; afterwards, the TAA-FE 
exchanges information with TUP-FE/TLM-FE, and TUP-FE/TLM-FE sends user 
information, including the profile, to the TAA-FE. 

5) The key derivation and distribution process are executed in the TAA-FE and the UE. 
Several methods can be considered, such as EAP-TTLS, EAP-AKA, EAP-TLS, etc. 

6) The TAA-FE sends the EAP Success message to the AM-FE. 

7) The AM-FE informs the UE of the successful authentication with the EAP Success 
message. Now the key exchange process, based on the EAP, has been successfully 
completed, and the UE and AM-FE share the keying material derived during that exchange. 

I.2 Example of fast re-authentication procedure 

When handover occurs, fast re-authentication can keep the continuity of service in low latency. Fast 
re-authentication needs to use a fast re-authentication id, and it does not need to exchange 
authentication information between the TAA-FE and the TUP-FE/TLM-FE.  

The general procedure of fast re-authentication is shown as follows. 
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UE AM-FE TAA-FE TUP/TLM-FE

1. Connection established

3. EAP-RSP/identity

2. EAP-REQ/identity

4. AAA (EAP-RSP/identity)

5. EAP method (EAP-TTLSv0, EAP-AKA or EAP-TLS, etc.)

Master session key (MSK) established in MS and AAA server

6. AAA (EAP-success)

7. EAP-success

 

Figure I.2 – Fast re-authentication procedure 

1) Connection is established between the UE and the AM-FE. 

2) The AM-FE sends an EAP-REQ/Identity to the UE, carrying the re-authentication id. 

3) The UE sends an EAP Response/Identity message.  

4) The AM-FE forwards the EAP-RSP/Identity towards the TAA-FE. 

5) The key derivation and distribution process are executed. Several methods can be 
considered, such as EAP-AKA, EAP-TLS, etc. 

6) The TAA-FE sends the EAP Success message to the AM-FE. 

7) The AM-FE informs the UE of the successful authentication with the EAP Success 
message. Now the key exchange process, based on EAP, has been successfully completed, 
and the UE and the AM-FE share the keying material derived during that exchange. 

I.3 Example of host-based mobility  

For MIPv4, the IP mobility security is based on MIP authentication extensions as defined in 
[b-IETF RFC 3344]. The IP mobility signalling messages shall be protected between the UE and the 
node acting as a HA (i.e., MLM-FE) using the MIP authentication extensions, and optionally 
between the UE and the node acting as a FA (i.e., MLM-FE). 
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UE MLM-FE(P) MLM-FE(C)
TAA-FE
/TUP-FE

1. Authentication and
authorization

2. MIPv4 registration request
[MN-HA AE ]and MN-FA AE

1. Authentication and authorization

3. Authentication and
authorization

3. Authentication and authorization

5. AAA interactions

4. MIPv4 registration
request [MN-HA AE]

6. MIPv4 registration
reply [MN-HA AE]

7. MIPv4 registration reply
[MN-HA AE ]and MN-FA AE

8. UE validates the
AE(s)

 

Figure I.3 – MIPv4 boostrapping procedure 

The MIPv4 boostrapping procedure depicted in Figure I.3 is as follows: 

1) Authentication and authorization are created between the UE and the MLM-FE with the 
help of the TAA-FE/TUP-FE. 

2) The UE sends a Registration Request (RRQ) message to the FA (MLM-FE). The UE 
includes the MN-HA authentication extension (AE) and optionally the MN-FA 
authentication extension (AE) as specified in [b-IETF RFC 3344]. 

3) The RRQ triggers the access authentication procedure.  

4) The FA processes the message according to [b-IETF RFC 3344] and validates the MN-FA 
authentication extension, if present. The FA then forwards the RRQ message to the HA 
(MLM-FE).  

5) The selected MLM-FE obtains the authentication and authorization information from the 
TAA-FE/TUP-FE.  

6) The MLM-FE validates the MN-HA authentication extension. After successful 
authentication extension validation, the MLM-FE sends a Registration Reply (RRP) to the 
UE through the FA. 

7) The FA processes the RRP according to [b-IETF RFC 3344]. The FA then forwards the 
RRP message to the UE. The FA includes the MN-FA authentication extension, if the FA 
received the MN-FA authentication extension in the RRQ message.  

8) The UE validates the MN-HA authentication extension and MN-FA authentication 
extension, if present.  
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