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Recommendation ITU-T Y.2725

Support of OpenlD in next generation networks

Summary

Recommendation ITU-T Y.2725 specifies mechanisms and procedures for supporting and using
OpenlD for the scenarios where the role of OpenlD provider is performed by the NGN provider.

Recommendation ITU-T Y.2724 provides a framework for NGN support and the use of OAuth and
OpenID. Recommendation ITU-T Y.2725 builds upon Recommendation ITU-T Y.2722 and
Recommendation ITU-T Y.2724 to define specific mechanisms for supporting OpenlID.

NOTE - Recommendation ITU-T Y.2725 does not make any changes or modifications to the OpenlID protocol.
It focuses only on the support and use of OpenID by NGN.

History
Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.2725 2014-07-18 13 11.1002/1000/12079

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2015

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.2725

Support of OpenlID in next generation networks

1 Scope

This Recommendation describes mechanisms and procedures for support of OpenID in NGN. The
mechanisms and procedures described in this Recommendation can be used to support application
services in a multi-service provider environment. This Recommendation assumes that the NGN
provider is the OpenID provider.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.2701] Recommendation ITU-T Y.2701 (2007), Security requirements for
NGN release 1.

[ITU-T Y.2702] Recommendation ITU-T Y.2702 (2008), Authentication and
authorization requirements for NGN release 1.

[ITU-T Y.2720] Recommendation ITU-T Y.2720 (2009), NGN identity management
framework.

[ITU-T Y.2721] Recommendation ITU-T Y.2721 (2010), NGN identity management
requirements and use cases.

[ITU-T Y.2724] Recommendation ITU-T Y.2724 (2013), Framework for supporting

OAuth and OpenlID in next generation networks.
[OASIS XRI SYNTAX] Extensible Resource Identifier (XRI) Syntax V2.0.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 (entity) authentication [b-ITU-T X.1252]: A process used to achieve sufficient confidence
in the binding between the entity and the presented identity.

3.1.2 authorization [b-ITU-T X.800]: The granting of rights, which includes the granting of access
based on access rights.

3.1.3 authorization grant [b-IETF RFC 6749]: An authorization grant is a credential representing
the resource owner's authorization (to access its protected resources) used by the client to obtain an
access token.

3.1.4 authorization server [b-IETF RFC 6749]: The server issuing access tokens to the client after
successfully authenticating the resource owner and obtaining authorization.
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3.1.5 client [b-IETF RFC 6749]: An application making protected resource requests on behalf of
the resource owner and with its authorization. The term "client” does not imply any particular
implementation characteristics (e.g., whether the application executes on a server, a desktop, or other
devices).

3.2 Terms defined in this Recommendation

None.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

FE Functional Entity

FRA Functional Requirements and Architecture
[dM Identity Management

IdP Identity Provider

IETF Internet Engineering Task Force

IP Internet Protocol

OAuth  OAuth 2.0 Authorization Protocol

OP OpenlID Provider

SAML  Security Assertion Markup Language
URI Uniform Resource Identifier
WS Web Server

5 Conventions

The keywords "is required to" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this document is to be claimed.

The keywords "is recommended™” indicate a requirement which is recommended but which is not
absolutely required. Thus this requirement need not be present to claim conformance.

The keywords "is prohibited from™ indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this document is to be claimed.

The keywords "can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor’s
implementation must provide the option and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6 Support for OpenID in NGN
This clause describes the main aspects of supporting OpenID in NGN.

6.1 Reference model

According to the specification of OpenID [b-OpenID v.2], the OpenID IdP server participates
throughout the authentication workflow. Refer to [ITU-T Y.2724] for a general overview of OAuth
and OpenlD framework.
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Figure 1 — The OpenID and the OAuth flows for NGN

6.2 Protocol message formats in the context of NGN
[b-OpenlID v.2] defines two protocol message format types:
. Key-Value form encoding,

. HTTP encoding.

Section 4.1.1 of [b-OpenID v.2] explains that "Key-Value form encoding is used for signature
calculation and for direct responses to relying parties".

For HTTP encoding, section 4.1.2 of [b-OpenID v.2], explains that "this model applies to messages
from the user-agent to both the relying party and the OP, as well as messages from the relying party
to the OP".

The NGN-supported entities are required to meet the requirements when sending a protocol message.

6.3 Communication types

[b-OpenlID v.2] defines two communication types:
. direct communication,

. indirect communication.

Section 5.1 of [b-OpenlID v.2] explains that direct communication is initiated by a relying party to an
OP endpoint URL. It is used for establishing associations and verifying authentication assertions.

Section 5.2 of [b-OpenlID v.2] explains that in indirect communication, messages are passed through
the user-agent. This can be initiated by either the relying party or the OP. Indirect communication is
used for authentication requests and authentication responses.

The NGN-supported entities are required to meet these requirements when initiating the
communication context.
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6.4 Generating signatures

OpenlD authentication supports two signature algorithms:
. HMAC-SHA1 — 160 bit key length
. HMAC-SHA256 — 256 bit key length

This clause provides recommendations for the use of HMAC-SHA256. The procedure to generate a
message signature specified in section 6.1 of [b-OpenlID v.2] satisfies the NGN security requirements.

6.5 Procedures of OpenlID authentication in NGN

6.5.1 Authentication requests

Section 13 of [b-OpenID v.2] recommends that "relying parties are recommended to use the Yadis
protocol to publish their valid return_to URLs. The relying party can optionally publish this
information at any URL, and are recommended to publish it under the realm so that providers can
verify return_to URLs".

This Recommendation requires that relying parties are recommended to use Yadis protocol to publish
their valid return message _to URLs in NGN.

The authentication requests are specified in section 9 of [b-OpenID v.2].

The following requirements apply to the relying party's interaction with an end user. The relying party
IS required to:

. Initiate OpenlID authentication
. Normalize a user-supplied identifier
. Discover the necessary information for initiating requests

6.5.1.1 Initiating OpenlID authentication

Section 7.1 of [b-OpenID v.2] makes the following recommendation: "To initiate OpenlD
authentication, the relying party is recommended to present the end user with a form that has a field
for entering a user-supplied identifier".

The form field's "name™ attribute is recommended to have the value "openid_identifier", so that user-
agents can automatically determine that this is an OpenlID form. Browser extensions or other software
that support OpenlID authentication may not detect a relying party's support if this attribute is not set
appropriately.

This Recommendation requires the inclusion of the "openid_identifier” field in the form that the
relying party entity presented in NGN.

6.5.1.2 Normalizing a user-supplied identifier

[b-OpenlID v.2] defines three types of identifiers: "http™ or "https” URI, (commonly referred to as a
"URL" within this document), or an XRI [OASIS XRI SYNTAX 2.0].

The end user's input is required to be normalized into an identifier, the procedure specified in
section 7.2 of [b-OpenID v.2] satisfies the NGN normalization requirements.

6.5.1.3  Discovery of the necessary information for initiating requests

[b-OpenlID v.2] explains that discovery is the "process where the relying party uses the identifier to
look up (discover) the necessary information for initiating requests”.

OpenlD authentication has three paths through which to do discovery, as specified in section 7.3 of
[b-OpenID v.2].
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[b-OpenlID v.2] defines two discovery methods:

. XRDS-based discovery
. HTML-based discovery

If XRI [b-OASIS XRI SYNTAX 2.0] or Yadis discovery is used, the result will be an XRDS
document. This is an XML document with entries for services that are related to the identifier, as
specified in section 7.3.2.1 of [b-OpenlID v.2].

HTML-based discovery is required to be supported by relying parties. HTML-based discovery is only
usable for discovery of claimed identifiers. OP identifiers are required to be XRI [b-OASIS XRI
SYNTAX 2.0] or URLs that support XRDS discovery. To use HTML-based discovery, it is required
that an HTML document be available at the URL of the claimed identifier, as specified in section 7.3.3
of [b-OpenID v.2].

This Recommendation requires that the relying party is required to meet the requirements when
performing the discovery and that the identifier is recommended to accord XRI or URL format.
6.5.2  Authentication responses

Section 10 of [b-OpenID v.2] recommends that when an authentication request comes from the User-
Agent via indirect communication, the OP is recommended to determine that an authorized end user
wishes to complete the authentication. If an authorized end user wishes to complete the
authentication, the OP is recommended to send a positive assertion to the Relying Party.

This Recommendation requires the inclusion of the "return_to" parameter in authorization requests.

NOTE - Methods of identifying authorized end users and obtaining approval to return an OpenlD
authentication assertion are beyond the scope of this specification.

6.5.2.1  Positive assertions

Positive assertions are indirect responses, for information on the response parameters, see section 10.1
of [b-OpenID v.2].

In accordance with [b-OpenlID v.2], the OP, when in indirect communication with a relying party via
a user-agent, is required to:

. Verify that the return_to URL matches one of the relying party endpoints

. Determine that an authorized end user wishes to complete the authentication
. Generate response nonce

. Sign a positive response

. Send the positive assertion to the relying party via user-agent.

6.5.2.2  Negative assertions

If the OP is unable to identify the end user or the end user does not or cannot approve the
authentication request, the OP is recommended to send a negative assertion to the relying party as an
indirect response. See also section 10.2 of [b-OpenIDv.2].

When receiving a negative assertion in response to a "checkid_immediate” mode request, relying
parties are recommended to construct a new authentication request using “checkid_setup™ mode.

6.5.2.2.1 Negative assertions in response to immediate requests

If the request was an immediate request, there is no chance for the end user to interact with pages on
the OP to provide identifying credentials or approval of a request. A negative assertion of an
immediate request takes the form specified in section 10.2.1 of [b-OpenID v.2].
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6.5.2.2.2 Negative assertions in response to non-immediate requests

Since the OP may display pages to the end user and request credentials from the end user, a negative
response to a request that is not immediate is definitive. It takes the form specified in section 10.2.2
of [b-OpenID v.2].

If a relying party receives the "cancel” response, authentication was unsuccessful and the relying
party is required to treat the end user as non-authenticated.

6.5.3 Verifying assertions

In accordance with [b-OpenID v.2], the relying party, when receiving a positive assertion, is required
to:

. Verify the return URL

. Verify discovered information
. Check the nonce

. Verify signatures

If an assertion is verified and the assertion contained a claimed identifier, the user is now
authenticated with that identifier.

6.6 Security considerations

Section 15 (Security Considerations) of the OpenID 2.0 specification [b-OpenlID v.2] provides
security guidelines for preventing attacks, user-agents, user interface, HTTP and HTTPS URL
identifiers and protocol variants. This Recommendation recommends support of all the security
considerations in NGN.

Solutions should also comply with the NGN and IdM security requirements specified in
[ITU-T Y.2701], [ITU-T Y.2720] and [ITU-T Y.2721].
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