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(3) Government enterprise sends |
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| (4) ETS user is challenged for authentication 4
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1 (5) ETS user provides credentials and
| biometric information for authentication
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f ‘(6) ETS user is authenticated §
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3 ‘ . (8) Authorization to
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(2) ETS user initiates web-based
| identity service application

1 ETS user authorization for service
| (4) ETS user requests assertion of the i

| terminating user identity for the existing
| ETS communication session

; (3) Service provider A verifies

mi (5) Service provider A processe

o request and identifies IdSP (service
, provider A) associated with the

i terminating user |

! (6) Service provider A sends |
requests to service provider B |
to assert identity of the
terminating user

»

gt

® (7) Service provider B validates

| identity of the terminating user.

i This may involve real-time

| authentication of the terminating user

(8) Service provider B sends |
response asserting the identity |
of the terminating user |

I (9) Service provider A sends
| response to ETS user validating
| the identity of the terminating user
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L (1) ETS user receives text message

| (2) ETS user initiates identity service to
| validate text message source

L (3) ETS user is challenged for authentication
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i (4) ETS user provides credentials for
| authentication

»
“ (5) ETS user is
¥ authenticated
! (6) Service provider A
! sends request to service
i provider B to validate text
| message source

o
@ (7) Service provider B verifies text

| message source.

! This may involve real time interaction with
I text message source
| s

i (8) Service provider B ! |
| provides information | 1
© validating text message

| source
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| (9) Service provider A provides ETS user
| with information validating text message
3 source
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i (1) ETS user attaches toj access network 1 using
| normal procedures
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“ (2) ETS user uncertain about access
¥ network validity
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1 (3) ETS user initiates identity service from service
| provider A (IdSP) to validate access network 1
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| (4) Service provider A sends

| request to access network 1 to
| authenticate
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! (5) Access network 1 provides
| identity (e.g., EV certificate)

| (6) Service provider A verifies|
| certificate with certificate
| authority

i (7) Service provider A ﬁ)rovides ETS user with
| information validating access network 1
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! (1) ETS user successfully initiates and obtains access
|_to web services |

%

! (2) ETS user initiates identity service from !

| service provider A (IdSP) to validate
| identity of web services provider

.y

ﬁ (3) Service providerAi
| sends request to ‘
| web services provider |
§ to authenticate |

| (4) Web services

| provider provides
| identity (e.g., EV
| certificate)

-

<

| (5) Service provider A verifies
| web services provider Wwith
| certificate authority

R

Y

i (6) Service provider A provides ETS
! user with information validating web
! services provider
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[b-NIST SP 800-63]

[b-NIST SP 800-94]

[b-CA/Browser Forum]

[b-3G Americas White Paper]
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Recommendation ITU-T X.1141 (2006), Security Assertion Markup
Language (SAML 2.0).

Recommendation ITU-T X.1250 (2009), Baseline capabilities for
enhanced global identity management and interoperability.

Recommendation ITU-T X.1251 (2009), A framework for user
control of digital identity.

Recommendation ITU-T Y.2091 (2008), Terms and definitions for
Next Generation Networks.

NIST Special Publication 800-63 (2006), Electronic Authentication
Guidelines.

NIST Special Publication 800-94 (2007), Guide to Intrusion
Detection and Prevention Systems (IDPS).

CA/Browser Forum, Guidelines For The Issuance And Management
Of Extended Validation Certificates.

3G Americas White Paper (2009), Identity Management, Overview
of Standards and Technologies for Mobile and Fixed Internet.
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