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Diffie-Hellman

TLS DHE RSA WITH AES Ephemeral mode .

128 CBC_SHA b-IETF RFC 5246 with RSA AES-128 in CBC mode | SHA-1
signatures

TLS RSA WITH 3DES ED .

E_CBC STA b-IETF RFC 2246 | RSA 3DES in CBC mode SHA-1
Diffie-Hellman

TLS DHE WITH 3DES ED Ephemeral mode .

E_CBC SHA b-IETF RFC 5246 with RSA 3DES in CBC mode SHA-1
signatures

TLS RSA WITH CAMELLI Camellia-128 in CBC

A_128 CBC SHA b-IETF RFC 4132 | RSA mode SHA-1
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TLS DH _DSS WITH_ AES Diffie-Hellman AES-128 in CBC
128 CBC SHA [b-IETF RFC 32461 | (ith DSS signature | mode SHA-1
TLS DH_RSA_ WITH_AES Diffie-Hellman AES-128 in CBC
_128 CBC_SHA [b-IETF REC 52461 | ih RSA signature | mode SHA-1

Diffie-Hellman .
TLS_DHE_DSS_WITH_AE | |\ 1pTF RFC 5246] | Ephemeral mode | AES-1281n CBC SHA-1
S 128 CBC SHA : . mode
- = - with DSS signature
Diffie-Hellman
TLS DHE RSA WITH AE Ephemeral mode AES-128 in CBC
S 128 CBC_SHA [b-IETF RFC 5246] | (Vih RSA mode SHA-1
signatures
TLS_RSA_WITH_AES 256 AES-256 in CBC
CBC_SHA [b-IETF RFC 5246] | RSA mode SHA-1
TLS DH DSS WITH_ AES Diffie-Hellman AES-256 in CBC
256 CBC_SHA [b-IETF RFC 5246] | (Uiih DSS signature | mode SHA-1
TLS DH_RSA_ WITH_AES Diffie-Hellman AES-256 in CBC
1256 CBC_SHA [b-IETF RFC 5246] | (Uiih RSA signature | mode SHA-1
Diffie-Hellman .
TLS_DHE_DSS_WITH_AE | 1 1p1p REC 5246] | Ephemeral mode | AES-2361n CBC SHA-1
S 256 CBC_SHA : . mode
= - with DSS signature
Diffie-Hellman
TLS DHE RSA WITH AE Ephemeral mode | AES-256 in CBC
S 256 CBC_SHA [b-IETF RFC 4132] | (it RSA mode SHA-I
signatures
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— =, = [b-IETF RFC 4132] | Ephemeral mode SHA-1
MELLIA 256 CBC_SHA with DSS signature mode
Diffie-Hellman
TLS DHE RSA WITH CA A Ephemeral mode Camellia-256 in CBC
MELLIA 256 CBC_SHA [b-IETF RFC 4132] | (o With RSA mode SHA-I
signatures
EC-Diffie-Hellman
T,D,Lgﬁgcgé{E—Egé)g‘;ﬁX”H [b-IETF RFC 4492] | with ECDSA 3DES in CBC mode | SHA-1
- - - - signature
EC-Diffie-Hellman .
TLS ECDH_ECDSA_ WITH . AES-128 in CBC
S = = [b-IETF RFC 4492] | with ECDSA SHA-1
_AES 128 CBC _SHA signature mode
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TLS ECDH_ECDSA_ WITH . AES-256 in CBC
S = = [b-IETF RFC 4492] | with ECDSA SHA-1
_AES 256 CBC_SHA signature mode
EC-Diffie-Hellman
EIL;—)EECSDEI]SEEE%)CSAS—H“QT [b-IETF RFC 4492] a?&egéglsimde 3DES in CBC mode | SHA-1
- - - B signature
EC-Diffie-Hellman
TLS_ECDHE ECDSA_WIT Ephemeral mode | AES-128 in CBC
H_AES 128 CBC_SHA [b-IETF REC 4492] | i ECDsA mode SHA-1
signature
EC-Diffie-Hellman
TLS ECDHE ECDSA WIT Ephemeral mode AES-256 in CBC
H_AES 256 CBC_SHA [b-IETF RFC 44921 | i ECDSA mode SHA-1
signature
D BCDHRA NS | [ IETF RFC 4492] EvictilDﬁfoK'sli{gerllgnﬁé 3DES in CBC mode | SHA-1
TLS_ECDH RSA WITH A EC-Diffie-Hellman | AES-128 in CBC
ES 128 CBC SHA | WPIETFRFCA492] 1 i RSA signature | mode SHA-1
TLS ECDH RSA WITH A EC-Diffie-Hellman | AES-256 in CBC
ES 256 CBC SHA | [DIETFRFCA492] | G RSA signature | mode SHA-1
EC-Diffie-Hellman
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— — - with RSA signature
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TLS ECDHE _RSA_WITH_ [b-IETF RFC 4492] | Ephemeral mode AES-256 in CBC SHA-1
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