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[b-ITU-T E.107]

[b-ITU-T E.115]

[b-ITU-T M.3016.2]

[b-ITU-T M.3016.3]

[b-ITU-T M.3016.4]

[b-ITU-T M.3060]

[b-ITU-T X.1121]

[b-ITU-T X.1122]

[b-ITU-T Y.1271]

[b-ITU-T Y.2000-Sup.1]

[b-ITU-T Y.2111]

[b-ETSI TR 187.002]

[b-ETSI TS 187.001]

[b-ETSI TS 187.003]

8‘4’1‘ Sl
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ITU-T Recommendation E.106 (2003), International Emergency
Preference Scheme (IEPS) for disaster relief operations.

ITU-T Recommendation E.107 (2007), Emergency
Telecommunications Service (ETS) and interconnection framework
for national implementations of ETS.

ITU-T Recommendation E.115 (2007), Computerized directory
assistance.

ITU-T Recommendation M.3016.2 (2005), Security for the
management plane: Security services.

ITU-T Recommendation M.3016.3 (2005), Security for the
management plane: Security mechanism.

ITU-T Recommendation M.3016.4 (2005), Security for the
management plane: Profile proforma.

ITU-T Recommendation M.3060/Y.2401 (2006), Principles for the
management of Next Generation Networks.

ITU-T Recommendation X.1121 (2004), Framework of security
technologies for mobile end-to-end data communications.

ITU-T Recommendation X.1122 (2004), Guideline for implementing
secure mobile systems based on PKI.

ITU-T Recommendation Y.1271 (2004), Framework(s) on network
requirements and capabilities to support emergency
telecommunications over evolving circuit-switched and packet-
switched networks.

ITU-T Y.2000-series Recommendations — Supplement 1 (2006), NGN
release 1 scope.

ITU-T Recommendation Y.2111 (2006), Resource and admission
control functions in Next Generation Networks.

ETSI TISPAN (U 4

ETSITR 187 002 V.1.1.1 (2006), Telecommunications and Internet
converged services and Protocols for Advanced Networking
(TISPAN); TISPAN NGN Security (NGN_SEC), Threat and Risk
Analysis.

ETSITS 187 001 V.1.1.1 (2006), Telecommunications and Internet
converged services and Protocols for Advanced Networking
(TISPAN); NGN SECurity (SEC),; Requirements.

ETSI TS 187 003 V.1.1.1 (2006), Telecommunications and Internet
converged services and Protocols for Advanced Networking
(TISPAN); NGN Security, Security Architecture.

31 (2007/04) ITU-T Y.2701 &e 5!



[b-3GPP TS 33.102]
[b-3GPP TS 33.103]
[b-3GPP TS 33.110]

[b-3GPP TS 33.120]
[b-3GPP TS 33.200]

[b-3GPP TS 33.203]

[b-3GPP TS 33.204]

[b-3GPP TS 33.210]

[b-3GPP TS 33.220]

[b-3GPP TS 33.310]

[b-3GPP TR 33.901]

[b-3GPP TR 33.902]

[b-3GPP TR 33.908]

[b-3GPP TR 33.909]

[b-3GPP TR 33.918]

[b-3GPP TR 33.919]

[b-3GPP TR 33.920]

[b-3GPP TR 33.980]

[b-ETSI TR 133.901]

ETSI/3GPP 3y

3GPP TS 33.102 (2007), 3G security; Security architecture.
3GPP TS 33.103 (2001), 3G security, Integration guidelines.

3GPP TS 33.110 (2007), Key establishment between a UICC and a
terminal.

3GPP TS 33.120 (2001), Security Objectives and Principles.

3GPP TS 33.200 (2004), 3G security, Network Domain Security
(NDS),; Mobile Application Part (MAP) application layer security.

3GPP TS 33.203 (2007), 3G security, Access security for IP-based

services.

3GPP TS 33.204 (2007), 3G security, Network Domain Security
(NDS); TCAP user security.

3GPP TS 33.210 (2007), 3G security, Network Domain Security, 1P
network layer security.

3GPP TS 33.220 (2007), Generic Authentication Architecture (GAA),
Generic bootstrapping architecture.

3GPP TS 33.310 (2007), Network Domain Security (DNS;
Authentication Framework (AF).

3GPP TR 33.901 (2001), Criteria for cryptographic algorithm design
process.

3GPP TR 33.902 (2001), Formal Analysis of the 3G Authentication
Protocol.

3GPP TR 33.908 (2001), 3G Security;, General report on the design,
specification and evaluation of 3GPP standard confidentiality and
integrity algorithms.

3GPP TR 33.909 (2001), 3G Security, Report on the design and
evaluation of the MILENAGE algorithm set; Deliverable 5: An
example algorithm for the 3GPP authentication and key generation
functions.

3GPP TR 33.918 (2007), Generic Authentication Architecture (GAA);
Early implementation of Hypertext Transfer Protocol over Transport

Layer Security (HTTPS) connection between a Universal Integrated
Circuit Card (UICC) and a Network Application Function (NAF).

3GPP TR 33.919 (2007), 3G Security, Generic Authentication
Architecture (GAA), System description.

3GPP TR 33.920 (2007), SIM card based Generic Bootstrapping
Architecture (GBA); Early implementation feature.

3GPP TR 33.980 (2007), Liberty Alliance and 3GPP security
interworking; Interworking of Liberty Alliance Identity Federation
Framework (ID-FF), Identity Web Services Framework (ID-WSF) and
Generic Authentication Architecture (GAA).

ETSI TR 133.901 V4.0.0 (2001), Universal Mobile
Telecommunications System (UMTS); 3G Security — Criteria for
cryptographic Algorithm design process.
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[b-ETSI TR 133.902]

[b-ETSI TR 133.908]

[b-ETSI TR 133.909]

[b-ETSI TR 133.919]

[b-ETSI TS 133.102]

[b-ETSI TS 133.103]

[b-ETSI TS 133.120]

[b-ETSI TS 133.200]

[b-ETSI TS 133.203]

[b-ETSI TS 133.210]

[b-GPP TS 133.220]

[b-ETSI TS 133.310]

[b-GPP2 S.S0086]

ETSI TR 133.902 V4.0.0 (2001), Universal Mobile
Telecommunications System (UMTS); Formal Analysis of the 3G
Authentication Protocol.

ETSI TR 133.908 (2001), Universal Mobile Telecommunications
System (UMTS), Security Algorithms Group of Experts (SAGE);
General report on the design, specification and evaluation of 3GPP
standard confidentiality and integrity algorithms.

ETSI TR 133.909 (2001), Universal Mobile Telecommunications
System (UMTS), 3G Security; Report on the design and evaluation of
the MILENAGE algorithm set; Deliverable 5: An example algorithm
for the 3GPP authentication and key generation functions.

ETSITR 133.919 V6.2.0 (2005), Universal Mobile
Telecommunications System (UMTS), Generic Authentication
Architecture (GAA); System description.

ETSITS 133 102 V7.1.0 (2006), Universal Mobile
Telecommunications System (UMTS); 3G security, Security
architecture.

ETSI TS 133 103 V4.2.0 (2001), Universal Mobile
Telecommunications System (UMTS),; 3G Security, Integration
Guidelines.

ETSI TS 133 120 V4.0.0 (2001), Universal Mobile
Telecommunications System (UMTS); 3G Security, Security
Principles and Objectives.

ETSI TS 133 200 V6.1.0 (2005), Universal Mobile
Telecommunications System (UMTS), 3G Security;, Network Domain
Security (NDS),; Mobile Application Part (MAP) application layer
security.

ETSI TS 133 203 V6.10.0 (2006), Digital cellular
telecommunications system (Phase 2+),; Universal Mobile
Telecommunications System (UMTS); 3G security; Access security
for IP-based services.

ETSITS 133 210 V7.2.0 (2006), Digital cellular telecommunications
system (Phase 2+); Universal Mobile Telecommunications System
(UMTS), 3G security;, Network Domain Security (NDS).

ETSI TS 133 220 V7.8.0 (2007), Digital cellular telecommunications
system; (Phase 2+); Universal Mobile Telecommunications System
(UMTS),; Generic Authentication Architecture (GAA); Generic
bootstrapping architecture.

ETSITS 133 310 V7.1.0 (2006), Universal Mobile
Telecommunications System (UMTS); Network domain security,
Authentication framework (NDS/AF).

ATIS/3GPP2 Yy
3GPP2 S.S0086 (2004), IMS Security Framework.
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IPsec related IETF RFCs

[b-IETF RFC 2085]

[b-IETF RFC 2403]

[b-IETF RFC 2404]

[b-IETF RFC 2405]

[b-IETF RFC 2410]

[b-IETF RFC 2411]
[b-IETF RFC 2451]
[b-IETF RFC 2709]

[b-IETF RFC 2857]

[b-IETF RFC 3526]

[b-IETF RFC 3602]

[b-IETF RFC 3664]

[b-IETF RFC 4109]

[b-IETF RFC 4301]

[b-IETF RFC 4302]
[b-IETF RFC 4303]
[b-IETF RFC 4304]

[b-IETF RFC 4305]

[b-IETF RFC 4306]
[b-IETF RFC 4307]

[b-IETF RFC 4308]
[b-IETF RFC 4309]

IETF RFC 2085 (1997), HMAC-MD35 IP Authentication with Replay
Prevention.

IETF RFC 2403 (1998), The Use of HMAC-MD35-96 within ESP and
AH.

IETF RFC 2404 (1998), The Use of HMAC-SHA-1-96 within ESP and
AH.

IETF RFC 2405 (1998), The ESP DES-CBC Cipher Algorithm With
Explicit IV.

IETF RFC 2410 (1998), The NULL Encryption Algorithm and Its Use
With IPsec.

IETF RFC 2411 (1998), IP Security Document Roadmap.
IETF RFC 2451 (1998), ESP CBC-Mode Cipher Algorithms.

IETF RFC 2709 (1999), Security Model with Tunnel-mode IPsec for
NAT Domains.

IETF RFC 2857 (2000), The Use of HMAC-RIPEMD-160-96 within
ESP and AH.

IETF RFC 3526 (2003), More Modular Exponential (MODP) Diffie-
Hellman groups for Internet Key Exchange (IKE).

IETF RFC 3602 (2003), The AES-CBC Cipher Algorithm and Its Use
with IPsec.

IETF RFC 3664 (2004), The AES-XCBC-PRF-128 Algorithm for the
Internet Key Exchange Protocol (IKE).

IETF RFC 4109 (2005), Algorithms for Internet Key Exchange
version 1 (IKEvI).

IETF RFC 4301 (2005), Security Architecture for the Internet
Protocol.

IETF RFC 4302 (2005), IP Authentication Header.
IETF RFC 4303 (2005), IP Encapsulating Security Payload (ESP).

IETF RFC 4304 (2005), Extended Sequence Number (ESN)
Addendum to IPsec Domain of Interpretation (DOI) for Internet
Security Association and Key Management Protocol (ISAKMP).

IETF RFC 4305 (2005), Cryptographic Algorithm Implementation
Requirements for Encapsulating Security Payload (ESP) and
Authentication Header (AH).

IETF RFC 4306 (2005), Internet Key Exchange (IKEv2) Protocol.

IETF RFC 4307 (2005), Cryptographic Algorithms for Use in the
Internet Key Exchange Version 2 (IKEV2).

IETF RFC 4308 (2005), Cryptographic Suites for IPsec.

IETF RFC 4309 (2005), Using Advanced Encryption Standard (AES)
CCM Mode with IPsec Encapsulating Security Payload (ESP).
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[b-IETF RFC 4312]

IETF RFC 4312 (2005), The Camellia Cipher Algorithm and Its Use
With IPsec.

S/MIME related IETF RFCs

[b-IETF RFC 2311]
[b-IETF RFC 2312]
[b-IETF RFC 3565]
[b-IETF RFC 3657]
[b-IETF RFC 3850]

[b-IETF RFC 3851]

[b-IETF RFC 3852]

[b-IETFB RFC 4134]
TLS related IETF RFCs

[b-IETF RFC 2246]
[b-IETF RFC 2817]
[b-IETF RFC 2818]
[b-IETF RFC 3268]

[b-IETF RFC 3546]
[b-IETF RFC 4132]

IETF RFC 2311 (1998), S/MIME Version 2 Message Specification.
IETF RFC 2312 (1998), S/MIME Version 2 Certificate Handling.

IETF RFC 3565 (2003), Use of the Advanced Encryption Standard
(AES) Encryption Algorithm in Cryptographic Message Syntax
(CMS).

IETF RFC 3657 (2004), Use of the Camellia Encryption Algorithm in
Cryptographic Message Syntax (CMS).

IETF RFC 3850 (2004), Secure/Multipurpose Internet Mail
Extensions (S/MIME) Version 3.1 Certificate Handling.

IETF RFC 3851 (2004), Secure/Multipurpose Internet Mail
Extensions (S/MIME) Version 3.1 Message Specification.

IETF RFC 3852 (2004), Cryptographic Message Syntax.
IETF RFC 4134 (2005), Examples of S/MIME Messages.

IETF RFC 2246 (1999), The TLS Protocol Version 1.0.
IETF RFC 2817 (2000), Upgrading to TLS Within HTTP/1.1.
IETF RFC 2818 (2000), HTTP Over TLS.

IETF RFC 3268 (2002), Advanced Encryption Standard (AES)
Ciphersuites for Transport Layer Security (TLS).

IETF RFC 3546 (2003), Transport Layer Security (TLS) Extensions.

IETF RFC 4132 (2005), Addition of Camellia Cipher Suites to
Transport Layer Security (TLS).

Miscellaneous IETF security related RFC

[b-IETF i-d.SIPUAP]

[b-IETF RFC 3489]

[b-IETF RFC 3711]

[b-IETF RFC 3715]

[b-IETF RFC 3847]

[b-IETF RFC 3948]

DNS related IETF RFCs

[b-IETF RFC 4033]

IETF internet-draft work in progress, draft-ietf-sipping-config-
framework-08.txt (March 6, 2006), A Framework for Session
Initiation Protocol User Agent Profile Delivery.

IETF RFC 3489 (2003), STUN — Simple Traversal of User Datagram
Protocol (UDP) Through Network Address Translators (NATs).

IETF RFC 3711 (2004), The Secure Real-time Transport Protocol
(SRTP).

IETF RFC 3715 (2004), IPsec-Network Address Translation (NAT)
Compatibility Requirements.

IETF RFC 3847 (2004), Restart Signaling for Intermediate System
to Intermediate System (IS-1S).

IETF RFC 3948 (2005), UDP Encapsulation of IPsec ESP Packets.

IETF RFC 4033 (2005), DNS Security Introduction and
Requirements.
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[b-IETF RFC 4034] IETF RFC 4034 (2005), Resource Records for the DNS Security
Extensions.

[b-IETF RFC 4035] IETF RFC 4035 (2005), Protocol Modifications for the DNS Security
Extensions.

TIA U3

[b-TIA-683-D] TIA Standard TIA-683-D (2006), Over-the-Air Service Provisioning of Mobile
Stations in Spread Spectrum Systems.

[b-TIA-1053] TIA Standard TIA-1053 (2005), Broadcast/Multicast Security Framework.
[b-TIA-1091] TIA Standard TIA-1091 (2006), IMS Security Framework.

ARIB U
[b-ARIB-SS0078] ARIB STD-T64 S.S0078-0 v1.0 (2002), Common Security Algorithms.
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