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Recommendation ITU-T Y.2619

Operation, administration and maintenance functions and mechanisms for the
public packet telecommunication data network (PTDN)

Summary

As one type of hierarchical packet data networks to meet requirements of future packet-based
networks, the public packet telecommunication data network (PTDN) should provide operation,
administration, and maintenance (OAM) functions as specified in Recommendation ITU-T Y.2613.
Recommendation ITU-T Y.2619 specifies maintenance entities (MTEs), OAM functions, and
common OAM mechanisms in PTDN. Recommendation ITU-T Y.2619 also defines OAM
mechanisms, functions, and encapsulation specific to connectionless mode and connection-oriented
mode. Some examples of encapsulation for OAM messages in different planes are given in an annex.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T Y.2619 2018-05-29 15 11.1002/1000/13608
Keywords

Event indication, loopback, OAM, public packet telecommunication data network (PTDN), trace.

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2018

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T Y.2619

Operation, administration and maintenance functions and mechanisms for the
public packet telecommunication data network (PTDN)

1 Scope

This Recommendation specifies maintenance entities (MTEs), operation, administration and
maintenance (OAM) functions, and common OAM mechanisms in the public packet
telecommunication data network (PTDN). It also describes OAM mechanisms specific to
connectionless mode and connection-oriented mode (specified in [ITU-T Y.2613]).

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T Y.2613] Recommendation ITU-T Y.2613 (2010), General technical architecture for
public packet telecommunication data network (PTDN).

[ITU-T Y.2616] Recommendation ITU-T Y.2616 (2014), Interworking mechanisms in public
packet telecom data networks.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1 defect [b-ITU-T 1.113]: Limited interruption of the ability of an item to perform a required
function. It may or may not lead to maintenance actions depending on the results of additional
analysis.

3.1.2 failure [b-ITU-T G.806]: The fault cause persisted long enough to consider the ability of an
item to perform a required function to be terminated. The item may be considered as failed; a fault
has now been detected.

3.1.3 public packet telecommunication data network (PTDN) [ITU-T Y.2613]: A packet data
network designed for the NGN transport stratum, which should be secure, trustworthy, controllable,
and manageable, can meet all the requirements described in [b-ITU-T Y.2601]. PTDN is a
hierarchical network, which can be subdivided into several network layers.

3.14 link [b-ITU-T G.805]: A "topological component™ which describes a fixed relationship
between a "subnetwork™ or "access group" and another "subnetwork" or "access group".

3.1.5 maintenance entity [b-ITU-T G.8001]: The entity between two of the flow/connection
points in a maintenance entity group.

3.1.6 connection oriented [b-ITU-T E.417]: Connection-oriented refers to the transfer of
information between two entities by first establishing a path (or connection) for the information
transfer. The communication proceeds through three well-defined phases: connection establishment,
information transfer, and connection release. The most common example of connection-oriented
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information transfer is a telephone call over a circuit-switched network. other examples of
connection-oriented information exchange are networks based on [b-1TU-T X.25], frame relay (FR),
transmission control protocol (TCP) and asynchronous transfer mode (ATM).

3.1.7 connectionless [b-ITU-T E.417]: Connectionless refers to the transfer of information
between two entities without first establishing a path (or connection) for the information transfer.
Examples of connectionless transport include the Internet protocol (IP) and user datagram protocol
(UDP).

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1 maintenance end point (MTEP): End point of a public packet telecommunication data
network (PTDN) operation, administration and maintenance (OAM) exercise that is capable of
initiating and terminating OAM messages for fault management and performance monitoring.

4 Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:

ATM Asynchronous Transfer Mode

FR Frame Relay

ID Identifier

IP Internet Protocol

MTE Maintenance Entity

MTEP Maintenance End Point

NNI Network-Network Interface

OAM Operation, Administration and Maintenance

OAM-c Operation, Administration and Maintenance-common

PTDN Public packet Telecommunication Data Network
RTD Round Trip Delay

TCP Transmission Control Protocol

TLV Type-Length—Value

UDP User Datagram Protocol

UNI User-Network Interface

VPN Virtual Private Network

5 Conventions

None

6 Background

The PTDN can provide connection-oriented and connectionless transmission services
[ITU-T Y.2613]. The MTESs can be links and connections in general. In the PTDN, MTEs are virtual
circuits in connection-oriented mode, paths in connectionless mode, and links in both modes.
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The PTDN may contain multiple administrative domains. One end-to-end MTE can be segmented
into access link MTE(s), intradomain MTE(S) and interdomain MTE(s). Figure 1 illustrates one
end-to-end MTE that passes through two PTDN domains. PTDN OAM MTEs are the various MTES
involved between two user-network interfaces (UNISs), i.e., an access link MTE is not included in
PTDN OAM MTEs. Usually OAM messages should be confined to an administrative domain.
Therefore, a gateway function is needed to terminate and regenerate the OAM message when
interworking with other administrative domains or networks [ITU-T Y.2616].

UNI NNI UNI
Userl ¢——@ PTDN 1 e PTDN 2 ——¢ User2
' InradomainMTE = | IntradomainMTE @ |
Access link MTE il bt Access link MTE
5 : Inter domain MTE : 5

UNI-to-UNI MTE
End-to-end MTE

Y.2619(18)_F01

Figure 1 — Illustration of various maintenance entities

When intermediate nodes do not support PTDN OAM functions, they only forward the OAM
messages like other packets or frames in the same paths or virtual circuits. If end nodes do not support
PTDN OAM functions, they will drop these PTDN OAM messages.

7 OAM functions

The PTDN OAM functions include a continuity check, connectivity verification, event indication and
some performance measurement functions. These functions are used to monitor and verify network
availability and performance, and to help in the detection, notification, handling and diagnosis of
defects and failures.

7.1 Continuity check

A continuity check provides continuous monitoring of the liveliness of links, connections or paths.
This function is used for fault management, performance monitoring, and link switching when some
defects occur.

7.2 Connectivity verification

A continuity verification provides on-demand or proactive connectivity verification among end points
of an MTE. This can be achieved by using loopback and trace mechanisms.

7.3 Event indication

When a defect, failure or monitored event occurs, the detecting node sends indication OAM messages
to other related nodes. When receiving these indication messages, the nodes do not send the same
indication messages to the sending node. They take necessary actions, such as activating a backup
path or link, to overcome the effect of the defect, failure or event.

7.4 Performance measurement

Based on a loopback mechanism, PTDN OAM functions provide simple performance measurements,
such as frame/packet loss rate, latency and jitter.
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8 OAM mechanisms

This clause describes some common OAM mechanisms used in both connection-oriented and
connectionless modes. These mechanisms are loopback, trace and event indication.

8.1 Loopback mechanism

The loopback mechanism provides several capabilities, such as continuity check, connectivity
verification, fault localization, round trip delay (RTD) measurement and delay variation
measurements.

The loopback mechanism uses loopback OAM messages. These messages can be initiated and
inserted at an MTEP, transferred through an MTE and returned (or looped back) to the sending MTEP
without taking the MTE out of service.

For unidirectional paths in the PTDN, i.e., multicast paths, an extra return path is required to transfer
looped back OAM messages (see clause 10.2).

A loopback OAM message includes the following fields:

. OAM message type, which indicates this is a loopback OAM message;

. sender's handle information, which is used by the sender to process the response OAM
message, e.g., the sequence number used to correlate a loopback response against request;

. loopback indication, which indicates whether this message is looped back;

. loopback location information, which indicates which node should loopback this OAM
message;

. return information, which is used to tell the sender about return result and return node
information;

. additional type—length—value combinations (TLVs), which are used to provide more

capabilities — the most often used TLV is timestamp TLV, which is used to calculate RTD
by subtracting sending timestamp from receiving timestamp.

8.2 Trace mechanism

The trace mechanism is used to identify and retrieve information about MTEPS on a path and to locate
a fault when the path is unavailable.

In the PTDN, the trace mechanism is similar to the loopback mechanism by sending trace OAM
message with loopback location information specifying the destination MTEP. However, each
intermediate node adds its node information to the OAM message, then forwards this OAM message.
The destination MTEP adds its node information and sets a loopback indication field, then returns
this OAM message to the source MTEP. When this OAM message returns to the source MTEP, it
contains information about all nodes it has passed.

For unidirectional paths in the PTDN i.e., multicast paths, extra return paths are required to return
trace messages (see clause 10.2).

A trace OAM message includes the following fields:

. OAM message type, which indicates this is a trace OAM message;

. the sender's handle information;

. a loopback indication, which indicates whether this packet/frame is looped back;

. loopback location information, which indicates which node should loopback these OAM
packets/frames;

. return information, which is used to tell the sender about the return result and return node
information;
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. node information TLVs, which contain node information, such as identifier (ID) or address.

8.3 Event indication

The PTDN nodes use event indication to notify the peer MTEP(s) that some events have happened at
the sender. For bidirectional paths or virtual circuits, event indication can be transmitted in the
forward or backward direction. For unidirectional paths in the PTDN i.e., multicast paths, when an
MTEP detects a defect and plans to notify an upstream MTEP, an extra return path is required (see
clause 10.2).

An event indication OAM message includes:

. OAM message type, which indicates it is an event indication OAM message;
. an event field, which indicates the information of the defect or event;

. a location field, which indicates its occurrence location.

9 OAM in connection-oriented mode

In the connection-oriented mode, PTDN OAM is used to test and diagnose virtual circuits, and to
measure their performance on an end-to-end or segment basis. These virtual circuits may be
control/manage circuits or user data circuits. The PTDN OAM in connection-oriented mode includes
functions, defined in clause 7, and uses mechanisms defined in clause 8.

The encapsulation of PTDN OAM messages shall follow the link layer frame definitions, specified
in clause 6 of [ITU-T Y.2613]. An OAM message is encapsulated in thea frame payload, with the
result that MTEPs in OAM messages, i.e., source MTEP and destination MTEP, are specified in the
frame payload.

As an OAM frame is inserted and transmitted in the same virtual circuit with other frames, so a field
IS needed to distinguish it from others. In this case, the OAM field in the frame header, specified in
clause 6.3.3.1.1.3 of [ITU-T Y.2613], shall be set to 1 by the OAM frame initiator for identification
of OAM frames.

10 OAM in connectionless mode

In connectionless mode, OAM is used to test and diagnose paths in a virtual private network (VPN)
or multicast, and to measure their performance. OAM for VPN paths provides the same functions,
defined in clause 7, and uses the same mechanisms defined in clause 8. However, paths in multicast
are unidirectional, different mechanisms, specified in clause 10.2, will be used.

10.1 OAM message encapsulation

The encapsulation of PTDN OAM messages in connectionless mode shall be as specified in
clauses 7.2 and 7.3 of [ITU-T Y.2613].

Similarly, OAM messages can be encapsulated in the packet payload with the result that the MTEP
information is in the packet payload. In connectionless mode, when the source MTEP and destination
MTEP are the same as the source and destination of the packet, respectively, then source and
destination information contained in the packet header can be used as MTEP information instead.

In the control or management plane, the specific value of the message type field in the packet header
has to be specified to distinguish OAM messages from other control or management messages.
Examples are given in Annex A.

In the data plane, there shall be a 1-bit field in the packet header to distinguish OAM messages from
user data packets. This 1-bit field is recommended to occupy 1 bit of reserved fields in the PTDN
packet header specified in clause 7.2 of [ITU-T Y.2613]. An example is given in Figure A.3.
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10.2 Multicast OAM

The PTDN multicast service is provided only in connectionless mode with point-to-multiple-points
unidirectional paths. Multicast OAM is used to test and diagnose those paths, and to measure their
performance one-by-one or on a tree basis. A multicast MTE, whose MTEPs are specified by a
multicast address, has the following two differences from other MTEs:

- it has more than one destination MTEP for loopback and trace;

- multicast paths are unidirectional; therefore, the extra reverse direction paths are needed to
transfer the returned loopback and trace OAM messages, and to transfer event indication
OAM messages to notify upstream MTEPs.

These reverse direction paths, referred to as OAM common (OAM-c) paths, are not a part of multicast
MTE. The control plane or a specific VPN, more practically, can be used to serve these reverse
direction paths and to transmit these OAM messages, referred as OAM-c packets. Along OAM-c
paths, intermediate nodes do not intercept and process, but only forward these OAM-c packets.

10.2.1 Loopback

To verify connectivity of a multicast MTE, the source MTEP sends a loopback OAM message to all
destination MTEPs specified by a multicast address. When a destination MTEP receives the loopback
OAM message, it processes and sends this OAM message as an OAM-c packet on an OAM-c path.
The source MTEP may receive more than one response, i.e., returned OAM messages, through
OAM-c paths. Based on the received OAM-c packets, the source MTEP can obtain information about
the multicast MTE.

To maintain one of the paths in a PTDN multicast, the source MTEP can send a loopback OAM
message to a specific destination MTEP by using the destination MTEP node address as destination
and loopback MTEP.

10.2.2 Trace
The trace mechanism is similar to the loopback mechanism specified in clause 10.2.1 except that:

- along the MTE paths, each intermediate node adds its node information, such as node 1D and
address, into the OAM message, then forwards the OAM message;

— the destination nodes add their node information to the OAM messages, then encapsulate the
messages into OAM-c packets, and transmit the messages along the OAM-c paths;

- the returned OAM-c packets contain information about nodes lying in the forwarding
direction of the paths only.

10.2.3 Event indication

The event indication mechanism is similar to the mechanism specified in clause 8.3, except that the
backward indication OAM messages are encapsulated as OAM-c packets and transmitted along
OAM-c paths.

11 Security considerations

OAM functions can enhance the security of the PTDN. For example, connectivity verification
function or path detection function can detect misconfigured connections or wrongly delivered flows,
therefore prevent user traffic from being exposed to unintended recipients.

OAM functions of service providers or network operators do not allow messages originated from one
network to get transmitted to other networks without going through the gateway function. Gateway
function may contain additional security functions.
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Annex A

Examples of encapsulation of OAM packets in connectionless mode
(This annex forms an integral part of this Recommendation.)

Figure A.1 illustrates encapsulation of an OAM message in the management plane. In this example,
the management message with type value 0x8F is an OAM message.

8 7 6 5 4 3 2 1 Octets
Version(4) ';ac'@t type(zo) Address length(2) !
Message Type(8) 2
1 0 0 0 1 1 ! !
Upper Payload length(8) 3
Lower Payload length(8) 4

Source address*
Destination address*
Payload (OAM message)

*Note: address has variable length.

Figure A.1 — An example of encapsulation for an OAM message in the management plane

Figure A.2 illustrates encapsulation of an OAM message in the control plane. In this example, the
control message with type value OXCF is an OAM message.

8 7 6 5 4 3 2 1 Octets
Version(4) Packet type(2) Address length(2) 1
0 1
Message Type(8) 2
1 1 0 0 1 1 1 1
Upper Payload length(8) 3
Lower Payload length(8) 4

Source address*
Destination address*
Payload (OAM message)

*Note: address has variable length.

Figure A.2 — An example of encapsulation for an OAM message in the control plane

Figure A.3 illustrates encapsulation of an OAM messages in the user data plane. In this example, the
first bit of Reserve(3) (specified in Figure 7.2 of [ITU-T Y.2613]) has been used as an OAM Flag
and is set to 1.

Rec. ITU-T Y.2619 (05/2018) 7



8 7 6 5 4 3 2
Version(4) Packet type(2) | Address length(2)
VPN Multicast Class Reserve(4)
identifier identifier service
Q) 1) stream
@
Upper Payload length(8)
Lower Payload length(8)
TTL(6) | Protection(2)
Extension OAM Reserve Upper VPN number (4)
header Flag (2)
identifier 1
@)

Middle VPN number (8)

Lower VPN number (8)

Source address*

Destination address*

Payload (OAM message)

*Note: address has variable length.

Figure A.3 — An example of encapsulation of an OAM message in the data plane
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