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Summary 

Constituting a hierarchical packet data network which can meet requirements of future packet based 

networks (FPBN), public packet telecom data networks (PTDN) provide efficient interworking 

mechanisms with other packet data networks (PDN), e.g., IP networks and other PTDNs. 

Recommendation ITU-T Y.2616 illustrates five typical PTDN interworking scenarios and relevant 

interworking frameworks, interworking mechanisms and corresponding interworking procedures on 

the data plane, control plane and management plane. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.2616 

Interworking mechanisms in public packet telecom data networks 

1 Scope 

This Recommendation defines the interworking scenarios, interworking frameworks, interworking 

mechanisms and corresponding interworking procedures on the data plane, control plane and 

management plane as well as interworking security considerations relating to public packet telecom 

data networks (PTDNs). 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.1401] Recommendation ITU-T Y.1401 (2008), Principles of interworking. 

[ITU-T Y.2011] Recommendation ITU-T Y.2011 (2004), General principles and general 

reference model for Next Generation Networks. 

[ITU-T Y.2615] Recommendation ITU-T Y.2615 (2012), Routing mechanisms in public packet 

telecommunication data networks. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 control plane [ITU-T Y.2011]: The set of functions that controls the operation of entities in 

the stratum or layer under consideration, plus the functions required to support this control. 

3.1.2 data plane [ITU-T Y.2011]: The set of functions used to transfer data in the stratum or layer 

under consideration. 

3.1.3 interworking [ITU-T Y.1401]: The term "interworking" is used to express interactions 

between networks, between end systems, or between parts thereof, with the aim of providing a 

functional entity capable of supporting an end-to-end communication. 

3.1.4 interworking function [ITU-T Y.1401]: These functions are referred to in the interworking 

definition, which include the conversion between protocols and the mapping of one protocol to 

another. The functionality required between networks can be separated from the functionality, if any, 

required in end system. 

3.1.5 management plane [ITU-T Y.2011]: The set of functions used to manage entities in the 

stratum or layer under consideration, plus the functions required to support this management. 

3.2 Terms defined in this Recommendation 

None. 
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4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

ED Edge Device 

ID Identifier 

IP Internet Protocol 

IWF Interworking Function 

MC Multicast 

McID Multicast Identifier 

NMS Network Management System 

NNI Network to Network Interface 

OAM Operation, Administration and Maintenance 

PDN Packet Data Network 

PTDN Public packet Telecom Data Network 

QoS Quality of Service 

VPN Virtual Private Network 

VPNID Virtual Private Network Identifier 

5 Conventions 

In this Recommendation, the following conventions are used: 

The keywords "is required to" and "are required to" indicate a requirement or requirements which 

must be strictly followed and from which no deviation is permitted if conformance to this 

Recommendation is to be claimed. 

The keywords "is recommended to" indicate a requirement which is recommended but which is not 

absolutely required. Thus this requirement need not be present to claim conformance. 

The keywords "can optionally" indicate an optional requirement which is permissible, without 

implying any sense of being recommended. This term is not intended to imply that the vendor's 

implementation must provide the option and the feature can be optionally enabled by the network 

operator/service provider. Rather, it means the vendor can optionally provide the feature and still 

claim conformance with the specification. 

6 Interworking scenarios 

6.1 Interworking between two peer PTDNs 

In the scenario shown in Figure 6-1, two peer PTDNs that belong to different operators need to 

interwork with each other and the interworking process is limited to these two PTDNs. 

Y.2616(14)_F6-1

PTDN-A PTDN-BIWF

 

Figure 6-1 – Interworking between two peer PTDNs 
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6.2 PTDNs interworking across another PTDN 

In the scenario shown in Figure 6-2, two PTDNs that belong to different operators (or different private 

networks) interwork with each other across a third PTDN. 

Y.2616(14)_F6-2

PTDN-A PTDN-C PTDN-BIWF IWF

 

Figure 6-2 – PTDNs interworking across another PTDN 

6.3 PTDNs interworking via an IP network (or other PDN) 

In the scenario shown in Figure 6-3, two separated PTDNs interwork via an IP network (or other 

PDN). The IP network (or other PDN) provides a kind of tunnel mechanism between two PTDNs. 

The data packets from the sending PTDN are encapsulated in an IP network (or other PDN) tunnel, 

they are then sent to the receiving PTDN and are de-capsulated at the border of the receiving PTDN. 

Y.2616(14)_F6-3

PTDN-A
IP network

( ther PDN)or o PTDN-BIWF IWF

 

Figure 6-3 – PTDNs interworking via an IP network (or other PDN) 

6.4 Interworking of two IP networks (IP islands) via a PTDN 

In the scenario shown in Figure 6-4, two separated IP networks (or other PDNs) interwork via a 

PTDN that provides a kind of tunnel mechanism between the two IP networks (or other PDNs). The 

data packets from the sending IP network (or other PDN) are encapsulated in a PTDN tunnel, they 

are then sent to the receiving IP network (or other PDN) and are then de-capsulated at the border of 

the receiving IP network (or other PDN). 

Y.2616(14)_F6-4
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Figure 6-4 – Interworking of two separated IP networks (or other PDNs) via a PTDN 

6.5 Interworking between a PTDN and a PDN 

The interworking scenario shown in Figure 6-5 involves service interworking between the service 

terminals of an IP network (or other PDN) and the service terminals of a PTDN. 

PTDN PDNIWF

PTDN terminals PDN terminals

Y.2616(14)_F6- 5 

Figure 6-5 – Service interworking between a PTDN and a PDN 

7 Two peer interworking PTDNs 

Figure 7-1 provides a general framework of two peer PTDNs interworking. 
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Figure 7-1 – Two peer PTDNs interworking framework 

In this figure, IWF indicates the interworking function module. All data need to traverse the IWF 

module when two peer PTDNs that belong to different operators (or private networks) interwork with 

each other. An interworking function module comprises a data plane, a control plane and a 

management plane. 

7.1 Interworking requirements 

When two peer PTDNs are interworking, the following interworking requirements apply: 

– Routing information is required to be exchanged between PTDN-A and PTDN-B. 

– The QoS guarantee mechanisms of PTDN-A and PTDN-B are required to be supported in 

the IWF module. 

– Each PTDN has its own independent virtual network management mechanism and virtual 

private network identifier (VPNID) assignment mechanism. The VPN is required to be 

terminated on the IWF module and the VPNID is required to be translated on the IWF 

module. 

– Each PTDN has its own independent multicast management mechanism and multicast 

identifier or McID assignment mechanism. The multicast is required to be terminated in the 

IWF and the McID is required to be translated by the IWF. 

– If network alarm information needs to be transferred, relevant alarm parameters are required 

to be translated via the IWF based on the local PTDN alarm management mechanism. 

– If the network operation, administration and maintenance (OAM) information needs to be 

transferred, the relevant OAM parameters are required to be translated on IWF based on the 

local PTDN OAM mechanism. 

7.2 Data plane interworking 

Each PTDN has its own independent virtual network identifiers (VPNID). The VPNID is required to 

be translated when crossing an IWF. 

Each PTDN has its own independent multicast identifiers (McID). The McID is required to be 

translated when crossing an IWF. 

7.3 Control plane interworking 

7.3.1 Addressing and routing 

Two peer PTDNs adopt the same address mechanism and share the same address space. The two peer 

networks exchange routing information with each other and process this information. The updated 

routing information is then deployed by the network management system (NMS) or by a dominant 

node as defined in [ITU-T Y.2615]. 

7.3.2 Control signalling 

In connection-oriented mode, when permanent connection(s) can be used, control signalling 

interworking is not required. In the case where two networks provide non-permanent connections, 

the IWF provides network to network interface (NNI) functions to intercept the control signalling and 

map the corresponding parameters and to generate and forward a new control signalling message. 
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In connectionless mode, if pre-provisioned virtual networks are available, interworking for control 

signalling is not required. In the case where two networks provide flexible virtual network service by 

control signalling, a virtual network across both networks and control signalling is required. In this 

case, the IWF provides NNI functions to intercept the control signalling, map the corresponding 

parameters and generate a new control signalling message to the other network. The information to 

be translated at the IWF includes: 

– the VPNID in VPN control signalling; 

– the McIDin multicast control signalling. 

When the VPN or multicast is set up successfully in the destination network, the destination side of 

the IWF is required to respond with the new VPNID or McID to the source side of the IWF. 

7.4 Management plane interworking 

In the case where two peer PTDNs belong to different operators and their network management 

systems are independent, each operator takes charge only of its own PTDN. Each network 

management system (NMS) manages its own side of the IWF. For example, the network management 

system of PTDN-A manages and controls side A of the IWF, but does not manage or control side B 

of the IWF or the network behind side B. 

7.5 OAM interworking 

PTDN OAM messages contain performance, defect and protection switching information for a 

connection in connection-oriented mode, or for a virtual data plane (e.g., VPN) in connectionless 

mode. 

Each network has its own OAM domain. Generally OAM messages do not cross the network's 

boundary. When end-to-end OAM is required, the IWF will intercept, process and re-encapsulate the 

OAM messages based on the local network OAM mechanism. 

8 Interworking across a PTDN 

Interworking across a PTDN is shown in Figure 8-1. 

Y.2616(14)_F8-1

PTDN-A

IWF 1 IWF 2

A CC BPTDN-C PTDN-B

Network-C Network-BNetwork-A

 

Figure 8-1 – Interworking across a PTDN 

In this framework, there are three interworking cases: 

– Network PTDN-A and Network PTDN-C 

 These two networks are peer networks. A PTDN-A user can communicate with a PTDN-C 

user across IWF1 which has the same functions as the IWF described in clause 7 of this 

Recommendation. 

– Network PTDN-B and Network PTDN-C 

 These two networks are peer networks. A PTDN-B user can communicate with a PTDN-C 

user across IWF2 which has the same functions as the IWF described in clause 7 of this 

Recommendation. 

– Network PTDN-A and Network PTDN-B 
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 PTDN-A and PTDN-B reside on either side of the third network, PTDN-C. There are two 

modes to enable interworking between PTDN-A and PTDN-B: 

• Mode 1: PTDN-C works as a transport network to provide a transport service between 

PTDN-A and PTDN-B. PTDN-C provides one or more virtual circuit(s) or VPN(s) as 

tunnel(s) to connect PTDN-A and PTDN-B. Since side A of IWF1 and side B of IWF2 

are logically connected directly, these two half parts work together to provide the same 

functions with the IWF described in clause 7 of this Recommendation. 

• Mode 2: PTDN-A will transfer relevant information to PTDN-C and PTDN-C will 

transfer relevant information to PTDN-B, so there are two translation times in this mode 

(i.e., two times when information is translated across an IWF). Each translation time will 

adhere to the mechanism described in clause 7 of this Recommendation. 

When operating in mode 1, PTDN-A and PTDN-B are two peer networks and PTDN-C provides the 

tunnel service for interworking, so it operates in the same way as the interworking mechanism 

described in clause 9 of this Recommendation. 

Clauses 8.1 to 8.5 focus on mode 2. 

8.1 Interworking requirements 

The following interworking requirements apply when two PTDNs interwork across a third PTDN 

(see Figure 8-1): 

– Routing information is required to be exchanged. PTDN-C learns PTDN-A and PTDN-B 

routing information through IWF1 and IWF2, then advertises the necessary PTDN-B routing 

information to PTDN-A through IWF1 and advertises the necessary PTDN-A routing 

information to PTDN-B through IWF2. 

– The QoS guarantee mechanisms of PTDN-A and PTDN-C are required to be supported in 

IWF1. The QoS guarantee mechanisms of PTDN-C and PTDN-B are required to be 

supported in IWF2. 

– Each PTDN has its own independent virtual network management mechanism and VPNID 

assignment mechanism. The VPNID is required to be translated on each IWF. 

– Each PTDN has its own independent multicast management mechanism and McID 

assignment mechanism. The McID is required to be translated on each IWF. 

– If network alarm information needs to be transferred, relevant alarm parameters are required 

to be translated on IWF based on the local PTDN alarm management mechanism. 

– If network OAM information needs to be transferred, relevant OAM parameters are required 

to be translated on IWF based on the local PTDN OAM mechanism. 

8.2 Data plane interworking 

Each PTDN has its own independent identifier for each virtual network and each virtual private 

network identifier (VPNID) is required to be translated on an IWF. Each PTDN has its own 

independent multicast identifiers (McID) and the McID is required to be translated on an IWF. 

In this framework, the VPNID or McID will be translated twice. 

8.3 Control plane interworking 

8.3.1 Addressing and routing 

All three networks adopt the same address mechanism and share the same address space. The two 

networks, PTDN-A and PTDN-B, will exchange the routing information through the PTDN-C 

network. 
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8.3.2 Control signalling 

At each IWF, the same functions described in clause 7.3.2 of this Recommendation should be 

supported. 

8.4 Management plane interworking 

In principle, the network management of a PTDN is independent. Each network management system 

can only manage its own side of an IWF. For example, the network management system of PTDN-A 

manages and controls side A of IWF1 and does not manage or control side C of IWF1 or those 

networks behind side C. 

8.5 OAM interworking 

The OAM interworking mechanism is described in clause 7.5 of this Recommendation. 

9 PTDNs interworking via an IP network (or other PDN) 

Figure 9-1 shows two PTDNs interworking via an IP network (or other PDN). 

Y.2616(14)_F9-1

End
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End
user BPTDN-A

IWF 1 IWF 2
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Network-C Network-BNetwork-A

 

Figure 9-1 – Framework for PTDN's interworking via an IP network (or other PDN) 

9.1 Interworking requirements 

When two PTDNs interwork via an IP network (or other PDN), the following interworking 

requirements apply: 

– Routing information is required to be exchanged between PTDN-A and PTDN-B. 

– The IP network or other PDN network is recommended to support the traffic contracts and 

the QoS commitments made to PTDN-A and PTDN-B. 

– Each PTDN has its own independent virtual network management mechanism and VPNID 

assignment mechanism. The VPNID is required to be translated on an IWF. 

– Each PTDN has its own independent multicast management mechanism and McID 

assignment mechanism. The McID is required to be translated on an IWF. 

– If the network alarm information needs to be transferred, relevant alarm parameters are 

required to be translated on IWF based on the local PTDN alarm management mechanism. 

– If network OAM information needs to be transferred, relevant OAM parameters are required 

to be translated on IWF based on the local PTDN OAM mechanism. 

 

9.2 Data plane interworking 

A PTDN packet crossing Network-C will be encapsulated into one or more IP packets (or PDN 

packets) when entering a tunnel and will be de-capsulated into a PTDN packet at the end of the tunnel. 

The PTDN packet, as the payload of the IP or PDN packets, will be transported without change in the 

tunnel. When a PTDN packet enters the destination PTDN across side A of IWF1 or side B of IWF2, 

the VPNID or McID in the packet's header will be translated. 
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9.3 Control plane interworking 

9.3.1 Addressing and routing 

When two peer PTDNs adopt the same address mechanism and share the same address space, the two 

peer networks will exchange routing information with each other. This routing information is 

processed and deployed via a routing table per NMS or per a dominant node as defined in 

[ITU-T Y.2615]. 

9.3.2 Control signalling 

When networks, PTDN-A and PTDN-B, work in connection-oriented mode and permanent 

connection(s) can be used, control signalling interworking is not required. When these two networks 

provide each other with non-permanent connections, an IWF provides the NNI function to intercept 

the control signalling and map the corresponding parameters and then generate and forward a new 

control signalling message. 

When networks, PTDN-A and PTDN-B, work in connectionless mode and if pre-provisioned virtual 

networks are available, control signalling interworking is not required. When these two networks 

provide each other with flexible virtual network service by control signalling, IWF provides the NNI 

functions to intercept the control signalling, map the corresponding parameters and forward the 

control signalling message. The information to be translated at IWF includes: 

– the VPNID in VPN control signalling; 

– the McID in multicast control signalling. 

When the VPN or multicast set up in the destination network successfully, the destination side of the 

IWF is required to respond with the new VPNID or McID to the source side of the IWF. 

When interworking of control signalling is required, Network-C tunnels and transports the control 

signalling messages transparently and can optionally transport them in a separated tunnel. 

9.4 Management plane interworking 

When networks, PTDN-A and PTDN-B, are managed by different operators, each network 

management system manages and controls its own side of an IWF. For example in Figure 9-1, the 

network management system of PTDN-A manages and controls the side A of IWF1 and the network 

management system of PTDN-B manages and controls the side B of IWF2, while the network 

management system of Network C manages and controls the side C of both IWF1 and IWF2. 

When PTDN-A and PTDN-B are managed by the same operator, management messages across 

Network-C will be transported transparently and can optionally be transported in a separated tunnel. 

9.5 OAM interworking 

The OAM interworking mechanism is as described in clause 7.5 of this Recommendation. 

When OAM interworking is required, Network-C tunnels and transports OAM messages 

transparently. 

10 Two IP networks (IP islands) interworking via a PTDN 

Interworking of two separated IP networks (or other PDNs) via a PTDN is shown in Figure 10-1. IP 

networks are the most popular networks and PTDNs are required to support IP service access. 
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Figure 10-1 – Interworking framework of two separated IP networks  

(or other PDNs) via a PTDN 

10.1 Interworking requirements 

When two IP networks (or other PDNs) interwork via a PTDN, the following interworking 

requirements apply: 

– Routing information is required to be exchanged between IP Network-A and IP Network-B. 

– The PTDN network is recommended to support the traffic contracts and the QoS 

commitments made to the interworked Network-A and Network-B. 

– IP network alarm information is required to be transferred transparently. 

10.2 Data plane interworking 

The PTDN provides one or several tunnel(s) with different transport characteristics. These tunnels 

connect the two separated IP networks (or other PDNs) and carry different QoS-guaranteed IP (or 

other PDN) traffic. A PTDN can work in connection-oriented mode and in connectionless mode (not 

simultaneously). So a tunnel can be a VPN in connectionless mode or a virtual circuit in connection-

oriented mode. 

10.3 Control plane interworking 

IP network (or other PDN) network control signalling messages across the PTDN are transported 

transparently and can optionally be transported in a separated tunnel. 

10.4 Management plane interworking 

IP network (or other PDN) network management messages are transported transparently and can 

optionally be transported in a separated tunnel. 

10.5 OAM interworking 

IP network (or other PDN) OAM messages are transported transparently and can optionally be 

transported in a separated tunnel. 

11 Interworking of a PTDN and a PDN 

The interworking framework of a PTDN and a PDN, shown in Figure 11-1, provides end-to-end 

communication between a PTDN terminal and a PDN terminal. 
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Figure 11-1 – Interworking framework of a PTDN and a PDN 
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There are two ways to achieve end-to-end connectivity: 

• service interworking; and 

• superimposition. 

Service interworking implements semantically equivalent translation between the PTDN and PDN. 

If there is sufficient similarity in service characteristics between the PTDN and the PDN then IWF 

can map equivalent service characteristics between them. Due to lack of exact semantic equivalence, 

some PTDN services will not be available to PDN users and vice versa. 
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Figure 11-2 – Interworking framework of PTDN and PDN by superimposition 

Figure 11-2 illustrates end-to-end connectivity achieved through superimposition. PTDN Terminal A 

has a PDN protocol stack and a PDN address which is set statically or dynamically. PTDN Terminal 

A encapsulates service data into PDN packets whose destination address is the address of PDN 

Terminal B and whose source address is the PDN address of PTDN Terminal A. PTDN Terminal A 

then re-encapsulates these PDN packets into PTDN packets. When these PTDN packets arrive at the 

IWF, the IWF de-capsulates the PTDN packets into PDN packets, then transfers these packets to the 

PDN network. 

When PDN Terminal B sends data to PTDN Terminal A, PDN Terminal B encapsulates the service 

data into PDN packets in which the destination address is the PDN address of PTDN Terminal A. 

When these PDN packets arrive at the IWF, the IWF encapsulates these packets into PTDN packets 

in which the destination address is the PTDN address of PTDN Terminal A and then sends them to 

the PTDN. 

12 Security considerations 

PTDNs can have direct or indirect connectivity to both untrusted and trusted networks and therefore 

will be exposed to security risks and threats associated with connectivity to untrusted networks. 

These threats to PTDN interworking include: 

– unauthorized PTDN access; 

– destruction of information and/or related resources (such as VPNID, McID); 

– corruption or modification of information (such as control signalling, routing information, 

etc.); 

– disclosure of information (such as control signalling, routing information, etc.); 

– interruption of services and denial of services. 

Each PTDN is responsible for security within its domain and protects its topology, reachability, and 

addressing details. 

An IWF can provide optional mechanisms: 

– to authenticate entities exchanging information across the IWF; 

– to block all unauthorized access; 
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– to guarantee the integrity of the information (such as control signalling, routing information, 

etc.) exchanged across the IWF; 

– to protect the confidentiality of certain types of information that may be required; 

– to protect against both malicious attacks as well as unintentionally malfunctioning control 

entities; 

– to forward the control signalling and management messages across an IWF in an isolated, 

resource guaranteed tunnel, VPN, or virtual channel. 
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