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Summary 

Recommendation ITU-T Y.4112/Y.2077 specifies the requirements of the plug and play capability 

of the Internet of things (IoT), as a basis for further standardization work related to the plug and play 

aspects in the IoT.  

This Recommendation first describes the concept and the purpose of the plug and play capability of 

the IoT, and it then provides the components of this capability as well as its requirements. 
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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, 

establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on 

these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.4112/Y.2077 

Requirements of the plug and play capability of the Internet of things 

1 Scope 

This Recommendation specifies the requirements of the plug and play (PnP) capability of the 

Internet of things (IoT). More specifically, this Recommendation covers the following: 

• concept and purpose of the PnP capability of the IoT 

• components of the PnP capability of the IoT 

• requirements of the PnP capability of the IoT. 

Use cases of the PnP capability are provided in Appendix I. 

This Recommendation can be seen as complementary to the common requirements of IoT identified 

in [ITU-T Y.4100]. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the 

currently valid ITU-T Recommendations is regularly published. The reference to a document within 

this Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.4000]  Recommendation ITU-T Y.4000/Y.2060 (2012), Overview of the Internet of 

things. 

[ITU-T Y.4100]  Recommendation ITU-T Y.4100/Y.2066 (2014), Common requirements of the 

Internet of things. 

[ITU-T Y.4101]  Recommendation ITU-T Y.4101/Y.2067 (2014), Common requirements and 

capabilities of a gateway for Internet of things applications. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 device [ITU-T Y.4000]: With regard to the Internet of things, a piece of equipment with the 

mandatory capabilities of communication and the optional capabilities of sensing, actuation, data 

capture, data storage and data processing. 

3.1.2 Internet of things [ITU-T Y.4000]: A global infrastructure for the information society 

enabling advanced services by interconnecting (physical and virtual) things based on existing and 

evolving, interoperable information and communication technologies. 

NOTE 1 – Through the exploitation of identification, data capture, processing and communication 

capabilities, the IoT makes full use of things to offer services to all kinds of applications, whilst ensuring that 

security and privacy requirements are fulfilled. 

NOTE 2 – In a broad perspective, the IoT can be perceived as a vision with technological and societal 

implications. 
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3.1.3 gateway [ITU-T Y.4101]: A unit in the Internet of things which interconnects the devices 

with the communication networks. It performs the necessary translation between the protocols used 

in the communication networks and those used by devices.  

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 plug and play (PnP) (capability): With regard to the IoT, a capability which enables 

automatic generation or acquisition of configurations for a device when it is connected to the 

communication network, in order for the device to satisfy the requirements of related IoT 

application(s).  

NOTE – For the purpose of this Recommendation, the PnP capability can be considered as composed of the 

PnP management capability, PnP security capability, device PnP capability and gateway PnP capability.  

3.2.2 PnP management capability: For the purpose of this Recommendation, this is the 

component of the PnP capability providing configuration management, fault management and 

activation/deactivation of PnP. 

3.2.3 PnP security capability: For the purpose of this Recommendation, this is the component 

of the PnP capability providing PnP authorization and access control of both devices and 

applications, as well as the confidentiality and integrity protection of data generated by the PnP 

procedure. 

3.2.4 device PnP capability: For the purpose of this Recommendation, this is the component of 

the PnP capability enabling a device to respond to PnP management capability requests for 

obtaining a device's properties. 

3.2.5 gateway PnP capability: For the purpose of this Recommendation, this is the component 

of the PnP capability enabling a gateway to respond to PnP management capability requests on 

behalf of devices. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

IoT Internet of Things 

PnP Plug and Play 

XML Extensible Markup Language 

5 Conventions 

In this Recommendation: 

– The keywords "is required to" indicate a requirement which must be strictly followed and 

from which no deviation is permitted if conformance to this document is to be claimed. 

– The keywords "is recommended" indicate a requirement which is recommended but which 

is not absolutely required. Thus this requirement need not be present to claim conformance. 

– The keywords "can optionally" and "may" indicate an optional requirement which is 

permissible, without implying any sense of being recommended. These terms are not 

intended to imply that the vendor's implementation must provide the option and the feature 

can be optionally enabled by the network operator/service provider. Rather, it means the 

vendor may optionally provide the feature and still claim conformance with the 

specification. 
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6 Overview of the plug and play capability 

6.1 Introduction 

IoT is defined as a global infrastructure for the information society, enabling advanced services by 

interconnecting (physical and virtual) things based on existing and evolving interoperable 

information and communication technologies [ITU-T Y.4000]. Among the fundamental 

characteristics of the IoT, the plug and play (PnP) capability is recommended in order to enable fast 

generation, composition or the acquisition of configurations for seamless integration and 

cooperation of interconnected devices with applications, and for a responsiveness to application 

requirements [ITU-T Y.4000].  

NOTE – The PnP capability is not mandatory to support IoT applications. For example, some IoT 

applications have extra requirements for devices or need a highly secure operating environment; under such 

circumstances, the PnP capability might be disabled. Additionally, the service provider and/or user may have 

the permission to activate/deactivate the PnP capability. 

The PnP capability of the IoT is responsible for triggering the configuration procedure 

automatically as soon as a device is connected to the network, without impacting security and 

privacy.  

This Recommendation describes requirements for the PnP capability as a framework to enable 

functionalities such as:  

– PnP capability discovery 

– automatic generation of device configuration 

– automatic fault recovery of the PnP procedure  

– PnP security protection. 

6.2 The components of the plug and play capability 

For the purpose of this Recommendation, the PnP capability can be considered as composed of the 

PnP management capability, PnP security capability, device PnP capability and gateway PnP 

capability. 

Figure 1 shows the IoT reference model [ITU-T Y.4000] with the positioning of the different PnP 

capability components.  

 

Figure 1 – The IoT reference model with the components of the PnP capability 

6.2.1 PnP management capability 

The PnP management capability belongs to the management capabilities of the IoT reference model 

[ITU-T Y.4000] and is the core part of the PnP capability. The PnP management capability covers 

configuration management, fault management and activation/deactivation of the PnP procedure. 
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The PnP management capability does not increase the freedom of the device configuration; on the 

contrary it increases the level of device configuration automation by restricting the configuration 

procedure. When a device connects to the network and is discovered by the PnP management 

capability, the PnP management capability tries to obtain the properties of the device, including 

manufacturer, model, application level protocol, memory space, average response time, etc. The 

configuration file is generated by the PnP management capability by taking into consideration the 

device properties and the requirements of related IoT application(s). As the application(s) can 

interact with the device based on the configuration file, the device can work automatically. 

In all scenarios when it is required or recommended to deactivate the PnP procedure, the PnP 

management capability takes charge of its deactivation.  

If any error happens during the configuration procedure or the device cannot fulfil the requirements 

of the IoT application after the configuration file is generated, the PnP management capability acts 

according to the specific policies, e.g., it repeats the configuration procedure or produces an error 

notification to guide an external intervention. 

6.2.2 PnP security capability 

After a device has connected to the network, mutual authentication and authorization between the 

device and IoT are required [ITU-T Y.4100]. This is the task of the IoT basic security capability.  

After a device has connected to the network, the configuration procedure of the device is executed. 

Manual configuration is considered as a safe mechanism, which does not need extra security 

protection. However, if the IoT has PnP capability and the configuration procedure is automatic, 

some basic security functionalities may be skipped and this may increase vulnerability to network 

attacks. The PnP security capability is necessary in this situation.  

The PnP security capability is part of the security capabilities of the IoT and, with respect to the IoT 

reference model [ITU-T Y.4000], includes:  

– at the device layer, PnP authorization and access control of the device, device data 

confidentiality and integrity protection; 

– at the service support and application support layer, PnP authorization and access control of 

the application and application data protection. 

6.2.3 Device PnP capability 

There are many different kinds of devices in the IoT. If a device cannot support the PnP capability, 

e.g., a basic sensor directly accessing the network, the PnP procedure does not work even if the 

network supports the PnP capability. In order to start the PnP procedure, the device has to be 

capable of responding to the PnP management capability's requests.  

The device PnP capability refers to the ability of the device to respond to PnP requests with the 

device's properties.   

As described in clause 6.2.4, a gateway with gateway PnP capability can enable the PnP procedure 

for devices connected through it to the network which do not support device PnP capability.  

6.2.4 Gateway PnP capability 

Some devices may connect to the network through a gateway. A gateway is required to support the 

management of device related information, e.g., device identification, device configuration, etc. 

[ITU-T Y.4101].  

If the devices connected to the network through a gateway have no device PnP capability, the 

gateway can respond to PnP management capability requests with devices' properties on behalf of 

them.  
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7 Requirements of the PnP capability 

In addition to the IoT common requirements [ITU-T Y.4100], which constitute the basic support for 

the PnP capability, the following subclauses describe the specific requirements of the PnP 

capability.  

7.1 PnP management capability related requirements 

7.1.1 PnP discovery 

In addition to the common requirements of IoT for discovery services [ITU-T Y.4100], PnP 

discovery is necessary for the support of the PnP management capability. This functionality is used 

to identify whether a device or a gateway has PnP capability. Without identifying this, potential 

network problems may arise after the device is connected to the network. 

The following are the PnP discovery related requirements: 

– The IoT is required to support PnP discovery. 

7.1.2 PnP configuration management 

PnP configuration management is responsible for generating the device configuration. It first sends 

a request to the device or gateway to obtain the properties of the device, a configuration is then 

generated by taking into consideration the device properties and IoT application's requirements. 

The following are the PnP configuration management related requirements: 

– The IoT is required to have the capability of sending PnP configuration requests to devices 

or gateways. 

– The IoT is required to have the capability of processing the device properties replied by 

devices or gateways. 

– The IoT is required to have the capability of disabling unnecessary device capabilities 

according to the IoT application's requirements. 

– The IoT is required to have the capability of generating device configurations built using 

predefined syntax and semantics.  

– The IoT is required to support the manual modification of configurations generated by the 

PnP procedure.  

– The IoT is required to store device configurations, e.g., for possible future usage by the 

same application and same device. 

– The IoT is required to have the capability to store different configurations for the same 

device, e.g., according to the associated application. 

7.1.3 PnP fault management 

If any error happens during the configuration procedure or the device cannot fulfil the requirements 

of the IoT application after the configuration file is generated, the PnP fault management will 

operate according to the specific policies, e.g., it will repeat the configuration procedure or produce 

an error notification to guide an external intervention. 

The following are the PnP fault management related requirements: 

– The IoT is required to recognize, isolate and correct faults that occur during the PnP 

procedure. 

– The IoT is required to have the capability of restarting the PnP procedure. 

– The IoT is required to have the capability of interrupting or terminating the PnP procedure. 

– The IoT is required to have the capability of setting the duration time of the PnP procedure. 

– The IoT is required to log the PnP related activities. 
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7.1.4 PnP activation/deactivation 

As described in clause 6.1, under certain circumstances, the PnP capability might be deactivated. 

The following are the PnP activation/deactivation related requirements: 

– The IoT is required to support the capability of activating/deactivating the PnP capability. 

7.2 PnP security capability related requirements 

Mutual authentication between a device and IoT makes sure that it is impossible for a third party to 

masquerade as a device by spoofing its identity. Mutual authentication between an application and 

IoT makes sure that it is impossible for a third party to masquerade as an application by spoofing its 

identity [ITU-T Y.4100]. However, authenticated entities still need to be authorized for any PnP 

related operation.  

The PnP procedure, including the generated configurations, is controlled by access rules and 

protected by firewall capabilities. 

7.2.1 PnP authorization 

The following are the PnP authorization related requirements: 

– Any PnP related operation on the device is required to be authorized. 

– An application is required to be authorized to perform any PnP related operation. 

– If the PnP procedure involves user information, or the user needs to manually modify the 

PnP configuration, the user is required to be authorized. 

– If a device without PnP capability connects to the IoT through a gateway, the gateway is 

required to be authorized to perform any PnP related operation on the device. 

7.2.2 PnP access control 

The following are the PnP access control related requirements: 

– The IoT is required to only run the PnP procedure if the necessary device configuration 

does not exist, e.g., when the device connects to the network for the first time or a new 

application wants to access the connected device. 

7.2.3 Firewall protection 

The following are the firewall protection related requirements: 

– The IoT is recommended to support firewall protection between devices and the IoT 

infrastructure (including gateways). 

– Firewall protection is required to have the capability to stop the PnP procedure if the 

properties provided by the device are suspicious (e.g., the data transmission redundancy of 

a device is too high). 

– Firewall protection is required to have the capability to stop the PnP procedure if the 

request made by the application is suspicious (e.g., the data upload frequency required by 

the application is too high). 

– Firewall protection is required to have the capability to protect the PnP procedure from any 

illegal access or attack. 

7.2.4 Device and application data security 

The following are the device and application data security related requirements: 

– The IoT is required to provide integrity protection to all data generated during the PnP 

procedure. 
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– The IoT is required to provide confidentiality protection to all data generated during the 

PnP procedure.  

– The IoT is required to store the device configurations generated by the PnP procedure in a 

safe manner. 

7.3 Device PnP capability related requirements 

The following requirements are related to devices which support the PnP capability.   

The following are the device PnP capability related requirements: 

– The device is required to support PnP discovery triggered by the IoT. 

– The device is required to be able to communicate to the IoT, on demand, all its relevant 

properties. 

– The device is required to have the capability of refusing PnP configuration requests from 

the IoT, e.g., the device provides sensitive data but the current network access connectivity 

is unsecure. 

7.4 Gateway PnP capability related requirements 

The following requirements are related to gateways which support the PnP capability.  

NOTE – In case of deployment scenarios where both gateway and devices which are connected through it to 

the network support the PnP capability, the gateway is transparent to the PnP procedure.  

– The gateway is required to support PnP discovery triggered by the IoT. 

– The gateway is required to be able to communicate to the IoT, on demand, all properties of 

the connected devices. 

– The gateway is required to have the capability of refusing PnP configuration requests from 

the IoT. 
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Appendix I 

 

Use cases of the PnP capability 

(This appendix does not form an integral part of this Recommendation.) 

I.1 Large scale sensor deployment: greenhouse example 

 

Figure I.1 – Use case of PnP capability in greenhouse sensor deployment 

Deploying environmental sensors in a greenhouse is a typical scenario of smart agriculture 

applications. There are a large number and different types of sensors used in greenhouses, which 

can collect data such as temperature, humidity, illumination, CO2 etc. Users who subscribe to this 

greenhouse monitoring service are normally farmers who lack network and communication 

knowledge. Following deployment, sensors need to work for a long time without any manual 

maintenance. 

The PnP management capability is important in this situation. Figure I.1 shows a use case of PnP 

capability in greenhouse sensor deployment. All the sensors only need to be deployed in the 

appropriate position, without any manual configuration. The PnP management capability will 

automatically generate or acquire the corresponding configuration for every kind of sensor, 

according to their properties and related IoT application. All sensors will work automatically in the 

end. 

If a sensor is broken, the user only needs to change it with an identical one (or updated version), and 

the new sensor will work in the same way as before. 
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I.2 Security protection from counterfeit device 

 

Figure I.2 – Use case of PnP security capability for protection from counterfeit devices 

Unlike mobile phones, a large number of IoT devices will be placed in locations with difficult 

accessibility, without any manual maintenance. In this situation, the PnP management capability 

will reduce the maintenance issue. However, this situation also provides hackers with an 

opportunity to hack into the IoT from the device side. If a hacker connects a counterfeit device to 

the IoT supporting the PnP capability, the device configuration procedure will run automatically to 

make the device work. As a result, the counterfeit device will provide misleading data to IoT 

application(s), or block the transmission channel using redundant data. 

The PnP security capability is important in this situation. Figure I.2 shows a use case of PnP 

security protection from counterfeit devices. The counterfeit devices will pass the authentication 

procedure of IoT by simulating the authentic devices. However, the configuration parameters 

provided by the counterfeit devices will differ from those of the authentic ones. The PnP security 

capability will detect the potential risk and terminate the configuration procedure.  
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I.3 Enablement of customized configuration of IoT device 

 

Figure I.3 – Use case of customized configuration of IoT device 

There are many different kinds of devices in IoT, and the requirements of IoT applications are 

diverse. Unless highly customized for a certain kind of IoT application, it is possible that a device 

does not work immediately after connecting to the network. The most important mission of the PnP 

management capability is to automatically generate the configuration for the device. However, the 

automatic generation of the configuration does not mean that a user cannot change the 

configuration. Figure I.3 shows a use case of customized configuration enablement of an IoT 

device. The user can interrupt the PnP procedure by updating the configuration file manually, and 

the device works according to the new configuration. The new configuration is recorded and 

re-generated automatically for the same device and IoT application. 
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