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Summary 

Recommendation ITU-T Y.2070 provides the requirements and architecture of the home energy 

management system (HEMS) and home network (HN) services. The HEMS supports energy 

efficiency and reduction of energy consumption by monitoring and controlling devices such as home 

appliances, storage batteries and sensors connected to the HN from the HEMS application. 

While the algorithm for the energy efficiency and reduction of energy consumption runs in the HEMS 

application, the development of a platform (PF) is desired which provides common functions to enable 

the application to access the devices and to support the efficient development of applications. This is 

not only applies for the HEMS, but also for other HN services such as home security and healthcare. 

This Recommendation provides common requirements for the HN services to support the HEMS as 

the widely known HEMS is mainly considered one of the HN services. It also describes the reference 

architecture and the functional architecture including the functional relationship for the HEMS and the 

other HN services. 
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telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T Y.2070 

Requirements and architecture of the home energy management system  

and home network services 

1 Scope 

This Recommendation provides the requirements and architecture of the home energy management 

system (HEMS) and home network (HN) services. The HEMS supports energy efficiency and 

reduction of energy consumption by monitoring and controlling devices such as home appliances, 

storage batteries and sensors connected to the HN from the HEMS application with the HN service 

architecture. The HEMS is one of the HN services. The other HN services, such as home security and 

healthcare, are provided with the same architecture as the HEMS and by monitoring and controlling 

the devices from the application specific to the service. In this Recommendation, the requirements, 

the reference architecture and the functional architecture including functional relationship are 

described to support the HEMS and the other HN services. 

This Recommendation covers the followings: 

• overview of the HN service architecture for the HEMS and other HN services; 

• requirements for the device, home gateway (HGW) and management platform (PF) in the 

HN service architecture as well as the security required for the architecture; 

• reference architecture with four ways to connect to the devices from the HGW according to 

the device type: basic device (IP based and non-IP based) and non-basic device (connecting 

to the HGW directly or through the adapter); 

• functional architecture with the entities: device, HGW, management PF and application; 

• functional relationship with three functional categories in the functional architecture: device 

operation, application execution and management; 

• security model and functions for the HN services mainly describing the HEMS. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1111]  Recommendation ITU-T X.1111 (2007), Framework of security technologies 

for home network. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 demand response [b-FG-Smart Terminology]: A smart grid feature that allows consumers 

to reduce or change their electrical use patterns during peak demand, usually in exchange for a 

financial incentive. Mechanisms and incentives for utilities, business, industrial, and residential 
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customers to cut energy use during times of peak demand or when power reliability is at risk. Demand 

response is necessary for optimizing the balance of power supply and demand. 

NOTE – Smart grid [b-FG-Smart Terminology]: A two way electric power delivery network connected to an 

information and control network through sensors and control devices. This supports the intelligent and efficient 

optimization of the power network. 

3.1.2 device object [b-ECHONET Lite]: A logical model of the information held by equipment 

devices or home electrical appliances such as sensors, air conditioners and refrigerators, or of control 

items that can be remotely controlled. The interface form for remote control is standardized. The 

information and control target of each device is specified as property, and the operating method 

(setting and browsing) is specified as a service. 

3.1.3 home network [b-ITU-T J.190]: A short-range communications system designed for the 

residential environment, in which two or more devices exchange information under some sort of 

standard control. 

3.1.4 presence [b-ITU-T Y.2720]: A set of attributes that characterize an entity relating to the 

current status. 

3.1.5 smart meter [b-FG-Smart Terminology]: Smart meter is a premise device to monitor and 

control of electrical power usage of home devices based on "demand response information" from 

home devices. But, it is not recommended that the smart meter controls directly per each premise 

appliances because of the private security policy. To control and manage the each premise appliances, 

it is required for home management system such as home gateway and home server to support the 

control and management. 

3.1.6 web of things [b-ITU-T Y.2063]: A way to realize the IoT where (physical and virtual) things 

are connected and controlled through the world wide web. 

3.1.7 web resource [b-W3C WCterms]: A resource, identified by a URI, that is a member of the 

web core. 

3.2 Terms defined in this Recommendation 

This Recommendation defines the following terms: 

3.2.1 adapter: An entity used to connect a non-basic device to the home gateway by converting 

the dedicated communications protocol to the IP based protocol and the dedicated data model to the 

abstract data model. 

3.2.2 device management: A variety of functionalities to manage a collection of the devices 

including primary capabilities: auto-configuration and dynamic service provisioning, 

software/firmware image management, software module management, status and performance 

monitoring, and diagnostics. 

3.2.3 fault diagnosis: An example of a maintenance action, which is a sequence of elementary 

maintenance activities carried out for a given purpose. 

3.2.4 home controller: A small computer for the application for the home energy management 

system to monitor and control the home equipment such as home appliances and storage batteries to 

reduce energy consumption. 

3.2.5 home energy management system: A computer system comprising a software platform 

providing basic support services and a set of applications providing the functionality needed for the 

effective operation of home equipment, such as home appliances and storage batteries, so as to assure 

adequate security of energy supply at minimum cost. 

3.2.6 home gateway: An always on, always connected device which acts as the central point 

connecting the devices on the home network to the applications on the wide area network, and 
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monitors and performs actions on data flows within the home network as well as on bi-directional 

communication flows between the home network and the wide area network. 

3.2.7 home network resource: A device (e.g., home appliance, storage battery, sensor), a network 

device (e.g., hub and access point in the home network) and network capacity for data transmission 

among them for the home network services. 

3.2.8 in-home display: A user screen device to present home energy consumption information. 

Users can optionally control their home devices with its user interfaces. 

3.2.9 managed agent: A software program running on the device to set the configuration 

information and to collect the information of the device. The managed agent gets the information 

from the resource management function on the management platform for the configuration of the 

device and sends the collection of the internal status of the device to it for various home network 

services including remote management and fault diagnosis. 

3.2.10 management platform: A platform which has common functions providing the interface 

and the management for the home network applications, and the virtual device management and the 

resource management for the home gateway and the devices. 

3.2.11 wide area network: An IP based communication network that covers a wide geographical 

area including the Internet and accommodates devices and local area networks. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

API Application Programming Interface 

CPU Central Processing Unit 

DB Database 

DR Demand Response 

EV Electric Vehicle 

HEMS Home Energy Management System 

HGW Home Gateway 

HN Home Network 

HTTP Hypertext Transfer Protocol 

IHD In-Home Display 

IP Internet Protocol 

L2 Layer 2 

LAN Local Area Network 

MAC Message Authentication Code 

NAT Network Address Translation 

PF Platform 

SOAP Simple Object Access Protocol 

WAN Wide Area Network 
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WoT Web of Things 

XML Extensible Markup Language 

XMPP Extensible Messaging and Presence Protocol 

5 Conventions 

In this Recommendation, 

• The keywords "is required to" indicate a requirement which must be strictly followed and 

from which no deviation is permitted if conformance to this Recommendation is to be 

claimed. 

• The keywords "can optionally" indicate an optional requirement which is permissible, 

without implying any sense of being recommended. This term is not intended to imply that 

the vendor's implementation must provide the option and the feature can be optionally 

enabled by the network operator/service provider. Rather, it means the vendor may optionally 

provide the feature and still claim conformance with the specification. 

6 Overview 

This overview clause describes the HN service architecture. The HEMS is one of the HN services. 

There are other HN services, such as the home security service, for example, which detects a 

suspicious person with the human aware sensors. The HEMS and other HN services are provided 

with the HN service architecture. Clause 6.1 describes the HN service architecture. Clause 6.2 

describes how the HEMS is provided by the HN service architecture by replacing the HN applications 

with the HEMS application. 

With the more widespread deployment of HN services and the increase of the devices connected to 

the HN, it is more complicated and more difficult for application developers to develop applications 

for the HN; a deep knowledge about the HN devices and communications protocols is required. 

Therefore, the development of an architecture for the HN services to support the application 

developers is important and forms the background of this Recommendation. 

NOTE –The term “Internet” is used in the description in clause 6 to support a clear understanding by the reader. 

However, it should be understood as the wide area network (WAN), which includes the Internet. The term 

WAN is used from clause 7 onward in this Recommendation. 

6.1 HN service architecture 

HN applications have been developed to run on dedicated home controllers, which are located in the 

home. As shown in Figure 6-1(a) individual access, every home controller connects to one or more 

devices (home equipment) such as home appliances and storage batteries, each of which has its own 

dedicated communication interface at the device interface. For this reason, each application needs to 

be developed to meet with the device interface of the connecting device in order to monitor and 

control the device. 

On the other hand, as the communications protocols are standardized, devices are connecting with 

the standardized protocol to the common PF, which works on the home controller as shown in 

Figure 6-1(b). In this, common access, diagram, it is possible to abstract the device interface by the 

common PF and the devices can be accessed from HN applications which are also connected to the 

common PF at the application interface. 
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(a) Individual access (b) Common access 

Figure 6-1 – Two access types for HN services 

Figure 6-2 below shows an HN service architecture that is composed of two types of architecture. 

Figure 6-2(a) shows an architecture in which all of the devices and the home controller are placed 

inside the home, and the applications and the common PF work on the home controller. This is 

referred to as the aggregate type architecture in this Recommendation. Figure 6-2(b) shows an 

architecture in which the devices are located inside the home, but the applications can be placed on 

the Internet. The functions of the common PF are separately distributed to the HGW inside the home 

and the management PF on the Internet, instead of on the home controller. This architecture enables 

the applications to access the devices from the Internet. This architecture is referred to as the distribute 

type architecture in this Recommendation. 

 

Figure 6-2 – The HN service architecture 

Both types of the architecture are within the scope of this Recommendation since both architectures 

have the same functions of the common PF. In the following clauses, however, the distribute type 

architecture is mainly described. 

6.2 HEMS based on HN service architecture 

The HEMS, based on the HN service architecture, is described in this clause, clarifying the features 

of the architecture. 
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6.2.1 HEMS and HN service architecture 

The HEMS is generally considered to provide the following services: 

• Visualization of the energy consumption by the entire house, or by selected devices such as 

home appliances, storage batteries with power sensors and the smart meter. 

• Realization of energy-efficiency and/or cutting energy usage during peak demand by 

monitoring and controlling the devices. 

The HEMS application is one of the HN applications; therefore, the architecture for the HEMS can 

be the same as that for other HN services which are within the HN service architecture. 

The HN service architecture applied for the HEMS is shown in Figure 6-3. This is the distribute type 

architecture shown in Figure 6-2(b), where by the HEMS application replaces the HN applications. 

 

Figure 6-3 – HEMS based on HN service architecture 

In Figure 6-3, everything to the left of the HGW (on the left side of the dotted line) is considered the 

Internet (outside the home) and everything to right hand side is considered the HN (inside the home). 

Devices such as home appliances, storage batteries and power sensors connected to the HN are 

monitored and controlled from the HEMS application on the Internet in this architecture, and in order 

to do so, the HGW bridges the Internet and the HN. The HGW converts the various types of 

communications protocols used for communication with the devices to the protocol, which is used on 

the Internet for communication with the management PF. The management PF is placed on the 

Internet and provides a web-based application interface. The HEMS application runs through this 

interface. 

With the HGW and the management PF, it is possible for the HEMS application to discover and 

identify devices connected to the HN and to access them using their identifiers. In this way, the HEMS 

application monitors and controls the individual devices and enables the HEMS. 

By making use of a standardized communication protocol between the HGW and the management 

PF, the HEMS application does not need to take into consideration the interfaces of the devices or the 

communications protocols used between the HGW and the devices. The devices are represented as 

web resources by the management PF. Therefore this architecture supports application developers by 

allowing them to develop applications without deep knowledge about multiple device interfaces and 

communications protocols. 

6.2.2 HEMS examples 

This clause describes two HEMS examples based on the HN service architecture; these show the 

features of the architecture. 

In Figure 6-4, devices such as a home appliance, e.g., an air conditioner, and power sensors are 

connected to an HGW in the home, using various networks and protocols such as standardized 

communications protocols and dedicated communications protocols depending on the interface of 

each device. A HEMS application runs on the Internet and connects to the devices through the HGW 

and the management PF. In this architecture, the HEMS application collects the electronic power 

consumption data of the home appliance from the power sensors through the HGW and the 

management PF, and sends the data to visualize the energy consumption in the web text-based format 

to the web browser on the in-home display (IHD). It may be also possible to make the system send 
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the data to web browser on a smart phone so that the end users can refer to the energy consumption 

from outside the home. 

 

Figure 6-4 – Visualization of energy consumption with IHD 

This service may provide the end user with a visualization of the energy consumption in a graphical 

representation, e.g., for the past week. For this service, the management PF stores the data received 

from the power sensors and provides them to the HEMS application when required. 

In Figure 6-5, a HEMS application makes use of a utility company's service, such as the demand 

response (DR) service. This architecture enables new services by combining Internet-based services. 

This is the main feature of this architecture in which the application is placed on the Internet. 

 

Figure 6-5 – Energy consumption control with DR 

6.3 Merits of HN service architecture 

The previous clauses showed the HN service architecture and how to apply the architecture to the 

HEMS. Although some of the merits of the architecture are described in the previous clauses, they 

are also summarized below. 

As described in clause 6.1, the HN service architecture is composed of the aggregate type architecture 

(Figure 6-2(a)) and the distribute type architecture (Figure 6-2(b)), and both architectures have the 

same functions of the common PF. The merits of the HN service architecture (both the aggregate type 

architecture and the distribute type architecture) are described below in items 1) through 3). 

1) It enables application developers to develop applications with the application interface on the 

common PF (i.e., the home controller in the aggregate type architecture and the management 

PF in the distribute type architecture) to provide various services. 

2) It enables easier and lower-cost introduction of services for end users who can install by 

themselves devices that support plug-and-play functionality. It is not necessary for the end 

users to be concerned about the connections to the devices. 

3) It enables the common PF to maintain the entire system and the HN resources remotely. The 

common PF provides functions for auto-configuration of devices and for detection of faults 
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occurring on the HN. These functions make the system more stable and provide services at a 

lower cost. 

The distribute type architecture has a function on the management PF to cooperate with devices and 

applications working on networks that have different policies. Thus, there are some additional merits 

to the distribute type architecture; these are described below in items 4) through 6). 

4) It avoids increasing hardware resources, such as central processing unit (CPU) or memory 

on the home controller which would lead to an increase in service costs when providing other 

HN services in addition to the HEMS. It enables modifying/adding applications on the 

Internet without hardware restrictions. 

5) It enables the applications to easily monitor and control the devices on the HN with the 

management PF, which provides the application programming interface (API) needed to 

access the devices. This access is enabled even in the case where a firewall and network 

address translation (NAT) protects the devices from illegal access from the Internet. 

6) It enables easy development of security-conscious applications by providing functions for 

the authentication and the authorization for the devices and the HGW, and the encryption for 

the HN. 

7 Requirements 

This clause describes requirements for the device, the HGW and the management PF in the HN 

service architecture, as well as for the security required for the architecture. Since the functions of the 

HEMS are specified in clause 6.2, the following requirements are extracted for the HEMS. As the 

HN service architecture is applied not only for the HEMS but also for other HN services, the following 

are also requirements for these other HN services as well. The requirements for the applications are 

out of the scope of this Recommendation. 

7.1 Requirements for the device 

The following are requirements for the device: 

1) requirement for device operation 

• device object 

 It is required to have a device object which is an abstract data model representing the 

functions of the device. 

 NOTE – For a device that does not have a device object, the adapter or the HGW connecting to the 

device directly is required to have a device object. 

2) requirements for management: 

• managed agent 

 It is required to respond to the resource information collector function of the HGW. 

 It is required to check the status of the device itself for fault diagnosis. 

 It is required to set the configuration of the device and the network device such as the 

hub and the access point in the HN. 

7.2 Requirements for HGW 

The followings are requirements for the HGW: 

1) requirement for device operation 

• data format and protocol (hypertext transfer protocol (HTTP)/Internet protocol (IP)) 

conversion 
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 It is required to convert the format of the device object to that of the virtual device and 

Internet protocol (IP) to HTTP as the protocol which delivers the format on the WAN 

with the secure communication to the management PF. 

2) requirements for management 

• resource information collector 

 It is required to discover the devices that are newly connected to the HN, identify each 

of them and manage their status. 

 It is required to collect the internal status of each device and other HN resources, and the 

traffic status of the HN in order to determine the cause of any fault when the HN service 

is not working well. 

3) requirements for application execution 

• application for disconnect 

 It can optionally work autonomously, continuing to control devices and store data with a 

backup purpose application in case of network disconnection from the management PF. 

 It can optionally take some tasks with the backup purpose application and work with the 

management PF. 

7.3 Requirements for management PF 

The followings are requirements for the management PF: 

1) requirements for device operation 

• virtual device 

 It is required to provide a web-friendly representation corresponding to the device object. 

 It is required to monitor and control the virtual device. 

 It can optionally be enabled to take the plural functions in one physical device as plural 

virtual devices and the plural physical devices as one virtual device. 

 NOTE – The physical device represents the device connected to the HN. The term physical device is 

used to distinguish it from a virtual device. 

2) requirements for management 

• resource management 

 It is required to discover, activate, monitor and control the devices connected to the 

HGWs. 

 It is required to identify the devices globally unique from the applications. 

 It is required to register the HGW's profile, give the HGW an identifier, register the end 

user who owns the HGW and identify the HGW with the authenticated user information. 

3) requirements for application execution 

• application management 

 It is required to have the capability of authenticating and authorizing applications with 

acceptance by the end user to connect to the devices. 

 It can optionally store the data received from the devices through the HGW. 

• application interface 

 It is required to have a web-based application interface for the HEMS and other HN 

services. 
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7.4 Requirements for security 

The following are requirements for security: 

• secure communication 

 It is required to securely communicate between the devices and the application through 

the WAN. 

 NOTE – HEMS security requirements to support secure communication are listed in Table III.2. 

• device authentication 

 It is required for the management PF to have the capability to authenticate the devices. 

8 Reference architecture 

This clause describes the reference architecture for the HEMS. This architecture can also be applied 

to other HN services. 

Figure 8-1 shows the distribute type reference architecture and the reference points of the architecture. 

In Figure 8-1, the left side of the HGW is the WAN (i.e., outside the home) and right side is the HN. 

The HGW is IP based and it bridges the WAN and the HN. 

This reference architecture is shown with the categorized devices; basic device and non-basic device. 

The basic device has a device object which is an abstract data model representing functions of the 

device. The interface of the basic device is provided to the HGW with the abstract data model and is 

represented in the management PF as virtual devices, which the applications monitor and control. 

There are some standardized specifications for the interface of the basic device. Some of them support 

IP based communications protocols and the others support non-IP based protocols. Therefore, the two 

types of basic devices are those having the interface for the IP based protocol and those having the 

interface for the non-IP based protocols. 

The non-basic device does not have the device object. Since it supports its dedicated interface, an 

adapter is required to connect a non-basic device to the HGW. If the HGW provides the function of 

the adapter, the non-basic device can be connected directly to the HGW. 

 

Figure 8-1 – Reference architecture and reference points 

In Figure 8-1, the following reference points are defined. The application interface in Figure 6-1 

corresponds to the P-A reference point in Figure 8-1. The device interface shown in Figure 6-1 

corresponds to the P-H1, the P-H2 and the P-D reference points in Figure 8-1. 
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1) P-A reference point 

The P-A reference point allows the applications to access the management PF through web-based 

application interfaces and to monitor and control the physical devices connected to the HN as logical 

devices of web resources. This reference point enables the applications to create and delete the logical 

devices, and to read and update the properties for them. 

2) P-N reference point 

The P-N reference point allows the management PF to access the HGW, placed in the home, through 

the WAN. This reference point enables the management PF to activate the devices, to get their status, 

and control them by specifying the property's value as a function of the resource management. 

3) P-H1 reference point 

The P-H1 reference point allows the HGW to access the basic device with the IP based 

communications protocol (IP based basic device), and the adapter which converts the non-basic 

device connecting it to the basic device. This reference point enables the HGW to activate the devices, 

get the status of, and control them by specifying the property's value. 

4) P-H2 reference point 

The P-H2 reference point allows the HGW to access the basic device with the non-IP based 

communications protocol (non-IP based basic device). This reference point enables the HGW to 

activate the devices, get the status of, and control them by specifying the property's value. 

5) P-D reference point 

The P-D reference point allows the adapter and the function of the adapter equipped in the HGW to 

access the non-basic device with the dedicated communications protocol, which connects to the 

device interface. This reference point enables the HGW to activate the devices, get the status of, and 

control them by specifying the property's value. 

The devices in the home are connected to the HGW through the HN in one of four ways. The 

following is a description of the devices from (a) to (d) shown in Figure 8-1. 

Device (a) is an IP based basic device that connects directly to the HGW at the P-H1 reference point. 

It makes use of the IP based communications protocol between the device and the HGW as the device 

has an interface to connect to the protocol. [b-ECHONET Lite] is one of such communications 

protocols.  

Device (b) is a non-basic device and supports its dedicated interface. To connect to the HGW, this 

device requires an adapter which converts the dedicated communications protocol implemented by 

the interface of the device to the IP based protocol, and which converts the dedicated data model to 

the abstract data model. Therefore, device (b) will be recognized as a basic device by the adapter. A 

battery charger for electric vehicles (EVs) connecting to the HN with a serial interface is an example 

of this type of device.  

Device (c) is a basic device, but supports the non-IP based communications protocol only because 

the non-IP based communications protocol is used for communication directly with the HGW.  

Device (d) is a non-basic device and it is the same as device (b). In Figure 8-1, the device connects 

to the HGW directly since the HGW has functions of the adapter for device (d). 

The HGW has a function to discover the newly-installed devices automatically. The HGW receives 

notifications of the installation of the devices and alarms when malfunctions occur. This raises the 

system's reliability. It also allows the end users the ability to easily install devices and to get the 

HEMS and other HN services started. The HGW converts the various types of the communications 

protocols, used for communicating with the devices, to the protocols which are used on the WAN for 

communication with the management PF at the P-N reference point. For example, the 

communications protocol used for communication with the devices will be converted into HTTP. 
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The communication between the HGW and the device (through the adapter) may not be encrypted 

regardless of whether the IP or non-IP based communications protocol is used. However, the 

communication between the HGW and the management PF through the WAN is encrypted or is on a 

secured communications protocol such as HTTP to ensure secure communication. HTTP can be 

utilized on the standardized device management protocol such as [b-BBF TR-069]. 

The management PF is a server that provides the web-based application interface on the WAN. The 

applications run through the interface at the P-A reference point. By making use of the standardized 

communications protocol between the HGW and the management PF, the applications do not need to 

take into consideration the interface of the devices or the communications protocols used on the HN. 

The devices are represented as web resources by the management PF. In this way the application 

developers can develop applications without deep knowledge about the devices. 

NOTE – A deployment model with the web of things (WoT) specified in [b-ITU-T Y.2063] is shown in 

Appendix I. 

9 Functional architecture 

This clause describes the functional architecture for the HEMS. This architecture can also be applied 

to other HN services. 

Figure 9-1 shows the distribute type functional architecture for the IP based basic device. The 

functions in this architecture are composed of three categories: device operation, application 

execution and management. The details for each category are described in clause 10. Although the 

device is shown as an IP based basic device in Figure 9-1, this architecture can also be applied to 

other types of devices with the appropriate deployment of the functions between the HGW and the 

device. The architectures for each type of device are shown in clause 10.1.1 to 10.1.4. The architecture 

between the management PF and the application is the same for all types of devices as shown in 

Figure 9-1. 

 

Figure 9-1 – Functional architecture for IP based basic device 

The devices have their own proprietary functions. The functions are defined as profiles and are 

transmitted with communications protocols to the application via the HGW and the management PF. 

This architecture enables the application to monitor and control the devices. 

Although Figure 9-1 shows the IP based communications protocol for the IP based basic device, the 

IP based, the non-IP based and the dedicated communications protocols can be used for the 

communication between the HGW and the devices as described in clause 8. The commands 

transmitted between the HGW and the devices provide control methods for the HGW to the devices 
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such as "GET" to get their status, "SET" to specify their properties and/or set the value and 

"INFORM" to request notification about their status and the events that have occurred in them. The 

HGW converts the communications protocol into HTTP and communicates to the management PF 

through the WAN. 

The communications protocol for device management such as [b-BBF TR-069] can be used between 

the HGW and the management PF. [b-BBF TR-069] refers to the generalized device data model with 

extensible markup language (XML) in [b-BBF TR-181] and this data model is communicated 

between them with commands such as "GET", "SET" and "INFORM". The XML format is specified 

for each communications protocol used between the HGW and the devices. 

The management PF stores device status and configuration data transmitted via the HGW. The 

management PF manages virtual devices and provides them to the application through a web-based 

application interface so that the application developers can develop applications to control the 

physical devices as web resources. 

The following clauses describe each entity. The functions of the device and the HGW are described 

for the IP based basic device. The functions for other types of devices are shown in clause 10.1.2 to 

10.1.4. The functions for the management PF and the applications are common to all types of devices.  

NOTE – Examples of HN applications are described in Appendix II. 

9.1 Device 

The IP based basic device provides the following functions: 

1) functions for device operation 

• device object; 

• IP packets processing. 

2) function for management 

• managed agent. 

Device object and managed agent are described in the following clauses. IP packet processing is not 

described, as it does not require specific operations. 

9.1.1 Device object 

The basic device has the device object. It is composed of properties that specify the device functions 

which are independent of the implementation of the manufacturers. The properties are logical internal 

items to get the device status and to control the device functions, which can be remotely accessed and 

controlled from the application. The data form for the remote control is specified as the tuple of 

<property, value>. Since the device object is specified for each type of device (e.g., home appliance, 

storage battery), existing home appliances made by different manufacturers would be remotely 

controlled in exactly the same way.  

For example, air conditioners have properties of operating status, temperature setting and operation 

mode, which are defined as the property configurations in [b-ECHONET Lite]. [b-SEP 2.0] and 

[b-ISO/IEC 14543-3-x] also define similar property configurations. The HGW specifies the property 

to get the data (value) from them. To configure or control them, it specifies the property and sets the 

appropriate value. For example, to set the targeted temperature of an air conditioner, it specifies the 

property, which is appointed for the targeted temperature and sets the appropriate value 

(e.g., 25 (degrees)). 

9.1.2 Managed agent 

The managed agent is a function for the management to keep the HN stable. It is important to get the 

information about all of the HN resources because lack of this information could cause failure of fault 

detection thus, making determination of the causes of the fault difficult. The managed agent holds the 
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internal status of the device and transfers it on demand to the resource management function of the 

management PF via the resource information collector of the HGW. This detail is described in 

clause 10.3. 

9.2 HGW 

The HGW bridges the WAN and the HN. It provides the following functions when it connects to the 

IP based basic device: 

1) function for device operation 

• data format and protocol (HTTP/IP) conversion. 

2) function for management 

• resource information collector. 

3) function for application execution 

• application for disconnect. 

9.2.1 Data format and protocol (HTTP/IP) conversion 

This is a function of the device operation to convert the communications protocol. On the WAN, 

HTTP is usually utilized as the communications protocol. Thus, the HGW converts the 

communications protocol used on the HN to HTTP. 

The tuple of <property, value> of the physical devices is communicated to the HGW through the HN 

and put into HTTP at the HGW for further communication with the management PF. It is widely 

known that [b-BBF TR-069] specifies the simple object access protocol (SOAP) based 

communications protocol; thus it is one of the candidate communications protocols for the device 

management between the HGW and the management PF. The extensible messaging and presence 

communications protocol (XMPP) is also a candidate. 

9.2.2 Resource information collector 

This is a management function used to collect information about the HN resources, for each of the 

HGW devices, and to deliver it to the resource management function on the management PF. This 

function also discovers the devices newly connected to the HGW, and sets the configuration for these 

devices. The HGW gives a unique identifier to each of the devices for management. 

9.2.3 Application for disconnect 

The application for disconnect function provides a backup purpose application to keep the devices 

connected to the HN working when the WAN is disconnected for any reason. If the WAN disconnects, 

this backup purpose application sets the proper configuration for the situation instead of the 

application running on the WAN. The application interface for this backup application is based on 

HTTP and provides the API, which manages the device object using the converted data format. 

9.3 Management PF 

The management PF manages the physical devices as virtual devices and provides them as web 

resources to the application through the web-based application interface. The management PF 

provides the following functions: 

1) functions for device operation 

• virtual device; 

• HTTP processing. 

2) function for management 

• resource management. 

3) functions for application execution 
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• applications management; 

• application interface. 

These functions are described in the following clauses, except for HTTP processing: it is not described 

because it does not require specific operations. 

9.3.1 Virtual device 

The virtual device is the device representation corresponding to the device object of the basic device 

connected to the HN. The properties of the device are represented in XML format in order to be easily 

handled by the web applications. The function is described in clause 10.1. 

The virtual device provides two functions for the device abstraction. The first function provides 

abstraction of the devices' properties and the communication protocols. For example, if vendor A and 

vendor B give different properties to similar functions of their air conditioners, the management PF 

creates a virtual device by converting the property of the devices (e.g., air conditioners) to the same 

properties. 

The second function provides virtual separation to the plural virtual devices which are made from the 

plural functions in one physical device. For example, an air conditioner controlling its power based 

on its motion sensor has the property based on the data detected by the motion sensor. Thus, the air 

conditioner has two functions: air conditioning and motion sensing. Two virtual devices (i.e., air 

conditioning device and a motion sensing device) will be created from one physical device (i.e., air 

conditioner). 

9.3.2 Resource management 

The resource management on the management PF provides the function to gather information of the 

HN resources which the managed agent collects. It also manages the internal status of the device, the 

network device and the network capacity for each HGW to detect fault and to provide the fault 

processing. The details are described in clause 10.3. 

9.3.3 Applications management 

The applications management registers the information of the application and holds the relationships 

between the applications and the devices. This function delivers data from the devices to the 

appropriate applications. In addition, it has the historical data management function which stores the 

data received from the devices instead of the applications. The function provides the data of the 

devices, for example for the past 24 hours, in responding to the requirement of the application. 

9.3.4 Application interface 

The application interface is a web-based interface used to monitor and control the devices through 

the HGW from the application by accessing the virtual devices on the management PF as web 

resources. This makes it possible, therefore, for application developers to develop applications with 

this interface. 

This interface does not support the management as shown in Figure 9-1. 

9.4 Application 

Although the architecture in this Recommendation does not require common functions for the 

applications, three functions in the applications which provide the following three operations that 

make use of the functions of the management PF are described in this clause. These three functions 

are: the device management function, the device operation function and the fault diagnosis function 

as shown in Figure 9-2. Every application in the application entity shown in Figure 9-1 can have these 

functions. 

The three functions are described below with their corresponding operation. 
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1) function: device management, operation: registration 

The applications that access the devices are registered to the applications management function in the 

management PF. This operation is performed by the device management function in the application 

and enables exclusive control to the devices and specifies the application to which the data of the 

devices is delivered automatically. 

2) function: device operation, operation: monitor & control 

The device operation function in the application monitors and controls the devices by getting and 

setting the configurations. ON / OFF control to the devices is one example. This operation is 

performed by monitoring and controlling the virtual devices in the management PF which is described 

in clause 10.2. The operation from the virtual devices to the physical devices on the HN is described 

in clause 10.1. 

3) function: fault diagnosis, operation: fault detection 

The fault diagnosis function in the application gets the status and configuration data of the HN 

resources. This function connects to the resource management in the management PF and gets the 

HN related information detected by the resource management and provide it to those applications 

which need the information. 

 

Figure 9-2 – Three operations for the HN applications 

10 Functional relationship 

In this clause, details of the three functional categories: device operation, application execution and 

management shown in Figure 9-1 are described to clarify the relationship between the entities. 

10.1 Device operation 

The device operation provides a function to monitor and control the devices from the management 

PF. Since there are four ways to connect to the devices from the HGW according to the device types 

shown in Figure 8-1, four operations for each device type are described in the following clauses. 

10.1.1 Operation for IP based basic device 

Figure 10-1 shows the functional architecture for the IP based basic device operation (i.e., device (a) 

in Figure 8-1). The IP based basic device has two functions; device object and IP packets processing. 

The virtual device on the management PF is the device representation corresponding to the device 

object of the basic device. The applications remotely monitor and control the devices by specifying 

the properties of the virtual devices through the application interface. 

The two-tuple of <property, value> is the data form used to control the device. The device command 

is transferred to the HGW on the IP based communications protocol through the HN and to the 
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management PF on the HTTP based protocol through the WAN. The HGW converts the device 

command between the HN and the WAN since the form of the tuples on the HN is different from that 

on the WAN. Therefore, the HGW has two functions: data format conversion that converts the form 

of the tuple, and protocol (HTTP/IP) conversion that converts the communications protocol on the 

HN to HTTP. 

 

Figure 10-1 – Functional architecture for IP based basic device operation 

10.1.2 Operation for non-IP based basic device 

Figure 10-2 shows the functional architecture for the basic device used to connect to the HGW with 

the non-IP based communications protocol (i.e., device (c) in Figure 8-1). In this case, the device 

command is transferred at the P-H2 reference point. The layer 2 (L2) frame processing function can 

be used to convert the non-IP based communications protocol, which the device supports, to the IP 

based protocol in the HGW. The communications protocol between the HGW and the management 

PF can be the same as the IP based basic device shown in Figure 10-1. 

The device interface of [b-SEP 2.0] supports the P-H2 reference point. 

 

Figure 10-2 – Functional architecture for non-IP based basic device operation 

10.1.3 Operation for non-basic device with adapter 

Figure 10-3 shows the functional architecture for the non-basic device operation with the adapter (i.e., 

device (b) in Figure 8-1). This Recommendation defines the non-basic device for the existing devices 

that do not have the device object. The non-basic device does not have the device object, but has the 

dedicated interface, for example the serial interface, at the reference point P-D. The adapter has the 

device object and provides the same interface as the basic device. The adapter, placed between the 

device and the HGW, works to convert the non-basic device to be recognized as a basic device at the 

reference point P-H1. In this way, the adapter converts the dedicated protocol to the IP based protocol 

such as [b-SEP 2.0], [b-ECHONET Lite], [b-ISO/IEC 14543-3-x] and [b-BACnet]. The device object 

is provided in the device abstraction function. The device abstraction function also provides the 

device interface conversion function that converts the property of the device to the operational 

procedure to the device at the reference point P-D. 
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Figure 10-3 – Functional architecture for non-basic device operation with adapter 

10.1.4 Operation for non-basic device with adapter function in HGW 

Figure 10-4 shows the functional architecture for the non-basic device operation connecting directly 

to the HGW (i.e., device (d) in Figure 8-1). For the non-basic device, the HGW equips the function 

of the adapter (the device abstraction function) instead of placing the adapter to connect to the device 

directly. The device abstraction function inside the HGW provides the same interface as the basic 

device. The device abstraction function also supports the operational procedure at the reference point 

P-D and the non-basic device connects to the HGW directly as shown in Figure 10-4. 

 

Figure 10-4 – Functional architecture for non-basic device operation 

with adapter function in HGW 

10.2 Application execution 

Setting and getting the value of the property of the virtual device on the management PF by the 

application results in monitoring and controlling the physical devices connected to the HN. As shown 

in Figure 10-5, the application interface on the management PF converts the virtual device to the web 

resource, enabling the application to monitor and control the physical devices with the HTTP 

protocol. 
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Figure 10-5 – Functional architecture for application execution 

The applications management is composed of two functions: application database (DB) and historical 

data management. 

The application DB maintains a list of the applications connected to the management PF through the 

WAN. The application DB is used to deliver data to the targeted application from the HGWs and the 

other applications. 

The historical data management function is described in clause 9.3.3. 

10.3 Management 

The HN is sometimes very complex; many different types of technologies may co-exist in the HN. 

The devices connected to the HN are used in a variety of fields. The HN could have a complicated 

topology composed of various HN resources (e.g., devices and/or access points). It could be difficult 

to manage and maintain the HN for end users, since there is no administrator or technician in the 

home. Therefore, resource management is provided to support a variety of fault determination 

processes and fault recovery processes, including easy configuration with no administrators and with 

remote administrators. 

Figure 10-6 shows the functional architecture of the management for the HN with the basic devices. 

For the non-basic devices, which do not have the managed agent, the adapter or the HGW provides 

the managed agent. 

There is the resource management function in the management PF, which holds the information and 

configuration data of the HN resources. The HGW has the resource information collector function. It 

gets status, performance and configuration data of the HN resources, detects faults and provides fault 

processing. It also provides easy configuration procedures of the HN resources for end users. It 

configures the HN resources with minimum settings required for their operation. The managed agent 

on the device executes configuring and gathering the home environment information by the 

instruction from the resource information collector function on the HGW. The management 

application is the application for use by remote administrators such as call centers and customer 

support centers. It provides a function to display the entire resource information for faults diagnosis 

and to set the specified properties for recovery operation from such faults. 
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Figure 10-6 – Functional architecture for management for basic device 

11 Security support 

This clause describes the security model and functions for the HN services, especially the HEMS. 

The general security requirements and technologies for the HN are described in [ITU-T X.1111]. This 

Recommendation applies the technologies in [ITU-T X.1111] to the HN service architecture to 

establish secure communications between the device and the application through the WAN. A HEMS 

model for security is shown in clause 11.1. As the result of the security considerations on the HEMS 

model in Appendix III, the security functional architecture is shown in clause 11.2. 

11.1 HEMS model for security 

This clause describes a HEMS model for security shown in Figure 11-1 which is based on the 

distribute type architecture shown in Figure 6-4. Since the HEMS is just one of the HN services, this 

model can also be applied to the general HN model. 

 

Figure 11-1 – HEMS model for security 

In Figure 11-1 the end user uses the web browser on an IHD to connect to the HEMS application with 

a secure connection. The web browser on the IHD connects to the HEMS application through a 

broadband router in the home. The HEMS application collects data of the devices (e.g., home 

appliance properties and power sensor properties) and controls them in response to instructions from 

the end user. 

The HN security is specified in [ITU-T X.1111] and this Recommendation refers to [ITU-T X.1111] 

as a framework for security technologies in the HN. 

The entities and the relationships in this model are required to be specified since they are different 

from those in [ITU-T X.1111]. There are six entities in this model: end user, IHD, HEMS application, 

management PF, HGW and device such as home appliance or power sensor. There are five 
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relationships in this model: between end user and IHD, IHD and HEMS application, HEMS 

application and management PF, management PF and HGW, and HGW and device. 

In Appendix III, the security considerations of this model are described based on the process in 

[ITU-T X.1111] and the relationship between the security functions and this model is shown in 

Table III.3. 

11.2 Security functions 

The devices are expected to have some of the security functions specified in [ITU-T X.1111]. 

Figure 11-2 shows the security functional architecture derived from the result of the considerations 

in Appendix III based on the technologies in [ITU-T X.1111]. In Figure 11-2, the security functions 

shown with a solid line or dotted line represent required functions or optional functions respectively. 

Although nine security functions are specified in Table III.3 of Appendix III, the security functions 

in Figure 11-2 are simplified into three functions (i.e., anti-availability, message authentication and 

entity authentication) taking [b-ISO/IEC 27000] into account. The anti-availability function provides 

protection from attacks by an unauthorized entity. The message authentication function protects 

information being transmitted from modification, to maintain accuracy and completeness. The entity 

authentication function identifies the device to protect it from making information of the entity 

available to unauthorized entities. 

 

Figure 11-2 – Security functional architecture 

Since actual devices such as home appliances and sensors do not have capabilities of the full security 

functions, in many cases because of its low performance, two solutions to compensate for the 

limitation of the device’s security functions are provided as described below. 

First, the management PF and the HGW support security functions as shown in Figure 11-2. In 

addition, the broadband router (not shown in Figure 11-2), which is usually placed between the WAN 

and the HN, generally has firewall functions. In this way, the devices connecting to the HGW with 

the wired HN are usually allowed to have no security functions and the devices connecting with the 

wireless HN are allowed to have only the least security functions required for the wireless connection. 

Therefore, the message authentication function and the entity authentication function between the 

device and the access point are required for the secure wireless connection as shown in Figure 11-2. 

NOTE – The security functions on the access point shown in Figure 11-2 are those which are required from 

the HGW through the wired HN and are optional functions. 
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Another solution is to provide the following entity authentication functions for the HGW and the 

device by the resource management in the management PF described in clause 10.3. When the HN is 

maintained to be secure, this is a simple and effective method to provide the entity authentication. 

1) HGW authentication 

The authentication information of the HGW is pre-registered in the management PF until the HGW 

connects to the management PF for the first time. When the first connection to the HGW is 

established, the resource management compares it with the pre-registered information. The 

information is managed in the resource management function. 

2) device authentication 

The information identifying the devices is pre-registered in the management PF until they connect to 

the HGW to accommodate the case where devices do not have the capability of the security functions. 

The device authentication is provided as a function and is used to determine consistency between 

their pre-registered information in the management PF and their data when they connect to the HGW. 

3) device access control 

The entity authentication function to the physical devices is provided as a function of access control 

to the virtual devices in the management PF. 
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Appendix I  

 

Deployment model with WoT 

(This appendix does not form an integral part of this Recommendation.) 

In [b-ITU-T Y.2063] the physical device on the WoT is divided into two categories: constrained 

device and fully-fledged device. 

• constrained device: A constrained device cannot connect to the Internet and has no 

functionality of the web. The device interacts with an agent of the WoT broker. 

• fully-fledged device: A fully-fledged device has the functionalities of the web. The device 

can interact, not only with the WoT broker, but also with the services on the web. 

The constrained device and the fully-fledged device do not have the device object and hence they 

correspond to the non-basic device described in this Recommendation. The constrained device 

communicates with the HGW through the adapter then further communicates with the management 

PF. The fully-fledged device can also communicate with the management PF by way of the HGW. 

In this Recommendation, the HGW, which has the function of the resource information collector, 

manages all of the devices connected to it through the HN including constrained devices and 

fully-fledged devices. 

[b-ITU-T Y.2063] defines the WoT broker and the physical devices can be accessed as web resources 

through it from the application. Its functional architecture is divided into the service layer and the 

adaptation layer where the service layer corresponds to the management PF and the adaptation layer 

corresponds to the HGW in this Recommendation. 

The web adaption function of the WoT broker supports only the adaptation of the communications 

protocol to the web protocol for communication between the physical devices and the WoT services. 

Therefore the web broker supports the P-D reference point only in this Recommendation. Figure I.1 

shows the deployment model in which the HGW is connected to a constrained device and a fully-

fledged device. 

 

Figure I.1 – Deployment model with WoT 
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The management PF provides the virtual devices to the application developers to be treated as web 

resources through the web-based application interface so that they can develop applications for the 

mash-up service defined in [b-ITU-T Y.2063], which is a combined service integrating WoT services 

in a WoT broker with web services outside of the WoT broker. 

In this way the architecture in this Recommendation provides the HEMS and the other HN services 

with the WoT. 

 

  



 

  Rec. ITU-T Y.2070 (01/2015) 25 

Appendix II  

 

Examples of HN applications 

(This appendix does not form an integral part of this Recommendation.) 

The distribute type architecture can be applied to various HN services. The following are examples 

of HN applications that support these services. 

II.1 Home security 

A home security application detects threats using sensors installed in the home and alerts the security 

company to dispatch security guards. The sensors, such as human-aware sensors which detect 

suspicious persons, or fire sensors which detect a fire, are connected to the home security application 

through the HGW and the management PF. 

 

Figure II.1 – Architecture with home security application 

II.2 Customer support with controlling access right to device 

Customer support is an important service as the HN is getting more complex with the variety of 

devices being connected. When the service does not work well, it is difficult to determine why and 

where the fault happens. The example shown in Figure II.2 assumes that two different customer 

support services are separately provided through the same management PF for each of the supporting 

devices (appliances) produced by companies A and B respectively. 

When the devices produced by more than two different companies are installed on the HN, the 

challenge for each device company is that each company could get fault information about the devices 

produced by the other company. Most of device companies prevent other companies from getting this 

information. 

Figure II.2 shows three services running on the management PF. In this case, the HN service 

provider's application is able to get diagnostic information, such as network disconnections through 

the management PF. The customer support service gets the detailed diagnostic information about the 

supporting device (e.g., the customer support service for company A gets the detailed fault 

information about the supporting device produced by company A). This service is provided because 

the management PF has a function for distributing information to the proper services. 
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Figure II.2 – Architecture with customer support application 

II.3 Room facility coordination for better sleep 

The room facility coordination service for better sleep maintains a suitable environment for sleep by 

adjusting room temperature, humidity and illumination by controlling the air conditioner and the 

lighting fixture. To achieve the condition for better sleep, sleep sensors monitor the sleep pattern, 

heart rate, breathing rate and snoring of the user to calculate the condition for better sleep. 

As the sleep sensor information is highly sensitive, the management PF strictly controls and delivers 

it to the proper service. In this case, the sleep monitoring service gets the data delivered from the 

sleep sensor exclusively. It provides the information about the suitable environment for better sleep 

to the room facility coordination service, as metadata, through an external interface. Then the room 

facility coordination service controls the air conditioner and the lighting fixture. 

 

Figure II.3 – Architecture with room facility coordination application for better sleep 
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Appendix III  

 

Security considerations based on [ITU-T X.1111] 

(This appendix does not form an integral part of this Recommendation.) 

[ITU-T X.1111] defines entities, relationship between the entities, security threats and security 

requirements, and describes security functions based on them. In Figure 11-1, there are six entities 

from the end user to the device and five relationships between them. Table III.1 shows the 

relationships of the security threats to the HEMS model. 

Table III.1 – Relationship of security threats to HEMS model 

Entity or relations 

General security threats 

 

Disclosure/

Eavesdropp

ing 

Interrup-

tion 

Modification/

Injection 

Unauthorized 

access 
Repudiation 

Packet 

abnormal-

forwarding 

Device Y Y Y Y   

HGW Y Y Y Y  Y 

MPF Y Y Y Y   

Application Y Y Y Y   

IHD Y Y Y Y   

User/IHD    Y   

IHD/Application Y Y Y Y   

Application/MPF Y Y Y Y   

MPF/HGW Y Y Y Y Y  

HGW/Device Y Y Y Y Y  

NOTE – MPF and user stand for the management PF and the end user respectively. The notation "xxx/yyy" in the column 

of "Entity or relations" means the relation between xxx and yyy. The letter "Y" in a cell designates that a particular threat 

exists for a specific entity or relation. 

Although in [ITU-T X.1111] there are descriptions about mobile-oriented security threats, these are 

out of the scope of this Recommendation; it focuses on the security from the HN application to the 

devices. Table III.2 shows the relationships between the HEMS security requirements, the threats and 

the functions based on the security requirements listed in [ITU-T X.1111]. 
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Table III.2 – Relationship of HEMS security requirements, threats and functions 

Security requirement General security threats Security functions 

Data confidentiality Disclosure/Eavesdropping 

Unauthorized access 

Encryption 

Access control 

Key management 

Data integrity Modification/Injection 

Packet abnormal-forwarding 

Integrity 

Message authentication code (MAC) 

Digital signature 

Notarization 

Key management 

Authentication Disclosure/Eavesdropping 

Interruption 

Modification/Injection 

Unauthorized access 

Repudiation 

MAC 

Digital signature 

Notarization 

Key management 

Non-repudiation Repudiation Digital signature 

Notarization 

Key management 

Access control or 

authorization 

Disclosure/Eavesdropping 

Interruption 

Modification/Injection 

Unauthorized access 

Encryption 

MAC 

Entity authentication 

Digital signature 

Access control 

Key management 

Availability Interruption MAC 

Entity authentication 

Digital signature 

Access control 

Key management 

Anti-availability 

Privacy security Disclosure/Eavesdropping Encryption 

MAC 

Entity authentication 

Digital signature 

Access control 

Key management 

Communication flow security Packet abnormal-forwarding Integrity 

MAC 

Entity authentication 

Access control 

Key management 

The relationship between the security functions and the HEMS model for security (see Figure 11-1) 

are sorted in Table III.3 based on the security functions listed in Table III.2. 
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Table III.3 – Relationship between security functions and model 

Entity or relations Security Function 

Encry

ption 

Inte

grity 
MAC 

Entity 

authe

nticati

on 

Digital 

signature 

Notari

zation 

Access 

control 

Key 

manag

ement 

Anti-

availab

ility 

S
to

re
d

 d
at

a 

Device Y Y Y Y Y – – – Y 

HGW Y Y Y Y Y Y Y Y Y 

MPF Y Y Y Y Y Y Y Y Y 

Application Y Y Y Y Y Y Y Y Y 

IHD Y Y Y Y Y Y Y Y Y 

C
o

m
m

u
n

ic
at

io
n

 d
at

a User/IHD Y – – Y Y – – Y Y 

IHD/Application Y Y Y Y Y – Y Y Y 

Application/MP

F 
Y Y Y Y Y Y Y Y Y 

MPF/HGW Y Y Y Y Y – Y Y Y 

HGW/Device Y Y Y – – – – – Y 

NOTE – MPF and user stand for the management PF and the end user respectively. The notation "xxx/yyy" in the 

column of "Entity or relations" means the relation between xxx and yyy. The letter "Y" in a cell designates that a 

particular security service can be provided by a corresponding security function. 

When taking the relationship between the security functions and the model in Table III.3 into 

consideration, the security functions required for the entities in the architecture provided in this 

Recommendation are shown in Figure 11-2. 

The security functions are simplified into three functions shown in Figure 11-2, taking 

[b-ISO/IEC 27000] into account. They are the anti-availability, message authentication and entity 

authentication function. The common functions such as encryption and key management are omitted. 

The other functions are merged into the three functions. These functions correspond to the 

requirements of the information security: availability, integrity and confidentiality specified in 

[b-ISO/IEC 27000]. 

NOTE – [b-ISO/IEC 27000] provides the information security management system. The requirements are 

defined as follows: 

• availability: property of being accessible and usable upon demand by an authorized entity; 

• integrity: property of accuracy and completeness; 

• confidentiality: property that information is not made available or disclosed to unauthorized 

individuals, entities or processes. 
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