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Recommendation ITU-T Y.2041

Policy control mechanism in multi-connection

Summary

Recommendation ITU-T Y.2041 describes a policy control mechanism in multi-connection.
Recommendation ITU-T Y.2041 also covers scenarios, requirements, solutions and information flows.

Multi-connection architecture is designed for heterogeneous networks, has the ability to provide multi-
connection user equipment (MUE) and networks the functionality to maintain more than one access
network connection simultaneously. It controls policies, flows, quality of service (QoS), etc.

Policy control is useful or even necessary for multi-connection. Policy control determines how to use
multiple access network connections. There can be several policies in multi-connection, such as those
for QoS and service transfer. Recommendation ITU-T Y. 2041 provides a coordination mechanism to
ensure that all policies work together in a coherent manner for multi-connection.

History
Edition Recommendation Approval  Study Group Unique ID*
1.0  ITU-T Y.2041 2017-03-29 13 11.1002/1000/13248
Keywords

Multi-connection, policy control

* To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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telecommunications on a worldwide basis.
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Recommendation ITU-T Y.2041

Policy control mechanism in multi-connection

1 Scope

This Recommendation describes scenarios, requirements, solutions and information flows for policy
control in multi-connection.

NOTE - Security and charging requirements for policy control in multi-connection are addressed in
[b-ITU-T Y.2251].

2 References

None.

3 Definitions

3.1 Terms defined elsewhere

This Recommendation uses the following terms defined elsewhere:

3.1.1 connection [b-ITU-T X.200]: A connection is an association established for the transfer of
data between two or more peer-(N)-entities. This association binds the peer-(N)-entities together with
the (N—1)-entities in the next lower layer.

3.1.2 multi-connection [b-ITU-T Y-Sup.9]: Multi-connection is the collection of several
simultaneous connections between two or more peer-(N)-entities. At least one of the connections is
required to be associated with a physical layer connection different from the rest of the connections.
All connections are dynamically coordinated with each other by the subscriber or the network to
provide service to higher layer entities.

3.1.3 IP-CAN session [b-3GPP TS 23.203]: The association between a UE and an IP network. The
association is identified by one IPv4 and/or an IPv6 prefix together with UE identity information, if
available, and a PDN represented by a PDN ID (e.g., an APN). An IP-CAN session incorporates one
or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is [P-CAN
specific. An IP-CAN session exists as long as UE IP addresses/prefix are established and announced
to the IP network.

3.1.4 policy control [b-3GPP TS 23.203]: The process whereby the PCRF indicates to the PCEF
how to control the IP-CAN session. Policy control includes QoS control and/or gating control.

3.2 Terms defined in this Recommendation
This Recommendation defines the following terms:

3.2.1 enhanced policy and charging enforcement function (ePCEF): A function that addresses
the enhanced requirements of the policy and charging enforcement function (PCEF) to support multi-
connection related policy control enforcement function. The PCEF is a logical entity that enforces
policy decisions. The PCEF is responsible for traffic policy enforcement of unicast traffic. Policy
enforcement may be applied at an Internet protocol (IP) session, IP flow and aggregate level.

3.2.2 enhanced policy and charging rule function (ePCRF): A function that addresses the
enhanced requirements of the policy and charging rule function (PCRF) to support multi-connection
related policy and charging rule function. The PCREF is a functional entity making policy decisions
for network control, gating, quality of service (QoS) and charging. Such policy decisions are based
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on subscriber preferences and are applied on an Internet protocol (IP) session, IP flows or aggregate
flows basis.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:

2G second Generation
3G third Generation
APN Access Point Name

ePCEF enhanced Policy and Charging Enforcement Function
ePCRF enhanced Policy and Charging Rule Function

FSC Flow-based Service Continuity
ID Identification
1P Internet Protocol

IP-CAN  IP Connectivity Access Network

1Pv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
LTE Long-Term Evolution

MC-FE Multi-connection Coordination Functional Entity
MMF Multi-connection Media Function

MPC-FE  Multi-connection Policy Control Functional Entity
MUE Multi-connection User Equipment

MUP-FE  Multi-connection User Profile Functional Entity
OTT Over the Top

PCEF Policy and Charging Enforcement Function

PCRF Policy and Charging Rule Function

PDN Packet Data Network

QoS Quality of Service

RAT Radio Access Technology
SCF Service Control Function
TV Television

UE User Equipment

WLAN Wireless Local Area Network

5 Conventions
In this Recommendation:

The keywords "is required to" indicate a requirement which must be strictly followed and from which
no deviation is permitted if conformance to this document is to be claimed.

2 Rec. ITU-T Y.2041 (03/2017)



The keywords "is prohibited from" indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this document is to be claimed.

The keywords "is recommended" indicate a requirement which is recommended but which is not
absolutely required. Thus this requirement need not be present to claim conformance.

The keywords "is not recommended" indicate a requirement which is not recommended but which is
not specifically prohibited. Thus, conformance with this specification can still be claimed even if this
requirement is present.

The keywords "can optionally" indicate an optional requirement which is permissible, without
implying any sense of being recommended. This term is not intended to imply that the vendor's
implementation must provide the option and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and still
claim conformance with the specification.

6 Requirements

6.1 Overview

Policy control is useful or even necessary for multi-connection. Policy control determines how to use
multiple access network connections, there can be several policies in multi-connection, such as those
for QoS and service transfer. It is necessary to have a coordination mechanism to ensure that all
policies work together in a coherent manner for multi-connection. For example, QoS policies match
the service to the access network to ensure proper QoS for application and services while service
transfer policies control multi-connection network flow transfer during access to a different network.
Generally, the multiple policy control mechanism requires combination in a multi-connection service
action, such as multi-connection service transfer.

In terms of related scenarios, consider that, in a video conference or over the top (OTT) video TV at
home, the user equipment (UE) accesses heterogeneous access networks, the audio is transmitted by
2@, 3G or long-term evolution (LTE) to assure real time service and the video is transmitted by a
wireless local area network (WLAN). After a while, we leave home with the service active, but we
lose the WLAN connection, we need to transfer the video flow to a 3G or LTE connection, in this
process, consider the multiple policy control combination and coordination to serve the application.

In this scenario, the application contains policies relating to access selection, service transfer, QoS
and others. So, a coordination mechanism is required to ensure that all policies work together in a
coherent manner.

6.2 Requirements

6.2.1 General requirements

The following elements describe the general requirement.
. The ePCRF should be able to send policies to the ePCEF.

. The ePCREF should be able to provision policy rules at ePCEF based on a request from the
ePCEF (PULL mode), or based on a request from the service control function (SCF), a timer
expiration or a subscription profile modification (PUSH mode).

. The ePCEF should be able to initiate, modify and terminate the IP-CAN session.
. The ePCEF should be able to request policies from the ePCRF.

. The PCEF should be able to receive policies from the ePCRF.

. The ePCEF should be able to apply policies to subscriber [IP-CAN sessions.

. The ePCEF should be able to enforce policy for multi-connection traffic.
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. The ePCEF should support policy enforcement for both downstream and upstream traffic.

. The ePCEF should acknowledge the reception of policies from the ePCRF.

. The ePCEF should be able to activate or deactivate pre-provisioned policies per list received
from the ePCRF.

. The ePCEF should be able to give precedence to the policies provided by the ePCRF over
the others.

. If the ePCREF is not available at the time of subscriber or host instantiation, the ePCEF should

be able to provide the subscriber or host with default policies.

6.2.2 Requirements for quality of service control

If the QoS information contained in a policy rule is applicable to the multi-connection scenario, the
ePCRF should be able to override the default QoS when it is received from the ¢ePCEF at device
attachment or log-in.

6.2.3 Requirements for usage monitoring

In order to support multi-connection dynamic policy management based on network usage, usage
monitoring defines the ability to enforce dynamic policy decisions based on the total network usage
in real-time. Usage monitoring can be done at different levels, at those of: IP session, IP flow or group
of IP flow(s).

Using this functionality, the ePCRF shall set and send volume and time thresholds to the ePCEF.
Those thresholds shall be valid for an individual IP session, IP flow or a group of IP flow(s) that are
parts of the subscriber IP session.

6.2.4 Requirements for charging control
The ePCEF is required to support charging based on configuration.

The ePCEF is required to count separately the data volumes on both the uplink and downlink direction
of the subscriber IP session on multi-connections.

The ePCEF is required to identify data volumes, elapsed time and credit reauthorization triggers for
individual flows that are parts of the subscriber IP session.

6.2.5 Requirements for event triggers and credit reauthorization triggers

The ePCREF is required to indicate to the ePCEF the events it wants notification of. Such events are
called event triggers. The ePCEF must support the event triggers. When an event matches an event
trigger, the ePCEF must report it to the ePCRF. Event triggers are defined as follows:

. QoS change;
. out of credit;
. usage report;
. IP session start or /stop.

The OCS is required to indicate to the ePCEF the events it wants notification of. Such events are
called credit reauthorization triggers. The ePCEF must support the credit reauthorization triggers.
When an event matches a given credit reauthorization trigger, the ePCEF must report it to OCS. Credit
reauthorization triggers are defined as follows:

. credit authorization lifetime expiry;
. idle timeout;
. QoS change.
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6.2.6 Requirements for IP flow transfer routing

In the multi-connection environment, in the case of network congestion or loss of radio signal in the
access network connections, the network is required to dynamically control the user access and
resource allocation to obtain the optimal distribution of applications or IP flows. This is achieved
according to multi-connection policies generated by both the user and network.

7 Policy control mechanism

71 Functionality entities of multi-connection policy control

This clause describes the functionality of each network entity that comprises the multi-connection
policy management architecture. See Figure 7-1.

Applications

T
| ANT
_____ Pa _ _ _ _ | Multi-connection application support
| function (MAS-F)
|
i :As
Multi-connection policy Ps - -
;— - - control FE (MPC-FE) b= — — Service control function (SCF)
I
|| ePCRF |Pc .
| Multi-connection Multi-connection media :Sa
: coordination FE (MC-FE) [T~ ™ function (MMF), -t |
| |
[
Py 1Cr {Ma !
1 Multi-connection _ Access control FE (AC-FE)
1 registration FE (MR-FE) | |
1 T |
| |R11 I
1 1 Access network
J— Multi-connection user : |
profile FE (MUP-FE) I - - -
Rt Multi-connection terminal
control FE (MTC-FE)
Y2041(17)_F7-1

Figure 7-1 — Multi-connection policy control related functional entities

7.1.1 Enhance policy and charging control (ePCRF)

The ePCRF is composed of a multi-connection policy control functional entity (MPC-FE) and multi-
connection coordination functional entity (MC-FE), it is a functional entity making policy decisions
for multi-connection network control, gating, QoS and charging. Such policy decisions are based on
subscriber preferences and are applied on an IP session, IP flow or aggregate flows basis.

The policy and charging rule function (PCRF) functionality is defined in 3GPP TS 23.203, the ePCRF
addresses the requirements to support multi-connection policy control.

7.1.2 Enhance policy and charging enforcement function (ePCEF)

The ePCEF is a logical entity that enforces multi-connection policy decisions. The ePCEF is
responsible for traffic policy enforcement of multi-connection traffic.

Policy enforcement may be applied at an IP session, IP flow and aggregate level.

The PCEF is specified in 3GPP TS 23.203, the ePCEF addresses the requirements to support multi-
connection policy control enforcement, which is located at the broadband network gateway, gateway
general packet radio service support node, and packet data network gateway etc.
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7.1.3 Service control function

The SCF is a logical entity offering applications that require dynamic policy and charging control. It
requires a certain minimum bandwidth for the service to be delivered with an acceptable end-user
experience. The SCF interacts with the ePCRF communicating the required service information, and
receives and authorizes QoS resource requests from the ePCRF.

The service information from the SCF to the ePCRF includes, but it is not limited to:

. IP filter information to identify the flow for policy control or differentiated charging;

. media or application bandwidth requirements for QoS control and media priority relative to
other media in a multi-media session;

. a service identifier;

. priority of the connection that reflects the user's priority;

. an emergency service indication.

7.1.4 Multi-connection user profile functional entity

The multi-connection user profile functional entity (MUP-FE) provides information for the ePCRF
to make policy decisions and responds to queries for user profiles that can be stored in one database
or separated into several databases.

7.2 Description of the mechanism

7.2.1 IP-CAN session establishment

During IP-CAN session establishment, the ePCEF informs the ePCRF about the multi-connection
user equipment (MUE) and network support for multi-connection, supported polices, the IP-CAN
type and the radio access technology (RAT) type. The ePCRF takes decisions on whether policies
may apply to the [IP-CAN session and informs the ePCEF about its decisions.

7.2.2 Addition of an access

When the ePCEF receives both a handover request and a flow-based service continuity (FSC)
indication from the MUE, the ePCEF initiates an IP-CAN modification procedure. The ePCRF takes
policy decisions and communicates them to the ePCEF; the ePCRF may reject the addition of the
access, indicates and provides the default access to the ePCEF, verifies the default access provided
by the MUE complies with the subscription and rejects routing rules received from the MUE due to
subscription limitations. Otherwise, the ePCRF determines the impacted policy rules and provides or
modifies these policy rules.

7.2.3 Removal of an access

When the ePCEF is informed of the removal of an access of a multi-connection IP-CAN session, the
ePCEF initiates an [P-CAN modification procedure to notify the ePCRF about the removal of the
access together with the IP-CAN type and the RAT type of this access. The ePCEF notifies the ePCRF
of the policy rules that are removed.

7.2.4 Network-initiated flow-based service continuity

In network-initiated FSC mode, the ePCRF may at any time determine that flows should be moved
from a source access to a target access. In that case, the ePCRF provides updated policy rules with
information on the new allowed access type using an IP-CAN session modification procedure.

The ePCRF request sending routing rules to the MUE may be rejected by the MUE due to local radio
conditions. In that case, the ePCRF gets notified that PCC rules cannot be created or modified; this
notification from the ePCEF contains an indication of the cause of the rejection received from the
MUE.
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7.2.5 User equipment-initiated flow-based service continuity

When the ePCEF has received a decision from the MUE to create, modify or delete FSC routing rules,
the ePCEF initiates an I[P-CAN modification procedure and provides the FSC routing rules received
from the MUE to the ePCRF. The ePCRF may reject FSC routing rules received from the MUE due
to subscription limitations. Otherwise, the ePCRF determines the impacted policy rules and provides
updated policy rules with information on the new allowed access type to the ePCEF.

7.2.6 An access becomes not usable or usable again or (radio access network rule-related)
indication

The ePCEF initiates an IP-CAN modification procedure to notify the ePCRF about the change of
availability of an access to the ePCRF. The ePCRF may update the policy rules, e.g., by changing the
allowed access and providing the updated policy rules to the ePCEF.

7.2.7 Reporting access network information to the service control function

The ePCRF reports to the SCF when different media of the application session are carried by different
accesses.

If the ePCRF has received a request for access network information from the SCF, the ePCRF selects
one policy rule to be associated with access network information reported by the ePCEF.

7.2.8 Usage monitoring control specific information

The usage monitoring control information comprises the information that is required to enable user
plane monitoring of resources for individual or groups of applications or services for an IP-CAN
session.

Usage monitoring on an IP-CAN session or monitoring key level is active in the ePCEF, provided
that certain conditions are met. The conditions for continued monitoring on session level are:

— For IP-CAN session level monitoring at the ePCEF, an IP-CAN session is active and a
volume or time threshold value for the IP-CAN session has been provided.

For usage monitoring on monitoring key level at the ePCEF the following conditions are applicable:

— A volume or time threshold has been provided for a monitoring key to the ePCEF and there
is at least one PCC rule activated for the IP-CAN session that is associated with that
monitoring key.

7.2.9  Quality of service control rule

The quality of service (QoS) control rule comprises the information that is required to enable the user
plane detection and QoS control for service data flow. The packets detected are designated to a service
data flow by applying the service data flow template of a QoS rule.

QoS control rule operations consist of activation, modification and de-activation of QoS rules.
An active QoS rule means that:

— the service data flow template shall be used for service data flow detection;

— the service data flow template shall be used for mapping of downlink packets to the [IP-CAN
bearer determined by the bearer binding;

— the service data flow template shall be used for service data flow detection of uplink packets
on the IP-CAN bearer determined by the bearer binding;

- QoS procedures associated with the QoS rule, if any, shall be invoked.
The ePCRF may modify an active QoS rule at any time.

The ePCRF may deactivate an active QoS rule at any time.
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7.2.10 IP flow mobility routing rule

The routing rule comprises the information that is required for the ePCRF to install the QoS rules for
a service data flow in flow mobility scenarios. The ePCRF relies on the IP flow mobility routing
information contained in the IP flow mobility routing rule. The IP flow mobility rules are provided
by the ePCEF to the ePCRF during session establishment or modification.

IP flow transfer routing rule operations consist of installation, modification and removal of routing
rules. The ePCRF uses all installed routing rules related to an IP session to select an ePCEF for any
service data flow related to that session.

The ePCEF may modify or remove an installed routing rule based on updated flow binding
information received from the MUE at any time.

7.3 Procedures

7.3.1 Procedures for quality of service control

See Figure 7-2.

ePCRF ePCEF
MUP-FE MPC-FE MC-FE SCF MR-FE MMF

| I
0. MUE is connected

simultaneously to multiple
access networks

1. Resource request

2. Subscriber
__information check

3. Policy
decisions

4. Resource request

5. Connection check

6. Policy
decisions

7. Policy installation

8. Resource response

9. Resource response

Y2041(17)_F7-2
Figure 7-2 — Procedures for quality of service control
0) The MUE is connected to multiple access networks simultaneously and uses multiple
connections to send and receive IP flows.
1) The SCF extracts or derives the resource requirements for the requested service, and sends a

resource request to the MPC-FE in the ePCRF for resource authorization and reservation.

2) The MPC-FE sends a subscriber information check to the MUP-FE to verify subscription-
related information of the MUE, subscription-related information containing the information
about the user information, allowed services, allowed QoS, such as bandwidth and priority.

3) The MPC-FE makes policy decisions based on the information in 0)-2).

4) The MPC-FE sends a resource request to the MC-FE to support the traffic over multiple
accesses.
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5)
6)
7)

8)
9)

7.3.2

The MC-FE sends a connection check to the MR-FE to check the currently available
connections of the MUE.

The MC-FE makes policy decisions based on the information in 4)-5).

The MC-EF updates and assigns related rules for each access network and assigns them to

the multi-connection media function (MMF), the MMF installs the rules.

The MC-FE sends a resource response to the MPC-FE.
The MPC-FE sends a resource response to the SCF.

Procedures for usage monitoring control

See Figure 7-3.

0)

1)
2)
3)

4)
3)
7.3.3

MUP-FE

0. MUE is connected
simultaneously to multiple
access networks

information check

ePCRF ePCEF
MPC-FE MC-FE SCF MMF
I
I
2. Policy
decisions
3. Resource request
4. Policy
decisions
5. Install policy to MMF N
Y.2041(17) F7-3

Figure 7-3 — Procedures for usage monitoring control

The MUE is connected to multiple access networks simultaneously and uses multiple
connections to send and receive IP flows.

The MPC-FE sends a subscriber information check to the MUP-FE to check the subscription-
related information of the MUE.

The MPC-FE makes policy decisions based on the information in 0)-1).

The MPC-FE sends a resource request to the MC-FE to support the traffic over multiple

aCCeSSEs.

The MC-FE makes policy decisions based on the information in 3).
The MC-FE sends the policies to the MMF for installation.

Procedures for IP flow

See Figure 7-4.
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0)

1))
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5)

6)
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ePCRF ePCEF
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Figure 7-4 — Procedures for IP flow

The MUE is connected to multiple access networks simultaneously and uses multiple
connections to send and receive IP flows.

If the ePCRF does not have the subscriber's subscription-related information, the function
entity MPC-FE in the ePCRF sends a request to the MUP-FE in order to receive the
information related to the IP session. The MPC-FE may request notifications from the MUP-
FE on changes in the subscription information.

The ePCREF stores subscription-related information about the user, allowed services, allowed
QoS, etc.

The MPC-FE then sends the request for the service information message to the SCF to require
supply of the service information and policy control rules information of the subscriber (such
as the priority of the connection, QoS resource and service identifier).

After receiving the request message, the SCF responds with the IP filter information to
identify the flow for policy control, application bandwidth requirements for QoS control, etc.
to the MPC-FE.

The MPU-FE selects new QoS policy rules for the connection based on the operator policy
and the updated connection information. The MPC-FE also makes a decomposed service
transmission adjustment and service separation decision, as well as providing the decisions
to the MC-FE.

The MC-EF updates relevant rules for each access network and assigns them to the MMF,
which then installs the rules.
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