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Recommendation ITU-T Y.2022 

Functional architecture for the support of host-based separation of node 
identifiers and routing locators in next generation networks 

 

 

 

Summary 

Recommendation ITU-T Y.2022 describes the functional architecture for the support of host-based 
of ID/locator separation in NGN. ID/locator separation in NGN is concerned with decoupling the 
semantics of IP addresses into the semantics of identifiers (node IDs) and locators (LOCs) as 
described in Recommendation ITU-T Y.2015. 

This Recommendation defines the functional entities and the related reference points, based on the 
framework architecture provided in Recommendation ITU-T Y.2012. 

This Recommendation covers only the host-based case of ID/locator separation (the separation of 
node ID and locator is done in the user equipment and not in the network). 
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Recommendation ITU-T Y.2022 

Functional architecture for the support of host-based separation of node 
identifiers and routing locators in next generation networks 

1 Scope 

This Recommendation describes the functional architecture for the support of host-based node 
identifier (ID) and node locator (ID/locator) separation in next generation networks (NGN), based 
on the requirements provided in [ITU-T Y.2015]. 

This Recommendation addresses the following aspects: 

– The functional architecture model for ID/locator separation in NGN. 

– Identification of functions including the definition of functional entities and reference 
points. 

– A description of relevant procedures and interactions with other components of the NGN 
functional architecture as defined in [ITU-T Y.2012]. 

This Recommendation covers only the host-based case of ID/locator separation, where the 
separation of node ID and locator is done in the user equipment (UE) and not in the network. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 
reference in this text, constitute provisions of this Recommendation. At the time of publication, the 
editions indicated were valid. All Recommendations and other references are subject to revision; 
users of this Recommendation are therefore encouraged to investigate the possibility of applying the 
most recent edition of the Recommendations and other references listed below. A list of the 
currently valid ITU-T Recommendations is regularly published. The reference to a document within 
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.  

[ITU-T X.509]  Recommendation ITU-T X.509 (2005) | ISO/IEC 9594-8:2005, Information 
technology – Open Systems Interconnection – The Directory: Public-key and 
attribute certificate frameworks. 

[ITU-T Y.2001]  Recommendation ITU-T Y.2001 (2004), General overview of NGN. 

[ITU-T Y.2012]  Recommendation ITU-T Y.2012 (2010), Functional requirements and 
architecture of next generation networks. 

[ITU-T Y.2014]  Recommendation ITU-T Y.2014 (2010), Network attachment control functions 
in next generation networks. 

[ITU-T Y.2015]  Recommendation ITU-T Y.2015 (2009), General requirements for ID/locator 
separation in NGN. 

[ITU-T Y.2701]  Recommendation ITU-T Y.2701 (2007), Security requirements for NGN 
release 1. 

[ITU-T Y.2720]  Recommendation ITU-T Y.2720 (2009), NGN identity management 
framework. 
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3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 address [b-ITU-T Y.2091]: An address is the identifier for a specific termination point and 
is used for routing to this termination point. 

3.1.2 credential [ITU-T Y.2720]: An identifiable object that can be used to authenticate the 
claimant is what it claims to be and to authorize the claimant's rights. 

3.1.3 identifier [b-ITU-T Y.2091]: An identifier is a series of digits, characters and symbols or 
any other form of data used to identify subscriber(s), user(s), network element(s), function(s), 
network entity(ies) providing services/applications, or other entities (e.g., physical or logical 
objects). Identifiers can be used for registration or authorization. They can be either public to all 
networks, shared between a limited number of networks or private to a specific network (private 
IDs are normally not disclosed to third parties). 

3.1.4 ID/LOC mapping [ITU-T Y.2015]: ID/LOC mapping is an association between a node ID 
and one or more LOCs. 

NOTE 1 – A single node ID or several node IDs can be associated with many LOCs associated with a single 
terminal. The node ID to LOC mapping can have the one-to-one, one-to-many, or many-to-one relationship. 

NOTE 2 – ID/LOC mapping is also called ID/LOC binding. 

3.1.5 ID/LOC mapping function [ITU-T Y.2015]: An ID/LOC mapping function gets mapping 
information from an ID/LOC mapping storage function and uses the corresponding node ID and/or 
LOC in packet headers. The ID/LOC mapping function works in a close correlation with the 
transport user profile associated with the transport control function. 

NOTE – ID/LOC mapping functions can be physically located in an NGN terminal, an access border 
gateway, or any other NGN components. 

3.1.6 ID/LOC mapping storage function [ITU-T Y.2015]: An ID/LOC mapping storage 
function stores the mapping of NGN identifiers, node IDs and LOCs. This function also updates 
mapping information, as well as provides mapping information to other functions on request. The 
mapping storage function can be physically located in an NGN terminal or with other NGN 
components. 

3.1.7 ID/LOC separation [ITU-T Y.2015]: ID/LOC separation is decoupling the semantic of IP 
address into the semantics of node IDs and LOCs. Distinct namespaces are used for node IDs and 
LOCs so that they can evolve independently. LOCs are associated with the IP layer whereas node 
IDs are associated with upper layers in such a way that ongoing communication sessions or services 
shall not be broken by changing LOCs due to mobility and multihoming. 

NOTE – In the context of this Recommendation, a completely new namespace for node IDs can optionally 
be created that would leave the IP address space more or less intact for LOCs, allowing routing technologies 
to be developed independently of end-host mobility and end-host multihoming implications. 

3.1.8 locator (LOC) [ITU-T Y.2015]: A locator is the network layer topological name for an 
interface or a set of interfaces. LOCs are carried in the IP address fields as packets traverse the 
network. 

NOTE – IP addresses can gradually become pure LOCs. However, on the contrary, it cannot be said that a 
LOC is an IP address. An IP address may associate with the IP layer as well as upper layer protocols (such as 
TCP and HTTP), whereas a LOC will associate with only the IP layer and be used in IP address fields. 

3.1.9 node ID [ITU-T Y.2015]: A node ID is an identifier used at the transport and higher layers 
to identify the node as well as the endpoint of a communication session. A node ID is independent 
of the node location as well as the network to which the node is attached so that the node ID is not 
required to change even when the node changes its network connectivity by physically moving or 
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simply activating another interface. The node IDs should be used at the transport and higher layers 
for replacing the conventional use of IP addresses at these layers. A node may have more than one 
node ID in use. 

NOTE – Unless otherwise specified, the term "ID" used in this Recommendation represents a node ID, not 
an NGN identifier specified in this or any other Recommendations. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AM-FE Access Management Functional Entity 

DHCP Dynamic Host Configuration Protocol 

DNS Domain Name System 

GSC-FE General Services Control Functional Entity 

ID Identifier 

ILCF ID/LOC mapping Control Functions  

ILMF ID/LOC Mapping Functions 

ILM-FE ID/LOC Mapping Functional Entity 

ILMS-FE ID/LOC Mapping Storage Functional Entity 

IMS IP Multimedia Subsystem 

IP Internet Protocol 

LOC Locator 

NACF Network Attachment Control Functions 

NAC-FE Network Access Configuration Functional Entity 

NGN Next Generation Networks 

P-CSC-FE Proxy Call Session Control Functional Entity 

RACF Resource and Admission Control Functions 

SCF Service Control Functions 

TAA-FE Transport Authentication and Authorization Functional Entity 

TLM-FE Transport Location Management Functional Entity 

TUP-FE Transport User Profile Functional Entity 

UE User Equipment 

5 Conventions 

None. 
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6 Overview and architecture of ID/LOC separation in the NGN 

6.1 Overview of ID/LOC separation in the NGN 

According to the definition of NGN provided in [ITU-T Y.2001], the NGN framework is expected 
to support advanced architectural objectives over a unified IP network. NGN decouples IP-based 
services and transport, allowing them to be offered separately and evolve independently. 

ID/LOC separation allows the decoupling of the IP addresses' semantics into the semantics of node 
IDs and LOCs as described in [ITU-T Y.2015]. LOC(s) are associated with the IP layer, whereas 
node IDs are associated with upper layers related to the NGN service stratum and applications. 

Therefore, when ID/LOC separation is used in NGN, NGN specific functions are necessary to map 
the conventional NGN identifier to node IDs and to dynamically map the node ID to one or more 
LOCs. The relationship between the NGN identifier, node ID, and LOC(s), in order to support 
ID/LOC separation in the NGN functional architecture is described in Figure 6-1. 

Y.2022(11)_F6-1
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Figure 6-1 – ID/LOCs separation in NGN 

Figure 6-1 shows the stage mappings between NGN identifiers, node IDs, and LOC(s) as used in 
the context of ID/LOC separation in NGN. 

At the first stage, the mapping between the NGN identifier and the node ID takes place, while at the 
second stage the mapping between the node ID and the LOC takes place according to 
[ITU-T Y.2015]. 

In the case of host-based ID/LOC separation, the Node ID is an identifier used to identify the UE 
while the LOC(s) corresponds to the IP address(es) of the UE which is used for addressing and 
routing. As shown in Figure 6-1, applications are not bound by the locator of the UE, but bound by 
the node ID of the UE. So each UE has a node ID, and one or more LOCs are allocated to the UE 
by the network when the UE attaches to the network. 

The network-based ID/LOC split approach (which is out of the scope of this Recommendation) 
means that the mapping of a node ID to a locator is not performed in the UE itself but in the 
network. 

6.2 Architecture overview 

This clause provides an overview of the architecture for the support of host based ID/LOC 
separation in NGN. 

The NGN functional architecture supporting ID/LOC split functions is described in Figure 6-2. Two 
new functional groups, ID/LOC mapping control functions (ILCF) and ID/LOC mapping functions 
(ILMF) are added to the transport control functions and the end-user functions, respectively. 
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Figure 6-2 – Architecture overview for ID/LOC separation in NGN 

The ILCF provides the control information and signalling required to implement ID/LOC mapping 
functions. It collects, stores, updates, and distributes ID/LOC mapping information. The ILMF 
performs ID/LOC mapping functions using ID/LOC mapping information obtained from the ILCF. 

7 Functional architecture 

Figure 7-1 shows the functional architecture for the support of ID/LOC separation in NGN. Details 
of the general NGN architecture [ITU-T Y.2012] have been omitted to bring out only the relevant 
points. 
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Figure 7-1 – Functional architecture for host-based ID/LOC separation in NGN 

The ILCF includes the ID/LOC mapping storage functional entity (ILMS-FE), whereas the ILMF 
includes the ID/LOC mapping functional entity (ILM-FE). 

7.1 High level functions 

ID/LOC separation involves the following functions: 

• service control functions (SCF); 

• network attachment control functions (NACF); 

• ID/LOC mapping control functions (ILCF); 

• ID/LOC mapping functions (ILMF). 

7.1.1 Service control functions (SCF) 

The SCF accommodates service user profiles. The SCF interacts with the ILCF to obtain the node 
ID of the UE. 

The procedure is as follows: 

• the SCF retrieves node locators and relevant session information from the ILCF; 

• the SCF sends a LOC query request to the ILCF, which responds with the LOC query 
response information containing the LOC and additional information relevant to the format 
of location information provided by the ILCF. 

NOTE – In an IMS-based architecture, the SCF interacts with the ILCF through P-CSC-FE, but in a 
non-IMS-based architecture, the SCF interacts with the ILCF through GSC-FE [ITU-T Y.2012]. 

7.1.2 Network attachment control functions (NACF) 

When a UE attaches to the access network in NGN, the user authentication and authorization 
procedure is performed. When NGN supports host-based ID/LOC separation, the NACF allocates 
LOC to the UE and interacts with the ILCF to exchange ID/LOC mapping information. 

NOTE – The support of ID/LOC by NACF [ITU-T Y.2014] is for further study. 
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7.1.3 ID/LOC mapping control functions (ILCF) 

ILCF stores, distributes and updates ID/LOC mapping information. The ILCF has direct 
interactions with the TLM-FE within NACF to exchange ID/LOC mapping information of the UE. 
The ILCF has the following responsibilities: 

• storing the authentication credentials [ITU-T Y.2720] of the UE, such as encryption keys 
[ITU-T X.509] and node IDs. The public cryptographic key, of a public/private key pair, is 
used to authenticate that the UE possesses the node ID, which in turn can be used to 
securely associate different locators with the same UE; 

• processing the registration information sent from the UE; 

• maintaining the binding of the node ID and LOC assigned to the UE; 

• updating the ID/LOC mapping dynamically. 

7.1.4 ID/LOC mapping functions (ILMF) 

The ILMF is located in the end-user functions. The ILMF performs ID/LOC mapping functions 
using ID/LOC mapping information obtained from the ILCF. 

7.2 Functional entities 

The functional entities required for the support of ID/LOC separation in NGN are as follows: 

• ID/LOC mapping functional entity (ILM-FE); 

• ID/LOC mapping storage functional entity (ILMS-FE). 

7.2.1 ID/LOC mapping functional entity (ILM-FE) 

The ILM-FE is located in the ILMF and performs the ID/LOC mapping function in the UE. It 
obtains the ID/LOC mapping record from an ID/LOC mapping storage functional entity 
(ILMS-FE). The ILM-FE uses node IDs in the service stratum and applications and locators in 
layer 3 within the transport stratum. Using the node ID as a reference value, the ILM-FE can 
dynamically change, while continuously using the same node ID. 

7.2.2 ID/LOC mapping storage functional entity (ILMS-FE) 

ILMS-FE stores ID/LOC mapping records. It handles requests for ID/LOC mapping received from 
the ILM-FE, searches for the corresponding mapping in its record, and forwards the mapping 
information to the ILM-FE. It also handles update requests for ID/LOC mapping from authorized 
functional entities such as the NACF and UE, and carries out corresponding updates. 

7.3 Reference points 

Figures 7-2.a and 7-2.b show the functions, the functional entities and the related reference points 
defined in this Recommendation.  
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Figure 7-2.a – Reference points involved in ID/LOC mapping control functions 
in the IMS-based architecture 
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Figure 7-2.b – Reference points involved in ID/LOC mapping control functions  
in the non-IMS-based architecture 

In an IMS-based architecture the SCF interacts with the ILCF through P-CSC-FE, but in a non-
IMS-based architecture the SCF interacts with the ILCF through GSC-FE [ITU-T Y.2012]. 

7.3.1 Reference point S1 between SCF and ILMS-FE 

S1 reference point enables SCF to retrieve information about the characteristics of the IP 
connectivity session from the ILCF. In an IMS-based architecture the S1 reference point is between 
the P-CSC-FE and ILMS-FE, but in a non-IMS-based architecture the S1 reference point is between 
the GSC-FE and ILMS-FE. The node ID of the UE is provided by the ILMS-FE. The following 
information flows are used on the S1 reference point: 

– Information query request: This information flow contains the node ID and locator of the 
UE and flows from the SCF to the ILMS-FE. 
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– Information query response: This information flow contains the node ID and locator of the 
UE and flows from the ILMS-FE to the SCF. 

– Event registration request: This information flow also contains the node ID and locator of 
the UE and flows from the SCF to the ILMS-FE. 

– Event registration response: This information flow contains the node ID and locator of the 
UE and flows from the ILMS-FE to the SCF. 

– Notification event request: This information flow also contains the node ID and locator of 
the UE and flows from the SCF to the ILMS-FE. 

– Notification event response: This information flow contains the node ID and locator of the 
UE and flows from the ILMS-FE to the SCF. 

7.3.2 Reference point S2 between TLM-FE and ILMS-FE 

The S2 reference point allows the TLM-FE to register in the ILMS-FE the mapping between the 
LOC allocated to the UE and the node ID. 

The following information flows are used on the S2 reference point: 

– Mapping indication: This information flow contains the ID/LOC mapping of the UE and 
flows from the TLM-FE to the ILMS-FE to register the ID/LOC mapping in the ILMS-FE's 
record. 

– Mapping acknowledgment: This information flow contains the result of the operation of the 
mapping indication and flows from the ILMS-FE to the TLM-FE. 

– Mapping delete indication: This information flow contains the node ID and locator of the 
UE and flows from the TLM-FE to the ILMS-FE to delete the ID/LOC mapping in the 
latter's record. 

– Mapping delete acknowledgment: This information flow contains the result of the operation 
of the mapping delete indication and flows from the ILMS-FE to the TLM-FE. 

7.3.3 Reference point S3 between UE and ILMS-FE 

The S3 reference point between the UE and the ILMS-FE allows the UE to authenticate with the 
ILMS-FE, and to update the ID/LOC mapping in the ILMS-FE by exchanging the following 
information flows. 

– UE authentication request: This information flow from the UE to the ILMS-FE contains the 
node ID and authentication parameter generated by encrypting the node ID by the UE's 
private key. 

– UE authentication response: This information flow from the ILMS-FE to the UE contains 
the node ID and the result (success or failure) of the authentication request. 

– ID/LOC mapping registration request: This information flow is sent from the UE to the 
ILMS-FE to register the ID/LOC mapping in the ILMS database. 

– ID/LOC mapping registration response: This information flow contains the node ID and the 
result of the registration request is sent from the ILMS-FE to the UE. 

– ID/LOC mapping update request: This information flow containing the updated ID/LOC 
mapping is sent from the UE to the ILMS-FE when the UE changes its locator (e.g., as a 
result of mobility). 

– ID/LOC mapping update response: This information flow containing the node ID and the 
result of the update request is sent from the ILMS-FE to the UE. 



 

10 Rec. ITU-T Y.2022 (08/2011) 

8 Procedures of ID/LOC split in NGN 

This clause describes the procedures related to host-based ID/LOC separation in NGN. 

8.1 Attachment procedure 

8.1.1 ID/LOC mapping update initiated by the UE 

When a UE attaches to a network, the UE's node ID is used during authentication and authorization 
processes. The UE attaches to the network through the involvement of the ILMS-FE and the NACF. 

Figure 8-1 describes the signalling flow sequence related to ID/LOC mapping initiated by the UE. 
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Figure 8-1 – Signalling flow sequence in the UE initiated ID/LOC mapping registration 

Phase A: authentication and authorization 

A.1)  The UE sends an attachment request containing the node ID and user credential to the 
network with node ID. 

A.2)  The AM-FE forwards the user credential to the TAA-FE for authentication. 

A.3, A.4) The TAA-FE responds to the AM-FE, which in turn responds to the UE with an 
attachment response. 

A.5)  The UE sends to the ILMS-FE an authentication request containing the encryption of 
the node ID by the UE's public key. 

A.6)  The ILMS-FE sends to the UE an authentication response containing the result of the 
authentication process. 

Phase B: IP configuration 

B.1)  The UE issues a DHCP request containing its node ID to the AM-FE. 

B.2)  The AM-FE forwards the request to the NAC-FE, which allocates the LOC. 

B.3)  The NAC-FE pushes a mapping notification message to the TLM-FE, containing the 
allocated LOC and other transport related parameters such as logical/physical port 
addresses. 
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B.4)  The TLM-FE replies to the NAC-FE with the mapping notification response message. 

B.5)  The NAC-FE configures a new LOC and assigns it to the UE. The UE is now aware of 
the mapping between the node Id and the LOC. 

Phase C: ID/LOC mapping 

C.1)  The UE sends an ID/LOC mapping registration request to the ILMS-FE to register the 
ID/LOC mapping storage record. 

C.2)  The ILMS-FE replies to the UE with the ID/LOC mapping registration response. 

Phase D: Transport location management 

D.1)  The SCF queries the ILMS-FE for location information. 

D.2)  The ILMS-FE sends the location information to the SCF. 

8.1.2 ID/LOC mapping initiated by the network 

This procedure enables the NACF to send the ID/LOC mapping registration request to the ILMS-FE 
after a new LOC has been allocated by the NACF. 

Figure 8-2 describes the signalling flow sequence where the network initiates the ID/LOC mapping 
signalling flow sequence. 
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Figure 8-2 – ID/LOC mapping initiated by the network  

As in Figure 8-1, Figure 8-2 also includes four phases. All the phases, except phase C, are similar in 
both figures. 

In phase C, ID/LOC mapping registration takes place. In Figure 8-1 the registration was initiated by 
the UE whereas in Figure 8-2, it is initiated on the network side by the TLM-FE. 
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NOTE – Phases A, B and D are the same as the ones described in clause 8.1.1. 

Phase C: ID/LOC mapping 

C.1)  The NAC-FE sends an ID/LOC mapping registration request to the TLM-FE. 

C.2)  The TLM-FE sends an ID/LOC mapping registration request to the ILMS-FE to 
register the ID/LOC mapping storage record. 

C.3)  The ILMS-FE replies to the TLM-FE with the ID/LOC mapping registration response. 

C.4)  The TLM-FE replies to the NAC-FE with the ID/LOC mapping registration response. 

C.5, C.6) After step C.1 the NAC-FE sends an ID/LOC mapping registration inform request to 
the AM-FE, which then sends an ID/LOC mapping registration inform request to the 
UE to inform it that the registration has been initiated by the network. 

C.7, C.8) The UE replies to the AM-FE with the ID/LOC mapping registration inform response, 
then the AM-FE sends an ID/LOC mapping registration inform response to the 
NAC-FE. 

8.2 Communication establishment using node ID 

Figure 8-3 describes the communication establishment procedure using the node ID. 
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Figure 8-3 – Communication establishment procedures using node ID 

The procedure described in Figure 8-3 includes the following: 

1) UE1 sends a DNS query towards the DNS server [b-IETF RFC 5205] to find the ILMS-FE 
of UE2. 

2) UE1 then issues an ID/LOC mapping query to the ILMS-FE including the Node ID of UE2 
in order to obtain the LOC of UE2. 

3) The ILMS-FE sends a response to UE1 which includes the LOC of UE2. 

4) UE1 establishes communication with UE2 using the LOC of UE2. 

5) UE1 is able to communicate with UE2. 

8.3 Communication establishment for multihoming 

In the case of multihoming, the UE may have multiple valid LOCs. However, the UE still uses the 
same node ID to communicate with other UEs. The corresponding procedure for communication 
establishment is described in Figure 8-4. 
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Figure 8-4 – Communication establishment procedures using node ID when multihoming 

In Figure 8-4, UE2 is multihomed. The procedure for communication establishment from UE1 to 
UE2 includes the following steps: 

1) UE1 sends a DNS query towards the DNS server in order to obtain the LOC of ILMS-FE 
associated with UE2. 

2) UE1 then issues an ID/LOC mapping query to ILMS-FE2 (i.e., the ILMS-FE associated 
with UE2). 

3) As it is multihomed, UE2 selects the LOC to be used for the communication with UE1 and 
indicates the selected LOC to ILMS-FE2. 

4) ILMS-FE2 sends a response to UE1 including the selected LOC of UE2. 

5) UE1 establishes a connection with UE2 using the selected LOC of UE2. 

6) Communication is established between UE1 and UE2. 

8.4 Communication update when the LOC is changed 

When the LOC of a UE changes (e.g., as a result of UE moving), the UE requests the ILCF to 
update its ID/LOC mapping. If the UE is communicating with another UE, it updates the 
communication with the new LOC. 

The related procedure is described in Figure 8-5. 
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Figure 8-5 – Communication update when the LOC is changed 
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The procedure described in Figure 8-5 includes the following four steps: 

1) After UE1 changes its LOC (e.g., as a result of mobility), UE1 sends an ID/LOC mapping 
update request to its ILMS-FE1, including its new LOC. 

2) ILMS-FE1 sends a response to UE1 after having updated the ID/LOC mapping record. 

3) UE1 updates its communication with UE2 in order to use the new LOC of UE1 and 
establishes a tunnel between them. 

4) UE1 communicates with UE2. 

8.5 Detachment procedures 

The detachment procedures allow: 

– a UE to inform the network that it does not want to access the network any longer; and 

– the network to inform the UE that it does not have access to the network any longer. 

8.5.1 Detachment procedure initiated by the UE 

The UE initiated detachment procedure is described in Figure 8-6. 
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Figure 8-6 – Detachment procedure initiated by the UE 

The procedure described in Figure 8-6 includes the following steps: 

1, 2) UE sends a detach request to the AM-FE, and the AM-FE forwards the detach request to 
the NAC-FE. 

3, 4) The NAC-FE releases the related attachment information and sends a detach response to the 
AM-FE, which in turn responds to the UE. 

5) The NAC-FE sends a LOC delete request to the TLM-FE. 

6, 7) The TLM-FE sends an ID/LOC mapping delete request to the ILMS-FE to delete the 
ID/LOC mapping stored in the ILMS-FE. After deleting the record, the ILMS-FE sends an 
ID/LOC mapping delete response to the TLM-FE. 

8) The TLM-FE sends a LOC delete response to the NAC-FE. 

8.5.2 Detachment procedure initiated by the network 

The detachment procedure initiated by the network is described in Figure 8-7. 
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Figure 8-7 – Detachment procedure initiated by the network 

The procedure described in Figure 8-7 includes the following steps: 

1, 2) The NAC-FE sends a detach information request to the AM-FE. After receiving the request, 
the AM-FE sends the detach information request to the UE. 

3, 4) After receiving the detach information request from the AM-FE, the UE sends a detach 
response to the AM-FE, which in turn responds to the NAC-FE. 

5) The NAC-FE sends a LOC delete request to the TLM-FE. 

6, 7) The TLM-FE sends an ID/LOC mapping delete request to the ILMS-FE. After deleting the 
record, the ILMS-FE sends an ID/LOC mapping delete response to the TLM-FE. 

8) The TLM-FE sends a LOC delete response to the NAC-FE. 

9 Security considerations 

The UE and the communication path between the UE and the ILCF may not be secured. So this 
communication could be subjected to attacks. The UE is required to use secured mechanisms when 
retrieving ID/LOC mapping records from the authenticated ID/LOC mapping storage functions. 

Security requirements are as follows: 

R1 The ILMS-FE is required to be secured as per [ITU-T Y.2701]. 

R2 The ILM-FE is required to be secured as per [ITU-T Y.2701]. 

R3 The communication path between the ILM-FE and ILMS-FE is required to be secured as 
per [ITU-T Y.2701].  
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