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ITU-T Recommendation Y.1560

Parameters for TCP connection performance in the presence of middleboxes

Summary

This Recommendation defines the end-to-end Transmission Control Protocol (TCP) performance in
terms of speed, accuracy, and dependability in an [P-based network with middleboxes, which are

nodes terminating TCP connections.

Source

ITU-T Recommendation Y.1560 was approved by ITU-T Study Group 13 (2001-2004) under the
ITU-T Recommendation A.8 procedure on 13 September 2003.

Keywords
Availability, Internet Protocol (IP), Transmission Control Protocol (TCP), TCP performance.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of
ITU. ITU-T is responsible for studying technical, operating and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may
involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementors
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.
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All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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ITU-T Recommendation Y.1560

Parameters for TCP connection performance in the presence of middleboxes

1 Scope

This Recommendation defines the end-to-end, point-to-point Transmission Control Protocol (TCP)
performance in terms of speed, accuracy, and dependability in an IP-based network with
middleboxes, which are nodes terminating TCP connections. TCP performance is specified in an
end-to-end timeline of TCP connections composed of three phases: connection establishment, data
communication, and connection clearing. Availability performance is also one of TCP performance.
The TCP connection performance that a user can experience through an application can be
measured by monitoring the IP-based network. Performance interaction between the TCP and IP
layers is for further study.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[1] ITU-T Recommendation 1.350 (1993), General aspects of quality of service and network
performance in digital networks, including ISDNs.

[2] ITU-T Recommendation Y.1540 (2002) (formerly ITU-T Rec. 1.380), Internet protocol
data communication service — IP packet transfer and availability performance parameters.

[3] ITU-T Recommendation Y.1541 (2002), Network performance objectives for IP-based
services.

4] IETF RFC 793 (1981) — Transmission Control Protocol (TCP).

3 Definitions
This Recommendation defines the following terms:
3.1 end-to-end TCP performance: Performance on TCP layer from SRC to DST.

3.2 ports: The portion of a socket that specifies which logical input or output channel of a
process is associated with the data.

4 Abbreviations

This Recommendation uses the following abbreviations.

ACK Acknowledgment
DST Destination host

FIN Finish

FTP File Transfer Protocol

HTTP HyperText Transfer Protocol

ITU-T Rec. Y.1560 (09/2003) 1



IETF Internet Engineering Task Force

IP Internet Protocol

ISDN Integrated Services Digital Network

ITU-T International Telecommunication Union — Telecommunication Standardization Sector
LL Lower Layers, protocols and technology supporting the IP layer

MP Measurement Point

SMTP Simple Mail Transfer Protocol

SRC Source host

SYN Initiation flag of TCP connection

5 Reference model

5.1 Layered model

Figure 1 illustrates the layered nature of the performance of a TCP connection with a middlebox,
which terminates TCP connections. TCP connection is a logical communication path established
between a pair of ports and initialized on each side. The performance provided to TCP service users
depends on the performance of the IP layer and other layers.

. : (HTTP) (HTTP)
Hé;gf}(l) menrce (FTP) TCP connections (FTP)
p : (SMTP) (SMTP)
TCP connection TCP layer [ TCPlayer |===m=mmescccccee=== TCP layer
performance :
IP packet :
layer service :
performance ; IP layer IP layer IP layer
(Y.1540)

....................... U APRUpU RSOOSR NPUUUpNRpURRpUPRUpU EEOU RO RN NSRS RRRPRND FRRR NP

Lower layer

performance
(3 instances)
: Source . Destination
e B o BT
p (SRC) (DST)
Y.1560_F01

Figure 1/Y.1560 — Layered model of performance for TCP connection
with a middlebox — example

5.2 Reference configuration

Figure 2 illustrates the relationship between reference events and measurement points for a TCP
connection. When there is no middlebox, there are only two edge measurement points.

2 ITU-T Rec. Y.1560 (09/2003)
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Figure 2/Y.1560 — Relationship between reference events and measurement points

5.3 Reference events

Figure 3 illustrates the end-to-end timelines of some TCP connections. Each end-to-end timeline
has a connection establishment phase, data communication phase, and connection clearing phase.

The connection establishment phase is the duration between the time that the SYN packet is sent
from Ingress MP to middlebox, and ACK packet from middlebox is received at Egress MP.

The data communication phase is the duration between the time that the first data request packet is
sent from Ingress MP to middlebox, and ACK packet from Ingress MP for the last data transfer
packet is received at middlebox.

The connection clearing phase is the duration between the time that the FIN packet is sent from
Ingress MP to middlebox, and FIN+ACK packet from middlebox is received at Egress MP.

The overall communication phase is the duration between the time that the SYN packet is sent from
Ingress MP to middlebox, and FIN+ACK packet from middlebox is received at Egress MP. Overall
communication phase consists of communication establishment, data communication, and
connection clearing phases.

TCP performance reference events and parameters are defined based on these phases and flows.
The end-to-end timeline of TCP connections depends on the TCP version. To define the end-to-end
timeline, one should specify the TCP version.

NOTE 1 — TCP version means IETF RFC 793, Reno, Tahoe, and so on.
NOTE 2 - Figure 3 is one sample. There are some ACK handling ways in middlebox. See Appendix I.
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Figure 3/Y.1560 — End-to-end timelines of TCP connections

6 Performance parameters

Table 1 illustrates the application of the three generic performance criteria to each of the three TCP
functions. Availability performance is also one of TCP performance derived from the three generic
performance parameters.

6.1 Speed parameters

6.1.1 Connection establishment delay

The connection establishment delay is the duration between the time that the SYN packet is sent
from Ingress MP to middlebox, and ACK packet from middlebox is received at Egress MP.

The connection establishment delay is the duration of the connection establishment phase in
Figure 3.
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6.1.2 Data communication throughput

The definition of throughput parameters for data communication is for further study.
NOTE - See Appendix III.2.

Table 1/Y.1560 — Generic performance criteria for TCP connection functions

Speed Accuracy Dependability
Connection Connection Connection
Connection . establishment establishment
. establishment .
establishment dela error failure
Y probability probability
11
TCP Data Overall
. Data .. communication
connection .. communication — —
communication throughput
throughput
) Connection Premature Connection
Connection . . . .
clearing clearing disconnect clearing failure
delay probability probability

6.1.3 Connection clearing delay

The connection clearing delay is the duration between the time that the FIN packet is sent from
Ingress MP to middlebox, and FIN+ACK packet from middlebox is received at Egress MP.

The connection clearing delay is the duration of the connection clearing phase in Figure 3. The
definition of clearing delay depends on the TCP version and is for further study.

6.1.4 Overall communication throughput

The definition of throughput parameters for overall communication is for further study.
NOTE - See Appendix I11.3.

6.2 Accuracy and dependability parameters

6.2.1 Connection establishment error probability

The connection establishment error probability is the ratio of the number of connection
establishment attempts that result in an error in connection establishment to the total number of
connection establishment attempts in a measurement period.

6.2.2 Connection establishment failure probability

The connection establishment failure probability is the ratio of the number of connection
establishment attempts that fail to establish a connection to the total number of connection
establishment attempts in a measurement period.

6.2.3 Premature disconnect probability
The definition of premature disconnect probability is for further study.
6.2.4 Connection clearing failure probability

The connection release failure probability is the ratio of connection clearing failures to the total
number of connection release attempts in a measurement period.
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6.3 Availability parameters

Decisions on the appropriate primary performance parameters, outage threshold and algorithms for
its definition require further detailed study. TCP service unavailability may be one of availability
performance parameters.

Appendix I

Middlebox

1.1 Introduction

Middleboxes are being discussed by IETF [1]. The main ones are: i) packet filtering firewall,
i1) application proxy and iii) Network Address Translation (NAT).

1) A packet filtering firewall drops packets that are not permitted to pass through. TCP
connections are not terminated.

i) An application proxy terminates a TCP connection, and acts for the connection to the
outside. HTTP proxy, Wireless Application Protocol (WAP) proxy and performance
enhancing proxy (PEP) are examples of application proxies.

1i1) NATs translate private I[P addresses to/from global IP addresses. TCP connections are not
terminated.
1.2 Factors that affect TCP performance

The following factors affect TCP performance when there are middleboxes in the network:
a) An increase in delay caused by passing through a middlebox (Figure 1.1);
b) an increase in throughput as a result of the middlebox (Figure 1.2).

For the middleboxes introduced in I.1:

1) packet filtering firewalls involve factor a;
i) application proxies involve factors a and b;
iii) NATS involve factor a.

Other middleboxes also involve these two factors.

L3 References

1] RFC 3234 (2002), Middleboxes: Taxonomy and Issues.

[2] RFC 3303 (2002), Middlebox communication architecture and framework.
]

3 RFC 3135 (2001), Performance Enhancing Proxies Intended to Mitigate Link-Related
Degradations.

[

[4] WAP, Home Pages, http://www.wapforum.org/
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Figure 1.1/Y.1560 — Increase in delay
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Figure 1.2/Y.1560 — Effect of PEP
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Appendix I1
Effectiveness of middleboxes

The effectiveness of middleboxes is obtained by comparing the cases where middleboxes are and
are not used in the network. Therefore, it is important to consider the case without middleboxes,
which is shown in Figure II.1. The parameters described in clause 5 should be determined and
evaluated when middleboxes are not in the network.

. (HTTP) (HTTP)
H;;gg(l) rlrzlll}:;rce (FTP) TCP connection (FTP)
p : (SMTP) (SMTP)
TCP connection TCP layer TCP layer
performance :
IP packet :
layer service :
performance !
(Y.1540)
....................... o S RNl EOS Ry RpUpRSRURpRUpH AR SRR

Lower layer

performance
(3 instances)
Source Destination
g)egvgilkents I Host I Link I Router X Link X Router I Link I Host
P (SRC) (DST)
Y.1560_FI1.1

Figure I1.1/Y.1560 — Layered model of performance for TCP connection
without a middlebox — example

Appendix I1I

Information on throughput

III.1  Issue to define TCP throughput
Following aspects affect the definition of TCP throughput.

Version dependency

Various TCP versions exist, and each version acts differently on the data communication phase.
Therefore, each TCP throughput version has to be defined individually. This is for further study.

Client aspects

TCP throughput depends on client's setting and performance. To define TCP throughput we have to
consider client aspects and this is beyond the scope of this Recommendation.

8 ITU-T Rec. Y.1560 (09/2003)



III.2 Data communication throughput

Data communication throughput is expressed by dividing the total number of bytes sent in the data
communication phase by the time taken between the first packet's departure and the last packet's
arrival. Data communication throughputs of the upstream and downstream directions are specified.
Performance parameters for evaluating the variation during data communication, like FTP bulk
communication, are also necessary.

III.3  Overall communication throughput

Overall communication throughput is expressed by dividing the total number of bytes sent in
overall communication by the time taken between the first packet's departure in connection
establishment and the last packet's arrival in connection clearing. Connection throughputs of the
upstream and downstream directions are specified. Overall communication throughput is a measure
of the performance of the whole connection including connection establishment, data
communication, and connection clearing.

Appendix IV

Bibliography
RFC 2330 (1998), Framework for IP Performance Metrics.
RFC 3148 (2001), A Framework for Defining Empirical Bulk Transfer Capacity Metrics.
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