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ITU-T Recommendation Y.140.1

Guideline for attributes and requirements for interconnection between
public telecommunication network operators and
service providers involved in provision of
telecommunication service

Summary

Based on the framework set forth in ITU-T Rec. Y.140, this Recommendation concentrates on one
of the interconnection scenarios relevant to GII, the interconnection between operators of public
telecommunication networks (PTNOs) and service providers (SPs). After looking at the situation
before and during transition to a full implementation of the so-called enterprise model, attributes of
reference points for interconnection between PTNOs and SPs are dealt with in some detail. Separate
clauses treat the various aspects of these attributes, in particular, security, service interaction,
charging/billing, service availability, access to a network address and management. The content of
this Recommendation should be seen as a guideline for consideration by involved parties when
implementing the GII concept within a Next Generation Network.

Source

ITU-T Recommendation Y.140.1 was approved on 29 March 2004 by ITU-T Study Group 13
(2001-2004) under the ITU-T Recommendation A.8 procedure.

Keywords

Essential requirements for service provision, Global Information Infrastructure, interconnection,
interconnection interfaces, public policy, reference points for interconnection.
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The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
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these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.
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NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure e.g. interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some
other obligatory language such as "must" and the negative equivalents are used to express requirements. The
use of such words does not suggest that compliance with the Recommendation is required of any party.
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involve the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence,
validity or applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others
outside of the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementors
are cautioned that this may not represent the latest information and are therefore strongly urged to consult the
TSB patent database.
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All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Introduction

The objective of this Recommendation is to elaborate on one aspect of ITU-T Rec. Y.140 and is
intended to supplement it. The reader should be aware of the content and considerations of ITU-T
Rec. Y.140.

ITU-T Rec. Y.140 describes the reference points for technical interconnection between various
entities involved in the provision of telecommunication services. One of the areas identified by
ITU-T Rec. Y.140 as to where technical interconnection is required, is "for the access and/or
interconnection of a service provider to products of a public network operator" (item b of
clause 8/Y.140).

This Recommendation (ITU-T Rec. Y.140.1) looks in more detail at this relationship between the
service provider and the network operator, and at the elements of the interconnection interface that
results as a consequence of this relationship.

It needs to be recognized at the outset that the elements of the technical interconnection between
these two entities, the network operator and the service provider, arise not only from the needs of
these two entities. External forces also play a role in determining the elements of interconnection
that will exist between these two entities. For example, service subscribers' needs will also
influence the nature of the interconnection between the network operator and the service provider.
Also, government regulators may impose certain requirements on the nature of the interconnection
between the two parties. (It is to be noted in passing that there may be an inverse relationship
between the extent to which the network operator and the service provider take the needs of the
service subscriber into account voluntarily, and the need for government regulation, as a matter of
public policy, to require the two entities to do so. If the network operator and service provider act
voluntarily in a way that satisfies public policy, the need for government regulation may be
reduced. This relationship is also known as co-regulation.)

Also, the nature of the technical interconnection that is agreed upon between the two parties will
need to be captured in a contractual agreement between them.

Figure 1 portrays these relationships in diagram form. The focus of this Recommendation is on the
technical aspects of the interconnection between the network operator and the service area (the
shaded area). However, it is recognized that the interests of other parties (identified in the diagram
outside the shaded area) may impact this relationship. Therefore, although the Recommendation
only addresses the shaded area, references in the Recommendation are made, where appropriate, to
identify places where these external forces may impact these reference points. Contractual
agreements are also outside the scope of this Recommendation. Also, in some places, the
Recommendation identifies reference points that may be impacted by external contractual
agreements.

More background information about how the influence of the changing regulatory environment may
impact the technical aspects of these reference points may be found in the attached bibliography.

v ITU-T Rec. Y.140.1 (03/2004)



ITU-T Recommendation Y.140.1

Guideline for attributes and requirements for interconnection between
public telecommunication network operators and
service providers involved in provision of
telecommunication services

1 Scope and purpose

This Recommendation deals with the interconnection of service providers and (public) networks (in
short, this type of interconnection will be called service provider access). The Recommendation
should not be seen as an obligation for the parties involved, but should be considered as a Guideline
assisting in recognizing and implementing the adequate essential attributes and/or requirements in a
voluntary manner facilitating the public policy objectives.

Therefore, two aspects/perspectives have to be considered:

a) service providers' requirements on network operators in delivering telecommunication
services; and

b) network operators' requirements for the provision of service provider access.

As illustrated in Figure 1/Y.140, a set of possible reference points for interconnection (RPIs) is
introduced. In clause 8/Y.140, it is pointed out that there might be a couple of essential attributes
and/or requirements relating to different classes of interconnection interfaces. Class b of these
relates to the interconnection of service providers to (products of) public network operators. This
Recommendation proposes a description of attributes/requirements for the class b interconnection
interfaces.

Indirect SPA, i.e., accesses where intermediate networks are involved, will not be considered in this
Recommendation.

An example of a possible scenario is given in Figure 1. It shows an environment of involved parties
where many different roles and relationships exist. In this Recommendation, only the grey
shadowed area is dealt with.

ITU-T Rec. Y.140.1 (03/2004) 1
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Figure 1/Y.140.1 — Example of relationships between involved parties

The scope of this Recommendation is to describe generic functional requirements regarding the
service provider access. The priority of each requirement is based on the need perceived from the
viewpoint of either the service provider, a, or the (public) network operator, b. To fulfil these
requirements, appropriate protocols may have to be enhanced or developed, particularly taking into
account network integrity considerations.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published. The reference to a document within
this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[1] ITU-T Recommendation F.115 (1995), Service objectives and principles for future public
land mobile telecommunication systems.

[2] ITU-T Recommendation H.235 (2003), Security and encryption for H-series (H.323 and
other H.245-based) multimedia terminals.

[3] ITU-T Recommendation J.93 (1998), Requirements for conditional access in the secondary
distribution of digital television on cable television systems.

[4] ITU-T Recommendation J.95 (1999), Copy protection of intellectual property for content
delivered on cable television systems.

[5] ITU-T Recommendation Q.1290 (1998), Glossary of terms used in the definition of
intelligent networks.

[6] ITU-T Recommendation X.800 (1991) | ISO/IEC 7498-2:1989, Security architecture for
Open Systems Interconnection for CCITT applications.
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[7] ITU-T Recommendation Y.140 (2000), Global Information Infrastructure (GII): Reference
points for interconnection framework.

[8] ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 2: Security Architecture.

[9] ETSI ES 201671 V2.1.1 (2001), Telecommunications security, Lawful Interception (LI);
Handover interface for the lawful interception of telecommunications traffic.

[10]  ETSITS 101 331 V1.1.1 (2001), Telecommunications security; Lawful Interception (LI);
Requirements of Law Enforcement Agencies.

[11]  ETSIETR 232 ed.1 (1995), Glossary of security terminology.

[12]  ETSIEG 201 722 V1.2.1 (2000), Intelligent Network (IN), Service provider access
requirements, Enhanced telephony services.

[13] ETSIEG 201 781 V1.1.1 (2000), Intelligent Network (IN), Lawful interception.

[14]  ETSIEG 201 807 V1.1.1 (2000), Network operators' requirements for the delivery of
service provider access.

[15] ETSIEG 201 897 V1.2.1 (2002), Service Provider Access Requirements in a Fixed and
Mobile Environment.

[16] ETSIEG 201 899 V1.1.1 (2001), Modelling Service Provider Access Requirements using
an API Approach.

[17] ETSIEG 201 916 V1.1.1 (2001), Development of standards to support Open Inter-Network
Interfaces and Service Provider Access.

[18] ETSIEG 201 965 V1.1.1 (2001), Service Provider Access Management Requirements for
Open Network Access.

3 Terms and definitions

For the purpose of this Recommendation, the term "Service" or "service" is used in a broader sense
and should not be understood in the limited sense of the defined term of ITU-T SG2 as fully
specified "Telecommunication Service".

For the purpose of this Recommendation, the following definitions apply:

3.1 authentication: A process which allows for checking with certainty the identity of a party
involved in a communication. Authentication generally follows identification, establishing the
validity of the claimed identity, providing against fraudulent actions.

3.2 availability!: The property of being accessible and usable upon demand by an authorized
entity [8], [6].

33 confidentiality': The property that information is not made available or disclosed to
unauthorized individuals, entities or processes [8], [5].

34 Fraud (protection)

3.4.1 fraud: The act of acquiring pecuniary advantage by misrepresentation or unauthorized
action.

3.4.2 fraudster: A party who commits fraud.

nn nn

I The definitions of the terms "security", "availability", "integrity" and "confidentiality" are closely linked
together and should be used in the context of the others.
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3.43 equipment fraud: Fraudulent use of the telecommunication network involving the abuse of
terminal equipment, such as a payphone.

3.4.4 network fraud: Fraudulent use of the telecommunication network infrastructure involving
the abuse of network technical facilities, sometimes using a terminal equipment.

3.4.5 service fraud: Fraudulent use of telecommunication services, sometimes involving the
expected or unexpected interaction of two or more services.

3.4.6 subscription fraud: Fraudulent use of the telecommunication network by a party who has
no intention of paying their due bill.

3.4.7 telecommunication fraud: Fraud which is committed directly against the
telecommunication network or its subscribers.

3.5 Integrity!

a) The property that data has not been altered or destroyed in an unauthorized manner [8],

[6], [5]-
b) The ability of a function to withstand being usurped for unauthorized use, or modified to
yield unauthorized results [3], [4].

3.6 lawful interception: Action (based on the law), performed by a network operator/access
provider/service provider, of making available certain information and providing that information to
a law enforcement monitoring facility [13].

3.7 privacy:

— A mode of communication in which only the explicitly enabled parties can interpret the
communication. This may be achieved, e.g., by encryption and shared key(s) for the
cipher [2].

— The right of individuals to control or influence what information related to them may be
collected and stored, and by whom and to whom that information may be disclosed.

NOTE — Because this term relates to the right of individuals, it cannot be very precise and its use
should be avoided except as a motivation for requiring security [6], [1].

3.8 public policy: In the context of telecommunications, public policy is policy that is made by
regulators in their determination of public good and which they may implement by regulations that
are imposed on telecommunication entities.

3.9 security': The protection of information availability, integrity and confidentiality [11].

4 Abbreviations

This Recommendation uses the following abbreviations:
NNI Network-Network Interface

PTN Public Telecommunication Network

PTNO Public Telecommunication Network Operator
SLA Service Level Agreement

SP Service Provider

nmn nmn

' The definitions of the terms "security", "availability", "integrity" and "confidentiality" are closely linked
together and should be used in the context of the others.
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SPA Service Provider Access
SPAI Service Provider Access Interface

SPAR Service Provider Access Requirement(s)
NOTE — The term "Service" (with capital S) is avoided as it is "owned" by SG 2.

5 Security

In this Recommendation security-related issues are addressed in clause 7 "Attributes of Reference
Points for Interconnection between PTNOs and SPs", particularly in 7.1 "Security aspects". In that
clause, security aspects are addressed in relation to the viewpoints of end users on the one hand, and
SPs and PTNOs on the other hand. Furthermore, aspects of integrity (7.1.1), authentication (7.1.2)
and confidentiality (7.1.3) are dealt with, terms which are closely linked to security. As the
Recommendation is to be used basically as a guide, primarily security aspects of general nature are
considered. This is also reflected in clause 2 "References (informative)" where, e.g., most of the
ETSI documents listed are Guides.

6 Situation before and during transition to a full implementation of the enterprise
model

Currently, the enterprise model as described in ITU-T Rec. Y.110 is not fully implemented. In the
past, networks were basically designed for those services which network operators themselves
wanted to offer to their customers. In that situation, in most cases, it was sufficient to design
networks in such a way that they were able to generate and deliver the networks operator's "own"
services. Hence, it was sufficient to provide technical support for in-house purposes only with
respect to access, billing, signalling, integrity, management, and so on. Even if such services were
delivered across more than one network (e.g., across countries or competing network operators),
there was no real requirement to support access of third parties to network internal functions. With
the policy decisions to trust (rely on) market forces and to open up the market, fundamental changes
of the telecommunications' regulatory environment took place.

Firstly, to stimulate competition, the incumbent network operators were obligated by regulators to
grant access to their networks, and parts thereof, to third parties.

With the growing liberalization and evolving new technologies, the design of telecommunication
networks has changed. Those important changes with regard to philosophy and architecture are
outlined, e.g., in ITU-T Recs Y.110 and Y.140.

As a consequence of this "new approach", the telecommunications industry is being reshaped by
fundamental changes in ownership, market structure and technological advancement resulting in
many new challenges. To cope with this new situation, accommodation of the different, and
sometimes divergent, interests of at least three parties (end users, network operators and third party
service providers) has to be ensured.

One of the most important requirements is to ensure integrity of the network, the service and the
data. While in the past the whole management, including service generation, was done by one party
(the network operator), now there is a requirement to open at least parts of the network management
to assist service provision e.g., for signalling, reservation of bandwidth, billing and charging, etc.
One interest of a service provider may be to get more or less direct access to the network. Without
additional measures, this may affect the original (transport) network in such a way that other
services and/or data of other users lose their integrity and/or privacy. Furthermore, the original
network operator may be affected by a third party in such a way that he is unable to ensure a
priority scheme for emergency communications.

Another example may be that a service provider wants to have access to information on terminal
capabilities to offer a customized service, or to "modify" the capabilities, behaviour, functionalities
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and conditions of a terminal. These requests would disturb the rights of at least the user if they take
place without an explicit and individual endorsement by the user. Therefore, it is necessary to have
mechanisms in the terminal, the transport network and the service provision which permit the
support and respect of the interests and rights of the parties involved.

These scenarios may be taken as an example for the requirements/attributes which could be needed
to implement the enterprise model as described in ITU-T Rec. Y.110, and to respond to the
requirements of a fully competitive telecommunication market.

This Recommendation considers several (not exhaustive) properties/attributes of RPIs and should
assist in developing interfaces which respect the interests of the involved parties as far as possible.

7 Attributes of reference points for interconnection between PTNOs and SPs
NOTE — The content of this clause is based on ETSI Guides [12] to [18].

The mutual relationships between PTNOs and SPs are generally laid down in Service Level
Agreements (SLAs). They contain details on the information to be exchanged between the SP and
the PTNO and what mechanisms shall be used for this purpose.

7.1 Security aspects

NOTE - Actual and regularly updated information on security-related matters is provided on the
ITU Website [B-7].

End users, SPs and PTNOs have a range of different business objectives and requirements regarding
the provision of telecommunication services over PTNs. A number of those objectives have been
identified. In order to meet them, security aspects need to be carefully considered in a new
environment with a multitude of interconnections and access configurations for SPs.

Requirements of end users and other parties involved in the service provision may compete with
each other. For example, a user may want to visit websites anonymously, whereas prosecution
authorities are interested in tracing the surfer's activities.

Among the general security risks are: anti-user spoofing (illicit masquerading; replay identity
attacks; diverting and theft of service, etc.); data integrity (data is exactly what was sent: nothing
added, nothing changed, nothing removed), protection against eavesdropping (listening, copying of
data), data/service privacy (the parties in the communication can be secure that their communication
is, and remains, private), trust of parties used when accessing data/transiting data, non-repudiation
(irrefutable evidence that one got the data that was sent, held and generated by a trusted source) and
protection against denial of service attacks.

Whilst checksums, authentication and encryption solve some of these issues, non-repudiation and
protection against denial of service attacks do not have straightforward service-based solutions.
Network and protocols need to be designed to circumvent these problems partially. Other areas of
fraud are for the attention of the police (such as refusal to pay, stealing, etc.). Networks will require
secure and reliable accounting and traceability to protect against service theft and diversion of the
use of resources.

From the viewpoint of the end users, the key requirements are:
— availability of the services;

— correct billing;

— fraud protection;

- confidentiality;

— [sometimes] anonymity; and

— privacy.

6 ITU-T Rec. Y.140.1 (03/2004)



From the viewpoint of the SPs and PTNOs, the key requirements are:

- availability of the network, services, and maintenance;

— correct charging;

— capability of tracing individual calls;

— protection of subscriber-related data against intruders; and

— elimination of fraudulent use of the equipment of the PTNOs and SPs.

Security violations may have a significantly negative business impact for both SPs and NOs,
e.g., loss of income, reputation and market share.

In particular, network integrity is a key issue when inter-network relationships are established
between PTNOs and SPs.

In connection with the SPA, a basic set of facilities may be needed to secure the interfaces between
the PTNOs and SPs. A threat analysis of intelligent network-based interconnections is presented in
ETSI TR 101 365, and some guidelines on the relevant security measures are given in
ETSI TR 101 664.

Screening and mapping functions are used to control and secure bilateral agreements on the
interfaces between the PTNs. Today, the PTNOs have screening and mapping facilities on some of
the interconnecting NNIs, such as the ISDN user part connections of Signalling System No. 7.
These facilities and functions need to be gradually extended to cover all of the interfaces between
the PTNOs and SPs.

Further security aspects associated with mobile, Internet and broadband networks include transfer
of terminal/personal identity information (e.g., International Mobile Subscriber Identity (IMSI),
Electronic Signature, etc.) between the user environment and the service provider, or the support of
secure end-to-end transmission between the user terminal and the service provider application
(e.g., secure socket layer and ciphering technologies).

7.1.1 Integrity aspects

NOTE - For information about responsibilities for ensuring maintenance of network integrity in an
interconnected environment see [B-6].

Network integrity is a question of network management and the ability of the network to maintain
certain characteristics with regard to performance and reliability.

Network integrity is a key issue when a network relationship is established between the PTN and
the SP. The opening of the PTNOQO's networks to the SP involves the broadening of access to stored
data/information. Data shall be adequately protected by use of passwords and partitioning, so that
the integrity and privacy is not compromised.

Network integrity also involves ensuring the integrity of the network elements and providing an
acceptable level of service. Vulnerabilities associated with system integrity may result in service
denial or disruption, or the unauthorized modification of user or network information and network
services.

The evolution of the PTNO's networks needed to support the enhanced services of the SPs creates
the need for planning the growth of real-time switch capacity in concert with the emergence of this
new access service. In order to cope with this issue, PTNOs and SPs should negotiate traffic
engineering aspects to ensure that adequate network capacity is available. If PTNOs and SPs do not
adequately plan for increase capacity, the public network will be vulnerable to disruption and denial
of service problems.

The following aspects should be considered:

— A gateway function between the PTN and the SP, specially the charging/billing messages
and their parameters.

ITU-T Rec. Y.140.1 (03/2004) 7



— The protection mechanism in order to ensure that the SPs do not negatively affect the
services provided in the PTN.

— The authentication/ciphering mechanisms to protect the PTN from the vulnerabilities due to
the SPA.

— On the other hand, in order to maintain network integrity, the following requirements exist:

*  Compatibility measures should ensure that networks and the SPs with different levels
of performance work together correctly.

*  Mechanisms to support conformance testing procedures should exist in order to verify
PTN and SP interoperability.

* SPA increases the potential for vulnerabilities associated with feature interaction
problems in case there is no sufficient level of expertise to deal with this problem.
Feature interaction could disrupt a needed service or be targeted for intentional abuse
by computer intruders. Appropriate measures should be implemented to avoid this kind
of risk.

The range of services offered by SPs is likely to lead to different interface types used for SPA.
These different types of interfaces may require different sets of functionalities within the gateway at
the network boundary.

In future implementations, the viewpoints of PTNOs, SPs and users/subscribers/customers have to
be taken into consideration.

7.1.2  Authentication aspects

Within the framework of "Who has to authenticate himself against whom" several sub-aspects have
to be considered:

— the user versus an SP and/or PTNO (e.g., in case of access);
- the SP versus the PTNO;

— one PTNO versus another (e.g., when packet-based networks are involved, where virtual
connections including tunnelling are involved); and

— also SPs (mutually) if they use different levels ("semi-products") of the value-added chain.

Furthermore, there is also kind of a "passed-through authentication" based on priority rights (e.g., in
case of emergency communications). In general, the verification process itself and the pass-through
mechanism have to be distinguished, i.e., who verifies and how the result can be understood among
the partners in the "authentication chain".

Typical means of authentication are PINs and SIM cards or digital signatures (e.g., in the context of
mobile communications).

In future implementations, the viewpoints of PTNOs, SPs and users/subscribers/customers should
be given particular consideration.

7.1.3  Confidentiality

Confidentiality is an essential requirement in doing business. Safeguarding confidentiality in the
case of face-to-face meetings where only the partners directly involved are present, may be
relatively simple. This does not, ho