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prevent spread of infectious diseases 

 

 

 

Summary 

Supplement 38 to ITU-T X-series Recommendations defines a contact tracing application as a tool 

that enables the identification, assessment, and management of people who have been in contact with 

individuals that may have been infected with a contagious disease to prevent onward transmission. 

These applications help prevent the spread of infectious diseases by proactively finding people at 

higher risk than others due to potential exposure, notifying them if possible and determining whether 

a quarantine is necessary. 

This Supplement guides the development of interoperable systems to automatically trace and inform 

potentially infected users, in addition to manual notification methods, with consideration for reducing 

potential security risks associated with data processed in contact tracing applications. It also describes 

various use cases for contact tracing applications, provides data processing models including their data 

processing flow and identifies threats and risks from a security and personally identifiable information 

(PII) protection perspective. 
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Supplement 38 to ITU-T X-series Recommendations 

ITU-T X.1152 – Supplement on use cases for contact tracing technologies to 

prevent spread of infectious diseases 

1 Scope 

This Supplement describes various use cases for contact tracing technologies. It also provides data 

processing models including their procedures, data processing flow and security considerations. In 

addition, practical use cases are described in Appendix I.  

2 References 

None. 

3 Definitions 

3.1 Terms defined elsewhere 

This Supplement uses the following terms defined elsewhere: 

3.1.1 data processing [b-ISO/IEC 20944-1]: Systematic performance of operations on data. 

NOTE – The term data processing is not a synonym for information processing. Information processing 

includes data communication (e.g., computer networks) and office automation (e.g., satisfying the business 

needs of an entity), whereas data processing does not include data communication and office automation. 

3.1.2 mobile device [b-ISO 12812-1]: Personal device with mobile communication. 

3.1.3 objective [b-ISO/IEC 27000]: Result to be achieved. 

3.1.4 personally identifiable information [b-ISO/IEC 29100]: Any information that (a) can be 

used to identify the PII principal to whom such information relates, or (b) is or might be directly or 

indirectly linked to a PII principal.  

NOTE – To determine whether a PII principal is identifiable, account should be taken of all the means which 

can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 

natural person. 

3.1.5 risk [b-ISO/IEC 27000]: Effect of uncertainty on objectives (clause 3.1.3). 

3.1.6 threat [b-ISO 7498-2]: Potential violation of security. 

3.2 Terms defined in this Supplement 

This Supplement defines the following terms: 

3.2.1 contact tracing: Process of identifying, assessing, and managing people who were in contact 

with individuals that may have been infected with a contagious disease to prevent onward 

transmission. 

3.2.2 manual contact tracing: Conventional contact tracing means that requires interviewing the 

infected patient(s) regarding their lifestyle and sustained contacts using a long list of questions to 

trigger memories and elicit names/addresses. 

4 Abbreviations and acronyms 

This Supplement uses the following abbreviations and acronyms: 

AES Advanced Encryption Standard 

https://www.iso.org/obp/ui/#iso:std:iso-iec:27000:ed-5:v1:en:term:3.49
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BLE Bluetooth Low Energy 

DoS Denial of Service 

ECC Encrypted Country Code 

EphID Ephemeral Identifier 

GPS Global Positioning System 

ID IDentifier 

PII Personally Identifiable Information 

PoW Proof of Work 

PUID Pseudonymous persistent User ID 

RSSI Received Signal Strength Indicator 

TAN Transaction Authentication Number 

5 Conventions 

None. 

6 Overview of contact tracing 

6.1 General 

Contact tracing is the process of identifying, assessing, and managing people who have been in 

contact with individuals that may have been infected with a contagious disease to prevent onward 

transmission. 

Contact tracing applications are designed to limit the spread of infectious diseases by tracking a 

person who has been in close contact with an infected patient. These applications typically use a 

Bluetooth-based system [b-Apple & Google] that stores data on people's phones. When someone has 

officially tested positive for an infectious disease, the system can send a notification to anyone else 

who has recently been near that infected person, requesting them to contact their local health authority 

for medical advice and for testing. 

Bluetooth low energy (BLE) power-conserving variant has emerged as the most promising short 

range wireless network technology to implement the contact tracing service. GPS signals could also 

be used to implement the contact tracing service. 

The data gathered by contact tracing applications can be used to alert people if they pose a risk of 

spreading a contagion and need to isolate. However, a split has emerged between two different types 

of contact tracing applications, the centralized and decentralized models. 

Both models normally use Bluetooth signals to log when smartphone owners are close to each other – 

so if someone has tested positive for a contagious disease, an alert can be sent to other users they may 

have infected. Some other models use GPS signals to provide a contact tracing service. 

There are two types of models of contact tracing applications [b-Criddle]: the centralized contact 

tracing model and decentralized contact tracing model, as shown in Figure 1. Under the centralized 

contact tracing model, the anonymized data gathered is uploaded to a remote server where matches 

are made with other contacts in case a person starts to present with symptoms of a contagious disease.  

In contrast, the decentralized contact tracing model [b-Apple], [b-EU] gives users more control over 

their data by storing it on their mobile device. The mobile device makes matches with people who 

may have contracted the virus. This model may comply with data protection principles described in 

[b-ISO/IEC 29100] and controls described in [b-ITU-T X.1058].  
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Figure 1 – Centralized contact tracing model and decentralized contact tracing model 

A centralized contact tracing model can give authorities more insight into the spread of the virus and 

how well the application is performing. However, the decentralized contact tracing model offers users 

a higher degree of privacy, protecting them from hackers or the State itself revealing their social 

contacts. 

6.2 Entities, methods and protocols for a digital contact tracing system 

A digital contact tracing system informs its users that they have been in contact with individuals that 

may have been infected with a contagious disease. It can be a tool that supports manual contact 

tracing, making it more efficient [b-ETSI GR E4P 002].  

The digital contact tracing system is composed of the following entities, as shown in Figure 2:  

– User: A person that uses the digital contact tracing system through a mobile application on a 

mobile device.  

– Mobile device: An electronic device that utilizes communication networks while in motion, 

responsible for providing the proximity information that is obtained via the proximity 

detection method, by communicating with other mobile devices and with an infrastructure 

through a mobile application.  

– Mobile application: A piece of software running on the mobile device, responsible for 

registering and managing proximity information, communicating with the infrastructure, 

informing the end user that he or she may be infected and notifying the central infrastructure 

if the user tests positive.  
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– Infrastructure (i.e., backend system/server): A set of technology elements (computers, 

databases, networks, etc.) that provides authoritative, trusted information to the mobile 

device. The main role of the infrastructure is to support information sharing between users 

through their mobile devices and apps. Should there be multiple infrastructures potentially 

using different contact tracing protocols, they might exchange information through a 

federation protocol to provide interoperability between the different digital contact tracing 

systems.  

– Health authority: The public authority overseeing the whole digital contact tracing system 

and process and responsible for certifying the infection of a user.  

 

Figure 2 – Entities, methods and protocols for a digital contact tracing system 

The following methods and protocols are needed to implement the digital contact tracing system.  

– Proximity detection method: The method used by mobile devices for detecting their 

proximity (based on Bluetooth signals sent between devices) with potential sources of 

infection.  

– Contact tracing protocol: The protocol between mobile devices and the infrastructure used 

by the mobile application. 

– Federation protocol: A protocol used to exchange information between different 

infrastructures.  

7 Contact tracing models 

7.1 Centralized contact tracing model 

7.1.1 Procedure 

The centralized contact tracing model helps authorities responsible for collecting, processing and 

investigating information to identify exposure to infectious diseases. Records collected through the 

application are sent to a centralized server, then authorities can determine devices of people exposed 

to a confirmed infected patient from the records. After identifying the IDs of devices of exposed 

people, authorities can send alerts to inform them that they may have been exposed to an infectious 

disease. 
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This model has been confirmed to give the authorities more insight into the spread of infection, 

although a reluctance to confirm its superiority exists since it is inherently weak in data protection. 

In centralized systems, ephemeral identifiers are derived from a pseudonym of the user, who has been 

previously registered in the backend system. The central backend server has a trapdoor allowing the 

retrieval of the pseudonym of the user from the ephemeral identifier. Hence, the backend server can 

determine if a user, with a certain pseudonym, is at risk as soon as it recognizes the pseudonym from 

the received ephemeral identifier(s). Therefore, when the user's application connects to the server and 

authenticates under his or her pseudonym, the server can directly tell whether the user is at risk.  

The procedure for a centralized system is as follows:  

– User registration: Each user's application registers to the server. During user registration, a 

pseudonymous user ID is generated by the server and sent to the application. Therefore, the 

backend server sets a pseudonym (pseudonymous user ID) for the application. The backend 

server and the application may determine a way to authenticate the application under 

pseudonym.  

– Setup of identifiers: The application frequently connects and authenticates to the backend 

server to get new identifiers. The backend server or application creates a list of ephemeral 

identifiers which can be mapped to application's pseudonym by using the backend server's 

trapdoor. The ephemeral identifiers are given to the application which stores them in a list 

(of to send ephemeral identifiers).  

– Broadcast of ephemeral identifier: During a given internal, the application constantly 

broadcasts an ephemeral identifier. Every application from other users collects the 

broadcasted ephemeral identifier and stores it in a list of received ones together with coarse-

time information. 

– Reporting: Upon testing positive, a diagnosed user provides his or her own application with 

the appropriate (anonymous) credential to upload (part of) its list of received ephemeral 

identifiers to the backend server. The first user’s application does not authenticate to the 

server. Elements to report are sent separately to prevent the server from linking them. The 

server associates each reported ephemeral identifier with a pseudonym of the original (first) 

user in its database (using the trapdoor) and remembers that said pseudonym has to be 

notified.  

– Status verification: Regularly, the first user’s application connects and authenticates to the 

server to check the status of its user on the server. The server answers whether the user is at 

risk. If at risk, data about the pseudonym of that first user are erased and the user (his or her 

app) should register again. 

7.1.2 Data processing 

When a user installs this application, the backend server is always active. During user registration, a 

pseudonymous user ID is generated by the server and sent to the app. 

For every period t, for example 1 h, the backend server generates a single secret key BKt shared with 

all users. The backend server generates enough BKt keys to cover a larger period in the future, for 

example, 2 days. Then, the application generates an ephemeral BLE ID (EBID) for every t, by 

encrypting their pseudonymous persistent user ID (PUID) with BKt. 

Each application broadcasts its current valid EBIDt via BLE advertisements using the BLE privacy 

feature to prevent the tracking of users who send out continuous BLE advertisements. 

When a user tested positive as infected, the collected data are sent to the backend server for assessing 

which other users are at risk and notifying them. The backend holds these data for up to 3 weeks. To 

upload the data to the backend, a health care professional provides a transaction authentication 

number (TAN) to the infected user by out-of-band means. 
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The backend server associates each EBID received with its corresponding PUID and calculates the 

risk for the PUID holder. 

7.1.3 Security consideration 

In decentralized use cases, the following are considered for security: 

– The application should compute the solution to the PoW challenge, if necessary, to impede 

mass creation of user accounts. 

– The application should provide an authentication to the server and vice versa. 

– The backend server should generate a single secret key BKt. 

– The backend server should share a single secret key BKt with all users in a secure manner. 

– Each application should generate an EBID for every t, by encrypting their PUID with BKt. 

– Each application should broadcast its current valid EBIDt via BLE advertisements using the 

BLE privacy feature to prevent tracking of users who send out continuous BLE 

advertisements. 

– It should not store PII data or location information other than proximity information. 

– To detect proximity, it should use an anonymous ID, EBIDt, which is cryptographically 

derived from the anonymous ID, PUID. 

– An ephemeral BLE ID should be renewed for the short term to make it less unlinkable. 

– The random Bluetooth ID should be cryptographically derived from the anonymous ID so 

that it cannot be inferred from the random Bluetooth ID. 

– Users may decide on the application or transmission of their information. 

– If a user is diagnosed with the infection or is notified as having been exposed to an infector, 

he or she may determine whether to send his or her information to the server or health 

authorities.  

– When a user tests positive for infection, the collected data should be sent to the backend 

server for assessing which other users are at risk and notifying them. 

– Data should be stored and processed only within a device except for a propagation of the 

random Bluetooth ID, or unless a user has consented to transmit his or her information to the 

server. 

– Information generated in the application should strictly be limited to be used for the 

prevention of infectious diseases. 

– Information in the application should be deleted after a period that has been proven to be safe 

epidemically. 

7.2 Decentralized contact tracing model 

7.2.1 Procedure 

The decentralized contact tracing model uses Bluetooth technology on mobile applications for contact 

tracing. To allow contact tracing, the application is designed to create a random Bluetooth identifier, 

broadcast and receive it to measure nearby devices. When the devices are nearby, they receive 

beacons that contain the temporary Bluetooth ID of the other device and metadata that indicates the 

distance from the device. The device lists these IDs and metadata for further use.  

After an updated positive diagnosis list is received from the server, the device compares the list of 

received IDs to the positive diagnosis list. If there is a match, a user is notified on when they were in 

contact with an infected person based on an approximate distance between the users.  
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When a user is diagnosed as positive with an infectious disease or notified that he or she has been in 

contact with someone who has been diagnosed as positive, a user can determine whether to send his 

or her information to the server with explicit consent. 

The procedure for a decentralized system is as follows: 

– Setup of identifiers: A user's application regularly prepares a list of random ephemeral 

identifiers to be used (broadcast) and stores them in a list.  

– Broadcasting of ephemeral identifier: During a certain interval of time, the user's 

application constantly broadcasts an ephemeral identifier. A few weeks after that ephemeral 

identifier is broadcasted for the last time, it is erased from the list of ephemeral identifiers of 

the user. Every other user application collects the ephemeral identifier broadcast by the first 

user and stores it in the other users' list of received ephemeral identifiers with some time 

information.  

– Reporting: Upon testing positive, a diagnosed user provides his or her own application with 

the appropriate credential to upload (part of) his or her list of ephemeral identifiers to send 

(broadcast) to the backend server. The latter publishes it.  

– Status verification: Regularly, the application of the first user checks the newly uploaded 

ephemeral identifiers on the server and checks whether they are an element of his or her list 

of received ephemeral identifiers. This way, the user's application determines if someone is 

at risk.  

7.2.2 Data processing 

The application in a decentralized use case creates a temporary anonymous key within the device to 

derive Bluetooth IDs for broadcast. Bluetooth IDs and metadata to estimate proximity are derived 

from the temporary anonymous key, broadcast and renewed for very short intervals.  

Devices in close proximity receive each other's ID and data and store them in the device. These 

records are not sent to a server nor to health authorities unless a user consents to send his or her 

information after he or she receives a positive diagnosis of infectious disease or is notifies as having 

been exposed to infection. The list of ID and metadata received in the device will be deleted after a 

period that has been epidemically proven to be safe.  

The application could regularly receive list of temporary anonymous key of users who have been 

diagnosed with an infection. Then the application compares matches between the received list and 

records of recent proximity stored in the devices. If there is a match, it notifies to the user when he or 

she was exposed and how far the distance between devices was.  

Once a user is diagnosed with the infection, the user can determine whether to send his or her 

information to the server or health authorities. 

7.2.3 Security consideration 

In decentralized use cases, the following are considered for security: 

– The application should not store PII data nor location information other than proximity 

information. 

– To detect proximity, it should use anonymous ID and random Bluetooth ID cryptographically 

derived from the anonymous ID. 

– IDs should be renewed for the short term to make them unlinkable to previous IDs. 

– The random Bluetooth ID should be cryptographically derived from the anonymous ID so 

that it cannot be inferred from the random Bluetooth ID. 

– Users may decide on the application or transmission of their information. 
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– If a user is diagnosed with the infection or is notified as having been exposed to an infector, 

he or she may determine whether to send his or her information to the server or health 

authorities. 

– Data should be stored and processed only within a device except for the propagation of the 

random Bluetooth ID, or unless a user has consented to transmit his or her information to the 

server. 

– Information generated in the application should be strictly limited to be used for the 

prevention of infectious diseases. 

– Information in the application should be deleted after a period that has been proven to be safe 

epidemically. 
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Appendix Ⅰ 

 

Practical use cases for contact tracing systems 

I.1 Decentralized privacy-preserving proximity tracing [b-DP^3T] 

The system in [b-DP^3T] represents a decentralized contact tracing approach. The main objectives 

of the system are to enable a quick notification of contacts at risk and to help epidemiologists to 

analyse the spread of the virus.  

The system is based on the broadcast of identifiers (IDs) through Bluetooth Low Energy (BLE) by 

the user's smartphone. Therefore, nearby users are enabled to receive and store such IDs. If an infected 

person is detected, their smartphone is authorized to send their IDs to the backend, which in turn 

broadcasts the IDs to the users of the system. Then, each receiving user compares the received IDs 

against the list of stored IDs, and in the case of an ID match, the application notifies the user that they 

have been in contact with an infected person. 

The system only requires a backend server and the users' mobile devices, where the corresponding 

application is installed. Furthermore, the existence of a health authority is assumed. Then, the 

following two main processes are defined: 

i) Generation and storage of ephemeral IDs (EphIDs); 

ii) Proximity tracing. 

I.1.1 Generation and storage of ephemeral IDs (EphIDs)  

Each mobile device broadcasts changing ephemeral IDs (EphIDs), which are sent through BLE 

beacons (advertisements). These IDs are generated from a secret key, SKt, where t represents the 

current day. Furthermore, the same key is refreshed every day by using a hash function H, in such a 

way that:  

  SKt = H(SKt − 1).  

This is a hash chain scheme, meaning that if a key is compromised, then all the subsequent keys are 

revealed, but earlier keys are not revealed. Then, SKt is used to derive a set of EphIDs by using a 

pseudorandom function (PRF), say, HMAC-SHA-256, and a pseudorandom generator (PRG), say, 

advanced encryption standard (AES) in counter mode: EphID1 || … || EphIDn = PRG PRF (SKt, 

"broadcast key")). 

To avoid location tracking, each EphID has a validity period of several minutes. EphIDs are received 

by nearby users through BLE advertisements. Then, each EphID is stored by these users together with 

an exposure measurement, e.g., signal attenuation, and the day when the beacon was received. This 

process is shown in Figure I.1. Furthermore, each user's application locally stores their own keys SKt 

that were generated during the epidemiologically relevant time, e.g., 21 days. 

 

Figure I.1 – Generation and storage of ephemeral IDs (Redrawn from [b-DP^3T]) 
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I.1.2 Proximity tracing 

The process of proximity tracing illustrated in Figure Ⅰ.1 is triggered when a user is diagnosed as 

infected by the health authority.  

This authority is responsible for notifying test results, authorizing users to upload information to the 

backend server, and calculating the time during a patient is contagious, also known as the "contagious 

window". When a person is diagnosed as contagious and is certified by the health authority, the 

mobile device of the patient uploads the key SKt and the first day t that they were considered to be 

contagious. The backend will receive a pair (SKt, t) of each infected individual. The different (SKt, t) 

pairs are periodically downloaded by registered users. It should be noted that the backend is only 

intended to broadcast this information, instead of processing any data. With this information, users 

are enabled to compute the list of EphIDs associated to a given (SKt, t) pair. If one of these EphIDs 

is included in their stored list, it means the user was in contact with an infected person. Then, for each 

matching beacon, the data on receive time and exposure measurement is sent to an exposure 

estimation component, which is intended to estimate the duration of the smartphone owner's exposure 

to infected users in the past. 

 

Figure Ⅰ.2 – Process of proximity tracing (Redrawn from [b-DP^3T]) 

I.2 Centralized privacy-preserving proximity tracing [b-Martin], [b-PEPP-PT] 

An example of a centralized tracing system is given in [b-PEPP-PT]. This system comprises the 

following components: 

i) A user mobile application for proximity tracing; 

ii) A backend server for generating temporary IDs used with the application and processing the 

data received by the application; and 

iii) A push notification service to trigger the application to pull notification from the backend. 

The interactions among the components are depicted in Figure I.3. These interactions are facilitated 

by the following protocols: 

i) User registration; 

ii) Proximity tracing of other mobile devices; 

iii) Sharing collected proximity data with the server; 

iv) Federation with other backends. 
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I.2.1 User registration 

When a user installs this application, the backend server is always active. During user registration, a 

pseudonymous user ID is generated by the server and sent to the application. Since identifying 

attributes such as email accounts and phone numbers are not used in this scheme, a combination of a 

proof of work (PoW) and a CAPTCHA can be used in order to impede the mass creation of user 

accounts. The PoW makes registrations quite expensive and prevents denial-of-service (DoS) attacks 

by unauthenticated requests, while CAPTCHA requires human interaction. The registration steps are 

the following: 

– The user requests to register to the backend; 

– PoW and CAPTCHA challenges are sent to the application; 

– The application computes the solution to the PoW challenge and the user solves the 

CAPTCHA; 

– The two challenge results are sent to the backend and verified; 

– The application receives client authentication credentials, i.e., random client ID and client 

secret key; and 

– The backend server stores the application's client authentication credentials, a unique 128-bit 

random pseudonymous persistent user ID (PUID) and a push notification ID (PID). 

After registration, when the application needs to communicate with the backend, it uses its client 

authentication credentials to retrieve a client access token. Then, the application uses this token to be 

authenticated by the backend server. The tokens are solely used for this authentication, and they are 

valid for a limited period of time. The authentication credentials are only used to issue access tokens. 

Whenever needed, the server uses the PUID to generate and send to the application one or a batch of 

pseudorandom temporary IDs. 

 

Figure I.3 – User registration and generation and storage of the encrypted pseudonymous 

persistent user ID(PUID) and encrypted PUID EBIt (Redrawn from [b-PEPP-PT]) 

I.2.2 Proximity tracing 

For every period t, for example, 1 h, the backend server generates a single secret key BKt shared with 

all users. The backend server generates enough a set of BKt keys to cover a larger period in the future, 

for example, 2 days. Then, the application generates an ephemeral BLE ID (EBID) for every t, by 

encrypting their PUID with BKt. 
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  EBIDt(PUID) = AES (BKt, PUID)  

where EBIDt is an encrypted PUID with BKt using AES algorithm. 

Each application broadcasts its current valid EBIDt via BLE advertisements using the BLE privacy 

feature to prevent the tracking of users, who send out continuous BLE advertisements. Using this 

feature, temporary addresses instead of fixed hardware addresses are transmitted. The application 

implementation must use a new temporary address with every new EBID, to avoid linking of these 

two IDs. 

Each application also constantly scans for other BLE broadcasts from [b-PEPP-PT] apps and records 

the received EBIDs, the current time and metadata of the BLE connection. The metadata include 

parameters such as the received signal strength indicator (RSSI) and outgoing and incoming signal 

levels (TX/RX power), which can assist in calculating the distance between the two communicating 

smartphones. The above data are stored only on the smartphone for as long as the user is not infected, 

and they are deleted after the epidemiologically relevant time, for example, 21 days. 

 

Figure I.4 – Sharing proximity data with the backend server and federation with other 

backend server (redrawn from [b-PEPP-PT]) 

I.2.3 Sharing proximity data with the server 

When a user has tested positive, the collected data from adjacent mobile devices are sent to the 

backend server for assessing which other users are at risk and notifying them. The backend server 

holds these data for up to 3 weeks. To upload the data to the backend, a healthcare professional 

provides a transaction authentication number (TAN) to the infected user by out-of-band means.  

The backend server associates each EBID received with its corresponding PUID and calculates the 

risk for the PUID holder. 

To protect the privacy of infected users from eavesdroppers, in the German concept NTK proposed 

implementation PETT-PT [b-Fraunhofer AISEC], the backend server pushes notifications to infected 

users as well as to a random number of other user apps. The push notification acts as a trigger for the 

application to send a pull request to the backend. For users at risk, the pull request returns information 

to the user about potential infection and instructions. For the rest of the users, the exchanged messages 

are just "noise" and no information or instructions are provided by the app. In ROBERT (ROBust and 

privacy-preserving proximity Tracing protocol) [b-INRIA], a pure pull approach is followed where 

the application regularly inquires the backend server with its EBIDs. According to the risk assessment 

procedure run on the server, the application pulls a notification informing the user whether they are 

at risk or not. 
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I.2.4 Federation with other backends  

To facilitate the federation of backend services, it is only necessary for a backend to recognize the 

originating backend of an EBID. This can be achieved by including an encrypted country code (ECC) 

into the EBID so that, for example, the ECC consumes 1 byte out of the 16 bytes available for the 

EBID. When a foreign backend receives an EBID that does not belong to it, it just forwards it to the 

home backend. The home backend is responsible to determine how the BKt keys and EBID are 

constructed, as well as how the risk analysis is performed. 
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