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Supplement 32 to ITU-T X-series Recommendations

ITU-T X.1058 — Supplement on code of practice for personally identifiable
information (PII) protection for telecommunications organizations

Summary

Supplement 32 to X-series Recommendations aims to complement the information provided in ITU-T
X.1058 by providing additional implementation guidance for personally identifiable information (P11)
protection, which are not described in ITU-T X.1058, but should further be applicable to
telecommunications organizations to address PII protection.

The number of telecommunications organizations processing PIl is on the rise. Accordingly,
expectations for the protection of PII are also increasing.

The protection of Pl is driving the need for a set of additional controls and implementation guidance
for PII protection, which are applicable to telecommunications organizations. The guidance presented
in this Supplement are additions to those described in ITU-T X.1058.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this publication, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must™ and the negative equivalents are used to express requirements. The use of such words does not suggest
that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this publication may involve the
use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the publication development process.

As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent database
at http://www.itu.int/ITU-T/ipr/.

© ITU 2019

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

ii X series — Supplement 32 (03/2018)


http://www.itu.int/ITU-T/ipr/

Table of Contents

Page

ST ol0] o[- PRSP UPRTPRRTPIN 1

2 RETEIBNCES. ... ettt ettt et e ste et re e re et 1
3 Terms and DefiNITIONS ........cvoiiiiiiie bbb 1
3.1 Terms defined EISEWNEIE ... 1

3.2 Terms defined in this SUPPIEMENT ..o 2

3.3 ADbbreviations and aCrONYMS ........ccoviiiiierisie e 2

4 (@Y= AT YRR 2
4.1 INEFOAUCTION ...t bbb 2

4.2 Objective of this SUPPIEMENT .......cco i 3

4.3 Structure and intent of this SUpplEMENt ..o 3

5 Information SECUNItY POLICIES ......ccveeiiiie e 3
5.1 Management directions for information Security ...........cccoccevveiivevecieseennne 3

6 Organization of iNfOrmation SECUILY.........c.ccveiiiiieie e 3
6.1 Internal OrganiZation...........c.ccveieiieie e 3

6.2 Mobile devices and teleWOorking............cooovveveiieiieic e 4

7 HUMAN FESOUICE SECUNILY ....vieuieiieieitesiesie sttt bbbt 4
7.1 Prior t0 emMpPlOYMENT .....c.ooiiieie s 4

7.2 DUuring eMPIOYMENT........ooiiiece et 5

7.3 Termination and change of employment............cccooe e, 5

8 ASSET MANAGEIMENT ... e e e 5
8.1 ReSPONSIDIItY FOr @SSETS.......oiviiiiiiiieieiee e 5

8.2 Information ClassifiCatioNn............ccoiiiiiiiieiie e 6

8.3 Media handliNg .........ccoooiiiiie e 6

9 ACCESS CONIIOL......eiie ettt e st et e e s teenaeereesreeneeenee e 6
9.1 Business requirement of access CONLIol...........ccccoovviriniciiieic e 6

9.2 USEr aCCeSS MANAGEIMENT.......cciiiieiriieeiiieeiirte e stre e e st e e e srbe e snbeeennnees 6

9.3 User reSPONSIDITILIES .........coiiiiiiiece e 7

9.4 System and application access CONLrol ..........cccovvieieeie i 7

10 08 Y/ o1 (0T [ :10] 1)V AR POUPRRRRPTST 7
10.1  CryptographiC CONIOIS ......ccviiieiice e 7

11 Physical and environmental SECUIILY ...........cooiiiiiiiiiiie e 8
11.1 SBOUIE AIBAS ...ttt eutee et et ee sttt et e sttt e s e e et e e rb e et e s sb e et e esteenbeeenbeenbeeenteenreeenes 8

11.2 EQUIPIMENT. ...t e 8

12 OPEIALIONS SECUITLY ....eeviiiiieitie st e sttt e et e e sbe e s e e s beeenreesbaeanbeesraeateea 9
12.1 Operational procedures and responsSibilities..........cocovveiviiie i, 9

12.2 Protection from MalWare ............coovevveie e 9

12.3 BACKUPD ...t 9

X series — Supplement 32 (03/2018) iii



12.4 Logging and MONITOTING .....c.eeiveiieieeiecee e
12.5  Control of operational SOFtWArE.............coeieiiiieiiie e
12.6  Technical vulnerability management ...........cccocooeieiinininieieese s
12.7 Information systems audit CONSIAEratioNnsS ...........ccooceiiereniieneene e
13 COMMUNICALIONS SECUITEY ...ttt
131 Network security Management...........c.ooveeieienereneeeeeeee e
13.2 INFOrmMAation tranNSTEr.......c.viie e
14 System acquisition, development and maintenancCe ............ccoccveveeveereiiese e
14.1  Security requirements of information SyStems.........c.ccccevvivevieviveiesieseenns
14.2  Security in development and SUPPOIt PrOCESSES.........coereeeeieereerieriesiesieeieenes
I 11 o - L DR OR PRSPPSO
15 Supplier relatioNSNIPS .....c.ociiiece e e
15.1 Information security in supplier relationships.........cccccovveieiieiie i
15.2  Supplier service delivery management.........ccocoveierinininieeienese s
16 Information security incident ManagemMent ...........ccccvvevveieciese e
16.1 Management of information security incidents and improvements................
17 Information security aspects of business continuity management .............c.ccoccoevvvnnene
17.1 Information Security CONTINUITY .........ccooveieiiiieiercs e
17.2 REAUNUANCIES .....covieiieiieieie et
18 COMPIIANCE ...ttt bbbttt et bbb
18.1  Compliance with legal and contractual requirements ..........cccccvevevvrieerennnns
18.2 INfOrmMation SECUTILY FEVIEWS ........cciiiiriieieieie ettt
Appendix | — Extended control set for PII proteCtion...........cccoccoveiiiiiininieieiene e
1.1 General policies for the use and protection of Pll..........ccccoovviiiiiiiciinnnnen
1.2 CoNSENt aNd CROICE.......ocueeieiieciece e
1.3 Purpose legitimacy and SPeCifiCatioNn ............ccccovevirineninieee e
1.4 Collection HMITAtION .......ccviieece e
1.5 Data MINIMIZALION ....c.eoveiiiicec e et
1.6 Use, retention and disclosure limitation ..o
1.7 Accuracy and QUAITTY ........oooiiiiiiice
1.8 Openness, transparenCy and NOLICE..........ueveeriererereseee e
1.9 P11 principal participation and aCCESS..........cocvrerieririrenieieere s
1.10 ACCOUNTADIIILY ..o
.11 INFOrMALION SECUNILY ...vviivie et
1.12 Privacy COMPHANCE ......ccveeiiiiiec e
Appendix 11 — Privacy principles in ISO/IEC 29100 .........cccooererireniniiieieieeese e
BIDIOGIapNY . ..o
iv X series — Supplement 32 (03/2018)



Supplement 32 to ITU-T X-series Recommendations

ITU-T X.1058 — Supplement on code of practice for personally identifiable
information (PII) protection for telecommunication organizations

1 Scope

This Supplement provides additional implementation guidance for Personally Identifiable
Information (PIl) protection, to those described in [ITU-T X.1058], which should further be
applicable to telecommunications organizations when addressing P11 protection.

When addressing PII protection, it is intended that telecommunications organizations should use the
associated implementation guidance described in this Supplement as well as those described in [ITU-
T X.1058].

This Supplement is applicable to telecommunications organizations which collect, use, and transfer
PI1I as part of their information processing.

2 References

[ITU-T X.1058] Recommendation ITU-T X.1058 (2017) | ISO/IEC 29151:2017, Information
technology — Security techniques — Code of practice for personally identifiable
information protection.

3 Terms and Definitions

3.1 Terms defined elsewhere
This Supplement uses the following terms defined elsewhere:

3.1.1 cloud service customer [b-ISO/IEC 19944]: Party which is in a business relationship for the
purpose of using cloud services.

3.1.2 cloud service provider [b-ISO/IEC 19944]: Party which makes cloud services available.

3.1.3 control [b-ISO/IEC 27000]: Measure that is modifying risk.
NOTE 1 — Controls include any process, policy, device, practice, or other actions which modify risk.
NOTE 2 — Controls may not always exert the intended or assumed modifying effect.

3.1.4 de-identification process [ITU-T X.1058]: Process of removing the association between a
set of identifying data and the data principal, using de-identification techniques.

3.1.5 management [b-1SO 9000]: Coordinated activities to direct and control an organization.

3.1.6 personally identifiable information [b-ISO/IEC 29100]: Any information that (a) can be
used to identify the PII principal to whom such information relates, or (b) is or might be directly or
indirectly linked to a PII principal.

NOTE — To determine whether a Pl principal is identifiable, account should be taken of all the means which

can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that
natural person.

3.1.7 PII controller [b-ISO/IEC 29100]: Privacy stakeholder (or privacy stakeholders) that
determines the purposes and means for processing personally identifiable information (P11) other than
natural persons who use data for personal purposes.

NOTE — A PII controller sometimes instructs others (e.g., PIl processors) to process PII on its behalf while the
responsibility for the processing remains with the PII controller.
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3.1.8 PII principal [b-ISO/IEC 29100]: Natural person to whom the personally identifiable
information (P1I) relates.

NOTE - Depending on the jurisdiction and the particular data protection and privacy legislation, the synonym
"data subject" can also be used instead of the term "PII principal”.

3.1.9  PII processor [b-ISO/IEC 29100]: Privacy stakeholder that processes personally identifiable
information (PII) on behalf of and in accordance with the instructions of a P1l controller.

3.1.10 policy [b-ISO/IEC 27000]: Intentions and direction of an organization, as formally expressed
by its top management.

3.1.11 privacy principles [b-ISO/IEC 29100]: Set of shared values governing the privacy
protection of personally identifiable information (PIl) when processed in information and
communication technology systems.

3.1.12 processing of PII [b-ISO/IEC 29100]: Operation or set of operations performed upon
personally identifiable information (PII).
NOTE — Examples of processing operations of PIl include, but are not limited to, the collection, storage,

alteration, retrieval, consultation, disclosure, de-identification, anonymization, pseudonymization,
dissemination or otherwise making available, deletion or destruction of PII.

3.1.13 sensitive PIl [b-ISO/IEC 29100]: Category of personally identifiable information (PlI),
either whose nature is sensitive, such as those that relate to the PII principal's most intimate sphere,
or that might have a significant impact on the P11 principal.

NOTE - In some jurisdictions or in specific contexts, sensitive Pl is defined in reference to the nature of the

PIl and can consist of PII revealing the racial origin, political opinions or religious or other beliefs, personal
data on health, sex life or criminal convictions, as well as other PII that might be defined as sensitive.

3.1.14 telecommunications organizations [b-ITU-T X.1051]: Business entities who provide
telecommunications services in order to meet the demand of others.

3.1.15 telecommunications service customer [b-ITU-T X.1051]: Person or organization who
enters into a contract with telecommunications organizations to be offered telecommunications
services by them.

3.1.16 telecommunications services [b-ITU-T X.1051]: Communications using telecommunications
facilities, or any other means of providing communications either between telecommunications service
users or telecommunications service customers.

3.2 Terms defined in this Supplement

This Supplement defines the following term:

3.2.1 PII protection policy: Overall intention and direction, rules and commitment, as formally
expressed by the personally identifiable information (PII) controller related to the processing of PlI
in a particular setting.

3.3 Abbreviations and acronyms

This Supplement uses the following abbreviations and acronyms:

Pl Personally Identifiable Information
4 Overview
4.1 Introduction

This Supplement is structured in a format similar to [ITU-T X.1058]. In cases where objectives and
controls specified in [ITU-T X.1058] are applicable without the need for additional information, only
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a reference is provided to [ITU-T X.1058]. A PIlI-specific set of controls and implementation
guidance is described.

In cases where controls need additional implementation guidance specific to telecommunications
organizations, the [ITU-T X.1058] control is repeated without modification, followed by the specific
telecommunications guidance related to the control.

4.2 Objective of this Supplement

This Supplement provides implementation guidance specific to telecommunications organizations
applicable to PII protection.

4.3 Structure and intent of this Supplement

This Supplement follows the basic structure of [ITU-T X.1058]. If there is no additional
implementation guidance or other information, this Supplement does not include the corresponding
[ITU-T X.1058] clauses; guidance and other information described in the [ITU-T X.1058] clauses

apply.

5 Information security policies

5.1 Management directions for information security
The objective specified in clause 5.1 of [ITU-T X.1058] applies.

5.1.1 Policies for information security

Clause 5.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should appoint a management-level individual who is in charge
of PII protection.

Telecommunications organizations should augment their PII protection policy to contain a
statement(s) concerning support for, and commitment to, managing compliance with applicable PlI
protection legislation and contractual terms agreed upon between the cloud PII processor and its
clients (cloud service customers).

5.1.2 Review of the policies for information security

Clause 5.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

6 Organization of information security

6.1 Internal organization
The objective specified in clause 6.1 of [ITU-T X.1058] applies.
6.1.1 Information security roles and responsibilities

Clause 6.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should appoint a top management individual, who is responsible
and accountable for all PII protection.
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Telecommunications organizations should designate a point of contact for use by the PII principal
regarding the processing of PIl under the PII processing contract.

When telecommunications organizations use a cloud service provider, the telecommunications
organizations should maintain a point of contact designated by the cloud service provider regarding
the processing of PII under the data processing contract.

In this case, contractual agreements should allocate responsibilities among the cloud PII processors,
its sub-contractors and the telecommunications organization, taking into account the type of cloud
service.

6.1.2  Segregation of duties

Clause 6.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

6.1.3 Contact with authorities

Clause 6.1.4 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

When telecommunications organizations receive inquiries from law-enforcement agencies or
investigative organizations regarding PII relating to telecommunications service users, these
telecommunications organizations should confirm that the inquiries have been vetted through
legitimate processes and procedures, according to national laws and regulations related to PlI
protection.

Telecommunications organizations should have procedures in place that specify how identified
Pll-leakage incidents should be reported in a timely manner.

6.2 Mobile devices and teleworking

The objective specified in clause 6.2 of [ITU-T X.1058] applies.

7 Human resource security

During the course of employment (from pre-employment screening to termination of employment
and beyond), telecommunications organizations process P1l of employees. This information shall be
adequately protected throughout its lifecycle.

7.1 Prior to employment

The objective specified in clause 7.1 of [ITU-T X.1058] applies.

7.1.1 Screening

Clause 7.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should also further consider more detailed background checks for
candidates that may be given access to PII processing systems. Screening should be carried out with
regard to ethics, appropriate knowledge and skills.

7.1.2 Terms and conditions of employment

Clause 7.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.
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The following additional guidance for telecommunications organizations applies:

The legal rights and responsibilities regarding PII protection, which telecommunications
organizations should take into account, are included in the laws and regulations related to PlI
protection.

Telecommunications organizations should ensure that employees and contractors follow all legal
rights and responsibilities regarding PIl protection as a term and condition of employment.

7.2 During employment

The objective specified in clause 7.2 of [ITU-T X.1058] applies.

7.2.1 Management responsibilities

Clause 7.2.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should appoint telecommunications engineers and other staff,
who have the correct credentials, appropriate knowledge and skills, to be in charge of the supervision
of matters related to installation, maintenance and operation of PII protection facilities for all
telecommunications business. The relevant telecommunications engineers and other staff should be
well aware of their assigned roles and responsibilities.

7.2.2  Information security awareness, education and training

Clause 7.2.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should have educational and training programs in place for
relevant staff to be made aware of possible consequences on cloud PII processors (i.e., legal
consequences, loss of business, brand or reputational damage), on staff members (i.e., disciplinary
consequences) and on PII principals (i.e., physical, material and emotional consequences) of
breaching privacy or security rules and procedures, especially those handling PII.

7.3 Termination and change of employment

The objective specified in clause 7.3 of [ITU-T X.1058] applies.

The following additional guidance for telecommunications organizations applies:

Employees’ P1I should be deleted, stored or archived based on data retention policies with notice and
consent of the employee.

8 Asset management
8.1 Responsibility for assets
The objective specified in clause 8.1 of [ITU-T X.1058] applies.

8.1.1 Inventory of assets

Clause 8.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.
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The following additional guidance for telecommunications organizations applies:

When developing and maintaining an inventory of assets, telecommunications organizations should
clearly define and document responsibilities between telecommunications facilities of the
organization and those for PII protection.

The list of assets related to PII protection should be comprehensive and cover all assets related to PlI
protection for network facilities, services and applications.

8.2 Information classification

The objective specified in clause 8.2 of [ITU-T X.1058] applies.

8.2.1 Classification of information

Clause 8.2.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should:
— when partitioning P11, identify PIl useful for each individual business process;
— logically separate PII that is useful for each business process;

—~ manage access rights according to individual business processes (e.g., payroll management,
vacation request management, career advancement) and establish a dedicated IT environment
for systems that process the most sensitive PlI; and

—~ regularly confirm that PII is partitioned effectively and that recipients and interconnections
have not been added.

8.3 Media handling

The objective specified in clause 8.3 of [ITU-T X.1058] applies.

9 Access control

9.1 Business requirement of access control
The objective specified in clause 9.1 of [ITU-T X.1058] applies.

9.1.1 Access control policy

Clause 9.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

9.1.2 Access to networks and network services

Clause 9.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should implement role-based access controls, with a limited
number of profiles and controlled sets of user access permissions as applicable.

Only authorized users should have access to PIl processed by telecommunications services.

9.2 User access management
The objective specified in clause 9.2 of [ITU-T X.1058] applies.
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9.2.3 Management of privileged access rights

Clause 9.2.4 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should have a formal authorization process for assigning
personnel privileged access rights to massive PIl processing operations, taking into account that
high-risk PIl processing may cause undetected massive breaches of PIl from massive batch PII
processing operations, i.e., batch query, batch modification, batch export, and batch deletion of PII.

Telecommunications organizations should assign privileged access rights to at least two or more
personnel performing high-risk P11 processing operations. At least two or more personnel should have
different privileged rights by presenting at least two or more access rights to prevent the abuse of PII.
9.3 User responsibilities

The objective specified in clause 9.3 of [ITU-T X.1058] applies.

94 System and application access control
The objective specified in clause 9.4 of [ITU-T X.1058] applies.

9.4.1 Information access restriction

Clause 9.4.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Prior to allowing individuals, such as operators and administrators, to use query languages, which
enable automatic retrieval of P1l from databases, organizations should review the validity of the use
of query languages to the PIl processing systems.

When using query languages is compliant with protection requirements, organizations should provide
a technical means of limiting queries to the extent agreed upon. This can mean, for example, that
restrictions of access control can limit the use of queries to a few predefined sensitive fields or records.

10 Cryptography

10.1  Cryptographic controls
The objective specified in clause 10.1 of [ITU-T X.1058] applies.

10.1.1 Policy on the use of cryptographic controls

Clause 10.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should apply cryptography to protect particular types of sensitive
PIl, such as national identification numbers and passport numbers concerning PII principals.

10.1.2 Key management

Clause 10.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:
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When using cloud service providers, telecommunications organizations may manage cryptographic
keys through their entire lifecycle, including generating, storing, retaining, retrieving, distributing,
retiring and destroying keys, which are used to protect PIl stored in the cloud service provider
facilities.

Cryptographic keys for protecting P11 should be protected by cryptographic techniques employed by
the telecommunications organization. Procedures should be established for handling legal requests
for access to these cryptographic keys, e.g., when requested as evidence in a court case, encrypted
PII should be made available in unencrypted form.

11 Physical and environmental security

11.1  Secure areas
The objective specified in clause 11.1 of [ITU-T X.1058] applies.

11.1.1 Physical security perimeter

Clause 11.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should implement the following guidance where appropriate for
physical security perimeters:

— facilities for processing PIl should be equipped with adequate physical intruder detection
systems; and

—~ physical barriers for protecting PIl processing facilities should be effectively installed, with
all local security policies rigorously enforced, at all times, to ensure the protection of
corporate assets.

11.1.2 Physical entry controls

Clause 11.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should consider the following guidance:

- operation rooms for PII protection facilities should be protected by adequate strong entry
controls; and

— facility visitor's PIl should be protected against unauthorized access or viewing, e.g., a
visitor's date and time of entry and departure records should be protected; facilities personnel
should also check a visitor's belongings, at the point of entry and departure.

11.2  Equipment

The objective specified in clause 11.2 of [ITU-T X.1058] applies.

11.2.1 Equipment siting and protection

Clause 11.2.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

If PIl processing systems are sited in the same data centre as telecommunications facilities,
telecommunications organizations should implement appropriate measures to protect customers' PlI
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stored in these systems. Such systems should be physically placed at separate sites in the facility, e.g.,
they should be placed on a different floor or in a different room.

12 Operations security

12.1  Operational procedures and responsibilities
The objective specified in clause 12.1 of [ITU-T X.1058] applies.

12.1.1 Documented operating procedures

Clause 12.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

12.1.2 Change management

Clause 12.1.3 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should consider procedures and records for installation, relocation
and removal of PII processing facilities.

Telecommunications organizations should implement change management processes for PlI
processing facilities, including both physical and logical modifications. When applicable, change
management processes should be reported to and approved by the designated risk owner.

12.1.3 Capacity management

Clause 12.1.4 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

12.1.4 Separation of development, testing and operational environments

Clause 12.1.5 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

When individuals require access to areas for which they normally are not authorized (e.g., operational
areas), robust approval mechanisms should be implemented. Organizations should maintain a record
of all such approvals.

12.2  Protection from malware

The objective specified in clause 12.2 of [ITU-T X.1058] applies.

12.3  Backup
The objective specified in clause 12.3 of [ITU-T X.1058] applies.

12.4  Logging and monitoring
The objective specified in clause 12.4 of [ITU-T X.1058] applies.

12.4.1 Event logging

Clause 12.4.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.
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The following additional guidance for telecommunications organizations applies:

Event logs may contain PIl. Telecommunications organizations should put in place measures, such
as access control, to ensure that logged information is only used for its intended purposes.

12,5  Control of operational software

The objective specified in clause 12.5 of [ITU-T X.1058] applies.

12.6  Technical vulnerability management
The objective specified in clause 12.6 of [ITU-T X.1058] applies.

12.7  Information systems audit considerations
The objective specified in clause 12.7 of [ITU-T X.1058] applies.

12.7.1 Information systems audit controls

Clause 12.7.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

When conducting reviews of logging data, telecommunications organizations should provide
procedures and technical means to protect customers' P1l which may be contained in this logging
data.

13 Communications security

13.1  Network security management
The objective specified in clause 13.1 of [ITU-T X.1058] applies.

13.2  Information transfer
The objective specified in clause 13.2 of [ITU-T X.1058] applies.

13.2.1 Information transfer policies and procedures

Clause 13.2.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Information hiding techniques should be implemented to de-identify a Pl principal from their own
PII or in combination with other related information.

Information hiding should:

— provide only minimum information related to business requirements; and
— hide PII, as much as possible, without affecting service operations.
Information hiding should be used in the following scenarios:

— for graphical user interfaces (GUIs) used in business operations supporting systems, scenarios
where Pl is required to be displayed, as well as scenarios where PII is retrieved in open
environments (e.g., at open spaces and by social network channels); and

— for external interfaces, scenarios where Pl is required to be transferred to external service
systems, e.g., bank systems.
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14 System acquisition, development and maintenance

14.1  Security requirements of information systems
The objective specified in clause 14.1 of [ITU-T X.1058] applies.

14.2  Security in development and support processes
The objective specified in clause 14.2 of [ITU-T X.1058] applies.

143  Test data
The objective specified in clause 14.3 of [ITU-T X.1058] applies.

15 Supplier relationships

15.1  Information security in supplier relationships
The objective specified in clause 15.1 of [ITU-T X.1058] applies.

15.1.1 Information security policy for supplier relationships

Clause 15.1.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Organizations should stipulate each party's obligations in an explicit written agreement accepted by
both parties, when subcontracting is involved.

Appropriate Pl protection should be included in the PII processor's contract in order to hold the
processors accountable for their processing of PII.

15.1.3 Information and communication technology supply chain

Clause 15.1.4 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Supplier agreements between telecommunications organizations and its customers should include
appropriate controls to ensure the non-disclosure of sensitive PII.

15.2  Supplier service delivery management

The objective specified in clause 15.2 of [ITU-T X.1058] applies.

16 Information security incident management

16.1  Management of information security incidents and improvements
The objective specified in clause 16.1 of [ITU-T X.1058] applies.

16.1.1 Learning from information security incidents

Clause 16.1.7 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should establish mechanisms and/or procedures for sharing
lessons learned from past information security incidents to improve incident management including
PII protection.
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17 Information security aspects of business continuity management

17.1  Information security continuity
The objective specified in clause 17.1 of [ITU-T X.1058] applies.

17.2  Redundancies
The objective specified in clause 17.2 of [ITU-T X.1058] applies.
18 Compliance

18.1  Compliance with legal and contractual requirements
The objective specified in clause 18.1 of [ITU-T X.1058] applies.

18.2  Information security reviews
The objective specified in clause 18.2 of [ITU-T X.1058] applies.
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Appendix |

Extended control set for P11l protection

1.1 General policies for the use and protection of P11l

Clause A.2 and the associated implementation guidance and other information specified in
[ITU T-X.1058] apply.

1.2 Consent and choice

The objective specified in clause A.3 of [ITU-T X.1058] applies.

1.2.1 Consent

Clause A.3.1 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

It is recognized, through the words ‘where feasible and appropriate’, that there are certain cases where
consent may be clearly implied or where it would not be necessary to provide a mechanism to obtain
the consent.

1.2.2  Choice

Clause A.3.2 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

1.3 Purpose legitimacy and specification

The objective specified in clause A.4 of [ITU-T X.1058] applies.

1.4 Collection limitation
The objective specified in clause A.5 of [ITU-T X.1058] applies.
The following additional guidance for telecommunications organizations applies:

PII should either be collected from the PII principal directly, or the purpose of collection by the
collector, the consent or other legal grounds, and the absence of revoking choice should be
documented.

In cases where the PII is transferred to another organization, an appropriate process should be
established to: update records upon mirroring content updates, and revoke the consent of PI1 principal
requests from other organizations. Telecommunications organizations should check regularly to
ensure that no additional PII is collected in relation to the PII initially identified.

1.5 Data minimization

The objective specified in clause A.6 of [ITU-T X.1058] applies.

1.6 Use, retention and disclosure limitation
The objective specified in clause A.7 of ITU-T X.1058 applies.
The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should:
— delete unnecessary Pl immediately or as soon as is practical;
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- reduce the types of PII stored (e.g., delete social security numbers if no longer needed),
shorten the retention period for PII that is maintained if it is not necessary to keep it for long
periods of time;

- ensure an adequate level of protection where PI1 is transferred or processed across borders;

- retain P11 collected for monitoring purposes as long as it is necessary to fulfil the legitimate
purposes identified in the notice or as required by law;

- dispose of PII collected for monitoring when it is no longer necessary to retain it;

- retain P1I collected for meeting data retention requirements for only as long as is necessary
to fulfil the purposes identified in the notice or as required by legal requirement;

- appropriately dispose of PII collected, for meeting data retention requirements, when it is no
longer necessary to retain it; and

— use a secure deletion tool for electronic documents and a degaussing device for storage units
that use magnetic technologies, in order to do the above.

1.7 Accuracy and quality

The objective specified in clause A.8 of [ITU-T X.1058] applies.

1.7.1  Data quality

Clause A.8 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

To minimize data inaccuracy, to the extent possible, P1l should be entered into information systems
directly by the PII principal without the need for another person to transcribe the data. However, in
the event that transcription of the PII is unavoidable, organizations should consider enabling the PlI
principal to validate the transcribed PI11. This would help in correcting errors before any consequential
damage results from the processing of inaccurate PII.

1.8 Openness, transparency and notice

The objective specified in clause A.9 of [ITU-T X.1058] applies.

1.9 P11 principal participation and access
The objective specified in clause A.10 of [ITU-T X.1058] applies.

1.10  Accountability
The objective specified in clause A.11 of [ITU-T X.1058] applies.

1.10.1 Governance

Clause A.11.1 and the associated implementation guidance and other information specified in ITU-T
X.1058] apply.

1.10.2 Privacy risk assessment

Clause A.11.2 and the associated implementation guidance and other information specified in [ITU-T
X.1058] apply.

1.10.3 Privacy requirement for contractors and service providers

Clause A.11.3 and the associated implementation guidance and other information specified in [ITU-T
X.1058] apply.
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1.10.4 Privacy monitoring and auditing

Clause A.11.4 and the associated implementation guidance and other information specified in [ITU-T
X.1058] apply.

1.10.5 PII protection awareness and training

Clause A.11.5 and the associated implementation guidance and other information specified in [ITU-T
X.1058] apply.

1.10.6 PII protection reporting

Clause A.11.6 and the associated implementation guidance and other information specified in [ITU-T
X.1058] apply.

.11  Information security

Clause A.12 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should provide a means to periodically monitor and audit PII
protection policies of contractors to ensure effective implementation of requirements specified in
service-level agreements.

.12 Privacy compliance

Clause A.13 and the associated implementation guidance and other information specified in
[ITU-T X.1058] apply.

The following additional guidance for telecommunications organizations applies:

Telecommunications organizations should implement security controls in proportion to the likelihood
and severity of the potential consequences, the sensitivity of the PII, the number of PII principals that
might be affected, and the context in which PII is held.
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Appendix 11
Privacy principles in ISO/IEC 29100

This appendix provides a list of privacy principles described in [b-ISO/IEC 29100] which has been
developed from various existing privacy principles by a number of states, countries and international
organizations, e.g., Organization for Economic Co-operation and Development (OECD) and Asia-
Pacific Economic Cooperation (APEC). These privacy principles should be used to guide design and
development and to implement privacy policies and controls.

— consent and choice;

— purpose legitimacy and specification;
- collection limitation;

—~ data minimization;

—~ use, retention and disclosure limitation;
— accuracy and quality;

— openness, transparency and notice;

— individual participation and access;
—~ accountability;

—~ information security;

—~ privacy compliance.
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[b-1SO/IEC 27018]

[b-1SO/IEC 29100]
[b-1SO/IEC 29134]
[b-BS 10012]
[b-EC]

[b-NIST SP 800-53]

[b-NIST SP 800-122]
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