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ITU-T X.1245 — Supplement on framework based on real-time
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Summary

Supplement 11 to ITU-T X-series Recommendations provides a technical framework based on a
real-time blocking list (RBL) for countering voice over Internet protocol (VolP) spam, which
consists of four functional entities: a VoIP spam prevention system (VSPS), a VoIP spam prevention
policy server (VSPPS), an RBL central system for VoIP spam prevention (VSP-RBL), and a
user-reputation system (URS). This supplement also specifies the functionalities, procedures, and
interfaces of each functional entity for countering VoIP spam.
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telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years,
establishes the topics for study by the ITU-T study groups which, in turn, produce Recommendations on
these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.
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prepared on a collaborative basis with ISO and IEC.

NOTE

In this publication, the expression "Administration" is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this publication is voluntary. However, the publication may contain certain mandatory
provisions (to ensure, e.g., interoperability or applicability) and compliance with the publication is achieved
when all of these mandatory provisions are met. The words "shall" or some other obligatory language such as
"must" and the negative equivalents are used to express requirements. The use of such words does not
suggest that compliance with the publication is required of any party.

INTELLECTUAL PROPERTY RIGHTS
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applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
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As of the date of approval of this publication, ITU had not received notice of intellectual property, protected
by patents, which may be required to implement this publication. However, implementers are cautioned that
this may not represent the latest information and are therefore strongly urged to consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.
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All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the
prior written permission of ITU.
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Supplement 11to I TU-T X-series Recommendations

ITU-T X.1245 — Supplement on framewor k based on real-time
blocking lists for countering Vol P spam

1 Scope

This supplement to ITU-T X.1245 provides a framework based on RBL for countering VoIP spam.
The scope of this supplement consists in:
— defining the functional architecture for countering VoIP spam,

— defining four functional entities: VoIP spam prevention system (VSPS), VoIP spam
prevention policy server (VSPPS), RBL central system for VoIP spam prevention
(VSP-RBL), and user-reputation system (URS) in the framework,

— describing the procedures and interfaces associated with the functional entities.

Compliance with all relevant laws and regulations should be considered before adopting the
anti-spam methods described in this supplement.

2 References
None.
3 Terms and definitions

31 Termsdefined elsewhere
This supplement uses the following terms defined elsewhere:

3.1.1 spam [b-ITU-T X.1240]: The meaning of the word "spam" depends on each national
perception of privacy and what constitutes spam from the national technological, economic, social
and practical perspectives. In particular, its meaning evolves and broadens as technologies develop,
providing novel opportunities for misuse of electronic communications. Although there is no
globally agreed definition for spam, this term is commonly used to describe unsolicited electronic
bulk communications over e-mail or mobile messaging for the purpose of marketing commercial
products or services.

3.1.2 spammer [b-ITU-T X.1240]: An entity or a person creating and sending spam.

3.1.3 spam over instant messaging (SPIM) [b-ITU-T X.1244]: A spam targeting users of
instant messaging service.

3.2 Termsdefined in this supplement

This supplement defines the following terms:

3.21 call spam: Unwanted, automatically-dialled and pre-recorded VoIP telephone calls.

3.22 global RBL: A set of RBLs which are integrated from local RBLs and managed by
VSP-RBL.

3.2.3 inbound domain: Domain to which a call is going.

3.24 local RBL: A set of real-time blocking lists (RBLs) managed by a VoIP spam prevention
policy server (VSPPS) in each domain.

3.25 outbound domain: Domain from which a call is coming out.
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3.2.6 RBL central system for VolP spam prevention (VSP-RBL): An entity that creates and
manages the global real-time blocking list (RBL).

3.2.7 real-timeblocking list (RBL): A list of IP addresses or domain names that can be a basis
to block immediately during VolP call set-up.

3.2.8 user-reputation system (URYS): An entity that calculates the VoIP spam score.
3.29 VolP spam: Spam emerging over VolP services.

3.2.10 VolP spam prevention policy server (VSPPS): An entity that creates and manages the
local RBL.

3.2.11 VolP spam prevention system (VSPS): An entity that detects and blocks VoIP spam
during the call process.

4 Abbreviations and acronyms

This supplement uses the following abbreviations and acronyms:

ACS Auto Calling System

ACTR Average Call Traffic Rate

CBR Call Barring Rate

CDR Call Duration Rate

CERT Computer Emergency Response Team
CIRT Computer Incident Response Team
CRR Call Recipient Rate

ICT Inter Call Time

IM Instant Messaging

IP Internet Protocol

IPSec IP Security Protocol

IVR Interactive Voice Response
p2p Peer to Peer

RBL Real-time Blocking List
SIP Session Initiation Protocol

SPIM SPam over Instant Messaging

TCT Total Call Time

TLS Transport Layer Security
TTP Trusted Third Party

URS User-Reputation System
VoIP Voice over Internet Protocol

VSP-RBL RBL central system for VoIP Spam Prevention
VSPPS  Voice Spam Prevention Policy Server
VSPS Voice Spam Prevention System
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5 Conventions

None.

6 Overview of Vol P spam

6.1 General aspects

VolIP, like e-mail and other Internet applications, is susceptible to abuse by malicious parties that
initiate unsolicited and unwanted communications. Increasingly, telemarketers, prank callers, and
other telephone-system abusers, are likely to target VoIP systems.

VoIP spam is a kind of real-time voice spam emerging over VolIP services, such as telemarketing
that includes communications with a telemarketer and interaction with the IVR system or ACS. The
problem with VoIP spam is the difficulty in detecting unwanted calls; after all, it can be assumed
that recipients are unaware that they are victims of a VoIP spam until they answer it. As VolP
becomes more and more popular around the world, the threat of VoIP spam is also rapidly
increasing.

The following list describes the main characteristics of VoIP spam that have the potential to emerge
as threats to VoIP service providers and users:

— ability to send VoIP spam in bulk and cheaply to unspecified recipients through the
Internet, using equipment or software that generates calls and sends messages
automatically;

— ability to circumvent the spam-filtering policies of service providers because VoIP spam
can be sent directly to a recipient (P2P method);

- inability to analyse content of voice calls. Unlike the contents of e-mails, which can be
analysed before delivery to the recipient, the contents of voice calls are obviously not
available for analysis beforehand. This eliminates the most effective measure that is
currently in use to counter e-mail spam;

— the potential to be more disruptive than e-mail spam because the larger size of voice files
can seriously slow down networks;

— ability for spammers to leave a bogus voice-mail message from a bank, thereby gaining
financial/private information or asking the telephone owner to call a false number.
6.2 Spam flow

There are two types of VoIP spam; one is call spam and the other is instant messaging (IM) spam.
In this supplement, the VoIP protocols focus only on [b-ITU-T H.323] and SIP. Clauses 6.2.1 and
6.2.2 describe the definition and call flow of each type of spam.

6.2.1 Call spam

Spammer Recipient
Call setup

RTP (Advertisement)

X Suppl.11(11)_F01

Figure 1 — Call spam flow

Call spam refers to any of the commercial messages sent via VoIP. Due to the wide array of tools
already available to spammers on the Internet, it is a potential venue for large volumes of
unsolicited calls. Figure 1 describes the call spam flow. After call establishment, the spammer will
send call spam created by an automatic tool to unspecified recipients.
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6.2.2 Instant messaging (IM) spam

Spammer Recipient
Call setup (Advertisement)

»

CANCEL

X Suppl.11(11)_F02

Figure2—IM spam flow

Instant messaging spam is defined as a bulk unsolicited set of instant messages containing the
message that the spammer is seeking to convey. Figure 2 describes the IM spam flow. The spammer
sends IM spam in a call setup message. In the case of e-mail spam, the advertisement is displayed
when the e-mail is opened, and the recipient might immediately remove it by checking the title.
Since the IM spam in VoIP automatically shows up on the screen in the VolIP terminal, the
recipients will be forced to view the advertisement. In addition, the spammer sends IM spam at little
or no cost by putting the telephone down even before a call is established.

7 Functional architecturefor countering Vol P spam

7.1 Overall architecture

The functional architecture for countering VolIP spam consists of two kinds of domains: outbound
domain and inbound domain. The outbound domain and the inbound domain contain senders and
recipients, respectively. The functional architecture consists of four kinds of functional entities as
shown in Figure 3: a VoIP spam prevention system, a VoIP spam prevention policy server, an RBL
central system for VoIP spam prevention, and a user-reputation system. Both domains belong to the
VoIP service provider, while VSP-RBL belongs to the trusted third party (TTP), for example
CERT, CIRT, or a national authority.

The functional architecture is designed to use RBL. Two kinds of RBL are used for countering
VolIP spam: local RBL and global RBL. The local RBL is created using a VoIP spam score defined
in clause 7.5.1, or using a report on VoIP spam from recipients and managed by each VoIP service
provider. However, the global RBL is created by integrating the local RBLs and is managed by
the TTP.

During call set-up, each call is examined by the local RBL in the VSPPS of the outbound domain
and is blocked when the IP address or domain name of the sender is already listed in the local RBL.
Although not blocked by VSPS based on the local RBL, a call with a VoIP spam feature is
immediately blocked when the VoIP spam score of the call calculated by URS exceeds the
threshold. If the call is not blocked in the outbound domain, the VSPPS and URS of the inbound
domain perform the same actions mentioned previously. Otherwise, the call is sent to one or more
recipients. The procedures to counter IM spam are performed in the same manner.

4 X series— Supplement 11 (09/2011)



Outbound Domain Inbound Domain

VSP-RBL

i
Global
I RBL I

<—»VoIP call flow X Suppl.11(11)_F03
Figure 3 —Functional architecturefor countering Vol P spam

7.2 Vol P spam prevention system (VSPS)

The VSPS is generally implemented as an independent server. It can also be implemented in the
existing proxy server or call server. In this case, the administrator should carefully consider the
performance of the proxy server or call server.

Before the sender/recipient communicates with VSPS, he/she is required to go through a mutual
authentication procedure. Establishing a secure channel, such as TLS, IPSec, etc., between the
sender/recipient and VSPS is also required.

The responsibilities of the VSPS of each domain are defined as follows:

The VSPS of the outbound domain basically has three responsibilities:
— To receive the local RBL from the VSPPS of the outbound domain.

— To detect and send information on suspicious senders to the VSPPS of the outbound
domain.

— To block VoIP spam from suspicious senders according to the local RBL.

The VSPS of the inbound domain basically has four responsibilities:

- To receive the local RBL from the VSPPS of the inbound domain.

— To send information on VoIP spam from the recipient to the VSPPS of the inbound domain.
— To detect and send information on suspicious senders to the VSPPS of the inbound domain.
— To block VoIP spam from suspicious senders according to the local RBL.

7.3 Vol P spam prevention policy server (VSPPS)

VSPS and VSPPS are logically separated two functional entities, but they can also be implemented
into one device.

The responsibilities of the VSPPS of each domain are defined as follows:
The VSPPS of the outbound domain basically has three responsibilities:

— To create and manage the local RBL.

— To provide the URS with information on suspicious senders from the VSPS and update the
local RBL when the VoIP spam score of suspicious senders exceeds the threshold.

— To receive and update the local RBL according to the global RBL.

X series— Supplement 11 (09/2011) 5



The VSPPS of the inbound domain basically has four responsibilities:
— To create and manage the local RBL.

— To receive information on VolP spam calls from the recipient and update local the RBL by
extracting the IP address from VoIP spam calls.

— To provide the URS with information on suspicious senders from VSPS and update the
local RBL when the VoIP spam score of suspicious senders exceeds the threshold.

— To receive the global RBL, and update the local RBL reflecting it.

74 RBL central system for Vol P spam prevention (VSP-RBL)

VSP-RBL is implemented as an independent server and managed by TTP. In particular, if there is
one VoIP service provider, VSP-RBL is not necessary.

VSP-RBL has four responsibilities:

— To create and manage the global RBL.

— To gather local RBLs from one or more VSPPSs.

— To combine local RBLs and update the global RBL.
— To distribute the global RBL to one or more VSPPS.

75 User-reputation system (URYS)

URS and VSPPS are also logically separated two functional entities, but they can also be
implemented into one device. A secure channel for exchanging information is required between
URS and VSPPS when they are implemented into two devices.

The URS has two responsibilities:

— To receive information on suspicious senders and evaluate the VoIP spam score, based on
six factors: call recipient rate (CRR), call duration rate (CDR), average call traffic rate
(ACTR), call blocking rate (CBR), inter call time (ICT) and total call time (TCT).

— To notify VSPPS of the VoIP spam score of each suspicious sender.
751 VolP spam score

The VoIP spam score is a quantitative value that reflects how malicious senders are. A sender with
a higher score is most likely to be a spammer. To calculate the VoIP spam score, six factors
described in clause 7.5 are used as quantitative values. They will be minimized or changed
according to the anti-spam policy of service providers.

VoIP spam score = a x CRR + B x CDR + vy x ACTR + 6 x CBR + ¢ x ICT + { x TCT, where
at+B+y+d+e+i=1

The weight of each factor has a value ranging from 0 to 1; the sum of all weights is 1.

Table 1 presents the meaning of each factor; the equation shows how each factor is calculated.

6 X series— Supplement 11 (09/2011)



Table 1 —Factorsin calculating the Vol P spam score

Factor Definition

CRR The ratio of the number of recipients to the number of all attempted calls
The ratio of the number of suspicious calls to the number of all attempted calls, where

CDR a suspicious call is a call whose time duration is shorter than a certain value. For
example, the call duration of a suspicious call would be below 30 seconds because
spammers generally make a call within 30 seconds
The ratio of the number of suspicious calls to the number of all attempted calls, where

ACTR a suspicious call is a call whose required bandwidth is more than a certain value. For
example, if a sender generates traffic over 10% of average call traffic, the call is
considered a suspicious call

CBR The ratio of the number of blocked calls to the number of all attempted calls

ICT Average time interval between the call attempts of a sender per unit time

TCT Average call time when a caller makes a certain number of calls. For example, the

certain number should be bigger than 100

NOTE - Total number of telephone calls should not be too small in order to guarantee efficiency of the
above factors.

7.6 Processfor countering Vol P spam

The sender and recipient communicate through VSPS, which has the role of detecting and blocking

the VoIP spam based on RBL. Therefore RBL should be kept up to date.

The process for countering VoIP spam starts whenever a sender tries to make a call. The process for

countering VoIP spam is shown below.

— When a malicious sender sends a call setup message to the recipient, the VSPS of the
outbound/inbound domain investigates a local RBL to check whether a malicious sender is

listed or not.

- If the malicious sender is listed in the local RBL of each domain, a call is blocked
immediately. If not, the call information is delivered to the URS for calculating the VoIP

Spam SCore.

— When a VolP spam score exceeds the threshold of the service provider, the call is blocked

and a local RBL is updated.

- Otherwise, the call is delivered to a recipient. When a recipient marks the call as VoIP
spam, the recipient sends its information to the VSPPS of the inbound domain and a local

RBL of the inbound domain is updated.

X series— Supplement 11 (09/2011)
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8 RBL update proceduresfor countering Vol P spam

8.1 Global RBL update procedures
Figure 4 shows the global RBL update procedures.

VSP-RBL
X Suppl.11(11)_Fo4

Figure4 — RBL delivery procedure between VSPPSs and VSP-RBL

— At least one VSPPS transmits local RBLs to VSP-RBL.

- When the VSP-RBL receives local RBLs from one or more VSPPSs, it combines local
RBLs and updates the global RBL.

— After updating the global RBL, the VSP-RBL sends the global RBL to one or more
VSPPSs.

8.2 Local RBL update procedure

Figure 5 shows the local RBL update procedure. There are four ways to make the local RBL for
countering VoIP spam.

URS

Information on
suspicious users

Local
RBL ) Global RBL
VSPPS 0 VSP-RBL

A

VoIP spam level

Report
VoIP spam call

Recipient
X Suppl.11(11)_F05

Figure5—Local RBL update procedure
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1)

2)

3)

From the recipient

When the recipient receives a VolP spam call, he/she transmits information on the VoIP
spam call to the VSPPS of the inbound domain.

VSPPS of the inbound domain extracts the [P address from a VoIP spam call and registers
it in the local RBL.

From VSP-RBL

The VSPPS receives the global RBL from VSP-RBL and updates the local RBL
accordingly.

From URS

If URS does not specify whether a call is VoIP spam or not, VSPPS sends information on
the suspicious sender to URS.

URS evaluates the VoIP spam score based on six factors, and notifies VSPPS of the VoIP
spam score of each suspicious sender.

VSPPS updates the local RBL when the VoIP spam score of suspicious senders exceeds the
threshold.

X series— Supplement 11 (09/2011) 9
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