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FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU.
Some 179 member countries, 84 telecom operating entities, 145 scientific and industrial organizations and
38 international organizations participate in ITU-T which is the body which sets world telecommunications standards
(Recommendations).

The approval of Recommendations by the Members of ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1 (Helsinki, 1993). In addition, the World Telecommunication Standardization Conference (WTSC),
which meets every four years, approves Recommendations submitted to it and establishes the study programme for the
following period.

In some areas of information technology which fall within ITU-T’s purview, the necessary standards are prepared on a
collaborative basis with ISO and IEC. The text of ITU-T Recommendation X.832 was approved on 10th of April 1995.
The identical text is also published as ISO/IEC International Standard 11586-3.

___________________

NOTE

In this Recommendation, the expression “Administration” is used for conciseness to indicate both a telecommunication
administration and a recognized operating agency.

  ITU  1996

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the ITU.
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Summary

This Recommendation | International Standard belongs to a series of Recommendations which provide a set of facilities
to aid the construction of OSI Upper Layer protocols which support the provision of security services. This
Recommendation | International Standard specifies the protocol provided by the Security Exchange Service Element
(SESE). The SESE is an application-service-element (ASE) which facilitates the communication of security information
to support the provision of security services within the Application Layer of OSI.
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Introduction

This Recommendation | International Standard forms part of a series of Recommendations | International Standards,
which provide(s) a set of facilities to aid the construction of Upper Layers protocols which support the provision of
security services. The parts are as follows:

– Part 1:  Overview, Models and Notation;

– Part 2:  Security Exchange Service Element Service Definition;

– Part 3:  Security Exchange Service Element Protocol Specification;

– Part 4:  Protecting Transfer Syntax Specification;

– Part 5:  Security Exchange Service Element PICS Proforma;

– Part 6:  Protecting Transfer Syntax PICS Proforma.

This Recommendation | International Standard constitutes Part 3 of this series.
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INTERNATIONAL  STANDARD
ISO/IEC 11586-3 : 1995 (E)
ITU-T Rec. X.832 (1995 E)

ITU-T  RECOMMENDATION

INFORMATION  TECHNOLOGY  –  OPEN  SYSTEMS  INTERCONNECTION  –
GENERIC  UPPER  LAYERS  SECURITY:  SECURITY  EXCHANGE

SERVICE  ELEMENT  (SESE)  PROTOCOL  SPECIFICATION

1 Scope

1.1 This series of Recommendations | International Standards defines a set of generic facilities to assist in the
provision of security services in application layer protocols. These include:

a) a set of notational tools to support the specification of selective field protection requirements in an
abstract syntax specification, and to support the specification of security exchanges and security
transformations;

b) a service definition, protocol specification and PICS proforma for an application-service-element (ASE)
to support the provision of security services within the Application Layer;

c) a specification and PICS proforma for a security transfer syntax, associated with Presentation Layer
support for security services in the Application Layer.

1.2 This Recommendation | International Standard defines the protocol provided by the Security Exchange Service
Element (SESE). The SESE is an ASE which allows the communication of security information to support the provision
of security services within the Application Layer.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

– ITU-T Recommendation X.207 (1993) | ISO/IEC 9545:1994, Information technology – Open Systems
Interconnection – Application Layer structure.

– ITU-T Recommendation X.216 (1994) | ISO/IEC 8822:1994, Information technology – Open Systems
Interconnection – Presentation service definition.

– ITU-T Recommendation X.217 (1995) | ISO/IEC 8649:...1). Information technology – Open Systems
Interconnection – Service definition for the Association Control Service Element.

– ITU-T Recommendation X.226 (1994) | ISO/IEC 8823-1:1994, Information technology – Open Systems
Interconnection – Connection-oriented presentation protocol: Protocol specification.

– ITU-T Recommendation X.227 (1995) | ISO/IEC 8650-1:...1), Information technology – Open Systems
Interconnection – Connection-oriented protocol for the Association Control Service Element: Protocol
specification.

– ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology – Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

– ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology – Abstract Syntax
Notation One (ASN.1): Information object specification.

_______________
1) To be published.
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– ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology – Abstract Syntax
Notation One (ASN.1): Constraint specification.

– ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology – Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

– ITU-T Recommendation X.690 (1994) | ISO/IEC 8825-1:1995, Information technology – ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

– ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology – Open Systems
Interconnection – Upper layers security model.

3 Definitions

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.803 |
ISO/IEC 10745:

– security exchange;

– security exchange item.

4 Abbreviations

ACSE Association Control Service Element

APDU application-protocol-data-unit

ASE application-service-element

ASO application-service-object

OSI Open Systems Interconnection

PICS Protocol Implementation Conformance Statement

SEPM Security Exchange Protocol Machine

SEI Security Exchange Item

SESE Security Exchange Service Element

5 Overview of the protocol

5.1 Service provision

The protocol defined in this Specification provides the services defined in ITU-T Rec. X.831 | ISO/IEC 11586-2. These
services are as follows:

SE-TRANSFER Non-confirmed

SE-U-ABORT Non-confirmed

SE-P-ABORT Provider-initiated

5.2 Use of underlying services

This SESE protocol defines a set of APDUs, each of which may potentially be mapped onto any Presentation Layer
service which conveys user-data, or which may be embedded in or concatenated with any other application-PDU,
according to the rules of the ASO-context or application-context in force.

Clause 8 defines some useful mappings to the presentation-service and ACSE.
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6 Elements of procedure

6.1 APDUs used

The SESE protocol specifies the following APDUs:

SE-TRANSFER APDU (SETR)

SE-U-ABORT APDU (SEAB)

SE-P-ABORT APDU (SEPA)

6.2 Transfer procedure

This procedure is used by a requestor SEPM to initiate a security-exchange requiring the transfer of one or more
security-exchange-items. This procedure is also used by either requestor or responder SEPM to transfer further security-
exchange-items started by the requestor SEPM.

On receipt of a SE-TRANSFER request primitive, the SEPM retains the security exchange identifier, and generates a
SE-TRANSFER APDU (SETR).

On receipt of a SE-TRANSFER APDU (SETR), the SEPM retains the security exchange identifier, and issues a
SE-TRANSFER indication primitive.

If the security exchange belongs to the "Alternating" class, and the exchange does not follow the expected sequence,
then the SEPM generates an SE-P-ABORT APDU (SEPA), and issues an SE-P-ABORT indication.

6.3 User-initiated abort procedure

This procedure is used for one SESE user to indicate to the peer SESE user and the SEPM that an error has occurred and
that any security exchange in progress is to be abnormally terminated. Additionally, it may optionally cause the
abnormal release of the ASO-association with the possible loss of information in transit. It is initiated by an SE-U-
ABORT request primitive.

On receipt of an SE-U-ABORT request primitive, the SEPM generates an SE-ABORT APDU (SEAB).

On receipt of an SE-ABORT APDU (SEAB), the SEPM issues an SE-U-ABORT indication primitive.

6.4 Provider-initiated abort procedure

This procedure is used for the SEPM to indicate to the SESE users that an error has occurred and that any security
exchange in progress is to be abnormally terminated. Additionally, it may optionally cause the abnormal release of the
ASO-association with the possible loss of information in transit.

On detection of an error, the SEPM issues an SE-P-ABORT indication primitive and generates an SE-P-ABORT APDU
(SEPA). If the severity of the error requires the ASO-association to be terminated, the SEPA APDU is mapped to the
ASO-Association Abort service. On receiving an ASO-Association Abort indication with SEPA APDU, the SEPM
issues an SE-P-ABORT indication with the fatality indicator set.

An error condition causing a SE-P-ABORT to be generated has an associated problem code, which may be indicated to
both ends. The problems so indicated are categorized as follows:

a) general problem – Not peculiar to any particular APDU type;

b) transfer problem – Problem resulting from receipt of a SE-TRANSFER APDU;

c) abort problem – Problem resulting from receipt of a SE-U-ABORT APDU.

Particular error conditions, and the associated problem codes, are described in the following.

6.4.1 General problem

– Invalid APDU – The structure and/or encoding of the APDU do not conform to either SETR, SEAB, or
SEPA APDUs.
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6.4.2 Transfer problem

a) Duplicate invocation identifier – The same invocation identifier is in use for another active security
exchange invocation.

b) Unrecognized security exchange – The security exchange identified is not valid for this ASO-context.

c) Mistyped item – The type of the SEI does not conform to that in the object class definition.

d) Inappropriate invocation identifier – The invocation identifier is not within the set specified for this
ASO-context.

e) Alternating sequence error – The received SETR does not follow the sequence of the "Alternating" class
of security exchange.

6.4.3 Abort problem

a) Unrecognized invocation identifier – The invocation identifier does not identify an active or just-
completed security exchange transfer.

b) Abort unexpected – The identified security exchange does not generate an abort for this security exchange
item.

c) Unrecognized error – The identified security exchange does not generate this error.

d) Unexpected error – The identified security exchange does not generate this error for this security
exchange item.

e) Mistyped error parameter – The type of the error parameter does not conform to that in the error
definition.

7 Structure and encoding of SESE APDUs

The parameterized data type of the generic SESE APDUs is specified in 7.1, using ASN.1 (see ITU-T Rec. X.683 |
ISO/IEC 8824-4). The method of constructing a SESE abstract syntax to support a particular set of security exchanges is
described in 7.2.

7.1 Generic APDU specification

The following parameterized APDU specification supports the definition of abstract syntaxes for tailored SESEs
supporting any set of security exchanges defined using the specification framework in Part 1 of this Recommendation |
International Standard. In the following, the parameter ValidSEs identifies the set of security exchanges supported. The
parameter InvocationIdSet defines the available values for identifying distinct security exchange invocations which may
be active simultaneously, and for use in correlating subsequent responses and error indications with the active security
exchange invocations. If such correlation is not needed in some realization (e.g. different security exchange invocations
never overlap), then InvocationIdSet should be set to the value set NoInvocationId.

SeseAPDUs {joint-iso-ccitt genericULS(20) modules(1) seseAPDUs(6) }
DEFINITIONS AUTOMATIC TAGS::=
BEGIN

-- EXPORTS ALL --

IMPORTS

notation
FROM ObjectIdentifiers {joint-iso-ccitt genericULS (20)

modules (1) objectIdentifiers (0) }
dirAuthenticationTwoWay

FROM GulsSecurityExchanges {joint-iso-ccitt genericULS (20)
modules (1) gulsSecurityExchanges (2) }

SECURITY-EXCHANGE {}, SE-ERROR {}
FROM NOTATION notation;

SESEapdus {SECURITY-EXCHANGE:ValidSEs, InvocationId:InvocationIdSet }::=

CHOICE {
se-transfer SETransfer {{ValidSEs},{InvocationIdSet}},
se-u-abort SEUAbort {{ValidSEs},{InvocationIdSet}},
se-p-abort SEPAbort {{ValidSEs},{InvocationIdSet}}
}
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SETransfer {SECURITY-EXCHANGE:ValidSEs, InvocationId:InvocationIdSet }::=
SEQUENCE {

seIdentifier SECURITY-EXCHANGE.&sE-Identifier ( {ValidSEs}),
-- This identifies one of the security-
-- exchanges supported by the particular SESE
-- abstract syntax

itemIdentifier SECURITY-EXCHANGE.&SE-Items.&itemId
( {ValidSEs}{@seIdentifier}),
-- This identifies one of the security-
-- exchange-items of the security exchange
-- indicated by "seIdentifier"

seItem SECURITY-EXCHANGE.&SE-Items.&ItemType
({ValidSEs}{@seIdentifier, @itemIdentifier}),

invocationId InvocationId (InvocationIdSet)
(CONSTRAINED BY {-- Must be the same as the
-- invocationId on an active security exchange
-- if start flag is not true --})
DEFAULT noInvocationId,

startFlag BOOLEAN DEFAULT FALSE,
-- This field is set only as the first security-
-- exchange-item of a security-exchange is
-- transferred.

endFlag BOOLEAN DEFAULT FALSE
-- This field is set as the last security-exchange-
-- item of a security-exchange is transferred. It is
-- needed to accommodate those mechanisms requiring
-- n exchanges, where n is not known a priori -- }

SEUAbort {SECURITY-EXCHANGE:ValidSEs, InvocationId:InvocationIdSet }::=
SEQUENCE {

invocationId InvocationId (InvocationIdSet)
(CONSTRAINED BY {-- Must be the same as the
--  invocationId on an active or just-completed
--  security exchange --})
DEFAULT noInvocationId,

itemIdentifier SECURITY-EXCHANGE.&SE-Items.&itemId
( {ValidSEs.&SE-Items}) OPTIONAL,
--  This component will only be present
--  when the Abort is generated subsequent
--  to receipt of a SETransfer APDU.

errors SEQUENCE OF SEerror {{ValidSEs}}     OPTIONAL
--  needed to handle multiple error codes -- }

SEPAbort {SECURITY-EXCHANGE:ValidSEs, InvocationId:InvocationIdSet }::=
SEQUENCE {

invocationId InvocationId (InvocationIdSet) OPTIONAL,
itemIdentifier SECURITY-EXCHANGE.&SE-Items.&itemId

( {ValidSEs.&SE-Items}) OPTIONAL,
--  This component will only be present
--  when the Abort is generated subsequent
--  to receipt of a SETransfer APDU.

problemCode ProblemCode }

InvocationId ::= CHOICE {
present INTEGER,
absent NULL }

noInvocationId InvocationId ::= absent:NULL

NoInvocationId InvocationId ::= {noInvocationId}

SEerror {SECURITY-EXCHANGE:ValidSEs }::= SEQUENCE {
errorCode SE-ERROR.&errorCode

({Errors{{ValidSEs}}}) OPTIONAL,
errorParameter SE-ERROR.&ParameterType

({Errors{{ValidSEs}}}{@errorCode}) OPTIONAL}
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Errors{SECURITY-EXCHANGE:ValidSEs} SE-ERROR ::= {ValidSEs.&SE-Items.&Errors}

ProblemCode ::= CHOICE {

general GeneralProblem,

transfer TransferProblem,

abort AbortProblem }

GeneralProblem ::= ENUMERATED {

invalidAPDU (0) }

TransferProblem ::= ENUMERATED {

duplicateInvocationId (0),

unrecognizedSecurityExchange (1),

mistypedItem (2),

inappropriateInvocationId (3),

alternatingSequenceError (4) }

AbortProblem ::= ENUMERATED {

unrecognizedInvocationId (0),

abortUnexpected (1),

unrecognizedError (2),

unexpectedError (3),

mistypedErrorParameter (4) }

END

7.2 Abstract syntax construction

An abstract syntax for a SESE supporting a given set of security exchanges is specified using the
ABSTRACT-SYNTAX information object class defined in ITU-T Rec. 681 | ISO/IEC 8824-2, Annex B.

For example, to specify a SESE abstract syntax supporting two of the security exchanges defined in Annexes D and F of
Part 1 of this Specification, for a realization not requiring invocation identifiers, the following notation would be used:

AccCtl-Authent-Abstract-Syntax

ABSTRACT-SYNTAX ::=

{ SESEapdus {

{ boundAccessControlCert | dirAuthenticationTwoWay },

NoInvocationId }

IDENTIFIED BY {..Abstract Syntax Object Identifier..}

8 Mapping to underlying services

8.1 General

The SESE protocol defines a set of APDUs, each of which may potentially be mapped onto any Presentation Layer
service which conveys user-data, or which may be embedded in or concatenated with any other APDU, according to the
rules of the ASO-context or application-context in force.

Unless specified otherwise in the ASO-context (or application-context) definition, an SEAB, with a fatality indicator set,
or an SEPA, with a severity of error requiring the abnormal termination of the association, are mapped to the A-ABORT
service, while an SETR is mapped to the P-DATA service.

If the SESE is included in an application-context specification, then the inclusion of the ACSE-Authentication functional
unit in this application context is neither required nor precluded.

The SESE does not use other ASEs directly, but only indirectly via a control function (as indicated in the Application
Layer Structure). Some examples of useful mappings which may be specified are however shown below.
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8.2 Mapping to ACSE services

8.2.1 Mapping of SE-TRANSFER to A-ASSOCIATE

When the first one or two transfers of a security-exchange are to occur in conjunction with association establishment, an
SE-TRANSFER APDU may be mapped to the authentication-value field or user-information field of A-ASSOCIATE
request/indication.

When an SE-TRANSFER APDU is in reply to the SE-TRANSFER APDU conveyed on A-ASSOCIATE
request/indication, the former SE-TRANSFER APDU may be mapped to the authentication-value field or user-
information field of A-ASSOCIATE response/confirm.

When an SE-TRANSFER APDU is mapped to the authentication-value field of A-ASSOCIATE, the EXTERNAL
option should be used and the authentication-mechanism name field should not be used.

8.2.2 Mapping of Additional SE-TRANSFERs

When the security-exchange occuring in conjunction with association establishment requires the transfer of more than
two security-exchange-items, then the third transfer (SE-TRANSFER) and beyond may be mapped onto P-DATA. In
this case, the application-context is likely to have a rule that stipulates that, even though the association was successfully
established after the first two transfers, it is not to be used by other ASEs until the security exchange has successfully
completed.

9 Conformance

A system claiming to implement the procedures specified in this Recommendation | International Standard shall comply
with the requirements in 9.1 through 9.3.

9.1 Statement Requirements

The following shall be stated by the implementor:

a) the set of security exchanges provided;

b) for each security exchange provided, whether the system is capable of initiating the security exchange
and/or responding to the security exchange initiated by the other end;

c) the range of invocation identifiers that can be generated/active simultaneously;

d) whether the system can support the "Alternating" and/or "Arbitrary" class of security exchange.

9.2 Static Requirements

The system shall:

a) act in the role of initiator and/or responder for one or more security exchanges.

b) support (as a minimum) that encoding which results from applying the basic ASN.1 encoding rules to the
ASN.1 specified in clause 7 for the purpose of exchanging SESE APDUs.

9.3 Dynamic Requirements

The system shall follow all the procedures specified in clause 6.
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Annex A

SEPM state tables

(This annex forms an integral part of this Recommendation | Interntional Standard)

A.1 General

This annex defines the Security Exchange Protocol Machine (SEPM) in terms of a state table. The state table shows the
interrelationship between the state of an SEPM, the incoming events that occur in the protocol, the actions taken, and the
resultant state of the SEPM.

The SEPM state table does not constitute a formal definition of the SEPM. It is included to provide a more precise
specification of the elements of procedures defined in clause 6. This annex and clause 6 have equal precedence. Any
conflict should be treated as an error in the specification.

This annex contains the following tables:

1) Table 1 specifies the abbreviated name, source, and name of each incoming event. The sources are:

a) the SEPM service user (SE-user);

b) the peer SEPM (SE-peer).

2) Table 2 specifies the abbreviated name, target, and name of each outgoing event. The targets are:

a) the SEPM service user (SE-user);

b) the peer SEPM (SE-peer).

3) Table 3 specifies the predicates used.

4) Table 4 specifies the abbreviated name and description of each state.

5) Table 5 specifies the SEPM state table using the abbreviations of the above tables.

A.2 Conventions

The intersection of an incoming event (a row in the state table) and a state (column in the state table) forms a cell.

In the state table, a blank cell represents the combination of an incoming event and a state that is not defined for the
SEPM.

A non-blank cell represents an incoming event and a state that is defined for the SEPM. Such a cell would contain an
action list (either mandatory and/or conditional).

A.3 Tables

Table 1 – Incoming Event List

Abbreviated Name Source Name

SE-TRANSFER req SE-user SE-TRANSFER req primitive

SETR SE-peer SE-TRANSFER APDU

SE-U-ABORT req SE-user SE-U-ABORT req primitive

SEAB SE-peer SE-U-ABORT APDU

SEPA SE-peer SE-P-ABORT APDU

invalid APDU SE-peer Invalid APDU
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Table 2 – Outgoing Event List

Table 3 – Predicates

Table 4 – SEPM States

Abbreviated Name Target Name

SE-TRANSFER ind SE-user SE-TRANSFER ind primitive

SETR SE-peer SE-TRANSFER APDU

SE-U-ABORT ind SE-user SE-U-ABORT ind primitive

SEAB SE-peer SE-U-ABORT APDU

SEPA SE-peer SE-P-ABORT APDU

SE-P-ABORT ind SE-user SE-P-ABORT ind primitive

Code Meaning

p1 endFlag=True

p2 Transfer problem detected

p3 Abort problem detected

Abbreviated Name Description

STA0 Idle state

STA1 Exchange state
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Table 5 – SEPM State Table

STA0
Idle state

STA1
Exchange state

SE-TRANSFER req p1
SETR
STA0

^p1
SETR
STA1

p1
SETR
STA0

^p1
SETR
STA1

SETR p2
SE-P-ABORT ind
SEPA
STA0

^p2&p1
SE-TRANSFER ind
STA0

^p2&^p1
SE-TRANSFER ind
STA1

p2
SE-P-ABORT ind
SEPA
STA0

^p2&p1
SE-TRANSFER ind
STA0

^p2&^p1
SE-TRANSFER ind
STA1

SE-U-ABORT req SEAB
STA0

SEAB p3
SE-P-ABORT ind
SEPA
STA0

^p3
SE-U-ABORT ind
STA0

SEPA SE-P-ABORT ind
STA0

SE-P-ABORT ind
STA0

invalid APDU SE-P-ABORT ind
SEPA
STA0

SE-P-ABORT ind
SEPA
STA0

NOTE – All other cases not reflected in Table 5 are handled as a local matter to the SEPM.
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Annex B

Basic SESE application context definition

(This annex forms an integral part of this Recommendation | International Standard)

This annex defines an application context containing only the ACSE and SESE. This application context is considered
useful in developing security server applications.

B.1 Application Context Name

{ joint-iso-itu-t genericULS (20) application-contexts (7) basic (1) }

B.2 Application Service Elements

ACSE and SESE.

B.3 SESE APDU Mappings

a) SE-U-ABORT and SE-P-ABORT APDUs shall always cause abnormal termination of the underlying
application association, and will thus always map to the user information parameter of an A-ABORT
service primitive.

b) For a one-way security exchange, the initiator shall map the SE-TRANSFER APDU to the user
information parameter of the A-ASSOCIATE request service primitive. The responder shall either:

– send an A-ASSOCIATE response APDU with a Result of "rejected (transient)," indicating
successful completion of the exchange without having to set up an association; or

– on error, abort the association with an SE-U-ABORT or SE-P-ABORT APDUs as described above
(in 3.1); note that an A-ABORT service procedure collision is not possible since the initiator will not
issue an A-ABORT in this scenario.

c) For all other cases, the initiator shall map the SE-TRANSFER APDU to the user information parameter of
the A-ASSOCIATE request service primitive. The responder shall either:

– send an A-ASSOCIATE response APDU with the user information field either empty (if the initiator
is to send the next SEI), or (more usually) containing an SE-TRANSFER APDU, and a Result of
"accepted";

– on error, same procedure as in 3.2 b) above.

The remaining SE-TRANSFER APDUs are mapped to P- DATA; note that the SESE is the only user of the P-DATA
service.

Errors are indicated using the SE-U-ABORT and SE-P-ABORT APDUs as discussed in 3.1 above. Note that some
security exchanges may allow SEIs to be sent asynchronously (i.e. not enforcing a strict ping-pong sequencing). In such
a case, an A-ABORT service procedure collision could occur, in which case the SE-U-ABORT or SE-P-ABORT
APDUs would not be delivered to the peer entities. However, both entities are made aware that the association has been
released.

B.4 PDV concatenation constraints

Not applicable; SESE is the only user of the P-DATA service.

B.5 PDV embedding constraints

Since SESE is the only user of the P-DATA service, the only PDVs embedded in SESE APDUs are those resulting from
use of the PROTECTED parameterised type.
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B.6 Procedural constraints

None, except for ACSE procedural constraints.

B.7 Presentation context constraints

None.
NOTE – It might be reasonable to restrict the context for the SESE APDUs to BER, to simplify the task of the software

developer. Any context can be used, of course, within the EMBEDDED PDV produced by the PROTECTED type.
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