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FOREWORD

The ITU-T (Telecommunication Standardization Sector) is a permanent organ of the International Telecommunication
Union (ITU). The ITU-T is responsible for studying technical, operating and tariff questions and issuing Recommen-
dations on them with a view to standardizing telecommunications on aworldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years, establishes the
topics for study by the ITU-T Study Groups which, in their turn, produce Recommendations on these topics.

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1 (Helsinki, March 1-12, 1993).

Amendment 1 to ITU-T Recommendation X.800 was prepared by ITU-T Study Group 7 (1993-1996) and was approved
under the WTSC Resolution No. 1 procedure on the 5th of October 1996.

NOTE

In this Recommendation, the expression “Administration” is used for conciseness to indicate both a telecommunication
administration and a recognized operating agency.
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mechanical, including photocopying and microfilm, without permission in writing from the ITU.
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SUMMARY

Recommendation X.800 provides an overview of security services alocated to the seven layers of the OS| Reference
Model. Amendment 1, which is to be published as Annex D, extends the security services of the Data Link Layer to
accommodate LAN security.
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Amendment 1 to Recommendation X.800

SECURITY ARCHITECTURE FOR OPEN SYSTEMS INTERCONNECTION

FOR CCITT APPLICATIONS

Annex D

Layer Two Security Service and M echanismsfor LANs
(Geneva, 1996)

D.O0 Introduction

This annex covers Layer 2 Security Services and Mechanisms for Local Area Networks (LANS).

The illustration of the placement of security services in Table 2 of clause 7 suggests that only confidentiality
services should be available at layer 2. However, it is recognized that in some environments that deploy LANS,
additional layer 2 security services and mechanisms may be required. For example, an organization may not deploy full
Osl functionality or incorporating layer 2 relays may require security services other than confidentiality.

D.1 LAN security services

The security services that may be provided, singly or in combination, in the datalink layer for LANs are:

a)
b)
<)
d)
€)
f)
9)

peer entity authentication,;

data origin authentication;

access control;

connection confidentiality;

connectionless confidentiality;

connection integrity without recovery; and

connectionless integrity.

D.2 LAN security mechanisms

The identified security services can be provided as follows:

a)

b)

0)

d)
e)

f)

0)

the peer entity authentication service can be provided by an appropriate combination of cryptographi-
cally-derived or protected authentication exchanges, protected password exchange and signature
mechanisms;

the data origin authentication service can be provided by encipherment or signature mechanisms;

the access control service can be provided through the appropriate use of specific access control
mechanisms;

the connection confidentiality service can be provided by an encipherment mechanism;
the connectionless confidentiality service can be provided by an encipherment mechanism;

the connection integrity without recovery service can be provided by using a data integrity mechanism,
sometimes in conjunction with an encipherment mechanism; and

the connectionless integrity service can be provided by using a data integrity mechanism, sometimes in
conjunction with an encipherment mechanism.
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D.3 Table modifications for LAN security

Table 2/X.800 has not been modified but would reflect the legend Y for layer 2 (LANS) for the following
Security services:

—  Peer Entity Authentication;

— Data Origin Authentication;

—  Access Control Service;

— Connection Integrity without Recovery; and

—  Connectionless Integrity.
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