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ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of
telecommunications. The CCITT (the International Telegraph and Telephone Consultative Committee) is a permanent
organ of the ITU. Some 166 member countries, 68 telecom operating entities, 163 scientific and industrial organizations
and 39 international organizations participate in CCITT which is the body which sets world telecommunications
standards (Recommendations).

The approval of Recommendations by the members of CCITT is covered by the procedure laid down in CCITT
Resolution No. 2 (Melbourne, 1988). In addition, the Plenary Assembly of CCITT, which meets every four years,
approves Recommendations submitted to it and establishes the study programme for the following period.

In some areas of information technology which fall within CCITT’s purview, the necessary standards are prepared on a
collaborative basis with I1ISO and IEC. The text of CCITT Recommendation X.735 was approved on
10th of September 1992. The identical text is also published as ISO/IEC International Standard 10164-6.

CCITT NOTE

In this Recommendation, the expression “Administration” is used for conciseness to indicate both a telecommunication
administration and a recognized private operating agency.
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mechanical, including photocopying and microfilm, without permission in writing from the ITU.



10

11

Contents

RS ol oL TP TP PP
Lol = YL = = o= P RRSN
2.1 ldentical Recommendations | International Standards ............ccceoeeeierine s
2.2  Paired Recommendations | International Standards equivalent in technical content ...........cccccceevnee.
P2 B Yo (o 1 (To 0= = = 1 10 SRS
D=, 11 L (o 0 SRS
3.1 Basicreference model definitioNS..........coiiirieiieieiiere e e
3.2 Service conVENtion AEfiNIIONS. ........coouiiiriiie ettt sttt b e e b sae e e e
3.3 Management framework defiNitiONS ..........ccooiiriiiiicicc e e
34  Systemsmanagement oVerview defiNitiONS ........coecvereririere s
3.5  Event report management function definitioNS...........ccvireiiiniieieis e
3.6  Common management information Service defiNitioNS...........ccecveveierenie s s
3.7 0S| conformance testing defiNitiONS...........cooiiiiiiirer e e
3.8  AditioNal AEfiNITIONS.....c.ciiieiirieiee ettt sttt bbb e b b
F N o] (=Y (o] SRS
L0001V o1 1o 0SS
REGUITEIMEBNTS. .. ..ttt ettt h e ea et e e e s b e b e sheeh e e aeeae et e b e besheeb e e Rt eaeenee e enbeseeabesaesaeaneeneanteseens
Model for the 10g CONLrol FUNCLION ........ceciciecc et e s reere e e nae e
725 S 1 011 0 L1 1 o o S
272 N 1= oo I 420 o L= RS
(€T T oo L= T o TH 0] OSSO
S R |V =00 7= oo <ot £ SRS
8.2  Imported generic defiNItiONS ........cceeeeieecere e et
S V=X L= T 1 (o) o
25 A g1 (o [F o o o OSSR
9.2 INItIatioN OF [OQUING. . ..eeeterteieterteeete ettt ettt s b et b et b e bbbt e b e e et b bbbt
9.3 Termination Of [OGQING .....coveiiieiice ettt s e et e s re st e e aeeaeese e e e testesresreeaneneeneennas
9.4  Modification of logging attributes and suspension and resumption of 10gging .........ccoceeverrereennnn.
95  Retrieving 10gging a@ttribULES..........ccoieieiieie ettt e e b aeenae e neas
9.6 REtrieVal Of [0Q FECOMTS.......ceeuirieiite sttt sttt b et b e bbbt
9.7  DElEtion Of [0g FECOMS. .......eieeuerieietisiee ettt sttt sttt st st se et et be st e e be s be e s besteneens
FUNCEIONE] UNIES ...ttt ettt bttt b et e ne e b et et s benbe e ees
0] (oo RS
11,1 ElemMentS Of PrOCEUUNE.........civueiiirieiriee sttt ettt ettt se st e e e be s e sesbesbenessenteneees
O Y o A= ol Y | TSSOSO

11.3 Negotiation of fUNCLIONEl UNITS.........ccoiiiiiiiiie et st s re b e naennans

G R (R (=

N OS] TS [ o) oo (o) 6] 6o

EINEN|

11

12
12
12
13

~
o]

13
13
13

13

14
14
14
15



Page

12 Relationship With Other fUNCLIONS..........cooiiiece et eeneeneens 15
13 L0001 {010 17=1 (¢ TSRS 16
13.1 General conformance Class FEQUITEMENTS. ........ciueiiirieerieieesie ettt s 16
13.2 Dependent conformance Class FEQUITEMENES..........ccuerverererereresesesesseeseesaeseessessessessessessessessessessenns 16
13.3 Conformance to support managed object definitioNS..........ccccceieieieie s e 16
Annex A Considerations for system implementation capabilities Statements..........ccoccovevrenninennienee e 17

Annex B Conditions on attribute ValUES fOr 0GQING ......coeviiiiiiiece ettt 17



INFORMATION NOTE

The following table gives a list of X.700-Series Recommendations which were developed in collaboration with the
ISO/IEC and are identical to the corresponding International Standard. Cross-references to the corresponding 1SO/IEC
International Standard number and the short title of the Recommendation | International Standard are provided.

|SOIEC Inemtiond Sencird Short e
X.700 | 7498-4 (Note) Management Framework
X.701 | 10040 System Management Overview
X.710| 9595 (Note) Common Management Information Service Definition
X.711 ] 9596-1 (Note) Common Management Information Protocol Specification
X.712 | 9596-2 CMIPPICS
X.720] 10165-1 Management Information Model
X.721]10165-2 Definition of Management Information
X.722]10165-4 Guidelines for the Definition of Managed Objects
X.730] 10164-1 Object Management Function
X.731]10164-2 State Management Function
X.732]10164-3 Attributes for Representing Relationships
X.733]10164-4 Alarm Reporting Function
X.734]10164-5 Event report Management Function
X.735]10164-6 Log Control Function
X.736 | 10164-7 Security Alarm Reporting Function
X.740] 10164-8 Security Audit Trail Function
NOTE — This Recommendation and International Standard are not identical, but are tecTnicaIIy
aligned.




ISO/IEC 10164-6 : 1993 (E)

INTERNATIONAL STANDARD

CCITT RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —
SYSTEMS MANAGEMENT: LOG CONTROL FUNCTION

1 Scope

This Recommendation | International Standard defines a Systems Management Function which may be used by an
application process in a centralized or decentralized management environment to interact for the purpose of systems
management, as defined by CCITT Rec. X.700 | ISO/IEC 7498-4. This CCITT Recommendation | International Standard
defines the Log Control function and consists of services and two functional units. This function is positioned in the
application layer of the CCITT Rec. X.200 | ISO/IEC 7498-1 and is defined according to the model provided by | SO/IEC
9545. The role of systems management functionsis described by CCITT Rec. X.701 | ISO/IEC 10040.

This CCITT Recommendation | International Standard
— establishes user requirements for the Log Control function;
— establishes models that relate the services provided by the function to user requirements;
— defines the services provided by the function;
— specifies the protocol that is necessary in order to provide the services;
— defines the relationship between the services and SMI operations and notifications;
— defines relationships with other systems management functions;

— specifies conformance requirements.

This CCITT Recommendation | International Standard does not
— define the nature of any implementation intended to provide the Log Control function;
— specify the manner in which management is accomplished by the user of the Log Control function;
— define the nature of any interactions which result in the use of the Log Control function;

— specify the services necessary for the establishment, normal and abnormal release of a management
association;

— specify the authorization requirements for the use of the Log Control function or for any associated
activity;

— define the definitions of managed objects related to the management of particular protocol machines.

2 Nor mative references

The following CCITT Recommendations and International Standards contain provisions which, through reference in this
text, constitute provisions of this Recommendation | International Standard. At the time of publication, the editions
indicated were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on
this Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The CCITT Secretariat maintains a list of currently valid CCITT Recommendations.

CCITT Rec. X.735 (1992 E) 1
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2.2

ISO/IEC 10164-6 : 1993 (E)

Identical Recommendations| I nternational Standards

CCITT Recommendation X.701 (1992) | ISO/IEC 10040:198rmation technology — Open Systems
Interconnection — Systems management overview.

CCITT Recommendation X.721 (1992) | ISO/IEC 10165-2:198fgrmation technology — Open
Systems Interconnection — Structure of management information — Part 2: Definition of management
information.

CCITT Recommendation X.730 (1992) | ISO/IEC 10164-1:1988rmation technology — Open
Systems Interconnection — Systems Management — Part 1: Object management function.

CCITT Recommendation X.731 (1992) | ISO/IEC 10164-2:1988rmation technology — Open
Systems Interconnection — Systems Management — Part 2: State management function.

CCITT Recommendation X.733 (1992) | ISO/IEC 10164-4:198fprmation technology — Open
Systems Interconnection — Systems Management — Part 4: Alarm reporting function.

CCITT Recommendation X.734 (1992) | ISO/IEC 10164-5:1988rmation technology — Open
Systems Interconnection — Systems Management — Part 5: Event report management function.

Paired Recommendations | I nter national Standards equivalent in technical content

CCITT Recommendation X.200 (19883¢eference Model of Open Systems Interconnection for CCITT
Applications.

ISO 7498:1984|nformation processing systems — Open Systems Interconnection — Basic Reference
Model.

CCITT Recommendation X.210 (1988Ppen Systems Interconnection Layer Service Definition
Conventions.

ISO/TR 8509:1987,Information processing systems — Open Systems Interconnection — Service
conventions.

CCITT Recommendation X.208 (198&gecification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990,Information technology — Open Systems Interconnection — Specification of
Abstract Syntax Notation One (ASN.1).

CCITT Recommendation X.209 (1988¥pecification of Basic Encoding Rules for Abstract Syntax
Notation One (ASN.1).

ISO/IEC 8825:1990Information technology — Open Systems Interconnection — Specification of Basic
Encoding Rules for Abstract Syntax Notation One (ASN.1).

CCITT Recommendation X.700 (1992Management Framework Definition for Open Systems
Interconnection for CCITT Applications.

ISO/IEC 7498-4:1989 Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 4: Management framework.

CCITT Recommendation X.710 (1990¢mmon Management Information Service Definition for CCITT
Applications.

ISO/IEC 9595:1991Information technology — Open Systems Interconnection — Common management
information service defintion.

CCITT Recommendation X.290 (1992pS Conformance Testing Methodology and Framework for
protocol Recommendations for CCITT applications — General concepts.

ISO/IEC 9646-1:1991, Information technology — Open Systems Interconnection — Conformance testing
methodology and framework — Part 1: General concepts.

CCITT Rec. X.735 (1992 E) 2
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2.3 Additional references
— ISO/IEC 9545:1989|nformation technology — Open Systems Interconnection — Application Layer
structure.
3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic reference model definitions

This Recommendation | International Standard makes use of the following term defined in Recommendation X.200 | ISO
7498.

systems management

3.2 Service convention definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.210 | ISO/TR
8509.

primitive

3.3 Management framework definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.700 | ISO/IEC
7498-4.

a) management information;
b) managed object;

C) systems-management-application-entity.

34 Systems management overview definitions

This Recommendation | International Standard makes use of the following terms defined in CCITT Rec. X.701 | ISO/IEC
10040.

a) agentrole;

b) dependent conformance;

c) general conformance;

d) manager role

€) management application protocoal;
f)  management support object;

g) notification;

h) systems management operation;

i) systems management functional unit.

35 Event report management function definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.734 | ISO/IEC
10164-5.

discriminator input object

CCITT Rec. X.735 (1992 E) 3
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3.6 Common management information service definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.710 | ISO/IEC
9595,

atribute

37 OSl conformancetesting definitions

This Recommendation | International Standard makes use of the following term defined in CCITT Rec. X.290 | ISO/IEC
9646-1.

system conformance statement

3.8 Additional definitions
381 log: A management support object class that models resources used as a repository for log records.
3.8.2 log record: A management support object class that models units of information stored in alog.

383 potential log record: A type of discriminator input object that is defined for the purpose of discriminating
information to be included in the log. A potential log record consists of all information required for the inclusion of alog
record in the log.

4 Abbreviations
ASN.1  Abstract Syntax Notation One
CMIS  Common management information service
CMISE Common management information service element
Id identifier
MAPDU management application protocol data unit
PDU Protocol data unit
SMAE  systems management application entity
SMFU  systems management functional unit

SMI structure of management information

5 Conventions

This Recommendation | International Standard uses some of the descriptive conventions in the OSI Service Conventions
in ISO/IEC TR 8509.

6 Requirements

For the purpose of many management functions it is necessary to be able to preserve information about events that may
have occurred or operations that may have been performed by or on various objects. In a real open system various
resources may be allocated to store such information. In OSlI management these resources are modeled by logs and log
recor ds contained in the logs.

The management needs for the type of information that is to be logged may change from time to time. Furthermore,

when such information is retrieved from a log the manager must be able to determine whether any records were lost or
whether the characteristics of the records stored in the log where modified at any time.

CCITT Rec. X.735 (1992 E) 4
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The above needs give rise to the following requirements to be satisfied:

a) the definition of aflexible log control service which will alow selection of records that are to be logged
by a management system in a particular log;

b) theability for an external system to modify the criteria used in logging records;

c) the ability for an externa system to determine whether the logging characteristics were modified or
whether log records have been lost;

d) specification of a mechanism to control the time during which logging occurs, for example, by suspending
and resuming logging;

€) theability for an externa system to retrieve and delete log records;

f)  theability for an external system to create and delete logs.

7 Model for thelog control function

7.1 Introduction

The mode for the log control function describes the conceptual components that provide for the logging of information
in open systems. The model also describes the messages for the control of these components. Figure 1 is a schematic
description of the logging capability of a system.

Managed

Log
pre-processing

Potential
log reports

Event reports

|

Responsesl ‘ Control

TISO0630-92

Figure 1- Log management model

Conceptually, logs store incoming event reports and local system natifications. However, logs can be used to store
information that is derived from notifications in the local open system, incoming event reports and PDUs received or
transmitted by the open system. These three sources of information are modelled in two basic ways, so that conceptually
the log only deals with event reports and local system notifications.

— The conceptual log preprocessing function receives notifications from managed objects within the local
system and forms potential log records. Conceptually these potential log records are distributed to all logs
that are contained within the local open system. A potential log record is perceived as a discriminator
input object for the purpose of discrimination by the log only and is not visible outside the local system.

CCITT Rec. X.735 (1992 E) 5
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PDUs (other than systems management event reports) that are to be logged are modelled as giving rise to
local system notifications that are processed as described above. The resource generating these PDUs
must, therefore, be represented by a managed object. This results in treating PDUs exactly like local
system notifications.

NOTE — It is the responsibility of the particular layer groups in defining managed objects that represent protocol
entities to define which PDUs generate notifications and the parameters to be associated with that notification. In
particular it is viewed that systems management application PDUs will give rise to notifications that may have to be
logged.

To alow the logging of incoming PDUs in the log it is necessary to define a subclass of the log record
managed object class that can contain the internal notifications and associated parameters.

— Systems management event reports, on the other hand, are not modelled as giving rise to naotifications, but
are presented directly to be processed for logging.

Incoming event reports are conceptually distributed to all logs within the receiving open system.

The log in addition to conceptually storing the logged information determines which information is to be logged. Each
log contains a discriminator construct which specifies the characteristics a potential log record or received event report
must have in order to be selected for logging. Information that is selected for logging is supplemented with additional
information generated as a part of the logging process (e.g. record identifiers and logging time). Each record has an
identifier attribute value assigned on record creation. Values are assigned locally in ascending sequential order. The
identifier attribute can, therefore, be used to determine the order of record creation in the log.

7.2 Thelog model

The log is a repository forecords, and is the OSI abstraction of logging resources in real open systems. Records contain
information that is logged.

The log managed obiject class is characterised by a mandatory package and several conditional packages; these packag
provide the log with the following capabilities:

— the mandatory log package
This package is characterised by the following:
— alogidentifier, uniquely identifying an instance of a log relative to its superior managed object;
— anAdministrative state and anOper ational state, representing the state of the log;

— a description of the type of information to be logged, this property is supported by the discriminator
construct attribute;

— the behaviour of the log when its maximum capacity is reached. This property is supported by the log
full action attribute;

— notifications generated when the log is created, deleted, suspended, resumed and modified.
This property is supported by the object creation, object deletion, state change and attribute
value change notifications of CCITT Rec. X.730 | ISO/IEC 10164-1 and CCITT Rec. X.731 |
ISO/IEC 10164-2.

— the finite log size conditional package
This package is characterised by the following:

— a maximum log size (which may be indeterminate), this property is supported by the maximum log
size attribute;

— the current log size, supported by the current log size attribute;

— the number of records currently in the log. Together with the current log size, this may be used to
obtain an estimate of the average record size and, therefore, of the number of records that can still be
logged. This property is supported by the number of records attribute.

— the scheduling conditional packages

The log control function uses several conditional packages that provide various levels of sophistication in
scheduling the activity of the log. These packages are characterised by the following:

— the time during which logging is active, this property is supported by time-related attributes in the
conditional packages that contain information related to scheduling.

— the log alarm conditional package

CCITT Rec. X.735 (1992 E) 6
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This package is characterised by the following:

— capacity alarm thresholds defined as percentages of the maximum log size. The capacity alarm
thresholds are used to generate events that will indicate that various levels of the log full condition
have been approached. This property is supported by the capacity alarm threshold attribute.

8 Generic definitions

This Recommendation | International Standard provides generic definitions of managed objects, attributes, and
notifications associated with the log and log record managed objects.

8.1 Managed objects
8.1.1 Thelog managed object

8.1.1.1 Mandatory log package

The following mandatory attributes are defined for the log class.

81111 Logld

This attribute is used to uniquely identify the instance of a log.

8.1.1.1.2 Discriminator construct

This attribute specifies tests on the information that is to be logged. The discriminator construct may operate on any of
the parameters of the information to be logged.

8.1.1.1.3 Administrative state

This attribute represents the administrative capability of the log to perform its function. The following Administrative
states are defined:

a) Unlocked — Use of the log has been permitted by a managing system. Information from subordinate
records may be retrieved and, conditional on the values of other state and status attributes, new records
may be created;

b) Locked — Use of the log has been prohibited by a managing system. Information from subordinate
records may be retrieved but new records shall not be created. Records may be deleted.

8.1.1.1.4 Operational state

This attribute represents the operational capability of the log to perform its function. The following Operational states are
defined:

a) Enabled — The log is operational and is ready for use. Information from subordinate records may be
retrieved and, conditional on the values of other state and status attributes, new records may be created;

b) Disabled — The log is not available for use. New records cannot be created.

8.1.1.1.5 Log full action

This attribute specifies the action to be taken when the maximum size of the log has been reached. Options are

a) wrap — The oldest records in the log, as determined by the log record identifier, will be deleted to free
resources for the creation of new records;

b) halt — No more records will be logged. Records already in the log will be retained.

Both options shall be supported by any log.

CCITT Rec. X.735 (1992 E) 7
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8.1.1.1.6 Availability status

This attribute reflects the availability status of the managed object. The attribute may indicate a “log-full” condition;
indicating that records can be retrieved but that no new records can be added.

8.1.1.2 Finitelog size package

This package provides additional information regarding the current status of finite sized logs. It shall be present
whenever supported by the underlying resource.

8.1.1.2.1 Max log size

This attribute specifies the size of the log measured in number of octets. A log may have an indeterminate size. A max
log size of zero shall be used to specify that the log size has no predefined limit.

NOTE — Since the log size is specified in octets the actual amount of information that is contained in a log will be
determined by data representation used in the log. This data representation is not subject to standardization. The maienum log

does not include the system overhead involved in establishing the log. Thus, immediately after creation the currentdoddsize sh
read zero.

8.1.1.2.2 Current log size

This attribute specifies the current size of the log measured in octets.

8.1.1.2.3 Number of records

This attribute specifies the current number of records contained in the log.

8.1.1.3 Logalarm package

This package provides for transmission of alarms when a log full condition approaches. This package shall be present
whenever alog is of finite size and halts logging when the log full availability status occurs. This package contains the
following attribute:

Capacity alarm threshold

This attribute specifies, as a percentage of max log size, the points at which an event will be generated to indicate that a
log full or log wrap condition is approaching. This attribute is set-valued. Support of this attribute is mandatory for the
halt behaviour. When alog is created with the wrap option the capacity threshold events are triggered as if coupled to a
gauge that counts from zero to the highest capacity threshold value defined and then resets to zero.

8.1.1.4 Scheduling packages

Scheduling packages provide logs with the ability to automatically switch between their On-Duty and Off-Duty
conditions.

To accommodate various levels of complexity in scheduling logging activity periods, conditional packages that are
related to scheduling are defined for logging.

8.1.1.4.1 Availability status package

This conditional package shall be present if any of the other scheduling related packages are instantiated. This package
contains the following attribute:

availability status

This attribute reflects the availability status of the managed object. When the resource has been made unavailable in
accordance with a predetermined time schedule its value will be “Off-Duty”. The attribute is read-only. The value on
creation is determined by the scheduling parameters specified and the status of the resource. The required value set fol
this attribute in this package is “Off-Duty”.

No state change notification is generated when this attribute changes value.

NOTE — The log makes use of the availability status to indicate the log-full condition; the presence of this conditional
package makes available the “Off-Duty” value to the object.

CCITT Rec. X.735 (1992 E) 8



ISO/IEC 10164-6 : 1993 (E)

8.1.1.4.2 Duration package

The duration package provides the ability to automatically control the time that a managed object starts and stops
functioning through the use of the start time and stop time attributes.

a) Starttime

This attribute defines the date and time at which an unlocked and enabled managed object starts functioning. If the value
of the Start time attribute is not specified in the create request, its value defaults to the time of creation of the managed
object and thus causing it to function immediately.

A change in the start time attribute results in an attribute change notification.
b) Stoptime

This attribute defines the date and time at which a managed object stops functioning. If the value of the Stop time
attribute is not specified in the create request, its value defaults to “continuous operation”. Continuous operation is
represented by a null value for the stop time.

A change in the stop time attribute results in an attribute change notification.

8.1.1.4.3 Daily scheduling package
The daily scheduling conditional package provides the capability of scheduling logging with a periodicity of 24 hours.

The scheduling attributes and their associated defaults, are defined below.

intervals of day

This attribute defines the list of time intervals (interval-start and interval-end times of day) for which the logs will exhibi
the logging-on condition. During excluded intervals the log exhibits the logging-off condition. If not specified in the
create request, the value of this component defaults to a single interval encompassing the entire 24 h period of a day.

8.1.1.4.4 Weekly scheduling package
The weekly scheduling conditional package provides the capability of scheduling logging with a periodicity of one week.

The scheduling attributes and their associated defaults, are defined below.

week mask

This structured attribute defines a set of mask components, each specifying a set of time intervals on a 24-hour time-of-
day clock, pertaining to selected days of the week. The week mask attribute defaults to a scheduling criteria of “always
on” at logs creation. The components of each mask are defined below.

a) Days of week

This component defines the days of the week on which the log’s scheduling mechanism will allow the log to have
intervals during which logging may occur. This component, if not present in a create, will default to all seven days of the
week.

b) Intervals of day

This component defines the list of time intervals (interval-start and interval-end times of day) for which the log will
exhibit the logging-on condition, if the current day is one of the days that is selected within the corresponding Days Of
Week. During excluded intervals the log exhibits the logging-off condition. If not specified in the create request, the
value of this component defaults to a single interval encompassing the entire 24 h period of a day.

8.1.1.4.5 External scheduler scheduling package
The external schedular scheduling conditional package provides the capability of scheduling logging based on a schedule

defined in an external schedular managed object. The logs’ logging-on and logging-off conditions will be changed in
accordance with the scheduling characteristics specified by a schedular managed object.

CCITT Rec. X.735 (1992 E) 9



ISO/IEC 10164-6 : 1993 (E)

The scheduling attribute is defined below

scheduler name

This attribute specifies the name of the scheduler managed object that is related to the logs. This relationship implies that
the log’s logging-on and logging-off conditions will be scheduled by the external scheduler. This attribute is read-only.

8.1.1.5 Normal operation of logs

The log’s behaviour is determined by its state attributes, availability status, its discriminator construct, finite log size
package, availability status package, log alarm package and its scheduling packages, if any.

The behaviour of a particular instance of the log is influenced by the conditional packages that were instantiates at the
time it was created. The text below describes the way in which the log behaves when various conditional packages have
been instantiated.

Whether or not a particular record is logged depends on the following characteristics of the log:
— the operational state;
— the availability status;
— the administrative state;
— the scheduling packages, if any; and

— the discriminator construct.

New log records will only be created, if the discriminator input object satisfies the conditions specified in the
discriminator construct of the log and if the log is in the unlocked administrative state, is not in the disabled operational
state, and has neither the log-full (for a log that halts), nor the off duty availability status. The off-duty availabgity sta

will only be supported by the log if one of the scheduling packages and the associated availability status package have
been instantiated.

The administrative state of the log affects the creation of new records. When the log is in the “locked” state the log will
not create new records however, records contained in the log are available for retrieval. When the log is in the
“unlocked” state new records can be created unless the log is in the “disabled” operational state. Since log records are
contained in logs, the operational state of the log affects operations that can be performed on log records. When the
operational state of the log is disabled, records can not be retrieved.

Additionally, if the log is instantiated with a conditional scheduling package, the log will not create any new records if
the log has the off-duty availability status.

The operational state of the log and the availability status cannot be changed by direct management action, but reflect the
internal activity of the log and its scheduling packages, if any.

For the behaviour of the log when the maximum log size has been reached (knowiogéuthavailability status) two

options have been defined. The log may eittet logging or the log mawrap. A log that halts upon reaching the log

full condition will always generate a capacity alarm threshold notification that indicates that this condition has been
reached, and shall therefore, include the log alarm package. The behaviour of such a log corresponds to a log that
discards the most recent information in preference to older information.

A log that wraps upon reaching the log full condition will discard an integral number of records when it reaches that
condition in order to log new records. The behaviour of such a log corresponds to a log that discards old information in
preference to new information.

8.1.1.6 Management of logs

In general, all non-status attribute values may be modified, though restrictions may exist. For example, the max log size
attribute may not be modified to a value less than the value of the Current log size attribute. Additionally, in some
systems, attempts to increase or decrease the value of the max log size attribute after creation may fail. The Log Id
attribute value is not settable.

The values of the availability status, Operational state, current log size, and number of records, reflect the operation of
the log and may not be modified directly by the manager.

CCITT Rec. X.735 (1992 E) 10



ISO/IEC 10164-6 : 1993 (E)

Whenever a settable non-state attribute is modified an attribute change notification may be generated. All log attributes
except the number of records and current log size attributes shall generate such notifications. The latter attribute changes
are not coupled to anotification since they are expected to change frequently in response to normal operation of the log.

The log administrative state may be changed by use of a set operation. Whenever the administrative state of alog is
changed a state change notification is generated. A change in operationa state shall generate a state change notification.

8.1.2 Logrecords

L og records are managed objects that represent information stored in logs. The log record managed object class serves
as a superclass for other record classes. As a part of the specialisation of the log record class additional attributes may be
assigned to the new subclass.

The log record class has the following properties:
— alog record identifier;

— alogging time.
8.1.21 Logrecord behaviour

Log records are created as a result of the receipt of an event report or notifications, they are not created by explicit
management operations. Log records may only be retrieved and deleted; attributes of a log record cannot be modified.

The operations that can be performed on a log record depend on the state of the log in which the records are containec
and may also be subject to security constraints.

8.1.2.2 Logrecord attributes

The following mandatory attributes are defined for the log record class:

8.1.2.2.1 Logrecord Id

This attribute uniquely identifies each record in the log. The log record identifier is a number that is unique within the
scope of the log and is assigned sequentially. The identification number used may wrap; however, at no time shall there
be more than one record with the same identifier in the log. The logRecordld has the syntax of an integer.

8.1.2.2.2 Logging time

This attribute identifies the time at which the record was entered into the log. In the absence of time synchronization this
time may be greater or less than the source time (if specified).

8.2 Imported generic definitions

This Recommendation | International Standard makes use of the following generic definitions in CCITT Rec. X.730
| ISO/IEC 10164-1, CCITT Rec. X.731 | ISO/IEC 10164-2 and CCITT Rec. X.733 | ISO/IEC 10164-4.

— attribute value change natification;
— state change notification;

— processing error alarm notification;
— object creation notification;

— object deletion natification.

The attribute value change notification and the state change notification are used to report changes in the non-state
attribute values and states of the log, respectively.

The log also generates events indicating that a capacity threshold has been reached or exceeded. For a log that i
configured to halt upon reaching a log-full condition an event indicating that this condition has occurred (i.e. a current
log size of 100% has been reached) shall always be generated. For a log that is configured to halt, the event indicating a
log-full condition shall be generated at latest when the first new record had to be discarded because of a lack of storage
capacity. The event may be generated before this if it is known that there are insufficient resources to create additional
records. For a log that is configured to wrap, all capacity threshold alarms are optional.
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In reporting the capacity threshold event, use is made of the alarm report defined in CCITT Rec. X.733 | ISO/IEC 10164-
4. Only the following parameters of the alarm report shall be used and all parameters are mandatory when used for
reporting log capacity threshold alarms.

Managed Object Class This parameter shall identify the log class.

Managed Object I nstance This parameter shall identify the instance of the log that generated the event.

Alarm Type This parameter shall indicate that a processing error alarm has occurred.

Event Time This parameter carries the time at which the capacity threshold event
occurred.

Perceived Severity This parameter will indicate the severity assigned to the capacity threshold

event. When the 100% log full condition is reached a severity value of
critical shall be assigned to this event.

Monitored Attributes This parameter shall carry the maximum log size attribute of the log.
Probable Cause This parameter shall carry the value stor age capacity problem.
Threshold Info This parameter shall carry the capacity threshold value (as percentage of

total capacity) that was reached or exceeded in generating this event.

9 Service definition

This Recommendation | International Standard does not define any services. The use of services defined in other
functionsis described below.

9.1 Introduction

The information needs and management control requirements between systems may change with time and changes in the
management or communications environment. It is, therefore, necessary to provide a mechanism for administering OSl
management Services.

It is considered that a manager should have the capability of modifying the operation of a log in a remote system. In
particular, the operations required, that can be applied to each instance of alog, are

— creation of a log;

— deletion of a log;

— modification of log attributes;

— suspension of the activity of the log;

— deletion and retrieval of log records; and

— resumption of the log activity.
These operations will thus provide a means for a system to initiate, terminate, suspend, resume and modify the logging
capability.
9.2 Initiation of logging

The PT-CREATE service defined in CCITT Rec.X.730 | ISO/IEC 10164-1 is used to allow one open system to request
that another open system create a log, thereby requesting that new or additional logs be defined.

The semantics of the log attributes are defined in 7.1.2. The following describes the values that will be assigned to log
attributes in response to a PT-CREATE request and the required response.

Max log size: This attribute specifies the size of the log to be created. When this attribute is absent then either a log of

indeterminate size is created or a system defined default size may be assigned. When this parameter is absent in the
indication it shall be returned in the response.
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Capacity alarm threshold: This attribute specifies capacity levels at which an alarm notification will be generated. For
a log that has a log full action of “halt”, this attribute is mandatory and if not specified a single threshold set at1100% wil
be assumed.

Log full action: This attribute specifies the action to be taken when the maximum capacity of the log is reached. If this
parameter is not specified “wrap” is assumed.

Discriminator construct: This attribute specifies the test conditions which will be used by the log in testing potential
log records. If no value is specified for this parameter in the incoming request then an empty discriminator construct will
be defined.

Administrative state: This attribute specifies the administrative state in which the log is to be created. The log may be
created in a Unlocked or Locked state. If no administrative state is specified, the Unlocked state is assumed.

Operational state: This attribute specifies the operational state of the log. The operational state shall not be specified as
part of the create request, but shall be returned in the response and will reflect the actual state of the created log.

Availability status: This attribute specifies the availability status of the log. The availability status shall not be specified
as part of the create request, but shall be returned in the response and will reflect the actual status of the created log.

Packages. This attribute specifies the conditional packages to be included in the managed object to be created. If no
packages are specified, no scheduling is assumed to be requested.

9.3 Termination of logging

The PT-DELETE service defined in CCITT Rec. X.730 | ISO/IEC 10164-1 is used to allow one open system to request
that another open system delete one or more logs.

94 M odification of logging attributes and suspension and resumption of logging

The PT-SET service defined in CCITT Rec. X.730 | ISO/IEC 10164-1 is used to allow one open system to request that
another open system change the administrative state of the log or set the value of a settable attribute. When the state i
changed to locked, logging of records will be suspended; when the state is changed to unlocked, logging may be
resumed.

9.5 Retrieving logging attributes

The PT-GET service defined in CCITT Rec. X.730 | ISO/IEC 10164-1 may be used to retrieve any of the readable
attributes of the log. All attributes of the log are readable.

9.6 Retrieval of log records

Log records may be retrieved from a log by means of the PT-GET service. If a scoped and filtered PT-GET service is
used multiple log records can be retrieved with one request.

9.7 Deletion of log records

Log records may be deleted from a log by means of the PT-DELETE service. If a scoped and filtered PT-DELETE
service is used, multiple log records can be deleted with one request.

10 Functional units

Two functional units are defined in this Recommendation | International Standard for the management of logs:
a) log control functional unit;

b) monitor log functional unit.

The monitor log functional unit requires the support of PT-GET services for instances of the log and log record or any of
their subclasses. The log control functional unit requires the support of PT-GET and PT-DELETE for instances of the
log and log record or any of their subclasses, and requires the support of PT-SET, PT-CREATE, object creation
reporting, object deletion reporting, attribute value change reporting, state change reporting and the alarm reporting
services for instances of the log or any of its subclasses.
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11 Pr otocol

111 Elements of procedure

This Recommendation | International Standard makes use of the elements of procedure defined for the services described
in clause 9 of this Recommendation | International Standard. No additional elements of procedure are defined in this
Recommendation | International Standard.

11.2 Abstract syntax

11.21 Managed objects

This Recommendation | International Standard references the following support objects whose ASN.1 value notation is
specified in CCITT Rec. X.721 | ISO/IEC 10165-2.

a) log;
b) logRecord.

11.2.2  Attributes

This Recommendation | International Standard references the following attributes, associated with the objects specified
in 11.2.1, whose abstract syntax isdefined in CCITT Rec. X.721 | ISO/IEC 10165-2.

a) administrativeState;

b) availabilityStatus;

c) capacityAlarmThreshold;
d) currentLogSize;

€) discriminatorConstruct;
f) intervalsOfDay;

0) logFullAction;

h) logld;

i) logRecordld;

i) loggingTime;

k) maxLogSize;

)  numberOfRecords;

m) operationa State;

n) schedulerName;

0) dtartTime;

p) stopTime;

q) weekMask.

The objects defined in this Recommendation | International Standard inherit attributes from top, these attributes are not
repeated here.

11.2.3 Notifications

This Recommendation | International Standard references the following events defined in CCITT Rec. X.730 |
ISO/IEC 10164-1.

a) attribute value change notification;
b) object creation notification;

c) object deletion notification.

This Recommendation | International Standard references the following events defined in CCITT Rec. X.731 |
ISO/IEC 10164-2.

d) state change notification.
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This Recommendation | International Standard references the following events defined in CCITT Rec. X.733 |
ISO/IEC 10164-4.

€) processing error alarm.

11.3 Negotiation of functional units
This Recommendation | International Standard assigns the following object identifier value:
{joint-iso-ccitt ms(9) function (2) part6(6) functionalUnitPackage(1)}

as a value of the ASN.1 type FunctionalUnitPackageld defined in CCITT Rec. X.701 | ISO/IEC 10040 to use for
negotiating the the following functional units
0 log control functional unit

1 monitor log functional unit

where the number identifies the bit positions in the BIT STRING assigned to the functional units, and the names
referencing the functional units as defined in clause 10.

Within the Systems management application context, the mechanism for negotiating the functional units is described by
CCITT Rec. X.701 | ISO/IEC 10040.

NOTE — The requirement to negotiate functional units is specified by the application context.

12 Relationship with other functions

The log control function uses the services defined in CCITT Rec. X.731 | ISO/IEC 10164-2 for the notification of state
changes, the services defined in CCITT Rec. X.730 | ISO/IEC 10164-1 for the creation and deletion of managed objects,
the retrieval of attributes and notification of attribute value changes and the services defined in CCITT Rec. X.733[9] |
ISO/IEC 10164-4 for the reporting of log alarms.

The relationship with the event report management functionin CCITT Rec. X.734 | ISO/IEC 10164-5 is shown in Figure
2.

Managed
object

Log
pre-processing

Notifications -
Potential

log reports Logs

Event reports

Event
pre-processing

Potential
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Event reports ‘ Responses

/ Control l ‘ Responses Control
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Figure 2 — Relationship between Event report and Log management models
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13 Conformance

There are two conformance classes: general conformance class and dependent conformance class. A system claiming to
implement the elements of procedure for system management services referenced by this Recommendation | International
Standard shall comply with the requirements for either the general or the dependent conformance class as defined in the
following clauses. The supplier of the implementation shall state the class to which the conformance is claimed.

131 General conformance classrequirements

A system claiming general conformance shall support this function for all managed object classes that import the
management information defined in this Recommendation | International Standard.

NOTE — This is applicable to all subclasses of the management support object classes defined in this Recommendation |
International Standard.

13.1.1 Static conformance

The system shall
a) support the role of manager or agent or both, with respect to the log control functional unit;

b) support the transfer syntax derived from the encoding rules specified in CCITT Rec. X.209 |
ISO/IEC 8825 and named {joint-iso-ccitt asn1(1) basicEncoding(1)}, for the purpose of generating and
interpreting the MAPDUS, defined by the abstract data types referenced in 11.2.2 and 11.2.3 of this
Recommendation | International Standard;

¢) when acting in the agent role, support one or more instances of the Log managed object class, log record
managed object class or any of their subclasses.

13.1.2  Dynamic conformance

The system shall, in the role(s) for which conformance is claimed, support the elements of procedure defined in:

— CCITT Rec. X.730 | ISO/IEC 10164-1 for the PT-GET, PT-CREATE, PT-DELETE, PT-SET, Object
creation reporting, Object deletion reporting and Attribute change reporting services;

— CCITT Rec. X.731 | ISO/IEC 10164-2 for the State change reporting service;
— CCITT Rec. X.734 | ISO/IEC 10164-4 for the Alarm reporting service.

13.2 Dependent confor mance class requirements

13.2.1  Static conformance

The system shall

a) supply a System conformance statement which identifies the standardized use of this system management
function;

b) support the transfer syntax derived from the encoding rules specified in CCITT Rec. X.209 |
ISO/IEC 8825 and named {joint-iso-ccitt asn1(1) basicEncoding(1)}, for the purpose of generating and
interpreting the MAPDUSs, defined by the abstract data types referenced in 11.2.2 and 11.2.3 of this
Recommendation | International Standard, as required by a standardized use of this systems management
function;

c) support one or more instances of the Log managed object class when acting in the agent role.
13.2.2  Dynamic conformance
The system shall support the elements of procedure referenced by this Recommendation | International Standard, as
required by a standardized use of this system management function.
13.3 Conformance to support managed object definitions
The log and log record objects supported by the open system shall comply with the behaviour specified in clause 8 and

the syntax specified in CCITT Rec. X.721 | ISO/IEC 10165-2.
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Annex A

Considerationsfor system implementation capabilities statements

(Thisannex does not form an integral part of this Recommendation | International Standard)

The following is an example of the information the implementor may specify when defining implementation options for
this Recommendation | International Standard:

a) thebehavioural optionsimplemented for the log managed object class;

b) therange of al attribute values that can be supported by the log managed object class;

¢) thesupported log discriminator constructs; and

d) thenumber of values that can be supported for the set-valued capacity alarm threshold attribute.

Annex B
Conditionson attribute valuesfor logging

(This annex does not form an integral part of this Recommendation | International Standard)

) Conditions for record logging to Conditions for record logging not to
Attribute occur. All conditionsin thiscolumn | occur. If any of these conditionsis
shall be satisfied satisfied logging is inhibited.
Operational State Enabled Disabled
Administrative State Unlocked Locked
Availability Status (Log Capacity) Not Log-full Log-full
Availability Status (Scheduling) Not off-duty Off-duty
Discriminator Constrict Test TRUE FALSE
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