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 m��Fa/������� n���
��� XSL'� 1����� ���
��:  
1.4.3  ����� ��!�� : C(���RDNs����$>� %�"��
��� �5�'��" �JL'" ; �#���� C�T C" �3��@�� �SB�H�� .  
2.4.3  "�# $���%� :g< �" 2������@" ��
���� %�
U C�T QU�3 �G 4� �#�" �5�U ; .  
3.4.3  ��&' �(�# : �#�" �5�U)�#�" �" PND �� ( ��7'" �L6��( X(�L��� x�#�" C" xR���� Z�[ y�dz� s��

������ �	
 �d���� -D��#.  
4.4.3  )�&�*+� :��d{ &�U X�# ����[ .�	
 ������ �d���" ��7'" k��# -
 ����
�� �	
�.  
5.4.3  ,
-��.� /01� :�7�� }����" g�dU �LJU.  
6.4.3  �*	� �(�# :�#�" �" ���7" %�"��
".  
7.4.3  ����� �21�� :'�� QU�3 �g< C(�� �,�
" �
��S�[�( ���@� $�o EF C(��� C(�� CD��" -
 �
6�" �5�'���� �JL

������� v���� �Ra� $��z� Y<.  
8.4.3  DSA3��41��  :DSA����� v���� ����$< �L�6 x� ~	��  . 4�J��DSA -��b��� �(�,�� �#��" ���
�� �L=� 

�	
 ������� v��6 ; . �#�� �R�DSA C" ���7" %�R�d�� ; -��b��� DSAs ����� v���� ��[�, �[��� &�U E,��� 
)&�'�� 9�B� �7U�.(  

9.4.3  56
 ��
7� : �
 �7�� $��" ]�B ���7�DSA-��b��� .  
10.4.3  �(����� ����� : ��[�, 9�O=� DIT���7��� m��Fa .  
11.4.3  ����� : �d�� ��� ����
��DSAs EF �" �����@� %�"��
"� �#�" &�'( DSA-��b��� .  
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-��� :DSA���7" %�"��
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��DSAx������3 �#��� �5�'��" %�"��
� $���3 ��
� �B�� 1+'e� .  
16.4.3  �< ��	* :$a 9�,��� �"�)� +( ���7� P�2 DSA��3� �� �B�� ���7� v�d�� ; ?#$ .  
17.4.3  �< ?��� :DSA���7" %�"��
" �,�� ~	��  . ���� �RDSA ���� G �� �	
 DSA-��b��� .  
18.4.3   ?	A �*	�� DSA�
7�  :� �" 9g�#�" %�"��
" ���� q$�o s6� C" �SB�H�" ���7" %�"��
� 9�B�DSE��7" .  
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20.4.3  ��
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7� B�&�� : �" +D�� +( W�0�� ���7�� t��L" +
" v�d�G 9$��� ���@��DSA.  
22.4.3  /!�� $���%� :G 4� �#�" �5�'� ��"�3 %�"��
�� QU�3 �g< �" 2��.  
23.4.3  ?��� /01� :�7�� $��� g�d'�� �LJU.  
24.4.3  ��# 8	C6 :���" }�g ; �� 1��7� ��� %�"��
�� �d)A������#� (C(�� �,�
" %�"��
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4  ������
�  

������� �	
 m��Fa/������� %��H�5�� XSL'� 1����� ���
��:  
ACI    g�d'�� �SR��" %�"��
"  
DIB    ������ %�"��
" 9�[�R  
DISP    ������ %�"��
" ���7� 2�3����(  
DIT    ������ %�"��
" 9�O=  
DSA    ������ 4�7U ��3�  
DSE    ������ 4�7U ��3�� $�o �#�"  
DUA    ������ ��
��" ��3�  
RDN    ��U N�r s6�  
SDSE    ��7" ������ 4�7U ��3�� $�o �#�"  

5  ���!��"� 

 �J,� 1�d�dV %�P�'��6� C" 1������ �	
 �d���" %�[�B"��� �6��2� ����� C��� ; %G�H�G� I��J� K�LR ; ���
�� 
 ��,�U 1-6��J�� ��B���� ������� ��7'��� �
(���� ������� ��'J������ �'O���� %G�H�?� ����� $�8G�2001.  

 *�LH" �" s�d��"������ �d���") " ; ��3"������ �	
 �d���" (" j
� xU�ITU-T Rec. X511/ISO/IEC 9594-3 .
 *�LH" �" s�d��"������ %�d���" "����� %����� C�T ��X.500 ����� ���
�� P�ND� C�T� ISO/IEC 9594.  

 9��S[ ������ �	
 �d���" ��
���D0A� ���E�� ����5 1~� 1������ %�d���� ��a� �
SL�� C" Xd�� ��� ��7Ua� Y< 9��=�� 
 4�[ �
SV1988 �"  %����� ����6CCITT X.500 � ISO/IEC 9594 : 4�[ �
SV1990 .�d���" ��
���� ������ �	
 

 9��S[�	��F�� ���E�� ����5 4�[ �
SV 1~� 1������ %�d���� ��U���� �
SL�� C" Xd�� ��� ��7Ua� Y< 9��=�� 1993 �"  ����6
 %�����ITU-T X.500� ISO/IEC 9594 : 4�[ �
SV1995 . 9��S[ ������ �	
 �d���" ��
�����F��F�� ���E�� ����5 

��� ��7Ua� Y< 9��=�� 4�[ �
SV 1~� 1������ %�d���� ������� �
SL�� C" Xd�� 1997 �"  %����� ����6ITU-T X.500 
�ISO/IEC 9594 : 4�[ �
SV1998 . 9��S[ ������ �	
 �d���" ��
������G�"�� ���E�� ����5 Xd�� ��� ��7Ua� Y< 9��=�� 

 4�[ �
SV 1~� 1������ %�d���� �
(���� �
SL�� C"2001�"  %����� ����6  X.500 �X.501 �X.511 �X.518 �X.519 
�X.520 �X.521 �X.525 �X.530  4�[ �
SV�2000 ������� ITU-T Rec. X.509 P�NDa�� 10-1 �" ISO/IEC 9594 :

 4�[ �
SV2001 .  
 9��S[ ������ �	
 �d���" ��
�����H��$� ���E�� ����5�
SL�� C" Xd�� ��� ��7Ua� Y< 9��=��  1������ %�d���� ��"�)� 

 4�[ �
SV 1~�2005 �"  %����� %G�H�G� I��J� K�LRX.500 �X.501 �X.509 �X.511 �X.518 �X.519 �X.520 
�X.521 �X.525 �X.530  P�NDa��1�10 �" ISO/IEC 9594 : 4�[ �
SV2005.  

 N�"�� ������ �	
 �d���" m�
�ASN.1 ���� HelveticaP�$�6  .>� �'[� s�R� �u Y< 9��=ASN.1 1`$�[ :U ; 
 :'�� -R�( �[ N���� -�,~$�
�� ����
(  ����HelveticaP�$�6  . s�[ ���8 �'[ ����< ��@�� 1%�P��D>� P��� �����

 :'�� �[ 9N���" 1���
" %GG$~$�
�� ���� ����
( TimesP�$�6  . ���� g�d'�� s�0�( ������ m�
��Times 
b�" P�$�6��.  

 $��[� �\ ��b�R ; $�'S�� QU�3 �g<�) 4��5�6� �(�J"" h "���B ��(P��D< ; %��L# $�'S�� ��
� 1.  
  



 

 

6  ���	�� D �����  

������ ; �#��'" %�"��
" �D�� �� ��� .������ �	
 �d���" ; �,�
" &�'�� %���� -
 ���7���� . ����A�M�� &�U 
 k��# `�#� �b�6�( ������ %�"��
" ��" 1������ �	
 �d���"P�d#>� . n��
� ���� ����S�� �b�6��� �	
 ��" k��8�

������ 4�7U ��3�� 9$�� %�"�#� ������ 4�5�6� �g< ����b� �5�U ��� Z�[ &�'��" �#�" ��� 9$�o 9�B�� ���B.  
�'��" %�"��
" 4��5�6� ����� �" ��3 �g< �" �SR��" Z�[ 9��J�� �"�# �SR��" �,�� �7'�� ��( 1������ %����[ s[�� �5

�5�U Z�[ 2�H0�� �"�5���� &�'�� ���� �[ . -���DISP ; ��
�� 2�3������ ITU-T Rec. X.519/ISO/IEC 9594-5.  
1.6  )�&*E�  

 �
 ������ %�"��
" &�'� v�L�� `�B< �<P�d#>� . %�P��D< ��
��P�d#>���o %�6��6 �L6��( �"����( ���� ���  1�
������ �	
 �d���" ��7'" k��# -�, �����(�.  

2.6  ��
7��� 

���7��� �
 ������ &�'� `�#a� �J��L��� . s�J�� ; ������ %�"��
" �! �"�) ��"�= 9�7U �D���7 . W��B �SR�
�P�'( W�� ��� ���@�� ��@� v�d�� ��L� 1���7������7��� ����[  .d�G� �	
 C�� ��U��"< �" sF���(� 1�d��{ v�L( %�R�

 C�T ��@� ��� �6����� %�U��( ��"DSAs ; DMD ���7��� ���� 1+
" A��b�$ �" k�� +( DSA . %���
�� $�8�
���7� v�d�� ���U �" PNO3 XBG ���7�� ��'J��� . s�J�� ; ���7� v�d�� %�U��" ��
��9.  

 ��� 1v�d�G� ���= C�� $�O��� DSAs� 2�
�� ]"�� �� P��<�JBG ��B�" ; ���7��� v�d��  . �" �	
 s�� �� ����
 s�J�� ; $�� ��3 �7� -���@� $�'6< 2?#8.  

 ������� ; Q
�� kg�u  �6� Z�[ ������ �	
 ���7��� �"�# 4�J�ITU-T Rec. X.501/ISO/IEC 9594-2 ��S��� 
 ; 9ND��� %�S�L���ITU-T Rec. X.500/ISO/IEC 9594-1 . $��� �J(�L�� %�S�L�"� ���7��� 2�3������ �d���"  

 ;ITU-T Rec. X.519/ISO/IEC 9594-5 .��,��>�( m��� -���@� $�'6> �d��
� ������ �	
 �d���" �,�� 1}�g Y< 
� ���
�� ]�"��P��< +( ���7� %�R�d�� DSAs . ; 9$�o %��$� 4��5�6�( �	
 -���@��� $�'6>� �u ��
��  

ITU-T Rec. X.501/ISO/IEC 9594-2.  
 s�J�� ; ������ %�"��
" �! �"�# ��
�10 . s�J�� ; �,�
" %����[ �[��� 2?# �" -�
d�� ���7��� W���11 .

���7�� %�"��
�� +�8� ������ %�"��
" �JU %����
�� �	
 �[�����.  
 �L6��( ���7" %�"��
" 4��5�6� n�� $���DSA ; ���$ ��V ��S��� ITU-T Rec. X.518/ISO/IEC 9594-4.  

3.6  ��
7�
� 3&�<6 ����  

 -���� 1������ &�'� ~���
�� ��@�� ;�	��� C�LM� �� ��� 1DSA ���( �I !?�� ���7" %�"��
" ��H" ��   
 ���I J�K�H����7" %�"��
" �SJ��" ��  . x( 4�J� ~	�� ����� �<DSA �����
" &�U �L@U� ; ¡���=G� �'[ )" �! $��

�! }����" �� ( X�
��A��b�$ ( DSA �$�S� ���( 4�J� �#� )�! $��" �� �! }����".(  
 C�LM� �RDSA���� ?�( +
" ��"< 1��:  
  h   X�
�� ���,( DSAs�� q�d��{ �� &�U %��B� Id'� +d��{   
  h   X�
�� ���,( DSA ��B� )�$�S� ���( 4�J� (�d��{ &�U %��B��.  

g��'�� 2��'�������� %�"��
" ���7�� +O�'" ���7��� -���@��� k:  
h   �6��6 ��L��D0A� �	����� �" 9�=�S" x'��8 �! }����" �3 �SJ��� �� DSAq&�'�� 9�B�� -��b���   
h   �6��6 *���L���F�� �	����� ��	�� �7�� -������ X�
�� ���, �7�� $��" ���( C�LM� �� �! }����� 

�7� v�d�� s\ Q��� C" 9�=�S" ��DSA-��b��� .  
K�D��6G�� ��$���[G�� ������� P�$a� 2��'�� ���O�'"� +�6����� +��
 %�N�r ��U$� $���.  
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1.3.6  56F� ��
7��� 

 ��@�� +S�1��a� ���7���  .������� %�N���� �\ ���� 2�
d�� ����6 ���7��� �6��6 ���B ;�:  
  �  (   ����DSA" �
 -��b��� q�5�'��" �JL'� ��B��� �7�� $��  
  t(   C" �=�S" ���7� v�d�� �! }����" ��� ����DSAq-��b���   
 k (  ���7" %�"��
� �d�� �! }����" �'[ �J, ��b�R� ]�� �U��J"� 9P��R %����[ P�$� ��� . xD���

 Y< ���
��� %����[ C�TDSA-��b��� .  
L" %�"��
� &�U C��( *��� ��� �S�(�A�S��F �(�� ��S��� ��'�� �	
 4��5�6� ��� 1���L�� �" �S��R 1�� �,�
" �� 

P�$a� ��L�" .�A�M��t�'V>� �,�� ��'�� �	
 �� �S�( 1 E,�� 1-b��( j
� 1����� �" 1�,�
" %�"��
" �� ~$�, �#�� 
K�D��6G�� ��$���[G�� ������.   

  

  

  
 �G>��1 –56F� ��
7���   

  
2.3.6  :�#�H�� ��
7���  

 ��@�� +S�2~�U���� ���7���  .������� %�N���� �\ ���� 2�
d�� ����6 ���7��� �6��6 ���B ;�:  
�  (   ���� GDSA�5�'��" �JL'� ��B��� �7�� $��" �
 -��b���  . v�d�� �J, �! -�����" �
S� �����

 C" �=�S" ���7�DSA -��b��� �! $��" s
��S�[�(.  
t(  I�� �! $��" C" ���7� v�d�� ���#� �! -������ ����&�U 9�B�� -��b���  . ��� 1}�g C"�

 +( ���7� %�R�d�GDSA~�U�e ���7� %�R�d�� Z�[ �e� �\ ���� �� ���=�S" �! -�����"� -��b��� .  
k (  ���" �'[ �J, ��b�R� ]�� �U��J"� 9P��R %����[ P�$� ������7" %�"��
� �d�� �! }� . xD���

 Y< ���
��� %����[ C�TDSA 9�=�S" P��6 1-��b��� ) `�� ��3 �g<DSA �,�
" ~�U�e �! }�����   
( DSA-��b���  ( �[ 9�=�S" EF ��s)(DSA�! $��� .  

�@" ~�U���� ���7��� �<< ]�B �" ��a� ���7��� A�"�� x(������ P�$a� 2��'� �,�� xUK�D��6G�� ��$���[G�� � . x'[ n��¢�
 :�¢ xU� ;DSA���7" %�"��
� �7�� -�����" C��� �=�S�� ������� P�[ �" ��B��� -��b���  . t�F�" ��3�� �	
�

���7�� %�"��
�� Id'( ��7d�� �7�� -�����" �" ES3 $�[ ]�B �£�( ;.  
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 �G>��2 –7��� :�#�H�� ��
  

7  #����� $ #�%&���   

���[$� ���7" %�"��
" E,��� �����
" ���� ������ �'
 �,�
�� ������ %�"��
" �! �"�# �,�� . $��" �d�� 1��H�#�(�
 ��7� %�"��
� 1���7� v�d�� ��� 1�7��)���7" %�"��
" .( +( 2�3����( ���'[ 2$�S� �L6��( %�"��
�� �	
 &�'��

�� $��"�7�� }����"� �7 . %�"��
" 9�O= �� �d�8 ��[�, �[��� �� %�"��
�� C�T -
 ��7� ��� %�"��
���DSA 
��! $�� .PND �7�� }����� ���7�� %�"��
�� *SH��A� %�"��
" 9�O= �" DSA.  

 +���$< �L�6 Z�[ -�S'� 1������ %�"��
" �! �"�# 4��5�6G�� DSA�� Y< ������ +'e�  s�� ��� ���@�� ��@( v�d
���7��� W��B ��SD�� . v�d�G� �	� �J�
��� ��'J��� �d������ 1v�d�G� �	
 ¤R�'��)���7��� v�d�� (; 7�1 . ; $���7�2 

���7��� m��Fa ���7�� %�"��
�� �� ��� ��� �J��L�� �d�� .�� $��" �" �	
 ���7�� %�"��
��� -�
d�� �J'�� �B�H�� �7
 ; $�� 1�! %����[ �" �[��� �L6��( �7�� }����" Y<7�3 .  

 ; ������ %�S�V ��S��� ���7�� %�"��
�� 4��5�6� n�� $���ITU-T Rec. X.518/ISO/IEC 9594-4.  
1.7  ��
7� B�&��  

; �3��@�� ������ 9��$< ��$��� ����$>� %�L���� +( ���7��� v�d�� C��� 1���7� ]� �� �SR���7���  . �	
 ���� �R�
 X�
�� ���, ���Va� $�
�" v�d�G�( DSAs �[��� +( ���, x( ������ ���7��� C�T ��@� ]�� 1DSAs+�'
��  . �R�

����$>� %�L���� ~�� ���SJ�� ���@�� �" �[��� ~� v�d�G� ��@� .,A?�� X�
�� �6��6 %�"��
" v�d�G� $�� �R 1
���� �� �"a�(`�#� ���# ���= �� s�6.  

 �" k�� +( ���7��� �'�
" ���z $�o v�d�� �
 ���7� v�d�� �<DSAs) DSA � �! }����� DSA�! $���  .( �R�
A���� v�d�G� �	
 ����) A?�"~�R�
� 1 (A��'�� ��) A?�"�?[� $�B ��3 ���7��� v�d�G �"�[ ���= ��@� 1 .( �����
 ��
" ���7� v�d�� ���v�d�?� �SB�H�� 2�3������ %G$�S� C�T ; 4�5��� ��B� . v�d�G `�#a� %���
�� ��@��

 g�d'�� �LJU ����� �"� +�0��� t��6�� 1&�'�� 9�B� �d���" ���7�� DSA-��b��� ���7�� %�"��
���  . ��@��A��b�$ 
 k��8 G �����(� ���7�� %�"��
�� ; g�d'�� �SR��" %�"��
"$�o *���� Y< .  

A��b�S"� ; ���7� v�d�G ������� 4�J� 1DSA) �! }����" �� �! $��" (���[ �L6��(�)� k��# ����$< � . A�6�6� ����
A�JBG ����B?� ��J� �R ��'J��� x���
" s�R ����  �J" %����[ 2?# �����
� ����� �"� v�d�G� ]�"�� ��B�" 2?# 

v�d�G� Z�[ ���
� .<������ �	
 �d���" v�LU k��# -
 v�d�G� �	
 ��N_ �J��V � . ��'J��� �U���� �
( 2$�S� ����
 s�J�� ; ��Hd���( ¤R�'�� 2�3����( �[ ���7��� v�d�G9.  

 

���� ����
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A?��� 9$�[ �,�� ���7��� v�d�� �� �" sF���(A��J�JB ��� �R 1������ %�"��
" �! �"�¥ �J�
��� ��'J��� %���
���  ¡�'
 �
�J��" EF �J��L( �"�)� ; ��'J��� �d����� �6����� ���, -��� ��b�'��6� %G�B .,A?�� Q
U s�R �� %�
'�� �
( �D�� �R 1

��'"� t�S6a �� �d�� . ���z� �	
 ;� 1%�
'�� �	
 $�D� $�� P�@,< �" �"a� �6��6 ���, C'� ���B ¡�'
 ���� �R�
A�3���U� ���� ������ A��7U ���7� v�d���� �d�8 ��� �J�Jz  . ¡��6 ���� 1%G�z� �" K�'�� �	
 ;�DSA �! $���   

A?��� ��'J��� �d����� QU�3 �� ��3A��J�JB  . �d��{ P��� �6��z� %��L
�� Y< g�dU s\ ��	�� ����
���� �SJ��� 1¦ �"�
'� QU�3 �g< �" Z�[ ���
� 19�e���� �#���� �[�! �� -��b� }����" Y< 	d .  

2.7  �

7� ����
�� 

�! }����" �L6��( &�'� ��� %�"��
�� �" ��JL'" �[��� -
 ���7�� %�"��
�� �< . 9�O= -
 �5�'���� �JL'���
 ��[�,� DIT���7��� m��Fa �,�
"  .-
 ���7�� %�"��
��� %�U��" �e?e ¡�'
�:  

�  (  �2G�< ������� :" %�"��
" %�"��
" kg��'( X�
�� ���, 1�D�� �5�'��" �JL'" ; �#��� �J�
�
DSA �	D� �JL'" �J(�6 +( 1DSE .-[�, �#�" %�"��
"� ~��$< �#�" Z�[ �	
 `��� �R�.  

t(  �2E�� ������� : �[ %�"��
"DSEs CJ� 1�
§����5�'��" �JL'" ; .  
k (  MG�� ������� :� C(��� �,�
" CD��" �[ %�"��
"�5�'��" �JL'.  

 ��@�� *���3���7" %�"��
" v�J�=� :  

  

 �G>��3 –�

7� ����
�. �< ?��� B���I�   

 ��@�� ���� Z�[ ��7� ��33 �"����( �5�'���� �JL'�� P���B� `�¨ 1A��b�$��B� ����� v��6 ;  . 9�O@�� �	D -����
�� �JL'�� ��� ��� ��[�d�� �5�'��NH��� ��6�O �P�� . ����A�M��C(�� �,�
" &�U  . %�"��
" C(���� �,�
" ; ��M���

 Y< g�d'�� s�8 ��� g�d'�� �SR��"RDNC(�� �,�
�  . ; ����$< �LJU -
 C(�� �#�" ���� �"�'[�DSA ��� 1�#� 
 ��[�, �#��" ; �	
 g�d'�� �SR��" %�"��
" �" PN© y�d�BG�prescriptiveACIC(���� �,�
" Q8  . �JL'�� 1�,�
�� �	
�

&�'�� 9�B� �?�@� �JL'" �J(�6� 1�0J'�� �5�'���� . k��# ���, C6���� `�¨ &�'�� 9�B� �d���" �� �	
 j
��
������� v��6 Z�[ ���dU �5�'���� �JL'�� �H�J� 1}�g C"� q����� v��6 v�LU .� 1�	
 &�'�� 9�B� �d���" �"� ��

A?��� X�@� �� �7�� $��� �JL'" %�"��
"� �J(�6 %�"��
" ��@� 1��@�� +� Z�[ ��7� ��3 1��� 1���7" %�"��
� 
) �� �d�� %�"��
" ���DSEs�5�'���� �JL'�� ;  ( �)������#� (C(���� %�"��
" . XBG QR� ; ���7�� %�"��
�� �J'��
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 1DISP



 

 

�� }����" Y< 2�3����( �L6��( %�"��
" 9�O= ; %�"��
�� �"��� Z�[ ��
� ~	�� �7DSAx( ���)�  . jS��
 �" ���7�� %�"��
��DSEs SDSEs)( ; ¤R�'� ��� 17�2�1 . ; ���7" %�"��
" C�� ¤R�'��7�2�2.  

 ��@�� *���4�
6�" �,�
" ��@� ]�B ���7" %�"��
" v�J�=� .  

  

�G>�� 4 J ����� �21�� /� �

7� ����
�. �< ?��� B���I�  

1.2.7  SDSEs  

Shadwed DSE (SDSE) : $�o s6G �SB�H�� -
 �����7� `�¨ ��� %�"��
�� �< . ����SDSE �" ���7�� %�"��
�� 
DSE �� �7�� $��" ; DSE %�"��
" kg�u �" PND Q��� �	\� 1�7�� }����" Y< DSA.  

 �<SDSE�  -�e�� DSE�" n����� :  
  h   �uSDSE) A��b�$(q  
  h   ��
��" %�
U) �#�" %�"��
" �" �J�@"� DSEs��7� ��� �#���� C" �J(�L��� (q  
  h   �����@� %�
U)��L� �" ��B �'�o(q  
  h   C(�� 2���3� s�[)�J, C(�� %�"��
"� �JL'�(q  
  h   Q
U 2���3� s�[)�J, �JL'" %�"��
� +o(q  
  h  �[ Q
U s�R 2���3� 4�[ s)�J, �JL'" %�"��
� +o.(  

 s6� ����SDSE �3 ��@�� ��a� N���� s6G� RDN %�U��" ; ����( 9N�r s�R� v��6 %�"��
" 
valuesWithContext k���a AttributeTypeAndDistinguishedValue�ª��"  . $�o ���7� v�d�� ��M� �g<�

 �e«� �	
 ��, 1v��6 ����#� ��7� ����( 9N�r s�R ~� Z�[) ��"�@�� ����a� 9N���� s�J�� Z�[ XSL'� G ����A��b�$ .( 1G<�
 s6� ; 9N���� s�J�� C�T +�M� `�¨SDSE.  

����� –  ��� ���� � �	
SDSE ��
 ����� �� ������� ������ DSE �� ����� �����!� "��#$��% &'(� ��� �)��$�� *+, -
. ��/0��1 2�3 4��� 56$� 7�8 9:!$�� .  
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1.1.2.7   K�SDSE  

 ��u� ��
�DSE ; ITU-T Rec. X.501/ISO/IEC 9594-2 ; $�� ��3 111�3�1�1 ��'� -�e�� �
� 1DSE x� ���� 1
�R?[ %�g ����R %����# :root, glue, cp, entry, alias, subr, admPoint, subEntry, sa.  

2.1.2.7   $���%� M
�/!��  

 +o ­G�( �
 C(�� 2���3� s�[ �<� SDSEs" %�"��
" ; C(�� %�"��
"� �JL' .®�'� ¯ �g<� %�"��
" �,�� �� �7�� $��" 
 ���R 4�5��� 1C(�� 2���3� �[FALSE ��� SDSE .����� %GG��� s�[ s�
�� ���� 1G<�:  

 s�
�� ����TRUE ������� ���@�� �B� ��S�� ° �g< �J, � SDSE+
" :  
  � (  q�R�� �#�" ���  

t(   Z�[ �5�'���� �JL'�� ~��8SDSEs ���
" C(�� CD�" ���� C(�� �#�" ��� � DSA �g<� 1-��b� 
 ��"SDSE NSSR ; �,�
�� �	
 ��� 1SDSE.  

 s�
�� ����FALSE  ������� ���@�� �B� ��S�� ° �g<� SDSE+
" :  
�  (  }�	� I�b��� �,��
�� C(����� SDSEq���7�� %�"��
�� ; �'�o ���3 Q��� +
��   

t(   4�J� �! $��" ���B ;DSA Z�[ s�
�� x�! $��" �S� �g< 1~�U�e ���7� P�$�( FALSE  $��" �S� ��
 Z�[ s�
�� x�!TRUE  Z�[ xLSM� �� ­���� �7�� $��" ���¢�FALSE.  

3.1.2.7  "�# $���%� M
�  
­G�( �
 Q
U 2���3� s�[ �< �
� TRUE  ��[���� %�
'�� C�T� �#���� ��
��" %�
U C�T QU�3 1�J, �g<� 1�g<

 �'�o s�J�� }��� �SB�H" v��6 %�"��
" C�T� 1�	
 ��[�T �� ��
��" %�
U s�R C�T� �R?
�� %�g� SDSE  . �����
 �J, +o� SDSEs�#�" %�"��
" Z�[ ������ .  

��, Q
U 2���3� s�[ 4�5��� G� m��d�� q������ �����@� %�
'( X�
�� �A��b�$ ; �
�T �'�o EF ��� SDSE.  
4.1.2.7  �
��% NO "�# M�9 M
�  

 ; �'�o Q
U ��u� ��b�R -
 ��"�3 EF Q
U s�R s�[ �<SDSE ; �'�o Q
'�� s�R C�T ���, Q��� SDSE . �'�o �����
 �J,� SDSEs�#�" %�"��
" Z�[ ������ .  
  ����� – ������ 7�8 �<�=�� >?��$@1� ����$�� A�B% �C��) D!) ��� *�E0 ��.  

2.2.7  �

7� ����
�� )�>#@  
%�"��
��� ��6�6� ��u� �e?e ���7�� %�"��
�� ��� :C(�� %�"��
"� �JL'" %�"��
"� �J(�6 %�"��
" . �" �3 ¤R�'��

������� ��[�d�� %��Jd�� ; �	
.  
1.2.2.7  � ����
����!�  

 �	D Q8 9�=�S" �5�'��" �JL'" ��S� ¯ �g<DIT ���7�� %�"��
�� ��@� 1SDSEs �JL'� �J(�6 �" PND �
 �#�" ��� 
 �5�'��") �	D �" ­$a� E���DIT�R?[ %�g ��[�, �#��" ~�� 1&�'�� 9�[�R �#�" 1��@� G ���� 1Y<  .( �3���
SDSEs��U$� +S� ��3 �J(�6 %�"��
� .  

 � (   ��3 �g<DSE ��3� �� �B�� -[�, �#�" �\ �� 1�5�'���� �JL'��( X�
�� %�
U �\ ����$< �LJU 
 ���� 1�5�'���� �JL'�� C�T �� �
( ��[�d�� x��O= ��7'" ��@� ��[�, �#��� �B�H"SDSE �
 

 �uadmPoint . ��3 �g<�DSE �
 A�M�� �u cp ���� 1SDSE �u X(�L��� cp ;��<. %�
U ~�� 
 ; ��M�� �5�'���� �JL'��( �R?[ %�gSDSE . Q
U ��M���administrativeRole ��J'�� C�T ; 

 ����$>�� SDSEs���7�� %�"��
��( �R?
�� %�g .  



 

 

t(   �JL'�� C�T �� �
( ��[�d�� 9�O@�� ��7'" ��@� ��� ����$>� �LJ'�� Q8 ��[�, �#��� �S�'��(�
� 1�5�'���� +�M� ��SDSEs ��'� subentry���7�� %�"��
�� ;  . 9�O@�� ��7'" ��@� ¯ �g<�

 +�M�� �	
 -[�d�� �#���� �D�B ¡�'
 Q��� 1��'" P�ND� �� �5�'���� �JL'�� -[�, �#�� ��[�d��
SDSE . ; �JL'�� %�"��
� 9���{ g�dU �SR��" %�"��
"� ��L_� ��[�T %�
U ����SDSEs�  ��'

subentry.  
  k (   �D��SDSE ��'� ±��, root �	� DSE.  
  $ (   ��3 �g<DSE �u �
 cp  ���� 1�J,SDSE �u �" �
 cp.  
   
(   C�T ���DSEs ; n��� ¯ ��� )� ( ��)t ( ��)k ( ��)$ ( �
��S�[�(SDSEs ��'�� glue� RDN 

  �J, �#����.  
�JL'" �J(�6 ; C(�� 2���3� 4?[� �D�� G SDSEs.  

2.2.2.7  ����� ����
��  

 �
��S�[�( ���7" %�"��
" ; �5�'��" �JL'" ; ��"�= �! $��" %�"��
" ; �#���� C�T ���SDSEs ��'� entry   
)*�=���� �L6��( -��� ¯ �" .( ~��8�SDSEs ��3 �#��� %�
U Z�[ �	
 %E�#����7� v�d�G Q
U ����#� �L6��(  .

�� %�
'�� ���_� ; ���� `�#a� %�
'�� ��" �J��L�� Id'( ��[�d�� �#���� ; �� �d��� ��[��SDSEs ��'� 
subentry . �#�� %�
U ~� %E�#� �g<�k��$�� Q
'�� ��M�� 1�7�� ; objectClass �#�" g�dU �SR��" %�"��
"� 

 ; �R?[ %�gSDSE�#��� }�	�  . �g< �" 2��� Q
U 2���3� s�[ �SM�� ; ��
��" %�
U C�T QU�3DSE C�T� 
 ²� �'�o �R?
�� %�g ��[���� %�
'��SDSE . -���@��� Q
'�� ��M���collectiveExclusion ; 1+B �g< 1SDSE.  

 ��3 �g<DSE �u �
 admPoint ���� 1 SDSE Q
U �
 X(�L��� admPoint ;��<� SDSEs Q
'� subentry  C���
%�g ��[�d�� �#���� ����$< �LJ'� �=�S" C(��� �R?
�� DSE���7" %�"��
" ; �'�M�"  . ��[�d�� �#���� k��$< �[��R $���

; 1.2.2.7.  
 ��3 �g<DSE �u �
 cp ���� 1SDSE �u �
 X(�L��� cp ;��<.  

 ��3 �g<� 19$�o C(�� �,�
" QU�3 �g<DSE  �u �
nssr ���� 1SDSE �u �
 X(�L��� nssr ;��< Q
U ��M��� 
nonSpecificKnowledge.  

�6���" �³�'�� ���7�� %�"��
�� ���� G 1�5�'��" �JL'" Z�[ *�=���� XSV �g< . Q���� �R �#��" ¡�'
 ���� �R�
���7�� %�"��
�� 9�O= ���
 �L
� �S6 ~	�� *�=���� �L6��( . XSL'� 1*�=���� �L6��( -��� �R �#�" ��� �S�'��(�

�� �[��J�������:  
�  (   ¡�'
 QU�3 �g<SDSEs ��M� 1 *=�� G ��� ���7�� %�"��
�� ; �#��� }�	� �
(�� SDSE �u �" 

glue ���7�� %�"��
�� Y< -��� ~	�� �#���� . ; $�� ��3 C(�� 2���3� s�[ �SM��2.1.2.7 . �� ���
SDSEQ
U 2���3� s�[ x� I��, 1�#�" %�"��
" Z�[ ~��� G �	
  . -���@��� Q
'�� ��3 �g<�

entryACI A�'�o �d��� ( ACI Q
'�� ��, 1����� 1��" 1�R?[ ~g ) Z�[ �Ra� Z�[ ~����ACI ~g 
�R?[ ( ��M��A��b�$ ; SDSE.  

t(  < ¡�'
 ��� ¯ �gSDSEs C(�� 2���3� s�[ �SM� 1���7�� %�"��
�� ; �#���� `�#� �
(�� � SDSE 
� �#������ -��b�� Z�[ -���� �#���� �=�SFALSE j����� SDSE���7�� %�"��
�� �" -���� �#���� .  

k (   ��3 �g<DSE �u �
 admPoint ��7� 1 A��b�$ Q
U ��M��� administrativeRole.  
 ��� �<SDSEC(�� 2���3� s�[ �JL'" %�"��
" ;  .; s�
�� �	
 �S� ���= $�8� 2.1.2.7.  
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3.2.2.7  � ����
��/!�  

 t��L�� C(�� %�"��
" �u �<) P��6 q�ª?3 �� �! g�dU ��JU �� ����b� g�dU ��JU 1��" QU�3� 4� �
6�" �,�
" ��@�
G (���7��� v�d�� ; $�o.  

 �5�'���� �JL'�� Q8 9�=�S" C(�� CD��" ��@� 1C(�� �,�
" ����� `�D �g<) ��B �ª?3 �� �! �� ����b� �,�
" ��u�
�RG�P�M ( �
��S�[�(SDSEs ��'� subr Pg�dU �SR��" %�"��
"� ��b?" �,�
" C" ��"�3.  

 � 1C(�� �,�
" ����� `�D �g<DSE $���� ) ��'�subr ( �
A�M�� �u �" admPoint P ��,SDSE �u �" ���� 
admPoint ;��< Q
U $���� administrativeRole . ²� ��3 �g<�DSE C(��� ��[�, �#��" ~�  Z�[ ~��8 �=�S"

prescriptiveACI  $��� ���, 1����$< �LJ'( X�
�"A�M�� �
��S�[�( SDSEs���7�� %�"��
�� ; .  
����� –  *�E� *F GEHDSE IJ G� subr  KFadmPoint  .DSA . ���B$�� 4��� *�E� ���L8 -MB�<:�� DSA �N �%�$�� 

����O ��?�'
 �=PL� ����%.  

" �,�
" %$�B �g< Q8 C(�� CD��" ��@� 1�
6�)�=�S" C(�� Q��� ���� ( �5�'��" �JL'")�ª?3 �� �! �� ����b� (
 �
��S�[�(SDSEs ��'� subr  ��nssr P g�dU �SR��" %�"��
"� ��b?" �,�
" C" ��"�3 . C(�� k����glue SDSEs 

 C" ������� Z�[ y�d0��SDSEs�5�'���� �JL'�� ;  . �	
 X�¢ �R�glue SDSEs�5�'���� �JL'�� ; �"< ���� ���    
���8 �� . �,�� G�glue SDSEsC(�� %�"��
" s[�� `�#� .  

 $�B �g<subordinates ����� 1C(�� CD�"� C(�� �#��" �6�� $���� ��, 1SDSEs �u �"  subr6  entry6 cp .
 %�
U Z�[ C(�� �#��" ~��8�A�JSVQ
'�� ����#G  .��,��>�(<  ����� ��3 �g< 1}�g YDSE �u �" admPoint P ��,

SDSE �u �" ���� admPoint �,��<A� Q
U $���� administrativeRole . $���� A�M�� 1��b?�� ��[�d�� �#���� C�T 
 Q8 1�J, ��b?" %�"��
" C"admPoint  �
��S�[�(SDSEs���7�� %�"��
�� ; .  

 ��8SDSEs subr6 nssr � s�[C(�� 2���3 . ��M��SDSEs glue  C(�� 2���3� s�
� �
6�" �,�
" �´ 4�[ m���
 m��d��A��b�$ ��"�3 ���� G� )C(�� �,�
� X�
�� ���,.(  

 ; $��2.9���7�� %�"��
�� ����� &�'�� 9�B� �[ ��3� %�"��
" ����d� .  
3.7  �7�� ���
��  

��" Y< �7�� $��" �" ���7�� %�"��
�� �6�������� �! %����[ 4��5�6�( �7�� }�� . +Dg�u %����
�� �	
 �,���
���7�� %�"��
�� +�0�� +d��{ +�6�6� :  

  h   �! $��� ��� ���7�) kg�u"push("q  
  h   �! }����� ��� ���7�) kg�u"pull.("  

 s�J�� ; �"���� ��Hd���( ��Dg��'�� ��	
 n����10.  
1+Dg��'�� �" ~� ;�+��@�� �B� 	5�� 2�3����( �L6��( %�"��
�� �6�� :  

h  total�5�'���� �JL'�� ; %�"��
�� �" ��"���� �[���� �6�� ]�B  . �
 �H'[ �3 �����SDSEq  
h  incremental�5�'���� �JL'�� ; %�E����� �J, �6�� ]�B  . E��� �
 �H'[ �3 �����SDSE .

 %�E��� I�
��SDSEEe����  Z�[ Q� ��� %�E����� ;�H�� SDSEs 	'" �5�'���� �JL'�� ; �J(�L��� 
 %�E����� �	
 Qe�B P��6 1X(���� +�0���A����� ; %�E���� �O��'3 SDSEs ��$�, )%�,��< �L=� 

}�g Y< �"� ( %�E���� �O��U ��DSEs 9$�
�" )[ �³�'�� 1��" ����[ �ModifyDN.(  



 

 

%����[ W?e ��
��!  . ����[ 4�5���coordinatedShadowUpdate kg�u ; push ��G��� �" �7�� $��" +���� 
 `�'� ~	�� ���7��� v�d�� �� Z�[x��6�<� 1v�d�G� }�	� +�8 �#� x�, �6�� ~	�� QR��� Z�[ 2���� 1+o ��O�����6< 

 �
R���� +�0���)A?�" 1total �� incremental .(U Q�SJ�6� �g<� ����[ Y< �(�O�6G� ; �SD�" �O��
coordinatedShadowUpdate  ����[ �7�� $��" 4�5��� 1updateShadow ; %�E����� �� ���7�� %�"��
�� �J'� 

 }�g Z�[ Q�$ ��3 1���7�� %�"��
����O�����6<+�0���  . kg��'� �S�'��(�pull ����[ �7�� }����" 4�5��� 1
requestShadowUpdate  x��SJ�6� ; �F�� ~	�� ���7��� v�d�� �� Z�[ ��G���8 �
 ; ������ ° ~	�� QR���� 1+�
� v�d�G� }�	� +�8 �#���O�����6<�(�F��� +�0���  . ����[ %���
" QU�3 �g<�requestShadowUpdate  $��� ���SJ"

�7�� }����" Y< �SD�" �O��U �6�� 1�7�� .�[ �7�� $��" 4�5���� ���updateShadow  ���7�� %�"��
�� �J'�  
 ����[ Q�$ ��3 1���7�� %�"��
�� ; %�E����� �����O�����6+�0���  . s�J�� ; %����
�� �	\ -��Hd� n�� $���11.  

4.7   �< K!�DSA �< K!� ,26 DSA  

 �����[ ��
�DSAShadowBind� DSAShadowUnbind ; 1.4.7 �2.4.7 � 1������ Z�[ �SR �" ��"�5���DSA ; 
 E,��� �'�
" 9��, ����� ����(%�'��8�! .  

1.4.7   �< K!�DSA  
 ����[ 4�5���DSAShadowBind 2?! E,�� 9��, ����( ;.  

DSAShadowBind OPERATION  ::= directoryBind  
 %�U��" �<DSAShadowBind  %�U�3��3 ���dU -
directoryBind ) �7U�ITU-T Rec. X511/ISO/IEC 9594-3 (

������� %�,?�#G� C":  
�  (   �<credentials � directoryBindArgument n��
�( %�"��
��� *��� AE-Title � DSA ��a� 

 Y< �6�� ~	��DSA��O����  . �����AE-Title����� N�r s6� ��= ; .  
t(   �<credentials � directoryBindResult n��
�( %�"��
��� *��� AE-Title � DSA ��O���� 

 Y< �6�� ~	��DSA�$�S��  . �����AE-Title; ����� N�r s6� ��= .  
2.4.7   �< K!� ,2DSA  

 �£�( -
 2?! E,�� 9��, ���� ; �(��� }, �<OSI ; 9$��� 4.6.7 K5.6.7  �"ITU-T Rec. X.519/ISO/IEC 9594-5 
 �£�S��TCP/IP;  2.3.9 �" ITU-T Rec. X.519/ISO/IEC 9594-5   

8  #&� '%�()��� *����  

���7��� -���@��� �(��� �u s�J�� �	
 ��
� .-���@��� ��V>� %����� ���'[ 4�5���� � DSA ; ��
��   
ITU-T Rec. X.501/ISO/IEC 9594-2 .  

%�L���� +( x��< ������ ° ���7� v�d�� 9��$> �7� -���@��� �(��� �u 4�5��� �� ���� ����$>� � DSA+'e�  . 1G<�
������ �	
 �d���" ��7'" k��# v�d�G� �	
 ��" 9��$< ���� . ���, 	d'� ��� �£�S�� �	�3 -���@� �(� ��'� ���B X�_�

 +( �7�� %����[DSA+'e�  . �L6��( ���B �3 ��
��operationalBindingID ����< ��@� A�M�� � AgreementID .
 2�
��AgreementID  ����[ ;modifyOperationalBinding.  

1.8  �7� 3
�=>� K!� K� �����*  

1.1.8  ��6?F�6 1<�����  
 �<-���@� �(�� ~�!�'� G �u �
 �7� -���@� �(� �u .��'�� �	
 �" �(�� ������� �����:  
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  h   �7�� $��" ��$) $�� ���� �B�H""A("q  
  h   �7�� }����" ��$) $�� ���� �B�H""B(".  

 ; ���$a� 4��d� -��Hd� n�� $��ITU-T Rec. X.501/ISO/IEC 9594-2.  
2.1.8  B�&��  

 �� �7� -���@� �(� P�@U< 2?# x�$�S� +
�� ~	�� v�d�G� ��
�?��
� �u �L6��( �JBG %ASN.1 
ShadowingAgreementInfo; ��
��  1.9.  

3.1.8  �?�Q.�  
> ������� ���7� -���@� �(� P�@U x���
�� ��§��<� �"< �L6��( DSA �! $��" ��$ C" ROLE-A) ( �L6��( ��DSA 

 �! }����" ��$ C"ROLE-B).(  
4.1.8  )�>#@ ���
��  

 %���
" �J'� G�,��<��(� P�@U< 2?# .  
5.1.8    K� ��1��  

 2�� ���R �L6��( �7� -���@� �(� %�"��
� P-= ��
�IDxd��
� �" PNO3 :H5�� n'H�� .  
2.8   ��)�10@DSA3
�=>� K!� 8��?E   

 -���@� �(� 9��$> %����
�� �" �[��� n��
� °) �7U�ITU-T Rec. X.501/ISO/IEC 9594-2 .( 4��5�6� n�� $���
 ; �7� -���@� �(� 9��$> %����
�� �	
1.2.8 Y< 3.2.8��U$�  . Z�[ %�P��D>� �	
 XSL'��DSAs ���[�� ��	�� 

directoryOperationalBindingManagementAC ; ��[ ��3 ITU-T Rec. X.519/ISO/IEC 9594-5 . ���B ;�
 �� ���
� �� ]�"�� 2?# 2�3����( ���J,P��<�@d�� �� ��O'�� m��d� G 1�7� -���@� �(�  . ; �$�S�� ����«�" ��<

����
�� ���z ¡��@" s�, Y< +,�L�� ?3 �H� �� ���� .���� �SJ�6� �g<�A�B��J" ��O C" ���7� v�d�� ��
d�( ID 
 �L# ��
� 1$�D�"duplicateID ; ��[ ��3 ITU-T Rec. X.501/ISO/IEC 9594-2 . -���@� �(� 9��$< %�P��D< �<

 �7�� DSAs s[�� G directoryOperationalBindingManagementAC ������ �	
 �d���" ��7'" k��# -
.  
1.2.8  )�>#@ )�10@  

C�� $�O� +���$< �L�6 +( ���7�� v�d�� )������ �	
 �d���" ��7'" k��# %�P��D< 4��5�6�(( v�d�� ��
d� `�¨ 1
 +( ���7�DSAs����[ C" +'e�  establishOperationalBinding ; Q,�[ ��3 ITU-T Rec. X.501/ISO/IEC 9594-2 .

 $��� 1����
�� �	\ �#$ %���
�3�DSA �$�S�� AgreementID ������ �(��� ���B ; � DSA �	
 �(��� ���z �$�S�� 
)�! }����" �� �! $��" (�ShadowingAgreementInfo.  

 AgreementID  ::=  OperationalBindingID  
 ��
�AgreementID x��
d� `�¨ ���7� v�d�� . -D�� +( ��B� �����DSAs n��
�� �JBG %����[ ; 4�5���� 1

v�d�G� �	
.  
�g<����
�³ s�� 1`�#� %���
" Q'�M� .  

 ; %���
�� s�R �<ShadowingAgreementInfo m��d� �D�� G� q�V��S( �,�� �� �SJ� . I���� DSA ��O���� 
 ���#9$�[>�SJ" ���
" s�R �" ���
" �[��� �� .P�@U�( ��L� *D�U ���U m���,� C"� $��� ���� 1�7� -���@� �(� 

 �7�� }����"� �7�����7��� v�d�� ; %�"��
�� IdU.  
 ��3 �g<establishOperationalBinding A�0D�U ���7��� v�d�� *SH� 1AG�
,.  



 

 

 ����
� �(�O�6G� ; 9�b�
�� P�L#a� ��d�establishOperationalBinding A�JSV ������� ; �L)� n��� ITU-T Rec. 

X.501/ISO/IEC 9594-2.  
2.2.8  ��	�� )�10@  

1.2.2.8  B�&�+� ��	��  

���7��� v�d�� �" PNO3 ���7� v�d�� %���
" ���
� Z�[ Xd�� . `�¨ ���D ���7� v�d�� %���
�� �	
 ���
� �[ ��'��
�§�@U< . ����[ 4��5�6�( v�d�G� %���
" 2$�S� ����modifyOperationalBinding . ����$>� %�L���� Z�[ -�S'��  

 �DSA ���
� �e� ; �7'� �� A��7U ���
��� ����[ �SR ���U�e 2?! ~� Z�[ v�d�G� ��L�� �R �	
 ���U���� %�R�d�G� �a 
A?��
� �� A�'��8 �� P��<.  

 ���$� �� �5�'���� 9�[�J�� �#�" s6� ���
�( ���
��� P��D< *��� GDSA.   
 �#$ %���
" �<modifyOperationalBinding -
 AgreementID �" ���z� �	\ � 1�(���AgreementID  �
( �(���

 ��$� ����
�� X�SL�DSA �	
 �(��� ���z )�! }����" �� �! $��" ( �ShadowingAgreementInfo�����  . s�R �<
 %���
"ShadowingAgreementInfo m��d� �D�� G� q�,�� �� �SJ� ���
��� ����
� . ��L� *D�U ���U m���,� C"�

� 1�7� -���@� �(� ���
����7��� v�d�� ; %�"��
�� IdU �7�� $��"� �7�� }����� ���.  
���D v�d�G ���7" %�"��
" *SH�� �7�� }����" ; v�d�G� �SR �� �SB�H�� %��L
�� �7� 1���
��� ����[ �
(� . �	
�

-�3 ���³ ��V �" �7�� }����" j���� G .� 4�[ P���> ���7�� %�"��
��� +�8 ��L� �R� ���7�� %��L
�� +( v���G
 ; $�B ��3 �����7�� �(��L�� %��L
��� �J(����UnitOfReplication���D ���7� v�d�G �B�H�� .  

 ����
� �(�O�6G� ; P�L#a� ��d��modifyOperationalBinding A�JSV; �L)� n���    
ITU-T Rec. X.501 / ISO/IEC 9594-2.  

2.2.2.8  ����
�� R�S���#�; �<   

 �
$��� �� -�S'� ���U���� �7�� %�"��
" ��( 1-���@� �(� P�@U< C" 19��=< �! }����" �� �! $��" �"< �6�� �R
�5�'��" �JL'� �7�� $��" Y< �7�� }����" . �[��� �� Z�[ ���U���� �7�� %�"��
" 2���DSAs &�'( �7d��� 

�5�'��" XV�'� 2��
�6?� �3��@" . �<DSA  �JL'�� Id'� �d��{ ���7� %�R�d�G �! $��"� �! }�����3 ��
� ~	��
 ���R C" x�! $��" %�"��
�� �	
 ; �J'� �5�'����ModificationParameter.  
ModificationParameter  ::= SEQUENCE { 

secondaryShadows    SET OF SupplierAndConsumers }  

 ~���secondaryShadows  �� Z�[ g�dU ��JU �" ��"�3 �[�DSA 9��d" &�'( ¡��@" �^ Z�[ �d�� ~�U�e �7� 
�5�'��" XV�'�.  

3.2.8   )�10@)�T@  

 �<P��<���7��� v�d�� ��¢ -���@� �(�  .>� ��µ� `�¨�P�� ����
( �$�S�� �! }����" �� �! $��" �L6��( �"< 
terminateOperationalBinding  ; $�B ��3ITU-T Rec. X.501/ISO/IEC 9594-2 . %���
" ��
� G��,��<� 

 ����
�terminateOperationalBinding . �JBG ���
� X�
�� -b�'e v�d�� �" PNO3 %$�B �R ���@�� ���� �R�
>� �'[ %��L
�P�� �" ���7" %�"��
" P���< ��" 1DSA$�o QR� ; �! }����"  . 2�
d�� ����6 ���@�� �	
 *SH��

'[>� �P�� .P��< ���B ;� v�d�� ; %�"��
" Z�[ 9���
�� ���U���� ���7��� %�R�d�� �7�� }����" ��¢ 1�7� -���@� �(� 
�7'�� ��R ���7��� . ����a� ����
�� �
( �" QR� ; 9$�[ W�8� �[ ��J��" ���U���� ���7��� %�R�d�� $�¶< �����

terminateOperationalBinding.  
�3 �g< �terminateOperationalBinding A�0D�U���7��� v�d�� ��
d� nR��� 1.  
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 ����
� �(�O�6G� ; P�L#a� ��d��terminateOperationalBinding A�JSV; �L)� n���   
ITU-T Rec. X.501 / ISO/IEC 9594-2.  

4.2.8  ��)�10E�6 ���
����  
�(�� ��
d� ���B ; 	d'� �� ��� ��� %����
�� �< X�SL� %�R��6 ; �,�
�� -
 �7� -���@� 

shadowConsumerInitiatedAC � shadowSupplierInitiatedAC ; �,�
�� ITU-T Rec. X.519/ISO/IEC 9594-5:  
  h   ����[updateShadow 

  h   ����[requestShadowUpdate  
  h   ����[coordinateShadowUpdate.  

 s�J�� ; %����
�� �	
 ��
�11 .�
�� s�J�� ; �SB�H�� �"�)� �10.  
3.8  3
�=>� K!�  

 n'H� ���03 �7� -���@� �(� %�"��
� P-= n'� �	
 ��[�d�� 9�Jd�� ��
�OPERATIONAL-BINDING �,�
�� 
 ;ITU-T Rec. X.519/ISO/IEC 9594-5.  

shadowOperationalBinding OPERATIONAL-BINDING   ::=   { 

 AGREEMENT   ShadowingAgreementInfo 

 APPLICATION CONTEXTS { 

  { shadowSupplierInitiatedAC 

   APPLIES TO  { All-operations-supplier-initiated } } | 

  { shadowConsumerInitiatedAC 

   APPLIES TO { All-operations-consumer-initiated } } } 

 ASYMMETRIC 

  ROLE-A  { -- shadow supplier role 

   ESTABLISHMENT-INITIATOR   TRUE 

   ESTABLISHMENT-PARAMETER NULL 

   MODIFICATION-INITIATOR  TRUE 

   TERMINATION-INITIATOR  TRUE } 

  ROLE-B { -- shadow consumer role 

   ESTABLISHMENT-INITIATOR    TRUE 

   ESTABLISHMENT-PARAMETER NULL 

   MODIFICATION-INITIATOR  TRUE 

   MODIFICATION-PARAMETER   ModificationParameter 

   TERMINATION-INITIATOR  TRUE } 

 ID id-op-binding-shadow } 

 

All-operations-consumer-initiated  OPERATION  ::=  { 

 requestShadowUpdate | updateShadow } 

 

All-operations-supplier-initiated  OPERATION  ::=  { 

 coordinateShadowUpdate | updateShadow } 

 �u ��
�ShadowingAgreementInfo ; 1.9.  

9  #�%&+ ��,+�  

 +( ���7��� ]� �� �SRDSA���7��� ���= ��@� v�d�� ��L� 1+'e�  . ��@� �6��6 C��� �S�L�" ¡�'
 ���� �R�
W�� �� ��� ~	�� ���7��� .; �� 1W��z� �" ���7��� +���� �£�S�� ���@� ����$>� %�L���� �" ��L� �R� }�g 

}�g Y< �"� +�0��� �u� ��7� ��� %�"��
�� n��
� . ���, W�� ��� %�£�S�� Z�[ ���
� �(��L�� %�R�d�G� ��u� %��d���
���7��� .~�R�
� C(�V x� 1*��� ���7� v�d�� ��L� �R %G�z� �
( ;� . ���7��� v�d�� ���� �R 1`�#� %G�B ;�
A�'�M�"��7� v�d��  �6� Z�[ 1 +����$< +�L�6 +( �� DMDs�R?[ %�g .  



 

 

�,��>�( ���7� v�d�� %���
" Y< )��U$� �7U�( �'[ %��L
�� ��"�
� �6����� ���= ���7��� v�d�G� �	
 ��@� �R 1P��< 
 �'[ ���7" %�"��
" P���< �'[ ����" 1v�d�G�P��<) ���
� �� (x�dU ���7��� v�d�� .� %�L���� k��8�>���$ �7'�� �A�M�� ; 

v�d�G� C�� �'[ j�S�� ���@��� ���(�R Z�[ 9�e«�� �"��
��.  
 �" k�� ~� +( ���7" %�"��
" s6�J� �SR ���7� v�d�� ��L�DSA . $$�� $��� v�d�?� ��'J��� %���
�� �	
 CM��

��7� ��� %�"��
��� �5�'���� �JL'��� +�0���.  
" ���7��� v�d�� ��
d� ��� ����[ ; xD��$< 2?# �establishOperationalBinding ) ; %ND�� ��31.2.8 (  

������ �	
 �d���" ��7'" k��# ���6� �L6��( �� .��,��>�( ����[ 2?# �" ���7� v�d�� ���
� ��� 1}�g Y< 
modifyOperationalBinding ) ��3%ND�� ; 2.2.8 .(d�G� %���
" ��@( m��d��� s[�� G� 2�3����( �L6��( v�

-���@��� �(��� 9��$< .�,�� �� %���
�� �SJ� �"<� . ����P��< ����[ 2?# �" ���7� v�d�� 
terminateOperationalBinding.  

1.9  ��
7� B�&�� �&����  

���S�[�( ���7��� v�d�� $��:  
ShadowingAgreementInfo  ::=  SEQUENCE { 

 shadowSubject   UnitOfReplication, 

 updateMode   UpdateMode DEFAULT supplierInitiated : onChange : TRUE, 

 master    AccessPoint OPTIONAL, 

 secondaryShadows [2] BOOLEAN DEFAULT FALSE } 

 

 $��shadowSubject�7�� %�
'��� �#����� ��[�d�� 9�O@��  . %�U��" ��
��UnitOfreplication;  2.9.  
� $�updateMode ·" W��B �L¢ %�'��8���7�� �JL'��  . %�U��" ��
��updateMode ; 3.9.  

 `���master g�dU �LJU Z�[ DSA����b��� �JL'�� Z�[ ~����  . m��Fa ������ Y< k���� ~����#� �H'
�� �	
�
�J, 2����6G�.  

 *���secondaryShadowsG $��� ��( ~�U�e �! %�"��
� �7�� $��" Y< �JB.  
2.9  ����� 8	C6  

 �" P�ND� &�U ��d�3 �	
 ��[�d�� 9�Jd�� nH�DIT %�"��
" �S8 n��
� �L6��( DIT��7� �� ��� ���  . ��
��
9�,�" �d���" ����� 1������ %�"��
" kg�u ; &�'�� 9�B� . ��[�, �[��� n��
�  �6� Z�[ ���7��� ���� 4�J��� DIT 

���7� `�O�6�� . �	
 ��[�d�� �[���� -����NH� ���0.  
 �" k�� +( �J, ��
" �
 ������ ; ���7��� �� �S�(�DSA ; �"����( ����6 ���7�� %�"��
�� ��( ��R ¡�'
 1DSA 

��B� .����� v��6 Z�[ �H�J� �5�'���� �JL'�� ���� 1����� v��6 k��# &�'�� 9�B� �d���" C6��� �R�.  
� 9�B� n���� PND ��7'" ��
� P�ND� �e?e %�g �d���" �" &�'�DIT ��7'�� }�g ; &�'� ��� %�
'��� 1&�'� ~	�� 

C(�� �,�
� %�S�L�"� .�S��� &�'�� 9�B� A�M��A��'��  �����@� %�
U ��= ; �6��6 %�"��
" ��@�� ���7" %�"��
" 
 ��[�, �#��"� �#��" ; �� �d�o)�dU �SR��" %�"��
" 1��"g (*�0� xD� Z�[ ������ %����[ P�$a 4�5��� . ��S��

A����g ��J��" ����$< �LJU ��M�� ��� �6����� %�"��
"x��@� G ���� 1&�'�� 9�[�R �#�" Y< ���� .  
�
��S�[�( &�'�� 9�B� $�8:  
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UnitOfReplication  ::=  SEQUENCE { 

 area     AreaSpecification, 

 attributes    AttributeSelection, 

 knowledge      Knowledge OPTIONAL, 

 subordinates   BOOLEAN DEFAULT FALSE, 

 contextSelection   ContextSelection OPTIONAL, 

 supplyContexts  [0] CHOICE { 

  allContexts      NULL, 

  selectedContexts    SET SIZE (1..MAX) OF CONTEXT.&id } OPTIONAL } 

 

AreaSpecification  ::=  SEQUENCE  { 

 contextPrefix DistinguishedName, 

 replicationArea SubtreeSpecification } 

 

Knowledge  ::=  SEQUENCE  { 

 knowledgeType  ENUMERATED { 

  master (0), 

  shadow (1), 

  both  (2) }, 

 extendedKnowledge BOOLEAN DEFAULT FALSE } 

 

area�5�'���� �JL'�� ��
�  . ��[�, 9�O= �d���"� �5�'��" �JL'" Z�[ ~��� ����� v���� v��6 �J(�6 ��@��
v����� �J(��� ��S�U . ]�B ���z �S�'��(�DSA 2�� `���" �" 2�� `���" �,�
" ��7� DSA ���" ���� 1

contextPrefix A�F��, . ��
��SubtreeSpecification ; ITU-T Rec. X.501/ISO/IEC 9594-2 . P��a� �����
 ; �"�5����area ����( 9N�r s�R �� v��6 %�"��
" ��$ 1����� 9N�r P���.  

 ��
�attributes��7� ��� %�
'�� �[���  . ��
��" %�
U �d���" ��@��)��[�T %�
U }�g ; �� ( 1�����@� %�
U�
 ; $�� ��32.2.9.  

 ��
�knowledgeType��7� �,�
" CD��"  . CD���� �u �d���" ��@��)I�b�/�! ( QU�3 �g< �" }�	3� ��7� ���
�
6�" �,�
" -
 �(��L�� �,�
��.  

 2��master�J, �
����� +
�� I�b� ����� %�R��6 CD��" �� Z�[ .  
 2��shadow�5�6?� ��(�R �5�'��" XV�'" CD��" �� Z�[ ��
����� +
�� ¡��@�� 4�J, .  
 2��both�
����� +
�� ���7" ����� %�R��6� I�b��� �" �3 CD��" �� Z�[ .  

 %$�B �g<extendedKnowledge �JL'" �J(��� C(��� -
 ��� 1����� v���� $�o EF C(��� C(�� CD��" C�T ��, 1
&�'�� 9�B� ; ��M�� . ��M�� �	
 X�J0���glue SDSEs %�"��
�� ; 19���M�� ��B 1 +( �#���� C�T ����� ���7��

C(�� �,�
" CD��"� �5�'���� �JL'��� �d5'�� �z�.  
 4�5���subordinatesAG�( 1C(�� �#��" �� Z�[ 2���  Y< ��5�U +
�� 1C(�� CD��" $�� �" DSA}������  . �����

subordinates  �J,TRUE QS�V �g< knowledge ����� extendedKnowledge  -
FALSE.  
 4�5���contextSelection%�"��
" ����#� ��J'� �" ��N�  . ; 9���5�� %�
'�� Q
U s�R ~� ����#G 4�5��� �� ����

attributes �����7� +
�� . �L6��( 9���5�� Q
'�� s�R �J, ��7��contextSelection . IdU  �6� Z�[ ����#G� �����
" %�"��
" ����#G 9$����� �[��J�� ; �#�2.6.7�"  ������� ITU-T Rec. X.511/ISO/IEC 9594-3 . XSL'��

contextSelection A�M�� P��� Z�[ �e«� �R �	\� ����� %�
'� ����( 9N�r s�R Z�[ SDSEs)  ����� 9N�r s�R Z�[ XSL'� G
 ���7" ���� ���A��b�$ .( $�� ¯ �g<�contextSelection P�� Q
U s�R C�T ��7� ; %�
'�� C�attributes ) 1~�  

 Z�[ ������( %�6��R XSL'� GUnitOfReplication ��a � EntryInformationSelection.(   



 

 

 2��supplyContexts&�'�� ���_ ��� Q
'�� s�J� �SB�H" v��6 %�"��
" 2�SJ�6� ; �F�� �7�� }����" �� Z�[  .
 %$�B �g<�allContexts%�"��
" C�T $��� 1��7� Q
U s�R C" v��6  . Q"�5�6� �g<�selectedContexts �J, $��� 1

 �u �" v��6 %�"��
")��u� (��7� ��� Q
'�� s�R C" $�o . Q,	B �g<�supplyContexts P ��,DSA s�R �,�� $���� 
v��6 %�"��
" C�T �" ����# Q
U.  

 XSL'� GsupplyContexts " PNO3 ���7" 9N�r Q
U s�R Z�[ s6� �SDSE . ; ����( s�R ~� Q'�M� �g<�
AttributeTypeDistinguishedValue ; RDN ; SDSE ��M�� 1A�M�� C�T� ����� 9N�r s�J� �SB�H" v��6 ��b�R 

 ; ����S�� 9N���� s�J��AttributeTypeDistinguishedValue.  
��Hd���( &�'�� 9�B� %�U��" ������� ��[�d�� %��Jd�� ��
�.< s[$ �  �d��{ %�U��" �L6��(DSA 1�7�� $���  �


A������#�; $�B ��3  13�3�1 �" ITU-T Rec. X.519/ISO/IEC 9594-5.  
1.2.9  ����� �&����  

 ��[�, 9�O= n��
� �L6��( �5�'���� �JL'�� $�8� DIT�(��L�� EF P�NDa� P�'��6G }�� ��[�d�� 9�O@�� ��J'��  .
=�� ��J'��� ��@��P-= n'�  �6� Z�[ 1�#��" *� .; �	
 �B����� n�� $���1.1.2.9  �2.1.2.9.  

1.1.2.9  ���12 81UI 	C �&����  
 ; ��7� ��� ��[�d�� 9�O@�� ��= ���8 -
 ��a� ��B��� �<DSA . Z�[ ��[�d�� 9�O@�� �B ���8 �L6��( �	
 s���

�d�� 9�O@�� �d���" ���� 4��5�6�( 9�O@�� ���
  �6� ; $�� ��3 ��[ITU-T Rec. X.501/ISO/IEC 9594-2 .
 ���" 4�5����base � SubtreeSpecification X�@� ��� v��6 �J(��� ��S�'�� &�'�� 9�B�� &�'�� 9�[�R �#�" E,��� 
&�'�� �JL'" ��'" . ���" 4�5���chop � SubtreeSpecification �7� ��� ��[�d�� 9�O@�� �d5'�� �z� ��J'��� . �<

�L6��( P��6 ���
D��" s�� ��� �#���� ���"  specificExclusion �� maximum �d5'�� �z� �L6��( 9$��o ���� 
&�'�� 9�[�R �#�� �d�� ����� v���� . ���" ��3 �g<�chop A�Sb�F P���(� ��[�d�� 9�O@�� �"�3 &�'�� 9�B� ��@� 1

 C" �"base�� �z� C" �d6� Y< ������� ����� v���� �d5'. 
  ����� –  *�E� "�#$B� 1minimum���$� ��8:, �:QR ���S$� .  

2.1.2.9  ���12 81UI �����  

9���{ ��[�, 9�O= Z�[ ��=�" X�SL� -
 ��J'��� ������� ��B���� . ���" 4�5����specificationFilter   
� SubtreeSpecification ��=��� ���0�� .� Z�[ *�=���� s����J, P-= n'.  

 ; ��[�, 9�O@( ��H�" �
� ¯ &�'�� 9�B� *�=���� �[ ��'� �RDSA������ %�"��
" kg�u �7U ��D� �" 1 . ��L��
 ��[�, 9�O= ���glue SDSEs }����" ; ����" ��[�, 9�O= P�'S� �D�z� ��B �#���� �" $�[ ��3� Y< $���� 

�7��.  
2.2.9  "�# ����*� 

����� ��B��� $�8 %�
'�� &�'�� 9�B� ��J'�� ��)������ �����@���� ��[����� ��
����� (��7� ���.  
�,��>�( 1�'
 $�B �� A��b�$ 1g�dU �SR��� �����@� %�
U ��@� �" createTimestamp� modifyTimestamp 9�B� ; 

&�'�� .�A�M�� �,�
�� %$�B �g< 1); Q,�[ ��3 9�2�3 (�����@��� %�
'�� ��@� k��8 G� ���7�� %�"��
�� ; �,�
��� 
�	
 Q
'�� ����#� �" PNO3 �
�[ Y<.  

 �" �3 �,��createTimestamp6 modifyTimestamp  ���7�� %�"��
�� ; �7�� $��")��[�, �#��"� �#��" .( �J'��
createTimestamp  ;SDSEContent n��� �g< �� �"�3 ���³ 2?# DSE���D �7�  .�J'�� modifyTimestamp 

A��b�$ ; SDSEContent  ; +B �g<DSE-[�d�� �#��� �� �#��� }�	� �7�� $��� .  
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#� $��A�'�r ��3 �g< 1I�
�� Q
'�� ����%�"��
�� Y< �7�� }����" g�dU Z�[ $��R ~� 1 . �� ����� �" 1}�g C"�
A��D 9$��o %�P�'��6� �"a� %�6��6 �
( �S���
�� �	\ ���7�� %�"��
�� �" �'�
" %�"��
� �d�� ]�B ��.  

-
 Q
'�� ����#� ¸$�S" �����:  
�  (   ; ����#G� W��DSA 1�7�� $��� A�JSV � attributeSelection ���7��� QR� ; . 2�
,� �D�� G�

 �L6��( XSL�DSA�7�� }����� .  
t(   1���7��� ���_ ��� %�
'�� ���SDSE �L6��( SDSE �#���� n'�  �6� Z�[ ���_ �� 1  

�/���7�� �#���� C�T ; -[�'��� 4��5�6?� �� ��7� ��� ��[�d�� �#���� ��.  
 �����1 h  D!) ����0 ��
 �T� �)K:��% �UN V�B�telephoneNumber D!) ����0 KF D!L�� �UN �W X�� �@���� ���Y 

telephoneNumber ZL3 �@��� I=, organizationalUnit.  

AttributeSelection  ::=  SET OF ClassAttributeSelection 

 

ClassAttributeSelection  ::=  SEQUENCE { 

 class     OBJECT IDENTIFIER OPTIONAL, 

 classAttributes  ClassAttributes DEFAULT allAttributes : NULL } 

 

ClassAttributes  ::=  CHOICE { 

 allAttributes  NULL, 

 include  [0] AttributeTypes, 

 exclude  [1] AttributeTypes } 

 

AttributeTypes  ::=  SET OF AttributeType 

 

 �H'[ �3 �<AttributeSelection �H'[ �
 ClassAttributeSelection �7�� $��" �
���¢ ��� %�
'�� $��� 1
���7��� . XSL'��A�M�� n'H� %�
U �d���" -��" n'H� ~�U�e n'� ~� Z�[ P-@� ~�U�e . XSL'� 1n'H�� �	B �g<�

��'�a� C�T Z�[ ����#G�.  
 $�8allAttributes ��
���� %�
U C�T )��[���� %�
'�� }�g ; �� (��M�� ��� . %�g ��[�T %�
U ¡�'
 QU�3 �g<�

 ��M�� 1n'H�� �SB�H" �R?[collectiveAttributeSubentrys�� ��b? . ������ �����@� %�
U ~� +�M� +
� �g<�
)�,�
��� QR��� %GG$� g�dU �SR��" EF �"( �H'[ ; ��
� 1include�d������ .  

A��'�� ����@" %�
'�� �< ���, $�8 ��� ���z� ; allAttributes .��,��>�( �d���" 4��5�6� �'[ 1}�g Y< exclude 1
 ; ����o %�
U ~� ����A��'�� ��"�= -
 *��� ��@( �
S��" EF �#�" ~� .� A��'�� Q
'� -[�, �u �d���" ��@�
Q
'�� }�	� -[�, �u ~�.  

 �<include6
  exclude  �#���� ; ��[�T %�
'� $�
S�6� �� X(�L�" k��$< ; ��'� +
" n'H� -[�T Q
'� *���
�� �d��� ��[�d��.  

'� �" ��3a �#��" :_ �"�'[���3��� %�d����� ���� 1$�o �B�� n . ���� 1�[��'�" %�d���" ���B ;�  
� include  ����� 9�
S���� %�
'�� Z�[ �����a�� exclude ����( ��"�= %�
U Z�[ �����a�.  

����� 2 –  G� ��Q[ �\ ]�^$B� �P���% '�!� �� -'�_ M8�
 D!) ��\ �	
EntryInformation �$�� � �	
 `a �E�% �
 �P���% �@��� ]�	 7�8 '�_AttributeSelection . ���� *F A�B% �UNKAttributeSelection  ���� ]�^$B� �^�, :�L� 1

�':b� ���c� ��/�
 �L8.  



 

 

3.2.9  /!�� �21��  

C(�� �,�
" k��$< -
 &�'�� 9�B� n��
� ; ������� ��B���� .%�R���� �"< C(�� �,�
" �,�
�� ��@� �R� ����� �� I�b� 
" ��@� �R� ���7"� 9$�o CD��/9$�o EF �� .��,��>�( 1&�'�� 9�B� ; �	
 C(�� �,�
" CD��" ��M�� �R 1}�g Y< 

 CD��" �
��S�[�( ����< ��@� ���z� �	
 ;� 1�5�'���� �JL'�� ; �#��� 9�=�S" C(��� ��� ¯ �g< ·B
extendedKnowledge . �
(�� �7��� areaPrefix.  

4.2.9  ���12 �*�	�  
� ������( %�R��6� ��[�T %�
U� ��L_� g�dU �SR��� &�'�� 9�B� ; ��[�d�� �#���� ��@�search-rules $�� ��3 

��U$�.  
1.4.2.9  ��&��� �Q9�1� ����
��  

 g�dU �SR��" %�"��
" E,�� ; �7�� $��" ����«�" ��<���0�"� 9�B� ; �'( ��� *�0� ��@( &�'� . 2�0��� C(�V �<
���
 ���8 ��" �V��S( ���� �R� ���7��� v�d�� �" PNO3 $�o.  

 �����1 – ,deT������ '�L�� ����:� ���!$% f�!$� g�� ����0 >?K:h�� G� i�� j)F :=0 ���_ ����� ���S$�� iE!� �� - . *�E0K
����� �����!� I=, ���:� �%�k �� �=B$� ����B�� lUN �T�.  

 ���7" ���� ������� g�d'�� �SR��" %�"��
" �<A��b�$:  
  � (   -���@� Q
UaccessControlSchemeq&�'�� 9�B� ; g�dU �SR��� 9$�o �JL'" ���   

t(   ; %�D�� �5�'��" %�"��
" 9P��J( �R?[ %�g ��d�� g�dU �SR��"access-control-specific ��JU �� 
B �5�'���� �JL'�� ; ���#�$ 2�� ��@�� ·access-control-specific Q�D�� ��J��" ����$< �LJU �� 

q�	�� �^ �JL'" �J(�6 �" P��D<  
k (  q��7" �#�" �3 9P��J( �R?[ %�g �#�" g�dU �SR��"  
$  (   2��S�6� ~��� 1-J'" �#��� ��3 �g<glue SDSE9P��R 1��" 1�����M�� g�d'�� �SR��" %�"��
" .  

� }����" m�d����7�� g�d'�� �SR��" %�"��
" 4��5�6�( g�d'�� �SR��" �7�.  
 ����� 2h  �^L8 m!� ��[ -	�/L�� ����:� ����� . ��5�6$�� :�) n�o:�� G�ACI -7�8 ����0 DSAs) K DSAs&:@F ( r:�F .

GEs D�K . ��5�6$�� lUN A�B0 ��K)deT� ( ���t u'��0 v���0.�w
) >'�8 (� DSAs$��  >� ?��$8� *K' -G�:xy��Q�0�:$�
 ��?K' 
�L�!� . ���Q$�� ����K)4�B01� �OF G� ( >F��L��z{BL�� ��aK ?��$)� . &:@F  . ��5�6$��% "��=�� �L8 �x�s ?��$8� f��P0 GEHK

 D!) 7�8groupOfUniqueNames �	
 pertains	�/L�� ����:| .  

2.4.2.9  K��V ����
��  
" �! }����" ��L� %�"��
" 9�O= ; ���7" %�"��
" t�
��6G ��L_ %�"��
DSA ������ 4��d�6� %����[ ��S��� 

&�'�� 9�B� �" PNO3 ���7� Y< k��8 ��� }�� ���7�� %�"��
���.  
 ��@��A��b�$ -[�, �#�� �R?[ %�g �����@� %�
U subschema&�'�� 9�B� ; .  
3.4.2.9  �*�	� ����W ����
��  


U ��@���
��" %�
U �
��S�[�( &�'�� 9�B� �" �
S��� �� ; ��[�T %� . QU�3 �g<�allAttributes  C�T ��, 19$�o
collectiveAttributeSubentrys&�'�� 9�B� ; ��'�� ��"�= -
 �J(�L���  .3 �g<� A��'�� ��"�@�� ��
���� %�
U QU�

�J(�L��� %�
'�� ��, 1��[�T %�
U -
 &�U 9�B� ; � collectiveAttributeArea&�'�� 9�B� ; ��"�= ���� .  
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4.4.2.9   ����
��Search-rules  

 x�, ��L� ~	�� `��� Y<search-rules ��[�d�� �#���� ��M�� 1�7�� }����" x��d�� serviceAdminSubentry ; 
&�'�� 9�B�.  

5.2.9   ����
�� X�	(��+ Y?�Q�SDSE  

 %�"��
" 4�5���SDSE��� ��³ �
$��� ;��< �� -�3 � �" �[��� ������ DSEs �[��� C" �R�( X(�L�� SDSEs 
������� %�P�'��6G� C" 1&�'�� 9�B� ��,�
�:  

h   ���R *SH�DSEType ���J� �����" SDSEType EF %��S�� C�T �S� 9$�[<� �7�� ��( �S� �
( 
 ; �� ������SDSETypeZ  

h   X�¢ �� ���DSA�����  �����@� %�
'( �d��� }��,��<����o m��Fa .  
 �$�H�� �� ����� �"DSE C" DSEs `�#� )s6G� IdU x� 1~� .( �� 1`�#� ���7� %�R�d�G �O��'3 �	
 W�� �� ����

 s6�J�� ���7�� %�"��
�� �� �S�(DSEs �SR �" �
V�J�" CD���3 �� I�b� %�"��
�3 s� �d��� C" +3��@" DSA .
 �d�� 1�,$�H�� �	
 �D�� �"�'[�DSA ( DSE %�"��
�� �� P�'��6�( 1%�"��
" �" ��J��" �"��
�3 ���7��� v�d�� �" ¹=�'�� 

 ��� 1����b��� �5�'�� IdU �" �J�@�� 19E#a�A��b�$�	�3 ���B n@��� �"�'[ 9��S�� %�"��
�� �o �8 �� .  
 ����� v��6 ��7� 12���3�Q ���S�[�( 1Q1, ²� DSA-��b� ����� v���( �d���  . �'[ v��6 �J(��� �	
 �S���Q �� 

 C(�� CD�" Z�[ �3��’ DSE B Y< E@� ~	�� B v����� �J(�6 1� Q . C(�� CD�� �d�� 1���z� �	
 ;�DSE �^ Z�[ 
���7" v��6 �J(�6 �[ �Hd'".  

6.2.9  �Q%�1�� �(����� [\���  
¡��@" �7�� }����" ���� �R�S3���" �5�'��" XV�'" ��$�� ��3� �� ���7� -R�d�� ; ������#�  . ��� %�P��D>� ��
��

 ��
S��DSAs; �S3���" �5�'��" XV�'" s[�� G ���  1.6.2.9 . ��
S�� ��� %�P��D>� ��
��DSAs XV�'" s[�� 
 ; �S3���" �5�'��"2.6.2.9.  

1.6.2.9   ��)�10@� DSAs��� [\��� M�	� + �Q%�1�� �(��  

�S3���" �5�'��" XV�'" ���[�� G �! ������" ��
S�� ��� %�P��D>� �	
 ��[�d�� 9�Jd�� ��
�.  
 $�� ��3� �� ���7� -R�d�� ; �! }����" ��
� GUnitOfReplication �S3���" �5�'��" XV�'" . xD��� �R 1}�g C"�

 EF �5�'��" XV�'" s6�J�� ]�B %G�B �7�� }����" �S3���" �JL'" �J(�6 ; �³�U `�#� %�"��
" �� �J(�6 �S3���"
SDSEs .����b� %�"��
" �3���� �"�'[ ��e�r ���B W�8� . ~� CM_ �R 1¦ �"�SDSEs subentry %�"��
" ; 

 Y< �J(�6%�'��8 ��Hd'" )�J�'" EF (�d��{ ���7� %�R�d�� �" . ��[�d�� �#���� ; %�E����� k��8�) �SR��" %�"��
" ��"
��d�� g�dU ( �6��� 1�'�
" %��L
" �B�H� ��%�'��8���7� %�R�d�� Y< �J, %�E����� �	
 I�
�  . �#���� k��8�

 C" `�#� %�"��
" �� �J(�6 s6�J�� ���7� %�R�d�G ����$>� �#����� ��[�d��DSEs `�#� �$�H" �" ) %�"��
" 1��"
 ���7� %�R�d�� �� ����b�`�#� (A��JL'" ����[ y�dz� Y<��b?�� &�'�� 9�B� �B�H�� �Hd'" ��@( .  

2.6.2.9   ��)�10@� DSAs�Q%�1�� �(����� [\��� M�	�   
�S3���" �5�'��" XV�'" ���[�� �! ������" ��
S�� ��� %�P��D>� �	
 ��[�d�� 9�Jd�� ��
�.  

 �5�'��" �JL'" �3 ���)���7� v�d�G �SB�H" (�" ; �L6��( �7�� }���"%�"��
" `���" ." %�"��
" +�8 �'[�
 �J, �e��� 1���7� v�d�G �SB�H" ���7""%�"��
�� `���" "���7" %�"��
" ��� ~	�� .  

-�� �r �B��( �! }����" 4�J� 1�'�
" �5�'��" �JL'" ; ����� t��O�6� ����[ P�$� �'[:  
�  (   ����#�"%�"��
" `���" "�� Z�[ �$�R9$�o ���$ ����[ ��S . ����#G 4�5���� P��D>��" `���"

%�"��
" "������ �	
 �d���" ��7'" k��# �
 sb?" . $�D� $�O��"%�"��
" `���" " �7'� 1sb?"



 

 

; �J,  DSEs shadow  }�g ; `���� "`����� " %�"��
�� �
�³ s�� 1~� 1������ ����[ 	�d'� 2?#
 ; ������"����"%�"��
�� %� "`�#a�.  

t(   �"$ �L6��( �R?[ %�g �5�'��" �JL'� �7�� }����" �� �d�� ���7" %�"��
" C�� ; �7'��DSEs 
shadow  �""%�"��
" %�����" " 9��B� �[��� ;� DSEs shadow P&�'��" �#�" ��� 9�B�� . �g<�

 ����[ ��S�� Z�[ 9�$�R �³�'�� ���7�� %�"��
�� QU�3 �³�'�� �[���� ; 9E#a� 	d'� 1������� DSEs shadow.  
����� –  }0�) >�$~ *F M6�L�DSE shadow  ��
 '�z� G�DSEs shadow  �����!�� ��!� �!� {BL$B� �@�� �T� X��

 ��
 �8��� G� ������ ������"�����!�� ����$B� "f��P$�� ��%�=��.  

3.9  R�]��� ^�
�
  
" $�8 �#$ ���
updateMode���7" %�"��
" W��B CR��� ·" ���7� v�d�� ; .  

UpdateMode  ::=  CHOICE { 

 supplierInitiated  [0] SupplierUpdateMode, 

 consumerInitiated [1] ConsumerUpdateMode } 

 

SupplierUpdateMode  ::=  CHOICE { 

 onChange  BOOLEAN, 

 scheduled  SchedulingParameters } 

 

ConsumerUpdateMode  ::=  SchedulingParameters 

 %�U��" ��
�updateMode  ;1.3.9 ·B 3.3.9.  
+�0���( �$�S�� �7�� }����" �� �7�� $��" +( ����#�( 4��J�� -�S'� 1���7� v�d�� ��� . ����#� �L6��( �	
 $�0���

supplierInitiated �� consumerInitiated .G� ]�"�� �" ���7� v�d�� ; ���Va� �" ~� ����#G� �	
 2��   
)]�"�� ����o �� ( �L6��( 9$��� k��# %�R�� ; +�8updateMode.  

 ��3 �g<rule-based-access-control �U ���8 k��� 1xU��" ; DSA ���7" Q
U ���R ~� s6� �(�J" x'" XJ0��� Y< 
 �� �" XJ0��� �UDSA��8 x� g�dU %��L
� �.  

1.3.9  ?��� R�S ^�
�
  
 2��SupplierUpdateMode, onChange �,�� �� CR��� �7�� $��" �� Z�[ %�'��8 �JL'�� ; %�E��� W��B �'[ 

 �5�'����&�'�� 9�B� %$�B ��3 .�c� ¯ �g<��� 2�6�< �7�� $��" ��
� 1�7�� }����" * A���o 9$�o ��'"� 9��, ; +�0�
b?"�� . 9��B� ����[ ; �7�� $��" ���6�� �R� 1�J�
" %�E����� �" $�[ ���� 1�7�� }����" �,��� 4�[ ���B ;�

updateShadow.  
 *���scheduled( %�'��0� �f$�B ��3 ��L�L5�� �7�� $��" �" SchedulingParameters.  
2.3.9  ,
-��� R�S ^�
�
  

 ;ConsumerUpdateMode �S�V ��L_ ���� �L6��( 9$��� -
 +�8 %SchedulingParameters.  
3.3.9  K��(��� ���
��  
 �,��SchedulingParameters +�8 %�S�V ��L5�� �(��L�� %�"��
��.  

 

SchedulingParameters  ::=  SEQUENCE { 
 periodic  PeriodicStrategy OPTIONAL,  -- shall be present if othertimes is set to FALSE -- 
 othertimes  BOOLEAN DEFAULT FALSE } 

 

 ~��$  �6� Z�[ ��L5��� 4�J� �� ���periodic) ( -b�'��6�  �6� ��othertimes) (�ª?3 �" ��.  
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»�B �g< 2�� 1�periodic s7�'"  �6� Z�[ ��e��B CR��" +�0��� 	,��U �� Z�[ . 4�5����PeriodicStrategy ���0�� 
�L6��( 	,��'��	,��'�� +( QR��� ���J"� 9	,�U �3 sOB� 9	,�U 2�a ����S�� QR� E,��  . x�D���� %���
�� �	
 �,���

�� W��B CR��� ·" ��@(%�'��0��� ����o s�� �R 1}�g C"� q%�'��0�9$�o 	,�'" k��# 1t�S6a� �" $�
� 1.  

PeriodicStrategy  ::=  SEQUENCE { 

 beginTime  Time OPTIONAL, 

 windowSize INTEGER, 

 updateInterval INTEGER } 

 

Time  ::=  GeneralizedTime 
 -- as per 42.3 b) and c) of ITU-T Rec. X.680 | ISO/IEC 8824-1 

 $��beginTime9	,�U 2�� ����( QR� .  
 �<windowSize­�����( +�8 9	,�U 2�V �
 .  
 �<updateInterval����( +( 9��d�� -
 ������� +�0��� 9	,�U ����(� +�8 9	,�U  .­�����( 9��d�� �[ ES
��� `�¨�.  

 $�� ¯ �g<beginTime P��O�����6< ��S����7��� v�d�� ��
d� QR� ; +�0��� .  
 2��othertimes�� �� Z�[ %�'��0� ��L�L_ ��� A�JSV����� %�S�L����  .��7� v�d�� �" PNO3 �	
 �SM� �"�'[� �R 1�

 ���
" �7�� $��" ��M��updateWindow����� CR���� +�0���( 9	,�'�� Y< E@�� �! +�8 %����[ 2?#  .  
 ��3 �g<periodic A�'�o� othertimes  �
TRUE �L6��( 9���{ 9	,�U ���� 1updateWindow ����[ ; 

updateShadow P ����
� �O��'3 ��coordinatedShadowUpdate �� requestShadowUpdate 9$��� Z�[ ��JS6� �\ 
 ;PeriodicStrategy ) �[$ �g< 1��"othertimes AG�( XBG QR� Y<A�JSV ����� ~����� +�0��� �"   

� PeriodicStrategy( P QR� �
�³ s��PeriodicStrategy.  

10  #��- ��.
%	. #0 �.�1  

 �< �,�� �'
 �,�
�� ���$ %�"��
" �! �"�#�5�'��" %�"��
" s[$� E,��� ���� ������ . %�"��
" 4��5�6� n�� $���
 ; ���$ %�S�V ��S��� ���7"ITU-T Rec. X.518/ISO/IEC 9594-4.  

 ��= ���7��� 	#�� �R 1���7��� v�d�� ��
d� $�O�%�'��8������ %�"��
" ���7� 2�3����( %����[ 4��5�6�(  . �����
9N�r %����[ W?e :coordinateShadowUpdate � updateShadow � requestShadowUpdate . ; $���1.10 

�2.10 +�0��� ��( ~	�� �7�� }����"� +�0��� ��( ~	�� �7�� $��� %����
�� �	
 4��5�6� ��d��� �d�� ��U$� . ���3 ;�
�� �6�� +���z�%�'��0�9�B�� ����[ ; ¼�# v�d�G  . ���dU %����
�� ��
�� s�J�� ;11s�J�� ; �SB�H�� P�L#a��  12.  

1.10  ��	`� 
	! :a�� �7�� ?���  
 ����[ 4��5�6�( +�0��� ��( ~	�� �7�� $��" �	
 ��[�d�� 9�Jd�� nH�coordinateShadowUpdate   

�updateShadow . ����[ ��
��coordinateShadowUpdate � $��� ���7��� v�d�� �7�� $��" �
��( ��� ~	�� �7�
~�'�< +�8 2�6�.  

 2�SJ�6� �'[���
=< ����[ 4��5�6�( ���7��� v�d�G +�0��� �7�� $��" �6�� 1½�¨� updateShadow.  
 �7�� }����" ��O��� G<�( shadowError . s�J�� ; �'�
" P�L#� ���, $�
� ��� ���7�� ��
��11.  

 ����[ �� �" sF���(�coordinateShadowUpdate  ; %�R�d�� 9�[ +�8 ��� 1��B� ���7� v�d�� Z�[ �J, XSL'�
�B�H" ��B� X�SL� . ����[ XS�� 1���7� v�d�� ~a �S�'��(�coordinateShadowUpdate )�O��'��� ��L�� ( ����[

updateShadow . ����[ 	�d'� ��� �J, 9�B�� ���B ;�updateShadow  ���B ���coordinateShadowUpdate. 



 

 

� ����[ ¡�'
 ���� �� ��� 1�B�� ���7� v�d�G �S�'��(coordinateShadowUpdate  �\ �(�O�6G� ���� 9��B�
 ����
��updateShadow QR� ~� ; �J�
".  

� �7�� $��" �L6��( ��[�d�� %�"�)� �@, n@��� �R 1�'�
" ���! Q8�/ �7�� }����" ��) �,�� �O��U 1��"  
 ��m��D< OSI/IDM   .(� ����
� ��(�¨� �(�O�6� 2�SJ�6� �SR �LJU ~� �'[ ��G��� �	
 ��" Q�SJ�6� �g<

updateShadow �3�" �� �7�� $��" m��d� 1coordinateShadowUpdate � updateShadow �@, . �SJ�6� �g<�
 �7�� }����" ����
� �(�O�6G� �SR �LJU ~� �'[ ��G��� �	
 ��"updateShadow }����" m��d� 1 �3��� �� �7��
�@, �R x�"��( . ����[ 2�SJ�6� �'[� 1�@d�� �	
 m���,� C"�coordinateShadowUpdate  1�	
 ���7��� v�d�G `�#�

 ~� �
�O��coordinateShadowUpdate AG�( �J�
" �J(�6�L# 9$�[< �"  . �	
 �d���" ��7'" k��# 9$�
�6G� P��D<�
������.  
2.10  
	! :a�� �7�� ,
-�����	`�  

 ����[ 4��5�6�( +�0��� ��( ~	�� �7�� }����" �	
 ��[�d�� 9�Jd�� nH�requestShadowUpdate   
�updateShadow . ����[ ��
��requestShadowUpdate  �
��( ���}����" ~	�� �7�� }����� ���7��� v�d�� �7�� 

+�8 2�SJ�6� ; �F��.  
 ; %���
�� QU�3 �g<requestShadowUpdateArgument  �JU 4�[ �" sF���( �O��'�� $�
� 1�7�� $��� ���SJ"

��
" %�"��
" . ����[ 4��5�6�( ���7��� v�d�G +�0��� �7�� $��" �6���updateShadow.  
 �7�� $��" ��O��� G<�( shadowError . s�J�� ; �'�
" P�L#� ���, $�
� ��� ���7�� ��
��11.  

����[ �� �" sF���(� requestShadowUpdate  X�SL� ; %�R�d�� 9�[ +�8 ��� 1��B� ���7� v�d�� Z�[ �J, XSL'�
�B�H" ��B� . ����[ XS�� 1���7� v�d�� ~a �S�'��(�requestShadowUpdate )�O��'��� ��L�� ( ����[
updateShadow . ����[ 	�d'� ��� �J, 9�B�� ���B ;�updateShadow  ���B ���requestShadowUpdate. 

 ����[ ¡�'
 ���� �� ��� 1�B�� ���7� v�d�G �S�'��(�requestShadowUpdate  ����
�� �\ �(�O�6G� ���� 9��B�
updateShadow QR� ~� ; �J�
".  

� �7�� $��" �L6��( ��[�d�� %�"�)� �@, n@�� �R 1�'�
" ���! Q8�/ �7�� }����" ��) �,�� �O��U 1��"  
 ��m��D< OSI/IDM  .( ����
� ��(�¨� �(�O�6� 2�SJ�6� �SR �LJU ~� �'[ ��G��� �	
 ��" Q�SJ�6� �g<�

updateShadow �3�" �� �7�� $��" m��d� 1 requestShadowUpdate�updateShadow �@, . �SJ�6� �g<�
 �7�� }����" ����
� �(�O�6G� �SR �LJU ~� �'[ ��G��� �	
 ��"updateShadow m��d� 1 �3��� �� �7�� }����"
�@, �R x�"��( . ����
� �7�� $��" 2�SJ�6� �'[� 1�@d�� �	
 m���,� C"�requestShadowUpdate  v�d�G `�#�

  ~� �
�O�� 1�	
 ���7���requestShadowUpdate  AG�( �J�
" �J(�6�L# 9$�[< �"  . ��7'" k��# 9$�
�6G� P��D<�
������ �	
 �d���".  

11  � ���%23#&�  

 �! �"�# X�J0�� �7�� -�����"� �7�� ~$��" �SR �" �"�5���� ������ %�"��
" ���7� 2�3����( %����[ ��
�
 s�J�� ; ������ %�"��
"10 ; $�� ��3 1.11Y<  3.11. s�J�� ; �SB�H�� P�L#a� ��
�� 12.  

1.11    �< R�S ���
�� [����  
 ����[ �7�� $��" 4�5���coordinateShadowUpdate  �6�� �� ~�'� ~	�� ���7��� v�d�� ; P�S��%�'��8 . �� ����

 �7�� $��" ����
�� �#$ %���
" CR��) �7U�3.17�"  ITU-T Rec. X.501/ISO/IEC 9594-2 .( CR�� �R 1QS�V �g<�
�O��'�� �7�� }����".  
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 coordinateShadowUpdate  OPERATION  ::=  { 

 ARGUMENT CoordinateShadowUpdateArgument 

 RESULT  CoordinateShadowUpdateResult 

 ERRORS  { shadowError } 

 CODE  id-opcode-coordinateShadowUpdate } 

 

CoordinateShadowUpdateArgument  ::=  OPTIONALLY-PROTECTED { [0] SEQUENCE { 

 agreementID  AgreementID, 

 lastUpdate   Time OPTIONAL, 

 updateStrategy  CHOICE { 

  standard   ENUMERATED { 

   noChanges     (0), 

   incremental    (1), 

   total    (2) }, 

  other      EXTERNAL }, 

 securityParameters SecurityParameters OPTIONAL } } 

 

CoordinateShadowUpdateResult  ::=  CHOICE { 

 null   NULL, 

 information   OPTIONALLY-PROTECTED { [0] SEQUENCE { 

  agreementID    AgreementID, 

  lastUpdate   Time OPTIONAL, 

  COMPONENTS OF CommonResultsSeq } } } 

1.1.11  �< R�S ���
�� [����  

��U$� �,�
�� ­�
�� �\ �d��5�� %���
�� �<.  
 �#$ ���
" ��
�agreementID�d�� ; ��[ ��3 ���7��� v1.9 .  
 �#$ ���
" 2��lastUpdate*D�U +�8 �#� ; �7�� $��" �SR �" �,��� QR��� Z�[  . ; ��� ¯ �g< �b�F �����

 �7�� }����" ��V �g< �� ���7� v�d�G *D�U +�8 X(����A�'��8A?"�3  1���7�� %�"��
�� ; %�E��� ¡�'
 ��� ¯ �g< ·B 
A?�"G 1P�L#a� �" ��[�D��6.  

 �#$ ���
" ��
�updateStrategy ��O�����6<+�0��� �	\ ��"��5�6� �7�� $��" ~�'� ~	�� +�0���  . ����#� ;�
standard �7�� $��" ���¢ �R 1noChanges)  $�D� 4�[ Z�[ 2���?��
����7�� %�"��
�� ; % ( ��incremental 

)�����N� %�E��� Z�[ 2��� ( ��total) &�'�� 9�B�� �"�3 2��S�6� Z�[ 2���.(  
 ���# 4�5����noChanges  W��B 4�[ �7�� }����" ��L#< ; �7�� $��" �F�� �"�'[ �J,?��
� �JL'�� ; %

 +�8 �#� 	'" �5�'����)A?�"s7�'" 2��� +�8 CR��� ]�B ���z� ; 1 .( ����[ �	
 CS���updateShadow  C"
RefreshInformation Z�[ �SM� noRefresh.  

 �#$ ���
" ��
�securityParameter;  7�10 �" ITU-T Rec. X.511/ISO/IEC 9594-3 . ���
" ���R �SM��
target Z�[ none . �#$ ���
" ��M���securityParameter �7�� $��" �#��� ���
" CR� �g<.  
2.1.11  �< R�S [���� b�c  

�� $�
� 1��L�� *µ �g<�O��' . ���" ��M�� 1�7�� }����" �O��'�� CR�� �� +
� �g<�securityParameter ) �7U�10.7 �" 
ITU-T Rec. X.511/ISO/IEC 9594-3 (� CommonResultSeq )�7U� 4.7  �"ITU-T Rec. X.511/ISO/IEC 9594-3 (

�O��'�� ; .��
" ~� �J'� G 1�7�� }����" �O��'�� CR�� �� +
�� ¯ �g<��O��'�� C" %�".  
3.1.11  �< R�S [���� �>2  

 �[ ±?(>� s�� 1��L�� �@, �g<shadowError .��U$� �'�
" �! �3�@" ���, $�
� ��� ���7�� ��
��.  
 �! ���@" $�
�invalidAgreementID ��
�� ¯ �g< DSA Z�[ �7�� }����� AgreementID �[��� ; $�o 
AgreementIDs C" DSA� $��� �7�.  



 

 

 �! ���@" $�
�inactiveAgreement ��
�� ¯ �g< DSA Z�[ �7�� }����� AgreementID ���S�[�( AgreementID 
 ¾��� DSA ���� 1�7�� $��� DSA �� s�d� �7�� }����� AgreementID �@U EF.  

 �! ���@" $�
�unsupportedStrategy s[�� ¯ �g< DSA �7�� }����� ��O�����6<O���  �
���#� ��� ���DSA $��� 
�	
 ���7��� v�d�G �7��.  

 �! ���@" $�
�missedPrevious s�, ��3 �g< DSAA���S" E#a� +�0��� QR�� �7�� }�����  2�� ~	�� QR��� �[ 
 ; ��SJ���� ���J�� x��[lastUpdate.  

 �! ���@" $�
�fullUpdateRequired �SR �" DSA" �L5�� �7�� }�����  -�� t��L" �"���� ���O��� �� �7�� $��
 *SH�DSA�7�� $��" C" v���� ���B ; �7�� }�����  . 1�	
 9$�[< ����A?�" ��3 �g< 1DSA CD���� �7�� }����� 

A����B s�d� G� -��b� �@, �"�7�� $��� X�
�� ���, v���G� ���B .  
 �! ���@" $�
�unwillingToPerform �SR �" DSA���  �SB�H" +�8 ����[ P�$a $��
�6G� 4�[ Z�[ 2��� �7�� }��

�	
 X��'��� ����[ C" .������ �	
 �d���" ��7'" k��# -
 �	
 �7�� ���@" E�d��.  
 �! ���@" $�
�unsuitableTiming ��3 �g< DSA ; ����
�� �	\ �B�H" +�8 P�$a $��
�6� Z�[ I�� �7�� }����� 

QR��� �	
.  
 $�
� �! ���@"updateAlreadyReceived s�, ��3 �g< DSAA��#��" E#a� +�0��� QR�� �7�� }�����  QR��� �[ 

 ; ��SJ���� ���J�� x��[ 2�� ~	��lastUpdate.  
 �! ���@" $�
� GinvalidInformationReceived?� ����
�� �	\ �(�O�6.  
 �! ���@" $�
�invalidSequencing�6� Y< E@��  %�S�V 2�SJcoordinateShadowUpdate  v�d�G 9$�
�" �
(���"

 ���7�single �#�� ����[ 2����6� ��$ updateShadow ��[�, �"�# �@, ��G$ 2�SJ�6� ��.  
2.11  �< R�S d
\ ��
��  

 ����[ �7�� }����" 4�5���requestShadowUpdate  ��L�%�'��8�7�� $��" �"  ." �7�� }����" CR�� �R� %���

 ����
�� �#$) �7U�3.17�"  ITU-T Rec. X.501/ISO/IEC 9594-2 .(�O��'�� �7�� $��" CR�� �R 1QS�V �g<�.  

requestShadowUpdate  OPERATION  ::=  { 

 ARGUMENT   RequestShadowUpdateArgument 

 RESULT  RequestShadowUpdateResult 

 ERRORS  { shadowError } 

 CODE  id-opcode-requestShadowUpdate } 

 

RequestShadowUpdateArgument  ::=  OPTIONALLY-PROTECTED { [0] SEQUENCE { 

 agreementID  AgreementID, 

 lastUpdate   Time OPTIONAL, 

 requestedStrategy CHOICE { 

  standard ENUMERATED { 

   incremental   (1), 

   total   (2) }, 

  other    EXTERNAL }, 

 securityParameters SecurityParameters OPTIONAL } } 

 

RequestShadowUpdateResult   ::=   CHOICE { 

 null   NULL, 

 information    OPTIONALLY-PROTECTED { [0] SEQUENCE { 

  agreementID  AgreementID,  

  lastUpdate   Time OPTIONAL, 

   

COMPONENTS OF CommonResultsSeq } } 
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1.2.11  �< R�S d
\ ���
��  
��U$� �,�
�� ­�
�� �\ �d��5�� %���
�� �<.  

 �#$ ���
" ��
�agreementID; ��[ ��3 ���7��� v�d�� 1.9 .  
 �#$ ���
" �<lastUpdate*D�U +�8 �#� ; �7�� $��" ��,�� ~	�� QR��� �
  . �����A�Sb�F(���� ; ��� ¯ �g<  X

 1���7�� %�"��
�� ; %�E��� ¡�'
 ��� ¯ �g< ·B �"�3 +�8 �7�� }����" ��V �g< �� ���7� v�d�G *D�U +�8A?�" 1
P�L#a� �" ��[�D��6G.  

 �#$ ���
" ��
�requestStrategy�7�� }����" xS�L� ~	�� +�0��� �u .  
 +�8 �"< �7�� }����" ��L� �R�incremental �� total�7�� $��" �"  . +�8 �7�� }����" ��V �g< 1}�g C"�

incremental +�8 2�6�< Y< k��� xU� �7�� $��" ��R� total ��
� 1 shadowError C" problem Z�[ �V�SM" 
fullUpdateRequired.  

 �#$ ���
" ��
�securityParameter ; 10.7 �" ITU-T Rec. X.511/ISO/IEC 9594-3 .R �SM�� ���
" ���
target Z�[ none . �#$ ���
" ��M���securityParameter �7�� }����" �#��� ���
" CR� �g<.  
2.2.11  �< R�S d
\ b�c  

�O��'�� $�
� 1��L�� *µ �g< . ���" ��M�� 1�7�� $��" �O��'�� CR�� �� +
� �g<�securityParameter ) �7U�10.7  �"
ITU-T Rec. X.511/ISO/IEC 9594-3 (� CommonResultSeq)  �7U�4.7�"  ITU-T Rec. X.511/ISO/IEC 9594-3 (

�O��'�� ; .�O��'�� C" %�"��
" ~� �J'� G 1�7�� $��" �O��'�� CR�� �� +
�� ¯ �g<�.  
 �#$ ���
" 2��lastUpdatev�d�G� �	\ +�8 �#� x�, �6�� ~	�� QR��� �7�� $��" s�, Z�[  .� ��3 QR��� �
� ��,

DSA�7�� $���  . ����
� ���B 2�� �SR �J, �	
 �#��� ���
" �	8 �R�ShadowUpdate +
" ���7� v�d�G.  
3.2.11  �< R�S d
\ �>2  

 �[ ±?(>� s�� 1��L�� �@, �g<shadowError .��U$� �'�
" �! �3�@" ���, $�
� ��� ���7�� ��
��.  
 �! ���@" $�
�invalidAgreementID¯ �g<  ��
�� DSA Z�[ �7�� }����� AgreementID �[��� ; $�o 
AgreementIDs C" DSA�	
 �7�� }����� .  
 �! ���@" $�
�inactiveAgreement ��
�� ¯ �g< DSA Z�[ �7�� $��� AgreementID ���S�[�( AgreementID 

 ¾��� DSA ���� 1�7�� }����� DSA �� s�d� �7�� $��� AgreementID �@U EF.  
 �! ���@" $�
�unsupportedStrategy s[�� ¯ �g< DSA �7�� $��� ��O�����6< �
���#� ��� ���O��� DSA }����� 

�	
 ���7��� v�d�G �7��.  
 �! ���@" $�
�fullUpdateRequired �SR �" DSA -�� t��L" �"���� ���O��� �� �7�� }����" �L5�� �7�� $��� 

 *SH�DSA}����� �7�� $��" C" v���� ���B ; �7��  . 1�	
 9$�[< ����A?�" ��3 �g< 1DSA �$�R EF �7�� $��� 
 ; ��SJ���� ���J��( X�
�� ���, j
" x� ���N�" +�8 P�'( Z�[lastUpdate.  

 �! ���@" $�
�unwillingToPerform �SR �" DSA8 ����[ P�$a $��
�6G� 4�[ Z�[ 2��� �7�� $���  �SB�H" +�
�	
 ��L�� ����
� .������ �	
 �d���" ��7'" k��# -
 �	
 �7�� ���@" E�d��.  
 �! ���@" $�
�unsuitableTiming ��3 �g< DSA �	
 ����
�� ��L� �B�H" +�8 P�$a $��
�6� Z�[ I�� �7�� $��� 

QR��� �	
 ;.  



 

 

 �! �3�@" $�
� GupdateAlreadyReceived � missedPrevious� updateAlreadyReceived �	\ �(�O�6G� ; 
����
��.  

 �! ���@" $�
�invalidSequencing %�S�V 2�SJ�6� Y< E@�� requestShadowUpdate  ���7� v�d�G 9$�
�" �
(���"
 �#�� ����[ 2����6� ��$ ��B�updateShadow ��[�, �"�# �@, ��G$ 2�SJ�6� ��.  

3.11  �< R�S ��
��  

 	d'� ����[ �7�� $��"requestShadowUpdate 2�6�> %�'��8&�'�� 9�B�� �7�� }����" Y<  . �	
 P�( �SR�
 ����[ 2���3� +
�� 1����
��coordinateShadowUpdate6
  requestShadowUpdate ��O'( ��
�� ���7��� v�d�G .

 ����
�� �#$ %���
" �7�� $��" CR�� �R�) �7U�17�3 ITU-T Rec. X.501/ISO/IEC 9594-2 .( CR�� �R 1QS�V �g<�
�O��'�� �7�� }����".  

updateShadow  OPERATION  ::=  { 

 ARGUMENT UpdateShadowArgument 

 RESULT  UpdateShadowResult 

 ERRORS  { shadowError } 

 CODE  id-opcode-updateShadow } 

 

UpdateShadowArgument  ::=  OPTIONALLY-PROTECTED { [0] SEQUENCE { 

 agreementID  AgreementID, 

 updateTime    Time, 

 updateWindow  UpdateWindow OPTIONAL, 

 updatedInfo  RefreshInformation, 

 securityParameters SecurityParameters OPTIONAL } } 

 

UpdateShadowResult  ::=  CHOICE { 

 null   NULL, 

 information    OPTIONALLY-PROTECTED { [0] SEQUENCE { 

  agreementID  AgreementID,  

  lastUpdate   Time OPTIONAL, 

  COMPONENTS OF CommonResultsSeq } } } 

 

1.3.11  �< R�S ���
��  
��U$� �,�
�� ­�
�� �\ �d��5�� %���
�� �<.  

 �#$ ���
" ��
�agreementID ~	�� ���7��� v�d�� C��.  
 �#$ ���
" $�N�updateTime �7�� $��� . 2?# QR��� �	
 4�5����coordinateShadowUpdate   

 ��requestShadowUpdate ���7��� %�"��
� ¡��@" ~�� ��\ �7�� }����"� �7�� $��" �� ���M�.  
 �#$ ���
" 2��updateWindow\?# CR��� ��� ������� 9	,�'�� �� Z�[ 1+8 �"�'[ 1+�0��� �6�� �� �7�� $��" � .

 ��3 �g< �J, ���
�� �	� *����� SchedulingParameter � UpdateMode ���
" ���7��� v�d�G othertimes 
 Z�[ �V�SM"TRUE.  

UpdateWindow  ::=  SEQUENCE { 

 start  Time, 

 stop  Time } 

 �#$ ���
" �,��updateInfo����" ��S�L� ��� %�"��
�� ���7" %�"��
" +�0�� �7�� } . ��"�3 �5�U �	
 ���� �R�
 �� ���7" %�"��
�%�'��8 �[��� 9���N�" SDSEs . E,��� �D�B $�D� 4�[ �" sF���(�"mirror image" }����" ; 

�� ���� 1QR� ~� ; ���B ~� ; �7�� $��" %�"��
� �7��%�'��0���� �JL'�� C" ���#�$ �J��" ��6��� �5�'�.  
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9$���� %�E����� I�
� �7�� }����" ; �³�'�� �	
 ���
�� ; ���J'�� %�"��
�� %GG$ s�[ �< .A?M,� XSL� 1}�g �[ 
�� ��S�[� ��$� �J��" ��@( +�8 �3%�'��0���6��� �J(����  .,A?�� Q�6�� �R 1�,��< +��" +
" P���< �� ) +'��8 ;

�8 %�R�� C" +�Hd'"�d��{ +(A��7U 1�L# Y< �7�� }����" E@� �� 1 Ee�� �a �,��< IdU shadow DSE ; +��" 
 ��" �
 �=�S�� C(������,��>�9�B�� 9�"  .9�B�� 9�" P���< IdU ��" �
 �=�S" C(��� ; +��" P���< 1����(� . �� 1}�g C"�

J�6� xU�  �6� Z�[ ­���� +�0��� �7�� }����" �
�O�� �SA�'��8A?e�r A���S" A��7U 1 ; %�E����� �a DSE)  9	,�U ;
+�0��� (A���" ­���� +�0��� �
³.  

 �#$ ���
" ��
�securityParameter ; 10.7 �" ITU-T Rec. X.511/ISO/IEC 9594-3 . ���
" ���R �SM��
target Z�[ none . �#$ ���
" ��M���securityParameter 
" CR� �g<�7�� $��" �#��� ���.  

RefreshInformation  ::=  CHOICE { 

 noRefresh   NULL, 

 total   [0] TotalRefresh, 

 incremental    [1] IncrementalRefresh, 

 otherStrategy  EXTERNAL } 

 2��noRefreshz� QR��� Y< �J(���� ���z� �" ���7�� %�"��
�� Z�[ %�E��� W��B 4�[ Z�[ ��� . �	
 4�5��� �R�
 ����[ ]�BupdateShadow ���7��� v�d�� ; �,�
" �'�
" 9��, ; $��� updateMode) ( W�� ¯ ���� 1A���
, ~� 

���
� . ����[ ���� ]�B 4�5��� G�updateShadow  ����
� �(�O�6� -
coordinateShadowUpdate   
 6
refreshShadowUpdate  �#$ ���
" ���, ����lastUpdate Q���� �R.  

 �,��total���7" %�"��
� 9���D ���B .  
 �,��incrementalAG�( 1 +( ���7�� %�"��
�� }��� Qe�B �J, %�E��� 1���7" %�"��
� �"���� 2��S�6G� �" 

lastUpdate  �#� ;coordinateShadowUpdate ) ��V ��requestShadowUpdate (�updateTime ��V ; 
updateShadow  ��z�) �(�O�6� ��requestShadowUpdate.(  

 �,��otherStrategy Z�[ 9��J�� 2�6�< %�'��8������ �	
 �d���" ��7'" k��# %���� �L6��( .  
1.1.3.11  ���% 	�	e 

 �	D �'[ ����S�� �" �'�M�" ��"���� ���7�� %�"��
�� �<DIT C�T ��@�� SDSEs���7�� %�"��
�� ; .  

TotalRefresh  ::=  SEQUENCE  { 

 sDSE  SDSEContent OPTIONAL, 

 subtree SET SIZE (1..MAX) OF Subtree OPTIONAL } 

 

SDSEContent  ::=  SEQUENCE { 

 sDSEType   SDSEType, 

 subComplete [0] BOOLEAN DEFAULT FALSE, 

 attComplete [1] BOOLEAN OPTIONAL, 

 attributes   SET OF Attribute, 

 attValIncomplete    SET OF AttributeType DEFAULT {} } 

 

SDSEType  ::=  DSEType 

 

Subtree  ::=  SEQUENCE { 

 rdn    RelativeDistinguishedName, 

 COMPONENTS OF TotalRefresh } 

 P��=� t��F �<)SDSEs (�< Z�[ 2�� ���7�� %�"��
�� ; X(���� ; ����o QU�3��b��.  



 

 

 2��sDSEType �u Z�[ DSEx���7� `�¨ ~	��  . %��( QLS� �g<�supr �� xr �� shadow �� immSupr   
 ��rhob���
�³ s�� 1.  

 �	8subtree � SDSEs �\ Q��� ��� SDSEs�
(��  . �<RDNs ; �"�5���� subtree ���� RDNs ��@�� ����a� 
�� 9N���� s�J�� C�T� v��6 %�"��
" ���" ; ����SvaluesWithContext v��6 ����#� $�o ���7� v�d�� ��@� ¯ �" 1

���7�� ����S�� 9N���� s�J�� $�[ ��J�.  
 �<subCompleteG 4� ��"�3 C(���� �,�
" QU�3 �g< �" Z�[ 2��� 1+B �g< 1­G�( �
  . ��3 �g<�TRUE P �,�
" ����

��"�3 C(���� . ��3 �g<�FALSE ���� 1�,��
" EF �� ��"�3 EF C(���� �,�
".  
 �<attComplete ����� ­G�( �
 TRUE  ��
���� �	
 %�
U s�R C�T� ��
��" %�
U C�T QU�3 �g< �J,� �g<

�#���� �'�o s�J�� �	\ �SB�H�� v����� %�"��
" C�T� . ��3 �g<�FALSE P s�J�� �� ��
���� %�
U �
( ����  
���� %�"��
" ��Q,	B �R v� . ��3 �g<�A�Sb�F %�"��
" �� s�J�� �� ��
���� %�
U C�T QU�3 �g< �" ��
�� EF ��, 1

�'�o v�����.  
 n����attributes���7��� v�d�� ; 9$��� �����@���� ��
���� %�
U C�T �" .  

 �<attValIncomplete ; �'��� %�
'�� ��u�( ��b�R -
 attributes ��� G��"�= Q
'�� s�R C�T ���, � . s�R ���� �R�
v����� Z�[ sb�J�� ����#?� �O��U �,�	o Q
'�� .�,�	o Q
'�� s�R �
( ���� �R 1��b�J�� ; Q
U �u ~a �S�'��(� .

��"�= Q
'�� s�R C�T ���� 1��b�J�� ; $��� EF Q
U �u ~a �S�'��(� . `��� G�attValIncomplete � ~� Z�[ ��u
 ; ��7� G Q
Uattributes.  

2.1.3.11  :	��f� 	�	e  
 ; ���7�� %�"��
�� ; %�E����� �J, ��@�IncrementalRefresh.  

IncrementalRefresh  ::=  SEQUENCE OF IncrementalStepRefresh 

 

IncrementalStepRefresh  ::=  SEQUENCE { 

 sDSEChanges  CHOICE { 

  add    [0] SDSEContent, 

  remove    NULL, 

  modify   [1] ContentChange } OPTIONAL, 

 subordinateUpdates SEQUENCE SIZE (1..MAX) OF SubordinateChanges OPTIONAL } 

 

ContentChange  ::=  SEQUENCE { 

 rename   CHOICE { 

  newRDN    RelativeDistinguishedName, 

  newDN    DistinguishedName } OPTIONAL, 

 attributeChanges   CHOICE { 

  replace   [0] SET SIZE (1..MAX) OF Attribute, 

  changes   [1] SEQUENCE SIZE (1..MAX) OF EntryModification } 

OPTIONAL, 

 sDSEType   SDSEType, 

 subComplete [2] BOOLEAN DEFAULT FALSE, 

 attComplete [3] BOOLEAN OPTIONAL, 

 attValIncomplete   SET OF AttributeType DEFAULT {} } 

 

SubordinateChanges  ::=  SEQUENCE { 

 subordinate RelativeDistinguishedName, 

 changes  IncrementalStepRefresh } 

 C(��� XSL'�IncrementalRefresh  �H'[ ;IncrementalRefresh �5�'���� �JL'�� Z�[x( $�� ~	�� �������(  .
 s[$ �	
 ��L���%�'��8N�r s6� 4��5�6� 9$�[< ���B ; 9���N�" .  
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 $��IncrementalStepRefresh �5�'���� �JL'�� Z�[ XSL� ��� %�E����� 9�"�.  
 2��sDSEChanges���7�� %�"��
�� ; I�
'� �� Y< k��8 ��� %�E����� Z�[ .  
 �,��add �5�U � SDSE�"�3  . �<shadow DSEC(�� x� I�� �7�� }����" ; .  �D� �g<�shadow DSE �	
 C" 

 2�S���� C(��� ~� -��� 1�7�� }����" ; s6G�shadow DSE.  
 2��remove �� Z�[ SDSE ����� �� -�S'� G 1x� C(��� ~�� 1�	
 shadow DSEs�7�� }����" ; .  

 ��@�modify�� �(��L�� %�E�����  ; I�
'SDSE���J�� Q
'�� s�R P���<� 9���D Q
U s�R }�g ; �� 1+
" .  
 4�5���rename s6� %�E��� Z�[ 2��� DSEX(�L���  . �J, E�� �g<�RDN ���" ��, 1�#�� newRDN 4�5��� 

 ; I�
'� �� Y< k��� ��3� �� �B�� Q
'� 9N�r s�R Z�[ 2���SDSE .< ��[�, 9�O= Q�J�U� �g<� 1���D ~�(� Y
 ���" 4�5���newRDN %�"��
" 9�O= ; I�
'� �� Y< k��� ���D s6� Z�[ 2��� DSA�7�� }�����  .  

 4�5��� G�rename �,��>Q
U s�R P���< ��  . �<RDNs ; �"�5���� newRDN ����� newRDN -
 RDNs 
�" 1����S�� 9N���� s�J�� C�T� v��6 %�"��
" ��@�� 1����a� s�J�� $�[  ��J� v��6 ����#� $�o ���7� v�d�� ��@� ¯ 

��7� ��� ����S�� 9N����.  
 ; %�E����� QU�3 �g<SDSE 4��5�6�( `��0��� 4���� 2��S�6G� XJ0�� 1�d��" replace . 4�5��� G<�changes 2��� 

 ; I�
'� �� Y< k��8 %�E��� Z�[SDSE.  
 ��3 �g<attComplete A�Sb�F 1 ; x'��M� -�S'� G� �,�
" EF x���R �� Z�[ �	
 2��SDSE.  

 �<attValIncomplete ; �'��� %�
'�� ��u�( ��b�R -
 SDSE QJSV �� �
( �'�o Q
'�� s�R C�T ���, ���� G 
���O��� �	
 ; %�E����� .�'�o Q
'�� s�R C�T ���� �R 1��b�J�� ; $�� ¯ Q
U �u ~a �S�'��(� . `��� G�

attValIncomplete  ; ��7� G Q
U ��u� ~� Z�[SDSE.  
 $��subordinateUpdate C(��� SubordinateChangesx( %$�� ~	�� �������( �5�'���� �JL'�� Z�[ XSL� ���  .

 1������� �	
 4�5��� �R�A?�" s[�� 1%�'��8N�r s6� 4��5�6� 9$�[< ���B ; �����N�  . $��� �3
SubordinateChanges�#��� C(��� W�8 ��� %�E�����  . `�#a� %�E����� �� �BG�Id'� ; $�8 �R C(����� 

 %�U��"IncrementalStepRefresh � IncrementalRefresh.  
 4�5���SubordinateChanges  ; %�E����� Z�[ 2���SDSEsC(���  . �����RDNs ; �"�5���� subordinate 
 -
RDNs ���" ; ����S�� 9N���� s�J�� C�T� v��6 %�"��
" ��@�� 1����a� valuesWithContext v�d�� ��@� ¯ �" 1

��7� ��� ����S�� 9N���� s�J�� $�[ �" ��J� v��6 ����#� $�o ���7�.  
2.3.11  �< R�S b�c  

�O��'�� $�
� 1��L�� *µ �g< .����" �O��'�� CR�� �� +
� �g<����" ��M�� 1�7�� } securityParameter )�7U� 10.7 �" 
ITU-T Rec. X.511/ISO/IEC 9594-3 (� CommonResultSeq )�7U�   4.7�" ITU-T Rec. X.511/ISO/IEC 9594-3 (

�O��'�� ; .�O��'�� C" %�"��
" ~� �J'� G 1�7�� }����" �O��'�� CR�� �� +
�� ¯ �g<�.  
 �#$ ���
" �<lastUpdateX(�6 *D�U +�0�� �7�� $��" ��,� ~	�� QR��� �
  . ���B 2�� ; �	
 �#��� ���
" �	8�

 ����
�ShadowUpdate +
" ���7� v�d�G.  
3.3.11  �< R�S �>2  

 �[ ±?(>� s�� 1��L�� �@, �g<shadowError .��U$� �'�
" �! �3�@" ���, $�
� ��� ���7�� ��
��.  
 �! ���@" $�
�invalidAgreementID ��
�� ¯ �g< DSA Z�[ �7�� }����� AgreementID ��b�R ; $�o 
AgreementIDs C" DSA�	
 �7�� }����� .  



 

 

 �! ���@" $�
�inactiveAgreement ��
�� ¯ �g< DSA Z�[ �7�� }����� AgreementID ���S�[�( AgreementID 
 ¾��� DSA s�, �g<� 1�7�� $��� DSA�� }�����  �� �7AgreementID �@U EF.  

 �! ���@" $�
�invalidInformationReceived $�B �g< DSA �R 1��SJ���� %��L
�� ; �L) �O��U 1�� �7�� }����� 
������ ��
��� ������ %�"�# �,��� ��SJ���� %��L
�� 4��5�6� �" ����� G . ���#��� %��L
�� ��
� G 1�"�
�� 9�[�J���

)1��"}�g Y< �"� ��0�=�� -�S'� %�
U� 1P-= n'� ����#G �O��'3 ��0�=�� -�S'� ��� �#��"  ( 9$�[ ��L� ��,�3
�7�� }����" �SR �" ���
�³ ����� �" �a �	
 �7�� ���@" . �	
 �d���" ��7'" k��# �	
 �7�� ���@" E�d��

������.  
 �! ���@" $�
�unwillingToPerform �SR �" DSA���  $��
�6� 4�[ Z�[ 2��� �7�� }��DSA P�$� �7�� }����� 

�	
 +�0��� ����[ . 1$�
� �R�A?�" sOB �� Z�[ 2��� 1APDU����� $��z� ���O��  . -
 �	
 �7�� ���@" E�d��
������ �	
 �d���" ��7'" k��#.  

 �! �3�@" $�
� GunsupportedStrategy � missedPrevious � fullUpdateRequired� unsuitableTiming   
�updateAlreadyReceived����
�� �	
 �(�O�6� ; .  

 �! ���@" $�
�invalidSequencing ����[ 2�SJ�6� Y< E@��  updateShadow  ����[ �\ XS�� ¯
coordinateShadowUpdate �� requestShadowUpdate.  

12  #0 4�1  

 s�J�� ; �,�
" %����[ ~a �S�'��(11R 1 $�
� �shadowError C(�V �� Z�[ 2��� ShadowProblem A������#�� 
lastUpdate  C"updateWindow��3� sb?"  . CR�� �� +
� �g<�DSA ����
�� %���
" ���L�� ) �7U�4.7 �"   

ITU-T Rec. X.511/ISO/IEC 9594-3( CR�� �R 1DSA�L)� %���
" ���L�� .  

shadowError  ERROR  ::=  { 

 PARAMETER OPTIONALLY-PROTECTED-SEQ { SEQUENCE { 

  problem   ShadowProblem, 

  lastUpdate     Time OPTIONAL, 

  updateWindow  UpdateWindow OPTIONAL, 

  COMPONENTS OF CommonResultsSeq } } 

 CODE id-errcode-shadowError } 

ShadowProblem  ::=  INTEGER { 

 invalidAgreementID  (1), 

 inactiveAgreement  (2), 

 invalidInformationReceived (3), 

 unsupportedStrategy  (4), 

 missedPrevious   (5), 

 fullUpdateRequired  (6), 

 unwillingToPerform  (7) , 

 unsuitableTiming    (8), 

 updateAlreadyReceived  (9), 

 invalidSequencing  (10), 

 insufficientResources  (11) } 

 

1.12  �7�� g�* �%�>�  
< �< ; 9$�o ����D��" Q� ��� ������� �3�@�� ~�BShadowProblem:  

�  (  invalidAgreementID : �	
 ��
�� GDSA Z�[ AgreementID ��b�R ; $�o AgreementIDs 
 }�g C"DSA.  
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t(  InactiveAgreement :� �"�'[ �L)� �	
 $�
� C" v�d�� �D�DSAA�L@U *SH� ¯ ����  1�
(   
�D�� x'��� �@U EF *SH� �� .  

k (  invalidInformationReceived : s�d� 9EL# ���@" Z�[ �L)� �	
 2��DSA �7�� }����� 
 ��SJ���� %��L
���) ����� G 1~�DSA ������ %�"�# �,��� %��L
�� 4��5�6� �" �7�� }����� 

���� ��
�����.(  
$ (  unsupportedStrategy : �� Z�[ 2����O�����6< s[�� G ��� �� ���7��� v�d�� ; Q��� ���O��� 

DSA .  
 
(  missedPrevious : ; ��SJ���� ���J�� �� Z�[ 2��lastUpdate  x��d� ~	�� QR��� C" X��� GDSA 

+�8 �#� QR� ��3 xU� �7�� }�����.  
� (  fullUpdateRequired :>� �� Z�[ 2����O�����6 QR��� �	
 ; ���SJ�� 9��B��� )A?�" 4�[ ���B ; 1

GG$ CD���� G �"P��"QR��� % (�"���� +�0��� �
.  

� (  unwillingToPerform :�(��L�� ����
�� P�$a $��
�6� Z�[ I�� ��O���� �� Z�[ 2�� . ��
�� E�d��
 ��7'" k��# �
 �L)� �	
 -�� ~	�������� �	
 �d���".  

� (  unsuitableTiming :QR��� �	
 ; +�8 ����� �� +�0�� $��
�6� Z�[ I�� ��O���� �� Z�[ 2��.  
� (  updateAlreadyReceived :A?
, �SJ�6� �R �7�� }����" �� Z�[ 2�� �B�H�� +�0���   

� lastUpdate.  
~ (  invalidSequencing : %����[ 2�SJ�6� Z�[ 2��C(����� k��# �7�� .  
¡ (  insufficientResources : 	�d'� �� Z�[ 2��DSA����
�� 	�d'�� ��,�3 $���" x��� I�� .  

2.12  R�S 1*i  

 �L# ��3 �g<missedPrevious  �#$ ���
" �,�� �R 1�7�� }����" x'[ ¿�S�lastUpdate . �7�� $��� �	
 *����
+�8 �6�� �� x��[ ��3 �g< �" ���0�(���N�" �� �"�3  . ��7'" k��# -
 ���J�� �	\ �7�� $��" �� ����� ��� �b�6����

������ �	
 �d���".  
3.12  R�S 8a2�#  

 �,��)A������#�( �#$ ���
" updateWindow  �L# �[ ��O���� ¿�(� �g<unsuitableTiming . �	
 ��O���� 4�5����
����� ����0��� ��Md�� 9	,�'�� Z�[ 2����7�� ���O�� ��.  

4.12  �%1�>� j4��#  

 �#$ ���
" ��
�commonResultsSeq ; 4.7  �"ITU-T Rec. X.511/ISO/IEC 9594-3 . ���" ��M���
SecurityParameters�L)� Z�[ ������ CR�� �� +
� �g< .  

  
  
  
  
  



 

 

 �����A  

 � ��	
	� ��	 �
�� ��
�ASN.1  

)PND X0��� �	
 ��@�A�A?"���" 
 �" ������� �	/����� ���
��(  

 %�"��
" ���
�� s�R� ��u� n���
� C�T X0��� �	
 ��@�ASN.1 9�B� ��= ; ������ �	
 �d���" ; 9$����� 
ASN.1 DirectoryAbstractService.  

  

  
DirectoryShadowAbstractService  

 {joint-iso-itu-t ds(5) module(1) directoryShadowAbstractService(15) 5} 

DEFINITIONS   IMPLICIT TAGS   ::= 

BEGIN 

�� EXPORTS All  

 hh %��B� ; ��"��5�6G 9�B��� �	
 ; �,�
�� s�J��� ��ua� ��H� ASN.1 4��5�6?�� 1������ %�d���" ; 9$����� 
 hh ������ %�"�# Y< g�d'�� 4�5��� ��� `�#a� %�J�SL��� ; .�SL� ��"�5��� �� ���� 1���)� �����Fa `�#� %�J
 hh ��� %�������� �	
 ��J� G ����?��
���'��8 �� ������ �"�# Z�[ y�d0�� �(��L�� %.  

IMPORTS 

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2 

 
 commonProtocolSpecification, directoryAbstractService, directoryOperationalBindingTypes, 
 informationFramework, directoryOSIProtocols, 
 distributedOperations, dsaOperationalAttributeTypes, enhancedSecurity, 
 opBindingManagement 
  FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5} 
 
 Attribute, AttributeType, CONTEXT, DistinguishedName, RelativeDistinguishedName, 
 SubtreeSpecification 
  FROM InformationFramework informationFramework 
 
 OPERATIONAL-BINDING, OperationalBindingID 
  FROM OperationalBindingManagement opBindingManagement 
 
 DSEType, SupplierAndConsumers 
  FROM DSAOperationalAttributeTypes dsaOperationalAttributeTypes 
 
 OPTIONALLY-PROTECTED { }, OPTIONALLY-PROTECTED-SEQ { } 
  FROM EnhancedSecurity enhancedSecurity 
 
-- from ITU-T Rec. X.511 | ISO/IEC 9594-3 
 
 CommonResultsSeq, ContextSelection, directoryBind, EntryModification, SecurityParameters 
  FROM DirectoryAbstractService directoryAbstractService 
 
-- from ITU-T Rec. X.518 | ISO/IEC 9594-4 
 
 AccessPoint 
  FROM DistributedOperations distributedOperations 
 
-- from ITU-T Rec. X.519 | ISO/IEC 9594-5 
 
 id-op-binding-shadow 
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  FROM DirectoryOperationalBindingTypes directoryOperationalBindingTypes 
 
 shadowConsumerInitiatedAC, shadowSupplierInitiatedAC 
  FROM DirectoryOSIProtocols directoryOSIProtocols 
 
 ERROR, OPERATION, id-errcode-shadowError, id-opcode-coordinateShadowUpdate, 
 id-opcode-requestShadowUpdate, id-opcode-updateShadow 
  FROM CommonProtocolSpecification commonProtocolSpecification ; 
 
-- bind operation -- 

 

dSAShadowBind   OPERATION ::= directoryBind 

 
-- shadow operational binding -- 

 

shadowOperationalBinding OPERATIONAL-BINDING  ::=  { 

 AGREEMENT   ShadowingAgreementInfo 

 APPLICATION CONTEXTS { 

  { shadowSupplierInitiatedAC 

   APPLIES TO  { All-operations-supplier-initiated } } | 

  { shadowConsumerInitiatedAC 

   APPLIES TO { All-operations-consumer-initiated } } } 

 ASYMMETRIC 

  ROLE-A  { -- shadow supplier role 

   ESTABLISHMENT-INITIATOR    TRUE 

   ESTABLISHMENT-PARAMETER NULL 

   MODIFICATION-INITIATOR  TRUE 

   TERMINATION-INITIATOR  TRUE } 

  ROLE-B { -- shadow consumer role 

   ESTABLISHMENT-INITIATOR     TRUE 

   ESTABLISHMENT-PARAMETER NULL 

   MODIFICATION-INITIATOR  TRUE 

   MODIFICATION-PARAMETER    ModificationParameter 

   TERMINATION-INITIATOR  TRUE } 

 ID id-op-binding-shadow } 

 
-- types -- 

 

ModificationParameter  ::=  SEQUENCE { 

 secondaryShadows SET OF SupplierAndConsumers } 

 

AgreementID  ::=  OperationalBindingID 

 

ShadowingAgreementInfo  ::=  SEQUENCE { 

 shadowSubject   UnitOfReplication, 

 updateMode   UpdateMode DEFAULT supplierInitiated : onChange : TRUE, 

 master    AccessPoint OPTIONAL, 

 secondaryShadows [2] BOOLEAN DEFAULT FALSE } 

 

UnitOfReplication  ::=  SEQUENCE { 

 area     AreaSpecification, 

 attributes    AttributeSelection, 

 knowledge      Knowledge OPTIONAL, 

 subordinates   BOOLEAN DEFAULT FALSE, 

 contextSelection   ContextSelection OPTIONAL, 

 supplyContexts  [0] CHOICE { 

  allContexts      NULL, 

  selectedContexts    SET SIZE (1..MAX) OF CONTEXT.&id } OPTIONAL } 

AreaSpecification  ::=  SEQUENCE  { 

 contextPrefix DistinguishedName, 

 replicationArea SubtreeSpecification } 

 

Knowledge  ::=  SEQUENCE  { 

 knowledgeType  ENUMERATED { 



 

 

  master (0), 

  shadow (1), 

  both  (2) }, 

 extendedKnowledge BOOLEAN DEFAULT FALSE } 

 

AttributeSelection  ::=  SET OF ClassAttributeSelection 

 

ClassAttributeSelection  ::=  SEQUENCE { 

 class     OBJECT IDENTIFIER OPTIONAL, 

 classAttributes  ClassAttributes DEFAULT allAttributes : NULL } 

 

ClassAttributes  ::=  CHOICE { 

 allAttributes  NULL, 

 include  [0] AttributeTypes, 

 exclude  [1] AttributeTypes } 

 

AttributeTypes  ::=  SET OF AttributeType 

 

UpdateMode  ::=  CHOICE { 

 supplierInitiated  [0] SupplierUpdateMode, 

 consumerInitiated [1] ConsumerUpdateMode } 

 

SupplierUpdateMode  ::=  CHOICE { 

 onChange  BOOLEAN, 

 scheduled  SchedulingParameters } 

 

ConsumerUpdateMode  ::=  SchedulingParameters 

 

SchedulingParameters  ::=  SEQUENCE { 

 periodic  PeriodicStrategy OPTIONAL,  -- shall be present if othertimes is set to FALSE -- 

 othertimes  BOOLEAN DEFAULT FALSE } 

 

PeriodicStrategy  ::=  SEQUENCE { 

 beginTime  Time OPTIONAL, 

 windowSize INTEGER, 

 updateInterval INTEGER } 

 

Time  ::=  GeneralizedTime 
 -- as per 42.3 b) and c) of ITU-T Rec. X.680 | ISO/IEC 8824-1 

-- shadow operations, arguments, and results -- 

 

All-operations-consumer-initiated  OPERATION  ::=  { 

 requestShadowUpdate | updateShadow } 

 

All-operations-supplier-initiated  OPERATION  ::=  { 

 coordinateShadowUpdate | updateShadow } 

 

coordinateShadowUpdate  OPERATION  ::=  { 

 ARGUMENT CoordinateShadowUpdateArgument 

 RESULT  CoordinateShadowUpdateResult 

 ERRORS  { shadowError } 

 CODE  id-opcode-coordinateShadowUpdate } 

 

CoordinateShadowUpdateArgument  ::=  OPTIONALLY-PROTECTED { [0] SEQUENCE { 

 agreementID  AgreementID, 

 lastUpdate   Time OPTIONAL, 

 updateStrategy  CHOICE { 

  standard   ENUMERATED { 

   noChanges     (0), 

   incremental    (1), 

   total    (2) }, 

  other      EXTERNAL }, 
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 securityParameters SecurityParameters OPTIONAL } } 

 

CoordinateShadowUpdateResult  ::=  CHOICE { 

 null   NULL, 

 information   OPTIONALLY-PROTECTED { [0] SEQUENCE { 

  agreementID    AgreementID, 

  lastUpdate   Time OPTIONAL, 

  COMPONENTS OF CommonResultsSeq } } } 

 

requestShadowUpdate  OPERATION  ::=  { 

 ARGUMENT   RequestShadowUpdateArgument 

 RESULT  RequestShadowUpdateResult 

 ERRORS  { shadowError } 

 CODE  id-opcode-requestShadowUpdate } 

 

RequestShadowUpdateArgument  ::=  OPTIONALLY-PROTECTED { [0] SEQUENCE { 

 agreementID  AgreementID, 

 lastUpdate   Time OPTIONAL, 

 requestedStrategy CHOICE { 

  standard ENUMERATED { 

   incremental   (1), 

   total   (2) }, 

  other    EXTERNAL }, 

 securityParameters SecurityParameters OPTIONAL } } 

 

RequestShadowUpdateResult   ::=   CHOICE { 

 null   NULL, 

 information    OPTIONALLY-PROTECTED { [0] SEQUENCE { 

  agreementID  AgreementID,  

  lastUpdate   Time OPTIONAL, 

  COMPONENTS OF CommonResultsSeq } } } 

 

updateShadow  OPERATION  ::=  { 

 ARGUMENT UpdateShadowArgument 

 RESULT  UpdateShadowResult 

 ERRORS  { shadowError } 

 CODE  id-opcode-updateShadow } 

 

UpdateShadowArgument  ::=  OPTIONALLY-PROTECTED { [0] SEQUENCE { 

 agreementID  AgreementID, 

 updateTime    Time, 

 updateWindow  UpdateWindow OPTIONAL, 

 updatedInfo  RefreshInformation, 

 securityParameters SecurityParameters OPTIONAL } } 

 

UpdateShadowResult  ::=  CHOICE { 

 null   NULL, 

 information    OPTIONALLY-PROTECTED { [0] SEQUENCE { 

  agreementID  AgreementID,  

  lastUpdate   Time OPTIONAL, 

  COMPONENTS OF CommonResultsSeq } } } 

 

UpdateWindow  ::=  SEQUENCE { 

 start  Time, 

 stop  Time } 

 

RefreshInformation  ::=  CHOICE { 

 noRefresh   NULL, 

 total   [0] TotalRefresh, 

 incremental    [1] IncrementalRefresh, 

 otherStrategy  EXTERNAL } 

TotalRefresh  ::=  SEQUENCE  { 

 sDSE  SDSEContent OPTIONAL, 



 

 

 subtree SET SIZE (1..MAX) OF Subtree OPTIONAL } 
 

SDSEContent  ::=  SEQUENCE { 
 sDSEType   SDSEType, 
 subComplete [0] BOOLEAN DEFAULT FALSE, 
 attComplete [1] BOOLEAN OPTIONAL, 
 attributes   SET OF Attribute, 
 attValIncomplete    SET OF AttributeType DEFAULT {} } 
 
SDSEType  ::=  DSEType 
 
Subtree  ::=  SEQUENCE { 
 rdn    RelativeDistinguishedName, 
 COMPONENTS OF TotalRefresh } 
 
IncrementalRefresh  ::=  SEQUENCE OF IncrementalStepRefresh 
 
IncrementalStepRefresh  ::=  SEQUENCE { 
 sDSEChanges  CHOICE { 
  add    [0] SDSEContent, 
  remove    NULL, 
  modify   [1] ContentChange } OPTIONAL, 
 subordinateUpdates SEQUENCE SIZE (1..MAX) OF SubordinateChanges OPTIONAL } 
 
ContentChange  ::=  SEQUENCE { 
 rename   CHOICE { 
  newRDN    RelativeDistinguishedName, 
  newDN    DistinguishedName } OPTIONAL, 
 attributeChanges   CHOICE { 
  replace   [0] SET SIZE (1..MAX) OF Attribute, 
  changes   [1] SEQUENCE SIZE (1..MAX) OF EntryModification } 
OPTIONAL, 
 sDSEType   SDSEType, 
 subComplete [2] BOOLEAN DEFAULT FALSE, 
 attComplete [3] BOOLEAN OPTIONAL, 
 attValIncomplete   SET OF AttributeType DEFAULT {} } 
 
SubordinateChanges  ::=  SEQUENCE { 
 subordinate RelativeDistinguishedName, 
 changes  IncrementalStepRefresh } 
 
-- errors and parameters -- 
 
shadowError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED-SEQ { SEQUENCE { 
  problem   ShadowProblem, 
  lastUpdate     Time OPTIONAL, 
  updateWindow  UpdateWindow OPTIONAL, 
  COMPONENTS OF CommonResultsSeq } } 
 CODE id-errcode-shadowError } 
 
ShadowProblem  ::=  INTEGER { 
 invalidAgreementID  (1), 
 inactiveAgreement  (2), 
 invalidInformationReceived (3), 
 unsupportedStrategy  (4), 
 missedPrevious   (5), 
 fullUpdateRequired  (6), 
 unwillingToPerform  (7), 
 unsuitableTiming    (8), 
 updateAlreadyReceived  (9), 
 invalidSequencing  (10), 
 insufficientResources  (11) } 
 
END  -- DirectoryShadowAbstractService 
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