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53l DSA dauly eiaze say .search-rule — 54,4l %54l searchRuleld OsS liy
dlas pddy S3d2 4 ) Akl Bedx 3 ol Y s ey Al 3 JY) Search procedure (I)
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izl 13y Laladaze o2t Sllen) A8 0 48k sl | JiiS 2>-Dlo chainedRelaxation O5Se E ()
5,4l chainedRelaxation Ojg-" piny ol u—<-‘ b)) olel ) (el 2 ilee DSA
Of Jazt plll DSAs O Lod sl Y1 G o oS8 LWy (dids 8 (6 21T el ) s 6T e Yt
F @u | gy
(el sy @Me ol s BlawY Ldzedl DSA ey Lius L= relatedEntry s 055 (v
joinAttributes (3 relatedEntry ied o34Z BMe 4 su2 xde el bi Linldl DSA oy
joinAttributes 15 (3 2 Jsl relatedEntry — io ded S «f .+ -SearchArgument —J
joinAttributes O Se (3 olall sus e B asly aed)) jsles Yy .SearchArgument —J
J=1ud sa2) DSP ales) ChainingArguments (3 relatedEntry 2 Lés .SearchArgument —
Sl ol o ey 5056 et s Lehados 52 o el adeall OF ) sty B3 il
e
M o calae b w3l (ol et s e IST WU Ldis  diy 3 DSA b 13 — 5 a3
.93 DSP ) stlas) DSA Jlo ) el

Al aold) ael il 3bes (L2 relatedEntry 2 Oﬁ Leis

infoTypes > 5 (SearchArgument —J selection O s —J infoTypes — A 0 S ol s -
QJ«;Y\ 3 8342 Aol ST LedS cattributeTypesAndValues is.3 <) ol P

Les ol ai Gl (3 denae 055 JoinAttPair — joinAtt O 5SS (T (3 52021 & yall &0 -
Y ol Gl @ dieiane ST 13

b o 5 Bl ot s 33021 b Sl il L Be o3 s il Gl DSA it -
g—pf}ﬂ J.«.«.:M.U

A o> el =N I DSA izl 5 ChainingArguments CJL"" GL:S (& relatedEntry pzis 5 £

L (DSP ) dieail) pilad) 55U DSA ey g (5.5.15 kil Syl dad) e ke &5l DSA 05 13)
5o 0 Lia OIS 13]y .DSP —J Aheate il s S V) i) ax d TRUE e 050 s o
B ey @ Sl Al ) DSP ) dmbane oSl SN dad) 6o Y ((wdl) FALSE
e ol Ly @I DSA (s) J) ALY U oS s o » Y DSP it

Jz Dap pb b p e 5L ke pize (3 Cilis PDU 07 15) AV nonDapPdu O sy
.LDAP _Ib

s Bylozal (3 Aibacl) = J..JM SRl e O 13 e ydswd) 3luaS” streamedResults O 5 ELI
iy (o ol O L 13) (3] Ay slaa)l Name Resolution (3 cpeszze DSA S &5 Ackasll
ooty ol e & el dleded) dlaal) dBane pils gl Slaza) e DSA sl oSl DSA

Adbdze 5l A4l dae Lo DSA JST OIS 13 Ls Wy Name Resolution ¢ (s DSA
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P Gy ) ol P Jaus ¢Lists Search «wlles) Lzb 2 excludeWriteableCopies Oﬂ Ojgg €

DSA pdsuin OF Sy sl Gl Lol (Sl ) e d g Jstheld 250 s ) el
(120 ity doveitns il Jldz) Comd 8y oS Mo (5L W) 0,8
s 5 4,10
kel diy I DSA  dnx) ) 4% 35y dles S @ (3 42 ChainingResults O 5SG
ChainingResults ::= SET {
info [0] Domaininfo OPTIONAL,
crossReferences [1] SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,

securityParameters  [2] SecurityParameters DEFAULT { },
alreadySearched [3] Exclusions OPTIONAL }

ool 3 ,al) (alall Al ol ,Sll 05

At bkl (3 s o) DSAs (p Led DMD = 5302 Sloskes Ja info 0550 pdsiin (|
ey CM$ Lol o 524 (Domaininfo Laf e O S 1is

sillasll UL returnCrossRefs O;ﬁl ug.' (1 s ChainingResults (3 crossReferences Ojg-" =Y (@
contextPrefix e lgie [S° (s 2% CrossReference 35y 5 e oS s (llys TRUE aesd
.(8.10 kily accessPoint sl 99
CrossReference ::= SET {

contextPrefix [0] DistinguishedName,
accessPoint [1] AccessPointinformation }

A iles) targetObject prie o s e Ls DSA J& . CrossReference Lz 16
oda 3y el Gl Jre 4wl ¥ Aulew DSA I & oY) ALl 05 Wy LBl Slale e 3asly
.G\;;M s s Y

ijva <L amy JITU-T X511 | ISO/IEC 9594-3 (3 SecurityParameters O}gﬂ 2 (T
.Jj Slodns 0 48,6 de st 8 securityParameters

¢ =S aidklas &£ U3 targetObject — &L RDNs —J ol Lﬂ (x> 13| calreadySearched 05 J& (3
SU ol Gl 8 ey LWLy Aledizs Search ddes s
Al 552 sl e o 22 ¥y a4l 850 Ll alreadySearched 31 contextPrefix (3 <Y1 O S5 — da>
ides e.\.ﬁs 5.10
1@ 8L pde DSAs U ides (3 ;21 pidl dl> OperationProgress i3 Cias

OperationProgress ::= SET {
nameResolutionPhase [0] ENUMERATED {

notStarted (1),
proceeding (2),
completed 3)},

nextRDNToBeResolved [1] INTEGER OPTIONAL }

1oUal 3 el lal) adlel) b Sl 055
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s & 9 L iden) targetObject sl & sle 2> 4 1) J 50 I e nameResolutionPhase 0 Jay (
S5 Bend Sl dl OV ) lesn 4 DSA Ob cnotStarted W ol Lzl ol e Vs
€8 ¥l e JY) s 31 0L (proceeding ) Bl AU R TR Sy RDN(s)
Jhs ol Jesd e b Ougldl el badl DSA OF e oL de Ol
o) Blawl ST 5y [ 5010 B ] eV e ade O adll ¢ Lo liis nextRDNToBeResolved

s o) 6T Lol g2y g cad) Lo 5 £ 45 Sugadl ¢ )y i) DSA 0B completed
caslaeY W) o targetObject ws! (3 RDNs <Y DSA of » nextRDNToBeResolved J-: (<
O 13 i Lz 0,00 s 05805 .ewY) @ RDNs sdad oy (sie (3 prmes se 05 il

.proceeding 4.3 4 nameResolutionPhase ‘J)g-"

Slobses 610
(E o gy BLasSY plind g L dglenll e)sf & oreldl DSAs foew (L»;Y\ Jl Tracelnformation ied Jod
DIT 3 et g e 3555 oo gl diaddl 18 2 all o glor 03 ol y o

Tracelnformation ::= SEQUENCE OF Traceltem
Traceltem ::= SET {
dsa [0] Name,

targetObject [11 Name OPTIONAL,
operationProgress [2] OperationProgress }

I sk Traceltem |S° (s 5%y .Traceltem 5 b 3 g 1ok A1 A ddes jlaa) e fon DSA IS G
) G A0 DSA el ( f

el 13) dodall oda JE) .(ﬁaw\ g.,.UaS\ L} J._\.E;M.U Ll DSA 4.:5& Ry L;JJ\ targetObject r_w\ (<
(3 baseObject s object b Aezll Al 0 A sda 34) DUA o fekedd ULl
& targetObject (3 LS (&) o adedl) s b Aesd <SS 13 4 (XOperation
.C)U-\ Ll chainingArgument

ol (3 ezl 4 DSA 4] iy (sl operationProgress  (z
«£ targetObject 3 RDN S 05y .2l & 58 sl e 2 Vo LY el " dsa O 5S
valuesWithContext 050 (3 Bl xo &bt 334 o3 eas W35 .15V RDN 52 adles
.RDN (3 AttributeTypeAndDistinguishedValue .

ereké 710
ATU-T X.501 | ISO/IEC 9594-2 (3 4 =l C”‘J"M dale C\jﬁ o 2>y Je ReferenceType ied Ju

ReferenceType ::= ENUMERATED {

superior 1),
subordinate (2),
cross (3),
nonSpecificSubordinate  (4),
supplier (5),
master (6),
immediateSuperior (7),
self (8),
ditBridge 9) }
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305 i Sloghas  8.10
3Ll blad LUT 56 a5

o DSA psis 1) syl s g (I 1) 35 s it G i AccessPoint ded 3,5 (|
d 0 By (ol DSA (T Name 3Ll weid 0, (DSA Ul LYl Ley LDAP
05G Y W sds 3y U3 DSA — IDM s OSI wYlail 3 pd>ieq PresentationAddress
YLal (3 Joxind LabeledURI 3Ll 3kl 0 S0 (LDAP psdst (1) 5,LaY1 disy Lo labeledURI
Name ol = 2 LabeledURI O S Lkisy G5 LDAP psa2 LDAP
.SET OF protocolinformation = M 9 «PresentationAddress 4

AccessPoint ::= SET {

ae-title [0] Name,

address [1] PresentationAddress,

protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL,
labeledURI [6] LabeledURI OPTIONAL }

LabeledURI ::= DirectoryString{ub-labeledURI}

)T master ¢l s ccategory Lexxiy . JJUI 1] 3& ki MasterOrShadowAccessPoint ded 2 25 (&

sl plseie W Aseitons dilaie ol gl Bl (] i3 <l 13 L e 3Ld) 2leid cshadow

& slay Y cgsi 3 DSA J a5lles Al 587 13 L e chainingRequired Ojg-" JN g
.25 DSA

MasterOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [31 ENUMERATED {
master (0),
shadow (1) } DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE }

= Adlazs ds gost %;T (Jddl 1) 3 bl ds sast MasterAndShadowAccessPoints ded 2 a5 a
LDAP 5 DSA p ot ) 2k |5 L] x25 ) &SUI sds 3Ll bUs liy .LDAP 4/ 5 DSAs
DSA (3 855 g0 Aranad OBl &5 2iie 48 gas gl) & 2in Geend Bl oo e Sleglas Laizd
ie3 JAs  .(nonSpecificKnowledge < @ ied & dodl Oj§5 Ls  a>ly
Jla Cnd 3 . Lgde L“gj:-; AccessPoint 4.3 Jf category u‘L" MasterAndShadowAccessPoints
48 502) (3 Bad Sld LDAP ol DSA psid 3Ll 2ok poiad) 2l
Jole (o cshadow 4 e 3,2 13 o (LDAP psdk Sl e OF o dddll G a0 oy — 23
Aehins ol LDAP (nf Gken) a1 3

MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint
L A ST ol 301y 3 aaki AccessPointinformation ded < a5

AccessPointinformation ::= SET {
COMPONENTS OF MasterOrShadowAccessPoint,
additionalPoints  [4] MasterAndShadowAccessPoints OPTIONAL }
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E»‘LP i gamadd (g LY O}Q\ (AccessPointinformation 4. (=is DSAs —J Jf)“ indo)l U= RJ)
dogd gT JAL; o AccessPointinformation 4.3  ,.is  DSAs - Jﬂ!\ ikl A= Gy
.MasterAndShadowAccessPoints —

Ao J>-Y c:;l\ MasterOrShadowAccessPoint ied OSs 0,5 L (DSAs — aJuly Ll aakll A= 3
Aagald C“’U DSA —J @ all jlasl o) ) |3 o 304 LS shadow sl master & - AccessPointinformation
i Liaf bl oSk U Landl DSA aed WLl DSA iy i sde S dkas o)) b ey
S8 ails) beslas Lis Sy s AccessPointinformation dad > s LULQJ-\ MasterAndShadowAccessPoints
by 35 2k dydod DSA B me L) o)l 1 e Lgaldsazal

DIT jr 820 9.10
3445 LDAP 4l DSA pod= ) La=dls =T DIT (1 445 Zuee 4bi ditBridgeKnowledge 4o <2 =
.diy O LDAP ;T DSA psid Las ugﬁ ;5-5\ accessPoint ditBridgeKnowledge

DitBridgeKnowledge ::= SEQUENCE {
domainLocallD DirectoryString{ub-domainLocallD} OPTIONAL,
accessPoints MasterAndShadowAccessPoints }

2o M 3 7 DIT Ghms 361,801 Jgun Lo y domainLocallD JU1 paca

Saawdl 10.10
sde LAf dbul sy Search les (sus U4 ChainingArguments — exclusions O}g-" ety 310 3 S LS
S exclusion O Ss 2 5 .Search ddes akles (3 canl s & e ey Y g ¢ ) Al e

.ASN.I Exclusions ..

Exclusions ::= SET SIZE (1..MAX) OF RDNSequence

1309 . 2dginn 96“J C;L: dead Bld BLL 45l Exclusions 4c 9ot (2 RDNSequence 4o Jf sad of W
el 5 DSA ez 25l lis e 33l Y RDNSequence i po search b DSA Lzl

oL gl $f.t el TS XV ;&.J s~ s» RDNSequence

Bl Sleshan s 2hts 552 clel eas OF Sy 2 )Y 8 el e 2 Exclusions 0555

o asles ub:)l:v CW\ J>=U DSAs J“’ R JM ;,.Ua R & 3% (Exclusions (Uo;wu\ J§£
Albe O gas 5509 (3 655 Search J ae 3 UL

ngp-g!\ oL 5~\>—\j (Smiinms (pileit DSA Lt JED s L}j .Exclusions (Uo;:.wy :YL.A 5 Jg.\iJ\ C.'Aﬁ
Sl Bl ax o BW Y s e o) 0505 .C Bl Bl mo (6 2 Vg (X Bl Bla me By Ty
CsBy A des

DSA 5 Of S X annd Bl (3 505 s o% g sldz) Jds DSA (3 Search 4 3 & i 3l od (JS (3
elsl ey Laml ) 5 By A Rend Sl o Sloslall 535 any .Cy X o) il e S las
> 9 f,a‘xf Cj JJ.@.:...M.A 9;_5“'.:“{ Y ciedw ji partialResults L} Lo} FPREEIN clﬂ:)ﬁ.«‘}[\ c‘z-\]a 2L cg..,-Ua 33}
.Exclusions is sest
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X.518_F05

Sazayl — 5 Sl

gyl yozail @zl 1110
S j sl k= LDAP o DSA pad o ddes as o 5 ¢15] ) ozl 3,45  ContinuationReference iz
s A LESY dntns 18 00 o LI DSA S ¥ bedis o o8 sl y L Legs

ContinuationReference ::= SET {

targetObject [0] Name,

aliasedRDNs [1]1 INTEGER OPTIONAL, -- only present in first edition systems
operationProgress [2] OperationProgress,

rdnsResolved [3] INTEGER OPTIONAL,

referenceType [4] ReferenceType,

accessPoints [5] SET OF AccessPointinformation,

entryOnly [6] BOOLEAN DEFAULT FALSE,

exclusions [71 Exclusions OPTIONAL,

returnToDUA [8] BOOLEAN DEFAULT FALSE,

nameResolveOnMaster [91 BOOLEAN DEFAULT FALSE }
polst 8 all lald bl b Sl 0,8

Ve ke s 0 W8y ke ) anl 3 dw‘y;,:m Y1 Je targetObject 0,5 Ju (|
s L} adses ;L“;ﬁ: éﬁ" J..”:u\.é.‘: f: j‘ J\.x.:.m.,c JUJL (: e c\ii 6:\5 g,.Uas targetObject é M‘

o Bh 858 08 e U5y . (Olab Lgklas ¢ U3 RDNs OY) 4J5Y) RDNGs targetObject (¢ RDNs 0 S5
oLl

O)gg; s JIg) ammil R VIS £ > @ (A 0)) RDNs sd4s e aliasedRDNs ng_ﬂ JY (@
s I £ 13} Lt el

edidl (DSAs 5) DUAs Lfls oy e LW Akl Bas e e e e 0 SN M b g — Al
JU i V@ bl ods ey M=) CommonArguments » ola il Wl Slisl d Slab AV Gb

i) g ddesll LY ¢y (»34 sl y agad £ o) Blaal jlads - operationProgress -y @
.Lgzxls ContinuationReference — J.2:.ll DUA )T DSA <, 13 ¢ wewms DSAsS
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@44 Y ool 3 RDNs Lan <SS 13 L s U g% ) rdnsResolved OSs ded Ju5 (o
b Lglawl ¢ RDNs 3o e (o o0 i) pp B 0555 O 2381 Sy ¢ JalS ol Bz
.Z\.U\JMY\ ol .x,)j:J r.)o’;:..u\ A8 Zéjxl\ o g L”ST L;'; referenceType ng,a d.bﬂ (»

J.A.«J Ledis _Lz?a_éj .2\.3)}“.:.‘.«‘}1\ oda d:bd 4 JL@?Y\ (,_7.1 ;SM S b GLP accessPoints Ojg.» d.bﬂ €
.AccessPointInformation — A:-\j Ay e J.{\ Sla ojﬁ, ol US.C 034 & Amls C”\f

e Lsae subset g oo o2t oY) Bladdl O 15 TRUE e entryOnly 055 Loz
Tl sk I DSA >59 .baseObject —) &l ce\-{ Jlates Jods Bgrl g0 2S5 coneLevel
s e J:-J..A &.9 ;u.& v_z._.?u" targetObject (,_M:\ L;& v_..u\ Glew!

.l DSA g2y Of e Y Anl Lend @Bl e 48 50 exclusions 05 2y (e

28wl Jo Jay OF ) exa¥l oo o Wy UV DSA (45 Lois L L= returnToDUA .aie 5,5 (b
ol L;LC Jug of [ ey L(a.:..ﬁi u\...wf J:-T o c)’\.:») Ja.:.w) DSA s QLA)J\M 3)\.9\;! RELIN
Lites .DSAy LDAP Cpj ol DUA (w LDAP of DAP s &hee o §,3ls 715 05 Sloshall
self s referenceType L. S5 (TRUE s returnToDUA L2,

NSSRs ) ez & Vg @ DSA axlg Leks L,JLgb‘-\ nameResolveOnMaster 2 >, (S
o 4iall RDNs el 3o ol dlme ol wlaal OF s (TRUE o bz 13
Jas (3 Lgols u§_c bows &3 3 b (e %«a @leglas paiud Y nextRDNToBeResolved
Aaly ¢ls RDN 4,2 =l s ) DSA ¢ Az RDN S &) Glawl o5y telod JI sdaze
.(1.20

by J1 by Ly J) 11

Ly ) Yy . 2T DSA ) 3Ladi 5 5 &y 4l (3 DSA 8 o+ )50l e (DSAUNbind 5 DSABind piseiv,

g_,..>~\..,a_‘:j\ J'))\.'» wﬁ&o)ywéb L»giy 3)\...“.5- W15 J L} «DSP g,&-\.n,a_ls .LL’JJ\:JJ)T

DSA ki) 111

LBl e O byl DSA O O gladl 35 <0 DSABIN dkes pisins

DSABind ::= BIND
ARGUMENT DirectoryBindArgument

RESULT DirectoryBindResult
BIND-ERROR DirectoryBindError

3l ©BMeYI aa (ITU-T X511/ISO/IEC 9594-3 il) DirectoryBind & &) o bl DSABind U S 0]

DSA —J AE-Title Jo 2l ol gladd] - DirectoryBindArgument —J Credentials 0 -
Pt ) S (3 AE-Title 0555 cemind) DSA UL ALY Slan Yl

il DSA J AE-Title JAe < 2l &b sleal) ~ai DirectoryBindResult — Credentials O] —
R ) S8 (3 AE-Title 0555 . S2YI DSA () b)Y

Bl laglan aiat OF Sy ady 5508 bl plaszal AE-Title 5 DSA Sk -
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pos ooy 13 by 858 el plisina) (SN e g gl By Ol (3 sl sl e — 1 M
ahlall ey L V) ol Y1 a4 13) 505 LS oY1 e ol 3Ll 231 pa g Ol oy Y B (U3
A e IS 48 1 UL G a5 (BIND a3 pibsscied) V) e o) (2ny iiiios BIND ehon does Ul
il 65l BIND Lo 3Ll 231 0 Gkes s (i sY1 3 500l sl danel 5
(ATU-T X.519 | ISONEC 9594-5 k) Ol 2 glal) colizy i oY1 Jols ndst e ot OF S — 2 S
N oy ) e (3 o 5 Y AL ads (3

DSA Ly, e 2.11

5.6.75 4.6.7 (3 53321 OSI x>l oo sa Wl Gedsr 00 ) DSA 0w Osladl 33 38 3 Ly )l &b O
ATU-T X.519 | ISO/IEC 9594-5 ;1 2.3.9 (3 TCP/IP iz |1 oy ITU-T X.519 | ISO/IEC 9594-5 _,»
ko olles 12

A=)y 3355 (3 v slaze DSAS Gy posind dlae dlia ¢ Il 55,2 daax 1) Sl dedsell) llea)) e adee IO
DSAs (p Aedsund) 2ol Sl sl Slile plsunl 31 S Sllaad) clel @ty =Y
.H.. . n ) C,a uﬁ_’j\_‘}i\

olles ;Ub'-fj G?L:j) O prze e (,.)4_» e e el bl dlidass olles ;Ua:’-ij @Lﬁj O e Jﬁ.\:u
ooz Ky b &) «ChainedAbandon les A5l clina¥ly (112 & >, LasTy bl 85 2 dedss (3 4350 42
(212 35,55 LS Lds deas i

s Olhes 1,12
DSA LasY M\_MJMLMJLJ, Ol ,lztl (LDAP 055 sl DUA o dhar) Lizew (DSA Sk

Jiy DSA K6 ;\DSA@MMM\)L;U‘cwwwMuDsA_su@ e
O clls (b 13 cidaall (6330 DSA I Say thekand) jize iy W o ig 5 a3y o dend Sadze S
O35 o hedd Jiindl (DSA I Sy daal) Comall oo ) Wkl gl i) ity 3 ol it ol S
29 Al oV LDAP 05 basys o)) adeadl jlisl Jlz OF (=T DSA o LDAP &es) Lies 51 LDAP

.LDAP

.chained { } wlodre d Lot izl dben) Juddid) JQ&J\ 34

chained { OPERATION : operation } OPERATION ::= {
ARGUMENT OPTIONALLY- PROTECTED {

SET {
chainedArgument ChainingArguments,
argument [0] operation.&ArgumentType } }
RESULT OPTIONALLY-PROTECTED {
SET {
chainedResult ChainingResults,
result [0] operation.&ResultType } }

ERRORS{ operation.&Errors EXCEPT referral | dsaReferral }
CODE operation.&operationCode }

.abandoned U= Lo5 Of.chained { } — &lab Zolas pusiznd ol LIl 35,2 Godse ladd S — 1 a5
Ol 212 3 Wmasle d ol BLGY) Aladoze dlaad 2001 elant W e 0 gast Lo Ltk Vs 5y oS
oyl 2o L iy Lelis chainedModify akes) W 5 OF -S4 chainedAbandon

Slleall e S Sledae d L8 Jo A =l 3 DSA 552 dead wslgd) dasl U gles - 2 A
253 2 dead dllldl

25 (2005/08) ITU-T X.518 e 5!



ISO/IEC 9594-4:2005 (A)

t ol S aaad) adan)) pad 0,5
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3.10 & Sleslall odis Lt

3 dd= LS cGLp;Y\ DUA 63,5 paze -ye )l 4 operation.&Argument . * e4» — argument (-
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r b S Aol e Bl Bomzl) 0 S0 (A 22 13)
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410 3 Sloslall sdn Ld By e 3 Gpile DSAs bt 5 ¢ LoV DUA
(PEPRR WYl ;sj‘} cides)) oda Jde Ladsy ;9.3\ R J—Siﬁj operation.&Result ie3 sl2 — result (<
ool el 3 bl sds osisy L LGV DUA U sl 3 sl O
ATU-T X511 | ISO/IEC 9594-3
.referral . Vi sly dsaReferral o Lzl coperation.&Result i gat sllxl oo lUox by (LML) L2d 13)
55 ATU-T X511 | ISO/TEC 9594-3 (3 831 oo liben) 355 LS ol § YY1 S5 o) esllas Yl i pat s
.2.13 3 dsaReferral s L
Ao 8 5 Lhes 2,12
2y Laglsl £ idked) L) il Lazge dmy | sl =Y JuJ a1y DSA J# . chainedAbandon iles pdseins
W ) L Ol e i) 1 055
tmladl a5 Aol g Lies ozl ol (g & n LoV Jukodli DSA — ool i kel -
ldor 3 bole ¢l Comies DSA (o S s 2 W by oy 0l olglall Je DSA fe= -
Vg ) ee 820
S e UL 13 Lla.a iles 8 3 o chainedAbandon ,lis| (L) \/-L:T DSA 2 Y
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IS $9 0 Bty Mo Olos 312
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Aodozs slasi 13

dodde  1.13
P s 2 deas 3 sl S ) DSA 82 aeadl 3 el Y s Ble] S ol pdans 8
215 s B ) Sl 0Ss s cReferral ox Yo (213 ) slay dsaReferral "l Of s sl
roals Q‘}J‘y:(..l.cu_(.ij 83,2 oS 5

ks pite (3 30> LS DSA % xe dend (3 o Lokl 10b 2all DSA CiiuST) — invalidReference (|

.referenceType

U 33 al Slolae 35 s ad) 104 WAl DSA (iiiST) — loopDetected (<

ATU-T X.511 [ ISO/MEC 9594-3 (3 355 LS ¢ JJoll 33 12 odss o) Y i g8 &2 0F S o) sl Y1 ol ] 0)

Sl iy g o ag o ol DSA w35 OF S0 ¢ ko ke I3 o s 13

DSA &x » 213
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rdn [0] RelativeDistinguishedName,
immediateSuperior [11 DistinguishedName }
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SuperiorToSubordinate ::= SEQUENCE {
contextPrefixinfo [0] DiTcontext,
entryinfo [1]1 SET SIZE (1..MAX) OF Attribute OPTIONAL,
immediateSuperiorinfo [2] SET SIZE (1..MAX) OF Attribute OPTIONAL }
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Vertex ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
admPointinfo [1] SET SIZE (1..MAX) OF Attribute OPTIONAL,
subentries [2] SET SIZE (1..MAX) OF Subentryinfo OPTIONAL,
accessPoints [3] MasterAndShadowAccessPoints OPTIONAL }
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SubentryInfo ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
info [1] SET OF Attribute }
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accessPoints [0] MasterAndShadowAccessPoints OPTIONAL,
alias [1] BOOLEAN DEFAULT FALSE,
entryinfo [2] SET SIZE (1..MAX) OF Attribute OPTIONAL,

subentries [31 SET SIZE (1..MAX) OF Subentrylnfo OPTIONAL }
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hierarchicalOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT HierarchicalAgreement
APPLICATION CONTEXTS {
{directorySystemAC} }

ASYMMETRIC

ROLE-A { -- superior DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SuperiorToSubordinate
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SuperiorToSubordinateModification
TERMINATION-INITIATOR TRUE }

ROLE-B { -- subordinate DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SubordinateToSuperior
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SubordinateToSuperior
TERMINATION-INITIATOR TRUE }

ID id-op-binding-hierarchical }
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sLiS) Oledre 4.1.25

HOB ¢lis] dudal 4 sLo.scNHOBSuperiorToSubordinate .. @;‘w DSA L ydz; ol slasy) wldes 055
.Ue entrylnfo Q)g" Oj.ﬁ O el (aiyUazll

NHOBSuperiorToSubordinate ::= SuperiorToSubordinate (
WITH COMPONENTS { ..., entryinfo ABSENT})

HOB L&l dudal 4 sloecNHOBSubordinateToSuperior &3 ‘wa DSA Lz ol clady) oldee 0555
.i5L5 entrylnfo 5 alias U 550 O S O slimwly (i Uasl
NHOBSubordinateToSuperior ::= SEQUENCE {

accessPoints [0] MasterAndShadowAccessPoints OPTIONAL,
subentries [3] SET SIZE (1..MAX) OF Subentryinfo OPTIONAL }

Jows Oledas 5.1.25

sLasY) Sledan 355,01 Sl glaall G0 Sl U] pid sy diladl sLasY) oldal ablzs olalall ol
NHOB Ly 2l
05 «J#) mxx NHOBSubordinateToSuperior s NHOBSuperiorToSubordinate —) 0,5 (sl 13

0 (Jay  tad) adal glaxll 0N 3y (NHOBSuperiorToSubordinate —  contextPrefixinfo
Modify Operational Binding (3 Al (NHOBSuperiorToSubordinate — contextPrefixinfo

slgil Olodas 6.1.25

. NHOB: sl L dadre )\y‘w o L_sf Ba Y
NS A 7.1.25

.2.25 3 nonSpecificHierarchicalOperationalBinding OPERATIONAL-BINDING

(i Sl Olsghal ¢ B Lo iy 2.25

e slal s b e g8 el a2 e g5 ARdS sl BET N u.pja.&\ .
ITU-T X.501 | ISO/IEC 9594-2 (3 <> =i OPERATIONAL-BINDING

nonSpecificHierarchicalOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT NonSpecificHierarchicalAgreement
APPLICATION CONTEXTS {
{ directorySystemAC } }

ASYMMETRIC
ROLE-A { -- superior DSA
ESTABLISHMENT-PARAMETER NHOBSuperiorToSubordinate
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER NHOBSuperiorToSubordinate
TERMINATION-INITIATOR TRUE }
ROLE-B { -- subordinate DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER NHOBSubordinateToSuperior
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER NHOBSubordinateToSuperior
TERMINATION-INITIATOR TRUE }
ID id-op-binding-non-specific-hierarchical }
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A sl

isy g0 lhord ASN.1
(QJ-’J‘ JL:"M/:*-;«@)RM oda s 3&»\.(,» \;f. FRSIUNRY )g £

ASNLL a3 3 M W 2iwlye 3 85,00 ASNLL oy LU Gl e Goll) s oy

.DistributedOperations

DistributedOperations {joint-iso-itu-t ds(5) module(1) distributedOperations(3) 5}
DEFINITIONS :=
BEGIN

-- EXPORTS All --

el 5 Il il se (3 850 ) ASNLT ol 5 (3 gz} Su o odis (3 @ 2l LYY e ——

Aol ol 2 (6 T Sl et O Sy . W Sloass ) 36l paseans ol 6 Y1 ol 3
L ol Lo s e Blisel) 3 bl ¥l s colpiadd) 1 iy Y S y——

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2
basicAccessControl, commonProtocolSpecification, directoryAbstractService, enhancedSecurity,
informationFramework,selectedAttributeTypes, serviceAdministration, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

DistinguishedName, Name, RDNSequence
FROM InformationFramework informationFramework

MRMapping, SearchRuleld
FROM ServiceAdministration serviceAdministration

AuthenticationLevel
FROM BasicAccessControl basicAccessControl

OPTIONALLY-PROTECTED({ }
FROM EnhancedSecurity enhancedSecurity

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

abandon, addEntry, CommonResults, compare, directoryBind, list,
modifyDN, modifyEntry, read, referral, removeEntry, search, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.519 | ISO/IEC 9594-5

ERROR, id-errcode-dsaReferral, OPERATION
FROM CommonProtocolSpecification commonProtocolSpecification
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— from ITU-T Rec. X.520 | ISO/IEC 9594-6

DirectoryString{}, PresentationAddress, Protocolinformation, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

ub-domainLocallD, ub-labeledURI
FROM UpperBounds upperBounds;

-- parameterized type for deriving chained operations --

chained { OPERATION : operation } OPERATION ::= {
ARGUMENT OPTIONALLY-PROTECTED {

SET{

chainedArgument ChainingArguments,

argument
RESULT
SET {
chainedResult
result

[0] operation.&ArgumentType }}

OPTIONALLY-PROTECTED {

ChainingResults,
[0] operation.&ResultType }}

ERRORS { operation.&Errors EXCEPT referral | dsaReferral }

CODE

-- bind and unbind operations --

dSABind OPERATION
--dSAUnbind OPERATION
-- chained operations --

chainedRead OPERATION
chainedCompare OPERATION
chainedAbandon OPERATION
chainedList OPERATION
chainedSearch OPERATION
chainedAddEntry OPERATION

chainedRemoveEntry OPERATION
chainedModifyEntry OPERATION

chainedModifyDN OPERATION

-- errors and parameters --

operation.&operationCode }

::= directoryBind

::= directoryUnbind

::= chained { read }

::= chained { compare }

::= abandon

::= chained { list }

::= chained { search }

::= chained { addEntry }

::= chained { removeEntry }
::= chained { modifyEntry }

::= chained { modifyDN }

[0] ContinuationReference,

dsaReferral ERROR := {
PARAMETER OPTIONALLY-PROTECTED {
SET{
reference
contextPrefix

[1] DistinguishedName OPTIONAL,

COMPONENTS OF CommonResults } }

CODE

-- common arguments and results --

ChainingArguments
originator
targetObject
operationProgress

1= SET{

tracelnformation
aliasDereferenced
aliasedRDNs

id-errcode-dsaReferral }

[0] DistinguishedName OPTIONAL,

[1] DistinguishedName OPTIONAL,

[2] OperationProgress

DEFAULT { nameResolutionPhase notStarted },
[3] Tracelnformation,

[4] BOOLEAN DEFAULT FALSE,

[5] INTEGER OPTIONAL,

-- only present in first edition systems

returnCrossRefs

[6] BOOLEAN DEFAULT FALSE,
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referenceType [7]1 ReferenceType DEFAULT superior,
info [8] Domaininfo OPTIONAL,
timeLimit [91 Time OPTIONAL,
securityParameters [10] SecurityParameters DEFAULT { },
entryOnly [11] BOOLEAN DEFAULT FALSE,
uniqueldentifier [12] Uniqueldentifier OPTIONAL,
authenticationLevel [13] AuthenticationLevel OPTIONAL,
exclusions [14] Exclusions OPTIONAL,
excludeShadows [15] BOOLEAN DEFAULT FALSE,
nameResolveOnMaster [16] BOOLEAN DEFAULT FALSE,
operationldentifier [17] INTEGER OPTIONAL,
searchRuleld [18] SearchRuleld OPTIONAL,
chainedRelaxation [19] MRMapping OPTIONAL,
relatedEntry [20] INTEGER OPTIONAL,
dspPaging [21] BOOLEAN DEFAULT FALSE,
nonDapPdu [22] ENUMERATED { Idap (0) } OPTIONAL,
streamedResults [23] INTEGER OPTIONAL,
excludeWriteableCopies  [24] BOOLEAN DEFAULT FALSE }
Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }
Domaininfo ::= ABSTRACT-SYNTAX.&Type
ChainingResults ::= SET {
info [ 0] Domaininfo OPTIONAL,
crossReferences [11 SEQUENCE SIZE (1..MAX) OF CrossReference OPTIONAL,
securityParameters  [2] SecurityParameters DEFAULT { },
alreadySearched [3] Exclusions OPTIONAL }
CrossReference ::= SET {
contextPrefix [0] DistinguishedName,
accessPoint [11 AccessPointinformation }

OperationProgress ::= SET {

nameResolutionPhase [0] ENUMERATED {
notStarted (1),
proceeding (2),
completed (3) },

nextRDNToBeResolved [11 INTEGER OPTIONAL }

Tracelnformation ::= SEQUENCE OF Traceltem

Traceltem ::= SET {

dsa [0] Name,
targetObject [11 Name OPTIONAL,
operationProgress [2] OperationProgress }

ReferenceType ::= ENUMERATED {

superior (1),
subordinate (2),
cross (3),
nonSpecificSubordinate  (4),
supplier (5),
master (6),
immediateSuperior (7),
self (8),
ditBridge 9)}
AccessPoint ::= SET {
ae-title [0] Name,
address [1] PresentationAddress,
protocolinformation [2] SET SIZE (1..MAX) OF Protocolinformation OPTIONAL,
labeledURI [6] LabeledURI OPTIONAL }

LabeledURI ::= DirectoryString{ub-labeledURI}

MasterOrShadowAccessPoint ::= SET {

125

COMPONENTS OF AccessPoint,
(2005/08) ITU-T X.518 s"tmo}d\



ISO/IEC 9594-4:2005 (A)

category [31 ENUMERATED ({
master (0),
shadow (1) } DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE }
MasterAndShadowAccessPoints ::= SET SIZE (1..MAX) OF MasterOrShadowAccessPoint

AccessPointinformation ::= SET {
COMPONENTS OF MasterOrShadowAccessPoint ,
additionalPoints [4] MasterAndShadowAccessPoints OPTIONAL }
DitBridgeKnowledge ::= SEQUENCE {
domainLocallD DirectoryString{ub-domainLocallD} OPTIONAL,
accessPoints MasterAndShadowAccessPoints }

Exclusions ::= SET SIZE (1..MAX) OF RDNSequence

ContinuationReference ::= SET {
targetObject [0] Name,
aliasedRDNs [11 INTEGER OPTIONAL, -- only present in first edition systems
operationProgress [2] OperationProgress,
rdnsResolved [3] INTEGER OPTIONAL,
referenceType [4] ReferenceType,
accessPoints [5] SET OF AccessPointinformation,
entryOnly [6] BOOLEAN DEFAULT FALSE,
exclusions [71 Exclusions OPTIONAL,
returnToDUA [8] BOOLEAN DEFAULT FALSE,

nameResolveOnMaster [91 BOOLEAN DEFAULT FALSE }

END -- DistributedOperations
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.DSP Bind & DSA 'c's DSA 'b' ox oS! dirqop Al s (Ahdenis Blae z3l5 5 o) aze) Lzl 3 DSP

E H X.518_FC.41

@ DUA 'a' user encrypts DAP request for DSA 'b’
@ DSA'b' encrypts DSP chained operation argument

i) (DUA->DSA or DSA->DSA) ded J) i 0 pid 2.4.C

Je b (o (Jd e s,a; o=l 6 Jlael 3 DUA Jemies S, 1Y)
Jz b cbﬁ BTN u-<‘ % 3| }T ENCRYPTED s SecurityParameters.ProtectionRequest
.DAP BindArgument (¢ DIRQOP J«g&i aleduzs lee Arguments & SecurityParameters.ProtectionRequest
Pl sa2 g lid) M (3518 a2 2l Thee il JLo Y |05 5,08 4 0 OF DSA (DSA 'e) o s
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S ik e i 3ad Sey DSP S dede Ao iy DAP s Wy Al 1) axellazal OF DSA ¢
Ww@uﬁ;u\DSA'b'_sugj DSA'b'_SDSPAlMJch:LJ A2 DSA ¢ dewl s 3k
22 55 YV ygen DUA ' 050y domzl) i 1) 3l o i 1ls sy DUA ‘8" fomiwd 2t igy DSP

.5 DSA (DSA 'b') — DAP 23

@ X.518 FC.4.2

@ DSA 'c' encrypts DSP chaining operation Result
@ DSA 'b' encrypts DAP Result for DUA 'a'

DSP ) ks donad Ao 1) Ak o i ) DAP domd o J) ik 0 pf 34.C
i bs g (U 5# 9U»‘T @ Jlme 3 DUA @ Jemses oS, 13

Je Lo cbﬁ J& e JQ & )T ENCRYPTED _Jl¢ SecurityParameters.ProtectionRequest
s =3 -DAP Bind ¢ DIRQOP u.&_._.} MM ides Arguments (& SecurityParameters.ProtectionRequest
Of DSA te' pUsi 304 ¢ aed) 1 (35 3,2 Az ides ol JLa Y 1085 3,5 W 0,5 Of s o DSA
i) 4ok (1) Aok e pédy (DUA Jesiwl) DAP Gl dboi (1) dbi o péd Wgy ol 4] aelazal,
5> 52il) DUA "2’ Jostos 38 o O3 ny 4Y DSA '’ Aol gy dlais 1) dlaii oo pid Sy DSP el ades
555 DSA 1 I DSP dhbote e iled a2 DSA ¢ iauly DSP ) dhuboce dhoe iy 522 S
i pid 2 Y yses DUA 'a' 05y .DUA ‘2’ Janivs 1) 5,48 DAP x> 9 DSP ig ol DSA b

DSA'D' s# DSA'C ;o Lehiiey o)) DAP

X518_FC.4.3

@ DSA "¢’ encrypts the DSP chained operation result for DSA 'b'; this includes the DAP
result from DSA 'c' that was encrypted for DUA 'a'

@ DSA 'b' returns the DAP result that was encrypted by DSA '¢' for DUA 'a'

(DSA 1 dawl y pid 8318) as mad) Search/List g/ gsd  4.4.C

J bex (W e 558 Search ) List elaxl Jf @l Jlisel 3 DUA ' Joxios 55 13)
Jz b cbﬁ B IR u-<’ % 13) ;T ENCRYPTED s SecurityParameters.ProtectionRequest
Sz W I3 .DAP Bind & DIRQOP J«g’d aelucs alee Arguments (& SecurityParameters.ProtectionRequest
Cl (L’JL' S el sy cpdids o =T DSAs — list/search ) sias J-w.lm (DSA 'b") & DSA
s (35 .5 ,42 dhadazs list/search il Jle )Y (e e 5,031 o4 05 o dwy o (e 'c') DSAs e
J&5y .DSP 3 it Aledois Glae ili s DAP il gy Gl e’y 'd's ') DSAs (0 Jf gy
Aladecs Ados 5 o JS DSA D' Jekiew s .DSA b U] (€5 'd'y 'c') DSAs Wy ol aledecl) dlosl) il
3auad) 37 22l Tist/search ames DSA 'Y 1) 42 & .50y &5 im s (3 bl oy 5l Gy ) ag
Aldonzs Bdas w5 i day 0 DSAs Baulp 3bi 1) 8ok o i imng DUA ‘2" Jaxtow U] Lho oy ods
I piZ 48 Y yges DUA 05505 .DUA ‘2" Jonied DAP &nid DSA b i2 2ol s DSA D' =Y DSP —J
04> 9 2206 DAP
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X.518_FC.4.4
@ DSA''¢','d", e’ encrypt the DSP chained operation results (including DAP result)

@ DSA b decrypts the DSP chained operation results from DSA 'c'. DSA 'd" and DSA 'e',
then merges the DAP results and re-encrypts the DAP result for DUA 'a

Search/List T 7 gomns b > 5.4.C

(DAP list/search dmzd O b (1) B b o pimd s DSA'D 2ol g1 gess Sls )

J las e (WA e 55 search S ist elexl o il Uizl 3 DUA ' Jamtes 55 13)
Jz b cL& B IR u-<’ 9 131 ;T ENCRYPTED s SecurityParameters.ProtectionRequest
ke By .DAP Blnd & DIRQOP u‘&*‘j aelucs alee Arguments (& SecurityParameters.ProtectionRequest
DSAs e ey . (L,«uu o L 6l ) pdsde =T DSAs  list/search el suaze fedlos LsL; DSA
IS e cppledl e 3y 5 a2 aldless list/search ke Jl Y Jag—w e sl b 0SS o (‘e's 'd's 'ch
DSP 5 42 dludess dles Cﬁb} (DUA 'a' M) s 452 DAP cfb SUNPIIEN A ('e's 'd's 'C') DSAs
&% JS DSA'D' Jizes .DSA D' d) (e'y 'd's 'c') DSAs ey ol Akl dleal) 55l Ja5, .(DSA b )
ZE DSA D U2y .l ek o Ged) o Laé (6 (955 Yy DSP dudee Blae w5 gy clladess dles
ol gy ki 1) Bad e péd Gamus . e 093 DUA "D Jores ) Lgho g (el 'd's 'c" s i V) list/search
oF DSAs bl g 4 ) dbi e pid de) DUA 'a’ Jesi.d DAP J list/search gl i doi & DSAs
3512l DAP list/search g5l pis o Y 350 DUA "2’ 0553 .DSA b — DSP &eceis Zlae B i A

X.518_FC.4.5

@ DSA'¢', 'd", 'e' encrypt the DSP chained operation Results for DSA 'b'; this includes those
that have been encrypted for the DUA 'a' user

@ DSA'b' decrypts the DSP chained operation Results from DSA 'c¢', DSA 'd', and DSA 'e’,
then relays the DAP results (which were encrypted by 'c', 'd" and 'e' for DUA 'a') without
decrypting or merging them to DUA 'a’'

(m C\;.é») g C\:.o.o plisuisly DAP b dsdame Ak 6.4.C

Je Lo s (U e sz el &l Jliel 3 DUA 2 Jeme o5 1Y

Z

Je bz e JB e S é 13 sl ENCRYPTED & SecurityParameters.ProtectionRequest
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,% Wy .DAP Bind (¢ DIRQOP _-SaJ dhluze dles Arguments (¢ SecurityParameters. ProtectionRequest
S5 (qu o 651 8L elsw) pdeds =T DSAs — list/search < la) sdae Jobes (DSA'D') = DSA
G iy bl it e e b plikey 3K plie 5l it clis el L2 DSA (DSA'b) S
& DSAs ST O my dly ooz (b i (U] LB DSA D it 3Ss ke plsianlyy Lkl (3 DSASs
S bl M (3 8 2 lide plisial DSP ) aladice Alas paie pid e 2B pay i) -l dn
oo #i% DSA'D gi£ OF -S&y DSA'D —I DAP b iz DUA  Jentns 2ausl gy 3ok (1) aboki oo pid 334

a2 DSAs pldszol 1 1] 2k

X.518_FC.4.6
@ DUA "a' encrypts a DAP argument for DSA'b’

DSA 'b' decrypts the request and tries to fulfil the request; if DSA 'b' cannot fulfil the request, it uses
a "net-key" to encrypt the DSA chained operation Request (including the DAP request).
Chained request is sent to DSA '¢', 'd" and 'e'

b2y dad g dsy e Olhes 5.C

Mgg&ajyﬂ.&;@d}b&d}yauj}s 1.5.C

sl ouz of (Seg B b U Bb e w3l by S DAP b ity w3 Of DUA ‘8" fertens 311 13)
SGym ¥ s meg (DSA b ) DAP b DUA 'a' jigty sdg OF Sy bt () 3k o ol e Lib
DSA 'b' iz .azklal day o (DSA 'c') DSA — &lgdl (3 ki ¥ ol (U OIS 13) Lo DUA ‘2" foxtuns
(DSA '¢') DSA — Jobo OF iy L)l O DSA ' 53 1505 LAl 1) Jgl @ b sl n oz s Al
C?j—U DAP by Lla=Y -Ssy .DSA ¢ J:-T o DSP ChainingArguments i DSA 'b' Ob caklal 1
. 4= DSP ChainingArguments s ) £ 5 g}l-.ow

E E X.518_FC.5.1

@ DUA '"a' user signs and encrypts DAP request for DSA 'b'

DSA 'b' decrypts the DAP request and verifies the signature; after trying to fulfil
the request locally, DSA 'b’ determines that this request needs to be chained to
DSA'c¢'. DSA 'b' sends the originally signed DAP Request (signed by DUA 'a' user)
and generates and encrypts DSP Chaining Argument for DSA 'c'

DSP ik I} A o pif g ad gy (DAP A O b U O b o iy ady 25.C
Jde ko s QU e sy A & Jlael 3 DUA al emies o5, 1Y)
J s e JB s S 43 3] SIGNED-AND-ENCRYPTED & SecurityParameters.ProtectionRequest
DSA dl" axy) .DAP Bind ¢ DIRQOP u«@ ChainingArguments (3 SecurityParameters.ProtectionRequest

el gy Of Szl a3y 542y A Aldoce Slles LY 125 5,08 4 0555 Of aw 2
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e als ) abs o nidy (DUA ' Jomied) DAP iomad O b 1) O b o pid (355 WUpy Ukl DSA ¢
Geid g<—°) .3 s2ill DUA "2 JUCSHVIRN N Y &f ey DSA ¢ o of «ﬁ@ .DSP ChainingResults
DSP ChainingResults —) DSA 'c' né< &5 ikl DSP ChainingResults e aka 1] dbs - grEy &5
N2 cej.U DSP ChainingResults — DSA 'c! Céj-’" o GRn g AE 1 DSA b Og“:ﬁ -DSA 'Y J"j o
DAP i (35 o il y siomdl o2 ¥ y3ous DUA ‘2’ 05505 .DUA ‘2’ Joxis 1) 3,3y i3l DAP iomgs

DSA 'Y 5= DSA ¢’ oo Lkt )
@ @ 518 FC.5.2

DSA c' signs and encrypts DSP Chained Result for DSA 'b'; this includes
DAP Results that are signed and encrypted for the DUA 'a' user

@ DSA 'b' decrypts the DSP Chained Result from DSA 'c' and forwards the
signed and encrypted DAP Result for DUA 'a'

DAP 42y DSP i ) Al oo pif 5 (DAP D b J) O b 0 pidyady 3.5.C

J Lo am (U e Sy Wb i Jliel 3 DUA 2 Jemiee  o$ 0 1)
Jle Loy e JU0 1 N ¢ 13 5f SIGNED-AND-ENCRYPTED _J SecurityParameters.ProtectionRequest
P g2y -DAP Bind & DIRQOP wid ChainingArguments (3 SecurityParameters.ProtectionRequest
OF Sz dpmdl a3y 3 a5 Bnd o Ao Slhee JLu )Y 1085 5,08 4 055 OF dm 2 DSA (DSA '¢)
%5 DSP ChainingResults s DAP &m iy S adse DAP Zms Wpy Al DSA ¢ pls
i pis Am OF DUA 'a' —J Sy DSP ChainingResults s DSA '¢' w85 or 3i>ay it Of DSA 'b'
DSA 'b' o diznll DAP & péd o5 Yesws DUA 'a' 0,55 .DUA 'a' Jenzwd (DSA '¢' @aul ) DAP

DSA'D & DSA'C’ ;pr Lehiiy ) DAP &5 185 oo Gl s

@ @ 518FC53

@ DSA 'c¢' signs and encrypts DSP Chained Result for DSA 'b'"; this includes
DAP Results

DSA "0 decrypts the DSP Chained Result from DSA 'c' (and the DAP Result
received in the DSP Chained Result) and forwards the signed DAP Result
to DUA'a’'
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D &’dl\
SU2 b 1§ ekidy ) 5 Sl] BUT ddo! 4o
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ASNLLL sy [ 3 1 ) @il ge (3 85,001 ASNLL cloghal o b Oliol Ll gl L oy

.HierarchicalOperationalBindings

HierarchicalOperationalBindings

{joint-iso-itu-t ds(5) module(1) hierarchicalOperationalBindings(20) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

ey o Al il po 2 53, ASN.T Sl g 3 gz s o) ok (2 &5 all wodlly LIS jdoai —-

ciold) (g5 28 (o 2 ik lpaoiin OF Sy ) Slotss J) 3Ll putoind ol 2 91 linedl] 2 =
Nt o I ot e Blisel) & lll) o utailly hpetadl] s iy Y STy ——

IMPORTS

-~ from ITU-T Rec. X.501 | ISO/IEC 9594-2
directoryOperationalBindingTypes, directoryOSIProtocols, distributedOperations,
informationFramework, opBindingManagement
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

Attribute, DistinguishedName, RelativeDistinguishedName
FROM InformationFramework informationFramework

OPERATIONAL-BINDING
FROM OperationalBindingManagement opBindingManagement
-~ from ITU-T Rec. X.518 | ISO/IEC 9594-4
MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations
-- from ITU-T Rec. X.519 | ISO/IEC 9594-5

directorySystemAC
FROM DirectoryOSIProtocols directoryOSIProtocols

id-op-binding-hierarchical, id-op-binding-non-specific-hierarchical
FROM DirectoryOperationalBindingTypes directoryOperationalBindingTypes

-- types --
HierarchicalAgreement ::= SEQUENCE {

rdn [0] RelativeDistinguishedName,
immediateSuperior [1]1 DistinguishedName }
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SuperiorToSubordinate ::= SEQUENCE {
contextPrefixInfo [0] DITcontext,
entryinfo [11 SET SIZE (1..MAX) OF Attribute OPTIONAL,
immediateSuperiorinfo [2] SET SIZE (1..MAX) OF Attribute OPTIONAL }

DITcontext ::= SEQUENCE OF Vertex

Vertex ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
admPointinfo [1] SET SIZE (1..MAX) OF Attribute OPTIONAL,
subentries [2] SET SIZE (1..MAX) OF Subentryinfo OPTIONAL,
accessPoints [3] MasterAndShadowAccessPoints OPTIONAL }

Subentryinfo ::= SEQUENCE {
rdn [0] RelativeDistinguishedName,
info [1] SET OF Attribute }

SubordinateToSuperior ::= SEQUENCE {
accessPoints [0)] MasterAndShadowAccessPoints OPTIONAL,
alias [11 BOOLEAN DEFAULT FALSE,
entrylnfo [2] SET SIZE (1..MAX) OF Attribute OPTIONAL,
subentries [3] SET SIZE (1..MAX) OF Subentryinfo OPTIONAL }

SuperiorToSubordinateModification ::= SuperiorToSubordinate (
WITH COMPONENTS { ..., entrylnfo ABSENT})

NonSpecificHierarchicalAgreement ::= SEQUENCE {
immediateSuperior [11 DistinguishedName }

NHOBSuperiorToSubordinate ::= SuperiorToSubordinate (
WITH COMPONENTS { ..., entrylnfo ABSENT})

NHOBSubordinateToSuperior ::= SEQUENCE {
accessPoints [0)] MasterAndShadowAccessPoints OPTIONAL,
subentries [3] SET SIZE (1..MAX) OF Subentryinfo OPTIONAL }

-- operational binding information objects --

hierarchicalOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT HierarchicalAgreement
APPLICATION CONTEXTS {
{directorySystemAC} }
ASYMMETRIC
ROLE-A { -- superior DSA
ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SuperiorToSubordinate

MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SuperiorToSubordinateModification
TERMINATION-INITIATOR TRUE }

ROLE-B { -- subordinate DSA

ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER SubordinateToSuperior

MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER SubordinateToSuperior
TERMINATION-INITIATOR TRUE }

ID id-op-binding-hierarchical }

nonSpecificHierarchicalOperationalBinding OPERATIONAL-BINDING ::= {
AGREEMENT NonSpecificHierarchicalAgreement
APPLICATION CONTEXTS {
{ directorySystemAC } }

ASYMMETRIC
ROLE-A { -- superior DSA
ESTABLISHMENT-PARAMETER NHOBSuperiorToSubordinate
MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER NHOBSuperiorToSubordinate
TERMINATION-INITIATOR TRUE }
ROLE-B { -- subordinate DSA

ESTABLISHMENT-INITIATOR TRUE
ESTABLISHMENT-PARAMETER NHOBSubordinateToSuperior
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MODIFICATION-INITIATOR TRUE
MODIFICATION-PARAMETER NHOBSubordinateToSuperior
TERMINATION-INITIATOR TRUE }

ID id-op-binding-non-specific-hierarchical }

END -- HierarchicalOperationalBindings
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secondaryShadows =
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|V
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’ supplierKnowledge = DSA 4
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