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  •  ĉC�� Q+�d ()eI�  
  •  e�E+�d f�RF ���% 3��  
  •  e��V���� () �E+�d ��*��$) :+4 X
 3��  
  •  �E+�d ���4' ��g X
 3���.  

������� �	
 h��% | Y�+���$� "����� �
�-�* 3�� ����V�� ����� ������.  

������� �	
 �-�% | ' �i' ����� ������jG�^F (89 k�l ��*��^)� �*����) ��4��5 "!@ () �4�^C+� ��!��,� �
���� Q*��% �1�+4 
�4�^C�� . B0� () ��m�!�� n�F U �1)��?�lD ��)�o�p 7�8% 7' (89 ��i�� �	
 U �*���� �
��!�4�F �-���� �����q� () #r��

��!��& �
��) ./��^V% No�%� �	
 �$)�q� ��!R�� sV^%�������� �	t ��F���� ��!R�� "u "2 D �1^8�� � | ����� ������ . 7' (89�
��F���� ��!R�� �VF�R) 	�E^��� v��R* . ��F���� ��!R�� O4�% D ��^��) �RV� �^4 ���g M)�)�1^4 x0Fy� z 3�� {����� "2 (� �[' .(

}�l' U �	
 �$)�q� ��!R�� M) 	�E^��� TF�R�* 7KF X��*�(8~ �@� .  

 I���C�� �	
 �$)�q� ��!R�� QC%�1� 2 "����� �D���%��F ().  

���� 7���!R�� �)'�V- B��� ����y� 7�`���- ����r���  .���C) ��!R�� �	
 U <���	�� �D���%�6��� ��)�q� O��)�  "��+�
"r) ��^$�� �D���%�6��� ��)�q� n�F 7' Dp �B��� ����y� v&��� �) "��% D ���@��� G�R���   ������ M�; "��L%

 ����y� :+4 ��+���� U �+����� "�����2Y�+4 ���E���  ./�*'��	
 7�- Y�+4 ���E��� ����y� 7��   M) ")����� s��% ��!R��
��)�q� ��4 ���- �$�q� ������y� U <`��� �D���%�6�� IF� ��)�q� IF ��-0��D� �� Y&� :+4 �CC?�� �D���%�6�

 ������ �*�����2 U �1E*��% `����� �*����� ��+F�@ �4��@ >��?�l�F ��g� �ITU-T X.519 | ISO/IEC 9594-5. 

 T�+�� �-�*A������� �	
 () 'o��* D Go& "8L* [	�� � |  <�\� ������ ������ASN.1"���+� <`�5 �)�q .  

 T�+�� �-�*B* D [	�� �������� �	
 () 'o��* D Go& "8L |  g�E� O8��� v\�C) �DD` O+4 QC% ��R�R� ������ ������
"����� ��+�4 �,��) :+4 T!R* ��� Xl�l'.  

 T�+�� >�V*C������� �	
 () 'o��* D Go& "8L* D [	�� � |  �0P�4 >��?�lD �+r)' ������ �������0���).  

 T�+�� `��*DD [	�� �������� �	
 () 'o��* D Go& "8L*  |  "�8L�� �+�`' 3�� {����� �*��V%� �0*����� ������ ������
������� �	
 () ��!R�� �	
 | ����� ������.  





ISO/IEC  9594-3:2005 (A) 

������� (2005/08) ITU-T X.511  1 

 �	
�� ���
��  
������� �	
�� ����� ������� ����� ���� �����  

  
 �������� �	
����
��� ������ �	��� �	�����  �������  
�	���� :���! ���" #$���  

  

1  ����������   


������ ��� 	
�� | ������ ��
!�" #�� 
�$%�&� 
�'
(� 
)�&� *+
, 
-"
.� /���� %���(�.  


������ ��� +�T = | 
"+
! ��p�8) �C ��X8� /���� %���(�.  

2  �����	
� ����
�  

 Z�M���� ������� 
������ @�.-?��-��=�>�=�  L�)�jnC a$�
(� Z) ����� �jK� [S1 Z) *%��F��� � �e��W �  I8��
 Z) Ctp�" = L�0t$
������ ��� . ���5.�� a�� :J�R �U� *%�R�(� 
"%�7 
�nS>��
K8�� :U� � .:J�R �(� a�� 

}
12� a$�
(�� ��������aM� 
�$�
(� �W ������ ��� x����B(� a�� 3�  
�5� ��nC H�5.� �W ]�B�� D�� 
�
��J+C *+%���� a$�
(�� �������� .f�� @�.U ������ 
�'�U q�o�J�� 
K8 �=�>�=� ?��-�
"%�B��
�nS>�� . �W *%��F�� 


������ 
X� ���� �n � 
-����� D�� ]XM" = 
������ ��� � 
-���.  

1.2  �������� | �������� ���	
�� ���
��  
– ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology 

 – Open Systems Interconnection – Basic Reference Model: The Basic Model. 

– ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology 
 – Open Systems Interconnection – The Directory: Overview of concepts, models and services. 

– ITU-T Recommendation X.501 (2005) | ISO/IEC 9594-2:2005, Information technology 
 – Open Systems Interconnection – The Directory: Models. 

– ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology – Open 
Systems Interconnection – The Directory: Public-key and attribute certificate frameworks. 

– ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology 
 – Open Systems Interconnection – The Directory: Procedures for distributed operation. 

– ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology 
 – Open Systems Interconnection – The Directory: Protocol specifications. 

– ITU-T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology 
 – Open Systems Interconnection – The Directory: Selected attribute types. 

– ITU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology 
 – Open Systems Interconnection – The Directory: Selected object classes. 

– ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology 
 – Open Systems Interconnection – The Directory: Replication. 

– ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology  
– Open Systems Interconnection – The Directory: Use of systems management for 
administration of the Directory. 

– ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology 
 – Abstract Syntax Notation One (ASN.1): Specification of basic notation. 

– ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology 
 – Abstract Syntax Notation One (ASN.1): Information object specification. 

– ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology 
 – Abstract Syntax Notation One (ASN.1): Constraint specification. 

– ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology 
 – Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications. 
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2.2  ��!" #$��%  
– RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM). 

– RFC 2222 (1997), Simple Authentication and Security Layer (SASL). 

3  ����	�  


������ ��� ^�
�2 | 
������ �"%����� H5.8� �/���� %���(�:  

1.3  &��
'� ��(�(" )���
�  

 
������ � *+�� 
������ �"%�����ITU-T X.500 |ISO/IEC 9594-1 :  
   C (  ���	¡  
  ¢(  ���
�� ��
���
 �
���¡  
  �(   �����
)���
��(.  

2.3  &��
�� *+�, )���
�  

 
������ � *+�� 
������ �"%�����ITU-T X.501 | ISO/IEC 9594-2:  
   C (  ���
�� ���� ����¡  
  ¢(  ���
�� �����
 ����.  

3.3  &��� ��%�'
% -
.�� )���
�  

������ � *+�� 
������ �"%�����
 ITU-T X.501 | ISO/IEC 9594-2:  
   C (  ��
�
�����
 ¡  
  ¢(  ���
�� ��
���
 ��!"¡  
  �(  ��
�
) ���
��(¡  
  + (  �"�#
 $�%�¡  
  � (  &'"/��
�
�"�#
 $�%� ¡  
  � (  &'"¡  
  m (  &'" *+,¡  
  �(  ��
�
 &'"¡  
  �(  -.�0¡  
  u(  $�%�¡  
  �(  *�1¡  
  [(   ��%��)�2�
�
(¡  
  q (  ��
�
3��
 .  
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4.3  ���
� )&!
/%&��
��   


������ � *+�� 
������ �"%����� ITU-T X.501 |  %���(�ISO/IEC 9594-2:  
  C (  ¡:�J  
  ¢(  ¡:�J ��  
  �(  ¡:�J 
��U  
  + (  ¡:�J 
��U ��R��  
  � (  ¡���7  
  � (  ¡���7 ��  
  m (  ¡���7 
��U  
  �(  ¡]��YK� :�J  
  �(  ¡����B) :�J  
  u(  
)0��) *���U.  

5.3  0�12� )���
�  


������ � *+�� 
������ �"%����� ITU-T X.501 |  %���(�ISO/IEC 9594-2:  
   C (  �����
 41� 5�����
¡  
  ¢(  6�7 41�¡  
  �(   41�)���
��(¡  
  + (  8
9��
 41�¡  
  � (  :�� 6�7 41�.  

6.3  �.3�% ���'4. )���
�  


������ � *+�� 
������ �"%����� ITU-T X.518 |  %���(�ISO/IEC 9594-4:  
    C (  ;<�=� '%6>� ���
�� ���� ?
���.¡  

  ¢(  ����1¡  
  �(  @�A B	C
¡  
  + (  ���DE.  

7.3  -��5 �%
! )���
�  


������ ��� ^�
�2 | 
������ �"%����� H5.8� �/���� %���(�:  

1.7.3   678�9:) additional search( : 3� Z) C�5"joinBaseObjectG�� � �7
(� �+�n ��R  search.  

2.7.3  =>�?% �@.) contributing member( : � 
�'�� �M��1�f) �C 3� �C *0�
U 
���� � �)W O��B" �GR
) 
�1+ �"���.  
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3.7.3  &!
/%�A��� B�(�% �C ) explicitly unmarked entry( :�1�f) �M� �C  Z) �£�8v�7� ¤ 
�'��SearchResult 
L�-5�
X���( 
5U�
) :�J � *+%��  �e��W %��C governing-search-rule.  

4.7.3  �'D�. #�4E) family grouping( :L��) a�, GR
) :�8� 0�M�C 
���,
���� O��-� ^
Y� .  

5.7.3  F�G�%) filter( : ���J k�� 
��U �C +�$� [�n ��R`��1�f)3� %�o8) Z) ��� �$C Z) .  

6.7.3  &(�% )originator( :���� C�� u��� ����B(�
��.  

7.7.3  H��I% �@.) participation member( : �M� 
�'�� a��b � �M� �C O��B) �M� N�j" NC �)W 
�'�� �
 ���
) a) �jR H��.�"search.  

8.7.3  �	" 67) primary search( : C�5" u��� 345�� Z)baseObject �+�n ��R�� G�� � �7
(� 345.  

9.7.3  0�!�:) relaxation( :� �"��� H-¥ 3�� 3� 
���� [S1 ���
) ���7 � ]c%��S1�f) ��W 
vRC 
-��.�) 
L��$ ���-�� �5-�7� �C ��e8) �S1�f)L��$ �vj�� �5-�7� ��W �UC 
-��.�) �e8) .  

10.7.3  �%
K� �L���%) service controls( :�e'�+C Z) 
X��� GJ��$ ��-� �
���� Z) 0tpR �7
� �����).  

11.7.3  F�M$ )strand( :��B�� ��� � �� ¦n 
�'�� 
U%� �M� �B) � 0�M�2� a�� Z) ��`�" 
�'�� a��b . ]-5"�
 ��T 
�'�� 
U%� 0�M�C ��8�� �vR ��8$ ��8� �(�� 
�'���� �M�)
��5) �� �C 
��5) a��� �%�5����.(  

12.7.3  ��N
�% �O��P) streamed result( :� 
�)�� *�n�� 
���� 
p��J*+���) ^�
�C .  

4  �����!  


������ ��� ^�
�2 | 
������ �"%����� H5.8� �/���� %���(�:  
  AVA   :�J 
��U ��R��  
  DIB  ������ ��)���) *���U  
  DIT  ������ ��)���) *
p�  
  DMD  ������ *%�+W N���)  
  DSA   ������ q�oJ ��R�  
  DUA   ������ ����B) ��R�  
  RDN  �B8�� t��(� O7=�  

5  ��"#��$�  

L�-!� �
X�X� ��0�8v�7� a) ������� ��� 
X���) ���C F���� 
���G� 
D�=� H+�� � ����(�  I �J��0J� $��G0 K�L�
'1��G�� 
�D���� ����
�� ���+��� ��.���� ����
�� ��+G0�9M�� �+!���� �J��02� @�
�� 	�NJ� {�!�J �2001.  

 g�.>) Z) OeX"�"���� 
X���)��) " � ��R"������ ��� 
X���) (" w�" �JCITU-T X.511 | ISO/IEC 9594-3 . OeX"�
 g�.>) Z)"������ ��X���) " 
�B�B�� ������ a��X.500 /���� %���(� 0�t$C a��� ISO/IEC 9594.  

 *%�5� ������ ��� 
X���) ����B�@�O� ��#L�� ����A� a) HX�� #�� 
�oJ2� �W *%��h�  �uC ������� ��X���( /�2� 
�5.�
 q�� 
�5�1988 Z)  ������ 
�B�7CCITT X.500� ISO/IEC 9594 : q�� 
�5�1990 . ������ ��� 
X���) ����B��

 *%�5�����P�� ��#L�� ����A q�� 
�5� �uC ������� ��X���( 
�J�v�� 
�5.�� a) HX�� #�� 
�oJ2� �W *%��h� 1993 Z)  
�B�7
����� �ITU-T X.500� ISO/IEC 9594 : q�� 
�5�1995 . *%�5� ������ ��� 
X���) ����B���P��P�� ��#L�� ����A 

 q�� 
�5� �uC ������� ��X���( 
v��v�� 
�5.�� a) HX�� #�� 
�oJ2� �W *%��h�1997 Z)  ������ 
�B�7ITU-T X.500 
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�ISO/IEC 9594 : q�� 
�5�1998 .��� 
X���) ����B�� *%�5� ������ ��.���� ��#L�� ����A HX�� #�� 
�oJ2� �W *%��h� 
 q�� 
�5� �uC ������� ��X���( 
���
�� 
�5.�� a)2001 Z)  ������ 
�B�7ITU-T X.500 �X.501 �X.511 �X.518 �

X.519 �X.520 �X.521 �X.525 �X.530  q�� 
�5��2000 
������ ITU-T X.509 0�t$2�� 10-1 Z) ISO/IEC 9594 :
 q�� 
�5�2001.  

 *%�5� ������ ��� 
X���) ����B����
�Q� ��#L�� ����A ��X���( 
B)�&� 
�5.�� a) HX�� #�� 
�oJ2� �W *%��h� 
 q�� 
�5� �uC �������2005 Z)  ������ITU-T X.500 �X.501 �X.509 �X.511 �X.518 �X.519 �X.520 �X.521 �

X.525 �X.530 0�t$2�� 10-1 Z) ISO/IEC 9594 : q�� 
�5�2005.  

 t�)
� ������ ��� 
X���) ^
��ASN.1 	�
� Helvetica0�+�7  . O�U� �� �W *%��F� �8��ASN.1 �}+�� IJ � 
+���� I8�� ]U�� Z� t���� ]e!u �ed
��  	�
�Helvetica0�+�7  . O�� �"�T �8� �e��W %�K(� ���0�
$F� 0��C N�j��

�==++���� I8�� Z� *t���) �
9��) u 	�
� �ed
�� Times0�+�7  . 	�
� ��X8�� Oj4�� ���B�� ^
�"�Times 

�'�) 0�+�7.  

 +���C �� 
�'�U � +�85�� :J�R ��W�) q��Q�7� ���-)" � "	�
n �C(0�
$W � ���.1 +�85�� {��� �.  

6  %����� &�' ���' (�)*  

 � +%� ��RITU-T X.501 | ISO/IEC 9594-2 ������� ����B) 0SR� �W ��XJ ��-J [S1 Z) ������ ��)�1 
!��� �
����B) Z� 
���J Oe8) �n�� �R ���" . �jK�� � O���X(� ��� +
��1 . 
)�1 ������ 
!�" ���XJ 
.-J [S1 Z)�
������ ������ Z) +�� 
.7��� ������B(.  

  

  

 &QI��1 R M��&��
�� S: +�T  

  


X��� @��JC 
�S� Z) ������ ������ ��`��:  

   C (   [`B� #�� ������� *0�
U �������1�f)¡������ �n��   

  ¢(   [`B� #�� ������� � 3� �������S1�f)¡������ 
���� *�"��   

  �(  ������ �"��� ������.  

����� ������ � 3� ������� ������ *0�
U ������ +
� q�BU2� � ������ �"��� ��9� 10� 11/����� D��  . 
-��.) +
��
 � ������ ������ITU-T X.519 | ISO/IEC 9594-5.  

X.511_F1

DUA

Access Point
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Directory 

������ ��	
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�� 
 

����

 ������

���
�� 



ISO/IEC  9594-3:2005 (A) 

�������  (2005/08)  ITU-T  X.511  6

7  �+��,
� ��-���.�� ���
�	
� /�01  

1.7  �%
�%  

L�+�� �	
�" �=��� k�� �� �OB-�� ��� 	
�"������ �"
�� � ��� ���! q�Q�B� #�� ��)���(� ���C Z) ������  .
 ��)���(�� ��)���(� ���C H�����
R
�K(� ��! �� *�-�(� �C ��5-�B(� � N�j� NC ���E� Z) #�� �*�n�� 
���� Z) 
vR2 

L����� 
�X�j) �C 
"�Xj���e)�Q�B� #�� 
������ Z� �>X8) �� D�� 	
�� NC H4�B� 3�� .  

��� 
)�Q�B(� ��)���(� ���C Z) �"���� NWLS�! 
!
�) ]� ������ 
)�1 �"
}
1C ZR�)C �  . 
��
X�� *
-X�� 	
���2.7 
�eX"%��� %+�>) �W �K�� ���2� ��� . 
��
! *
-! �R 	
���)3.7 ¦n 10.7 (��)���) Z) �� +�T�.  

������ ������ a�� �C Oo�) D�� H5." 0�
$F 
R
�K) 
��8� k�� OB-�� ��� +�¥�.  

2.7  '
% U�,"��!" VW�%" 8 �N�
% ��%�  

 � 
������ ��)���(� ���C 	
��ITU-T X.501 | ISO/IEC 9594-2:  
   C ( Attribute¡ 
  ¢( AttributeType¡  
  �( AttributeValue¡  
   +( AttributeValueAssertion¡  
  �(  Context¡ 
   �( ContextAssertion¡  
   m( DistinguishedName¡ 
  �( Name¡ 
  � ( OPTIONALLY-PROTECTED¡ 
  u ( OPTIONALLY-PROTECTED-SEQ¡ 
  �( RelativeDistinguishedName. 

� 
������ ��)���(� �� 	
�"
������  ITU-T X.520 | ISO/IEC 9594-6:  

   C (  PresentationAddress.  

� 
������ ��)���(� �� 	
�"
������  ITU-T X.509 | ISO/IEC 9594-8:  

   C (  Certificate�  
  ¢(  SIGNED¡  
  �(  CertificationPath.  

� 
������ ��)���(� �� 	
�"
������  ITU-T X.880 | ISO/IEC 13712-1:  

 C ( Invoked.  

� 
������ ��)���(� ���C 	
��
������  ITU-T X.518 | ISO/IEC 9594-4:  

   C (  OperationProgress¡ 
  ¢(  ContinuationReference.  
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3.7  !� ��4'
%�W��I% &  

 xT NC Zj�CommonArguments������ �e"+\" NC Zj� 
���� �R ��X8� ��\�� .  
CommonArguments  ::=  SET { 
 serviceControls  [30] ServiceControls DEFAULT { }, 
 securityParameters   [29] SecurityParameters OPTIONAL, 
 requestor  [28] DistinguishedName OPTIONAL, 
 operationProgress [27] OperationProgress 
     DEFAULT { nameResolutionPhase notStarted }, 
 aliasedRDNs    [26] INTEGER OPTIONAL, 
 criticalExtensions [25] BIT STRING  OPTIONAL, 
 referenceType  [24] ReferenceType  OPTIONAL, 
 entryOnly  [23] BOOLEAN DEFAULT TRUE, 
 nameResolveOnMaster    [21] BOOLEAN DEFAULT FALSE, 
 operationContexts [20] ContextSelection OPTIONAL, 
 familyGrouping  [19] FamilyGrouping DEFAULT entryOnly } 

  

 +�¥ N�j)ServiceControls � 5.7 .
��U
�� Z) 
�%�! 
���, +�$� }��B" ������.  

 +�¥ N�j)SecurityParameters�  10.7 . N�R ��W� Z�M�" �G��.�� �e�U�" NC 
������ �1+ 
���) D�� N�j)
SecurityParameters �1��� 
���) .¢��� }��B"�  N�j)SecurityParameters 
�%�! 
���,.  

 t��(� O7=� 	
�"� requestor
8��) 
���� �7
)  .������ �W +�87F� :U� 	
� ��R ����B(� O7�� §X�¥� . �U� G�."
 G�.�� D�� aU�" �)�8�) 
oJ�10.7 (G�.�� �e) u��� ����B(� O7�� §X�¥�.  

�� ����1 � ���� ���	
  ���	
�� �

 ������ ����� ��	� ���� !�"�
#� ���� ��	$ %&�'�(�� )�*�
#� +,-requestor  �	�#� +,-�
./"� �0�1( 2�3� .��	$ 5�( ��6�7�� 8��1�� �'$�/0� ��7	�,-� !�"� - �-9� requestor ��:� ��;.  

 ��J�j) +�TOperationProgress� referenceType� entryOnly� exclusions� nameResolveOnMaster  �  
ITU-T X.518 | ISO/IEC 9594-4 . 
.7��� ���!�� O�"�DUA0��7 :  

   C (  �+��C %�
��7� a$
) D�� ���" �)�8���R�  DSA 
.7��� ���U AB8�� �*
j5) 
����� 
��p�7� DUA 
�C ¡%�
��7� a$
) Z)  

  ¢(   ��R� �v� �)�8�DUA ��)���) *
p� *%�+�� q�-" u%�+W ����B) DSA %��1 �5M"� 
manageDSAIT� 
5U�
) � 
)�&.  

 N�j) [�"aliasedRDNs NC �W DSA N�j) object �-�1 �U 
������ W*
j5) 
���� 
���� �8� %���B( [��� . 
��-�� [���
 +�� D�� 
4�4>��RDNs Z) 0�$ u��� O7=� � W%���B(� [���) . 
������ 
��nF� 
��p�7� � :.5d �U 
��-�� N�j�


-��B��.(  
�� ����2 � �<= />��� !	���� ?0 2�3� �"':�� <	�1� @0 �0�A��� ���#� .B��6�C .<D� DUAs) �DSAs (B�7'G ?�<�1#� ��"'G /HI 

 %<= !	���� ���J��0 ?0 ���"#�CommonArguments ��:�K
- .  ��&�"�
#� L���� ��; �89 M:H N9 !	���� OP� - ��7�/:�� %<Q�
��&�"�
#� ?0 ���0 �= .  

 N�j) +�t"operationContexts ��)���) %���1�� :�J 
��U ����R�� D�� H5.� ���7 ����R�� Z) 
���, �1�f) � ¤ 
���7 ��� :�8�� �� ?X8� ���7 ����R�� D�� ��� �� }��T #�� �
������ ��� . Zj" � ��W�operationContexts L�8�� 

��R�� N�! �x�) ���7 �� �C :�J �� [��8�" =� �C
.7��� H5.8� G�Y���� ���7 �� DSA � +%� ��R 1.6.7 �� 
2.2.9.8� 8.12 � ITU-T X.501 | ISO/IEC 9594-2 . ��W���1� �allContexts N�j� :�J ���C a�� ��U��7 �R N�! �

 �+�m �U u��� G�Y���� ���B�� ]Y��� 
���DSA) . 	
�"ContextSelection � 6.7.(  

 q�Q�B"familyGrouping�) 
���� �5U Z) 
9����� O�%���1� ]Y58" 
�'�� 0�M�C uC ����  . 
vRC �)�R ��� +
"�
� 2.3.7.  
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1.3.7  �$�A ��
�
X  

 N�j) 
!�"criticalExtensions������ 
���� 0�+2 
$
n ���"�¨ 
���, ad�� 
���  . NC *+�� 
���� �7
) G�% ��W�
"�¨ a) ��£�+C }
p�7 
���� NC D�� [�" 
vRC �C �n�� �)[�5-) �� ���"����� ��� N�+ 
������ 
"+`� NC �uC( O�" �

 ���� �5d 
.7��� ���criticalExtensions ���"����� a) H��.�� #�� .( %+�U �� ��0�t$C k�� �C ������� Zj" � ��W�
 
�=+ ���" ��
n �"�¨ 0�+C D��unavailableCiticalExtension)  ��%�5����serviceError �C PartialOutcomeQualifier .( ��W�

L�%+�U ������ Zj" ��"����� +�$� ���p�" ��
n �� �"�¨ 0�+C D�� .  

 �� }+\" u��� G��
���� H���� ����U ������ ��� 
X���) aM� =DSA 
9��)� �XK� �! PDUs��5-�B" u���  . ���"�
DSA �� �
n �"�¨ �5-�B" u���  	�
�)ServiceError  
�jK) a)unavailableCiticalExtension  �U 
������ NC �W �K��
:�K!.  

L�+�� ��� ������ ��X���) 	
������"����� Z)  . 
"+�� ����� ��%�5���� [�j�C ���"����� �Q���W � 
�!�d  
BIT STRING ��J�j) �C �W 
�!�d� SET �C SEQUENCE/�2� 
�5.�� 
�oJC �e���p��� � .>©� 	
�) �"�¨ �j� I

 � �5M� #�� 
�5�� +�� �� �g�4�criticalExtensions .L�$
n �JC D�� 	
�) �"�¨ �
n N�R ��W� q�-" �DUA �5M� 
 � 
-��.�(� 
�5��criticalExtensions . q�-" = �C q�-" �U ��
n �� 	
�(� �
�� N�R ��W�DUA 
-��.�(� 
�5�� �5M� 

� criticalExtensions.  

 
5U�
)� �e�! 	
�� #�� q�BU2�� �� ]��(� �
��� �s g�B" #�� ��������� ���!
�)� ���"����� +
�LDAP H��.�(� ) NW
�$� ( [��9� �1.  

 Y	
Z�1 R��
�
4���  

���	
�� �
��� ����	��� �
�� )���
��� ��
���� (
��
��� 

 ����
�LDAP 

subentries 1 All Non-critical 17.5 1.3.6.1.4.1.4203.1.10.1 

copyShallDo 2 Read, Compare, List, 

Search 

Non-critical 17.5   

attribute size limit 3 Read, Search Non-critical 17.5  

extraAttributes 4 Read, Search Non-critical 17.6  

modifyRightsRequest 5 Read Non-critical 19.1  

pagedResultsRequest 6 List, Search Non-critical 10.1 1.2.840.113556.1.4.319 

matchedValuesOnly 7 Search Non-critical 10.2 1.2.826.0.1.3344810.2.3 

extendedFilter 8 Search Non-critical 10.2  

targetSystem 9 Add Entry Critical 11.1  

useAliasOnUpdate 10 Add Entry, Remove 

Entry, Modify Entry 

Critical 11.1  

newSuperior 11 Modify DN Critical 11.4  

manageDSAIT 12 All Critical 7.5, 7.13 2.16.840.1.113730.3.4.2 

useContexts 13 Read, Compare, List, 

Search, Add Entry, 

Modify Entry, Modify 

DN 

Non-critical 7.6, 7.8  
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 Y	
Z�1 R��
�
4���  )����( 

partialNameResolution14 Read, Search Non-critical 7.5  

overspecFilter 15 Search Non-critical 10.1.3  � (  

selectionOnModify 16 Modify Entry Non-critical 11.3.2  

Security parameters – 

Response 

17 All Non-critical 7.10  

Security parameters – 

Operation code 

18 All Non-critical 7.10  

Security parameters – 

Attribute certification 

path 

19 All Non-critical 7.10  

Security parameters – 

Error Protection 

20 All Non-critical 7.10  

SPKM Credentials 21 Directory Bind ) �R
A#�3( 8.1.1  

Bind token – Response22 Directory Bind Non-critical 8.1.1  

Bind token – Bind Int. 

Alg, Bind Int Key, 

Conf Alg and Conf 

Key Info 

23 Directory Bind Non-critical 8.1.1  

Bind token – DIRQOP

(obsolete) 

24 Directory Bind Non-critical 8.1.1  

Service administration 25 Read, Search, 

ModifyEntry 

Critical  10.2.2 �13  

clause 16 of   

 �������ITU-T. X.501 

ISO/IEC 9594-2 

 

entryCount 26 Search Non-critical 10.1.3  

hierarchySelection 27 Search Non-critical 7.5  

relaxation 28 Search Non-critical 7.8  

familyGrouping 29  

Compare, 

Search, 

RemoveEntry 

 

Non-critical

Non-critical

Critical 

7.3.2 �7.8.3 

& 

9.2.2 

10.2 

11.2.2 

 

familyReturn 30  

Read, 

Search, 

ModifyEntry 

 

Non-critical

Non-critical

Non-critical 

7.6.4 �7.7.1 

& 

9.1.3 

10.2.3 

11.3.3 

 

dnAttributes 31 Search Non-critical 10.2.2  

friend attributes 32 Read, Search Non-critical 7.6 �7.8.2  

Abandon of paged 

results 
33 List, Search critical 7.9  

Paged results on the 

DSP 
34 List, Search Non-critical 7.9  

replaceValues 35 ModifyEntry critical 11.3.1 �11.3.2   
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 �����1 � �����	
�� )����( 

�� ����1 �� L�3� ������� S:"�  ./"#1 ��'�� @0 K��:��� 1 � BIT STRING . /�J ��'�� )�*�
� -�� BIT STRING.  
�� ����2 � T6��U �� ��:H3� ?0 ���V W� �� /�X� @$�0 �� /�X Y0� !��Z )��*�,� ��:�� Add Entry, Remove Entry, Modify 

Entry, Modify DN �[	\�� 2L�;���]�� ?0 S�(� �� .  
�� ����3 � ��^���� �����_ ���� SPKM �[	\�� )��*�,�� `"a� ��'
�\� b )�*�
� c �0 �d/
 2S�(� �� . 

2.3.7  �'D�. #�4E  

ª( 
�'�� 0�M�C a�� �C 
�'�� 0�M�C *�� �C �n�� 
�'�� �M�� 
�'�� a��b g�B"�1�L��) a�p���� GR
)  
7�%+ �$C Z) 

���� O��-� �5U 
R
�K) .5.� N�W Zj�� 
������ �������� D�� ��� �==��� O�� H�)��J+C ����� � x5�" ��R :( N%�U

)N%�-) :�J ��! �$�" �U u��� }�(� �"
���( 3� �)g��
� �� O�" �U ����b �"
���( 0�Y�W ��1�f))  ����b �"
���
0�Y�W .( q�Q�B"�ASN.1
�'�� 0�M�C %���1= /���� :  

 
FamilyGrouping  ::=  ENUMERATED  { 
 entryOnly  (1), 
 compoundEntry (2), 
 strands  (3), 
 multiStrand   (4) } 
 

 w�"entryOnly*
)t�� �W GB�8" �JC 
������ ��%��1� +�� 
�'�� �M� NC  . 
�X�1 
)0S) Z�M�� �G�Y���� 
��-�� ]� ����
������ ��X���( 
-��B�� ���5.�� a).  

 w�"compoundEntryC ª(� N�1����8�� a�� ��1 [S1 Z) *�n� �%�5��� x��" 
������ ��%��1� u��� �)�j�� GR
(�  .
 0�Y�W ������� 
5B8�����1�f)ª( ��7 �JC +�E� 	��� O7� N�j" �)�8� �-! H5.8" ��1� a�� 0�Y�W G5B" �JC� �GR
) 

 
������ ?XJ 
.7��� 
�'���� 0�M�C)8�� 
5U�
( aM� NC D����X.(  

 w�"strands
������ ��%��� 
�'�� �M�� 
5n�>(� ��n�89� a�� NC  . 0�Y�W ������� «�� �� %��&� �����1�f) . 
5B8����
���
(� ^�
�2 
"+
X�� ��n�89� GB�8� �3� 
����� . a) 
vRC �C �n�� ��8$ ���8� 
.��Q(� 
���¬� :-��.� ��W�

ª(� NW [�-" ����
(��1����
(� H��." GR
(�  . �� ]7�72� 	��� N�R ��W��� �M��� #�� ��n�89� � 
o8" ��X.
�-! ]7�72� 	��� [S1 Z) �1�� . a�� � 
�'���� 0�M�C a�� Z) ���8�� a�� q�Q�B� �
J%�-) ������� 
5B8����

ª(� �W GB8� #�� ��n�89��1�
J%�-(� � .  

 H5.8"multiStrand D�� h� H��.��� *���U ��\�� ��-! 3� 
����
�'�� ��)���) D�� ���% .}
12� �������� ���� .
 � 
�'�� �R Z) �n�� ��8$ NC +�T��1�f)��&� ������ a�� � Zj�� �*�n�� *
) ��! 
o8" GR
)  . H5.8" =�

multiStrand �" 
���� ��� �� ��X� 
�'�� �M� �� ]7�72� 	��� N�R ��W [�­W OmultiStrand  [�5�B"�entryOnly.  

4.7  �W��I% [D��P  

 ��)���) N�j�CommonResults �C CommonResultsSeq������ �e"+\" NC Zj� +�+
�7� 
���� �R 
p��J ���� 
8��  .

!�dF���+��) `.1 uC � 
8�� N�j� ���� �W .  

CommonResults  ::=  SET { 
 securityParameters [30] SecurityParameters    OPTIONAL, 
 performer  [29] DistinguishedName    OPTIONAL, 
 aliasDereferenced [28] BOOLEAN     DEFAULT FALSE, 
 notification  [27] SEQUENCE SIZE (1..MAX) OF Attribute  OPTIONAL } 
 
CommonResultsSeq  ::=  SEQUENCE { 
 securityParameters [30] SecurityParameters    OPTIONAL, 
 performer  [29] DistinguishedName    OPTIONAL, 
 aliasDereferenced [28] BOOLEAN     DEFAULT FALSE, 
 notification  [27] SEQUENCE SIZE (1..MAX) OF Attribute  OPTIONAL } 
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�����  � e�M�� CommonResults� CommonResultsSeq ?0 f�U ��U��#� . !'$ ?0 �(��X g�h� ?�^�� �0�1( L�3� )�*�
��
h iCOMPONENT OF��1	� �@���� g�h� b !�#�� OH3� )�*�
� .  

 N�j) ���"SecurityParameters � 10.7 . Z�M�" �
p��8�� aU�" NC ������ D�� N�R ��W�N�j) SecurityParameters  �

p��8�� . N�j) ¢��� {��"�SecurityParameters 
�%�! 
���¬ ��B).  

 t�� O7� 	
�"� perfomer
8��) 
���� }+\)  .L����.) N�j" �U� 
p��8�� D�� a�U���� O�" �)�8� ) 
oJ�10.7 ( ?XJ ��¥�
 O7�DSA
p��8�� aU� u��� .  

 N�j) �5M"aliasDereferenced��  DTRUE�)�8�  u��� 
������ 	�� �� ]7�7C 0]K� �C 0]K� 	�e�B(� O7=� N�j" 
�����W ¤ �U ��%���B) uC ��K" .  

 N�j) q�Q�B"notification `.1� 
�$�% 
p��J �>�� APDUsLSv) �
vRC 
U�� 
V��1 ��)���) �!��  . ���J 	
���
 � 
"%���) ~��5�12.5 
������ Z) ITU-T X.520 | ISO/IEC 9594-6 . � *%�
M��� 
Jt� :B�� ��� ~��5��� ���J�

�S1�f)���+ .  

5.7  �%
K� �L���%  

 
���) }��TServiceControls����-� �C 
)�&� �!�� �$�� ���$� NW �
5U�
) D�� .  
 
ServiceControls  ::=  SET { 
 options   [0] ServiceControlOptions DEFAULT { }, 
 priority   [1] INTEGER { low (0),  medium (1),  high (2) }  DEFAULT medium, 
 timeLimit  [2] INTEGER  OPTIONAL, 
 sizeLimit  [3] INTEGER  OPTIONAL, 
 scopeOfReferral  [4] INTEGER { dmd(0), country(1) } OPTIONAL, 
 attributeSizeLimit   [5] INTEGER  OPTIONAL, 
 manageDSAITPlaneRef   [6] SEQUENCE { 
  dsaName  Name, 
  agreementID  AgreementID } OPTIONAL, 
 serviceType  [7] OBJECT IDENTIFIER OPTIONAL, 
 userClass  [8] INTEGER OPTIONAL } 
 
ServiceControlOptions  ::=  BIT STRING { 
  preferChaining  (0), 
  chainingProhibited (1), 
  localScope  (2), 
  dontUseCopy  (3), 
  dontDereferenceAliases (4), 
  subentries  (5), 
  copyShallDo  (6), 
  partialNameResolution (7), 
  manageDSAIT  (8), 
  noSubtypeMatch (9), 
  noSubtypeSelection (10), 
  countFamily  (11), 
  dontSelectFriends (12), 
  dontMatchFriends (13), 
  allowWriteableCopy  (14) } 

 

 N�j) }��¥options�
�-(� �
K�� �:.5d ��W ��e8) �R �R\� ��==��� Z) +�� D��  .® Z)�:  

 C (   [�"preferChaining
)�&� �!��� q�Q�B" ��=�nW ?��� ��B�B� �� ��MX��� NC D��  . qt��" =�
��MX��� ��� @�5��� ������.  

¢(   [�"chainingProhibitedC �
�� ��B�B��� NC D�� %�o� ������� [�n G�.�� a"m��� }
1.  
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�(   [�"localScopeD�� ]�E� %�o8(� D�� 
>�-� 
������ NC  . 
�`B) ���� �n � %��&� ��� �"
�� N�j"�
LSv) �
��� � �DSA �C ��n� DMD��n� .  

+ (   [�"dontUseCopy � :!
� ��R 
QB8�B(� ��)���(� NC D�� ITU-T X.518 | ISO/IEC 9594-4 
=  
)�&� �!��� q�Q�B�.  

� (   [�"dontDereferenceAliasesª(� �"
��� q�Q�B) %���B) uC NC D�� �1�[�5" = 
����� 
�`�(� .  
�� ����1 � N9 �&�jk�� l��
�� W&�/a �<= !H�m0B-�� n
�U &�"�
0  ?0 !H�m0BA�0 �&�"�
0 o#� ���/7� �!H� 

&�"�
#�.  

� (   [�"subentries 
���� NC D�� Search �C List �W �X8� �S1�f)ª(� g5>�� ¡�-! 
��
! �S1� 
"+���� 
ª(� :J�R �� ��R ������ ��B" �uC ���X8�� 
���U ���S1��$�� = 
"+����  . ��� 
5U�
) �5M� � ��W�

 �W �X8� 
������ N�! �
)�&��S1�f)ª(� g5>�� �-! 
"+�� �S1� �� 
��
X�� ��X8�� 
���U . ���b O�"�
 �� Z) ������� 
)�&� 
5U�
)Search �C List.  

�� ����2  �o#� ��OpM� �R
A0 q/r �AH� �� �� s
 �	(��t� ��"1��� i	:*���� 8��1�� �'$�/0 5�( �	(/��� 
o#��AH�8��1�� ����$ Ou �	(/��� .  

�� ����3 �?�v ��0�w� %<= �'$�/0 `:'a �89 o#� ���Z �AH��	��"� S,�,� �SP; ��C�"�� .  

m (   [�"copyShallDoL�%+�U ������ N�R ��W NC D�� L��'t$ q�eX�7� 
�5�� D�� L���R ?�� Zj��  ABJ �8� 
�1�f)q�eX�7=� �B�B" Z� � . �5M" � ��W �-! w�) �� N�j"�dontUseCopy . �5M" � ��W�

copyShallDoq�Q�B" ���.�) ������ L�)�¨ 
�)�R :J�R ��W �-! �� � �8� �e��5��� 
������ g�B�� 

QB8�� .L��'t$ q�eX�7=� 
�5�� Zj�� NC� ��o�� 
QBJ � 
5'�� 
���.(� ���8�� k�� NC G5B� �-! 

 NC G5B� ��o�� 
QBJ � 
5'�� x�) :�8� ���8�� O�U k��DSA O�-� ���7 ��)���) a��y §X�¥ = 
"�� #�� ���8�� NC G5B� �C ��eDSA ��� D�� 
���.(� 
)0S(� ����U O��� = 
��o) ���.�� §X�E� 

���.�(� . ��W� �5dcopyShallDo  �5M" ��)�j��� q�eX�7� 
�5�� Z) ������ Zj��" ��incompleteEntry 
��)���) �ª(� �1�*+��(� .  

�(   [�"partialNameResolutionU ������ N�R ��W NC D�� L�%+� � 	�e�B(� O7=� Z) �-! 0t$ �n D�� 
 
����Search �C List *+��W ��� D�� �JC �uC �nameErrorª(� N�! ��1� a�� Z) ��� ��`�" u��� 
RDNs �5M"� 
������ 	�� {��" :�n #�� partialName  D��TRUE� 
p��8��  . ��� 
5U�
) ���b O�"�

 �� }
1C ������� 
)�&�Search �C List.  
�� ����4 � �= .�x�
#� +,-� ���� ��0�w� %<= �'$�/0 `:'a �89 !H�m0 �n	�9 8��1�� y>/� z	
 ��	, �7��, 

 N9 8��1�� ���:�� ?�v�!H�m0 C�d� ��P>9 ?�v { �S
	6& !H�m0 �89 s
 ���:�� �/j�'0 Ou �7�/:� ��	, �7��, 
o#� �<= N9 8��1��� l��
�� y>&!H���  �:,�DiscloseOnError.   

�(   [�"manageDSAIT ��)���) *
p� %��� ]j� u%�+W ����B) �e5�� �U 
������ NC D�� DSA . ��W�
 � AB8� *+���) ��"��B) ��$�DSA 
)�&� 
5U�
) ��K" �� ���%�+F manageDSAITPlaneRef � 

 N�! �
������DSA
������ G7�8) 
QBJ }��B) %��© .  

u(   [�"noSubtypeMatch�e����� }
b Z� :�8� ]�
! �� 
)0S) NC D��  . 
)�&� ��� 
5U�
) ���b O�"�
 ������ �� Z) }
1C �������Compare� Search.  

  �(   [�"noSubtypeSelection]�
! �� %���1�� q��-�� q�� D�� .  
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[(   [�"countFamilyª( �M� �R NC D�� �1�R {��" GR
) �1�f��>X8) LSv) � +��n� Opn ^�
�2 �
0�1%W � OjT� 
"%�+W . O�%�5��� O�" GR
(� :�8�� 0�M�C N�! �
5U�
(� ��� �5M� � ��W�LS1�f) 

���n�.  

q (   [�"dontSelectFriends ��)���) %���1� � ]7
) :�J 
X���) NC D�� �1�f)L��j���)���C ��K� =  
%���1=� � 0�U��C ���J.  

N (   [�"dontMatchFriends :�J O�U 
.7��� ��� NC �-! Zj� ���
) �8� � ]7
) :�J 
X���) NC D�� 
0�U��C ���J 
.7��� ?��� �]7
) .  

l(   [�"allowWriteableCopy NC D�� DSE �� Z) writeableCopyq�eX�7� G�� 
)�1 �!�� � [�5-) .  
�� ����5 � �0�H �'$�/0 �	��� allowWriteableCopy  ?(copyShallDo  L��� )�*�
� �0�w� %<= �'$�/0 �� b

 )�*�
� ��1	� �2�� f	6& ���� �� N9 |��Z - ?��� �����:0 ��0�; �*
U �� 5�(copyShallDo  �� 5�( L�	�
���'70 �- )� ��0�; ���, ��*
U W�.  

]�" �) ^
�X" �N�j(� ��� 	�n ��W : 
o¥ = Zj�� �B�B��� ��MX� ��8� ?�� %�o8) D�� �n ��8� ?�� ��B�B���
 ��%���B(� [�5� �
QBJ q��Q�7�� g�B" �
������)%���B) [���W �e�! O��" = ������ �"��� 0�8v�7��(ª(� ��S1� 
��
X�� 

�B�B��� Z) �"t( 
��o) ���.�) 
.7��� �)�j��� �e��5�� Zj� = #�� �������� aM�� ���X8�� 
���U �� .� ���� a)� Zj
 
.7��� ��5�Y��� ��� ��pB�search-rules
)�& *+�E� 
"%�+F� ��n�B(� � .  

 [��priority )low �C medium �C high( 
)�&� NC D��
!��  . ��jR ������� NC � 
J��M) 
)�1 :B�� ��� NC §n=
=  u%�o�J=� 	�X.�=� �X8" .� ��"���2� q��Q�7� a) 
�8�d 
US� ��8� :B���
��4��� ��-5.�� .  

 [�"timeLimit D�� �>U2� :U��� 0�M-JD
)�&� ��! 
!�� u��� �¯��v��� � .�>��� O�" � ��W�u`.1 Z� ~�5" ���-�  . ��W�
:U��� �n Z�M�" = �N�j(� ��� 	�n . D�� :U��� �n m��b 
��n ��Search �C List ]��5��� %���1� 
p��8�� N�j� �


�R�
�) �'��8�.  
�� ����6 �S^71#� `$��� LAH ��G �t�"0 b S^0 W<�� `$��� L�G ���#� �<= ?�^�� -  : ?0 C�( W�DSAsB�;/�P0 ���� �$  

S^71#� `$��� LAH ��:�� �t�"0 b.  

 H5."sizeLimit ������ D�� �-! Search �C List .>U2� +���� �W �K"�Dª( �S1� �'��J +��� = �)�8� +��� 
4X>�) .
 
���� �'��J N�j� �U �Op�� �n m��b 
��n ��Search �C ListL�%���1� L����5���  �� +���� � 
"��B) �
�R�
�) �'��8� 

Op�� . �'��J uC ���b }
c�W
�!�d . 
.7��� Op�� �n 
��U ���b O�" �
4X>�) �'��J +��� �)�8��DSA }+\" u��� 
� ��>X���� +%� ��R gX>��� 9.7.  

 [�"scopeOfReferral 
.7��� 
��nW �+��C u��� %�o8(� NC D�� DSA
US� �� N�j" NC ]Y58"  .L�+������ ��W �) D�� 
� ���1 O�Udmd �C county� �=�nW �-! +��� DSAs%��Q(� %�o8(� � }
1C  . Z) �R � �=�nF� D�� ��� H5.8"�

 `.1referral 
���)� unexplored�'��8�  Search� List.  

 [�"attributeSizeLimit :�J u2 Opn {RC D�� )���U a��� ��8�� �uC ( ��)���) � +%�����1�f)*+��)  . m��b ��W�
 ��)���) Z) ���U a�� 	�T ���� ��� :�J�1�f) �5M"� *+��) incompleteEntry��)���) �  �1�f)*+��)  . {��"�

 ��J�°2�� ��pn �� :�J Opn 
��� 
7���) G�R
� ����U �� DSA���.�(�� §X�¥ u���  .L�
oJ� ��-�5.��� �
.� 
H�U+ �� ��� N�j" ����.�(� Nt� #�� 
X��Q(� .�n uC Z�M�" = �
���(� ��� +�T � ��W�.  

�� ����7 �o# �	� +,� ?0 ��~; ��6�( `"U +	$ Y��
� !H���� �<= ?0 .  

5R
) k�� }+\� �U� �priority �timeLimit �sizeLimit �W����tJ  .LSv�! ¡
MXQ8) 
"���C a) �>U :U� �n @m�8�" �U �
��� �W �)� kXQ8) :U� �n a) aX�
) Opn �n @m�8�" NC Zj��.  
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 [�"manageDSAITPlaneRef ��)���) *
pK� *+�� 
QBJ }��B) *%�+F u%�+W ����B) �e5�� �U 
������ NC D�� 
DSA . 
)�1 
5U�
) ���b O�"�manageDSAITPlaneRef %��1 �5M" � ��W manageDSAIT . N�j) u��B(� 	
�"�

dsaName +�t" u��� O7=� �� u��� DSA N�j)� agreemenrID]�� ��X�� 	
�) D�� }��¥ u��� .  

 
)�1 
5U�
) N�j�serviceType G�.� �-! 
US� ��� search O��-��� 
�n
) C�5" u���  *+�� 
"%�+W 
n�B) � 
���2�
����b O�" =W� ¡
)�& . �"t� ��
!�� ��W�W G�� 
��n � *�'�� *��X) ~��5� ��)���) D�� [�>�� 
�J�j)searchG��) .  

 
)�1 
5U�
) N�j�userClass  G�.� �-! 
US� ���search 
)�& *+�� 
"%�+W 
n�B) � 
���2� O��-��� 
�n
) C�5" u��� 
W�����b O�" = .����B(� �8� 	
�"� .L=�� u��� ������ �� 
1� ����B) �8� �"�4�� G��.� g�B"� ��� Z� 

H5.8" . 
��n � *�'�� *��X) ~��5� ��)���) D�� [�>�� 
�J�j)C �"t" �
!�� ��W� G��searchG��) .  

6.7   ��%�'
% ����!�&!
/%  

 
���) [��EntryInformationSelection D��  Z) G�.� #�� ��)���(��1�f)+�+
�7� 
)�1 � .  
 
EntryInformationSelection  ::=  SET  { 
 attributes    CHOICE { 
  allUserAttributes     [0] NULL, 
  select       [1] SET OF AttributeType 
  --  empty set implies no attributes are requested --  } DEFAULT allUserAttributes : NULL, 
 infoTypes    [2] INTEGER { 
  attributeTypesOnly   (0), 
  attributeTypesAndValues  (1) } DEFAULT attributeTypesAndValues, 
 extraAttributes    CHOICE { 
  allOperationalAttributes  [3] NULL, 
  select    [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL, 
 contextSelection       ContextSelection OPTIONAL, 
 returnContexts    BOOLEAN DEFAULT FALSE, 
 familyReturn    FamilyReturn  DEFAULT 
      { memberSelect  contributingEntriesOnly } } 
 
ContextSelection  ::=  CHOICE  { 
 allContexts    NULL, 
 selectedContexts    SET SIZE (1..MAX) OF TypeAndContextAssertion } 
 
TypeAndContextAssertion  ::=  SEQUENCE  { 
 type   AttributeType, 
 contextAssertions  CHOICE { 
  preference     SEQUENCE OF ContextAssertion, 
  all   SET OF ContextAssertion } } 
 
FamilyReturn ::= SEQUENCE { 
 memberSelect ENUMERATED { 
  contributingEntriesOnly   (1), 
  participatingEntriesOnly  (2), 
  compoundEntry   (3) }, 
 familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id   OPTIONAL } 

 

 N�j) �>"attributes��)���) �_`K� G�." #�� 
���YK��� ���8��� ����B(� .  

 C (   ��W� %��1 ��1select
�'�U � 
R
�K(� ���8�� ad�� � .���J uC +��� Z� �
�%�! 
�'�-�� :J�R ��W� .
L�8�� :�8�� N�R ��W %��� :�J Z� ��)���) +���� . +��"�attributeError 
�jK) a) 

noSuchAttributeOrValue
8�� *%��Q(� ���8�� Z) uC Zj" � ��W �-! .  

¢(   ��W�� ��1allUserAttributesª(� � ����B) ���J a�� Z� G�.� ��)���(� N�! ��1�.  



ISO/IEC  9594-3:2005 (A) 

������� (2005/08) ITU-T X.511  15 

��W �-! :�J ��)���) +��� 
�!�R ��X8�� ��-n :J�R . +��"�securityError)  
�jK) a)insufficientAccessRights (�-! 

���.(� :�8�� O�U a�� *0�
U ��X8�� ��-n �e�! a8¨ #�� 
���� � . H5.� ��X8�� 
5U�
) NC §n=�L�M"C O�-��� ���8�� D�� 

h� 
��\(�L�-5� *+�� ��J�j( EntryInformationSelection
vRC �� D�� +��� #�� ��)���(� ��-� �U� �.  
������ 1 � 8��1�� �'$�/0 K':� ^��B��� ��=�0 +	$� ��"U 5�( B�7'G �C�( ��U��# EntryInformationSelection . ��0��"#� !�7� �$�

/�;� �� 5�( C�"� ���.  

 N�j) +�¥infoTypes :�J 
��U ��)���)� :�J �� Z) �R N�R ��W �) )G�Y���� (�-! 
���.) :�J �� ��)���) �C .
�8� 
�)�n 
$�) �� Z) �� :�J N�R ��W� :�J ��v) �}
1C ��family-information 
��-�� N�! �)O�-�� ( Z� 
�-�B) +���

 N�j) 
V��infoTypes 
X���) Zj�� �infoTypes
"��E� ���8�� D�� H5.�  . N�j) N�R ��W�attributes G�." = 3�� 
�� w�) = N�j(� ��� N�! ����J.  

 N�j) �>"extraAttributesx����B(� Z) 
���, ��)���) �_`K� G�." #�� 
�!�d=� 
���YK��� ���8���  . ��W���1� 
 %��1allOperationalAttributesª(� � ������ 
���YK��� ���8�� a�� Z� ��)���) G�.� ��1� . ��W���1� %��1 select� 

��)���) G�.�
�'�-�� � *+%���� ���8�� Z� .  
������ 2 ���#� �<= )��*�,� ?�v BA�0 ���0��"0 ��:� � �C�� �	�	[P� ��"U ?( � i'^� �0�1(attributes  5�(

allUserAttributes�	�	[P��� ��"1�� @	� ?( �� � . ?0 !; b n1	�^� � �� ��6�$ b `"1�� f�U @a� �89�attributes 
�extraAttributes !i7> ��
�� �/0 ��G �$ ��; �� ��; !0�"�.  

L��'�+ �)��"8� G��  a��� :�8�� G�� �JC D�� x�) :�������� �	
�� :�8�� ���� ) �e�9��) :¨ ��5�.� 0�8v�7��
��2� 
�5.�� 
�oJC 
.7��� ( ��XJ 
5U�
) %��1 N�R ��WnoSubtypeSelection�5M" �  . �5d ��W� ��XJ 
5U�
) %��1

noSubtypeSelection �e���C :B��� ��-! 
���.(� ���8�� +��� �
��
X�� . 0�U��C �� x�) :�8� G�� �)��" ��v(���
 
)�1 
5U�
) %��1 �5d q�� �
� D�� �0�U��2� ���J a��� :�8�� G�� �%�5����dontSelectFriends.  

 ���8�� a�� ������ �)��" �:�J ��)���) �$C Z) G�.� 
��p�7=� �8��
 ���	������ ����B) ���J :J�R �� ��R 
�� 
���!1�f�� ��)���) a) �)�8�� 
1� ����B) ���J �v) %��� �uC ��1�f)*�'��  . G���allUserAttributes G�." 

�� 
����9� ���8�� a���1�f��� 
"+���� ���8�� ���R� �1�f� .ª( ]��� :�J �� :�8����1� ��
K�� a�� 
�5�� :¨ ��W 

������:  

   C (   � +�� :�8���1�f) 
X���) ��K" ]�
! �� 
��
X�� ��
p��1�f�¡  

¢(  ª(� � +�$��� 
.7��� wv�B" =�1� :�J 
��-� collectiveExclusions��B(� u¡]��� :�J ��8�   

  �(  �� ]�j�� 0]� �8>� }��E� *���U 
.7��� �� g�B"�1�f�.  

 N�j) q�Q�B"contextSelection 
.7��� *%��� ���8� +��� :�J O�U uC �"�4�� attributes  �CextraAttributes . O�-"�
contextSelectionL�-5� *+���� 
4�
) ���J O�U ���-) �-!  }
1C ��J�j( � EntryInformationSelection . O��-� ±U�8"�
contextSelection��5�Y���� q��Q�7��  � *+�t) Zj� � ��W 1.6.7 �W 3.6.7.  

 N�j) N�R ��WinfoTypes �C �:�J O�U G�." = 3�� N�j) attributes  N�j) N�! ����J G�." = 3��
contextSelectionw�) �� N�j" =  . H�5.�� 
p��J ���W�contextSelection \L���U ��8� Zj� � +��" �U �+���� ��\) :�8� 

O�U uC N�+ :�8��.  

 N�j) q�Q�B"returnContextsn�>(� ���B�� O'��U a) :�J O�U *+��W ������ Z) G�.�� �� 
5 .L�5'�� N�j(� ��� N�R ��W� 
 
��U a) +�� �CFALSE
p��8�� � ���7 ��)���) +��� S! � . 
��U a) N�j(� ��� +�n ��W�TRUE ��)���) a�� +��� �

*+��) :�J 
��U �j� ���7 . N�j) NC §n=�contextSelection  +��� ���7 ��)���) uC D�� u%���1� �jK� 
�\" =
N�j" �)�8� returnContexts �� TRUE.  



ISO/IEC  9594-3:2005 (A) 

�������  (2005/08)  ITU-T  X.511  16

 N�j) q�Q�B"familyReturn) xn ��W ( uC �"�4���S1�f) � �1�f) �U 
�'��� 
vRC �C �n�� �M� N�R ��W +��� GR
) 
 ��� ¤) 
oJ�4.6.7.(  

1.6.7  B�
]�(� contextSelection^��( ����!� _�`���� 	"   

 N�j) q�Q�B"contextSelection �J O�U k�� %���1= 
.7��� *%��� ���8� :attributes �C extraAttributes. O�-"� 
contextSelection L�-5� *+���� 
4�
) ���J O�U ���-) �-! }
1C ��J�j( � EntryInformationSelection . 
��U �j��

 �JC D�� ���J �� 
"�" ���7 %���1� uC O�-" �:�JTRUE)  � 	
� ��R2.6.7(��� 
��U %��� ]j� �:�8�� .  

 NW [�-"�contextSelection 
������ ��
K�� Z) uC Z) H-4��� ¤ ��W :�J �� 
"�":  

�   	
�"contextSelection  
>8�allContexts) :�J ���C a��9 :�J O�U a�� %��� 
���� ��� ��(¡  

�   �$�"� ContextSelection 
>8� selectedContexts  ��K"TypeAndContextAssertion �� �.� N�j" 
�C ¡:�J ��8� ]�
! �� ?XJ  

�   �$�"� ContextSelection 
>8� selectedContexts  ��K"TypeAndContextAssertion�� �.� N�j"   
 id-oa-allAttributeTypes.  

 
!��" � ��WcontextSelection  N�! �x�) :�J �� 
"�" = �CcontextSelection H5.8" G�Y���� .F���
!�d �W 
contextSelection  �EntryInformationSelection 
���� %+�>) 
�S� �$�� �� contextSelection :u��� ��jR 
������ +�¥ 

 � ���(���S1�f) � 
��
! DITL���� ���(�� � � DSA .L�-5� H5.��P� 
������ 
�-57:  

1(   N�R ��WcontextSelection L�8�� � EntryInformationSelection  ��S�C +%� ��R x�) :�J �� 
"�"�
H5.8" �J�!.  

2(   Zj" � ��WcontextSelection L�8�� � EntryInformationSelectionL�8�� �C � �x�) :�J �� 
"�" = Zj�� 
 N�!operationContextsu���  � +%� ��R 
������ +�m 3.7 x�) :�J �� 
"�"� �n�� xn ��W H5.8" 

�S�C +%� ��R.  

3(   G�.�� Zj" � ��WcontextSelection  �EntryInformationSelection  =�operationContexts  �
������
=�  :�J O�U N�! �x�(� :�8�� 
"�"contextAssertionDefaults�  �S1�f) ���7 ��R��� 
��
! ) NW

��$� (ª(� � Oj4�� #���1� ��%�5���� H5.8� selectContexts) . ��� ¤�S1�f) ��R��� 
��
! 
 � ���77.14 
������ Z) ITU-T X.501 | ISO/IEC 9594-2.  

4(   �$�" � ��WcontextSelection  N�! �x�) :�J �� 
"�� �S�C :X�� %+�>) Z)DSA H5." NC Zj� 
 D��contextSelection L���� 	
�) G�Y���� . �����(� G�Y��� ��� �v) ?j�"� aU�) �C 
Y��� �v) �
��E�

 %�K�J� N�j)DSA 
.7��� ���� �jK� ���>X� Zj� Zj�� �q��� Z��
�� :U��� �C �DSA �j� DUA 
�� G�p�B" u���.  

5(   ���" � ��WcontextSelection  {��� :�8�� O�U a�� N�! �x�) :�J �� 
"�� #�� %+�>(� ��� Z) uC Z)
 *%���) ^
�X" �uCallContextsG�Y���� *���U �%�5���� .(  

����� �  K':1�contextSelection  �"0 ��	, ih �/��� �"0 `"U ih /��� W<�� �	[�����>�ak�� N9 contextSelection  /���
%A(� C&� ��; �	7',� �	�/� f�1� �e��� `"U ih �/�� ?��� `"1�� ih f�U.  

2.6.7   =����contextSelection  

 N�j"contextSelection  ��TRUE) x�) :�J 
��U %��© �uC (��W:  
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 C (   N�RallContexts L�+��) F ���7 %���1�� ��� g�B" ��� 	�n ��W H5.8" �U G�Y� uC 0�Y�
contextSelection( b�C  

¢(   �R N�RTypeAndContextAssertion  �selectedContexts  ��TRUE � ��� ��R 3.6.7.  

 N�j" =W�contextSelection FALSE.  

3.6.7   =����TypeAndContextAssertion  

 N�j"TypeAndContextAssertion  ��TRUE) x�) :�J 
��U %��© �uC (��W:  

   C (   ?XJ ?�� :�8�� �� N�R type)]�
! �� =�(  �TypeAndContextAssertion �type � 
TypeAndContextAssertion  ?��id-oa-allAttributeTypes . H5.8" = �
���� ��� ��
TypeAndContextAssertion D���C ¡%���1=� Z) :�8�� 
��U D�� ]M-" =� x�) :�J 
��-� :�8�� ��   

  ¢(   �:�8�� 
��-� 
5B8������� contextAssertions � TypeAndContextAssertion  ��TRUE 	
� ��R 
��J+C.  

�� ����1  � )��*�,� ?�v  ��	$id-oa-allAttributeTypes � OBJECT IDENTIFIER ��	7; type b TypeAndContextAssertion 
 +		7� �/[�ContextAssertion `"U ih W3 `"U ��	$ !��70.  

 Z� �5���� }
c�contextAssertion ���7 ����R��� 
5R
) 
���p�R �C �MX) ���B� G�
) a���R 0��7:  

 C (   +�n ��Wall N�! �ContextAssertion  N�j"TRUE �R N�R ��W �-! :�J 
��U u2 ContextAssertion 
 �SET �� TRUE � 	
� ��R 4.2.9.8 
������ Z) ITU-T X.501 | ISO/IEC 9594-2.  

¢(   +�n ��Wpreference �R N�! �ContextAssertion  �SEQUENCE :�J O�U a�� ���-) �%��� O�-" 
 ¦n �:�8�� �� ?X8� 
4�
) O�-"ContextAssertion TRUE � 	
� ��R 4.2.9.8 
������ Z)   

ITU-T X.501 | ISO/IEC 9594-2) . O�� �1\" =fallback ��e�B" ¦n %�5��=� x� � �xn ��W �
SEQUENCE�)�j���  .( NC +
p�� O�-"ContextAssertion TRUE Z) *�n�� 
��-�  �
4�
) :�J O�U


4�
) :�J 
��U �j� O�-" ���b O�" Zj�� �:�8�� �� ?X8� ContextAssertion  � 
������
SEQUENCE.  

�� ����2 � />�� preference  ��	
�� ��8 N9 �0� ������ L�3� &�	�H-� ��,� 5�( C�Z &�	�H- ��	,�)BA�0 ����[�  = ?��� �	
U/���
�[��� ��> �	
U/��� ?�� c �89  =k�U����	�.(  

N�j" =W� TypeAndContextAssertion FALSE.  

4.6.7  �'D�
�� -��.  

 N�j) q�Q�B"familyReturn uC +�4�� �S1�f) � �1�f) O7� �U 
�'�� � 
vRC �C �n�� �M� N�R ��W +��� GR
) 
L��M� �%�5����L�­�B) L�R%�K) �C  . � 
�'�� 0�M�C O7� 
�X�R ��0�
$W ��� +
"�13.7.  

 N�j) +�¥memberSelect  uC�S1�f)
p��8�� � ��+��F %��� :  

�   w�"contributingEntriesOnly 
���� 
.7��� x­�B) 0�M�C O�%�5���� N���" �-! 
�'�� 0�M�C NC 
+��� . ������ 
��n ��Read �C Modify-Entry 
���� �1+ 
���) ��!
� u��� 
�'���� �M� �� ��� �

object 
����� 
5B8���� ¡SearchK� �
)0��(� � ��­�7 
�'�� 0�M�C ��.  

�   w�"participatingEntriesOnly  
���� 
.7��� xR%�K) 0�M�C O�%�5���� N���" �-! 
�'�� 0�M�C NC
+��� . ������ 
��n ��Read �C Modify-Entry � ��R �BXJ �� ��� �contributingEntriesOnly.  
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�   w�"compoundEntry� 
�'�� �M� �R NC  �1�f) g"
� �jK� ����" � Z"��� 0�8v�7�� �+��" GR
) 
 
.7���governing-search-rule  
�����Search. 

 N�j) ��j�B"familySelect N�j) memberSelectF�� +��� *%��� �S'��� �X.�� 0�M�C a�� NC �"�T 
.7���  �W 
!�d
 �+�n �)memberSelect .�­C uC 
��8��� a����� ?���
 . a���� 
�'���� 0�M�2 ]�j�� 0]� �8� 
.7��� 
�'���� 	
���

��B� 
��5) . +�n ��W 
�C N�j(� ��� ?���memberSelect compoundEntry. 

����� � ?�v � governing-search-rule C�"� ��0��"0 W� L�"� �� ) /RU�10.16 �	J���� ?0 ITU-T X.501 | ISO/IEC 9594-2.(  

7.7   ��%�'
%&!
/%  

1.7.7   ��%�'
% ����
% c,&!
/%  

 ���.�) �� �-8"EntryInformation uC Z) *%��� ��)���) �1�f).  
 
EntryInformation  ::=  SEQUENCE  { 
 name      Name, 
 fromEntry   BOOLEAN DEFAULT TRUE, 
 information     SET SIZE (1..MAX) OF CHOICE {  
  attributeType  AttributeType, 
  attribute  Attribute } OPTIONAL, 
 incompleteEntry  [3] BOOLEAN DEFAULT FALSE, -- not in first-edition systems  
 partialName  [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systems  
 derivedEntry   [5] BOOLEAN DEFAULT FALSE -- not in pre-fourth edition systems -- } 

 

 
���) [��Nameª( t�� O7� D�� �1�ª( %���B) O7� �C �1� .ª( t��(� O7=� +��"��1���X8�� 
5U�
) 
7��7 g�B� �)�8�  .
ª(� ���8� ��X8��� g� ��W��1�ª( «�� %���B( O7� �C `.1 0��7 ������ ���" �U �t��(� ��= ?�� Zj�� �1�.  

 
���( /�2� t��(� O7=� q�Q�B"Name . N�R ��W NC ��� w�"�RDN *+���) *t�� O�U �� :�J � +%���� O7=� �jK" 
 ��%�5���� q�Q�B� 
���2� *t��(� 
��-�� N�! ����7 
.7��� 
�d�X�)value � AttributeTypeAndDistinguishedValue #�� 

 ��+��CRDN:�8�� ����  .L�
oJ� �j� N2 RDN valueL��'�+ ]� *�'�� -��  	�¥ �
���2� *t��(� 
��
primaryDistinguished9  a��AttributeTypeAndDistinguishedValue.  

 ��K�RDNs � Name ª(� ��)���) D�� H5� �U �-! ���7 %���1� N�R ��W �-! 
�"�� *t�� O�U�1�*+��(�  . O�-�� +����
 Z) 0tpR 
�"�5�� *t��(�valuesWithContext � AttributeTypeAndDistinguishedValue ��+��C #�� RDN . H5.8��L�M"C 

ª(� ��)���) D�� ���B�� ��%���1��1� +��� #�� ) 
oJ�1.6.7 ( � q�Q�B� *t�� O�U uC �"�4�� 
�"�5�� *t��(� O�-�� D��
valuesWithContext.  

�� ����1 �b ��6�"�� �	��3� ��	�#� +	7�� 5�( ��	, &�	�H� K':1� -  Name.  

 ��K� 	�7 ���7 ��)���) N�! �
p��8�� a) ���7 ��)���) *+��F G�� q�U ��WL�M"C � *t��(� 
��-�� ���� 3�n Name 
) 
>8� 
)�Q�B)valuesWithContext � RDNs .(L��'�+ ���7 ��)���) +��� �
�"�� *t�� O�U +��� �)�8�� O�-�� a��9 

*t��(�.  
�� ����2 �o#� ��; �89 !H���J &�"�
0 nU� 5�( .�/"0 &�"�
#� ��8 ��> �&�"�
0 )�*�
� n"$�0 C���  . �� ?�^U e	; �-9�

%<= !	���� ���J��0 &�R10 |&�H� ��J &�"�
#�.  

�� ����3 �B�1�� ��; ���; SJ�� �C�"�� �&�"�
0 ���� &�	�H� n� !	���� �"0 ���0 l��� �0�1( #� +,-� f�U &��� ��  ��'�:�� &�"�

�7
�0 �0�H O>��� ����:�� f�U ?0 �&/��#�.  

 
���) [��fromEntryª(� Z) �e��� [�>�� ¤ �U ��)���(� :J�R ��W �) �1� )TRUE (ª(� Z) 
QBJ �C�1� )FALSE.(  
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���) ��K�informationª(� Z) ��)���) :�J uC +��" N�R ��W �1� 
���, D�� u��¥� �attributeTypes �attributes �
GBn0�M�U=� .  

 
���) ��K�incompleteEntry D�� �5M�� TRUE ª(� ��)���) N�j� �)�8��1� G�.� �e�US� � 
�)�R �� *+��(� 
LSv) �����B) ��X8�� 
5U�
) ¢�572 :!�n ���J O�U �C ���J G5B� �) ���B) ��+�$���'�K!��( ��)���) +�$�� �

 a) 
�)�R �� ��copyShallDo NC G5B� �C �attributeSizeLimit�m��b ¤ �U  . D�� �5M" =�TRUE  O7� *+��W G5B�
L=�� %���B)Z) t�� O7� .  

 ��)�j� 
���� O7= 
J�5�7=� 
�n
) ������ ��j") 
����)� �
US��� ��� 
!
�(� a$�
) a�� Z) H-4��� ��� � ��
��� �W �)� �=�nF� () � 
o8�� �5U 
)�1 
5U�
partialNameResolution . ¤� O7� 
J�5�7� ��%��1 a�� �Se�7� ¤ ��W�

 
J�5�7�RDN 
���) ��K� ��U2� D�� �n�� partialName D�� �5M�� TRUE  
)�1 
5U�
) G�� N�R ��W
partialNameResolution Z) ������ Zj��" �� �5d �U [��RW a�� D�� O7� 
J�5�7� RDNs�� �1�f�
US��� u�  . �)�8��

 +��"partialName �%�5���� TRUE\ ª(� Z) ]� ��+��W }
c #�� ��)���(� NC D�� [�"�1� 
1� 3�n 
.-J �8� RDN �U 
��p8� ��n ¤.  

 
���) ��K�derivedEntry D�� �5M�� TRUE  
.7��� �e��� [�>�� ¤ 
����) �'��J D�� *+��(� ��)���(� }��T �)�8�
0�+C Z) 
vRC Z) �`KJ �U ���.�) D�� ��� �1�f)������ �n��  . 
���(� ��� N�j� �)�8��TRUE � � 
��-�� N�j� �U

Name  u2 O7=��S1�f)ª(� ��)���) H�K� NC ��S1 Z) Zj� 
US� ��� �1� ��� Z) u2 %���B( O7� N�j" �U �C �
ª(��S1� . � 
��-�� q��Q�7� ]Y58" =�Name  �
���� ������ . 
���) :.5d ��W�derivedEntry D�� TRUE  aU���

 q��U �� a�U���� N�j" �
��p�7=�DSA����� 0�+`� .  

2.7.7   ��%�'
% 8 �'D�. ��%�'
%&!
/%  

 Z) ��)���) +��� �)�8��1�f)L�-5� +���� �M� �R Z) ���J %��� �GR
)  � EntryInformationSelection)  
���) ��%
.7��� 
governing-search-rule .( 3� 
5U�
) %��1 �5M" �)�8��separateFamilyMembers G�� � search �R +��" 

R �M��1�f��>X8)  .ª(� ��)���) N�j� ��n�� �M� Z) 
vRC *+��W x��" N�R ��W �=W��1� ��5� 
-"
.� 
���
) 
 Z) ²`� �_C ��)���(� �e�)�1�f)B�� N�j" NC Zj� ���n�  a��� �M� �C ��) ]7�72� 	��� N�j" �)�8� O'S) �12�

 G�.�search �%��© � ��B�� NC� ��B� 
�'�� �M� a��� �� FamilyReturn .( Z"
1� 0�M�C Z) ���8�� N�j��
 � 
���
)family-information��J+C +%� ��R H�K) :�J .  

�� ����1 �B�7'G  ���� �%A(� C&� �# �#� ��^(3�B��6�C �J�/�0 ��6�"� ?�C�" b  �~	�Uread �� modifyEntry.  

 NW q��Q�7�family-information L�J��R �%�5���� :�8�� �$�" =� ¡�-! i
�� �$C Z) ]� :�J Z) 
-�K(�L�t���)  Zj� =� ¡
 �%��© NCentryInformationSelection )�e���b O�" ���� q��-�� 
���� uC(³ Zj� =� ���X8�� 
5U�
) 
.7��� *
��5) ��"�.  

 
family-information  ATTRIBUTE  ::=  { 
 WITH SYNTAX  FamilyEntries 
 USAGE   directoryOperation 
 ID   id-at-family-information } 
 
FamilyEntries  ::=  SEQUENCE  { 
 family-class  OBJECT-CLASS.&id, -- structural object class value 
 familyEntries  SEQUENCE OF FamilyEntry } 
 
FamilyEntry  ::=  SEQUENCE  { 
 rdn    RelativeDistinguishedName, 
 information   SEQUENCE OF CHOICE  { 
  attributeType   AttributeType, 
  attribute   Attribute }, 
 family-info   SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL } 
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 NW :�Jfamily-information :�J ��O�-�� +���)  .L�%�>) �%�5���� ��B�� x� ���! :�J 
��U �R §X�T ���)������ 
*�n�� 
�'�� Z) ��)���� . D�� :�J O�U � ��)���(� Nt� ���)������ %�>�R ��B� 
�'�� � �M� a��� x� ��W�

��� Z"
��5) x���� 0�M�2 ]�j�� 	�� 	�8�C l�7Cx�(� �M.  

 
��U 
.7��� �%���1� ¤ 
�'�� � �M� �R �v� ��FamilyEntryu��� �D�� }��¥ :  

�   *%��� :�J ��)���))0�M�U=� GBn( 
��U D�� ����" ��)�R :�8R �C :�J ��8R 0��7 �infoTypes 
 �EntryInformationSelection¡  
�� ����2 � b C&� ��; 6.7 ��J��0 K':1� �infoTypes  `"1� f	�� ������� ��"1�� 5�( i7>family-information 

n
�U.  

�   ��)���) uCFamilyEntries  :�J �j� � 
�1���)family-information  	�8�C GBn :�� ��)�R
ª( ]�j�� 0]��S1�¡
����   

�  ª(� �v¨ =�S1� D�� *%��Q(� �� �S�F� 
vRC �C �n�� �M� Z) ]��C Zj� � �)  
�'���� 0�M�C Z)
 #����1��.  

8.7  F�G�%  

1.8.7  F�G�% �4'
%  

 
���) {��Filter LS1�f)L�8��) L��d
) N�j" �U ^
) �� �C  . �C +�$� [�n ����R���� GBn ���
(� Z� �5���� }
c�
�� 
8��) ���J 
��U�1�f�L��d
) N�j"� � �JC D�� O�U ��W �-!� ��W TRUE.  

����� � ���� �$  l�j/#�TRUE �� FALSE �� UNDEFINED.  
 

Filter  ::=  CHOICE  { 
 item  [0] FilterItem, 
 and  [1] SET OF Filter, 
 or  [2] SET OF Filter, 
 not  [3] Filter } 
 
FilterItem ::=  CHOICE { 
 equality    [0] AttributeValueAssertion, 
 substrings   [1] SEQUENCE { 
  type     ATTRIBUTE.&id ({ SupportedAttributes }), 
  strings     SEQUENCE OF CHOICE { 
   initial      [0] ATTRIBUTE.&Type 
        ({SupportedAttributes}{@substrings.type}), 
   any    [1] ATTRIBUTE.&Type 
        ({SupportedAttributes}{@substrings.type}), 
   final    [2] ATTRIBUTE.&Type 
        ({SupportedAttributes}{@substrings.type}), 
   control    Attribute } },   -- Used to specify interpretation of 
                     following items 
 greaterOrEqual   [2] AttributeValueAssertion, 
 lessOrEqual   [3] AttributeValueAssertion, 
 present    [4] AttributeType, 
 approximateMatch   [5] AttributeValueAssertion, 
 extensibleMatch   [6] MatchingRuleAssertion, 
 contextPresent   [7] AttributeTypeAssertion } 
 
MatchingRuleAssertion  ::=  SEQUENCE  { 
 matchingRule   [1] SET SIZE (1..MAX) OF MATCHING-RULE.&id, 
 type    [2] AttributeType  OPTIONAL, 
 matchValue     [3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY { 
   -- matchValue shall be a value of  type specified by the &AssertionType field of  
   -- one of the MATCHING-RULE information objects identified by matchingRule -- } ), 
 dnAttributes   [4] BOOLEAN DEFAULT FALSE } 
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 NWFilter N�j" NC �)W FilterItem)  
oJ�2.8.7 (L��5�� �CL��) �jK�� �B�C ��4�
) Z�M�"  a)  x�-.8) x�YK)  
 and �or� not .7 ��� 
.7��� ���
) O��-� 
�`�" NC Zj��0��) *���U �"�5� G5B" �U u��� �0�1%F� 
7�� �C �}
1`� 
)


)0��(� �$C Z) �e�! 
o8" O�U +�t" NC Zj�.  

 NWFilter  N�j" u���FilterItem  
��U ��FilterItem ) �uCTRUE �C FALSE �C UNDEFINED.(  

W NFilter N�j" u��� and 
���¬ �� ��4�
(� Z) TRUE�! 
���¬� :J�R ��W  �� ���
) �R N�R ��W �C 
�%TRUE ¡
 N�j"�FALSE �� �U2� D�� �n�� ���
) N�R ��W FALSE N�j" =W� ¡UNDEFINED)  �n�� ���
) N�R ��W �uC

 �� �U2� D��UNDEFINED ��4�
) �$�� =� FALSE.(  

 NWFilter  N�j" u���or �� ��4�
(� Z) 
���¬  FALSEW �C 
�%�! 
���¬� :J�R ��W  �� ���
) �R N�R ��
FALSEN�j"� ¡ TRUE �� �U2� D�� �n�� ���
) N�R ��W TRUE N�j" =W� ¡UNDEFINED)  ���
) N�R ��W �uC

 �� �U2� D�� �n��UNDEFINED��4�
) �$�� =�  TRUE.(  

 NWFilter N�j" u��� not ���
(��  TRUE ���
(� N�R ��W FALSE� ¡FALSE N�R ��W TRUE� ¡UNDEFINED ��W 
 N�RUNDEFINED.  

 ���
) �8� 	
�"non-negated OU% � �1���) �8� �JC D��  
��8�� ]$�mnot )
X� Zj�(� Z) ( �Filter>U2� D . Z)�
 GR
) � ���
) +�8� Z) ��`�" ���
) N�! �®and �C or }��¥ +�8� D�� �-! non-negated . ���
) �8� 	
�"�

negated D��  �1���) �8� �JC u+
! OU% � 
��8��not � Filter >U2�D.  

2.8.7  F�G�% 
M�  

 NWFilterItem  
��U �C +�$�� ��R�� ��)O�U (ª(� � ���J�1�%�5�1=� :T  . ��"�L�M"C ��W x�) :�J �� Z� ��R�� 
ª(� }��n��1� ��R���� N�j"� :�8�� ]�
! �� D�� TRUE�1 
5U�
) %��1 �5M" =� ]�
X�� ��8��  
)

noSubtypeMatch�� ]��� :�J ��8� N�R ��W �C ��1�f�)  
oJ�6.7 ( �� ��R���� N�j" 3�nTRUE��W �C �  

  �   
5U�
) %��1 �5M" � 
)�1noSubtypeMatch¡  

  �  �ª(� }��n�1�¡��R���� a) H!���� 
)0��) *���U �� +�� :�8� H"�� :�J D��   

  �   ��R���� N�RTRUEH"�>�� :�8�� .  

 N�j"� ��R�� �RTRUE �C FALSE �C UNDEFINED.  

 �R ��K"FilterItem  Z) 
vRC �C �n�� w�" �CAttributeTypes :�8�� 	
�" )���8�� (x�(�.  

 N�R ��W �-! :�J O�U [�n ��R�� uC 	
�"AttributeType L�!�
�) �R\�� �O��-��� 
��� 
.7��� AttributeValue(s) 
(� G�R
��� ����-� 
!�e�B(� ���� :�8�� �� D�� 
����� �C 
8�M�(� 
)0S(� *���U H5.8�� ���� :�8�� ��8� 
!
�) �)�8��

q�Q�B" ( �R\"matchValue���� 
����� 
)0S(� ����-� 
!
�(� G�R
��� ����-� q�-(�  . O�-" ���
K�� ��� ��� = �)�8��
FilterItem  
�-.8(� 
��-�� D��UNDEFINED.  

�� ����1 � +		7� 5�( 8��1�� �'$�/0 C�	$ /p�� �� ?�v FilterItem  +		7� b �'
� �� ?�v�FilterItem  nU� 5�(UNDEFINED.  

 O�-" ��
K�� ��� 
.7��� 	
�" ��R�� NW
!�dF�� �JC D�� UNDEFINEDL�8�� ?��� :�J ��� :�J 
��-� H��� ��W  � 
�%�5�1� }
c ��R�� ���-) :�J ." ��R�� NW �JC D�� O�-" :�J �� +�$�� H���"� ��
K�� ��� 
.7��� 	
�FALSE .  

LS��U N�R ���R ��"�5R ���� :�8�� ��8� 
!
�) 
)0��) ����U q��Q�7�� ���
) +�8� � :�J 
��U ����R�� O�-� 
L�-5� �H�5.���0�1%F� 
7��7 ����  .�"
���� � �+�n ��R 
)0��(� *���U ����R�� O�-�� .j�� 
)0��) *���U q��Q�7� Z

��� G�R
��� ����-� 
��
! ���C �C ��� G�R
��� ����U ���J [�n ����R�� ad�� �-! 
8��) G�R
� ����-� 
!
�).  
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�� ����2 � ��(�$ N9 �1	"0 �0���0 ��(�$ C���&� ��H&9 �,�	, !�( �'
� �� ?�v  �0���0nullMatch) ���B��6�C +	7�  ��� 5�( TRUE 
)9 `U�; �8non-negated (. ��FALSE)  `U�; �89negated (� /RU� 2.7.6 �	J���� ?0 ITU-T X.520 | ISO/IEC 9594-6.  

 N�j" NC Zj�FilterItem UNDEFINED) �S�C +%� ��R .( �R\" �)�8� �=W�FilterItem:  

 C (  equality  � N�j" TRUE ����C Z) �� �C :�8�� 
��U ��8� �-! ��W� ��W  *���U ���� H5.8� 
��
X��
 
)0��)equality  
)�-(� 
��-�� +���� 
��-�� ��� D��TRUE.  

¢(  substring  � N�j" TRUE ���� H5.8� 
��
X�� ����C Z) �� �C :�8�� 
��U ��8� �-! ��W� ��W 
*���U 
)0��) substring  � 
)�-(� 
��-�� +���� 
��-�� ��� D��substring TRUE . 
oJ� 
������  

ITU-T X.520 | ISO/IEC 9594-6
)�-(� 
��-�� �==+ O�� ���� .  

�(  greaterOrEqual  � N�j" TRUE ���� H5.8� 
��
X�� ����C Z) �� �C :�8�� 
��U ��8� �-! ��W� ��W 
 
)0��) *���Uordering  
)�-(� 
��-�� +���� 
��-�� ��� D��FALSE N�j� :�8�� 
��U ��8� �uC �� ��
���	�� �� ��
)�-(� 
��-�� .  

+ (  lessOrEqual � N�j" TRUE *���U 0��7 
��
X�� ����C Z) �� �C :�8�� 
��U ��8� �-! ��W� ��W 
 
)0��)equality �� 
)0��) *���U ordering  
)�-(� 
��-�� +���� 
��-�� ��� D��TRUE 
��U ��8� �uC �

 N�j� :�8�����	�� �� �� �����-�� 
)�-(� 
.  

� (  present � N�j" TRUEª(� � x� 
��
X�� ����C Z) �� �C :�8�� 
��U ��8� �-! ��W� ��W �1�.  

� (  approximateMatch  � N�j" TRUE k�5� 
��
X�� ����C Z) �� �C :�8�� 
��U ��8� �-! ��W� ��W 
L���� 
!
�) 
�5"
-� 
)0��) 
�)m%��1) �� � ����Y��� �v)��� �W �)� 
���B�� 
)0��(�� 0�p ( +���

TRUE . ��" �J�! �*���B(� ��" �85�� N�R ��W�L�M"C
�5"
-� 
)0��)  . 
�e�$�� ��.1 ��8� ?�� =W�
0��( *+��)������ ��� 
X���) Z) 
�5.�� ��� � 
�5"
-� 
 . 
�)��) ]Y58" �
�5"
-��� 
)0��(� O��� � ��W�

 ���FilterItem �� �$C Z) 
)0��) �JC Dequality.  

m (  extensibleMatch � N�j" TRUE a) :�8�� 
��U ��8� �-! ��W� ��W type ����C Z) �n�� �C ���� [���� 
 � *+�E� 
)0��(� *���U ���� H5.8� u��� 
��
X��matchingRule 
��U +���� 
��-�� ��� D�� matchValue 


)�-(� �_C D�� TRUE.  

 ��W� *+�� �� *�"�$ *���U � ����-�� ��� �s GR
� #�� 
-"
.�� N�! �*�"�� 
)0��) ����U �
!��
)L���� 
!
�) 
)0��) 
�)m%��1 ]�� ��v) �
)0��(� ����U �jK" u��� �==��� O�� ?j�� �+ phonetics 

keyword match.(  

 	�n ��Wtype��(� :�8�� ���C a�� ���-) 
)0��(� O�� ���� 
�'��(� *���U a) 
-!� . N�R ��W�
dnAttributes  
��-�� ]�TRUE�� t��(� O7=� ���J q�Q�B� ��1�f�F�� ª(� ���J �W 
!�d�1� � 

)0��(� O��-�.  

 G�� ��W�extensibleMatch  �filter) L=�� Z) extendedFilter( 
�� N�! �extendedFilter�   
���)
criticalExtension  �CommonArguments�
n �"����� NC D�� 
���) ��5M� .  

 ]�
! N�j) � 
!
�) 
)0��) ����U uC ��X8� O��" � ��WmatchingRule ����U Z) uC Zj� � ��W �C �
 ���
) �8� O�-" �:�8�� �� a) 
-��.�) 
)0��(�extensibleMatch  �JC D��UNDEFINED %��1 N�R ��W 

 3� 
5U�
)performExactly�5M" �  . 3� 
5U�
) %��1 �5d ��W�performExactly G�� k!
" �
searcha) :  

    �  serviceError 
�jK) a) unsupportedMatchingUse¡  
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�   ~��5� :�JsearchServiceProblem 
��U a) id-pr-unsupportedMatchingRule  a�� O��� � ��W
 
��U a) =W� �
)0��(� ����Uid-pr-unsupportedMatchingUse¡  

�   ~��5� :�8� N�j"attributeTypeList¡
!
�) 
��>�� �� 
)0��(� ����U N�j� :�8�� �� 
��U   

�   ~��5� :�8� N�j"matchingRuleList� 
���) �� 
)0��) ����-� 0]� ��!
�) O�U / �� �C

-��.�).  

    �� ����3 � ��
� - � extensibleMatch � �"':�� ��RU32�3.  

�(  contextPresent � N�j" TRUE N�R ��-! ��W� ��W AttributeTypeAssertion ��W ��C ��� :�8�� ��8� 
�  
)�1 
5U�
) %��1 �5M"noSubtypeMatchz�-" � �JC D�� 
��
X�� ����C Z) �n�� OTRUE.  

" ���
(� �8� N�! ����
) �8� � :�J 
��U ��R�� � ���7 ����R�� :�µ ��Wz�- a�� ��� #�� �-! O�-�� ��� ���-) O
 � +%� ��R �x�) ���7 ����R��2.9.8 
������ Z) ITU-T X.501 | ISO/IEC 9594-2 . ����R�� ��K� � ��W�

 � +%� ��R H5.� G�Y���� ���7 ����R�� N�! �:�J 
��U ��R�� � ���72.2.9.8 Z)  
������  
ITU-T X.501 | ISO/IEC 9594-2.  

3.8.7  �'D�. ��%�'
% #% ��A�G�% =����  

]�" ��R ���
) ��5�.�) 
�5��� *+�� 
�'�� �����b ����:  

 w�"entryOnly�C NC  xR%�K)� x­�B) 0�M�C O�%�5���� N���" �)�j��� ���
(� ��5�.�) 
�5�� Oe8j� �-! 
�'�� 0�M
) 
oJ� xR%�K)� x­�B) 0�M�C �"
���13.7.(  

 w�"compoundEntryª(� �)�R NC �1� �R �� ¡�)�j�� ���
(� ��� #�� *
)t�� �jK" GR
(� �1�f) ��" GR
) 
ª(� 0�M�C a�� O7�" ��8�� �x­�B) 0�M�C O�%�5���� 
)0��(� � N�­�B" 
�'�� 0�M�C O7�" ����
(��1� GR
(� 

xR%�K) 0�M�C O�%�5����.  

 w�"strandsD�� H5.8" ���
(� NC ��B�� �W 
U%� Z) �)�R ��8$ �R  .ª(� q0���"��1� q0��� ��W ���
(� a) GR
(� 
���
(� a) �U2� D�� �n�� ��8$ . ��8�� �x­�B) O�%�5���� 
)0��(� � N�­�B" O'���) ��8$ D�� 
�'�� 0�M�C O7�"�

xR%�K) 0�M�C O�%�5���� N���" 
)0��(� ��8$ D�� 0�M�2� a��.  

8$ NW ��)strands ( ���v) *�vR ��n�8$ �$�� 3�� ���B�� �W 
U%� Z) �B) �jK� 
�'�� � 0�M�C Z) 
���, ]�
 �$���S1�f)
U%� .  

 w�"multiStrand
)0��(� ^
Y� 
�'�� a��b �� 
�'�� �8� �R Z) �n�� ��8$ Z) GR
) NC  . ��5R
(� a�� l%���
*�n D�� �R .ª(� q0���"��1�GR
(� ���
(� a) �U2� D�� �n�� ��8$ GR
) q0��� ��W ���
(� a)  . 0�M�C O7�"�

 
)0��) ��8$ G�R
� 0�M�C a�� O7�" ��8�� �x­�B) 0�M�C O�%�5���� 
)0��) � O��B" O'���) ��8$ GR
) D�� 
�'��
xR%�K) 0�M�C O�%�5����.  

 ?XJ Z) N�n�8$ N�j"���	��� �!"�M�C N�R �-! ��W� ��W  0]K�� �8� ?XJ O� ��B�� Z"
��5) x���� 
�'���� 0
]�j���.  

#$�%&�L�8�� N�R �-! ��W� ��W ���
( ��8$  
)0��) G5B" 
8j� ��n�8$ ��5R
) a��9 �U2� D�� �n�� ��8$ � 
ª(��1�]�
X�� ���
(� a)  .
���5� �'��J ]� ]�" �)�:  

  �  L�)�¨ ]�
X�� ���
(� a) ��B�� q0��� ��W q0���� �'�(¡��n�89�   

�   N�+ xX8� 
.7��� ]�
X�� ���
(� 
�5�� O�"� �x�) ��B� 
�'��� 	�8�C 
�S� ��8� N�R ��W ��v(���

�'���� 3��v�� �8>�� ��n�8$ a�� O'���� �3��v�� %�5���.  
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 H5.8"multiStrand  ��B�� �� ]7�72� 0]K�� N�R ��W �-!)]��C �C ( �DIT .�R ��W� � �M� �� ]7�72� 0]K�� N
 }
c ���B�� ?��� �
�'��[�­W multiStrand [�5�B"� entryOnly.  

9.7  �dT��% [D��P  

 q�Q�B"DUA 
���) PagedResultsRequest 
���� �'��J G�.� List �C Search ���W +��� #�� "
4X>� 
4X� :" G�."
 Z)DSA 
��
! 
���, �-! ���" NC – �)�" –� �'��8� ª(� �C a������ ���7 =� �
������S1� 
������ pageSize ���"� �

queryReference
����(� %�BX�7� D�� �'��8�� 
������ 
���¬� G�.� �)��Q�7� Zj� u��� .  

 
.7��� 
4X>�(� �'��8�� 0�+C Zj��DSA ��! qt��" u��� DUA ��% 
����� )DSAH��)  ( 
.7��� �CDSA C�� u��� 

�n
) 
�'�5) O��-� ) � ��>X���� +%� ��R /�2� }+\(�5.5.15 
������ Z) ITU-T X.518 | ISO/IEC 9594-4.(  

 x� ���! Oe! ��8� N�j" � �) ��'��8�� :�U� ��W q�Q�B" =�DSAs }+\" 3�n 
4X>�) �'��J �!�� � xJ����(� DSA 
8�� D�� ����U���� ]Y�" �U u��� u�"+�
�� 0����7=� Z) 
�5-�B(� �'��DSAs ��b +��� #�� �'��8�� �BXJ aU�" ® }
1C 

DUA .������ ��� 
X���) %�o8) �%�1 ]� OeX�� ��� �s ad�" #�� 
-"
.��� . G�� Z) O�
����DUA PagedResults \
g�B" DSA
"+���� 
-"
.��� �p'��J ���"� G�.�� ���p�� .  
�� ����1 ���0 �~	�1�� ���� - �$  f	� !	�P� ���
 b �"$"BAJ�0B��	d "BA�0 � )��*�,�� !	�R��� �~	�U z	
 NSSRs �U�'�,� C�Z �

�
�� S,�,� �Sj @$�0 ?0 /�;� +,-�.  

 u�"+�
�� 0����7=� N�! �u�"+�% 0����7� 0�+C ¤� 
4X>�(� �'��8�� :5�� ��W� DSA 
)�1 
5U�
) ���p�" sizeLimit NW �
�$� . O�" � ��W� q
�T �u�"+�% 0����7� 0�+C 
)�1 
5U�
)sizeLimit . q
�¥�DSA O��B(� ) 
oJ�5.5.15 
������ Z) 

ITU-T X.518 | ISO/IEC 9594-4 ( 
)�1 
5U�
)sizeLimit.  
 
PagedResultsRequest  ::=  CHOICE  { 
 newRequest   SEQUENCE { 
  pageSize    INTEGER, 
  sortKeys    SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL, 
  reverse   [1] BOOLEAN DEFAULT FALSE, 
  unmerged  [2] BOOLEAN DEFAULT FALSE, 
  pageNumber  [3] INTEGER OPTIONAL }, 
 queryReference   OCTET STRING, 
 abandonQuery [0]  OCTET STRING } 
 
SortKey  ::=  SEQUENCE  { 
 type  AttributeType, 
 orderingRule MATCHING-RULE.&id OPTIONAL } 

 

 
����� 
5B8���List �C Search �5M" �*�"�$ PagedResultsRequest  D��newRequest
������ �����(� Z) ��`�" u��� �:  

 C (   
���) +�TpageSize  OU
��D>U2�ª(� �C 
��
X�� a������ �S1��'��8�� � +��� #��  . ���" =�DSA 
vRC 
ª(� Z) ¢��.(� +���� Z)�S1� .�b O�"� ��sizeLimit ��$� NW . ��b 
�'�� ��)���) ��%+W GB¥ =�

 
-�K) ���J � �e��
� �8� 
4X>�� Opnfamily-information.  

¢(   
���) +�TsortKeysL�"%��1 
5�
) 
)0��) ����U a) :�J ���C a����  m
X� m
! g���X�R q�Q�B�� 
ª(��S1� �W ��+��W �5U *+��(� DUA .�� 
��n �� ����List 
.7��� m
X�� N�j" �RDN Zj�� �

 � ���8�� D�� �-! m
X�� ��5�.�) H5.8�RDN . ������ 
��n ��Search D�� �-! G��
��� H5.8" �
LS�! +�t� #�� ���8��) a$�
� �%�5���� t�� O7� 
.7��� m
! a) ���X8�� 
5U�
)� �%���1= 
p��J .( m
X��

ª(��S1�L�-5� :�8� �e��-�  type [�2 SortKey 
��n �� �a������ � �S1�f) aU�) ?XJ �� *+���) 
 Z) �m
X��SortKey��� �W �)� a������ � /���� .  
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5B8����� SortKeys q�Q�B" �x�) DSA0��) *���U ) 
orderingRule *���U N�! =W� �
8�� :J�R ��W 
 
)0��)ordering�p�"� ¡	
�) �n�� N�R ��W :�8� ���X) ���nC 	
�" � ��W m
X��  . �� N�R ��W�

 
��-�� q�Q�B� �*+���) O�U �� :�8��"�U2�"L�5'�� :�8�� �� N�R ��W� ¡ �JC {��" �*�'���� �'��8�� Z� 
"{R2� "}
12� 
)0��(� O�-�� a��9 . g�B"�� DSA m
X�� ���X) ������� k�� �-! O��" N`� ) Z)�

 Zj��" �®DSA u���  ]�1���� G��
���� ����.�) ���"� §X�¥)
�'���� O7� GBn ]'�5X�C " [�v�)=� Z)
�-! �n�� m
! ���X) a����� .(G�Y���� m
! a���� q�Q�B" �¢��.(� a������ O�+ Z) Zj��" � ��W�.  

 � +%� ��R a���� � +��� Zj�� �
�5��
� *
)m �>X8� =�3.10 
������ Z)   
ITU-T X.501 | ISO/IEC 9594-2 .ª(� +�¥ �m
! 0�+C �8���1� aU�) +��� #�� 
�5��
��� *
)t�� [�2� 

��m
! ¤ #�� 
p��8�� � 
�5��
��� *
)t��.  
    �� ����2 �����J 5�( ��_ �� �	'��/� �/0�� ?�v .  

�(   
���) :J�R ��Wreverse ]� TRUE N�! �DSABj� G��
� � ��m
! ¤ #�� �'��8�� ���"  ]) Z) �uC
"{R2� " �W"�U2� "– q�Q�B� �O�-�� +���) :�8�� �� N�R ��W "{R2�"L�5'�� :�8�� �� N�R ��W� ¡ Z) 

 �JC D�� {��" �*+��(� �'��8��"�UC "}
12� 
�'���(� O�-�� a�� Z) .( N�R ��W�FALSE �����" �DSA 
])�)C G��
�� . 
���) +�T � ��W�sortKeys \b O�"
���(� ��� ���.  

+ (   
���) :J�R ��Wunmerged ]� TRUE\�  a�cDSA Z) +�� Z) �'��J u�"+�% 0����7� Z� [�\B(� 
DSAs Z) ���.�(� �R ���"� �}
1C DSA �n�� )m
! G��
�� ( Z) ���.�(� *+��W �5UDSA/����  .

 
���(� :J�R ��W�FALSE \ a�cDSA a�� Z) �'��8�� DSAs }
12�  �5U 
,�8(� ���.�(� m
X"�
�e8) uC *+��W . 
���) +�T � ��W�sortKeys �
���(� ��� ���b O�" . 
���) �==+ O�� N�j"�

unmerged O�+ 0��7 �BXJ �� DSA 
4X>�(� �'��8�� � DSA= qC .  

� (   
���) :J�R ��WpageNumber
4X� C�5" NC �"
" ����B(� NC D�� [�� ]e! �
8�� L=�� 
8��)  Z) 
*%�
M��� /�2� 
4X>�� .G��
��� G�." � ��W 
���(� ��� ���b O�"�.  

 q�-" �
4X>�(� �'��8�� Z) 
������ 
���¬� G�� �uC �
����) G�.� 
5B8���DUA �H��B�� � ��R 3� �C 
�'�U G�� ?XJ 
 �5M" Zj��PagedResultsRequest  D��queryReference \�� 
��U a) � *+��(� � ��R 
���(� �

partialOutcomeQualifier
-��B�� �'��8��  . OeX" =�DUA queryReference \ ���(�� DSA)�Q�B�� � ��pB�� 0�K" ��R 
q�eX�7= ���7 ��)���) . q�Q�B"�DSA
������ *
(� � +��� �'��J uC +�4�� ��)���(� ��� .  

 [�" NC Zj�DUAq�� D�� :U� uC �  ��4X� G�� 
�!�dW G�� ?XJ ·�-� 
.7��� List �C Search  �H��B�� � ��R
 �5M" Zj��PagedResultsRequest  D��abandonQuery � 
��-�� a)(� 
��-� 
����queryReference � *+��(� 

partialOutcomeQualifier�'��8�� 
-��B��  .+��� �C ��4X>�� Z) �"t) G�.� =� .�� *����) ]�� 
�-8� O�" �)�8� ��X8��� D
��4X>��.  

 %���1� O�" 3�n 
���� ��queryReference �C abandonQuery \ 
�����) 
���2� ��)���(�� �"�9� G�.�� N�j" NC x��"

������ GJ��9� �:  

�   O'��"baseObject � SearchArgument �C object � ListArgument¡]��2�� /��� G�.��   

�  j" ]�
X�� N�j(� N�queryReference � pageResultsLS���  
��-� queryReference  � *+��(�
partialOutcomeQualifier¡
-��B�� �'��8��   

�   ���.�) ��8� ��%��&� N�j) +�¥ServiceControls¡]��2�� /��� G�.�� 
���� ��%��1   

  �   N�j"operationProgress) xn ��W (LS��� ]��2�� /��� G�.��.  
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 +��" =W�serviceError 
�jK) a) invalidQueryReference.  
�� ����3 � �O[� �89 DIB q/� - �$ �z� ��'�G �� DUA��O	[��� %<= ��OpM�  .<	�1��� 5�( �<= ���"��.  

�� ����4 � !R� �$ query-referenceB���J  ��� �89 s
 DUA �	��( List �� Search . ��:� �$�DUA ��&�
��,� @0 ���\�0 T6��U 
 )��*�,�� T6��1�� �	����� ���\�� ��:�� /�'0 &�
��,� 5�( C�"� { �C�"�0query-referencen� C�� W<��  . C�( �����  

query-references" L�"��� " ?�v W<��DUA <	�1� &�	H �= �C�"�� ?0 DSAB�	��  ��	
 �/�> %&�'�(�� �query-references��� .  

�� ����5 � &�	�H� +(C l��� abandonQuery �"��/�� �"':�� ��RU� �"� �# i7>.  

�� ����6 � �
�\� Sx�1� �0�1( DAP�'
�\#� ���\�#� T6��1�� @	� N9 8��1�� �&�
H +�� � . i7> ���\�#� T6��1�� N9 8��1�� ?�v�
 b �
�\�DAP!J3� b �<�U ��� .  

10.7  V%2� ��4'
%  

 �����) 
"��SecurityParameters������ 
����� 
5n�>(� 
X��Q(� Z)2� �����1 
���� .  
�� ����1 �!'7�
0 N9 !,/0 ?0 ����"#� %<= !71�  . ����� �!,/#� �= ���:�� ���� �	��( !HC ���"0 b ����"#� /xR� �0�1(�

!'7�
#� �= qC�#� .� f�"1� ��~	�1�� b�&��C3.  
 

SecurityParameters  ::=  SET  { 
 certification-path      [0] CertificationPath   OPTIONAL, 
 name      [1] DistinguishedName   OPTIONAL, 
 time     [2] Time     OPTIONAL, 
 random    [3] BIT STRING    OPTIONAL, 
 target      [4] ProtectionRequest   OPTIONAL, 
 response    [5] BIT STRING    OPTIONAL, 
 operationCode   [6] Code     OPTIONAL, 
 attributeCertificationPath  [7] AttributeCertificationPath OPTIONAL, 
 errorProtection   [8] ErrorProtectionRequest OPTIONAL, 
 errorCode    [9] Code     OPTIONAL } 
 
ProtectionRequest  ::=  INTEGER { none (0), signed (1) } 
 
Time  ::=  CHOICE { 
 utcTime    UTCTime, 
 generalizedTime   GeneralizedTime } 
 
ErrorProtectionRequest  ::=  INTEGER { none (0), signed (1) } 

 

 N�j) NWCertificationPathL�"%���1�� �aU�(� ����B(� *+�e� D�� }��¥ a���� ��  ��.�7 Z) 
vRC �C *�n�� 
.�7 a���� �
 ��+�eK�� %���W) OB-�� 
oJ�7 
������ � ITU-T X.509 | ISO/IEC 9594-8 .(����B(� *+�e� q�Q�B�� ���X) ��
� 

 Z) H-4��� q�Q�B� �U� t�� O7�� ])���`.1 �C 
��p�7� �C G�.�� �1+ 
���) D�� a�U���� . 
8�� 
���(� ��� N�j��
`.1 �C 
��p�7� �C G�� �1+ 
���) aU� ��W aU�(� ����B(� *+�e� D�� }��T� . ��+�e� xT �U�W NC Zj�� 
�!�d


��� aU�(� ����B(� *+�e� :J�R ��W �"�4�� q�Q�B� . ��+�e� G�.� =�W ��W 
�!�d %���W 
.�7 ?XJ �5-�B(� O7�-�
U̧�) �%�5���� *+�eK��L�� . 0��7 �
��5-) 
���) xT �� �
�nS>�� %�
UW �$C Z) *+�e� %���W �B) �5-�B(� G�.� ��W�


��� 
�`B) ]e! �*+�e� %���W �B) +�¥ NC [��n �C a�U���� �5-�B(� k!%.  

 NWname( +�>-) �5-�B) [�2 t�� O7� �� 
p��J �C �1+ 
��� .LSv�! ��� ��W �DUAU̧�) �1+ 
���)  O7=� N�j" �
�
 t�� O7� ��� DSA
������ �� q�-� u��� .  

������ 2 � ���� �$ ���	, �

 ��a���0 ����� ��	� ���� @$��#� L�3� !'7�
��� ���� ���	
 name B���BA���  . - �$ ���8 @0�
U �'$�/0� ��7	�,� !�"� ��	$ 5�( ��0�7� 8��name 2�3� �	�#� +,-� )�*�
� c �89 �x10 C�/� ��;.  

 NWtime`.&� �C 
��p�7=� �C G�.�� 
�nS>� aU��(� *�(� 0�e�J� A"%�� ��  . Zj���� ]'��K� +�� a) Z)�t���� q�Q�B"�
��X8��� *+���� q�p� �KR Z).  
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��U NWrandomX��� N�j" NC ]Y58" +�� �� L�`.1 �C 
��p�7� �C G�� �j�  . Zj���� :U��� 
���) a) Z)�t���� q�Q�B"�
��X8��� *+���� q�p� �KR Z) .L����.) a���� �)�j� N�R ��W� �)�j� +�� ��� q�Q�B� NC Zj� 
�'��K� �1+ 
���) N�! 

]�" ��R a����:  
 C (  ��� q��Q�7�� �1+ �����) a) 
)�Q�B(� 
�'��K��� 
��-�� H�K�L�-5B) ���� HX�) a�)  
-��B�� 
��-�� ��v)

L��'�m 1 (Z):  
(i  �1+ 
���) � 
�'��K��� 
��-�� :4¹ �+�87W D�� q�oJ Z) :�7%C 
���� [�2/ ��% 
���� 
p��J

¡��� Z� �J q�oJ 
.7���  
(ii  ��b=� ?XJ � 
-��B�� 
������ � 
�'��K��� 
��-�� :4¹ �a���� �������.  

¢(  �-�� H�K�L�-5B) ���� HX�) a���� k�� 
)�Q�B) 0�.1C �C 
���� �'��J a) 
�'��K��� 
� 
��-�� Z) 
 G�.�� � 
�'��K���)L��'�m G�� �1+ 
���) � ]'��K� ��v) 1.(  

 
eo" �UtargetProtectionRequest #�� 
"���� 
$%�� H���" ���! G��.�� 
��M!C D�� [�"� ��X8� 
����� G�.�� � �-! 
!��
p��8�� 
 .N�"��B) 
!��"� :none) G�Y���� �
"�³ G�.� = (�signed) 
p��8�� aU�" NC ������ Z) G�." .( D�� [�"�

LS�! *
!�(� 
"���� 
$%+������ �"�T l�7C D�� �
���.(� Z) �UC �C 
"��B) N�j� �U� 
p��8�� �j� 
p��8�� .  

 q�Q�B�response�5( 
�X�1 ��)���) uC �-8� G�.�� %+.  

 q�Q�B�operationCode0�.12� �C �'��8�� �C G�.�� �1+ ������ N�)`� 
������ *
X� ��
� .  

 q�Q�B"attributeCertificationPath �:�J *+�e� � �
1� :�J �C ��X8�� 
5U�
) D�� 
�'�U *���-� w)C g"
>� �-8� 
L�"%���1� 
���.(� ��+�eK�� a) %�
UF�J *+�e� 
�nS� :.  

 G�� 
eo" �UerrorProtection 
!�� #�� 
"���� 
$%�� H���" ���! G��.�� 
��M!C D�� [�"� ��X8� 
����� G�.�� � �-! 

p��8�� .N�"��B) 
!��"� :none) G�Y���� �
"�³ G�.� = (�signed) 
p��8�� aU�" NC ������ Z) G�." .( 
$%+ D�� [�"�

LS�! *
!�(� 
"���� 
p��8�� ������ �"�T l�7C D�� �
���.(� Z) �UC �C 
"��B) N�j� �U� 
p��8�� �j�.  
�� ����3 � ��:� �� ?�v DUA��	
�� &�	�H� )��*�,�� `"U ��	$ @0 ?03� +,� ��	, C�"� �� .  

 q�Q�B�errorCode
����� 
��p�7� � `.1 +��" 3�n `.&� *
X� NC N��M� .  

 G�R
� ����U %���1� ¤ ��WTime �� ��%�5���� UTCTime q�U%C 
��%`� 
87 
��-� x�U
� 
87 [�, 
��U Z� ^���B" �  
]�" ��R:  
  �   ]� x�U
�� ��� 
��-�� :J�R ��W00 ¦n 49 
��-�� 	�M" �2000.  
  �   ]� x�U
�� ��� 
��-�� :J�R ��W50 ¦n 99 
��-�� 	�M" �1900.  

 q�Q�B"GeneralizedTime 
Y�>�� :J�R ��W  ]� �_`K� ^��X�(�v2{RC �C  . q��Q�7��GeneralizedTime  ¤ N�j" �)�8�
 N`K� ^��X���v1 ]�� N�+ ��X8� a) w�5�� ��YK��� a8� �U 
�J�j)�� �)W %���1� UTCTime  �CGeneralizedTime.  �_W

(� ��
)m ��v) ������� ��� 
X���) �e�! q�Q�B� #�� Z"+��(� N�+�¥ Z) 
���\B) q��Q�7� Zj� �)�8� ��J�9� 
eo
GeneralizedTime . [��n2� Z) [�n u`� q�Q�B" =�UTCTime A"%��� ��v���  q�� ��� �)2049.  

11.7  +�TM�� �L���� H��I% 0��$e ���M.  

 ��� 
��
X�� *
-X�� 	
�� N�j" �)�8� *+
, 
)�1 ������ a�� a) �
�K) 0�
$W 
��8�basic-access-control �C  
rule-based-access-control[��X(� �!�J �­SR �C  . �� H5." u��� G��
��� N�j" �[��X(� *�!�J x���º� Z) �R :J�R ��W�

ª(� �W ��X8�� k!% ��W 0�8v�7�� �
��� 
�`B)�1� }
1C 
��� Z) 
48) N�! �x���º� Z) uC �5U Z) :�J 
��U �C :�J �� �C 
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�e�Y�� Z� . ��� �����B�� N�j" �+�>�� 0�K!�� DiscloseOnError � basic-access-controlk!% ]Y�� = 
48)   
rule-based-access-control.  

1.11.7  f(�(" +�TP �L���� H��I% 0��$e ���M.  

1.1.11.7     ��
�?% Y�
�:  

 aU�) �"�T 
���� � �N�R ��W�1�f) 	�� 0]� ), 
)�1 
����� �1+ 
���) � 	
�)*+
( �¢��.) %���B) [���W �
 +�� ��� +�$� u%�
M�� Z) ?��[���F%���B)  . � %���B) [���W }+C ��W ���� a)�ContinuationReference �W 

 ���+��W) � �uCReferral (��X8�� 
5U�
( /���� a������ H5.8" . q�U ��W�DSA �W G�.�� �B�B�� DSAL��X�1 �5-�7�� �
1�  
�8) 
��nW N�R ��W 
��nF� D�� ��X8�� 
5U�
) H5.8�! �targetObject�B�B�(� G�.�� � ��R �BXJ �� 
��nF� �  . GU�
" �uC

DSAL���� ����� 0��7 �=�nF� a�� ��� Z� �C .  

1(   ���B��� Readª( ¢��.) �1�%���B)  .L�-5� 
������ �KX� ����B�� g8� � ��W� +%���� 0�
$h� 
� 1.11.7.  

2(   ���B��� Read :�8� ¢��.) aliasedEntryName�"�T #�� *��n��� 
��-���  . ����B�� g8� � ��W�
 +��"� 
������ �KX�nameError 
�jK) a) aliasDereferencingProblem . 
>8� }��¥�matched D�� 

 O7��1�f)%���B(� .  
����� � k���%A(� �C&���� 8��1�� �'$�/0 N9 �>�a �=&�'�(�� !71� �$ �>/"0 ��0��"0 ��P>9 ?03� �,�	, @1_ �$ 

ContinuationReference b Referral.  �	$ �89� L�"�#� �<>�U �,�	
�� %<= `U�; �89�DUA ��� �0�w�  C�ZchainingProhibited �	"� 
 !	����serviceError ���P0 @0 chainingRequired . C�"� �-9�securityError  ���P0 @0insufficientAccessRights �� 

noInformation.  

2.1.11.7     =(� g�! -��.  

 +�� 0]� 	�� �$�" � ��W) �C %���B)�1�f) (– O7� ��v) �1�f) �5�� �C ��0�
U x��" baseObject � search  � ��8�� 
 +��" �*+
, 
)�1 
���� }+\�nameError  
�jK) a)noSuchObject .� }��¥� 
>8matched ª(� O7� D�� �)W�1� 
 ���B�� g8� 3�n /���� ]B�'
��0�K!�� DiscloseOnError %�$ O7� �C DIT)  �uCRDNSequence»%�! .(  

����� � &��� �$ DSAo#� @	� N9 8��U n��� f	� W<�� �AH��	
	6/�� ����� !��'�� .  

3.1.11.7      ��$	 0�IN: B
.&!
/%  

��X8�� k!% ��W :T rule-based-access-control ���B�� N�! �0�K!�� DiscloseOnError H5.8" =.  

 }��B� ��� g8� � ��W�1�f)ª( u%�
d �1� ��v) �*+
, 
)�1 
���� }+\� ��8�� �+�� 0]� 	�� �1�f) x��" 
��0�
U �Z) �n�� �� +��(� `.&� N�j"� 
������ �KX�  : ���B�� g8) ��W0�K!�� DiscloseOnErrorª( �1� �	���  +��"

nameError  
�jK) a)noSuchObject . 
>8� }��¥�matched ª(� O7� D�� �)W�1� ���B�� g8� 3�n /���� ?�'
�� 
0�K!�� DiscloseOnError %�$ O7� �C DIT)  �uCRDNSequence»%�! .(  

����� � &��� �$ DSAo#� @	� N9 8��U n��� f	� W<�� AH���	
	6/�� ����� !��'�� .  


!�dF��� ]��YK� `.1 ������ �Kj" �)�8� ���� �W )
��nW ��� � ��( +�$� 
M" = `.&� ��� *+��W �8� NC Z�M" �
�1�f)�0�7£% Z) uC� ]�B) 	��  .LSv�! *+��W �5U �serviceError  
�jK) a)timeLimitedExceeded �C updateError 

 
�jK) a)notAllowedOnNonLeafH-4�" �� ���B�� NC Z) ������ � 0�K!DiscloseOnError ª( ��8��1�	���  . � ��W�
�S�C *
-X�� � +%���� 0�
$F� a5�" ����R Zj".  
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4.1.11.7    h�i =(� -��.  

 
���� �Compare �C List �C Search ���B�� G�." �� ReturnDNª( �1� Object ) �CbaseObject (� ��R 
p��J NC �
 
���) � +��" 0]K� t�� O7�� %���B) [���Wname 
p��8� 
������ ) 
oJ�3.2.9 .( O7� ������ ���" ����B�� ��� g8� � ��W�

�� %���B)�1�f�L=��  � +%� ��R ���� Z) 7.7 
���) 	�¥ �C name L�)�¨.  

 
���� �Read �C Search � ���B�� G�."� ReturnDNª( �1���  � t��(� ��� ���EntryInformation . ��� g8� � ��W�
L=�� %���B) O7� ������ ���" ����B�� � +%� ��R ���� Z) 7.7L�n��) %���B) O7� Zj" � ��W �C  a) 
������ �KX� 

nameError ) 
��n �Read (ª(� 	�¥ �C�1� �'��8�� Z) ) 
��n �Search.(  

�B) O7� ����B(� +�m ��W O�� N�! �
p��8�� � +��" %��aliasDeferenced � Commonresults D�� �5M" = TRUE.  

2.11.7     0��$e �W��I% ���M.� rule-based-access-control  

1.2.11.7      S: +�TP&!
/%)  ���?j F�4?��&!
/%(  

 �W ��X8�� �$C Z)�1�f)2� D�� *�n�� :�J 
��U �W ��X8��� ���B�� G�." �ª(� � �U�1� . }��B� ���B�� g8� � ��W�
�1�f) +��" �nameError  
�jK) a)noSuchObject.  

2.2.11.7     =(� -��.&!
/%  

 +��" ]j�DNª( �1�ª( �U2� D�� �n�� ���7 �Y�( :�J O�U a�� �W ��X8��� ���B�� G�." ��1� RDN)  ��� ]�B"
 ���RDN .(7£% Z) uC Z) ��� G�." =�ª(� 0��1� . ��� g8� � ��W�� RDN�%��© �U  DSA *+�� �)W DN %���B( 

ª( «���1� ��� �� g8) �U N�j" �U RDN
������ 
p��J Z) O7=� N�j) 	�¥ �C � .  
����� � ��R
A0 b +6A0 &�"�
0 +,� &�	�H� ?0 ���#� C/� 7.7.  

3.2.11.7    ��
�?% Y�
�:  

 �%���B) [���W �$C Z) :�J 
��U �W ��X8��� ��� G�."aliasedEntryName.  

4.2.11.7   =(� g�! -��.) noSuchObject(  

 N�j) �5M"matched � nameError  
�jK) a)noSuchObject ª(� O7� D���1� G��� �� �>n u��� /���� ]B�'
�� 
 ���B��RDN .ª(� ��� Zj" � ��W��1�L�n��)  � DSA +��" �`.Q�� ���(�  %�$ O7�DIT.  

5.2.11.7    k
P S: +�TM��  

:�J O�U Z) �U2� D�� *�n�� 
��U �W ��X8��� ��� G�." �:�J �W ��X8�� �$C Z).  

6.2.11.7    ��%�'
% _�G  


��-�� ��� �W ��X8��� ��� G�." �:�J 
��U G.� �$C Z) . G.� �8���1�f) 
4$�J 
��p�7� 
������ ���� �:�J �C 
�U :5.� ��W�e5.� G�� #�� *�vj�� O�-�� 
�X�R Z� 
o8�� kY� ��U2� D�� *�n�� :�J 
�.  

7.2.11.7    l�TM�search-rules   

 O��-� �$C Z)search-rules ��X8�� ���B�� G�." �3� 
����� �1+ �����) ���-) search-rules `KJC u��� G��.�� 
345�� 
���� . ���B� ����B(� ���¥ =�C�X8�� }
1 :�J �W �search-rulesª(� �C �1��"��¥ u��� ]�
X�� .  



ISO/IEC  9594-3:2005 (A) 

�������  (2005/08)  ITU-T  X.511  30

3.11.7  �'D�. V. ��%�'
%  

�� ��R 
�'�� Z� ��)���) �)���  NC 0�8v�7�� �}
1C ��)���) uC :J�RACI O7�" u��� ProtectedItem �JC D�� 
includeFamily¡ H5.J� ��W� ACIx���� 
�'�� 0�M�2 ��� G5B" 
�'�� �M� �C ��7 D��  ?X8� ���M© NC ACI . N�j"�
includeFamily  ]�� �8� D�� H5.8" �)�8� �-! w�) ��� entry.  

12.7   ��%�'
% -�OG -���:DSA  

 ��)���) *
p� *%�+W Zj�DSA �s §X�¥ #�� DSA������ *+
, 
)�1 q��Q�7��  . *
p� ��)���) *%�+W �8��DSA:  

  �   a�� N�j�DSEs � DSAS1 Z) 
�'
)  [DAP %�$ ��� � �� DSE¡  

�   �e�"��� ����B) �"��� :B�� �_C D�� 	
�� #�� ���8�� Zj�) NC Z) O�
���DSA �8j� 
��$F� 
� serviceError 
�jK) a) unwillingToPerform¢��.(� ��Y��� O�+ Z) Zj��" � ��W (¡  

  �  ¡��"���� ��0�
U Zj� 
1� :�J +
, �� 
!
�(�  

  �  �-" = qDSAL���C %�
��7=� a$�
) �C �=�nW *+�� �C ��5�� �B�B�� .  

 
"£% 
5U�
) Zj�DSEs
"+���� 
-"
.��� ��X8�� 
5U�
) {� 
���YK� ���J � ����Y� �C +�+
�7�� .  

 ��)���) *
p� *%�+W H-4��DSA 
.7��� DUA
������ ��0�
$F� q��Q�7�� :  

  1(  DUA BINDs �W *
��5) DSA u���  ��)���) *
pK� §X�¥DSA¡%��� #��   

  2(   ��)���) *
p� *%�+F q�Q�B� 
���� �j�DSA:  

  �   �"�¨ 
�� �5M�manageDSAIT¡  

  �   %��1 �5M"manageDSAIT�  

  �   %��1 Z�M�"manageDSAITPlaneRef +�� H�5.� }��B) 
"+C ��W.  

    
������ ��J�j(� ������ ���p�":  
  – 

operationProgress in CommonArgument¡  
  – 

referenceType in CommonArgument¡ 
  – 

entryOnly in CommonArgument¡ 
  – 

nameResolveOnMaster in CommonArgument¡  
  – 

chainingProhibited in ServiceControls. 

13.7   ��D�
� ��0��$:��!
/%  

 � +%� ��R2.3.7 � 
�'�� 0�M�C a��b Zj� ��1�f)L��) GR
) 
���� O��-� ^
Y�  . ������� a��p��� ��� H���"�
Compare� Search� Remove Entry�-!  .����b O�" �}
1C 
���� u2 +�� 
�'�� a��b N�R ��W�.  

L�-5� O�+��W O�� 
�'�� 0�M�C uC �"�4�� N�j( familyReturn � entryInformationSelection O���X) q�Q�B� �*+	�� %,� 
	-� %,��./ . ��)���) ���� #�� ��������� �-! O���X(� ��� H������1�f) ������ uC �Read� Search� Modify Entry.  

O��B) �M� �JC D�� O7�" �
���� O��-� � 
���! 
­�B� 
�'�� �M� q�U ��W . N�R ��W 
)0��) � 
­�B� 
�'�� �M� q�-"�
� ��W� ���
) a) q0���" 
�'�� a��b Z) 0t$ ���
) +�8� a) q0���" 
vRC �C �n�� :�8� §X�nnon-negated . O��B"�

L�M"C ���
) �8� O'���" � ��W x�) ��8� :�8� §X�n� ��W negated��8�� ?XJ a)  . 
���� 
��n ��Read �C 
Modify Entry 
������ ��%��1� u��� 
�'���� �M� N�j" �) N�j) �+�n ��Robject
������  ( �M��� �� q�7�(� ��n���
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�%�K) �M�R� O��B) �M� �%�5���� . 
���� 
��n ��Search���
) 
)0��( 
�'���� a��b O�" � . 
�'�� a��b q0��� ��W�
 ���
) a)) 
oJ�3.8.7 ( a�� ��8�� �x­�B) 0�M�C O�%�5���� 
)0��(� � 
����X� ��­�7 Z"��� 0�M�2� a�� O7�"

�S1�f) O7�� a��p��� xR%�K) 0�M�C �_C D�� . G�Y���� ���
) �� q�Q�B(� ���
(� N�R ��W�and : { })( a�� N�! �
x­�B) 0�M�C ��B�� Zj�� �xR%�K) 0�M�C O_C D�� N���" 
�'���� a��b 0�M�C.  

ª( 
�'�� a��b q0��� ��W�1� +�n� ���
(� a) GR
) SearchArgument ���
� %���1� ) 0�8v�7��self( O7�� �L�M"C 
ª(��S1�:-5.J� ��W *%��Q(�  .ª( ��B�� O7� ��W��1�L�R%�K) �%�5���� GR
) )  O��B) Zj�(� Z)�L�M"C( a�� %��� �
ª(��S1�
��� *
)t�� 
��$
(� � :B�� #�� 
�5��S1�f)¼v�B� =W� �
5R
)  . N�R ��W��1�f) �� ]�$
) �1�f) �GR
) 

 �0�M�C O�7�� N�!]�" ��R O�" .ª( �M� �R�1� �%�5���� ]�E� �M��� O7� ?XJ �� ]�$
) GR
) �1�f) O'���) GR
) 

-"
.�� ?X8� O7�" .�� Z"
1º� 0�M�2� a�� �
�"��1�f�O7� N�+ ]�$
(� GR
(� .  

 ��RC� N� ���
) 
�J�j)Search 
)0��) �S1�f)T� O�7����� ���8�� %���1=� N�j" �*�"�� 
5R
) �� +��S1�f� 
5R
(� 
L�"+
! 
�'���(�.  

 Zj" � ��W�1�f) a$�
( O'���) �1�f) �� GR
) �1�f)ª(� ��� 0�M�C a�� O7�" �����
��� �%���1� � GR
) �1� 
xR%�K) O_C D�� GR
(�.  

 � ����X���� +
"�4.6.7ª(� O�7�� 
�`� 
�X�R �S1� ��)���) *+�� D�� �1�f).  

�C i% Zj� H�K) :�J � 
�'�� 0�Mfamily-infotmation .ª( �-! ��n� �M� ���C ��W��1� O�" = �
p��8�� � GR
) 
i�
��� . 
���� Z) Z"�"�� 0�M�C ���C ��W ���� a)�Read �C Modify Entry0�M�2� i% O�" � . 
���� 
��n ��
Search� �) Oe�% O�" GR
) :�8� Z"�"�� 0�M�C *+��W }
c 3�n  3� 
5U�
) %��1 �5M" 

separateFamilyMembers � O�%�5���� 0�M�2� +��" 
���� ��� ���S1�f)
�>X8) .  

 Z�M�� 3� ������ 0�+C �8��S1�f) 
����� 
US� ��� �n�
) a�%C ��8� �
5R
) Search:  

 C (   �R � 
�'�� 0�M�C �����b �1\��1�f) 
.7��� :!
� ��R �Oe) familyGrouping %�5��=� x� � �
L��-.8) �R � �1�f) g�
) )
��
! 
���, ��%��1� ��R �uC .( �1\� �*
)t�� ���J �R a� 
.7����

 Z) �`KJ ��W ¦n ���n� :�J �� I� �_C D�� %�5��=� x� � x�) :�J ��8� :�J O�U a��
xX��� 
�'�� 0�M�C .  

¢(  W� ¡
�'�� a��b �R D�� ���
(� H5."ª(� N�! ����
(� a��p��� ]d%C ���1� ����
(� ]d
" GR
(� 
���
(� �5U Z) %��� �JC D�� {��"� .�S�C +%� ��R 
�'���� 0�M�C O7�"�.  

�(  ª(� +�+t��S1� +�n ��R �
)�7�(� familyReturn � entryInformationSelection \ a�� O�7���
ª(��S1�+��� #�� .  

+ (  ) N�R ��W N�jadditionalControlL�8��  � governing-search-rule)  
oJ�8.10.16 
������ Z)   
ITU-T X.501 | ISO/IEC 9594-2( ���J 
9��) 
p��J ���R� �+��" �) /������ �O�7���� �Y�" �U �

��$
) 
5U�
).  

8  ����� ��� ����� 	
��
�  

 
!
�(� ������� ��% �!� ������ ��% ������ NW �1.8� 2.8 �e)�Q�B" �/����� D�� DUA Z) 
8��) *
�! 
"�_� 
"��� �8� 
������ �W ��X8��.  
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1.8  &��� c��  

1.1.8  &��� c�� _�W�� 
.���  

������ �W ��X8�� *
�! 
"��� � ���+ ��% 
���� q�Q�B� . �e�U�" �C ��
Xc� 
������ �1+ �����) aU�" NC G��.�� Zj��
 ��
Xc�) 
oJ�3.17 Z) ITU-T X.501 | ISO/IEC 9594-2 .( 
Xc� aU�" �C 
Xc �C ������ aU�" �U ����R :5�� ��W�

�'��8��.  
 
directoryBind  OPERATION  ::=  { 
 ARGUMENT  DirectoryBindArgument 
 RESULT  DirectoryBindResult 
 ERRORS  { directoryBindError } } 
 
DirectoryBindArgument  ::=  SET  { 
 credentials [0] Credentials OPTIONAL, 
 versions [1] Versions DEFAULT {v1} } 
 
Credentials  ::=  CHOICE  { 
 simple  [0] SimpleCredentials, 
 strong   [1] StrongCredentials, 
 externalProcedure [2] EXTERNAL, 
 spkm    [3] SpkmCredentials, 
 sasl   [4] SaslCredentials } 
 
SimpleCredentials  ::=  SEQUENCE  { 
 name    [0] DistinguishedName, 
 validity  [1] SET { 
  time1   [0] CHOICE { 
   utc  UTCTime, 
   gt  GeneralizedTime } OPTIONAL, 
  time2   [1] CHOICE { 
   utc  UTCTime, 
   gt  GeneralizedTime } OPTIONAL, 
  random1 [2] BIT STRING  OPTIONAL, 
  random2 [3] BIT STRING  OPTIONAL } OPTIONAL, 
 password  [2] CHOICE { 
  unprotected  OCTET STRING, 
  protected  SIGNATURE {OCTET STRING} } OPTIONAL} 
 
StrongCredentials  ::=  SET  { 
 certification-path      [0] CertificationPath OPTIONAL, 
 bind-token       [1] Token, 
 name      [2] DistinguishedName OPTIONAL, 
 attributeCertificationPath  [3] AttributeCertificationPath OPTIONAL } 
 
SpkmCredentials  ::=  CHOICE  { 
 req [0] SPKM-REQ, 
 rep [1] SPKM-REP-TI } 
 
SaslCredentials  ::=  SEQUENCE { 
 mechanism     [0] DirectoryString { ub-saslMechanism }, 
 credentials      [1] OCTET STRING OPTIONAL, 
 saslAbort   [2] BOOLEAN DEFAULT FALSE } 
 
Token  ::=  SIGNED  { SEQUENCE { 
 algorithm   [0] AlgorithmIdentifier, 
 name     [1] DistinguishedName, 
 time    [2] Time, 
 random   [3] BIT STRING, 
 response   [4] BIT STRING OPTIONAL, 
 bindIntAlgorithm    [5] SEQUENCE SIZE (1..MAX) OF AlgorithmIdentifier OPTIONAL, 
 bindIntKeyInfo  [6] BindKeyInfo OPTIONAL, 
 bindConfAlgorithm  [7] SEQUENCE SIZE (1..MAX) OF AlgorithmIdentifier OPTIONAL, 
 bindConfKeyInfo  [8] BindKeyInfo OPTIONAL } } 
 
Versions  ::=  BIT STRING {v1(0), v2(1) } 



ISO/IEC  9594-3:2005 (A) 

������� (2005/08) ITU-T X.511  33 

 
DirectoryBindResult  ::=  DirectoryBindArgument 
 
directoryBindError  ERROR  ::=  { 
 PARAMETER  OPTIONALLY-PROTECTED { 
  SET { 
   versions   [0] Versions DEFAULT {v1}, 
   error      CHOICE { 
    serviceError  [1] ServiceProblem, 
    securityError  [2] SecurityProblem } } } } 
 
BindKeyInfo  ::=  ENCRYPTED  { BIT STRING } 

 

2.1.8  &��� c�� &!� ��4'
%  

 �1+ 
���) g�B�credentials � DirectoryBindArgument����B��� 
"�� ad�� ������  . ��M"�X��� N�j� �U�simple �C 
strongL��$%�1 
!
�) �C  externalPrcedure)) ( 
������ � +%� ��RITU-T X.509 | ISO/IEC 9594-8(.  

 q�Q�7� ��Wsimple ��e!  Z) ��`�"name) L��'�+�0]K� t�� O7�  (L�"%���1�� validityL�"%���1��  password .
!�"�  ���
Z)2� Z) *+��� 
$%+ . N�j� �U�password unprotected N�j� �U� �C protected)  0��7protected1 �C protected2 (

 � +%� ��R1.18 
������ Z) ITU-T X.509 | ISO/IEC 9594-8 . +�t��validity �1+ �����) time1 �time2 
�random1 �random2 \%�
j� �Kj� q�Q�B� NC Zj�� �]'�8� ��X�� Z) ���8�) H�K� #�� . Zj� �N��n2� k�� ��

L���� 
"�³ ����� *+��W ��� �-! 
B�� 
��R 	
�" 0]� 
.7��� 
��E� 
B�� 
��R Z) H-4��� 
B�� 
��R Z) ��QB8� 

��-��� 
p��8�� 
J%�-)� ��% �1+ 
���) � )password .(
8j� *
��5) 
J%�-) N�j� �U �}
1C N��nC ��.  

 q�Q�B"GeneralizedTime � time1 �time2  ]� �_`K� ^��X�(� 
Y�>�� :J�R ��Wv2{RC �C  . q��Q�7� NW
GeneralizedTime  N�j� �)�8�v1 ]����� �� w�5�� ��YK��� a8� �_`K� ^��X��� ¤ �U )��
�J�j �)W %���1� UTCTime �C 
GeneralizedTime . ��R ��J�$ 
eo) ��
)m ��v) ������� ��� 
X���) �e�! q�Q�B� #�� Z"+��(� N�+�¥ Z) 
���\B) �_W

 q�Q�B" �)�8�GeneralizedTime . q�Q�B" =�UTCTime ��v��� q�� ��� A"%��� 2049.  

 q�Q�7� ��Wstrong � Z) ��`�" �J�!bind-tokenL�"%���1�� � �certification-path ) %���W 
.�7 {� ��+�e� a����� *+�e�
 
������ � 	
� ��R ���+�e�ITU-T X.509 | ISO/IEC 9594-8 (�name G��.��.  N�-��7� Z) ������ ��� Zj��

?j���� ?j���� �Gn�>��� q�UC u��� G��.�� 
"�� . :)�Q�7� ��W�StrongCredentials �C SpkmCredentials 
���� � 
�"�Q���� 
"���� 
-���(� ��)���(� �-8� ���% . Zj�� �xJ��j�� Z) uC N�-��7� Z) 
"��� ��� Zj��L�M"C q��Q�7� Z) 


"�Xb ��
�W +��) �)�j�� O'�U �Xb.  

 ��J�j) q�Q�B�bindingAlgorithm� bindConfAlgorithm B) 
"�Xb ���)m%��1 N`K� ^��X��� ������ 
"��� 
)�Q�
��
�� D�� 
�����) .a$
(� GBn 
������ ���)m%��&�� 
�'�U G��.�� Z�M�"� . a) H!���� 
�'�-�� Z) *�n�� ������ %��©�


��p�7=� � ��� D�� [�"� �
�8)2� ��7��7.  

 /�, q��Q�7�� 
"
B��� �)�j��� ���)m%��1 �e)�Q�B� #�� *%���� g���X) ad��bindIntKeyInfo� bindConfKeyInfo . �U�
 ���X) a) ��Xb� �[�.�� � O'S) *%�+ ���X) ����� 
.7��� *%���� ���X) %���1� � ������� G��.�� Z) �R O��B"

])��� . �� *%���� ���X) N�j"�ORL�
>n xJ�j���  . ��� �� ������� *%���� ���X) ����� �
�" �U G��.�� NC §n=�
	�T 
������
�� �1+ 
���) Z) �S�C �=�¬� .  

�� ����1 � ?03� ����� �0�H /\1( ��7	�,A� ����:#� ��^������ !�D �$ ) �	J���� /RU�ITU-T X.519 | ISO/IEC 9594-5 ( b�
B�1	� ���� ?� ����� %<=T6��U �� i�& !HC ����"0 b .  

+�e� q�Q�B� �
Xb� aU�� NC 
������ D�� N�R ��W :�8�� D�� }��T :�J *) OB-�� 
oJ�12 
������ Z)   
ITU-T X.509 | ISO/IEC 9594-8 (:�8�� �W ��X8�� 
���.(� g"%�>��� �-8� . q�Q�B"�attributeCertificationPath �-8� 
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L�"%���1� �:�J *+�e� � [�-8) �
1� :�J �C ��X8�� 
5U�
) D�� 
�'�-�� *���-�� w)2� g"
>����� a) F 
���.(� ��+�eK %�
U
:�8�� *+�e� 
�nS�.  

]�" ��R ��% 
J�F �1+ �����) q�Q�B� : N�j"algorithm��)���(� ��� a�U��� 
)�Q�B(� 
�)m%��&� 	
�) ��  .
�name aU��(� �5-�B��� O7=� �� . 
���) }��T�time 
J�F� *�) 0�e�J� A"%�� D�� . +���� N�j"�randomY58" +�� ��  ]

L�X��� N�j" NC��X8��� *+���� q�p� �Kj� �5-�B(� �5U Z) q�Q�B� NC Zj�� ����) A"%�� ]M-8" � 
J�W �R Z� .   
�� ����2 ���d� �89 ����� ��	� ���� )��*�,� ?��#� ?0 ����$ �� �:	
� ��^���� b ���� )�*�
� �0�1(  . !�"� - �$ ���8 @0�

�1�� �'$�/0� ��7	�,-�2�3� �	�#� +,-� )�*�
� c �89 ���:0 �= ��; +,-� 5�( +6�7�� 8� . ��7	�,� �	��"� ��d�U �t�"0 �7(�
BIND !HC ���"# )�*�
#� +,-� ?( /R1�� y[� �BINDB�^"� �x^"� �7p�#� ��U�	��� ./"� � O
	�� ��	��3� ��	�#� �x6��� �:,��� 

���� ��1	� 8��1�� ��'$�/0 �	��( BINDL�"�#� W&�, . 

 q�Q�7� ��WexternalPrcedure \ ��X���) %�o8) �%�1 �� �)��Q�7� }
c u��� N�-��7=� ��.Q�� �==��� O�� N�!
������. 

 q�Q�B"sasl  q��Q�7� �8�Simple Authentication and Security Layer (SASL) � +�E� RFC  2222 . ��XJ ��W�
 
����directoryBind ) 
��� 
��U aSaslCredentials  +��" �
�%�! 
�B�7 D�� 
��5M)SecurityError 

� inappropriateAuthentification.  

 �1+ 
���) 	
��versions � DirectoryBindArgument  ���B" #�� 
)�&� ~��DUA�e�! 
R%�K���  . [���v1 D�� 

Y�>�� 1 
��-�� [��� [�R���{�� v2 
Y�>�� D�� 2{�� [�R��� . 
��-�� q�Q�B��v2 
���� � N�R ��W ModifyEntry 

 �"��� ���C 
�����)alterValues  �CresetValue � �7
� �� 
p��J �C G�� NULL  
���.(�) 
oJ�3.11 .( D�� 
��-�� �5M��
v2 D�� 
p��J �C 0�.1C a�U�� q�Q�7� ��W AddEntry� Remove Entry� Modify Entry� Modify DN.  


.7��� �5-�B(� � ������ ~�� �W *
p�� 
B�� NC ]Y58": 

 C (   
��8� uC� DirectoryBindArgument �� ¡�e���b O�"� �5-� ������ ��� 
X���) � 
!
�(� 

¢(   ��%��1 uCW *��B) ���5� 
�!�d� DirectoryBindArgument )~�� ��v) (�e���b O�"� �5-� 	
�� �. 

 N�j) q�Q�B"response L�+�� ��4��L�-�K) N�-��7= }�T 
��p�7� :5�� ��W ]'��K� Z) .  

 ��J�j) q�Q�B�bindingAlgorithm �bindKeyInfo� bindConfAlgorithm� bindConfKey  
"��� 
)�Q�B) ��)���) ���
��
�� D�� 
�����) ������. 

3.1.8  &��� c�� [D��P 


p��8�� +��� ���% G�� g¹ ��W.  

 g�B� �1+ 
���)credentials � DirectoryBindResult ������ 
"�� �"�4�� ����B��� . �"
�� ��)���� g�B��DSA 
)������ 
)�1 *
��5) 
!�� #�� ( �W �e�-8�DUA . �jK�� ?X8� N�j��) �uCCHOICE (����B(� �s �+�m u��� .  

 
���) [��versions � DirectoryBindResult � ~�� Z) uC D�� 
.7��� 
���.(� 
)�&DUALS�! ��+�t�7  DSA. 

4.1.8  &��� c�� 0��!" 

��% `.1 +��" ���
�� G�� �K! ��W. 

 
���) [��versions � directoryBindError  �e���" ~�>�� Z) uC D��DSA.  

 +�t"�SecurityError  �CserviceError ]�" ��R:  
 – securityError inappropriateAuthentication 
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     invalidCredentials 

     blockedCredentials 

 

 – serviceError unavailable 

     saslBindInProgress 

2.8  &��� c�� mN 

 
V�5� N�j" ���+ �W ��XJ *
�! 
"�_ � ��
�� �! NWOSI � *+�E� 4.6.7� 5.6.7 
������   
ITU-T X.519 | ISO/IEC 9594-5 
V�5�� TCP/IP � 2.3.9 
������ Z) ITU-T X.519 | ISO/IEC 9594-5.  

����� ��x10 ��*��� S['1�� �8��1�� ����$ Ou �I� s
 �x	�9 8��1�� +�� c ��� ���\�#� T6��1�� @	� �'\� �i�& �> �1( . 

9  ���� ����� 	
��
� 

 N������ ��8�"*0�
-�� :"read� compare � ��!
� ��R �1.9� 2.9/����� D�� � . 
���� a��b }
c�abondon � 
!
�(� �
3.9�B���� �$C Z) �������� ��� a) �.  

1.9  -0�����  

1.1.9  -0����� _�W�� 
.��� 

 Z) ��)���) ��
Q�7= *0�
U 
���� q�Q�B��1�f)g"
� 	
�)  .t�� O7� Z) H-4��� q�Q�B� NC Zj�� . a�U�� Zj��
 
������ �1+ �����)) 
oJ�3.17���� Z)  
��ITU-T X.501 | ISO/IEC 9594-2 ( �5U Z)G��.�� . ���� G�� ��W�


p��8�� D�� ������ aU�" NC Zj�.  
 
read  OPERATION  ::=  { 
 ARGUMENT  ReadArgument 
 RESULT  ReadResult 
 ERRORS  { attributeError | nameError | serviceError | referral | abandoned |  
    securityError } 
 CODE   id-opcode-read } 
 
ReadArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object    [0] Name, 
  selection   [1] EntryInformationSelection  DEFAULT { }, 
  modifyRightsRequest [2] BOOLEAN DEFAULT FALSE, 
  COMPONENTS OF   CommonArguments } } 
 
ReadResult  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  entry      [0] EntryInformation, 
  modifyRights  [1] ModifyRights OPTIONAL, 
  COMPONENTS OF  CommonResults } } 
 
ModifyRights  ::=  SET OF SEQUENCE { 
 item    CHOICE { 
   entry     [0] NULL, 
   attribute  [1] AttributeType, 
   value     [2] AttributeValueAssertion }, 
 permission       [3] BIT STRING { add (0), remove (1), rename (2), move (3) } } 
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������ITU-T X.501 | ISO/IEC 9594-2.  

 �1+ 
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 N�j) x�M� ]Y58" �G��.�� �5U Z) ���Xb� �e��U�� �C ���XbSecurityParameter�1+ �����) � .  

 q�Q�B"modifyRightRequestª( G��� �"��� ��-n *+��W G�.� �1�����J� .  

3.1.9  -0��� [D��P 


p��8�� +��� �G�.�� g¹ ��W. 
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���) N�j�modifyRights  �1+ 
���) {� :5�� ��W 
8��modifyRightRequest � k�� D�� �"��� �"�t) ����B(� }���
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��E� Z)2� 
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�� G��.�� �"������1�f� �1+ 
���) � *+�E� ���8��� selection .]�" �) D�� 
���(� }��T�:  

�   
>8� +��"SET � entry �j�� ¡attributeF� � H�� ����B( 
!��" ¢��.)  �j�� ¡G4B�� �C 
!�d
value:�J ����B) ��-� *+��) F�� L�X��� N�j" �G4B�� �C 
!�dH!���(� :�8�� 
��U Z� .  

�   [�"permissionª(� D�� [���C �C ������ uC D�� +��(� �1�gp8� �U �_C ����B(� �5U Z)  . 
��n ��
�1�f) [�" �remove 
���� NC D�� RemoveEntry [�" ¡gp8� �U rename 
���� NC D�� ModifyDN a) 
 
���)newSuperior NC� ¡gp8� �U 
5'�� move 
����� ModifyDN a) 
���) newSuperior � 
8��RDN 

gp8� �U �Y�) ��.  

 [�" �O�U� ���J 
��n ��add 
���� NC D�� ModifyEntry [�"� ¡gp8� �U 
��U �C :�8�� ��M� #�� 
remove  
���� NC D��ModifyEntry �C :�8�� G4B� #��gp8� �U ����U .  

����� �  ��/��� �	��( �9!H�m0 ���"� �$ ���d f	6& N9 B�^�� ���d f	6/� �
�\�0 l�� 5�( ) @0 !�0  
basic-access-control .( ���Z �1( �x�=�r q/��permission.  

 ��K�CommonResults)  
oJ�4.7 (
��p�7=� D�� H5.8� Z)C �����) .� D�� a�U���� x�� ��W� �C ���Xb �C �
p��8�� ��
 N�j) Z�M�" ������� 
.7��� �
X$� :�U�SecurityParameter)  
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�jK) a) noSuchAttributeOrValueF� O�" �e8� »S� . Z� �e�! ~�5" #�� 	�
o�� 	
���

 OB-�� � }
12� 0�.12�12.  
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5.1.9  f(�(" +�TP �L���� -0��� ��'4. ���� U��P 

 H5.J� ��Wrule-basic-access-control L�M"C½0�8� H5." u��� G��
��� N�j" � D�� basic-access-control �
��� 
�`B)  0�8v�7��
ª(� �W ��X8�� k!% ��W�1� �x���º� Z) uC Z) :�J 
��U �C :�J �� �C Y�� S!D}
12� 
��º� �5U Z) ��  ���  �+�>��
 ���B�� N�j"�K!��0 DiscloseOnError � basic-access-control k!% uC ]Y�" = ��� ��   

� rule-basic-access-control.  

 N�R ��Wbasic-access-control��  LS�!�� �1�f���X8�� ��5U�
( /���� a������ H5.8" ���0�
U }
b u��� : 

1(   ��� G�."� Readª( �1���0�
U }
b  .L�-5� 
������ �KX� ����B�� g8� � ��W� � 3.1.11.7.  

2(   
>8� +�n ��WinfoTypes � selection NC�� x��" ��-! +��� :�8�� ���C  ��� G�." �:�J �� �R *+
� Read . Z) :�8�� �� 	�¥ ����B�� g8� � ��W�ReadResult . ��5U�
(� H�5.� a����� 
p��J N�R ��W�

L�-5� �e�)�j� 
������ �KX� �:�J ��)���) +��� � ��� � 1.5.1.9.  
3(   
>8� +�n ��WinfoTypes � selection NCx��" �+��� O�-��� :�8�� ���C  �
��U �R� :�J �� �R *+�� 

 ���B�� G�."� Read . Z) :�8�� 	�¥ �:�J ��8� ���B�� g8� � ��W�ReadResult . g8� � ��W�
H!���(� :�8�� Z) 
��-�� 	�T �:�J 
��-� ��� . +��" �:�8�� � 
��U u2 ��� g8) q�� 
��n ��

 
>8�Attribute D�� u��E� SET OF AttributeValueL��%�!  . � ��� ��5U�
(� H�5.� a����� 
p��J N�R ��W�
L�-5� �e�)�j� 
������ �KX� �:�J ��)���) +��� � 1.5.1.9.  

����� ���
� ��� ����#� !�"� - �$ ���/$ �	��"�  � DAP ��	� b LDAP��p�� ���/$ �0�H +(�� ���:0 ��\���� l��
�� z	
 .  

1.5.1.9  g�! -��. 

 :�K! ��W �85�� � :!
� ��R 
������2 �C 3 Z) 5.1.9Z) �n�� 
��>�� 0�.12� *+�� N�j� � : 

 C (   ���X) %��1 +�n ��W) �uCallUserAttribute �C allOperationalAttributes( +��" �securityError a) 
 
�jK)insufficientAccessRights �C noInformation.  

¢(   %��1 N�R ��W �=W�select�  +�) �attributes� / � �CextraAttributes( ���B�� g8) ���! �0�K!�� 
DiscloseOnError  +��" �*%��Q(� ���8�� Z) u2securityError 
�jK) a) insufficientAccessRights 

 �CnoInformation . �=W� +��"attributeError 
�jK) a) noSuchAttributeOrValue.  

2.5.1.9   0�IN: B
.�'%�W �C [D��P 

 � ��+��W }
c 
�)�R �� 
p��J :J�R ��WEntryInformation ��X8�� 
5U�
) G5B� :�J O�U �C ���8�� k�� :!�n �uC �
 
>8� �5M" �
-5.(�incompleteEntry D�� TRUE ���B�� g8) ��W 0�K!�� DiscloseOnError  �U2� D�� �n�� :�J ��8�


p��8�� Z) �� ¾�X�n=� ¤ 
p��8�� Z) �U2� D�� �n�� :�J 
��-� ¾�X�n=� ¤ �C �):�J ��8� ��� g8) 3�n Read.(  

6.1.9   -0��� ��'4. ���� U��P� rule-based access control  

 H5� ��Wbasic-access-control L�M"C 
5B8��� ��! H5." u��� G��
��� N�j" �� rule-based-access-control  
�`B) ]�
�
��� �� �W ��X8�� k!% ��W 0�8v�7�1�f)Y�� S! �x���º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D 
��º� �5U Z) 

}
12�. �� � ���B�� N�j" �+�>�� ����K! 0�DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access-control.  

 N�R ��Wrule-based-access-control �C rule-and-basic-access-control �C rule-and-simple-access-control LS�! �� 
ª(�1�
������ ��X8�� 
5U�
) H5.8� ���0�
U }
b :  
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1(   }��B) ��XJ k!% ��W�1�f)  :Trule-based-access- control a) �KX� 
������ N�! �nameError a) 
 
�jK)noSuchObjectL�-5�  � 4.2.11.7.  

2(  ª(� �W ��X8��� g�B" � ��W�1� :T  ��.�basic-access-control ��R �85�� � +%� 1 Z) 5.1.9 N�! �
L�-5� �KX� 
������ � 3.1.11.7.  

3(   
>8� +�n ��WinfoType � selection :T N�! ��-! :�J ���C +��� NC rule-based-access- control � =
a�� �W ��X8�� g8� Z) :�8�� �� 	�¥� ���8�� ��� Z) :�J O�U ReadResult . H�5.�� a����R ���W�

 +��"� �e�)�j� 
������ �KX�� �:�J ��)���) +��� = 
��U
�� ���attributeError 
�jK) a) 
noSuchAttributeOrValueL�-5�  � 1.5.1.9¢ .(  

4(   
>8� +�n ��WinfoType � selection:�J ���C +��� NC  ��-!  H5.8"basic- access-control ��R � +%� 
5.1.9 �85�� 2(. 

5(   :Trule-based-access- control � %���1= 
>8� +�n ��WinfoTypesNC  N�! ��-! O�U� :�J ���C +��� 
��X8�� g8� �+��� :�J 
��U �j� .�.�(� :�8�� Z) :�8�� 
��U 	�T �:�J 
��U �W ��X8�� g8� � ��W�H� .

 Z) :�8�� �R 	�¥ �:�J � :�8�� O�U uC �W ��XJ g8) q�� 
��n ��ReadResult.  a����R ���W�
 +��"� �e�)�j� 
������ �KX� �:�J ��)���) +��� = �
��U
�� ��� H�5.��attributeError 
�jK) a) 

noSuchAttributeOrValue.  

  6(   H5."basic-access-control  ��R � +%�3.1.9  �85��3(. 

  7(  ª(� O7� +�¥�1� � ��R 
������ 
p��J � +��(� 2.2.11.7. 

2.9  �P���% 

1.2.9  �P���% _�W�� 
.��� 

 
���� q�Q�B�Compare  
��U 
J%�-()G�.�� �1+ 
���) ��%�5���� +�t� #�� ( 
��U a))O�U ( � x�) :�J ���1�f) 
x�) 0]� .1+ �����) G��j�� aU�" NC Zj�� ��
Xc� �e�U�" �C ��
Xc �C 
������ �) 
oJ�3.17 
������ Z)   

ITU-T X.501 | ISO/IEC 9594-2 .(
p��8�� 
Xc� aU�" �C 
Xc �C aU�" NC ������ Zj� ����R :5�� ��W�.  

 
��U uC q��Q�7� Zj�� familyGrouping 0�8v�7�� multiStrand, 
�'�� 0�M�C a�� � ���8�� q�Q�B�� � 
J%�-(� � 
��
	�e�B) :�J 
��U ��R�� ���-) . +�n ��W�familyGrouping multiStrand � ^
�X"compoundEntry.  

 
compare  OPERATION  ::=  { 
 ARGUMENT  CompareArgument 
 RESULT  CompareResult 
 ERRORS  { attributeError | nameError | serviceError | referral | abandoned |  
    securityError } 
 CODE   id-opcode-compare } 
 
CompareArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object    [0] Name, 
  purported   [1] AttributeValueAssertion, 
  COMPONENTS OF   CommonArguments } } 
 
CompareResult  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  name       Name  OPTIONAL, 
  matched    [0] BOOLEAN, 
  fromEntry    [1] BOOLEAN DEFAULT TRUE, 
  matchedSubtype     [2] AttributeType OPTIONAL, 
  COMPONENTS OF   CommonResults } } 
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2.2.9  �P���% &!� ��4'
% 

 
���) NW �1+objectª( O7� �� �1�w�) x�) 0]�  . Z�M� ��W�NameL�%���B) L��n��  O����W O�" �
vRC �C ) 
o¥ � �)

US� ��� 
)�1 
5U�
) �5U Z) .( N�j" �U�Name O7� �� � +%� ��R ����7 ��)���) ��K" �U� �"�� 3.9 Z) 

 
������ITU-T X.501 | ISO/IEC 9594-2.  

 �1+ 
���) 	
��purportedª(� � *+�$�(� ��� a) N%�-� 
��U� :�8�� �� �1� . 
J%�-(� N�j��TRUE §X�n� ��W 
ª(��1��� ]��� :�J ��8� N�R �C 
��
X�� ����J Z) �n�� �C 	�e�B) :�J ��8� �1�f� �C 	�e�B) :�J �� �� 

 
��
X�� ����C Z) �n��) 
oJ�6.7(��W� �
)0��) *���U q��Q�7�� 
!�e�B) 
��U a) q0���� :�8�� ���� 
��U ��8� :J�R  
equality:�8� .  

����� � ��G �9 Compare!H��� ���"0 b C��� `"1�� i�1� K��J `"U ih �:,��� %��a&9 ?�v - . 

��� ���-) �-! 
)0��(� 
���� }
c �:�J 
��U ��R�� � ���7 ����R�� :8�M� ��W ����R�� a�� ]d
� #�� O�-�� 
 � +%� ��R �
8��) ���72.9.8 
������ Z) ITU-T X.501 | ISO/IEC 9594-2  

 � +%� ��R H5.8� G�Y���� ���7 ����R�� N�! �:�8�� 
��U ��R�� � ���7 ����R�� ���K� � ��W�2.2.9.8 
������ Z) 
ITU-T X.501 | ISO/IEC 9594-2.  

 ��K�CommonArguments)  
oJ�3.7 (G�.�� D�� H5.8� Z)C �����)� 
)�&� 
5U�
( 
X���) . = �
������ ��� ^�
�2�
 N�j) N�j"sizeLimit
!�� ��W ����b O�"� 
US� u�  . aU�� �C 
Xb �C aU�� NC 
������ ��� �1+ 
���) D�� N�R ��W�

 N�j) ��K" �G��.�� �5U Z) 
Xb�SecurityParameters���) � �1��� ��.  

3.2.9  �P���% [D��P 

 G�.�� g¹ ��W)
J%�-(� ��X8� ¤ �uCLS�! (
p��8�� +��� �. 

 NWname ª( t�� O7� ���1�ª( %���B) O7� �C �1� � +%� ��R �7.7 .L�8�� N�j"� :J�5�7�� �%���B) [���W ¤ ��W �-! 
RDNs � RDNs�(� O7=� ���©� ���7 %���1� H5� �C 
���2�  O7� Z) +�object 
������ �1+ 
���) � +�t(�.  

 
p��J 
���) §X�Tmatched
J%�-(� 
p��J  . 
��U 
���(� �1`��TRUE N�j�� �
�'���) :J�R� O�-�� 
J%�-) :¨ ��W FALSE 
Zj� � ��W.  

 N�R ��W�fromEntry �� TRUE ª(� ���-) �e�J%�-) ¤ �U ��)���(� N�j��1� N�R ��W� ¡FALSE  ¤ �U ��)���(� N�j�

QBJ ���-) �e�J%�-).  

 
���) N�j�matchedSubtype 
)0��(� 
p��J :J�R ��W �-! 
8�� TRUE  :�8� ]�
! �� NC G5B� 
)0��(� :4¹ ��W�
q0��� �U 	�e�B) .O'���) ]�
! �� D�� u��T� . +��" �
vRC �C �n�� ]�
! �� g��C ��W�D��2�
�5��
��� �  .  

 ��K�CommonResults)  
oJ�4.7 (
��p�7=� D�� 
-5.(� Z)2� �����) . �C 
p��8�� ��� ������ a�U�" NC �� = N�R ��W�
 N�j) Z�M�" ����Xb� �e��U�� �C ���XbSecurityParameters)  
oJ�10.7 (�'��8�� �.  

4.2.9  �P���% 0��!" 

 0�.12� �nC Z� »S�F� O�" �G�.�� �K! ��W*+%���� . OB-�� � 
8��) 0�.1C Z� �e�! ~�5� #�� 	�
o�� 	
���12. 

5.2.9  f(�(" +�TP �L���� �P���% ��'4. ���� U��P 

 H5.J� ��Wrule-based-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� basic-access-control  
�`B) ]�
�
���  0�8v�7���W ��X8�� k!% ��W �1�f)Y�� S! �x��º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D 
��º� �5U Z) 
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}
12�.  ���B�� N�j"� �+�>�� ��� ��0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access-control.  

 N�R ��Wbasic-access-control �� LS�!�� �1�f� u��� ��X8�� 
5U�
( /���� a������ H5.8" ���J%�-) }
b: 

(1   ��� G�."� Readª( �1���J%�-) x��"  .L�-5� 
������ �KX� ����B�� g8� � ��W� � 3.1.11.7.  

(2   ��� G�."� Compare��J%�-) }
b u��� :�8��  .L�-5� 
������ �KX� ����B�� g8� � ��W� � 1.5.2.9. 

(3   ��$� ��W �1+ 
���) O'��" ��J%�-) }
b u��� :�8�� � 
��Upurported  ��� �� g8� #��Compare �
 
��-�� 
������ ����TRUE  
p��J 
���) �matched � CompareResult . 
��-�� 
������ ���� �=W�FALSE.  

1.5.2.9  g�! -��. 

 � 	
� ��R 
������ :�K! ��W5.2.9 �85�� (2 `.&� +��" �Z) �n��R «�>�� : ���B�� g8) ��W0�K!�� DiscloseOnError 
 +��" ��e�J%�-) }
c #�� ���8�� Z) u2securityError 
�jK) a) insufficientAccessRights �C noInformation b �=W�

 +��"attributeError 
�jK) a) noSuchAttributeOrValue. 

6.2.9   �P���% ��'4. ���� U��Prule-based access control 

 H5� ��Wbasic-access-control L�M"C 
5B8��� H5." u��� G��
��� N�j" �� rule-based-access-control  
�`B) ]�
�
���  �W ��X8�� k!% ��W 0�8v�7���1�f):�J 
��U �C :�J �� �C DY�� S! �x���º� Z) uC 
.7���  
��º� �5U Z) 

}
12�.  ��� ��" �+�>�� ���B�� N�j0�K!�� DiscloseOnError � basic-access-control k!% ]Y�" = ��� ��   
rule-based-access-control. 

 N�R ��Wrule-based-access-control �C rule-and-basic-access-control �C rule-and-simple-access-control  LS�! ��
ª(�1� ��X8�� 
5U�
) H5.8� ���J%�-) }
b 
������:  

(1   }��B) ��XJ k!% ��W�1�f) :T rule-based-access- control a) �KX� 
������ N�! �nameError  a)
 
�jK)noSuchObject L�-5� � 4.2.11.7¡  

(2  ª(� �W ��X8��� g�B" � ��W�1� ��.� :T basic-access-control �85�� � +%� ��R (1 Z) 5.2.9 N�! �
L�-5� �KX� 
������ � 3.1.11.7¡  

(3  �� ��R ������ ���" ��e�J%�-) }
b #�� :�8�� 
��-� ��XJ g8� � ��W ¡
8�� �� :�8�� 
��U :J�R 

  (4   H5."basic-access-control  � +%� ��R5.2.9 Z"�85�� �(2� (3¡ 

  (5  ª(� O7� +�¥�1� � ��R 
������ 
p��J � +��(� 2.2.11.7. 

3.9  Abandon   

 Zj� 
���� q��Q�7�� ������ ¢�p�B� #�� �������� �
�abandonL���e) ����B(� ��" � ��W 
p��8���  . NC G��.�� Zj��
 ��
Xc� �e�U�" �C ��
Xc �C 
������ �1+ �����( aU�") 
oJ�3.17 
������ Z) ITU-T X.501 | ISO/IEC 9594-2 .(

 �C 
Xc �C ������ aU�" �U ����R :5�� ��W�
p��8�� 
Xc� aU�".  
 
abandon  OPERATION  ::=  { 
 ARGUMENT  AbandonArgument 
 RESULT  AbandonResult 
 ERRORS  { abandonFailed } 
 CODE   id-opcode-abandon } 
 
AbandonArgument  ::=  OPTIONALLY-PROTECTED-SEQ { 
 SEQUENCE  { 
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  invokeID  [0] InvokeId } } 
 
AbandonResult  ::=  CHOICE  { 
 null   NULL, 
 information    OPTIONALLY-PROTECTED-SEQ { 
     SEQUENCE { 
      invokeID   InvokeId, 
      COMPONENTS OF  CommonResultsSeq } } } 

 

 *��n� �1+ 
���) ��8�invokeID�eR
� x��" #�� 
������ 	
��  . 
��U�invokeID  ?XJ ]�invokeID  ��X8�� 
)�Q�B(�
�eR
� x��" #�� 
������.  


p��8�� +��� �G�.�� g¹ ��W . N�j) ��K" �
p��8�� 
Xc� aU�" �C 
Xc �C aU�" NC ������ �� = N�R ��W�
SecurityParameter ) 
oJ�10.7 (� CommonResultSeq)  
oJ�4.7 (�'��8�� � . ������ aU�" NC u%�
M�� Z) Zj" � ��W�

D��
p��8�� a) ��)���) �7
� = �
������ 
p��J  . `.1 a) 
���2� 
������ �KX��abandoned.  

 `.1 Z� »S�F� O�" �G�.�� �K! ��WabandonFailed . %��© �U �
��� 
�`B) ��%�5�����DSA `.1 ���"� 
������ �
�" =C 
abandonFailed . � `.&� ��� +
"�3.12.  

 H5.8"Abandon�� �-!  ������ �uC �¢��p�7� ������ DRead� Compare� List� Search.  

 �
�" �UDSA���� 
����  . q�U ��W�DSA +���) �B�B� �C 
���� �B�B�� � DSAs
������ �
� �e8) G�." �U �}
1C .  

10  ������ � �� 	
��
� 

3� @�J Z) N������ ��8� :List� Search � N��!
�(� �1.10� 2.10�� D�� /���. 

1.10  List   

1.1.10   _�W�� 
.���List 

 
���� q�Q�B�Listª( Z"
��5(� x������� 
�'�U D�� [�>4�� �1�
n�
� 	
�)  . 
�'�-�� N�j� �U �	�
o�� k�� :T�

�)�R �� *+��(� .
������ �1+ �����) D�� 
Xc� aU�" �C 
Xc �C G��.�� aU�" NC Zj�� ) 
oJ�3.17 
������ Z)   
ITU-T X.501 | ISO/IEC 9594-2 .(
p��8�� 
Xc� aU�" �C 
Xc �C ������ aU�" �U ����R :5�� ��W�. 

 
list OPERATION  ::=  { 
 ARGUMENT  ListArgument 
 RESULT  ListResult 
 ERRORS  { nameError | serviceError | referral | abandoned | securityError } 
 CODE   id-opcode-list } 
 
ListArgument  ::=  OPTIONALLY-PROTECTED  { 
 SET { 
  object    [0] Name, 
  pagedResults  [1] PagedResultsRequest OPTIONAL, 
  listFamily   [2] BOOLEAN DEFAULT FALSE, 
  COMPONENTS OF   CommonArguments } } 
 
ListResult  ::=  OPTIONALLY-PROTECTED  { 
 CHOICE { 
  listInfo    SET { 
   name       Name  OPTIONAL, 
   subordinates   [1] SET OF SEQUENCE { 
    rdn      RelativeDistinguishedName, 
    aliasEntry  [0] BOOLEAN DEFAULT  FALSE, 
    fromEntry  [1] BOOLEAN DEFAULT  TRUE }, 
   partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL, 
   COMPONENTS OF   CommonResults }, 
  uncorrelatedListInfo [0] SET OF ListResult } } 
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PartialOutcomeQualifier  ::=  SET  { 
 limitProblem    [0] LimitProblem  OPTIONAL, 
 unexplored      [1] SET SIZE (1..MAX) OF ContinuationReference  OPTIONAL, 
 unavailableCriticalExtensions [2] BOOLEAN DEFAULT  FALSE, 
 unknownErrors   [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type  OPTIONAL, 
 queryReference   [4] OCTET STRING  OPTIONAL, 
 overspecFilter   [5] Filter OPTIONAL,  
 notification    [6] SEQUENCE SIZE (1..MAX) OF Attribute  OPTIONAL, 
 entryCount     CHOICE { 
  bestEstimate   [7] INTEGER, 
  lowEstimate   [8] INTEGER, 
  exact      [9] INTEGER } OPTIONAL, 
 streamedResult   [10] BOOLEAN DEFAULT  FALSE } 
 
LimitProblem  ::=  INTEGER { 
 timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) } 
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 rule-based-access-control. 
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  (3)   H5.8"basic-access-control ��R � +%� 5.1.10.  
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p��8�� 
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Xc �C aU�" NC ������ Zj� ����R :5�� ��W�.  
 
search  OPERATION  ::=  { 
 ARGUMENT  SearchArgument 
 RESULT  SearchResult 
 ERRORS  { attributeError | nameError | serviceError | referral | abandoned |  
    securityError } 
 CODE   id-opcode-search } 
 
SearchArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  baseObject     [0] Name, 
  subset   [1] INTEGER { 
   baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject, 
  filter    [2] Filter DEFAULT  and : { }, 
  searchAliases  [3] BOOLEAN  DEFAULT TRUE, 
  selection   [4] EntryInformationSelection DEFAULT { }, 
  pagedResults  [5] PagedResultsRequest OPTIONAL, 
  matchedValuesOnly [6] BOOLEAN DEFAULT FALSE, 
  extendedFilter  [7] Filter OPTIONAL, 
  checkOverspecified  [8] BOOLEAN DEFAULT FALSE, 
  relaxation   [9] RelaxationPolicy  OPTIONAL, 
  extendedArea  [10] INTEGER   OPTIONAL, 
  hierarchySelections [11] HierarchySelections DEFAULT { self }, 
  searchControlOptions [12] SearchControlOptions DEFAULT { searchAliases }, 
  joinArguments  [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL, 
  joinType   [14] ENUMERATED { 
   innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin, 
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  COMPONENTS OF CommonArguments } } 
 
HierarchySelections  ::=  BIT STRING { 
  self   (0), 
  children  (1), 
  parent   (2), 
  hierarchy  (3), 
  top   (4), 
  subtree  (5), 
  siblings  (6), 
  siblingChildren (7), 
  siblingSubtree (8), 
  all   (9) } 
 
SearchControlOptions  ::=  BIT STRING { 
  searchAliases   (0), 
  matchedValuesOnly  (1), 
  checkOverspecified   (2), 
  performExactly   (3), 
  includeAllAreas   (4), 
  noSystemRelaxation  (5), 
  dnAttribute    (6), 
  matchOnResidualName  (7), 
  entryCount    (8), 
  useSubset    (9),  
  separateFamilyMembers   (10), 
  searchFamily   (11) } 
 
JoinArgument  ::=  SEQUENCE { 
 joinBaseObject  [0] Name, 
 domainLocalID  [1] DomainLocalID OPTIONAL, 
 joinSubset   [2] ENUMERATED { 
   baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject, 
 joinFilter   [3] Filter  OPTIONAL, 
 joinAttributes  [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL, 
 joinSelection   [5] EntryInformationSel0ection } 
 
DomainLocalID ::= DirectoryString { ub-domainLocalID } 
 
DomainLocalID is a string which locally uniquely identifies a remote domain holding a portion of another DIT. 

NOTE – This string is defined locally and does not need to be registered by any registration authority. 

 

JoinAttPair  ::=  SEQUENCE { 
 baseAtt  AttributeType, 
 joinAtt   AttributeType, 
 joinContext      SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL } 
 
JoinContextType  ::=  CONTEXT.&id({SupportedContexts}) 
 
SearchResult  ::=  OPTIONALLY-PROTECTED { 
 CHOICE { 
  searchInfo       SET { 
   name       Name  OPTIONAL, 
   entries     [0] SET OF EntryInformation, 
   partialOutcomeQualifier  [2] PartialOutcomeQualifier OPTIONAL, 
   altMatching      [3] BOOLEAN  DEFAULT FALSE, 
   COMPONENTS OF    CommonResults }, 
  uncorrelatedSearchInfo    [0] SET OF SearchResult } } 
 

2.2.10  &!� ��4'
% Search  

+ 
���) 	
�� �1baseObject �1�f) 0]� )%�9� Zj�(� Z) �C (½0�8� �X8" u��� �B8��/�2� 345�� ����  . N�j" �U�
baseObject L���LS"��  � +%� ��R ����7 ��)���) ��K" �U� 3.9 
������ Z) ITU-T X.501 | ISO/IEC 9594-2.  

 �1+ 
���) [��subset D�� H5." /�2� 345�� N�R ��W ���:  
   C (  baseObject ¡�-!  
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  ¢(   �-! ]7�7C 0]K� Z"
��5(� x������oneLevel)(¡  
  �(   ������ a��� ]7�7C 0]�wholeSubtree).(  

 �� ]7�72� 0]K�� N�R ��W�1�f)ª(� ��� �u+�� �S1� ��%�5���� 
5R
(� �1�f) H���" ���! ��n� � 
X���) subset.  ��W�
ª( ��B�� �� ]7�72� 0]K�� N�R�1� 3� 
5U�
) %��1 GU�
" �GR
) searchFamily���B�� ?XJ  . 0]K�� N�R ��W�

 ��%�5���� 
�'���� 0�M�C ��" ��X� 
�'�� �M� �� ]7�72��S1�f)
"+
! .  

 �1+ 
���) q�Q�B�filter  D�� 0�M-���S1�f)
�e) �� /�C 3� 
n�B) Z)  . Z� �-! ��)���) +�����S1�f) 
 ���
(� ]d
�) 
oJ�8.7 .( 
�7�7C 0�1%W 
7��7 +�$� ��user-supplied C �search-rule-supplied [�2 ���
(� O�-" �


)0��(� ����-� 
���.(� �'��5�� a) *
).  

 0�1%W 
7��7 +�$� �user-supplied C �search-rule-supplied �C ��� Z) �UC �'��J *+��W G5B" ��­SR �¿+2� *+��W 
� O��-� 
�'S) ��0�1%W q��Q�7�� ����
() 
oJ�8.7� L�M"C 0�1%W 
>8�� ���J+C � SearchAtgument(¦n �"%����� � �$�� 

�S1�f)��0�1%F� 	
�� �C 
�!�R  .>U2� ��� Z) 
vRC �'��J *+�� G5B" ��v(���D q��Q�7�� ����
(� O��-� *+��W 
¦n �"%����� �
�'S) �����-� �$�� �S1�f)R �����-��� Z) �"t(� 	
�" = �C �UC 
�!�.  

������ 1 � ����H&9 />��� c �89 search-ruleBA��� �� ��	U�p �/0 L��D� l�j/#� i	
'� N9 !�"�
#� |��D �$ � ��H&9 ./"� ��8 ?( 
./"0 !�"�
0.  

 N�j) q�Q�B"familyGrouping � CommonArguments �)�� �S1�f)L��-.8) �'�� �  � +%� ��R ����
(� H�5.� �5U 
2.3.7 
�3.8.7.  

 
)�1 
5U�
) �5d �
� D�� �]7�7C 0]� aU�) +�¥ ��8�� ��%���B) [���W }
cdontDereferenceAliases . }
c�
 
���) �5d �
� D�� �345�� [S1 ]7�7C 0]K� x���� x� ���! ��%���B) [���WsearchAliases . 
���) :J�R ��W�

searchAliases ]� TRUE ]� 
���(� :J�R ��W ���%���B(� [���W O�" �FALSE��%���B(� [���W O�" = � . 
���) :J�R ��W�
searchAliases  ]�TRUEª( 
��
X�� *
pK�� � 345�� �����" ��1�%���B) .  

 �1+ 
���) [��selection ª(� Z) 
���.(� ��)���(� D���S1�)  
oJ�6.7 .(���� a)� ���8�� NC ^�
�!� ]Y58" = 

���.(� D�� 
>�-� �C �eBXJ ]� *�'����.  

������ 2 � |��D DSAo# �(��0 ��	��( K
1� W<�� �AH� �7�"�0 ) !HC ���"0 +,� �U�'�,� S�� �W�Search 5�( ������ 
joinArguments ?0 �(��X 5�( L�\��� |��D� �AH�m0Ou &C�\0 ?0 �7�"�0 ����� �	�H�C  ( ��	$ ��[�kDAP-supplied infoTypes 

 @0attributeTypesAndValues  |��D� ��(��#� ��	��"�� ��/u3B�^�� ��J�0 ��"U ��^�� ) �(��X b ��"U �W� �=C�

joinAttPair.joinAtt b JoinArgument.joinAttributes (b�(��0 ��	��( )��*�,�� ��C�(k ��"U &�	�H�  .@0� ���8 .<Z 

o#��AH�o#�� �AH� �:,��� !�"�
#� N9 C�"� ��� �7�P#� DSA ��0��"0 b `"U +	$ K
10 DAP `U�; �89 �C�"#�  ��	$infoTypes 

 S=attributeTypesOnly �	"� 2������ �EntryInformation B�7'GS�J3� !�"�
#� ��:� .  

 �1+ 
���) q�Q�B�pagedResults  G�.�NC��  � +%� ��R �
4X>� 
4X� 
������ �'��J +�9.7.  

 �1+ 
���) [��matchedValuesOnly ª(� ��)���) Z) 	�T x�) :�J O�U NC D���1�*+��(�  . ��"�4��� �$� D���
 �12� [��X�� ��j� � �345�� ���
) � :�8�� ��� O�U a�� ?��� k�� O��B�� �*+���) 
��U ]� :�J +��" �)�8�

)�uC%�5��=� x� � 
��
) 
)0��) ����U �1`"  (L����) TRUE �� Z) ���
) +�8� {� present � #�� O�-�� 	�T ® �
ª(� ��)���) Z) O��B��1�*+��(� .  

 �+�n ��W �1+ 
���)matchedValuesOnly  �1+ 
���) �search \+��� #�� ���8�� D�� 
������ 
�-.8(� 
9��(� H5.8�:  
   C (  
������ ����-�� H5.8� ��n�� ���
) �8� Z) ���
(� ��`� ��W:  

  �   �� ���
(� �8� �� N�R ��Wpresent \ �1+ 
���) N�!matchedValuesOnly  D�� ��`� �� ?��
��� ���
(� �8� � :�8��.  
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�   �� ���
(� �8� �� N�R ��Wequality �C substrings �C greaterOrEqual �C lessOrEqual �C 
approximateMatch �C contextPresent �C extensibleMatc ?�� ��R���� N�j" TRUE �:�8�� 

 �1+ 
���( N�j" =�matchedValuesOnly :�8�� ��� D�� ��`� . ��R���� N�R ��W�TRUE N�! �
 ���
(� �8� a) q0���� � #�� :�8�� ��� 
��U	�Tª(� ��)���) Z) �1�*+��(� .  

�   �1+ 
���) N�! ����
(� �8� �.�C ��WmatchedValuesOnly :�8�� ��� D�� ��`� �� ?��.  
  ¢(  L��-�) ���
(� N�R ��W) �"` Z) ��) 
vRCZ�n�� ���
) �8� (
������ ����-�� H5.8� �:  

�   ���� ���
) D�� ���
(� u��n� �W) �uCnot( � �1+ 
���) N�!matchedValuesOnly  N�j" Z�
����5�� ���
(� � :�J uC D�� ��`� �.  
  �� ����3 � ��H���0 ��G�� ���j/0 5�( �<= K':1� B�^��.  

�   
���( ?��matchedValuesOnly  ��4�
( 
��8� uC ���J D�� ��`�or D�� O�-� #�� FALSE 
 �CUNDEFINED.  

�  ��n �W �-! ���¥ ���
(� � *+���) ��
) ��¥ u��� :�8�� NW D�� O�-�� *�n�� *
) ��
TRUEC � +%� ��R   ( �1+ 
���) N�j� ]j� ��S�CmatchedValuesOnly  
��n �uC �
���!

���p��� Z) 
vRC �C 
��n ]Y�� 
����X�� Z) *�n��.  
�   ���
) � ���
) �R O��-� ]Y58"or � matchedValuesOnly \¦n �"�T Zj�(� Z) N�R ��W 

�J=� �5U ���
(� ���O��-��� Z) �)�j�� 0�e .  

 �1+ 
���) q�Q�B�extendedFilter �S�C +%� �( �"�� ���
) �"�4�� 
.��� 
Y�� ��V�� � . �1��� 
���) N�j� �)�8��
 �1+ 
���) ���b O�" �
8�� ���filter )��$� NW (�e�5�" �)� 
�J�v�� 
�5.�� 
�oJC 
.7��� .��2� 
�5.�� 
�oJC ���p��� 

L��'�+ extendedFilter.  ��R 3� 0�1%W H5."�� filter.  
������ 4 � ?�v ��
�j/#� A; !��P� �0�1( � DUA n0�*�
� e��� l�j/0� 2�3� �"':�� ��RU� n0�*�
� �
�� l�j/0 C�D �� 

z� ��:� �(��#� �t�"#� b �x"'�� �0� �	U���� �"':�� ��RU� .�P��� 2�3� �"':�� +(�� -��0���0 ��(�$ ���	;�� �� `"1�� C�"�#� !	.  

 �1+ 
���) q�Q�B�checkOverspecified  �8� ���" NC ������ Z) G�.��overspecFilter  �partialOutcomeQualifier  ��W
��"�T m��b ���
) 
p��J ��� NC �"�T D�� %+�U ������� 
�%�! 345�� 
���� 
p��J :J�R.  

 N�j) q��Q�7� Zj�relaxation  �"�4��user-supplied RelaxationPolicy  � 	
�(� GR
(� q��Q�7��10.16  
������ Z)
ITU-T X.501 | ISO/IEC 9594-2.  

 G�� ��+�n #�� �'��5�� 
"+`� O�" =search  ���! «�� �� 345�� N�j" NC �"�5�� G57 ��W *+�� 
"%�+W 
-.8) 
)�1 �
 H���"� governing-search-rule . ��e�J� Zj��governing-search-rule�"�5�� 
)0��) *���U N�j� �)�8� :  

   C (  L����! G4B� ���
) Z) 
vRC �C �n�� ���
) �8� search b�C  

¢(   
X���) �e�8�matchingUse :�8�� ��8� ) 
oJ�2.10.16  
������ Z)ITU-T X.501 | ISO/IEC 9594-2.(  
�� ����5 ��0 ��(�$ �9  �0��nullMatch  ��, 5�( OpM� � l�j/#� ?0 /�;� �� �
�� l�j/0 �1� . )��*�,� �1(�

 �x�1� �$ �%<= �0���#� ��(�$governing-search-rule.  

 
!�" � ��W �C *+�� 
"%�+W 
-.8) 
)�1 �%�1 345�� 
���� 
"+`� ¤ ��Wgoverning-search-rule N�j) 
RelaxationPolicy \ H5.8"user-supplied RelaxationPolicy  � +%� ��R7.10.16  
������ Z)ITU-T X.501 | ISO/IEC 

9594-2 . N�j" �)�8��user-supplied RelaxationPolicy L�8�� L�M"CL�-5� GR
(� H5.8" �/���� 0�
$h� :  

(1   � *+�E� 
�7�72� �"�5�� 
7��7 NWsearch-rule���� [S1 H5.8� ���$� NW � 
search-validation .
H5.8� /������
����  ��+�n #�� 
�7�72� �'��5�� governing-search-rule.  
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(2   G�� � +�E� ���-���� 
�7�72� �'��5�� H5.8�search� xn ��W . 
�7�72� �'��5�� H5.8� = ���� a)�
 G5B� #��� ��e�Jgoverning-search-rule�e���b O�" Zj�� � ..8�� 
��U H5oldMatchingRule)  ��W

�+�m ( �"�� 
7��7 ¢��� � H5.8� NC Zj� #�� �uC �
�7�7C 
)0��) *���U D�� 
���� ��� �
]7�7C search-rule-applied.  

(3  0�1%W �'��� NW/ G�� � *+�E� ���$� NW ����-�search � 
�5�) ���-� D�� 
�'�U 
)0��) uC a) H5.
� 
!
�(� ����-�� 7.10.16 
������ Z) ITU-T X.501 | ISO/IEC 9594-2 . *���U 
e$��) :¨ ��W�

 a) 
-��.) q�� � :55B� 
.-J �8� 
�"�� 
)0��)governing-search-rule ��� x�(� �"�5�� �
�" �
 �'��� uC a) ��)�j���W G�� � �+�n �U N�j� 
�!�dsearch ��� :�8�� ��8� . �
������ [S1 ��W�

¤ 
X���) 
�5�� minimum �C maximum *+�E�  G�� �search\ 
������ �U���.  

4(   0�1%W H5.8"governing-search-rule- supplied �C  :�J ���2 �"�� +�$� q�� 0�8v�7�� ����-� �'���
��£�+C ¤ �U ���-��� �C 0�1%F� �'��� N�j� .��U D�� �-! ���-� �C 0�1%W �S"�5� H5.8� �uC 
)0��) ��

¦n ^
��� � :�J ���2���-� �C 0�1%W �"�5� �W Nº�  . ��X���) [�t� = �
������ Z) 0t9� ��� ��
minimum �C maximum *+�E�  G�� �search H5.8� �L=�� � *+�E� Z) governing-search-rule.  

 G�� � +�� �"�� �
�U� ��Wsearch  �
���) �� 
)0��) *���U�_�j) � 
����� 
)0��(� *���U �o� . ��� :�K! ��W�
 �JC D�� ���
(� �8� O�-" �
���) 
)0��) *���U +�cW � 
�p���
�7=�UNDEFINED.  

½0�1%W q�o8�� 
!�" NC ����B(� �
�-" NC Zj�L����-� �C  
X'�m 
)0��) *���U �"�T 
.7��� systemProposedMatch.  

 N�j) [�"extendedArea  0�1%F� }��B) D��)
X� Z) {RC N�R ��W ( ���-� }��B) �C)Z) �UC N�R ��W
X�  .( ��W�
L�8�� N�j(� ��� N�R � +%� ��R ����-��� �C 0�1%F� D�� 
�\" �7.10.16
������ Z)  ITU-T X.501 | ISO/IEC 9594-2.  

 3� 
5U�
) NWhierarchySelection � ���� 
�B�7 
.7��� +�T �j� H���� 
�5��
� *
)m � ���
� %���1� �W }+\�1�f) 
O'���) .ª(� ���b }
c��S1�
�5��
��� *
)t�� Z) 0t$ :B�� #�� 
�'���(�  . O'��� ¤ ��W��S1�f) = �
�5��
� � *�"�� 

ª(� ?XJ � ���
��� %���1=� ��8"�1�*�n�� *
) Z) 
vRC ��+��W }
b u���  .j� � ��W� = �
8�� ��� 345�� 
5U�
) Z
���
� %���1� }+\" .��5�R
� � �C ��+
X� 0��7 
8j� 
������ ��%��&� N�j� �x¥ �)�8��:  

 C (   [�"self  ��)���) NC D���1�f) Z) +��� �S1�f)
�'���)  . H��.�" ���n��� %��&� �� ��� N�R ��W�
���
� %���1� 0�+C q�� a).  

¢(   [�"children  �j� NC D���1�f)ª(� ��)���) +��� �O'���) �1� NW �*
��5) x�5��
��� [�X�2� a�� Z) 
 �j� ����$��1�f)O'���)  . Z) ��)���) +��� =��1�f)*��n��� 
���� ]� ��� :J�R ��W O'���) .  

�(   [�"parent  �j� NC D���1�f)ª(� ��)���) +��� �O'���) �1�
��� 0��º� a�� Z)  NW �*
��5) x�5��
 �j� ����$��1�f)O'���)  . Z) ��)���) +��� =��1�f)*��n��� 
���� ]� ��� :J�R ��W O'���) .  

+ (   [�"hierarchy  �j� NC D���1�f)ª(� ��)���) +��� �O'���) �1�x�5��
��� 0��º� a�� Z)  . +��� =�
 Z) ��)���)�1�f)� 
���� ]� ��� :J�R ��W O'���) *��n��.  

� (   [�"top �j� NC D�� �1�f)ª(� ��)���) +��� �O'���) �1�
�5��
��� 
�-�� Z)  . Z) ��)���) +��� =�
�1�f)ª(� Zj" � �) �*��n��� 
���� ]� ��� :J�R ��W O'���) �1� �� O'���(� �1�f)
�U .  

� (   [��subtree  �j� NC D���1�f)ª(� ��)���) +��� �O'���) �1�Z) ���$� NW �x�5��
��� [�X�2� a��  .
 Z) ��)���) +��� =��1�f)*��n��� 
���� ]� ��� :J�R ��W O'���) .  

 m(   [�"siblings  �j� NC D���1�f)ª(� ��)���) +��� �O'���) �1�x�5��
��� ¢�BJ2� a�� Z)  . +��� =�
 Z) ��)���)�1�f)*��n��� 
���� ]� ��� :J�R ��W O'���) .  
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�(   [�"siblingChildren  �j� NC D���1�f)ª(� ��)���) +��� �O'���) �1� x�5��
��� [�X�2� a�� Z) 
x�5��
��� ¢�BJ2� a��9 *
��5) . Z) ��)���) +��� =��1�f) 
���� ]� ��� :J�R ��W ���BJC� O'���) 

*��n���.  
�(   [�"siblingSubtree  �j� NC D���1�f)) +��� �O'���) ª(� ��)����1� ¢�BJ2� a��9 [�X�2� a�� Z) 

x�5��
��� . Z) ��)���) +��� =��1�f)*��n��� 
���� ]� ��� :J�R ��W ���BJC� O'���) .  
  u(   [�"all�  �R NC D��1�f) a�� Z) ��)���) +��� �O'���) �S1�f)
�5��
� *
)m .  

 N�j) u��¥searchControlOptions  ��%��1 D�� �-! 
���� D�� H5.8� 
5U�
)Search�-!  . �'=+ N�j(� ��� �$�"�
345�� �1+ 
���( ¯=�� �� ��J�j) �v) �==��� O�� ?XJ a) .N�j(� ��� O��" 
)�1 *%�+W �"�¨ ��X8� O�+ NW .

 �5M"�L�M"C [�7%W O��+ ��X8� ) ��v)DUA (
!�dF��-��.�(� ���5�� ¯=�� �� ��J�j) �5d �W  N�j(� ��� � 
) � �)
G�Y���� H5.8" .( ��X8� �5-�7� ��W�DSA G�� O��+ search G�.�� � ¯=�� �� ��J�j) ���p�" �N�j(� ��� a) . ��W�

L�5'�� N�j(� ��� N�R��J+C +%� �) 0�8v�7�� ��e.5d +��" ���5�� a�� NC D�� G�Y���� �5M�� OeX" �G�.�� � :  
 C (  
5U�
) %��1 NW 3� searchAliases  3� �1+ 
���) N�j( �"�� ��searchAliases . ��� :.5d ��W�

 N�j) a) H��.�� �
�5��searchAliases  �JC D��TRUE . N�j) N�R ��W�searchControlOptions L�5'�� �
L�-5� G�Y���� 
��-�� N�j� ( N�jsearchAliases N�j) N�R ��W �uC �searchAliases L�5'���C  D�� �5d 

TRUEG�Y���� 
�5�� ��� �5d }
c �.  
¢(   3� 
5U�
) %��1 NWmatchedValuesOnly 3� �1+ 
���) N�j( �"�� �� matchedValuesOnly . ��W�

 N�j) a) H��.�� �
�5�� ��� :.5dmatchedValuesOnly  �JC D��TRUE . N�j) N�R ��W�
searchControlOptions L�5'����� 
��-�� N�j� �L�-5� G�Y� ( N�jmatchedValuesOnly N�R ��W �uC �

 N�j)matchedValuesOnly L�5'�� D�� �5d �C TRUE �e.5d +��" =W� ¡G�Y���� 
�5�� ��� �5d }
c �
G�Y����.  

�(   3� 
5U�
) %��1 NWcheckOverspecified 3� �1+ 
���) N�j( �"�� ��checkOverspecified . ��W�
�
�5�� ��� :.5d N�j) a) H��.�� checkOverspecified  �JC D��TRUE . N�j) N�R ��W�

searchControlOptions L�5'��L�-5� G�Y���� 
��-�� N�j� � ( N�jcheckOverspecified N�R ��W �uC �
 N�j)checkOverspecified L�5'�� D�� �5d �C TRUE �e.5d +��" =W� ¡G�Y���� 
�5�� ��� �5d }
c �
G�Y����.  

+ (   3� 
5U�
) %��1 [�"performExactlyL�-5� �5M��� ��£�+C }
c 
������ NC D��  ��� 
)0��(� ����-� 
:-5.J� ��W �
�7�7C 
)0��) *���U �"�� ��� ���
(� �e8�d �C �+�n ��R 
US��� . �8� +�¥ �)�8��

 ���
)extensibleMatch  G�� k!
" �
���) �� 
)0��) *���Usearch 8� 
5U�
) %��1 �5M" �)�
��� 345�� . �JC D�� ���
(� �8� O�-" �=W�UNDEFINED . 
���� �C�� ��W�Search �e���-� 
�n
) 

 � 
)0��) ���-� ��e�J� ¤� 
)�& *+�� 
"%�+W 
-.8) � 
���2�search-rule �KX" �search-rule � ��� 
U�
) %��1 �5d ��-! ��W� ���W 3� 
�nS� %�
UW��� 345�� 
5.  

� (   3� 
5U�
) %��1 N�j"includedAllAreas N�j) N�R ��W �-! 
US� �� extendedAreaLS)��  
X� 
��-� 
{RC �C .����b O�" �}
12� �=��� a�� �� . 
��-�� :J�R ��W�TRUE\ �=W� ¡�£�+C }
c 0�1%W 
�)�� 

L�8j� N�R ��W �)�K�� 0�1%F� }+\")  
oJ�6.13  
������ Z)ITU-T X.501 | ISO/IEC 9594-2.(  
� (   3� 
5U�
) %��1 q�Q�B"noSystemRelaxation0�1%W ��7��7 H5.� =C ����B(� G�." �)�8�    

DSA-supplied . H5."�DSA 
�7�7C 
7��7 �$�� � �) �
�7�7C 
7��7 user-supplied = Zj�� ��e�Y�� 
Hn= ���-� �C 0�1%W H5.8" .= �uCL���C ���
(� O�-" ª(� 
���, � *�n�� *
) =W �S1� =W �
4�
(� 

 0�1%W G5B�user-supplied.  
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m (   3� 
5U�
) %��1 q�Q�B"dnAttributeª( t�� O7� ���8�� NC D�� [��� �1� q�Q�B� 
!�dF�� ���J �W 
ª(��1�ª(� ���-) ���
) O��-� �8� �1� .DY�� ��5d ��W�
X���) uC  � dnAttribute  ���
) +�8� � 
8j�

extensibleMatch . H5.8"�L�M"C���
) �8� ���C D�� .  
�(   3� 
5U�
) %��1 N�j"matchOnResidualName 
)�1 
5U�
) %��1 �5d ��W �-! 
US� �� 

partialNameResolution .B(� O7=� Z) �-! 0t$ 
J�5�7� D�� %+�U ������ NC D�� [��� q�Q�B"� 	�e�
 
���� �search \ �)����AVAs � RDNs ���
) +�8� �_C D�� 
J�5�B(� �� AND'ed equality . +�8� NW

 ]� ��� ���
(�AND'ed ���-) 3� O��-� Z) �j� 3� ���
) a) search-rules 
)0��(� �1�f).  
�(   3� 
5U�
) %��1 [�"entryCount �� NC D�� �1�f) 
p��J � +�t" search  
5U�
) Opn �n �)W 
��n �

�m��b ¤ �U u%�+W Opn �n �C 
)�1 . q�-"�entryCount ª(� +�� D�� 
�=+�S1� O�" � ��W +��� #�� 
Opn �n 
e$��) . 
)�1 
5U�
) %��1 �5d ��W ��� 345�� 
5U�
) ���b O�"�subentries.  

u(   3� 
5U�
) %��1 [�"useSubset N�j) NC D�� imposedSubset search-rule ����b }
c ) 
oJ�
9.10.16  
������ Z)ITU-T X.501 | ISO/IEC 9594-2.(  

�(   3� 
5U�
) %��1 [�"separateFamilyMembers O�%�5���� 
�'�� 0�M�C *+�� D�� �S1�f)L=�� 
�>X8)  
 H�K) :�J � x,�) Z)family-information.  

[(   3� 
5U�
) %��1 +�¥searchFamilyGR
) :�8� ��7 �� ]7�72� 0]K�� N�R ��W 345�� 0�+C 
�X�R  .
L�X�7 ]7�72� 0]K�� Zj" � ��W %��&� ��� ���b O�"� �5d ��W �C entryOnly � CommonArguments �C 

ChainingArguments . D�� �-! 
������ }+\� �%��&� ��� �5d ��W��1�f) 
�'�� �M� �R ��"� GR
) 
R1�f�� ��X���� H���" ���! �>X8) subset �sizeLimit . %��1 �5M" � ��W�searchFamily {��" �
ª(��1� GR
(� LS1�f)L���n�  
X���� H���" ���! subset.  
�� ����6 �BA�0 �89 �OH3� Y"�  i'a subset  5�(baseObject ����� familyGrouping �= entryOnly ! !; ��>

 ��6�( �^(z�'�� ?0 ��d �WC/> �� 5�( ��=.  

 �1+ 
���) q�Q�B�joinArguments ��XJ� �"
�� ^
Y� 345� #�� ������ Z) 
�!�d=� 0�t$2� �"�4�� �S1�f) 
-���) 
ª(���S1�ª(� ��� � q�Q�B� #�� ���8�� �"�T� /�2� 345�� � �S1�
US��� ���  . ��%�5���� *+�� �_C Z) O�
����

SEQUENCE �1+ �����) �� 
eo� #�� G��
��� N�! �joinArgumentsL��e) ?�� .  
������ 7 � ���Z �1( joinArguments ! z� !;� 2�3� z�'�� ]�"�b�a9�:	,��� T6��1�� ?0 �(��X T�1� nU�  . �(��X !; !J���

 ��J��0 ?0 �r�1�� �:	,��� T6��1�� ?0joinArgument z�'�� T6��U @0 b T6��U W� �C�( !'$ �AJ��� @	� ��C� q/�� �2�3� 
SearchResult .!	���� S��"�
# �	6/0 �:	,��� T6��1�� ���� -�.  

 �1+ 
���) 	
��joinBaseObject �1�f) 0]� )%�9� Zj�(� Z) �C ( 3� �j� �B8����dW�X8"  . N�j" �U�
joinBaseObject L���LS"�� �)���) ��K" �U�  � +%� ��R ����7 �3.9 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.(  

L�"%���1� +�T �1+ 
���) domainLocalID DIT 345�� 3�)�� ��! O�" �>X8) � joinBaseObject .L�5'�� N�R ��W�  3)�"
 345��� joinBaseObject . �DITs � 
!�
�(� DSA.  

 �1+ 
���) [��joinSubset R ��W ��� 3� N���dWD�� H5." :  
   C (  joinBaseObject ¡�-!  
  ¢(   �-! ���� ]7�7C 0]K� Z"
��5(� x������)oneLevel(¡  
  �(   ������ a��� ���� ]7�7C 0]�wholeSubtree).(  

 �1+ 
���) q�Q�B�joinFilter D�� 0�M-�� �S1�f)
�e) �� /�C 3� 
n�B) Z)  . ]d
� ��)���) � 
o8"�joinFilter 
 a) ������S1�f)
US� ���  . +�¥ � ��W�joinFilter N�j) 
��U q�Q�B� �filter � SearchArgument . +�t" � ��W�
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 N�j)filter � SearchArgumentN�j(� ���� G�Y���� 
��-�� q�Q�B� � .L�8�� N�j" �)�8�� �)��" �joinFilter L�-5� ����-� 
extendedFilter.  

 
���) q�Q�B� �1+joinAttribute ���� q�Q�B� #�� ���8�� ���mC �"�4�� �S1�f) a) /�2� 345�� Z) �S1�f) Z) 
 3���dW . {��"��1�f) /�C 3� Z) ")�1�f)/�C  ("L�-���)f� �1� 3� Z) ��dW") �1�f) ��dW (" �$� ��W

joinAttrPair
�-�-n 
������ ��
K�� N�j� 3�� :  

   C (  �� N�j"f��1� ��+�n #�� :�8�� �� 
��U /�2� baseAtt¡  

  ¢(  �� N�j"�1�f� ��dF� ��+�n #�� :�8�� �� 
��U joinAtt¡  

�(  ª(� � :�8�� O�U }�nW N�j��1�ª(� � :�8�� O�U }�nW� /�2� �1� ��dF�L�-5� 
"��B�)  ����-�� 

������:  

    (i   H5.8� ��eBXJ ]� :�8�� ���C :J�R ��W¡��� :�8�� ��8� 
"�B��� 
)0��) *���U  

(ii   
)0��) *���U H5.� �G�R
��� ����U ?XJ �� Zj�� ��eBXJ ]� :B�� :�8�� ���C :J�R ��W
�� +�E� :�8�� ��8� 
"�B����1�f�¡/�2�   

(iii   N�R ��WjoinContextsL�8�� -��� � *+�� ��U��B� :�8�� O�U �-! q�Q�B� NC Zj� ��-5� O�L� 
 *���-��i( �C 2(�S�C  . N�R ��W�joinContextsL�5'��  ��U��B�� a�� :�J O�U q��Q�7� Zj� �

L�-5� O��-��� �  *���-��i( �C 2(�S�C .  

 O��-� �8�joinAttributes ��� ���8� 
��
! ���C ���b O�" ����� ��� �$C Z) . �-! q�Q�B��baseAtt �joinAtt 
�� ��d�� N��!
�(����� ��� O��-.  

 �)W O�-�� 
"�B��� *���U :-5� ��WFALSE �C UNDEFINEDª(� {��� = ��1�
US� ��� �_C .  

� �
K�� :T 
57�8) 
)0��) *���U H�5.� Zj�(� Z) Zj" � ��W� (ª(� {��� = ��S�C�S1�
US� ��� �_C .  
������ 8 �Ou C�C/�,-� @1# ���1"�� �A�9 S['1� �C�"�0 +	$ ��8 ��"U ?�^�� �AJ� ���Z �1( �  Y"0 - ��	:"# ��"�#�  .BA��> �

 )�*�,� �89!H�m0 �C�"�0 +	$ n� `"U ��J��0 ?( T�1� �� ?�v ��1t b ���^( 5�( L�	� e¡�0 ./"0 !�0 �C�"�0 +	$ ��8 ��"U 
 5�( q��Z �:��/�0 Ou �(��X �C�( N9 !J� ��C� �1(����^(� ��8 N9 �0� ��/���9 ��/� ?���1(� e���= )�$&�� �/0� �� . ���8 @0�

o#� @	� C�"� ��	d&�H �AJ� ���Z �1(�AH��$A( ��8 ?�� c �89 s
 �C/�
� ��� .  

 �1+ 
���) q�Q�B�joinSelection 345� 
.�7� 
p��J Z) ���J D�� 0�M-�� ��dW
�­C �� :B�� .  

 �1+ 
���) q�Q�B�joinType  D�� �£�+C O�" u��� ����� �� �"�4���S1�f)]�" ��R 
US� ��� :  

 C (   +�n ��WinnerJoinª(� 
���, ��K� ��1�ª(� ��� ���8�� �S1� l�7C D�� ��� �_`K� ¤ #�� �-! 
 � *+�E� :�8�� ���mCjoinAttributes  �R ��K"��1�f)ª(� a�� ���J �S1�-��.�(� 
-���(�  ��%�5���� 


 :�J O�UrelatedEntry.  

¢(   +�n ��WleftOuterJoinª(� 
���, ��K� ��1�ª(� a�� ���8�� �S1� ¡
���2� ��45�� �5U Z) *%��Q(� 
ª(� a�� ��K���S1� � *+�E� ���8�� ���mC l�7C D�� ��� �_`K� ¤ #�� joinAttributes  a��

ª(��S1� 
-��.�(� 
-���(�  :�J O�U ��%�5����relatedEntry.  

�(   +�n ��WfullOuterJoinª(� 
���, ��K� ��1�ª(� a�� ���8�� �S1� /�2� ��45�� �5U Z) *%��Q(� 

�!�dF��ª(� a�� ��K�� ¡�S1� � *+�E� ���8�� ���mC l�7C D�� ��� �_`K� ¤ #�� 

joinAttributes ª(� a���S1�(� 
-���(�  :�J O�U ��%�5���� 
-��.�relatedEntry L=�� Z) �S1�f) 

¥
�.  
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��U u��T � �) ����� 
���� }
b Z�joinAttributes D�� joinAttrPair  �R N�j"� �U2� D��joinAttrPair  D�� ����

)0��) ����U l�7C .� ]�" �) N�j"� ������ 
���� }
b Z� �
���� ]� ��� Zj� � ��W� �R �)+ ���J �joinAttrPair \

����� �� D�� ����".  
Join-type Merged output 

inner-join empty 

left-outer-join primary results only 

full-outer-join results from primary and joined search 

ª(� N�j� �=W��S1�� ��� :�J O�U a�� �"�t� �e8j� �)�8� ����� 
��\) 
US��� ��.  


�'���) ��� ���J ��5�R
� a�� ��� �'��J ��K�.  
������ 9 �BA�0  ]�(� �A� B� C; �AH�m�� 2�� z� ?0 P� Q� R; �AH�m� z� ?0 b�a9 )��*�,�� J ��	$� �joinAttrPair 

 �~	�U ¢�Z �	����� ��0���#� �� �/�>�� ��7��:�0� J:  
– A with P, A with Q, A with R 

– B with Q 

– C with P and C with Q 


���(� �'��8�� ��K� �N�W:  
– A with {P,Q,R}  

– B with {Q}  

– C with {P,Q}  

 �'��J ���n Z) O�
���Q��
) �S� .  

 ��K�CommonArguments ) 
oJ�3.7 (G�.�� D�� H5.8� Z)C �����)� 
)�&� 
5U�
) 
X���) . NC G��.�� D�� N�R ��W�
aU�" N�j) Z�M�" �
������ ��� 
Xc� aU�" �C 
Xc �C SecurityParameters)  
oJ�10.7 (�1+ �����) �.  

3.2.10  67 [D��P  

 aU�) �"�T ¤ ��W ���XJ 
5U�
) �
� D�� �G�.�� gp8"baseObject \ � ��W� ���+��� a���� uC +�$� Z� 
o8�� kY�
�+W 
-.8) � +�n ��R 
)�1 D�� +��U �$���e�����) Z) 345�� 
���� ��� a8� 
)�& *+�� 
"%.  

������ 1 � 5�( K':0 �j/0 Ou z�'� T��1�� ���� - �$ ��<  �	"	'G �~	�1;� !H�m0 f�U ���~�,� N9 S"
� ���/7� !p�� �	
� 
�� ��"U �(��X!H�m� . �	"� OH3� �� �'
� �<=�AttributeErrorb �&��� ��"U �d�� c �89 o#� !H�.  

 NWnameª( t�� O7� �� �1�ª( %���B) O7� �C �1� � +%� ��R �7.7 . :J�5�7�� %���B) [���W ¤ ��W �-! x� ���
RDNs � RDNs O7� Z� +��" u��� O7=� ���1�� ���7 %���1� H5� �C �
���2� baseObject  �1+ 
���) � +�t(�

������ .  

 
���) �-8�entries�)���(�  �R Z) 
���.(� ��1�f)) 
vRC �W 
X� ( ���
(� ]d
� #��) 
oJ�5.7 .(�� �U�` 0��2� 
�
 Z) 0tpR *+�t(�entries ��� ��R ��U��7 
.7��� Name  �7.7 .ª(� ��)���) ��K� �U��1� ��R �
�'�� ��)���) 

 
>8� �e5�."familyReturn � EntryInformationSelection .���X��� 	
�"� x� familyGrouping� familyReturn  Z) O��-� �
 � +%� ��R �+��" �( /���� O��-���� ���
( �n�
) a�%C3.8.7.  

 ��� +
"partialOutcomeQualifier � 3.1.10.  
������ 2 � ��0��"0 ���� �0�1( !H�m0 ���"0 ]( �x	�( !��� ���0�; Ou �C�"0 incompleteEntryo#� ��0��"0 b !H��C�"#� .  

 
���) [��altMatching G�� +�n ��R 
U�� H5.� � 
)0��(� *���U NC D�� search.  
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 :�J q�Q�B"appliedRelaxation 
>8� � notification � CommonResults 0�1%h� :�M1 #�� ���
(� ���J D�� [��� 
 
>8� �e--n #�� �� Z) ����-��� �Cbasic 0�1%W 
7��B� )oJ� 
16.12.5  
������ Z)ITU-T X.520 | ISO/IEC 9594-6.(  

 
���) NWuncorrelatedSearchInfo :X�� ��R ]� � uncorrelatedListInfo  �3.1.10.  

 ��K�CommonResults 
��p�7=� D�� 
-5.(� Z)2� �����) . ��� 
Xc� aU�" �C 
Xc �C aU�" NC ������ D�� N�R ��W�
j) Z�M�" �
p��8�� N�SecurityParameters)  
oJ�10.7 (�'��8�� �.  

4.2.10  �%
! -���:  

 OB-�� � +%� ��R 
)�& *+�� 
"%�+W H��8) 
"%�+W 
.�7 O�-� NC Zj�7
������ Z)  ITU-T X.501 | ISO/IEC 9594-2. 
�8) u`� H���" ���! 345�� 
���� 
>U 
.7��� 
)�&� 
"�� NC 
"%�+F� 
.�B�� ��� g�B"� H�� DIT �e�! 345�� Zj� 

345�� ����U �"
�� 
.7��� ��� �W �)� ��+��W Zj� #�� ��)���(�� �e��jK� Zj� #�� ��45�� ���.  

5.2.10  67 0��!"  

*+%���� 0�.12� �nC Z� »S�F� O�" �G�.�� �K! ��W . OB-�� � 
8��) 0�.1C �e8� ~�5� #�� 	�
o�� 	
���12. 

� 0�
$W �8�� +�� *+��W Zj� �
)�& *+�� 
"%�+W H��8) � ����dW ��>X���� +%� ��R `.1 ��)���( 
���>X� 
��8�� 
 OB-�� �13.  

6.2.10   ��'4. ���� U��PSearchf(�(" +�TP �L����  

 H5.J� ��Wrule-based-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� basic-access- control  
�`B) ]�
�
���  0�8v�7�� �W ��X8�� k!% ��W�1�f)�J 
��U �C :�J �� �C DY�� S! �x��º� Z) uC 
.7��� : �5U Z) 

��º� }
12�.  ���B�� N�j" �+�>�� ��� ��0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��

rule-based-access-control. 

R ��W N�basic-access-control��  LS�! Z) 0t$ DIB��X8�� 
5U�
( /���� a������ H5.8" ��v� }
c 3�n :  
  1(  �� +�� ��� G�." =�1�f� �1+ 
���) 
.7��� 	
�(� baseObject.  

������ 1 � ��; �89 baseObject  &�R10 bSearchArgument)  !HC ���"0 C�Z �0�1( �W�subset 
baseObject �� wholeSubtree ( �1'�� b �C��� 8��1�� �'$�/0 K':1�2 ( s
5.(  

2(   �j��1�f)  %�o8) �SearchArgument ��� G�." ���! 
o8�� g�
) Browse . ���b }
c�
ª(��S1����B�� ��� �� g8� = #�� .  

3(   �1+ 
���) H5.8�filter �R D�� �1�f)�� �1C ��� ��! 
o8�� �
�  �852 (L�-5� %�5��=� x� �]�" �( :  
 C (   �j�FilterItemL���J +�¥  ��� G�." �FilterMatch O��-� �5U :�J ��8� FilterItem  0��7

TRUE �C FALSE . O�-"�FilterItem  �JC D�� ��� �� g8� = u���UNDEFINDED.  
¢(   �j�FilterItem :�J 
��U +�¥ 
�!�dW ��� G�." �FilterMatch 
o8" Nt� :�J 
��U �j� 


)0��(� ^�
�2 ��! . O'��� 
��U ��$� ��W�FilterItem O�-" ���� �� g8�� FilterItem  �JC D��
TRUE �JC D�� O�-" =W� �FALSE.  

4(   �1+ 
���) H5.8�joinCriteria � �:8�n ��W �R D���1�f) �85�� �1C ��� ��! 
o8�� �
� 3 ( x� �
 %�5��=�L�-5�]�" �( :  

 C (   �j�JoinCriteriaItem  ��� G�." �:�J +�¥FilterMatch O��-� �5U :�J ��8� 
JoinCriteriaItem  0��7TRUE �C FALSE . O�-"�JoinCriteriaItem  D�� ��� �� g8� = u���

 �JCUNDEFINDED.  
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¢(   �j�JoinCriteriaItem  :�J 
��U +�¥
�!�dW ��� G�." �FilterMatch Nt� :�J 
��U �j� 

)0��(� ^�
�2 ��! 
o8" . O'��� 
��U ��$� ��W�JoinCriteriaItem  O�-" ���� �� g8��

JoinCriteriaItem  �JC D��TRUE �JC D�� O�-" =W� �FALSE.  
5(   � 
!
�(� ��0�
$F� H�5.� +
p�2 ( ¦n5(ª(� %��© NC �)W ��1�����b O�" �C  .���R ��W� H�5.�� a�

 %��� � 
��
X�� *
pK�� �)�R D�� 
5U�
(��S1�f))  uC 0�8v�7��ContinuationReferences � 
partialOutcomeQualifier ( ��� g8� � ��W�0�K!�� DiscloseOnError ���1�f� �1+ 
���) ��!
� u��� 

baseObject \ +��"� 
������ �KX�nameError 
�jK) a) noSuchObject . 
>8� u��¥�matched �)W 
ª(� O7� D���1� ��� �� g8� u��� /���� ]B�'
�� 0�K!�� DiscloseOnError %�$ O7� �C �DIT)  �uC

RDNSequence»%�!  .(�e�) a��� ��)���) �7
� = Zj�� 
������ gp8� �=W�.  
������ 2 � �C�(9 ���
 b nameError ! )��*�,� ?�vRDNSequence�&�>  �:,��� DSA n� f	� W<�� 

o#� @	� N9 8��U�AH��	
	6/�� .  
������ 3 � ?03� �,�	, @1_ �$ ��P>9 !71� �� ��8 Ou ?�v �>/"0 ��0��"0 ContinuationReferences 

 bpartialOutcomeQualifier . �	$ �89� L�"�#� ��&�, �,�	
�� %<= `U�; �89�DUA ���Z �:,��� �0�w� 
chainingProhibit !	���� �	"� �$ �serviceError ���P0 @0 chainingRequired . .<D �-9�

ContinuationReference  ?0partialOutcomeQualifier.  

  6(   �j� ��)���(� +��� �=W��1�f)]�" ��R %��� :  
 C (   
>8� +�n ��WinfoType � selection ��� G�." ��-! :�J ���C +��� NC Read �� �j� 

+��" :�J . Z) :�8�� �� 	�¥ ���� g8� � ��W�EntryInformation . H�5.�� a����R ��W�
� 
5U�
(� 
>8� +��" �:�J �� ��)���) %���EntryInformation �� ��)���) �-8� = Zj�� 
 ��) :�J) 
>8� 	�¥ �uCSET OF CHOICEL����1 N�j" �C .(  

¢(   
>8� +�n ��WinfoType � selection ��� G�." �O�U� :�J ���C +��� NC Read �� �j� 
+��� 
��U �j�� :�J . Z) :�8�� 	�¥ �:�J ��8� ��� g8� � ��W�EntryInformation . ��W�

H��.�(� �e��J Z) 
��-�� 	�T �:�J 
��-� ��� g8� � . u2 ���B�� ��� g8) q�� 
��n ��
>8� +��" �:�8�� � 
��U 
Attribute D�� u��E� SET OF AttributeValue »%�! . a����R ��W�


>8� +��" �:�J ��)���) %��� � 
5U�
(� H�5.�� EntryInformation ��)���) �-8" = Zj�� 
 ��) :�J) 
>8� 	�¥ �uCSET OF CHOICEL����1 N�j" �C .(  

������ 4 � l�� �1v c �89 ��P>�� DiscloseOnError ��!H�m� !HC ���"0 !'$ ?0 ./"#� baseObject �
-  �C�( S['1�partialOutcomeQualifier  5�( L����limitProblem �� unavailableCriticalExtensionsB�/RU  

o#� �<= ?0� ���� L���
-!H�.  

1.6.2.10      67 ��'4. ���� U��P� basic-access-control n�7 ��$	 8 ��N�9:  

 ��W �1+ 
���) :J�RjoinArguments ��W� �
8��  N�Rbasic-access-controlLS�! ��  Z) 0t$ DIT a���� H5.8" ��v45� 
 3� �R D�� ��X8�� 
5U�
)��dW:  

  1(  �� +�� ��� G�." =�1�f� �1+ 
���) 
.7��� 	
�(� joinBaseObject.  
������ 1 � ��; �89 joinBaseObject &�R10 b joinArgument)  !HC ���"0 C�Z �0�1( �W�joinSubset

 

baseObject �� wholeSubtree ( �1'�� b �C��� 8��1�� �'$�/0 K':1�2 ( s
6.(  

2(   �j��1�f) %�o8) � joinArgument  ��� G�." ���! 
o8�� g�
)Browse .ª(� ���b }
c��S1� 
���B�� ��� �� g8� = #��.  
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3(  
���) H5.8� �1+ joinFilter �R D�� �:8�n ��W �1�f) �85�� �1C ��� ��! 
o8�� �
� 2 ( %�5��=� x� �
L�-5�]�" �( :  

 C (   �j�FilterItemL���J +�¥  ��� G�." �FilterMatch O��-� �5U :�8�� ��8� FilterItem  0��7
TRUE �C FALSE . O�-"�FilterItem  �JC D�� ��� �� g8� = u���UNDEFINDED.  

¢(   �j�FilterItem :�J 
��U +�¥ 
�!�dW ��� G�." �FilterMatch 
o8" Nt� :�J 
��U �j� 

)0��(� ^�
�2 ��! . O'��� 
��U ��$� ��W�FilterItem O�-" ���� �� g8�� FilterItem  �JC D��

TRUE �JC D�� O�-" =W� �FALSE.  
4(  xT � ��W �1+ 
���) joinFilter� � �1+ 
���) H5.8filter  �R D���1�f) �1C ��� ��! 
o8�� �
� 

�85�� 2 (L�-5� %�5��=� x� �]�" �( :  
 C (   �j�FilterItem L���J +�¥ ��� G�." �FilterMatch O��-� �5U :�8�� ��8� FilterItem  0��7

TRUE �C FALSE . O�-"�FilterItem  �JC D�� ��� �� g8� = u���UNDEFINDED.  
¢(   �j�FilterItem  :�J 
��U +�¥
�!�dW ��� G�." �FilterMatch 
o8" Nt� :�J 
��U �j� 


)0��(� ^�
�2 ��! . O'��� 
��U ��$� ��W�FilterItem  O�-" ���� �� g8��FilterItem  �JC D��
TRUE �JC D�� O�-" =W� �FALSE.  

5(   � 
!
�(� ��0�
$F� H�5.� +
p�2 (¦n 4(ª(� %��© NC �)W ��1�����b O�" �C  . H�5.�� a����R ��W�
 %��� � 
��
X�� *
pK�� �)�R D�� 
5U�
(��S1�f))  uC 0�8v�7��ContinuationReferences � 

partialOutcomeQualifier ( ��� g8� � ��W�0�K!�� DiscloseOnError ���1�f� �1+ 
���) ��!
� u��� 
baseObject \ +��"� 
������ �KX�nameError 
�jK) a) noSuchObject . 
>8� u��¥�matched �)W 
ª(� O7� D���1� ��� �� g8� u��� /���� ]B�'
�� 0�K!�� DiscloseOnError %�$ O7� �C �DIT)  �uC

RDNSequence»%�!  .(�e�) a��� ��)���) �7
� = Zj�� 
������ gp8� �=W�.  
������ 2 �
 b  �C�(9 ���nameError ! )��*�,� ?�vRDNSequence �:,��� �&�> DSA N9 8��U n� f	� W<�� 

o#� @	��AH��	
	6/�� .  
������ 3 � ?03� �,�	, @1_ �$ ��P>9 �=&�'�(�� !71� �� ��8 Ou ?�v �>/"0 ��0��"0 

ContinuationReferences b partialOutcomeQualifier .%<= `U�; �89� �	$ �89� L�"�#� ��&�, �,�	
�� DUA 
 ���Z �:,��� �0�w�chainingProhibit !	���� �	"� �$ �serviceError ���P0 @0 chainingRequired . �-9�

 .<DContinuationReference  ?0partialOutcomeQualifier.  

6(   �j� ��)���(� +��� �=W��1�f)]�" ��R %��� :  
 C (  
>8� +�n ��W infoType � selection ��� G�." ��-! :�J ���C +��� NC Read �� �j� 

+��" :�J . Z) :�8�� �� 	�¥ ���� g8� � ��W�EntryInformation . H�5.�� a����R ��W�

>8� +��" �:�J �� ��)���) %��� � 
5U�
(� EntryInformation �� ��)���) �-8" = Zj�� 

 ��) :�J)	�¥ �uC 
>8� SET OF CHOICEL����1 N�j" �C .(  
¢(   
>8� +�n ��WinfoType � selection ��� G�." �O�U� :�J ���C +��� NC Read �� �j� 

+��� 
��U �j�� :�J . Z) :�8�� 	�¥ �:�J ��8� ��� g8� � ��W�EntryInformation . ��W�
.�(� �e��J Z) 
��-�� 	�T �:�J 
��-� ��� g8� �H�� . u2 ���B�� ��� g8) q�� 
��n ��

 
>8� +��" �:�8�� � 
��UAttribute D�� u��¥ SET OF AttributeValue »%�! . a����R ��W�

>8� +��" �:�J ��)���) %��� � 
5U�
(� H�5.��  EntryInformation ��)���) �-8" = Zj�� 

 ��) :�J) 
>8� 	�¥ �uCSET OF CHOICE�1 N�j" �C L���.(  
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������ 4 � l�� �1v c �89 ��P>�� DiscloseOnError ��!H�m� !HC ���"0 !'$ ?0 ./"#� baseObject �
 �C�( S['1� -partialOutcomeQualifier  5�( L����limitProblem �� unavailableCriticalExtensionsB�/RU  

o#� �<= ?0� ���� L���
-!H�.  

2.6.2.10    
�?% Y�
�:6dL�� Y�! ��  

 *%�
d ��8� :B��� 
���� [S1 %���B) [����� ���B�search)  
���) �5d �
� D��searchAliases D�� TRUE ( a)�
 �j� �����1�f) � %���B) [���W Z� ��J ��W ���e$��) }
b %���B) ContinuationReference  � ��+��W }
b

partialOutcomeQualifier�� 
5U�
) H5.8� �
������ ��X8 : ��� G�."Read ���1�f� :�8�� �%���B(� aliasedEntryName 
�e"��¥ #�� *��n��� 
��-��� . 	�¥ ���� uC g8� � ��W�ContinuationReference Z) partialOutcomeQualifier \ H5.��

 D�� ��XJ 
5U�
)ContinuationReference Z) 
��p�7=� � �5-�7� u��� DSA
1�  . GU�
" �uCDSA a�� 
ContinuationReferences L���� ���� 0��7= qC .  

����� � �>�ak�� ?03� �,�	, @1_ �$ �%A(� �C&���� 8��1�� �'$�/0 N9 ��P>9 �=&�'�(�� !71� �� ��8 Ou ?�v �>/"0 ��0��"0 
ContinuationReferences b partialOutcomeQualifier .� %<= `U�; �89� �	$ �89� L�"�#� ��&�, �,�	
�DUA ���Z �:,��� �0�w� 

chainingProhibit !	���� �	"� �$ �serviceError ���P0 @0 chainingRequired . .<D �-9�ContinuationReference  ?0
partialOutcomeQualifier.  

3.6.2.10     �'%�W �C [D��P 0�IN: B
.  

 }
c 
�)�R �� 
p��J :J�R ��W � ��+��WEntryInformation ��X8�� 
5U�
) G5B� :�J O�U �C ���8�� k�� :U�n �uC �
 
>8� �5M" �
-5.(�incompleteEntry D�� TRUE ���B�� g8) ��W 0�K!�� DiscloseOnError  �U2� D�� �n�� :�J ��8�

� Z) �U2� D�� �n�� :�J 
��-� ¾�X�n=� ¤ �C �
p��8�� Z) �� ¾�X�n=� ¤ 
p��8�) :�J ��8� ��� �� g8) 3�nRead.(  

7.2.10   67 ��'4. ���� U��P� rule-based access control   

 H5� ��Wbasic-access-control L�M"C 
5B8��� ��! H5." u��� G��
��� N�j" �� rule-based-access- control  
�`B) ]� �
���
�� ��X8�� k!% ��W 0�8v�7���1�f� :�J �� �C :�J 
��U �CDY�� S! �x���º� Z) uC 
.7��� }
12� 
��º� �5U Z)  .�� 

 ���B�� N�j" �+�>�� ���0�K!�� DiscloseOnError � basic-access-control k!% ]Y�" = ��� ��  
 rule-based-access- control.  

 N�R ��Wrule-based-access-control �C rule-and-basic-access- control �C rule-and-simple-access- control LS�! �� 
 Z) 0t$DIB 
���� }
b 3�n search
������ ��X8�� 
5U�
) H5.8� �:  

1(   }��B) ��� k!% ��W�1�f) rule-basedª( ��1� �1+ 
���) �!
�� baseObject� +��" nameError a) 
 
�jK)noSuchObject � +%� ��R 4.2.11.7.  

2(   :Trule-based-access-control� ���b O�"  �R�1�f) %�o8) � SearchArgument  ��XJ �� k!%
 }��B)�1�f).  

3(   H5.8"basic-access- control \ D���S1�f)��R  � 	
� 6.2.10 �85�� �2(.  
4(   H5.8"filter LS��p�) ��XJ �� k!% �U :�J O�U :T rule-based-access-control. 
5(  H5.8" basic-access- control D�� filter � 	
� ��R 6.2.10 Z"�85�� �3 (�4.( 

  6(   u2�1�f)%��� :  
 C (   :T +��" �U :�J �� �R �g8) ]Y58"rule-based-access-control \ *�n�� :�J 
��-� ��XJ

¡��8�� ���� �U2� D��  
    ¢(   :T ��X8�� �� k!% :�J O�U +��� =rule-based-access-control.  
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7(   H5."basic-access-control  � 	
� ��R *+��(� ��)���(� D��6.2.10 �85�� �5.( 

11  ������ ����	
 ����
  

������ �"���� ������ a�%C �$�� :addEntry� removeEntry� modifyEntry� modifyDN � 
!
�) 1.11 �W 4.11 D�� �
/�����.  
������ 1 ���"�� %<= ?0 �	��( !; ./"�  ��	!H�m0�	�#� n�� �:,��� .� � .  

������ 2 � ��	��( l�£ ���"� addEntry �removeEntry �modifyDN  WC�#� @������ 5�(� DIB!	���� ](  . ?( �A�k� q/��
 @0 !P>updateError ���P0 @0 affectsMultipleDSAs . /RU� �	J����ITU-T X.518 | ISO/IEC 9594-4.  

������ 3 ���	��"�� T��U ��7� ��	����� �-�\�-� �	�¤ !P> ���
 b  . !	���� ���~�,� ��	��( )�*�
� �� !�"�
#� 5�( S['1��
- )� `�£ �$ �x����� `_ !��"� �	��( `U�; �89 �� �;M���.  

1.11  �N�9: &!
/%  

1.1.11   _�W�� 
.����N�9: &!
/%  

 
���� q�Q�B�addEntry 
!�dF �1�f)U%�  
) 0��7�1�f) �C 0]� �1�f)%���B)  ( �WDIT . aU�" NC G��.�� Zj��
 ��
Xc� �e�U�" �C ��
Xc �C 
������ �1+ �����)) 
oJ�3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2 .( ��W�

�'��8�� 
Xc� aU�" �C 
Xc �C aU�" NC ������ Zj� ���j� :5��.  
 
addEntry  OPERATION  ::=  { 
 ARGUMENT  AddEntryArgument 
 RESULT  AddEntryResult 
 ERRORS  { attributeError | nameError | serviceError | referral | securityError |  
    updateError } 
 CODE   id-opcode-addEntry } 
 
AddEntryArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object    [0] Name, 
  entry      [1] SET OF Attribute, 
  targetSystem  [2] AccessPoint  OPTIONAL, 
  COMPONENTS OF   CommonArguments} } 
 
AddEntryResult  ::=  CHOICE { 
 null   NULL, 
 information    OPTIONALLY-PROTECTED-SEQ { 
    SEQUENCE { COMPONENTS OF CommonResultsSeq } } } 
 

2.1.11   &!� ��4'
%: �N�9&!
/%  

 
���) 	
���1�f) objectª(� �1�	�M" u���  . 
.7��� �
������ ��p8� �$�" NC Gc u��� �
��5(� �eB�'% +�¥�
 N�j) G47RDN �12� )ª(� I© u����1��-�1 O�" u���  .( N�j" �U�object L���LS"��  ����7 ��)���) ��K" �U� 

� +%� ��R 3.9  Z) 
������ITU-T X.501 | ISO/IEC 9594-2 . N�j) N�j"�RDN �� �12� RDN ��K"� /�2� 
 � 
­�B(� ���8�� a��9 ���U��7 O'��U a) *t��(� O�-�� a��RDN . uC �!�� �8��AttributeTypeAndDistinguishedValue 

 �RDN�� 
��-�� q�Q�B� �
�"�� *t�� O�U N�+ �12� :�8�� ���� *��n� *t�� 
��U ��%�5���� *
!�(� *��n�.  

 �1+ 
���) u��Tentry Z) ��)���(� a) ��jK" :�J ��)���) D�� RDNª(� ��1��-�1 }
c u���  . ������ Z�M"�
ª(� NC�1������� ��.� a) H��.�"  .ª(� N�j" �)�8���1�L�%���B) �-�1 }
c u��� C N��M� �R`��� O�" = � :�J ��-J N

aliasedEntryName �1�f)«�� .  
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 �1+ 
���) [��targetSystem NC D�� DSAª(�� §X�¥ �1��"�9�  . �_C D�� �1\� �
5'�� ��� �1��� 
���) :J�R ��W�
 ?XJ w��DSA�"�$ 0]K� ?�'
��� §X�¥ u���  . N�j" �
8�� �1��� 
���) :J�R ��W�DSA a) AccessPoint*+��  .

N�j�� 	�M� �)�8� 
5'�� 
���(� �S1�f)
��
! .  

 
�� �5M� �
8�� �1��� 
���) :J�R ��WtargetSystem  
���) �criticalExtensions � CommonArguments NC D�� [��� �
�
n �"����� ���.  

������ 1 � &�	�H� ���1� �89 DSA qC�� - ��	��� ��&�Ck� �,�	
�� @0 ?�^�#� �� L���� M:H C�"�� �	��"��.  

 ��K�CommonArguments ) 
oJ�3.7 (G�.�� D�� 
-5.(� Z)2� �����)� 
)�&� 
5U�
) 
X���) . %��1 ���b O�"�
dontDereferenceAlias) 
���, �JC D�� ���)��) O��� ( �
n �"�¨ 
�� �5M� � �)useAliasOnUpdate D�� 

criticalExtensions . [���W }
c ® Z)� �5M" � ��W �-! 
������ ��� 
.7��� ��%���B(�dontDereferenceAlias  �5M"�
useAliasOnUpdate . N�j) ���b }
c�sizeLimit
!�� ��W  . �C 
������ ��� �1+ 
���) aU�" NC G��.�� D�� x�� ��W�

 N�j) ��K" ���
Xc� �e�U�" �C ��
XcSecurityParameters�1��� �����) � .  
������ 2 �B��6�C !P�� &�"�
0 +,� L���9 ?�^�� ��� �1	�� ��	��"�� �9  2�3� �"':�� `xd�� �89 � DSAs.  

3.1.11   [D��P�N�9: &!
/%  

�'��8�� +��� �G�.�� g¹ ��W . N�j) Z�M�" ���
pX"� �e�U�" �C ��
Xc �C 
p��8�� ��� D�� ������ aU�" NC x�� ��W�
SecurityParameters ) 
oJ�10.7 (� CommonResultsSeq�'��8�� �  . �-8� = �
������ ��� 
p��J D�� ������ aU�" � ��W�

p��8�� a) ��)���).  

4.1.11   0��!"�N�9: &!
/%  

*+%���� 0�.12� �nC Z� »S�F� O�" �G�.�� �K! ��W . � 
8��) 0�.1C Z� �e�! »S�F� ]Y58" #�� 	�
o�� 	
���
OB-�� 12. 

5.1.11   ��'4. ���� U��P�N�9:f(�(" +�TP �L����  

 H5.J� ��Wrule-based-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� basic-access-control  
�`B) ]�
�
���  0�8v�7�� �W ��X8�� k!% ��W�1�f)Y�� S! �x��º� Z) uC 
.7��� :�J 
��U �C :�J �� �C DU Z)  
��º� �5

}
12�. ��  ���B�� N�j" �+�>�� ���0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access-control. 

 N�R ��Wbasic-access-control��  LS�!�� �1�f� }
b u��� ��!�dW��X8�� 
5U�
( /���� a������ H5.8" �:  

  1(  = ��� G�."�� 
��5(� ?�'
�� +�� �1�f� �1+ 
���) �5U Z) object.  
�� ����1 � ?0 !	���� S��"�
0 ?03� �,�	, @1_ �$ �>�a9 �AH�m0 C��
 ]( DSA)  !HC ���"0 )��*�,� �!�0

targetSystem .( �C�( ?�v ������ %<= b�nameError �� serviceError �� securityError �� updateError 
0 C�d� C�x� - nU� g/j 5�( +6A!H�m0/j�'0 S
	6&  . ��8 !"> �89�) �1v -DiscloseOnError o#!H�S
	6& ( �

 b ./"#� ��/dk� @'��3.11.7o#�� K�"�� ��	> !H�S
	6/�� .  

2(   �$� ��W�1�f)LS�!  �1+ 
���( ��B) t�� O7� a) object \L�-5� 
������ �KX� � 1.5.1.11�85�� �C  .(  

3(   ��� G�."Add�� �1�f� }
b u��� �"�9� ��!�dW . 
������ �KX� ���� ���B�� g8� � ��W�L�-5� 
� 1.5.1.11¢ �85�� �.(  

�� ����2 � l�� />�� Add %&�'�(�� perscriptiveACI ����� �1( �>�a9 !H�m0 %&�'�(�� perscriptiveACI  ��
subentryACI ����� �1( �>�a9 m0!H�S(/> .  
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4(   ��� G�."Add	�M� 
��U �j�� :�J �� �j�  .L�-5� 
������ �KX� ���� uC ¢�� ��W� 
� 1.5.1.11� �85�� �.(  

1.5.1.11     0��!" -��.  

 � :!
� ��R 
������ :�K! ��W5.1.11/���� 0�
$F� H5." �:  
 C (   � :!
� ��R 
������ :�K! ��W5.1.11 �85�� �2(*+�� N�j� �«�>�� `.&�  : g8) ��W

DiscloseOnError ��� �C Add ª(�1� +��" �+�$�) updateError  
�jK) a)entryAlreadyExists .
 � +%���� 0�
$F� a5�" �=W�3.11.7ª(�� H���" ���! �1� }
b u��� ��!�dW.  

¢(   � :!
� ��R 
������ :�K! ��W5.1.11 �85�� �3(� � +%���� 0�
$F� a5�" 3.11.7ª(�� H���" ���! �1� 
 }
b u�����!�dW.  

�(   � :!
� ��R 
������ :�K! ��W5.1.11 �85�� �4( «�>�� `.&� *+�� N�j� �securityError 
�jK) a) 
insufficientAccessRights �C noInformation.  

6.1.11   ��'4. ���� U��P�N�9: &!
/% � rule-based-access-control   

5� ��W Hbasic-access-control L�M"C 
5B8��� ��! H5." u��� G��
��� N�j" �� rule-based-access- control  
�`B) ]�
�
��� �� ��X8�� k!% ��W 0�8v�7���1�f�Y�� S! �x���º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D 
��º� �5U Z) 

}
12�.  ���B�� N�j" �+�>�� ��� ��0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access- control.  

 N�R ��Wrule-based-access-control �C rule-and-basic-access- control �C rule-and-simple-access- control LS�! �� 
 Z) 0t$DIB  
���� }
b 3�naddEntry��� ��X8�� 
5U�
) H5.8� �
���:  

1(   }��B) ��� k!% ��W�1�f) rule-basedª( ��1�
��5) ]B�'% � +��" nameError  
�jK) a)
noSuchObjectL�-5�  � 4.2.11.7.  

2(   H5.8"basic-access- control \ � 	
� ��R5.1.11.  

2.11   0�`�:&!
/%  

1.2.11   0�`�: _�W�� 
.���&!
/%  

 0�Y�W 
���� q�Q�B��1�f)  0�Y�F1�f)� 
U%� ) 0��7�1�f) �C 
�'�� �M� �C 0]� �1�f)%���B)  ( 
U%� �� ��7 �C
 Z) ���X�C�DIT . ��
Xc� �e�U�" �C ��
Xc �C 
������ �1+ �����) aU�" NC G��.�� Zj��) 
oJ�3.17 Z)  
������  

ITU-T X.501 | ISO/IEC 9594-2 .(�" �C 
Xc �C aU�" NC ������ Zj� ���j� :5�� ��W��'��8�� 
Xc� aU.  
 
removeEntry  OPERATION  ::=  { 
 ARGUMENT  RemoveEntryArgument 
 RESULT  RemoveEntryResult 
 ERRORS  { nameError | serviceError | referral | securityError | updateError } 
 CODE   id-opcode-removeEntry } 
 
RemoveEntryArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] Name, 
  COMPONENTS OF  CommonArguments } } 
 
RemoveEntryResult  ::=  CHOICE { 
 null   NULL, 
 information    OPTIONALLY-PROTECTED-SEQ { 
  SEQUENCE { COMPONENTS OF CommonResultsSeq } } } 
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2.2.11   0�`�: &!� ��4'
%&!
/%  

) 	
�� �1+ 
���objectª(� �1�DY�" u���  . N�j" �U�object L���LS"��  � +%� ��R ����7 ��)���) ��K" �U� 3.9 
 Z) 
������ITU-T X.501 | ISO/IEC 9594-2.  

 ��K�CommonArguments ) 
oJ�3.7 (G�.�� D�� 
-5.(� Z)2� �����)� 
)�&� 
5U�
) 
X���) . %��1 ���b O�"�
dontDereferenceAlias) 
���, �JC D�� ���)��) O��� ( �
n �"�¨ 
�� �5M� � �)useAliasOnUpdate � 

criticalExtensions . �5M" � ��W �-! 
������ ��� 
.7��� ��%���B(� [���W }
c ® Z)�dontDereferenceAlias  �5M"�
useAliasOnUpdate . N�j) ���b }
c�sizeLimit
!�� ��W  . ��W� �C 
������ ��� �1+ 
���) aU�" NC G��.�� D�� x��

 N�j) Z�M�" ���
Xc� �e�U�" �C ��
XcSecurityParameters)  
oJ�10.7 (�1��� �����) �.  
����� � !P�� &�"�
0 +,� L���9 ?�^�� ��� �1	�� ��	��"�� �9 B��6�C 2�3� �"':�� `xd�� �89 � DSAs.  

 �5d Zj�FamilyGrouping]�" ��R :  

  �   NWentryOnly
������ ��� G�Y���� ��  .ª(� N�j"��1� �£�Y�W }
c u��� �1�f)
U%� .  

�   �"�T Zj�compoundEntry��B�  .DY�"�ª(� 0�M�C a�� �1�GR
(�  .�KX�� a) 
������ 
updateError 
�jK) a) notAncestor�X�7 ?�� 	��� 0]K�� N�R ��W  . 
������ �KX��CL�M" `.1 a) 

LSv) �0�M�2� a�� 0�Y�W Zj�(� Z) Zj" � ��W O'S)Z)2� G5B� �.  

 N�R ��WFamilyGroupingL�5'��  ^
�X" ��S�C +%� �) �� }
1C 
��U uC D�� �5d �C entryOnly.  

3.2.11   0�`�: [D��P&!
/%  


p��8�� +��� �G�.�� g¹ ��W ., NC ������ D�� N�R ��W8�� ��� aU�" N�j) Z�M�" ���
Xc� �e�U�" �C ��
Xc �C 
p��
SecurityParameters)  
oJ�10.7 (� CommonResultsSeq�'��8�� �  . = �
������ 
p��J D�� ������ aU�" NC x�" � ��W�


p��8�� a) ��)���) �-8�.  

 %��© �)�8�familyReturn  �EntryInformationSelection � 	
�� 
�'�� ��)���) � *�'���� ��)���(4.6.7.  

 � *�'���� ��)���(� H��.��information 
��n a) DIB �"��� 
���� ��� �1�f)) 
4$�J.(  

4.2.11   0�`�: 0��!"&!
/%  

*+%���� 0�.12� Z� »S�F� O�" �G�.�� �K! ��W . OB-�� � 
8��) 0�.1C Z� »S�F� �e�! O�" #�� 	�
o�� 	
���12.  

5.2.11  U��P 0�`�: ��'4. ���� &!
/%f(�(" +�TP �L����   

 H5� ��Wbasic-access-control L�M"C 
5B8��� ��! H5." u��� G��
��� N�j" �� basic-access- control  �
��� 
�`B) ]�
0�8v�7�� �� ��X8�� k!% ��W�1�f�Y�� S! �x���º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D� 
��º� �5U Z) }
12 .

��  ���B�� N�j" �+�>�� ���0�K!�� DiscloseOnError � basic-access-control k!% ]Y�" = ��� ��  
 rule-based-access- control.  

 N�R ��Wbasic-access-control LS�! ���� �1�f�
������ ��X8�� 
5U�
) H5.8� ��£�Y�W }
c u��� :  

�   ��� G�."Remove�� �1�f�c u��� �£�Y�W }
 .-5� 
������ �KX� ����B�� g8� � ��W�L� � 1.11.7.  
����� �o#� b �1	� `"U +	$ �� ��"U W3 C�� l�� ��:� - !H�%¥�[�9 q/� W<�� .  
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6.2.11   0�`�: ��'4. ���� U��P&!
/% � rule-based access control  

 H5� ��Wbasic-access-control L�M"C� G��
��� N�j" � 
5B8��� ��! H5." u��� basic-access- control  �
��� 
�`B) ]�
0�8v�7�� �� ��X8�� k!% ��W�1�f�Y�� S! �x���º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D}
12� 
��º� �5U Z)  .

��  ���B�� N�j" �+�>�� ���0�K!�� DiscloseOnError � basic-access-control �" = ��� ��k!% ]Y  
 rule-based-access- control.  

 N�R ��Wrule-based-access-control �C rule-and-basic-access-control �C rule-and-simple-access- control  ��LS�! 
ª(��1���X8�� 
5U�
( /���� a������ H5.8" ��£�Y�W }
c u��� :  

1(   }��B) ��� g8� � ��W�1�f) rule-basedª( �1�	�� � a) 
������ �KX� nameError  
�jK) a)
noSuchObject  � +%� ��R4.2.11.7.  

2(   }��B) H5.8"�1�f) basic-access- control \ � +%� ��R5.2.11.  
  3(   ��XJ g8� � ��Wrule-basedY�" Z�! �:�J 
��-� D.  
4(   ��� g8� � ��Wrule-based RDNDY�� = � :�8�� O�U � RDN .� ��W:�Y�CY�" �:�8�� O�U a�� D 

ª(� Z) :�8���1� .Y�" ����8�� a�� :�Y�C ��W�Dª(� �1� Z) DIT . D�� *�n�� :�J 
��U :�Y�C ��W�
 ��� G��.�� }�� ?��� ��U2�RDNª(� �o" Zj�� 
������ gp8� ��1� � DIT �C �n�� :�J a) 


vRC ���J.  
������ 1 � 	, +	$ @	�t ���� c �0�� ��	� +	7� +,� ��!H�m� �,�	, �<= +(�� - �$ �+	7�� f�U   

rule-based access-control.  

5(   :Trule-based-access- controlg8) ��W � ��� RDN D�� *�n�� :�J 
��U ��X8� ��� g8� � Zj�� �
Y�" = ��U2�D RDN a) 
������ �KX�� �securityError 
�jK) a) insufficientAccessRights . ]��

= qC ��X8��� ��� G��.�� 
!�� #�� }
12� :�8�� O�U :�Y�C 0��7 
��� 
�`B).  
    ������ 2 � 8��1�� ����$ Ou !$3� 5�( ��
�� `"U ��	$ C�d� ?( ���:�� �<= eP��. 

  6(  ª(� ���J a�� :�Y�C ��W�1�DY�" �ª(� �1� Z) DIT
������ gp8�� �.  

3.11   &�

�/%&!
  

1.3.11   &�

� _�W�� 
.���&!
/%  

 
���� q�Q�B�Modify Entry  D�� 
������ �S"����� Z) 
vRC �C �n�� �"���� 
�B�7 0�+2�1�f)��n� :  
   C (  
!�dW¡�"�$ :�J   
  ¢(  ¡:�J 0�Y�W  
  �(  
!�dW¡:�J O�U   
  + (  ¡:�J O�U 0�Y�W  
  � (  ¡:�J O�U [��5�7�  
  � (  ¡%���B) �"���  
  m (  �dW
!¡:�J O�U a�� �W :���   
  �(   a$�
��� N�j" :�J O�U a�� G.�FALSE ���7 �R �.  

 ��
Xc� �e�U�" �C ��
Xc �C 
������ �1+ �����) aU�" NC G��.�� Zj�) 
oJ�3.17 
������ Z)   
ITU-T X.501 | ISO/IEC 9594-2 .(��
Xc �C 
p��8�� D�� ������ aU�" NC Zj� ����R :5�� ��W���
Xc� �e�U�" �C .  
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modifyEntry  OPERATION  ::=  { 
 ARGUMENT  ModifyEntryArgument 
 RESULT  ModifyEntryResult 
 ERRORS  { attributeError | nameError | serviceError | referral | securityError |  
    updateError } 
 CODE   id-opcode-modifyEntry } 
 
ModifyEntryArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] Name, 
  changes  [1] SEQUENCE OF EntryModification, 
  selection  [2] EntryInformationSelection OPTIONAL, 
  COMPONENTS OF CommonArguments } } 
 
ModifyEntryResult  ::=  CHOICE { 
 null    NULL, 
 information     OPTIONALLY-PROTECTED-SEQ  { 
  SEQUENCE { 
   entry      [0] EntryInformation OPTIONAL, 
   COMPONENTS OF  CommonResultsSeq } } } 
 
EntryModification ::= CHOICE { 
 addAttribute  [0] Attribute, 
 removeAttribute [1] AttributeType, 
 addValues      [2] Attribute, 
 removeValues [3] Attribute, 
 alterValues    [4] AttributeTypeAndValue, 
 resetValue      [5] AttributeType, 
 replaceValues [6] Attribute } 

 

2.3.11   &�

� &!� ��4'
%&!
/%   

 �1+ 
���) 	
��objectª(� �1��S"��� ���� H5.8" u���  . N�j" �U�object L���LS"��  ��R ����7 ��)���) ��K" �U� 
 � +%�3.9  Z) 
������ITU-T X.501 | ISO/IEC 9594-2.  

 �1+ 
���) 	
��changes+�E� G��
���� H5.� �S"��� a����  . ���� �
"+
X�� �S"����� Z) uC :�K! ��W�
attributeErrorª(� �
�"� �1�
������ �5U �e��� N�R #�� 
���� �  .uC
"%� 
������ N�j� � . a����� 
�'�e8�� 
p��8�� �e�8� =�

������ ��.� �S"����� .%�
M�� Z) N��n2� k�� �� �Zj�(� Z) N�j" ���� a)�u ��Y� �EntryModificationL�"+
!  
���R ��5�� .
������ �S"����� ���C ��T �U�:  

 C (  addAttribute �ª(� �W 	�M" �"�$ :�J 	
�� �1��)�j��� ��"�4�� �1+ 
���) :)�U � . 
���� uC�

!�dFLS�! +�$�) :�J  �e8� ��8" attributeError.  

¢(  removeAttribute � �1+ 
���) 	
�� )½0�8��e��J D��  (L���JY�" Dª(� Z) �1� . :�J 0�Y�F 
���� uC�
 �e8� ��8" +�$�) ��attributeError.  

������ 1 �<Q ��
� - B�1	� `"1�� ih ��; �89 �	��"�� % b RDN.  

�(  addValues �L���J ��� 	
��  O�-� 
vRC �C *�n�� 
��U +�T� ��1��� 
���) � :�8�� �� 
.7��� 
:�8�� �W 	�M�� :�8�� . 
���� Z� ��8"�
!�dWLS�! *+�$�) 
��U `.1  . 
���� Z� ��8"�
!�dW 
��U 

 ��8�� � *+�$�) ��
!�dW
��-�� .  
+ (  removeValues  �L���J ��� 	
�� ��U +�T� ��1��� 
���) � :�8�� �� 
.7���  O�-� 
vRC �C *�n�� 


DY��� :�8��:�8�� Z)  . ��� Z� ��8" �:�8�� � 
8�� O�-�� Zj� � ��W�attributeError . 
���� Z� ��8"�
:�8�� �� 0�Y�W :�8�� Z) *�12� 
��-�� 0�Y�W .  

�� ����2 � B�1	� `"1�� ih ��; �89 �	��"�� %<Q ��
� - b RDN.  
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���7 
�'�U N�+ �C a) 	�M� ���J O�U �C ���J �"�T Zj� . Zj� =�
!�dW :�J O�-� ��U��7 
[��� =� �*+�$�) :�J O�U Z) :�Y�C �*+�$�) .'�U �"�����DY�� �*+�$�) :�J 
��-� ���B�� 
�L=�C  

 �:�8�� 
��U*�"�$ ���7 
�'�U a) :�8�� 
��U ?XJ �%�� ® . 
�'�U +�t� = �:�J 
��U 0�Y�W �8��
�U a) 
5n�>�) ���7 
�'�U uC� ����7DY�� ���£�Y�W *
c #�� :�8�� 
�:�8�� 
��U a) .  

� (  alterValues �:�8�� O�U a�� �W 	�M� 
��R +�¥� �:�J �� ��� 	
�"  . ��� H�5.�� 
���� uC�
� �� ]� �5�R
� ����U N�j� :�J D�� �"����INTEGER �C REAL �e8� ��8" attributeError.  

� (  resetValue  �Y�"� ��.� 
.7��� :�J ��� 	
�" D :�8�� O�U a�� )��$� NW ( 
��U ���7 �� #��
 �e�$�
� N�j" 
5n�>�) :�JFALSE .Y�� =�] resetValue ���7 �� ?�� :�J O�U uC.  

m (  replaceValues � :�8�� �� H�© �� �*+�t(� O�-�� a) x�) :�J ��8� *+�$�(� O�-�� a�� ��� [�5�B" 
L�+�$�) Zj" � ��W .��8�� �$�" � ��W ����b O�"� ��$� ��W :�8�� �� ]Y�" 
��U N�+ [��5�7� NW.  

�� ����3 �W<�� �	�/���� K�"�� �(��$ !	���� �<= ��J��0 @^� -  n	> ���� DSA O�P� ��� <�1#� PDUs 
 �xt�"��n�'7�
� W<�� . �> �89�DSA O�P� PDU Ou� ����d ��	$ `U�; �89� �/\1( !; �t�"0 !'$ n�0��� 

 !�0 ��"$��0replaceValues ! ����0 b� CHOICE �'� �� ?��#� ?0 �S�	[P� Ou DSA �> M:H �&�j9 
O�P� . �> ���8 @0 ��89�DSA�  �	"�� .�/"0 Ou |/
 ���_ eP�� �� !���� ?�> ���:� ��; /J�1"�� O�P

`�P> �	��"�� �M� �&�j9 N9 +(�0 Ou |/
 ���_ �', �/�j . �	�\�� ?0 ����
 W� b�� DSA ¦�"� -� 
��� )�*�
� �� ?�v ��&�jk� ?0 W� �M� S(� 5�( ��U��� �� ?�<�1#� 5�( S['1� ���8 @0� §�	��"�� 5�( ��-

�	��"�� !P>.  

 Z) G�R
� 
.7��� O�U [��5�7� Zj�addValues �removeValues  *��n� 
���� �ModifyEntry.  

 ��K�CommonArguments ) 
oJ�3.7 (G�.�� D�� 
-5.(� Z)2� �����)� 
)�&� 
5U�
) 
X���) . %��1 ���b O�"�
dontDereferenceAlias) ��, �JC D�� ���)��) O���
� ( �
n �"�¨ 
�� �5M� � �)useAliasOnUpdate � 

criticalExtensions . �5M" � ��W �-! 
������ ��� 
.7��� ��%���B(� [���W }
c ® Z)�dontDereferenceAlias  �5M"�
useAliasOnUpdate . N�j) ���b }
c�sizeLimit
!�� ��W  .�� �1+ 
���) aU�" NC G��.�� D�� x�� ��W� �C 
������ �

 N�j) Z�M�" ���
Xc� �e�U�" �C ��
XcSecurityParameters)  
oJ�10.7 (�1��� �����) �.  
�� ����4 �  !P�� &�"�
0 +,� L���9 ?�^�� ��� �1	�� ��	��"�� �9B��6�C 2�3� �"':�� `xd�� �89 � DSAs.  

 �1+ 
���) +�Tselection ��)���) %���1� �1�f)"%���1� L� O�U� *+�� ���J +�T� 
������ 
p��J � ��)���(� +��� 0��7 
+���� . ]� +�87W 
���� [S1 Z) �_`K� ^��X�(� 
Y�>�� :J�R ��W �-! +�T�v2]��C �C .  

������ 
���YK� ���J �"���� 
������ q��Q�7� Zj� . �8>� = #�� ������ 
���YK��� ���8�� �-! [��� NC Zj��
noUserModification) 
���! �"��� ��XJ ��-n ����B��� #��� .(  

�� ����5 �!	���� q/H� ��	��"� ¨U�d /pM; !	���� �	�	[P��� ��"1�� +	$ !	���� O[� �� ?�v �- )� !�"�
��� !��"� �10 ���, .  

 ��X8�� 
5U�
) :J�R ��W �-! 
���� ���J �"���� 
������ q�Q�B� NC Zj�subentries ]� TRUE N�R ��W� object �� 
�1�f)L����! §X�¥ ]�
!  :�8� )���J ( ]���)
���� ( ��"����)�e�"���.(  
�� ����6 � ���/$ b �C�"0 ��0��"0 !��"� �1( &<�� �,&�� S['1� !H�m0 : ?�v -� ��	(�� ��"U ?0 ��0��"#� y"� ���� �$�

o#� N9 �xd�0 �	��( b �x���"�!H��U n
 .BA��> ?0 S(�� `"U �:j ?��#� ?0 f	� �!H�m0) WC�( ( !��"� ](!H�m0 
removeAttribute�� !H�m�)  C�"�attributeError  ���P0 @0noSuchAttributeOrValue.(  

ª( 0]� �8� :�J 
��U �"���� 
������ q��Q�7� Zj��1����B) 0]� 	�8�C O�-�� �+�n ��W  . Z� ��8" ���� a)�
���ª( ]�j�� 0]� �8� +�T 0]� �8� 
��U ��Y�� 
��1� updateError 
�jK) a) 

objectClassModificationProhibited . 
4�4�� 
-B�) u����� �8>�� �7S7 �
�" ���B) 0]� 	�8�C D�� �"��� uC�
���J 0]� �8� �"
�� a).  
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3.3.11   &�

� [D��P&!
/%  

 +��� �G�.�� g¹ ��Wresult . � ��W� +�¥selection  �e��U�� �C ���Xb �C 
p��8�� a�U�� x��" =� 
������ �1+ 
���) �

)���(� 
p��8�� +��� ����Xb� . +�¥ � ��W�selection )��
Xc� �e�U�" �C ��
Xc �C ������ �e�U�" NC x��" Zj��( 	�¥ �

ª(� N�j)�1� . �C 
p��8�� D�� ������ aU�" NC x�� ��W� N�j) Z�M�" ���
Xc� �e�U�" �C ��
XcSecurityParameter)  
oJ�
10.7 (� CommonResultsSeq)  
oJ�4.7 (�'��8�� � . 
p��8�� D�� ������ aU�" NC x��" � ��W� ���
Xc� �e�U�" �C ��
Xc �C

 ��)���) �-8� =�1�f)
p��8�� a) .  

4.3.11   &�

� 0��!"&!
/%  

O�" �G�.�� �K! ��W*+%���� 0�.12� �nC Z� »S�F�  . OB-�� � 
8��) 0�.1C Z� �e�! ~�5� #�� 	�
o�� 	
���12 . 

5.3.11   &�

� ��'4. ���� U��P&!
/%f(�(" +�TP �L����  

 H5.J� ��Wrule-based-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� basic-access- control  
�`B) ]�� �
��
 0�8v�7�� �W ��X8�� k!% ��W�1�f)Y�� = �x��º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D}
12� 
��º� �5U Z)  . ��

 ���B�� N�j" �+�>�� ���0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access- control. 

 N�R ��Wbasic-access-control��  LS�!�� �1�f���X8�� 
5U�
( /���� a������ H5.8" ���"��� }
c u��� : 
1(   ��� G�."� Modify�� �1�f���"��� }
c u���  .L�-5� 
������ �KX� ����B�� g8� � ��W� � 1.11.7.  
2(   *+�� �1+ 
���) �j�EntryModification/���� ���B�� G�." �a���� � 
-5.) : 

(i   ���Add 
���) � *+�E� O�-�� �R� :�J ��8� addAttribute . �C ���B�� ��� g8� � ��W�
LS�! :�8�� �$�L�-5� 
������ �KX� � � 1.5.3.11C �85��  .(  

(ii   ���Remove 
���) � +�E� :�8�� ��8� removeAttribute . �KX� ���B�� ��� g8� � ��W�
L�-5� 
������ � 1.5.3.11¢ �85�� .(  

�� ����1 �%¥�[�9 q/� `"U b �1	� `"U +	$ W3 C�� ��/\� ��:� - .  

(iii   ���Add 
���) � *+�E� :�8�� O�U �j� addValues ., O�U ��$� �C ���B�� ��� g8� � ��W
LS�! :�8��L�-5� 
������ �KX� � � 1.5.3.11� �85�� .(  

(iv   ���Remove O�-�� �j�  
���) � *+�E�removeValues . �KX� ���B�� ��� g8� � ��W�
L�-5� 
������ � 1.5.3.11+ �85��  .(  

�� ����2 � !��"�� �	6�x1�� �~	�1�� `U�; �89 removeValues `"1� �OH3� ��	7�� ��[�9 S= ) ���
n
�U `"1�� ��[�9 �'
�( l�� ��:� �Remove B�^��C�� `"U ih 5�( .  

(v   ���Add �Remove  
���) � *+�E� O�-�� �j�alterValues . �KX� ���B�� ��� g8� � ��W�
L�-5� 
������ � 1.5.3.11 �85�� � .(  

(vi   ���RemoveDY�� #�� O�-�� �j�  
���) {� resetValue . �U2� D�� *�n�� 
��U :�Y�C ��W�
L�-5� 
������ �KX� ���B�� ��� g8� �� � 1.5.3.11� �85��  .(  

1.5.3.11  g�! -��.  

 � +%� ��R 
������ :�K! ��W5.3.11/���� 0�
$F� H5.8" �:  
 C (   � +%� ��R 
������ :�K! ��W5.3.11 �85�� 2( �«�>�� `.&� *+�� N�j� :LS�! �$� ��W g8)� :�8�� 

DiscloseOnError �C Add  +��" �:�8�� ����attributeError �jK) a) 
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attributeOrValueAlreadyExists . +��" �=W�securityError 
�jK) a) insufficientAccessRights �C 
noInformation.  

¢(   � +%� ��R 
������ :�K! ��W5.3.11 �85�� 2( ]�
X�� �85�� �(ii �«�>�� `.&� *+�� N�j� : g8) ��W
 ���DiscloseOnError�8�� �$�"� �£�Y�W }
c :�8�  +��" �:attributeError  
�jK) a)

attributeOrValueAlreadyExists . +��" �=W�securityError 
�jK) a) insufficientAccessRights �C 
noInformation +��" =W� ¡attributeError  
�jK) a)noSuchAttributeOrValue.  

�(   � +%� ��R 
������ :�K! ��W5.3.11 �85�� 2 (�
X�� �85�� ](iii �«�>�� `.&� *+�� N�j� : ��$� ��W
LS�! g8)� :�J 
��U DiscloseOnError �C Add  +��" �:�8�� ��� 
��-�attributeError  
�jK) a)

attributeOrValueAlreadyExists . ��� Z) H-4��� O�" �=W�DiscloseOnError:�8�� }��B) �8�  .
 g8) ��W�DiscloseOnError�:�8�� �W "  +��securityError 
�jK) a) insufficientAccessRights �C 

noInformation b +��" �=W�attributeError  
�jK) a)noSuchAttributeOrValue.  
+ (   � +%� ��R 
������ :�K! ��W5.3.11 �85�� 2( ]�
X�� �85�� �(iv �«�>�� `.&� *+�� N�j� : g8) ��W

 ���DiscloseOnErrorO�U u2  ���£�Y�W }
c :�J  +��"securityError 
�jK) a) 
insufficientAccessRights �C noInformation +��" =W� ¡attributeError  
�jK) a)
noSuchAttributeOrValue.  

� (   � +%� ��R 
������ :�K! ��W5.3.11 �85�� 2( ]�
X�� �85�� �(v �«�>�� `.&� *+�� N�j� : g8) ��W
 ���DiscloseOnError ��e�"��� }
c :�J O�U u2  +��"securityError 
�jK) a) 

insufficientAccessRights �C noInformation +��" =W� ¡attributeError  
�jK) a)
noSuchAttributeOrValue.  

� (   � +%� ��R 
������ :�K! ��W5.3.11 �85�� 2( ]�
X�� �85�� �(vi �«�>�� `.&� *+�� N�j�: g8) ��W 
 ���DiscloseOnError ���£�Y�W }
c :�J O�U u2  +��"securityError 
�jK) a) 

insufficientAccessRights �C noInformation +��" =W� ¡attributeError  
�jK) a)
noSuchAttributeOrValue.  

6.3.11   &�

� ��'4. ���� U��P&!
/% � rule-based access control 

5.J� ��W Hbasic-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� rule-based-access- control  
�`B) ]�
�
���  0�8v�7�� �W ��X8�� k!% ��W�1�f)Y�� = �x��º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D 
��º� �5U Z) 

}
12�. ��  ���B�� N�j" �+�>�� ���0�K!�� DiscloseOnError � basic-access-control k!% ]Y�" = ��� ��  
 rule-based-access- control. 

 N�R ��Wrule-based-access-control �C rule-and-based-access-control  �Crule-and-simple-based-access- 

control��  LS�!�� �1�f� 
5U�
( /���� a������ H5.8" ���"��� }
c u��� ��X8��:  
1(   }��B) ��� g8� � ��W�1�f) rule-basedª( �1�	�� � a) 
������ �KX� nameError 
�jK) a) 

noSuchObject � +%� ��R 4.2.11.7.  
2(   }��B) H5.8"�1�f) basic-access- control \ � +%� ��R1.5.3.11.  
3(   :�8�� O�U �j� ��XJ g8) ]Y58")��$� NW (Y�� #��D .� ��W� ��� g8� rule-based-access- control 

 u2 
������ �KX� ���£�Y�W x��" :�J 
��UattributeError  
�jK) a)noSuchAttributeOrValue.  
4(   H5.8"basic-access- control � ��R :�J }��B( 5.3.11 �85�� 2.(  
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4.11  h�i =(� &�

�  

1.4.11  h�i =(� &�

� _�W�� 
.���  

� q�Q�B� 
���Modify DNª( �BJ t�� O7� ��Y�� �1�ª( �BJ t�� /�C O7� ��Y��� ��1� 
!�dW� *t�� O�U �
�� 
� ����8�/ �"
T �C�1�f) � �"�$ ?�'% �W DIT . a) q�Q�B� NC Zj���S1�f) ��� � �� �0]� �S1�f) 
5R
) 

 �C�S1�f)%���B) .  

�Q�7� 
>�-" �
�'�� 0�M�2 
5B8����ª(� ?XJ � Z"
�`�(� 
�'���� 0�M�C �o" 3�n 
���� D�� �e)��1�GR
(� .  

�� N�R ��W��1�f�L�-5� Oej"
T �C x������ a�� 
��B� +��" �x����  ���� ) N�+ 
��
X�� *
pK�� �o� �uC
l�B).( Zj��  ��
Xc� �e�U�" �C ��
Xc �C 
������ �1+ �����) aU�" NC G��.��) 
oJ�3.17 Z)  
������  

ITU-T X.501 | ISO/IEC 9594-2 .(
p��8�� 
Xc� aU�" �C 
Xc �C aU�" NC ������ Zj� ���j� :5�� ��W�.  
�� ����1 �o# ¨
U �	� +,� O	[�� �	��"�� 2�3� �"':�� ��RU� )�*�
� �� ?�v !H��$&� .  

�� ����2 �"�� �	������ �	U���� �"':�� )�*�
� �� ?�v  ��/��� �	���AH�m0 f	6/��� �©�7�� f	6/�� ��; �89 i7> ���d f	6& N9 
o#�� ���t�!H� b +x"���� @	�� DSA�
�� .  

�� ����3 � �	��"�� ª/Z - �AH�m0 N9 DSAo#� @	� !R�� §���d �AH� b DSAS�J3� .  

�� ����4 � b !P�� �� �	��"�� �~1� �� �09 �H�m0� -� §�x y"� @0 !P��AH�m0 y"� @0� `;/
 �AH�m0ª/Z c  . ���� -�
!	���� S��"�
# l�a�� �	6/0 �	��"�� �/j�'0 �-�
.  

�� ����5 �BA�0 ���
�-� 5�( «����� �	��"�� %<= @'�� ��� iw� |&�H �:PU3� y"� ��:� �$  W� b ��"U �	��� ��AH�m0 
9 N9 OP� �	� +,� +	7� ¬��Z ��/Z �� �	�
� �C�(!H�m0) �AH�m0.(  

�� ����6 � `"U �D - modifyTimeStamp  @�����AH�m0k  ��/Z �� �	�
� �C�(!H�m0.  
 
modifyDN  OPERATION  ::=  { 
 ARGUMENT  ModifyDNArgument 
 RESULT  ModifyDNResult 
 ERRORS  { nameError | serviceError | referral | securityError | updateError } 
 CODE   id-opcode-modifyDN } 
 
ModifyDNArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] DistinguishedName, 
  newRDN  [1] RelativeDistinguishedName, 
  deleteOldRDN [2] BOOLEAN DEFAULT FALSE, 
  newSuperior  [3] DistinguishedName OPTIONAL, 
  COMPONENTS OF  CommonArguments } } 
 
ModifyDNResult  ::=  CHOICE { 
 null   NULL, 
 information    OPTIONALLY-PROTECTED-SEQ  { 
  SEQUENCE { 
   newRDN   RelativeDistinguishedName, 
   COMPONENTS OF  CommonResultsSeq } } } 

 

2.4.11  
� &!� ��4'
%h�i =(� &�
 

 �1+ 
���) 	
��objectª(� �1��S"��� ���� H5.8" u���  . N�j" �U�object L���LS"��  ��R ����7 ��)���) ��K" �U� 
 � +%�3.9  Z) 
������ITU-T X.501 | ISO/IEC 9594-2. 

 �1+ 
���) +�TnewRDN RDN�� �"�9� �1�f� .ª(� 
������ :R
n ��W��1�"�$ ?�'% �W  ��Y� N�+ �RDN +�t" �
RDN
���(� ��� �W ·�-�� .  
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 � :�J 
��U :J�R ��W�RDN = �"�9� �LS�! �$�ª(� � �1�)  Z) 0tpR 0��7RDN*t�� 
��-R �C ·�-��  (	�M� .
`.1 +��" �	�M� NC Zj�(� Z) Zj" � ��W�. 

 � O��B" :�J �j��RDN Zj� �newRDN W 
�"�� *t�� O�U 
!�" NC +%� ��R ����7 
.7��� ��� *t��(� O�-�� :�d�X� ��
 �3.9  Z) 
������ITU-T X.501 | ISO/IEC 9594-2 . N�j" ����R N�R ��W�newRDN  ��RDN ��K"� /�2� 

 � 
­�B(� ���8�� a��9 ���7 O'��U a) *t��(� O�-�� a��RDN) U ��%�5���� �s §X�¥ *+�$�) *t�� O�U ��� � �� O�
*t�� .( NWAttributeTypeAndDistinguishedValue � newRDN  *��n� *t�� 
��U D�� [�" 
�"�� *t�� O�U N�+ +�t" u���

:�8�� ����.  

 O�� �5d ��WdeleteOldRDN � :�J O�U a�� G.K� �RDN � :B�� #�� ·�-�� RDN�"�9�  . *t�� O�U ��� ��K"�
�d�X�) 
�"��
��U��7 
.7���  � ��$� ��W �RDN � Z�M�� = Zj�� ·�-�� RDN�"�9�  . �o� �O���� �5M" � ��W�

ª(� � 
��-�� *t��(� O�-���1�) *t�� O�U ��� � Zj�� .( � *��n� 
��U :�J �Y�" �)�8� �O���� �5M"�RDN 
.7��� 

������ . � :�J 
��U :J�R ��W�RDN Z) *�n��R �eBXJ ]� ·�-�� RDN�  *�n�� [�5�B� ����U��7 O'��U 0�8v�7�� �"�9

 �RDN � *�n��� ·�-�� RDN�"�9�  .:�8�� ��� G.K" �:�8� *�12� :�8�� 
��U 
������ ��� :Y�C ��W�.  

 �1+ 
���) +�TnewSuperiorª(� D�� NC �
8�� :J�R ��W ��1� � �"�$ ?�'% �W �
4�" NC DIT .ª(� g5>"��1� a��� 
��5)�� 
�1�f� N�j" NC x��" u��� ����� [���� t��(� O7=� a) �1�f)LS�! +�$�) 0]�  . �"�9� ?�'
�� N�j" =�

ª(��1�ª(� NC �C %���B) �C ������ Z) uC �C �BXJ �1� �j�� ����U �e�8" �
4�(� DIT . NC Zj�(� Z)�'0&1 ��� 
ª(��S1� ���1�f�X�� ��.Q��� �e�8(� �
T u���  ��.Q��� 
"%�+F� 
.�B�� 
���\B) �_�! [�n 
"C D��� ���K8�� ]�


q��-�� ]�
X�� ª(� ��� D�� 
���� ��X��j���S1� OB-�� � +%� ��R �]�
X�� ��.Q��� a) 
-B�) �e��9 14 Z) 

������ ITU-T X.501 | ISO/IEC 9594-2.  

 
�� �5M� �
8�� �1��� 
���) :J�R ��WnewSuperior ) � 
���criticalExtensions � CommonArguments NC D�� [��� �
�
n �"�¨ ���.  

 N�j" �UnewSuperior L���LS"�� ��R ����7 ��)���) ��K" NC Zj��   � +%�3.9 Z)  
������  
ITU-T X.501 | ISO/IEC 9594-2. 

 ��K�CommonArguments ) 
oJ�3.7 ( Z)2� �����)� 
)�&� 
5U�
) 
X���)G�.�� D�� 
-5.(� . �
������ ��� ^�
�2�
 %��1 ?��dontDereferenceAlias N�j)� sizeLimit��$� NW ��e���b O�"� 
US� uC  .L���C ��%���B(� [���W }
c =� 


������ ��� 
.7��� . Z�M�" ���
Xc� �e�U�" �C ��
Xc �C 
������ ��� �1+ 
���) aU�" NC G��.�� D�� x�� ��W� N�j)
SecurityParameters)  
oJ�10.7 (�1��� �����) � 

3.4.11  h�i =(� &�

� [D��P 


p��8�� +��� �G�.�� g¹ ��W .� NC ������ D�� N�R ��W N�j) Z�M�" ���
Xc� �e�U�" �C ��
Xc �C 
p��8�� ��� aU�"
SecurityParameters)  
oJ�10.7 (� CommonResultsSeq)  
oJ�4.7 (�RDN� �'��8�� � �"�9 . aU�" NC x��" � ��W�


p��8�� a) ��)���) �-8� = �
p��8�� D�� ������. 

4.4.11  h�i =(� &�

� 0��!" 

*+%���� 0�.12� �nC Z� »S�F� O�" �G�.�� �K! ��W . OB-�� � 
8��) 0�.1C �e�! +��� #�� 	�
o�� 	
���12. 

5.4.11  �i =(� &�

� ��'4. ���� U��Pf(�(" +�TP �L���� h  

 H5.J� ��Wrule-based-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� basic-access- control  
�`B)
�
���  0�8v�7�� �W ��X8�� k!% ��W�1�f)Y�� S! �x��º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D 
��º� �5U Z) 
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}
12�. >�� ��� �� ���B�� N�j" �+�0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access- control. 

 N�R ��Wbasic-access-control��  LS�!�� �1�f���X8�� 
5U�
( /���� a������ H5.8" �����B� *+��W }
c u��� : 
�   ��Y� �� 
������ ��`� N�R ��WRDN� ��1�f� ��� G�." �Rename�� �1�f� ����B� +��" u��� ) 
o8���

]��2� ��� a) ��! .(L�-5� 
������ �KX� ����B�� ��� g8� � ��W� � 1.5.4.11.  
�   �"
T �� 
������ ��`� N�R ��W�1�f) � �"�$ ?�'% �W DIT ��� G�." �Export�� �1�f� 
o8�� ��U 

 G�."� �]��2� ��� a)�� �Import�� �1�f��"�9� ��� a) 
o8�� ��U  . �KX� ���� uC g8� � ��W�
L�-5� 
������ 1.5.4.11.  

�� ����1 � l�� C��� Export  %&�'�(��ACISa/> .  

�� ����2 � l�� ��:� - b�a9 !��"�� �~	�U ��89 s
 RDNk �d�
 ª�1= `U�; �+,A� OH3� ��[�9 �� ��	� ��	$ �>�a�v�$ ��	$ . 

1.5.4.11  g�! -��. 

 � +%� ��R 
������ :�K! ��W5.4.11 � +%���� 0�
$F� a5�" �1.11.7�� 
5B8��� �1�f� ����B� +��" u��� ) a) ��! 
o8���
]��2� ���.( 

6.4.11   h�i =(� &�

� ��'4. ���� U��P� rule-based access control 

 H5.J� ��Wbasic-access-control L�M"C H���" ���! H5." u��� G��
��� N�j" �� rule-based-access-control  
�`B)
�
���  0�8v�7�� �W ��X8�� k!% ��W�1�f)Y�� S! �x��º� Z) uC 
.7��� :�J 
��U �C :�J �� �C D 
��º� �5U Z) 

}
12�.  ���B�� N�j" �+�>�� ��� ��0�K!�� DiscloseOnError � basic-access-control  k!% ]Y�" = ��� ��  
rule-based-access- control. 

 N�R ��Wrule-based-access-control �C rule-and-based-access-control  �Crule-and-simple-based-access-control��  
LS�!�� �1�f���X8�� 
5U�
( /���� a������ H5.8" �����B� +��" u��� :  

1(  ��� g8� � ��W RDN rule-basedª( �1�	�� � a) 
������ �KX� nameError 
�jK) a) 
noSuchObjectL�-5�  � 4.2.11.7.  

2(   H5.8"basic-access- control (}��B �1�f) \ � +%� ��R5.4.11.  
3(   �"
T �� 
������ ��`� N�R ��W�1�f) � �"�$ ?�'% �W DIT ��� G�." �RDN rule-based ?�'
�� 

�9� a) 
������ �KX� =W� ��"nameError  
�jK) a)noSuchObject L�-5� � 4.2.11.7.  

12  ����� 

1.12  g�! ���L(" 

[�2� `.&� Z� »S�F� +�T #�� 
.-8�� Z) ���C 
���� 0�+C � ������ 
��B" =. 
�� ����1 ��� ?�v nd��#� L�3� M:w� �� �= ��(�7�� %<  ?�^�#� Y"#� �9 B�/RU �)�x��,-� f�1� �&/��#� �-���� �~	�U e���  

�"0 )�x��,� n	> ¦�"	� C�� S7:10 �	�/� C�d� )�"� .BA��> b z�'�� ?�v �DSAs����� ��'	�/�� .  

�� ����2 �!�; !	���� �=/>�� �C/X �0�H 5�( i7> �1= �C�� M:H �	7',� �(��$ K':1�  .0�1( ����� �(��$ K':1�� !�	 � <H�� �
&�'�(-� �( b !	���� S�H����. 

�8� ~�5" `.1 uC 
������ 
�'�-�� +�T �:U��� ?XJ � �n�� `.1 Z) 
vRC ������ �KR ��W . � ]��C `.1 N�R ���R�
�8� »S�F� O�" u��� `.&� ���R� ��e�T #�� Z) ]��C 
�-.8) 
�-57C �� :J�R ���R 
�'�-��. 

  C( 

nameError¡ 
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¢( 

updateError¡ 
�( 

attributeError¡  
 +( 

securityError¡ 
�(  

serviceError.  


�-57C u2 ����tJ uC 
������ 0�.12� q�-� =: 

 C (  abondonFailed �*�n�� 
����� +�� �JC G5B� �Abandon¡
1� `.1 �$��� NC Zj� = #�� �  

¢(  abandoned 
���� :�5-�7� ��W ~�5" = u��� �Abandon`.1 �KR :U��� ?XJ �  . 
���� ��� ��
 `.1 +��"abondonFailed  
�jK) a)tooLate¡��e$��) :¨ u��� ]��X�� `.&� Z� 
"
-��� a)   

�(  referral `.1 ?�� u��� �"L��-�-n" q�-" NC ¢�$� �KR ������ NC D�� �-! 
�=+ Zj�� �DUA �5�� 
}
1C ��XJ 
.-J �W . 

2.12  Abandoned   

� 
-��) q�eX�7� 
���� u2 ���8�� ��� Z� »S�F� Zj) �uCRead, Search, Compare, List ( �XJ ��WDUA 

���� Abandon a) InvokeIdO'S)  . ��
X$� �e�U� �C ��
X$ �C 
������ �����) G��.�� aU� ��W�) 
oJ�3.17 Z) 

 
������ITU-T X.501 | ISO/IEC 9594-2.( NC Zj� ������ N�!`.&� �����) 
Xc� aU�" �C 
Xc �C aU�".  
 
abandoned  ERROR  ::=  {  -- not literally an "error" 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET {COMPONENTS OF CommonResults} } 
 CODE  id-errcode-abandoned } 
 

3.12  Abandon Failed   

 `.1 ~�5"abondonFailed  :¨ 
�jK) Z� 
���� 
���� [S1 �e�e$��)abandon . �C 
������ �����) G��.�� aU� ��W�
 ��
X$� �e�U� �C ��
X$) 
oJ�3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.( 
Xc �C aU�" NC Zj� ������ N�!

`.&� �����) 
Xc� aU�" �C.  
 
abandonFailed  ERROR  ::= { 
 PARAMETER  OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] AbandonProblem, 
   operation  [1] InvokeId, 
   COMPONENTS OF CommonResults } } 
 CODE    id-errcode-abandonFailed } 
   
AbandonProblem  ::=  INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) } 
 

Q(� �������� NW
������ ¯��(� 
X��: 

 +�Tproblem�e�e$��) :¨ 
8��)  .D�� 
������ �R�K(� Z) uC [�� �U�:  

 C (  noSuchOperation � �
�� #�� 
������ ������ 	
�" = �)�8� ) ���n q�� G5B� ��� N�j" NC Zj�
������ ���BJ �U �C ���X8�.(  

  ¢(  tooLate � �! 
������ ������ ¢�p�7� �)�8�LS. 

�(  cannotAbandon �L�%�o� ��� N�j" 
���� �
�� 
���� O�� �)�8� ) �"��� �uC (�
��� 0�+C Zj� = �C.  

 �"
��operation 
��1 )��X8� (�eR
��.  
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 N�j) Z�M�"SecurityParameters)  
oJ�10.7 (� CommonResultsSeq)  
oJ�4.7 ( NC ������ D�� N�R ��W �C `.&� aU�"
C �
Xc�
Xc� ��U�" �. 

 
�jK) ��
!� #�� ��)���(� ���`� Zj�&�L�"%���1� `. N�j) q��Q�7�� notification � CommonResults.  

4.12  k
P g�! 

 ~�5"attributeError:�8� H���� 
�jK) Z�  . ��
X$� �e�U� �C ��
X$ �C 
������ �����) G��.�� aU� ��W�) 
oJ�3.17 Z) 
 
������ITU-T X.501 | ISO/IEC 9594-2.(`.&� �����) 
Xc� aU�" �C 
Xc �C aU�" NC Zj� ������ N�!.  

 
attributeError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   object  [0] Name, 
   problems [1] SET OF SEQUENCE { 
    problem [0] AttributeProblem, 
    type  [1] AttributeType, 
    value    [2] AttributeValue  OPTIONAL }, 
   COMPONENTS OF CommonResults } } 
 CODE  id-errcode-attributeError } 
 
AttributeProblem  ::=  INTEGER {  
 noSuchAttributeOrValue  (1), 
 invalidAttributeSyntax  (2), 
 undefinedAttributeType    (3), 
 inappropriateMatching    (4), 
 constraintViolation   (5), 
 attributeOrValueAlreadyExists (6), 
 contextViolation   (7) } 

 


������ ¯��(� 
X��Q(� �������� NW: 

 
���) 	
��objectª(� �1�`.&� ��n �)�8� 
������ ���� :-5.J� u���  . �-! +��(� O7=� ��K" �U� 
���2� *t��(� O�-��
 ���7 
.7��� 
�d�X�) *+���) *t�� O�U D�� u��T ���8�) ���¥ = �uCDSA � +%� ��R ���7 %���1� H�5.� �W 7.7 �


4$�J ������ � ��X" ��R.(  

 �"�T Zj�problems 
vRC �C *�n�� . �R Gn�>"�problem )��J+C 
!
�) ( 
�=+ 
.7���� type� ��W� �:�J  
)2� qt
 �^��Y�� G8p��value
�jK(� G5B� #�� �:  

 C (  noSuchAttributeOrValue  �ª(� 
-�X" �1� :�J O�U �C ���8�� Z) �n�� �F ]�B(� 

������ �1+ 
���) ��%�5���� *+��. 

¢(  invalidAttributeSyntax  � H��.�� = �
������ �1+ 
���) ��%�5���� *+�� �	�e�B) :�J 
��U  ����U a)
:�8�� �� G�R
�.  

�(  undefinedAttributeType  �
������ �1+ 
���) �%�5���� 	
�) �� :�J �� �!�� ¤  . ��� ��¥ �U�
 ������ a) 
US��� � �-! `.&�addEntry �C modifyEntry.  

+ (  inappropriateMatching �LSv) �
���� :¨  
)0��) *���U q��Q�7= ����
) � � :�8�� ��8� 	
�� �
w�(�.  

� (  constraintViolation � 
������ �e�d
! #�� +��-�� a) H��.�� = 
����� �1+ 
���) � *+�t) :�J 
��U 
ITU-T X.501 | ISO/IEC 9594-2 :�8�� �"
�� �C ) ��� 
��-�� m��p�� ��v)D>U2� Op4�� 

�� ���B(�.(  
� (  attributeOrValueAlreadyExists � :¨ 
���� uC 
!�dFLS�! �$�" :�J ª(� � �1�LS�! �$�� 
��U �C  

:�8�� �.  
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m (  contextViolation � +��-�� a) H��.�� = 
����� �1+ 
���) � :�J 
��U a) +�t) ���7 �C ���7 
�'�U 
 
������ �e�d
! #��ITU-T X.501 | ISO/IEC 9594-2 ���7 �"
�� �C )�B�� 
��U ��v) :B�� ��


4�4� G�R
� ����U( ���7 q��Q�7� �C �DIT.  

 N�j) Z�M�"SecurityParameters)  
oJ�10.7 (� CommonResults)  
oJ�4.7 ( NC ������ D�� N�R ��W �C `.&� aU�"
�
Xc� ��U�" �C �
Xc. 

L�"%���1� `.&� 
�jK) ��
!� #�� ��)���(� ���`� Zj� N�j) q��Q�7�� notification � CommonResults. 

5.12  =(� g�!  

 ~�5"nameError
����� �1+ 
���) �%�5���� 
!�(� O7=�� H���� 
�jK) Z�  . �C ��
X$ �C 
������ �����) G��.�� aU� ��W�
 ��
X$� �e�U�) 
oJ�3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.(  aU�" �C 
Xc �C aU�" NC Zj� ������ N�!

c�`.&� �����) 
X.  
 
nameError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] NameProblem, 
   matched  [1] Name, 
   COMPONENTS OF CommonResults } } 
 CODE   id-errcode-nameError } 
 
NameProblem  ::=  INTEGER { 
 noSuchObject   (1), 
 aliasProblem    (2), 
 invalidAttributeSyntax  (3), 
 aliasDereferencingProblem (4), 
 contextProblem   (5) }  
 


������ ¯��(� 
X��Q(� �������� NW:  

 +�Tproblem�e�e$��) :¨ 
8��)  .D�� 
������ �R�K(� Z) uC [�� �U�:  
 C (  noSuchOject � O7� +�t(� O7=� O'��" =0]� uC .  

¢(  aliasProblem � 0]� ]�B" = %���B) [���W ¤.  
�(  invalidAttributeSyntax  � � 
5n�>(� :�8�� 
��U a) :�J �� AVA
d%���) O7=� � .  
+ (  aliasDereferencingProblem ���X8�� k!% �C ��X8��� �� g�B" = 
��n � %���B) 
e$��) :¨ .  
� (  contextProblem ���  O7� q��Q�7� �5-" =� �«�� �� �C OeX" � O7� � 
)�Q�B) 
��U �C ���7 

 Z) 
vRC 0��C a) 	�e�B) O7� q0���" O7� 
J�5�7� [S1 �C ����7 �Y�)�1�f) DIT�n�� .  

 
���) u��Tmatchedª(� O7� D�� �1� 
Y�2� )%���B) �C 0]� ( �DIT 
!�) O7= %��5) �j� ��� �q0��� u���  ��C
���J O7= �%���B) [���W ¤ ��W . *+���) *t�� O�U D�� u��T ���8� 
���2� *t��(� O�-�� �-! +��(� O7=� ��K" �U�

 ���7 
.7��� 
�d�X�)) ���¥ =DSA � +%� ��R ���7 %���1� H�5.� �W 7.7�������� a) ��X" ��R �
4$�8�� .(  
����� ��h� @0 ���P0 ª�1= `U�; �89 � `"U g/ ]( �x1( ®�'� �!	���� �	��( !HC ���"0 b )�7#� +,-� b +	$ ��nameError  @0
 ���P0invalidAttributeSyntax B-�� ?0 attributeError  ��updateError.  

 N�j) Z�M�"SecurityParameters)  
oJ�10.7 (� CommonResults)  
oJ�4.7 ( NC ������ D�� N�R ��W `.&� aU�" �C
�
Xc� ��U�" �C �
Xc. 

L�"%���1� `.&� 
�jK) ��
!� #�� ��)���(� ���`� Zj� N�j) q��Q�7�� notification � CommonResults. 
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6.12  Referral   

 ��$�� ���"referral
���.) 
���� ��X8�� �M!C *te, ��X8�� ��-J Z) 
vRC �C *�n�� 
.-J �W 
)�&� ����B)  . aU� ��W�
.�� ��
X$� �e�U� �C ��
X$ �C 
������ �����) G��) 
oJ�3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.( N�!

`.&� �����) 
Xc� aU�" �C 
Xc �C aU�" NC Zj� ������.  
 
referral  ERROR  ::=  { -- not literally an "error" 
 PARAMETER  OPTIONALLY-PROTECTED  { 
  SET  { 
   candidate  [0] ContinuationReference, 
   COMPONENTS OF  CommonResults } } 
 CODE   id-errcode-referral } 
 

 D�� u��T *��n� 
���) `.&� }�� �$�"ContinuationReference 
������ 
����( q�Q�B� NC Zj� ) 
oJ�  
ITU-T X.518 | ISO/IEC 9594-4.(  

 ¢�p�7� ��WDSAG�� �W  LDAP N�j) u��¥ �accessPoints � ContinuationReference  
��ULabeledURI �
��� 
 
��nW H�& 
��-�� q�Q�B� 
���� ��� ��LDAP . 
��U D�� u��¥ � ��W�LabeledURI 
��nW ���" Z� �
���.  

 N�j) Z�M�"SecurityParameters)  
oJ�10.7 (� CommonResults)  
oJ�4.7 (�R ��W NC ������ D�� N �C `.&� aU�"
�
Xc� ��U�" �C �
Xc. 

 H-4�" �%�
��7� a$
) D�� ����� �5UDUAL�5�� NC Z) LS���  Z) 0tpR %�>" � %�
��7� a$
) Z) ���" u��� G�.�� 
����B(� G�� ?XJ 
9��) . ���" = �%�� �U N�R ��W�DUA%�
��7� a$
) D��  .���
��� ��� G8c�. 

7.12  Security Error   

 ~�5"securityError
�8)C ¢�572 
���� ��X8� � 
�jK) Z�  . ��
X$� �e�U� �C ��
X$ �C 
������ �����) G��.�� aU� ��W�
) 
oJ�3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.( �����) 
Xc� aU�" �C 
Xc �C aU�" NC Zj� ������ N�!

`.&�.  
 
securityError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] SecurityProblem, 
   spkmInfo  [1] SPKM-ERROR, 
   COMPONENTS OF CommonResults } } 
 CODE   id-errcode-securityError } 
 
SecurityProblem  ::=  INTEGER { 
 inappropriateAuthentication  (1), 
 invalidCredentials   (2), 
 insufficientAccessRights  (3), 
 invalidSignature   (4), 
 protectionRequired   (5), 
 noInformation   (6), 
 blockedCredentials   (7), 
 invalidQOPMatch     (8), 
 spkmError       (9) } 

 

 Z� ~�5� �*��n� 
���) �� `.&� NWproblem
8��) �e�e$��  .D�� 
������ �R�K(� Z) uC [�� �U�:  
 C (  inappropriateAuthentication � }��B) a) HB�) �� G��.�� ��M"�X�� Gn�>(� Z)2� }��B) N�j" 


"�U ��M"�X� :5�� ��8�� 
.�B� ��M"�X� �
!�� ��v) �
���.(� 
"����.  
  ¢(  invalidCredentials ��� �� *+�t(� ��M"�X��� 
�.  
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  �(  insufficientAccessRights �
���.(� 
������ ��X8� � H�� G��.�� ?�� .  
  + (  invalidSignature �«�� �� G�.�� a�U�� NC �$� .  

� (  protectionRequired  � �1��� 
���) NC G5B� 
���.(� 
������ ��X8�� +����7� D�� ������ Zj" � 
� aU��.  

  � (  noInformation �L��8)C `.1 
���.(� 
������ :p�JC ��)���) �� ���� = .  
m (  blockedCredentials  � 
�8)C ¢�572 �e�! 
o8�� Z) ��M"�X��� :XU�C ) �� 
7 
��R NC G5B� ��v)

a���� � *�vR ��
) :)�U 
��� .(LS�! ]� 
�8)C 
7��7 `.&� ��� *+�� %�
U Oj¥� � DSA.  
�(  invalidQOPMatch  �ª(� NW �1�Z)2� ��)�& 
!
�) 
X��� 
"�³ �����) ��� x.  
�(  spkmError  � 
J�W NC �$� SPKM
��� �� *+�t(�  . 
���) u��T�spkmInfo 
�=+ D�� spkmInfo 

 
V��1 
J�W ��� N`�SPKM ���7 	
�)� SPKMGn�>) �� `.&� ��� a) .  

 N�j) Z�M�"SecurityParameters)  
oJ�10.7 ( �CommonResults)  
oJ�4.7 ( NC ������ D�� N�R ��W �C `.&� aU�"
�
Xc� ��U�" �C �
Xc. 

L�"%���1� `.&� 
�jK) ��
!� #�� ��)���(� ���`� Zj� N�j) q��Q�7�� notification � CommonResults.  

8.12  Service Error   

 ~�5"serviceError
)�&� �!��� 
-���) 
�jK) Z�  .� ��
X$� �e�U� �C ��
X$ �C 
������ �����) G��.�� aU� ��W) 
oJ�
3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.(`.&� �����) 
Xc� aU�" �C 
Xc �C aU�" NC Zj� ������ N�!.  

 
serviceError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] ServiceProblem, 
   COMPONENTS OF CommonResults } } 
 CODE   id-errcode-serviceError } 
 
ServiceProblem  ::=  INTEGER { 
 busy       (1), 
 unavailable      (2), 
 unwillingToPerform   (3), 
 chainingRequired      (4), 
 unableToProceed     (5), 
 invalidReference      (6), 
 timeLimitExceeded   (7), 
 administrativeLimitExceeded    (8), 
 loopDetected   (9), 
 unavailableCriticalExtension    (10), 
 outOfScope      (11), 
 ditError    (12), 
 invalidQueryReference     (13), 
 requestedServiceNotAvailable (14), 
 unsupportedMatchingUse  (15), 
 ambiguousKeyAttributes  (16), 
 saslBindInProgress   (17) } 

 

 Z� ~�5� �*��n� 
���) �� `.&� NWproblem�e�e$�� 
8��)  .D�� 
������ �R�K(� Z) uC [�� �U�:  
 C (  busy  �L��$ [�YK) �'�t$C k�� �C ������ NW ) Zj��" �U Zj�� �
���.(� 
������ 0�+2  ��� �e'�+C Z

*�>U *
�!. 
 ¢( 

unavailable � ����n ���) �� �'�t$C k�� �C ������ NW.  
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�( 

unwillingToPerform  � L���) ?�� �'�t$C k�� �C ������ NWLSv) �G�.�� ��� ��X8��  �W }+\" �JC G5B� �

8�M�) 
"%�+W 
.�7 
7��7 �e�8" �C +%����� ��vR �Se�7�.  

+ ( 

chainingRequired � �B�B��� N�R ���� a)� ¡�B�B� [S1 Z) =W G�.�� m�¹W �8j� = ������ NW 
L�%�o� 
)�1 
5U�
) %��1 
.7��� chainingProhibited.  

� ( 

unableToProceed � Zj" � � DSA 
p��J� 
�'S) 
��B� ���B� 
"%�+W 
.�7 `.&� ��� +��C u��� 
5�7� � 
R%�K(� Z) Zj��" � ����O7� 
J�.  

� ( 

invalidReference  � Zj��" � DSA �e$� ��R G�.�� 0�+C Z) DUA �) {�OperationProgress ( � 

��� �� 
��nW q��Q�7= 
p��J 
e� �U ��� N�j" �U�.  

m ( 

timeLimitExceeded  � 
)�1 
5U�
) � ����B(� �.5d u��� :U��� �n �W ������ ��� . ���� =�
� 
�'t$ 
p��J����B(� �W +���.  

�( 

administrativeLimitExceeded � �
"%�+W 
.�7 �.5M� q�U u��� ��� �W ������ ���  
p��J ���� =�
����B(� �W +���� 
�'t$.  

 �( 

loopDetected �
��1�+ *�
�� 
p��J G�.�� ��� ��X8� D�� %+�U �� ������ .  
u( 

unavailableCriticalExtension ��B" =  ������ a�.0�d%W q�� G5B� G�.�� 
n��W �C �n�� �
n �"�¨ 

vRC.  

 �( 

outOfScope �¢��.(� %�o8(� � �=�nW ���� � .  
 [( 

ditError  � ��B�� 
�jK( 
p��J G�.�� 0�_W Z) ������ Zj��" = DIT.  
q ( 

invalidQueryReference �
��� �� 
���.(� 
������ �����) NW  . ~�5"� N�R ��W 
�jK(� ��� Z�
queryReference «�� �� 
4X>�(� �'��8�� �.  

����� �2�3� �"':�� ��RU� �x�(�� - ���P#� %<= .  

N (  requestedServiceNotAvailable � q�� G5B� 
)�& *+�� 
"%�+W 
-.8) � 3� G�� �K! 
n��W 
search-rule �e�J� 345�� NC G5B� �C 345�� search-rule
-5.(�  . 
�>�QK� ��)���) +��� �U�


�!�dW��� 
)�&� 
�jK) a)  . ��)���(� 	
���
�!�dF� OB-�� � �=��� ���Q( ��� 13.  
l( 

unsupportedMatchingUse �LSv) �
���� :¨  �e���" � 
)0��) *���U q��Q�7= ����
(� � �DSA 
 3� %��1 �5d �8�performExactly.  

@( 

ambiguousKeyAttribute  � 
���U ���
) +�8� �
!� Zj�� ����-� D�� 
�'�U 
)0��) *���U ���1� 

US� �� ���-� [��$ ���-) *+���) ��)0��) a) ���-��� . ��R ~��5� :�J ��� `.&� 
��n Gn�>"�


US� ��� 
)0��(� D�� 
�'�U 
)0��) *���U :�+.  
	( 

saslBindInProgress  �
5B8���  
���� �X8" NC G��.�� u%�
M�� Z) �N�-��7� ����� k�5� 
directoryBind*+���) ��
)  . G�p�B(� ��� D�� [�"�[�7%�� serviceError 
�jK) a) 

saslBindInProgress . 
���� �X8" NC G��.�� Z) G�." G�p�B(� NC D�� ��� [�"�directoryBind 
 
��� ?XJ a) �*�"�$saslCredentials( N�-��7=� 
���� 
���� . 
�n
) uC � G��.�� G�% ��W�

 
���� �X8� �U �
������ ^�e$WdirectoryBind  �5d a)SaslAbort D�� TRUE.  

 N�j) Z�M�"SecurityParameters)  
oJ�10.7 ( �CommonResults)  
oJ�4.7 ( NC ������ D�� N�R ��W �C `.&� aU�"
�
Xc� ��U�" �C �
Xc. 

� Zj�L�"%���1� `.&� 
�jK) ��
!� #�� ��)���(� ���` N�j) q��Q�7�� notification � CommonResults.  
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9.12  Update Error   

 ~�5"updateError �=��4� H���� 
�jK) Z� 
!�dF � ��)���) �"��� �C G.� �C DIB . �����) G��.�� aU� ��W�
 ��
X$� �e�U� �C ��
X$ �C 
������) 
oJ�3.17 Z)  
������ITU-T X.501 | ISO/IEC 9594-2.( NC Zj� ������ N�!

`.&� �����) 
Xc� aU�" �C 
Xc �C aU�".  
 
updateError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] UpdateProblem, 
   attributeInfo  [1] SET SIZE (1..MAX) OF CHOICE { 
    attributeType  AttributeType, 
    attribute   Attribute } OPTIONAL, 
   COMPONENTS OF CommonResults } } 
 CODE    id-errcode-updateError } 
 
UpdateProblem  ::=  INTEGER { 
 namingViolation    (1), 
 objectClassViolation   (2), 
 notAllowedOnNonLeaf      (3), 
 notAllowedOnRDN    (4), 
 entryAlreadyExists    (5), 
 affectsMultipleDSAs   (6), 
 objectClassModificationProhibited    (7), 
 noSuchSuperior    (8), 
 notAncestor     (9), 
 parentNotAncestor    (10), 
 hierarchyRuleViolation   (11), 
 familyRuleViolation    (12) } 

 


�jK) Z� 
�jK) 
���) ~�5��e�e$�� 
8��)  .D�� 
������ �R�K(� [�� �U�:  
 C (  namingViolation  � 
���� NW 
!�dW �j�� ����U �e�8" �"��� �C DIT ������ ��.� �e!
� ��R 

 
�������ITU-T X.501 | ISO/IEC 9594-2 . �uC aM"�1�f)ª( a��� �%�5���� �1�� �C %���B)  
 
-.8)� DIT  	
�" �C 0]� �8>� �e�! �M�� g�B" =RDNª( �1�@�8� :�J �� ��K�� .  

¢( 

objectClassViolation � ��B�� q�� �W x�T 
���� }+\� �1�f) }��E ����U a) �1�f)LSv�! ¡ �
 }��� ����U �C 0]� �8� �"
��DIT �"%��� a) �C ITU-T X.501 | ISO/IEC 9594-2L�
oJ   �_2

0]� 	�8�`� H����.  
�( 

notAllowedOnNonLeaf � 
U%� D�� �-! 
���� 
���E g�B" �S1�f) DIT.  
+ ( 

notAllowedOnRDN � D�� 
���� 
���� 
�\� RDN) LSv) Z) 0t$ �� :�J 0�Y�F �RDN.(  
� ( 

entryAlreadyExists � 
���� 
���� ]�B� addEntry �C modifyDN LS1�f)�! �$�" LS.  
������ 1 �B�(��U �<= !�P�  n�'', RDNs ?( /R1�� y[� ���$�	, �:,��� ��a���0 �C�"�0 ��	� +	$ !�P� ��� 

 �	J���� b C&� ��; ���	,ITU-T X.501 | ISO/IEC 9594-2.  

� ( 

affectsMultipleDSAs � D�� ��YK��� x�T 
���� ���T DSAs
������ ��s g�B" = 3�n *+���) .  
m ( 

objectClassModificationProhibited  �ª( ]�j�� 0]� �8� �"���� 
���� 
���� �1�.  
 �( 

noSuchSuperior � 
���� 
���� ]�B� modifyDN �1�f)�$�" = �"�$ ]B�'% .  
�( 

notAncestor  � G.K� 
���� 
���� �1�f)0]K�� �%�5���� ��7 �"�T N�+ GR
) .  
u( 

parentNotAncestor  � 0�KJF 
���� 
���� �1�f) ?�� 
�'�� �M� :T 
��5) G��
�) �X� �%�5���� 
L�X�7.  
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�( 

hierarchyRuleViolation  �
�5��
� *
)m D�� 
-5.) *���U � �1��� 
���� 
����  : *
)t�� N�j� NC x��"
L�)�¨ 
$%�1 
�5��
���8) � �)�j��� 
"��� �C 
)�& *+�� 
"%�+W 
-.8) uC Z�  ¡
)�& *+�� 
"%�+W 
-.

 D�� 
�5��
� *
)m 
>�-��DSA��n� .  
[( 

familyRuleViolation  � � �S'�� D�� 
-5.) *���U � �1��� 
���� 
���� �1�f)GR
) .  

 
���) 	
��attributeInfo �� )���C ( 
��U Zj�(� Z)� :�J)O�U (
�jK) G5B� . Z� ~�� ��W�objectClassViolation \
N�j" �8� attributeL�8�� L=�+�  :�J �� D�� objectClass  �8� +%�"�)	�8�C ( N�j� NC Zj�� ¡
�jK(� G5B" 0]�
 +�8�attributeType 
8�� )LSv)
>U�J 
�)�t�W 
�$%�1 ���J �C ���J �"
��� �.(  
�� ����2 � )�*�
� updateError �A����x�U� �� +	$ �� `"U g�h� @0 !;�P0 +(  �	��( b �x�xd��0 `_ �	$ ªaddEntry �� 

removeEntry �� modifyEntry �� modifyDN q/�� �A�k� ]( !;�P#� %<= ?( attributeError.  

 N�j) Z�M�"SecurityParameters)  
oJ�10.7 ( �CommonResults)  
oJ�4.7 ( NC ������ D�� N�R ��W �C `.&� aU�"
�
Xc� ��U�" �C �
Xc. 

L�"%���1� `.&� 
�jK) ��
!� #�� ��)���(� ���`� Zj� N�j) q��Q�7�� notification � CommonResults.  

13  �� ��� ��	��� ����  


)�& *+�� 
"%�+W 
-.8) � 
���2� �e���-� 
�n
) C�5� 3� 
����� OB-�� ��� H���".  

0�
$F� ��� N�d
� ��8��:  
 C (   
X��� 
!�"search-validation ) 
oJ�12.16  
������ITU-T X.501 | ISO/IEC 9594-2 .( ���� a)�

 Z� ��8" = 
X���search-validation
V��1 ��)���)  . �U��" �0�
$F� [S1 `.1 
e$��) :¨ ��W�
 +��"� O��-���FALSE +��" �=W� �TRUE . +��"�search-validation ���-) search-rule N�j� 
�%�! 

TRUEL��'�+ .  
¢(   aU�) �"�T Zj� = �)�8� q�Q�B" u��� 0�
$F� �JWgoverning-search-rule �"
�� Zj�(� Z) ��v�n� 

search-rule O��-� Zj� *��n� SearchArgument G�� �K! ���( �"
�� ���-) search . �$�" �)�8��
�QK��� ��)���(� +�t�� �O��-��� �U��" �
���� ��� � `.1 �
� N�j) � 
"%�
M�� 
�>notification 

 ���.�) ��8�CommonResults 
�jK) a) 
)�1 `.1 +��"� requestedServiceNotAvailable . ������
	
�(� `.&� �� D�� �e8��M� O�" 
�>�QK� ��)���) uC.  

����� �B�7'G  f�U !��70 ��/0 z� ��G +		7� ?�v �%A(� ��J����� search-rule .	;� �!�03� ��� K	7Z �	�
<	�1���� &�/$ n1��� ���J��#� %<= ?0 ��d f	�.  

0�
$F� ^
�X"  N�j�� �� g�B" Z� ��X8��� NCsearch-ruleLS��U ��X8��� :  
�  ¡
���) �� ��� �W �)� 
)0��) +��U� 
)0��) ����U� ���7 ���C� :�J ���C �"�4��  
�  � l�7C D�� 
)0��) ���)m%��1 �"�4�� � Oj4�" u��� 345�� ��8� 
US� �� ?�� �C O��� = ���-

search-rule¡  
  �   �e�8� 
)0��) *���U �'��� �"�4��search-rule¡  
  �   �����1 �W �K��search-ruleL�"%���1� ¡��X8��� �e���" =   
  �  
V��1 �C 
-B�) �� N�j�.  
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1.13  67 F�G�% V% B�
�� o�d���  

�� O��-��� 0�+C }
cL=�C H-4��/���� 0�
$F� q��Q�7�� 
�7�72� +��-�� k�� �e�8" ���
(� NC Z) :  
1(   uC 
.7��� �v¨ = Zj�� ���
(� � 
�v� :�J ���C :J�R ��Wrequest-attribute-profile N�j) � 

search-rule inputAttributeTypes }��¥ �notification D��:  
    �   ~��5� :�JsearchServiceProblem 
��U a) id-pr-searchAttributeViolationb  
    �   ~��5� :�JserviceType N�j) 
��-R �� serviceType � search-rule¡  
    �   ~��5� :�JattributeTypeList
�J�J�U �� :�J ���C 	
�� 0]� ��!
�) O�-R �� .  
  2(  ��¥ ����� ���
) +�8� 
.7��� �-! 
�v� :�J ���C :J�R ��W }notification D��:  

�   ~��5� :�JsearchServiceProblem
��U a)  id-pr-attributeNegationViolationb  
�   ~��5� :�JserviceType N�j) 
��-R �� serviceType � search-rule¡  
�   ~��5� :�JattributeTypeList 
���� 
�J�J�U �� :�J ���C 	
�� 0]� ��!
�) ]� O�-�� 3�n 

��
(� ��.  
3(   � +�E� �
K�� NC Z) H-4���attributeCombination ���2 ���� �� +�$�� H���" ���! �� 0�X"F� ¤ 

:�J . � ���� �� ���
) +�8� 
.7��� ��
� N�+ �v¨ :�J ���C �uC �
�)�t�W :�J ���C :J�R ��W�
 �]�
! ���
) uC � 
>U�J ����
(� }��¥notification D��:  

    �   ~��5� :�JsearchServiceProblem
��U a)  id-pr-missingSearchAttributeb  
    �   ~��5� :�JserviceType N�j) 
��-R �� serviceType � search-rule¡  
    �   ~��5� :�JattributeTypeList
>U�8�� :�8�� ���C 	
�� 0]� ��!
�) O�-R �� .  

  L�8�� ¢��.) G�R
� Zj" � ��W }��¥ �notification D��:  
�   ~��5� :�JsearchServiceProblem
��U a) id-pr-searchAttributeCombinationViolation  

    �   ~��5� :�JserviceType N�j) 
��-R �� serviceType � search-rule¡  
    �   ~��5� :�JattributeCombination G�R
� 	
�" )��5�R
� (IU�J.  
4(   
5B8���� request-attribute-profiles ]�
! N�j) �� selectedValues O�" �
�%�! O�U 
���, Zj�� 


������ ��5�.�(� Z) �n�� G�.�) ��� = ��� :�8�� ���2 ���
) �8� uC ��8� N�R ��W �) H-4���:  
�   ��8� ���
(� �8� N�j"present ]�
! N�j)� contextsL�8�� ?��  � request-attribute-

profiles�C ¡  
�   ��8� ���
(� �8� N�j"contextPresent ]�
! N�j)� contextsL�8��  � request-attribute-

profiles.  
     }��¥ ����
) �8� u2 �S�C H-4��� �K! ��Wnotification D��:  
    �   ~��5� :�JsearchServiceProblem 
��U a) id-pr-searchValueNotAllowedb  
    �   ~��5� :�JserviceType  N�j) 
��-R ��serviceType � search-rule¡  
    �   ~��5� :�JfilterItem ��n��
) +�8� a) 
���!O�-R .  
5(   
5B8���� request-attribute-profiles ]�
! N�j) �� contexts \ +�8� uC ��8� N�R ��W �) H-4��� O�"

��� ]�
X�� N�j(� � Z�M�� = ���7 ���C �W �K� ���
) .R ��W� ����R N� }��¥notification D��:  
    �   ~��5� :�JsearchServiceProblem
��U a)  id-pr-searchContextViolation�  



ISO/IEC  9594-3:2005 (A) 

������� (2005/08) ITU-T X.511  79 

    �   ~��5� :�JserviceType N�j) 
��-R �� serviceType � search-rule¡  
    �   ~��5� :�JcontextTypeList¯�J�U �� ���7 ���2 0]� ��!
�) O�-R �� .  
6(  �1C ��W %���1� allowed N�j( subset � search-rule �1+ 
���) :J�R ��W �) H-4��� O�" �subset 

� searchArgument
X���(� ��� a) ������  . �Zj� � ��W� }��¥notification D��:  
�   ~��5� :�JsearchServiceProblem
��U a)  id-pr-searchSubsetViolationb  

    �   ~��5� :�JserviceType N�j) 
��-R �� serviceType � search-rule.  
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ASN.1 DirectoryAbstractService.  

 

 

 
DirectoryAbstractService {joint-iso-itu-t ds(5) module(1) directoryAbstractService(2) 5} 
DEFINITIONS ::= 
BEGIN 

RR  EXPORTS All 

22   �	
�� /�31 4��5� 6 	7���8&9: ;�5%�� <=+ 6 �>��
� *�?��� ASN.1 6 ;@/�%�� 4	�"�%�  
22    AB C	�!�� #�8&�1 D�� E���� 4	?�0F&�� 6 #��8&9G�� H������������ 4	��� .�JK�  
22    ��?� : �J�� H�"	L� 	7M��N� E��� 4	?�0F1 	7��8&�1 O��=+ 4�����&�� 4G���&��� �P%�F
�  
22   Q	�)��  R��  ����  ������  ��  	7!��S. 

 
IMPORTS 

 
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2 
 
 attributeCertificateDefinitions, authenticationFramework, basicAccessControl, 
 commonProtocolSpecification, directoryShadowAbstractService, distributedOperations, 
 enhancedSecurity, id-at, informationFramework, selectedAttributeTypes, serviceAdministration, 
 upperBounds 
  FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5} 
 
 Attribute, ATTRIBUTE, AttributeType, AttributeTypeAssertion, AttributeValue, 
 AttributeValueAssertion, CONTEXT, ContextAssertion, DistinguishedName,  
 MATCHING-RULE, Name, OBJECT-CLASS, RelativeDistinguishedName, 
 SupportedAttributes, SupportedContexts 
  FROM  InformationFramework informationFramework 
 
 RelaxationPolicy 
  FROM  ServiceAdministration serviceAdministration 
 
 AttributeTypeAndValue 
  FROM BasicAccessControl  basicAccessControl 
 
 OPTIONALLY-PROTECTED{ }, OPTIONALLY-PROTECTED-SEQ{ } 
  FROM EnhancedSecurity enhancedSecurity 
 
-- from ITU-T Rec. X.518 | ISO/IEC 9594-4 
 
 AccessPoint, ContinuationReference, Exclusions, OperationProgress, ReferenceType 
  FROM  DistributedOperations  distributedOperations 
 
-- from ITU-T Rec. X.519 | ISO/IEC 9594-5 
 
 Code, ERROR, id-errcode-abandoned, id-errcode-abandonFailed,  id-errcode-attributeError, 
 id-errcode-nameError, id-errcode-referral, id-errcode-securityError, id-errcode-serviceError, 
 id-errcode-updateError, id-opcode-abandon, id-opcode-addEntry, id-opcode-compare,  
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 id-opcode-list,  id-opcode-modifyDN, id-opcode-modifyEntry, id-opcode-read, 
 id-opcode-removeEntry, id-opcode-search, InvokeId, OPERATION 
  FROM CommonProtocolSpecification commonProtocolSpecification 
 
-- from ITU-T Rec. X.520 | ISO/IEC 9594-6 
 
 DirectoryString {} 
  FROM SelectedAttributeTypes selectedAttributeTypes 
 
 ub-domainLocalID, ub-saslMechanism 
  FROM UpperBounds upperBounds 
 
-- from ITU-T Rec. X.509 | ISO/IEC 9594-8 
 
 AlgorithmIdentifier, CertificationPath, ENCRYPTED {}, SIGNATURE {}, SIGNED {} 
  FROM AuthenticationFramework authenticationFramework 
 
 AttributeCertificationPath 
  FROM AttributeCertificateDefinitions attributeCertificateDefinitions 
 
-- from ITU-T Rec. X.525 | ISO/IEC 9594-9 
 
 AgreementID 
  FROM DirectoryShadowAbstractService  directoryShadowAbstractService 
 
-- from RFC 2025 
 
 SPKM-ERROR, SPKM-REP-TI, SPKM-REQ 
  FROM SpkmGssTokens { iso (1) identified-organization (3) dod(6) internet (1) 
   security (5) mechanisms (5) spkm (1) spkmGssTokens (10) } ; 
 
-- Common data types -- 
 
CommonArguments  ::=  SET { 
 serviceControls  [30] ServiceControls DEFAULT { }, 
 securityParameters   [29] SecurityParameters OPTIONAL, 
 requestor   [28] DistinguishedName OPTIONAL, 
 operationProgress  [27] OperationProgress 
       DEFAULT { nameResolutionPhase notStarted }, 
 aliasedRDNs    [26] INTEGER OPTIONAL, 
 criticalExtensions  [25] BIT STRING  OPTIONAL, 
 referenceType  [24] ReferenceType  OPTIONAL, 
 entryOnly   [23] BOOLEAN DEFAULT TRUE, 
 nameResolveOnMaster    [21] BOOLEAN DEFAULT FALSE, 
 operationContexts  [20] ContextSelection OPTIONAL, 
 familyGrouping  [19] FamilyGrouping DEFAULT entryOnly } 
 
FamilyGrouping  ::=  ENUMERATED  { 
 entryOnly  (1), 
 compoundEntry (2), 
 strands  (3), 
 multiStrand    (4) } 
 
CommonResults  ::=  SET { 
 securityParameters [30] SecurityParameters     OPTIONAL, 
 performer  [29] DistinguishedName     OPTIONAL, 
 aliasDereferenced [28] BOOLEAN      DEFAULT FALSE, 
 notification  [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL } 
 
CommonResultsSeq  ::=  SEQUENCE { 
 securityParameters [30] SecurityParameters     OPTIONAL, 
 performer  [29] DistinguishedName     OPTIONAL, 
 aliasDereferenced [28] BOOLEAN      DEFAULT FALSE, 
 notification  [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL } 
 
ServiceControls  ::=  SET { 
 options    [0] ServiceControlOptions DEFAULT { }, 
 priority    [1] INTEGER { low (0),  medium (1),  high (2) }  DEFAULT medium, 
 timeLimit    [2] INTEGER  OPTIONAL, 
 sizeLimit    [3] INTEGER  OPTIONAL, 
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 scopeOfReferral   [4] INTEGER { dmd(0), country(1) } OPTIONAL, 
 attributeSizeLimit     [5] INTEGER  OPTIONAL, 
 manageDSAITPlaneRef    [6] SEQUENCE { 
  dsaName     Name, 
  agreementID     AgreementID } OPTIONAL, 
 serviceType    [7] OBJECT IDENTIFIER OPTIONAL, 
 userClass    [8] INTEGER OPTIONAL } 
 
ServiceControlOptions  ::=  BIT STRING { 
  preferChaining  (0), 
  chainingProhibited  (1), 
  localScope   (2), 
  dontUseCopy  (3), 
  dontDereferenceAliases (4), 
  subentries   (5), 
  copyShallDo   (6), 
  partialNameResolution (7), 
  manageDSAIT  (8), 
  noSubtypeMatch  (9), 
  noSubtypeSelection (10), 
  countFamily   (11), 
  dontSelectFriends  (12), 
  dontMatchFriends  (13) } 
 
EntryInformationSelection  ::=  SET  { 
 attributes    CHOICE { 
  allUserAttributes      [0] NULL, 
  select       [1] SET OF AttributeType 
  --  empty set implies no attributes are requested --  } DEFAULT allUserAttributes : NULL, 
 infoTypes   [2] INTEGER { 
  attributeTypesOnly    (0), 
  attributeTypesAndValues   (1) } DEFAULT attributeTypesAndValues, 
 extraAttributes   CHOICE { 
  allOperationalAttributes  [3] NULL, 
  select     [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL, 
 contextSelection      ContextSelection OPTIONAL, 
 returnContexts   BOOLEAN DEFAULT FALSE, 
 familyReturn    FamilyReturn  DEFAULT  
      { memberSelect  contributingEntriesOnly } } 
 
ContextSelection  ::=  CHOICE  { 
 allContexts    NULL, 
 selectedContexts   SET SIZE (1..MAX) OF TypeAndContextAssertion } 
 
TypeAndContextAssertion  ::=  SEQUENCE  { 
 type     AttributeType, 
 contextAssertions CHOICE { 
  preference     SEQUENCE OF ContextAssertion, 
  all   SET OF ContextAssertion } } 
 
FamilyReturn ::= SEQUENCE { 
 memberSelect ENUMERATED { 
  contributingEntriesOnly   (1), 
  participatingEntriesOnly (2), 
  compoundEntry  (3) }, 
 familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id   OPTIONAL } 
 
EntryInformation  ::=  SEQUENCE  { 
 name       Name, 
 fromEntry     BOOLEAN DEFAULT TRUE, 
 information       SET SIZE (1..MAX) OF CHOICE {  
  attributeType    AttributeType, 
  attribute     Attribute } OPTIONAL, 
 incompleteEntry  [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems 
 partialName   [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systems 
 derivedEntry   [5] BOOLEAN DEFAULT FALSE -- not in pre-fourth edition systems -- } 
 
family-information  ATTRIBUTE  ::=  { 
 WITH SYNTAX  FamilyEntries 
 USAGE   directoryOperation 
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 ID    id-at-family-information } 
 
FamilyEntries  ::=  SEQUENCE  { 
 family-class   OBJECT-CLASS.&id, -- structural object class value 
 familyEntries   SEQUENCE OF FamilyEntry } 
 
FamilyEntry  ::=  SEQUENCE  { 
 rdn    RelativeDistinguishedName, 
 information   SEQUENCE OF CHOICE  { 
  attributeType  AttributeType, 
  attribute   Attribute }, 
 family-info   SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL } 
 
Filter  ::=  CHOICE  { 
 item [0] FilterItem, 
 and [1] SET OF Filter, 
 or [2] SET OF Filter, 
 not [3] Filter } 
 
FilterItem ::= CHOICE { 
 equality   [0] AttributeValueAssertion, 
 substrings   [1] SEQUENCE { 
  type     ATTRIBUTE.&id ({ SupportedAttributes }), 
  strings    SEQUENCE OF CHOICE { 
   initial     [0] ATTRIBUTE.&Type 
         ({SupportedAttributes}{@substrings.type}), 
   any    [1] ATTRIBUTE.&Type 
         ({SupportedAttributes}{@substrings.type}), 
   final    [2] ATTRIBUTE.&Type 
         ({SupportedAttributes}{@substrings.type}), 
   control    Attribute } },    -- Used to specify interpretation of following 
              -- items 
 greaterOrEqual [2] AttributeValueAssertion, 
 lessOrEqual  [3] AttributeValueAssertion, 
 present  [4] AttributeType, 
 approximateMatch  [5] AttributeValueAssertion, 
 extensibleMatch [6] MatchingRuleAssertion, 
 contextPresent [7] AttributeTypeAssertion } 
 
MatchingRuleAssertion  ::=  SEQUENCE  { 
 matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE.&id, 
 type   [2] AttributeType  OPTIONAL, 
 matchValue    [3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY { 
   -- matchValue shall be a value of  type specified by the &AssertionType field of  
   -- one of the MATCHING-RULE information objects identified by matchingRule -- } ), 
 dnAttributes  [4] BOOLEAN DEFAULT FALSE } 
 
PagedResultsRequest  ::=  CHOICE  { 
 newRequest   SEQUENCE { 
  pageSize    INTEGER, 
  sortKeys    SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL, 
  reverse   [1] BOOLEAN DEFAULT FALSE, 
  unmerged   [2] BOOLEAN DEFAULT FALSE, 
  pageNumber   [3] INTEGER OPTIONAL }, 
 queryReference  OCTET STRING, 
 abandonQuery [0] OCTET STRING } 
 
SortKey  ::=  SEQUENCE  { 
 type   AttributeType, 
 orderingRule  MATCHING-RULE.&id OPTIONAL } 
 
SecurityParameters  ::=  SET  { 
 certification-path      [0] CertificationPath   OPTIONAL, 
 name      [1] DistinguishedName   OPTIONAL, 
 time     [2] Time     OPTIONAL, 
 random    [3] BIT STRING    OPTIONAL, 
 target      [4] ProtectionRequest   OPTIONAL, 
 response    [5] BIT STRING    OPTIONAL, 
 operationCode   [6] Code     OPTIONAL, 
 attributeCertificationPath  [7] AttributeCertificationPath OPTIONAL, 
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 errorProtection   [8] ErrorProtectionRequest OPTIONAL, 
 errorCode    [9] Code     OPTIONAL } 
 
ProtectionRequest  ::=  INTEGER { none (0), signed (1) } 
 
Time  ::=  CHOICE { 
 utcTime   UTCTime, 
 generalizedTime  GeneralizedTime } 
 
ErrorProtectionRequest ::=  INTEGER { none (0), signed (1) } 
 
--  Bind and unbind operations -- 
 
directoryBind  OPERATION  ::=  { 
 ARGUMENT  DirectoryBindArgument 
 RESULT  DirectoryBindResult 
 ERRORS  { directoryBindError } } 
 
DirectoryBindArgument  ::=  SET  { 
 credentials     [0] Credentials OPTIONAL, 
 versions  [1] Versions DEFAULT {v1} } 
 
Credentials  ::=  CHOICE  { 
 simple  [0] SimpleCredentials, 
 strong   [1] StrongCredentials, 
 externalProcedure [2] EXTERNAL, 
 spkm    [3] SpkmCredentials, 
 sasl   [4] SaslCredentials } 
 
SimpleCredentials  ::=  SEQUENCE  { 
 name    [0] DistinguishedName, 
 validity  [1] SET { 
  time1    [0] CHOICE { 
   utc   UTCTime, 
   gt   GeneralizedTime } OPTIONAL, 
  time2    [1] CHOICE { 
   utc   UTCTime, 
   gt   GeneralizedTime } OPTIONAL, 
  random1  [2] BIT STRING  OPTIONAL, 
  random2  [3] BIT STRING  OPTIONAL } OPTIONAL, 
 password  [2] CHOICE { 
  unprotected  OCTET STRING, 
  protected  SIGNATURE {OCTET STRING} } OPTIONAL} 
 
StrongCredentials  ::=  SET  { 
 certification-path     [0] CertificationPath OPTIONAL, 
 bind-token      [1] Token, 
 name     [2] DistinguishedName OPTIONAL, 
 attributeCertificationPath [3] AttributeCertificationPath OPTIONAL } 
 
SpkmCredentials  ::=  CHOICE  { 
 req [0] SPKM-REQ, 
 rep [1] SPKM-REP-TI } 
 
SaslCredentials  ::=  SEQUENCE { 
 mechanism  [0] DirectoryString { ub-saslMechanism }, 
 credentials  [1] OCTET STRING OPTIONAL, 
 saslAbort  [2] BOOLEAN DEFAULT FALSE } 
 
Token  ::=  SIGNED  { SEQUENCE { 
 algorithm  [0] AlgorithmIdentifier, 
 name    [1] DistinguishedName, 
 time   [2] UTCTime, 
 random  [3] BIT STRING, 
 response  [4] BIT STRING OPTIONAL, 
 bindIntAlgorithm   [5] SEQUENCE SIZE (1..MAX) OF AlgorithmIdentifier OPTIONAL, 
 bindIntKeyInfo [6] BindKeyInfo OPTIONAL, 
 bindConfAlgorithm [7] SEQUENCE SIZE (1..MAX) OF AlgorithmIdentifier OPTIONAL, 
 bindConfKeyInfo [8] BindKeyInfo OPTIONAL } } 
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Versions  ::=  BIT STRING {v1(0), v2(1) } 
 
DirectoryBindResult  ::=  DirectoryBindArgument 
 
directoryBindError  ERROR  ::=  { 
 PARAMETER  OPTIONALLY-PROTECTED { 
  SET { 
   versions  [0] Versions DEFAULT {v1}, 
   error      CHOICE { 
    serviceError   [1] ServiceProblem, 
    securityError   [2] SecurityProblem } } } } 
 
BindKeyInfo  ::=  ENCRYPTED  { BIT STRING } 
 
--  Operations, arguments, and results -- 
 
read  OPERATION  ::=  { 
 ARGUMENT  ReadArgument 
 RESULT  ReadResult 
 ERRORS  { attributeError | nameError | serviceError | referral | abandoned |  
    securityError } 
 CODE   id-opcode-read } 
 
ReadArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object    [0] Name, 
  selection   [1] EntryInformationSelection  DEFAULT { }, 
  modifyRightsRequest [2] BOOLEAN DEFAULT FALSE, 
  COMPONENTS OF   CommonArguments } } 
 
ReadResult  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  entry     [0] EntryInformation, 
  modifyRights [1] ModifyRights OPTIONAL, 
  COMPONENTS OF CommonResults } } 
 
ModifyRights  ::=  SET OF SEQUENCE { 
 item    CHOICE { 
   entry     [0] NULL, 
   attribute  [1] AttributeType, 
   value     [2] AttributeValueAssertion }, 
 permission    [3] BIT STRING { add (0), remove (1), rename (2), move (3) } } 
 
compare  OPERATION  ::=  { 
 ARGUMENT  CompareArgument 
 RESULT  CompareResult 
 ERRORS  { attributeError | nameError | serviceError | referral | abandoned |  
    securityError } 
 CODE   id-opcode-compare } 
 
CompareArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] Name, 
  purported  [1] AttributeValueAssertion, 
  COMPONENTS OF  CommonArguments } } 
 
CompareResult  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  name      Name  OPTIONAL, 
  matched   [0] BOOLEAN, 
  fromEntry   [1] BOOLEAN DEFAULT TRUE, 
  matchedSubtype     [2] AttributeType OPTIONAL, 
  COMPONENTS OF   CommonResults } } 
 
abandon  OPERATION  ::=  { 
 ARGUMENT AbandonArgument 
 RESULT AbandonResult 
 ERRORS { abandonFailed } 
 CODE  id-opcode-abandon } 
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AbandonArgument  ::=  OPTIONALLY-PROTECTED-SEQ { 
 SEQUENCE  { 
  invokeID  [0] InvokeId } } 
 
AbandonResult  ::= CHOICE  { 
 null  NULL, 
 information   OPTIONALLY-PROTECTED-SEQ { 
     SEQUENCE { 
      invokeID   InvokeId, 
      COMPONENTS OF  CommonResultsSeq } } } 
 
list OPERATION  ::=  { 
 ARGUMENT  ListArgument 
 RESULT  ListResult 
 ERRORS  { nameError | serviceError | referral | abandoned | securityError } 
 CODE   id-opcode-list } 
 
ListArgument  ::=  OPTIONALLY-PROTECTED  { 
 SET { 
  object    [0] Name, 
  pagedResults  [1] PagedResultsRequest OPTIONAL, 
  listFamily   [2] BOOLEAN DEFAULT FALSE, 
  COMPONENTS OF  CommonArguments } } 
 
ListResult  ::=  OPTIONALLY-PROTECTED  { 
 CHOICE { 
  listInfo    SET { 
   name       Name  OPTIONAL, 
   subordinates   [1] SET OF SEQUENCE { 
    rdn      RelativeDistinguishedName, 
    aliasEntry   [0] BOOLEAN DEFAULT  FALSE, 
    fromEntry   [1] BOOLEAN DEFAULT  TRUE }, 
   partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL, 
   COMPONENTS OF   CommonResults }, 
  uncorrelatedListInfo [0] SET OF ListResult } } 
 
PartialOutcomeQualifier  ::=  SET  { 
 limitProblem    [0] LimitProblem  OPTIONAL, 
 unexplored      [1] SET SIZE (1..MAX) OF ContinuationReference  OPTIONAL, 
 unavailableCriticalExtensions [2] BOOLEAN DEFAULT  FALSE, 
 unknownErrors   [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type  OPTIONAL, 
 queryReference   [4] OCTET STRING  OPTIONAL, 
 overspecFilter   [5] Filter OPTIONAL,  
 notification    [6] SEQUENCE SIZE (1 .. MAX) OF Attribute  OPTIONAL,  
 entryCount     CHOICE { 
  bestEstimate    [7] INTEGER, 
  lowEstimate    [8] INTEGER, 
  exact       [9] INTEGER } OPTIONAL, 
 streamedResult   [10] BOOLEAN DEFAULT  FALSE } 
 
LimitProblem  ::=  INTEGER { 
 timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) } 
 
search  OPERATION  ::=  { 
 ARGUMENT  SearchArgument 
 RESULT  SearchResult 
 ERRORS  { attributeError | nameError | serviceError | referral | abandoned |  
    securityError } 
 CODE   id-opcode-search } 
 
SearchArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  baseObject     [0] Name, 
  subset   [1] INTEGER { 
   baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject, 
  filter    [2] Filter DEFAULT  and : { }, 
  searchAliases  [3] BOOLEAN  DEFAULT TRUE, 
  selection   [4] EntryInformationSelection DEFAULT { }, 
  pagedResults  [5] PagedResultsRequest OPTIONAL, 
  matchedValuesOnly [6] BOOLEAN DEFAULT FALSE, 



ISO/IEC  9594-3:2005 (A) 

������� (2005/08) ITU-T X.511  89 

  extendedFilter  [7] Filter OPTIONAL, 
  checkOverspecified  [8] BOOLEAN DEFAULT FALSE, 
  relaxation   [9] RelaxationPolicy  OPTIONAL, 
  extendedArea  [10] INTEGER   OPTIONAL, 
  hierarchySelections [11] HierarchySelections DEFAULT { self }, 
  searchControlOptions [12] SearchControlOptions DEFAULT { searchAliases }, 
  joinArguments  [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL, 
  joinType   [14] ENUMERATED { 
   innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin, 
  COMPONENTS OF  CommonArguments } } 
 
HierarchySelections  ::=  BIT STRING { 
 self   (0), 
 children  (1), 
 parent   (2), 
 hierarchy  (3), 
 top   (4), 
 subtree  (5), 
 siblings  (6), 
 siblingChildren (7), 
 siblingSubtree (8), 
 all   (9) } 
 
SearchControlOptions  ::=  BIT STRING { 
 searchAliases   (0), 
 matchedValuesOnly  (1), 
 checkOverspecified  (2), 
 performExactly   (3), 
 includeAllAreas   (4), 
 noSystemRelaxation  (5), 
 dnAttribute    (6), 
 matchOnResidualName  (7), 
 entryCount    (8), 
 useSubset    (9),  
 separateFamilyMembers   (10), 
 searchFamily   (11) } 
 
JoinArgument  ::=  SEQUENCE { 
 joinBaseObject  [0] Name, 
 domainLocalID  [1] DomainLocalID OPTIONAL, 
 joinSubset   [2] ENUMERATED { 
   baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject, 
 joinFilter   [3] Filter  OPTIONAL, 
 joinAttributes  [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL, 
 joinSelection   [5] EntryInformationSelection } 
 
DomainLocalID ::= DirectoryString { ub-domainLocalID } 
 
JoinAttPair  ::=  SEQUENCE { 
 baseAtt   AttributeType, 
 joinAtt   AttributeType, 
 joinContext      SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL } 
 
JoinContextType  ::=  CONTEXT.&id({SupportedContexts}) 
 
SearchResult  ::=  OPTIONALLY-PROTECTED { 
 CHOICE { 
  searchInfo       SET { 
   name       Name  OPTIONAL, 
   entries    [0] SET OF EntryInformation, 
   partialOutcomeQualifier  [2] PartialOutcomeQualifier OPTIONAL, 
   altMatching      [3] BOOLEAN  DEFAULT FALSE, 
   COMPONENTS OF    CommonResults }, 
  uncorrelatedSearchInfo  [0] SET OF SearchResult } } 
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addEntry  OPERATION  ::=  { 
 ARGUMENT  AddEntryArgument 
 RESULT  AddEntryResult 
 ERRORS  { attributeError | nameError | serviceError | referral | securityError |  
    updateError } 
 CODE   id-opcode-addEntry } 
 
AddEntryArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] Name, 
  entry     [1] SET OF Attribute, 
  targetSystem [2] AccessPoint  OPTIONAL, 
  COMPONENTS OF CommonArguments} } 
 
AddEntryResult  ::=  CHOICE { 
 null   NULL, 
 information    OPTIONALLY-PROTECTED-SEQ { 
    SEQUENCE { COMPONENTS OF CommonResultsSeq } } } 
 
removeEntry  OPERATION  ::=  { 
 ARGUMENT  RemoveEntryArgument 
 RESULT  RemoveEntryResult 
 ERRORS  { nameError | serviceError | referral | securityError | updateError } 
 CODE   id-opcode-removeEntry } 
 
RemoveEntryArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] Name, 
  COMPONENTS OF  CommonArguments } } 
 
RemoveEntryResult  ::=  CHOICE { 
 null  NULL, 
 information   OPTIONALLY-PROTECTED-SEQ { 
  SEQUENCE { COMPONENTS OF CommonResultsSeq } } } 
 
modifyEntry  OPERATION  ::=  { 
 ARGUMENT  ModifyEntryArgument 
 RESULT  ModifyEntryResult 
 ERRORS  { attributeError | nameError | serviceError | referral | securityError |  
    updateError } 
 CODE   id-opcode-modifyEntry } 
 
ModifyEntryArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] Name, 
  changes  [1] SEQUENCE OF EntryModification, 
  selection  [2] EntryInformationSelection OPTIONAL, 
  COMPONENTS OF  CommonArguments } } 
 
ModifyEntryResult  ::=  CHOICE { 
 null   NULL, 
 information    OPTIONALLY-PROTECTED-SEQ  { 
  SEQUENCE { 
   entry    [0] EntryInformation OPTIONAL, 
   COMPONENTS OF CommonResultsSeq } } } 
 
EntryModification ::= CHOICE { 
 addAttribute  [0] Attribute, 
 removeAttribute [1] AttributeType, 
 addValues      [2] Attribute, 
 removeValues [3] Attribute, 
 alterValues    [4] AttributeTypeAndValue, 
 resetValue     [5] AttributeType, 
 replaceValues [6] Attribute } 
 
modifyDN  OPERATION  ::=  { 
 ARGUMENT  ModifyDNArgument 
 RESULT  ModifyDNResult 
 ERRORS  { nameError | serviceError | referral | securityError | updateError } 
 CODE   id-opcode-modifyDN } 
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ModifyDNArgument  ::=  OPTIONALLY-PROTECTED { 
 SET { 
  object   [0] DistinguishedName, 
  newRDN  [1] RelativeDistinguishedName, 
  deleteOldRDN [2] BOOLEAN DEFAULT FALSE, 
  newSuperior  [3] DistinguishedName OPTIONAL, 
  COMPONENTS OF  CommonArguments } } 
 
ModifyDNResult  ::=  CHOICE { 
 null   NULL, 
 information   OPTIONALLY-PROTECTED-SEQ  { 
  SEQUENCE { 
   newRDN   RelativeDistinguishedName, 
   COMPONENTS OF  CommonResultsSeq } } } 
 
-- Errors and parameters -- 
 
abandoned  ERROR  ::=  {  -- not literally an "error" 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET {COMPONENTS OF CommonResults} } 
 CODE  id-errcode-abandoned } 
 
abandonFailed  ERROR  ::= { 
 PARAMETER  OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] AbandonProblem, 
   operation  [1] InvokeId, 
   COMPONENTS OF  CommonResults } } 
 CODE   id-errcode-abandonFailed } 
 
AbandonProblem  ::=  INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) } 
 
attributeError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   object  [0] Name, 
   problems [1] SET OF SEQUENCE { 
    problem [0] AttributeProblem, 
    type  [1] AttributeType, 
    value    [2] AttributeValue  OPTIONAL }, 
   COMPONENTS OF CommonResults } } 
 CODE   id-errcode-attributeError } 
 
AttributeProblem  ::=  INTEGER {  
 noSuchAttributeOrValue  (1), 
 invalidAttributeSyntax  (2), 
 undefinedAttributeType    (3), 
 inappropriateMatching    (4), 
 constraintViolation   (5), 
 attributeOrValueAlreadyExists (6), 
 contextViolation   (7) } 
 
nameError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] NameProblem, 
   matched  [1] Name, 
   COMPONENTS OF  CommonResults } } 
 CODE   id-errcode-nameError } 
 
NameProblem  ::=  INTEGER { 
 noSuchObject   (1), 
 aliasProblem    (2), 
 invalidAttributeSyntax  (3), 
 aliasDereferencingProblem (4), 
 contextProblem   (5) }  
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referral  ERROR  ::=  { -- not literally an "error" 
 PARAMETER  OPTIONALLY-PROTECTED  { 
  SET  { 
   candidate  [0] ContinuationReference, 
   COMPONENTS OF  CommonResults } } 
 CODE   id-errcode-referral } 
 
securityError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] SecurityProblem, 
   spkmInfo  [1] SPKM-ERROR, 
   COMPONENTS OF  CommonResults } } 
 CODE   id-errcode-securityError } 
 
SecurityProblem  ::=  INTEGER { 
 inappropriateAuthentication (1), 
 invalidCredentials   (2), 
 insufficientAccessRights  (3), 
 invalidSignature   (4), 
 protectionRequired   (5), 
 noInformation   (6), 
 blockedCredentials   (7), 
 invalidQOPMatch     (8), 
 spkmError       (9) } 
 
serviceError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] ServiceProblem, 
   COMPONENTS OF  CommonResults } } 
 CODE   id-errcode-serviceError } 
 
ServiceProblem  ::=  INTEGER { 
 busy       (1), 
 unavailable      (2), 
 unwillingToPerform   (3), 
 chainingRequired   (4), 
 unableToProceed     (5), 
 invalidReference      (6), 
 timeLimitExceeded   (7), 
 administrativeLimitExceeded    (8), 
 loopDetected   (9), 
 unavailableCriticalExtension    (10), 
 outOfScope    (11), 
 ditError    (12), 
 invalidQueryReference     (13), 
 requestedServiceNotAvailable (14), 
 unsupportedMatchingUse  (15), 
 ambiguousKeyAttributes  (16), 
 saslBindInProgress   (17) } 
 
updateError  ERROR  ::=  { 
 PARAMETER OPTIONALLY-PROTECTED { 
  SET { 
   problem  [0] UpdateProblem, 
   attributeInfo  [1] SET SIZE (1..MAX) OF CHOICE { 
    attributeType  AttributeType, 
    attribute   Attribute } OPTIONAL, 
   COMPONENTS OF CommonResults } } 
 CODE    id-errcode-updateError } 
 
UpdateProblem  ::=  INTEGER { 
 namingViolation    (1), 
 objectClassViolation   (2), 
 notAllowedOnNonLeaf      (3), 
 notAllowedOnRDN    (4), 
 entryAlreadyExists    (5), 
 affectsMultipleDSAs   (6), 
 objectClassModificationProhibited    (7), 
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 noSuchSuperior    (8), 
 notAncestor     (9), 
 parentNotAncestor    (10), 
 hierarchyRuleViolation   (11), 
 familyRuleViolation    (12) } 
 
-- attribute types -- 
 
id-at-family-information     OBJECT IDENTIFIER ::= {id-at 64} 
 
END  -- DirectoryAbstractService 
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AliasedobjectName� 

 5��L  
 ���	i2 C�I� �����

�)��'� 

��G� aCR������� �  

�����  

6[e�� f�� j� klA 
��m�%*� n�7 

"��� 
��#$ % &()� 
*+ �,�� -. /�0$ 1 

*

*

*

*

*

(�" 

(�" 

(�" 

(�" 

(�" 
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 &QI��11.B R67 8 &!
/% ����!�   

34 
 ���7� �	%
�� 

�4�] � !�" �\�selection 

RS !����  
�����'� �  

������������#T 
�!�" 

DiscloseOnError �<���  
�!�" #���  

U�TA V<H3� 
�!�" (�%&  

incompleteEntry = TRUE   !�" #T ���4 

�4�] 

!�" ���% �\� 

 �<���������   
�!�" ���% 

DiscloseOnError   
�!�" ���P� �<��� 

incompleteEntry = FALSE   !�" ���% ���4 

No Such Attribute or Value -

Read Procedure  

(�"*

*

*

(�"

(�"

*(�"

(�"

*

(�"
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 &QI��12.B R&!
/% �N�9: ��'4.   

  
 &QI��13.B R&!
/% 0�`�: ��'4.   

X.511_FB.12

���7� �!	8� �%)*�

.�	 ����� ��<4 

 �<���
2 DiscloseOnError  

 &AAdd�  

UpdateError �H\�� )�  
entryAlreadyExists   

 �<����2�3.   
��4�� �����  

�4�]  !�" �\�  

 �	�l� �<��� 
�!�" #T  

�	�l� �<���  
����%  

�2<H3'� ��H���� ��GA  

SecurityError�H\�� )�
insufficientAccessRights &A  

noInformation 

SecurityError�H\�� )�
insufficientAccessRights &A  

noInformation 

���	
� ��
 ����� 
)$�p" �����H�( 

*

*

(�"

(�"

*

Xq��� 

*

*

(�"

"(�

(�"

���% �\�  

(�"

���7� �	9�� �%)*� 

���	
� ��
 �����

�2<H3'� ��H���� ��GA 

 �<�����4�. 
������ 

*

(�" 



ISO/IEC  9594-3:2005 (A) 

������� (2005/08) ITU-T X.511  105 

  

 &QI��14.B R&!
/% &�

� ��'4.   

X.511_FB.14

���7� �:��; �%)*�

 5��4
$������ ���  
�$H4��L ^�r 

�4��L �\� 

)!�" ��s��( )���% &A !�" klA( )(�% ��s��(

�4�]

���	
� ��
 �����

�2<H3'� ��H���� ��GA

�	�l� �4��L ����� 
(�% &A !�" 

!�"  
�G<�<� 

!�"  
�G<�<� 

 5��4��4�5�   
�!�" 

DiscloseOnError    
 5��4  
�!���  

SecurityError �H\�� )�   
insufficientAccessRights &A   

noInformation   
AttributeError�H\�� )�  

noSuchAttributeOrValue 

DiscloseOnError 
 5��4  
����P�  

 5��4��4�5� 
����% 

��<L 
����% 

�4�]
�N ��s�� 

���% 

*

(�"

*

(�"

*

(�"

*

(�"

*

*

(�"

*

(�"

(�"

(�"
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 &QI��15.B Rh�i =(� &�

� ��'4.   

X.511_FB.15

 �%)*�$%& ��� �:��;

��t �4��L <: �uI� 
RDN�  

 �<�������! ����.
�vw�s�� ^�r �����  

�4��L <: �uI�  
 ,��-��� ����'�  

��d�e'�  

 5��4�$���������  
�x�% (�� )�  

 5��4 ��6�7������� 
��4�� (�� )�  

�2<H3'� ��H���� ��GA  

���	
� ��
 ����� 

* 

(�"  

* 

(�"  

(�"  

(�"  

(�"  

* 

* 
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 &QI��16.B R=�� 	" k
P �N�9: &�

�   

X.511_FB.16

�%( +, -�. �!	8� �:��;

)AddAttribute( )AddValues(

�4�] 

attribute

exists?  
attribute

exists?  

 5��4�2�35�  
�!�"  

 �\� /�mL  
���% 

��y  

��<L  
����%  

 5��4 �2�35� 
�!�" ���%  

DiscloseOnError  
 5��4�����P  

AttributeError�H\�� )�   
attributeOrValueAlreadyExists   

securityError�H\�� )�  
insufficientAccessRights &A  

noInformation 

AttributeError�H\�� )�  
attributeOrValueAlreadyExists   

DiscloseOnError

 5��4��!��  

DiscloseOnError

 5��4��!��  

(�"

* 

* 

(�"

* 

* 

(�"

(�" * 

(�"

* (�"(�"

(�"

* 
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 �����C  
  

 �!"�� #� $�%�� ��&�'�!�
(�  

)0t$ H4�(� ��� �jK" =L�LS)�j�) 
������ ��� Z)  | /���� %���(�(  
  

1.C  ����� ���	
 �	�
  

� 3�� ?�%�K� NC ^
�X8��=�>�S� *+���) G���7C � : �j�� �¯�
�j�W �"
�� �-8�) ����� ?R�!� ]d%C ����

5n�>(� ������) ¢��7C .L�M"C ^
�X8�� � 
1º�� ���� 
-) � �n�� �¯�
�j�F� �"{�� x��Bn �� 3�� ?�%�K� NC 

8)Â �"
� H"+�8� N�
!�" �­SR NC� ���tPOP3 x)��1� SMTP .¾�X�n=� Zj�� � ��)���(� ��� a��y �1�f) 
 �"
� 
)�1 �R� ��X� �M� �� �=�>�S� ¢��7C �R NC� ���7 �� 3�� ?�%�K� �M� N�j" NC D�� �GR
)

�=�>�S� ¯�
�j�W �"
� ¢��7C �X� �� ¯�
�j�W .�jK�� � ��� +
"�  1.C��J+C  . *
��5) x���� 0�M�2� a�� NC ���
� 0]K�� �8� ?XJ �� ��B� ]�j��comAddr)(ª(� ��`�" ��1�*�n�� 
�'�� Z) GR
(� .  

  
 &QI��1.C – �'D�. ��!
/%6�1 ����I�   

 G�� NC ^
�X8�search ]7�7C 	�� a) ���" � {...0=Andersen Express} ���
)� � {telNo=1234&tariff=normal} 
 
��
! 
���,�� wholeSubtree �C oneLevel . 
���) a)�familyGroupingD�� 
��5M) :  

   C (  entryOnly :���
(� 
�'���� � �M� uC O'��" =.  
  ¢(  strands �C multiStrand :���
(� 
�'���� � +���) ��8$ �C ��8$ O'��" =.  
  �(  compoundEntry : �M��� O'��"2 �M���� 3L��) �M� ��_C D�� N���"� ���
(� x­�B) Z" . N�j"�

xR%�K) 0�M�C O_C D�� x)�7�) 0�M�2� a��.  

ª(� Z) 0]� +��" =��1�C 
��n � ��� GR
(�   (¢� (�S�C.  
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� 
��4�� 
5B8���� ( 
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C)LSv) �e�.�� #�� �familyReturn � 
EntryInformationSelection:(  

(i  contributingEntriesOnly : N��M��� +��" uC �x­�B) 0�M�C O�%�5���� 0�M�2� O7�"2� 3.  
(ii  participatingEntriesOnly� compoundEntry :ª(� � 0�M�2� a�� +��"�1�GR
(� .  

2.C  -�

�% ��D�. Y�r%  

 Zj�� ��-! ¯�
�j�W �"
�� ]d%C ���� �� 3�� ?�%�K� NC ^
�X8�L�M"C ��
5n�>) �����) a) x"�"
� xJ��8�  .
 � ��)���(� ��� �j� ¾�X�n=� Zj���1�f) �R N�j" NC D��� ��7 �� 3�� ?�%�K� �M� N�j" NC D�� �GR
) 

�X� �M� �� u�"
� N��8� �C �=�>�� ¢��7C . �jK�� � ��� +
"�2.C��J+C  . Z"
��5) x���� 0�M�2� a�� NC ���
8>� ��B� ]�j�� 0]K� xX��� xXcomAddr)� postAddr(ª(� ��`�" ��1� 0�M�2� 3�n �x��'�� Z) GR
(� 1� 2� 3 

 0�M�2�� �*�n�� 
�'�� �jK�1� 4� 5� 6� 7� 8� 9}
1C 
�'�� �jK� .  

  
 &QI��2.C – ��D�. ��!
/%6�1 ����I�   

1.2.C   � Y	2� Y�r��F�G�  

 G�� NC ^
�X8� Nº�search ]7�7C 	�� a) ���" � {...o=Andersen Express} ���
)� � {telNo=1234 & service=e-mail & 

streetAddr=Main & postalCode=3740} 
��
! 
���,� � wholeSubtree �C oneLevel . 
���) a)�familyGroupingD�� 
��5M) :  
   C (  entryOnly :C O'��" =�� �n�� �M� u�1�f����
(� GR
(� .  
  ¢(  strands :���
(� �S'���� Z) uC � �n�� ��8$ uC O'��" =.  
  �(  multiStrand :���
(� �
�'�� �R Z) �n�� ��8$ ���n�89 GR
) uC O'��" =.  

+ (  compoundEntry : 0�M�2� O'���2� 3� 4� 5x­�B) 0�M�C O_C D�� O7��� ���
(� ��)  . a�� O7�"�
xR%�K) 0�M�C O�%�5���� 0�M�2�.  

ª(� Z) 0]� +��" =��1�C 
��n � ��� GR
(�   (¢� (�� (�S�C.  
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+ 
��4�� 
5B8����  (
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C :  

(i  contributingEntriesOnly :�" uC �x­�B) 0�M�C O�%�5���� 0�M�2� O7�" 0�M�2� +�2� 3� 4� 5.  

(ii  participatingEntriesOnly� compoundEntry :ª(� � 0�M�2� a�� +��"�1�GR
(� .  

2.2.C  F�G�� s�r�� Y�r��  

 �W ���
(� �J�� ��W{rfc822=cs@cs.dk & service=e-mail & streetAddr=Main & postalCode=1815} . 
���) a)�
familyGrouping��5M) D�� 
:  

   C (  entryOnly :�� �n�� �M� uC O'��" =�1�f����
(� GR
(� .  

  ¢(  strands :���
(� �S'���� Z) uC � �n�� ��8$ uC O'��" =.  

�(  multiStrand : �M��� � ]e�8(� ��89� O'��"2 �M��� [S1 Z) 
� ��8$ uC a) 5���
(�  . O��7 �-�
 N��M���2� 5�"� 
)0��(� � x­�B) Z"�M� ��_C D�� N�� . 0�M�2� O7�"�1� 2� 5� 6� 7 �8� 9 

xR%�K) 0�M�C O�%�5����.  

+ (  compoundEntry : N��M��� O'��"2� 5x­�B) Z"�M� ��_C D�� N���"� ���
(� ��)  . a�� O7�"�
xR%�K) 0�M�C O�%�5���� 0�M�2�.  

ª(� Z) 0]� +��" =��1��n � ��� GR
(� C 
�  (¢� (�S�C.  

� 
��4�� 
5B8���� (
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C:  

(i  contributingEntriesOnly : N��M��� +��" uC �x­�B) 0�M�C O�%�5���� 0�M�2� O7�"2� 5.  

(ii  participatingEntriesOnly :xR%�K) 0�M�C O�%�5���� N�)�7�(� 0�M�2� +��" 0�M�2� uC �1� 2� 5� 6 
�7� 8� 9.  

  (iii  compoundEntry: ª(� 0�M�C a�� +��"�1�GR
(� .  

+ 
��4�� 
5B8����  (
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C :  

(i  contributingEntriesOnly :N��M��� +��" uC �x­�B) 0�M�C O�%�5���� N�)�7�(� 0�M�2� +��" 2� 5.  

(ii  participatingEntriesOnly� compoundEntry :ª(� 0�M�C a�� +��"�1�GR
(�  .  

3.2.C  F�G�� 6��r�� Y�r��  

 �W ���
(� �J�� ��W{rfc822=cs@cs.dk & service=e-mail} . 
���) a)�familyGroupingD�� 
��5M) :  

 C (  entryOnly : �M��� O'��"57�"� ���
(� �+
X� L��M� �%�5���� �M��� ��� OL�­�B) L��M� �%�5�����  
�R%�K).  

¢(  strands : �M��� [S1 Z) 
� ��8$ uC O'��"5���
(�  . �M��� O7�"�5O��B) �M� �JC D��  .
 0�M�2� O7���1� 5� 6� 7 �8� 9xR%�K) 0�M�C O_C D�� .  

�(  multiStrand : �M��� [S1 Z) 
� ��8$ uC O'��"5C a) ���
(� 
�'��� u�"
� N��8�� ��8$ u . O7���
ª(��S1� 5O��B) �M� �_C D��  . 0�M�2� O7���1� 2� 3� 5� 6� 7 �8� 9 0�M�C O�%�5���� 

xR%�K).  

+ (  compoundEntry :�M��� O'��"5O��B) �M� �JC D�� O7�"� ���
(�  . O�%�5���� 0�M�2� a�� O7�"�
xR%�K) 0�M�C.  
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�� 
5B8����C 
��4  (
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C :  
(i  contributingEntriesOnly �participatingEntriesOnly : �M��� +��"5 .  
(ii  compoundEntry :ª(� 0�M�C a�� +��"�1�GR
(� .  

¢ 
��4�� 
5B8���� (���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C
�' :  
(i  contributingEntriesOnly : �M��� +��"5.  
(ii  participatingEntriesOnly : 0�M�2� uC �xR%�K) 0�M�C O�%�5���� N�)�7�(� 0�M�2� a�� +��"1� 5 

�6� 7� 8� 9.  
  (iii  compoundEntry :ª(� 0�M�C a�� +��"�1�GR
(� .  

� 
��4�� 
5B8���� (� ��)���(� ����� ��S�C
�'���� *+�� 
X���) D�� *+��( :  
(i  contributingEntriesOnly : �M��� +��"5.  
(ii  participatingEntriesOnly : 0�M�2� uC � xR%�K) 0�M�C O_C D�� 
)�7�(� 0�M�2� a�� +��"1� 2� 3 

�5� 6� 7� 8� 9.  
(iii  compoundEntry :+��"ª(� 0�M�C a�� �1�GR
(� .  

4�� 
5B8����+ 
��  (
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C :  

(i  contributingEntriesOnly : �M��� +��"5.  

(ii  participatingEntriesOnly� compoundEntry :ª(� 0�M�C a�� +��"�1�GR
(� .  

4.2.C  F�G�� #����� Y�r��  

 �W ���
(� 
"�e8�� � �J�� ��W{cn=Smith & givenName=Charles} .���
(� �+
X� ��B�� O'��".  
 C (  entryOnly : ��B�� O7�")�M��� 1 (�%�K) �M�� O��B) �M� �JC D�� �-!.  

¢(  strands �multiStrand �compoundEntry : D�� 0�M�2� a�� O7��� O��B) �M� �JC D�� ��B�� O7�"
x­�B) 0�M�C O_C.  

C 
��4�� 
5B8����  (�S�C
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� � :  
(i  contributingEntriesOnly �participatingEntriesOnly : �M��� +��"1.  
(ii  compoundEntry :ª(� 0�M�C a�� +��"�1�GR
(� .  

¢ 
��4�� 
5B8���� (
�'���� *+�� 
X���) D�� *+��(� ��)���(� ����� ��S�C :  
(i  contributingEntriesOnly : �M��� +��"1.  
(ii  participatingEntriesOnly �compoundEntry :ª(� 0�M�C a�� +��"�1�GR
(� .  
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 �����D  

��%)*+���, �!)
-���  
)0t$ H4�(� ��� �jK" =L�LS)�j�) 
������ ��� Z)  | /���� %���(�(  

  
S"����� *+�B) ������ 
X���) Z) ��� 
�5.�� ��K� 
8p��� �e��� H!��� �e��� :"�>��� ¤ #�� 
-��B�� 
�5.�� D�� 
������ �

]7��-�� ��n���� 
������ 
�o8��� 
������ 
������ 
�8-�
ej��:  
  �   �"�����1¡������ q�oJ [�R���
� D�� 
4X>�(� �'��8�� O��� ���"�¨ D��   
  �   �"�����2¡
-"�� ���J q�eX) O��� ���"�¨ D��   
  �  � �"����3>U2� ���
��� D�� D 
������ x� X.500� LDAP.  


������ ¢����� 
"%�-� g4>� 
�8-� ��5"�>� ������ 
X���) Z) ��� 
�5.�� ��K� :308� 309� 313� 316.  

  



 

�5ª�: �
B"�7 �  
8$ ���2006 

 �������� 	
�
���
��� ����� ���� �� ����
��  

 
�B�B��A  @�.U � ����� O�o8��=�>�=� ?��-�   

 
�B�B��D  (�
X"
���� 
)���� Ã+�5  

 
�B�B��E  
"
K5�� �)������ ��)�&� ��YK�� 
�X���� 
)�&�� 
j5K�� q���� ��YK���  

 
�B�B��F  
�X���� �� �=�>�=� ��)�1  

 
�B�B��G  
��U
�� ��j5K��� 
�oJ2�� �.'�7�� [�7%F� 
�oJC  

 
�B�B��H  2� 
�oJ�� 
���B(� 
�'
*+���) 
�oJ2���'�7���   

 
�B�B��I  ��)�&� 
�)�j�) 
��U
�� 
j5K��  

 
�B�B��J  � 
��5j�� ��j5K�� 
���>�� 
����F� �)�{�� ��%��W [�7%W 
�J�"tX������'�7��� *+���) }
1C ��%��W� 

 
�B�B��K  �S1����� Z) 
"����  

 
�B�B��L  �e�"�³� �e5�R
�� 
�$%�&� �ÄK8(� 
��8� Z) ����� �S5j�� 0�KJW  

�� 
�B�BM  �=�>�=� *%�+W�=�>�=� *%�+W 
j5� ��� � ��  (TMN)��j5K�� 
J����   

 
�B�B��N  
J��>�� :
�J�"tX����� 
���>�� 
����F� �)�{�� [�7%F 
������ ��%����  

 
�B�B��O  l��-�� ��t�eb ��X���)  

 
�B�B��P  E� ��.&� ��j5�� 
�X���� �ÄK8(�� ]X���� [�7%F� 
���J
��  

 
�B�B��Q  
"�K���� �"�5���  

 
�B�B��R  ]U{�� [�7%F�  

 
�B�B��S  
�U{�� ��)�Q�� 
�!�
.(� ��t�ep���  

 
�B�B��T  
�������� ��)�&�� 
��&� �"%�.(�  

 
�B�B��U  ]U{�� �"�5���  

 
�B�B��V   �=�>�����.�(�
�X���� 
j5K�� D��   

 �'?'?��X   ��QLG����
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