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- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology
— Open Systems Interconnection — Basic Reference Model: The Basic Model.

- ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology
— Open Systems Interconnection — The Directory: Overview of concepts, models and services.

- ITU-T Recommendation X.501 (2005) | ISO/IEC 9594-2:2005, Information technology
— Open Systems Interconnection — The Directory: Models.

- ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology — Open
Systems Interconnection — The Directory: Public-key and attribute certificate frameworks.

- ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology
— Open Systems Interconnection — The Directory.: Procedures for distributed operation.

- ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology
— Open Systems Interconnection — The Directory.: Protocol specifications.

- ITU-T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology
— Open Systems Interconnection — The Directory. Selected attribute types.

- ITU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology
— Open Systems Interconnection — The Directory: Selected object classes.

- ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology
— Open Systems Interconnection — The Directory: Replication.

- ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology
— Open Systems Interconnection — The Directory: Use of systems management for
administration of the Directory.

- ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology
— Abstract Syntax Notation One (ASN.1): Specification of basic notation.

- ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology
— Abstract Syntax Notation One (ASN.1): Information object specification.

- ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology
— Abstract Syntax Notation One (ASN.1): Constraint specification.

- ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology
— Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.
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& pin s Oldae 37
U s s OF S& ales ST 45 s 3 CommonArguments (12 OF S

CommonArguments ::= SET {
serviceControls [30] ServiceControls DEFAULT { },
securityParameters [29] SecurityParameters OPTIONAL,
requestor [28] DistinguishedName OPTIONAL,
operationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },

aliasedRDNs [26] INTEGER OPTIONAL,
criticalExtensions [25] BIT STRING OPTIONAL,
referenceType [24] ReferenceType OPTIONAL,
entryOnly [23] BOOLEAN DEFAULT TRUE,
nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,
operationContexts [20] ContextSelection OPTIONAL,
familyGrouping [19] FamilyGrouping DEFAULT entryOnly }
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1.3.6.1.4.1.4203.1.10.1 7.5 | Non-critical All 1 subentries
7.5 | Non-critical | Read, Compare, List, 2 copyShallDo

Search
7.5 | Non-critical Read, Search 3 attribute size limit
7.6 | Non-critical Read, Search 4 extraAttributes
9.1 | Non-critical Read 5 modifyRightsRequest
1.2.840.113556.1.4.319 10.1 | Non-critical List, Search 6 pagedResultsRequest
1.2.826.0.1.3344810.2.3 10.2 | Non-critical Search 7 matchedValuesOnly
10.2 | Non-critical Search 8 extendedFilter
11.1 Critical Add Entry 9 targetSystem
11.1 Critical | Add Entry, Remove 10 useAliasOnUpdate

Entry, Modify Entry
11.4 Critical Modify DN 11 newSuperior
2.16.840.1.113730.3.4.2 7.5,7.13 Critical All 12 manageDSAIT
7.6,7.8 | Non-critical | Read, Compare, List, 13 useContexts

Search, Add  Entry,

Modify Entry, Modify

DN
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7.5 | Non-critical Read, Search 14 | partialNameResolution
( »10.1.3 | Non-critical Search 15 overspecFilter
11.3.2 | Non-critical Modify Entry 16 selectionOnModify
7.10 | Non-critical All 17 | Security parameters —
Response
7.10 | Non-critical All 18 | Security parameters —
Operation code
7.10 | Non-critical All 19 | Security parameters —
Attribute certification
path
7.10 | Non-critical All 20 | Security parameters —
Error Protection
811 | (38 iiiv-)’\l\) Directory Bind 21 SPKM Credentials
8.1.1 | Non-critical Directory Bind 22 | Bind token — Response
8.1.1 | Non-critical Directory Bind 23 | Bind token — Bind Int.
Alg, Bind Int Key,
Conf Alg and Conf
Key Info
8.1.1 | Non-critical Directory Bind 24 | Bind token — DIRQOP
(obsolete)
13 <10.2.2 Critical | Read, Search, 25 | Service administration
clause 16 of ModifyEntry
ITU-T. X.501 &we sl
ISO/IEC 9594-2
10.1.3 | Non-critical Search 26 entryCount
7.5 | Non-critical Search 27 hierarchySelection
7.8 | Non-critical Search 28 relaxation
7.83 7.3.2 29 familyGrouping
& | Non-critical Compare,
9.2.2 | Non-critical Search,
10.2 Critical RemoveEntry
11.2.2
7.7.1 (7.6.4 30 familyReturn
& | Non-critical Read,
9.1.3 | Non-critical Search,
10.2.3 | Non-critical ModifyEntry
11.3.3
10.2.2 | Non-critical Search 31 dnAttributes
7.8.2 7.6 | Non-critical Read, Search 32 friend attributes
7.9 critical List, Search 33 | Abandon of paged
results
7.9 | Non-critical List, Search 34 | Paged results on the
DSP
11.3.2 «11.3.1 critical ModifyEntry 35 replaceValues
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ialile slasl LY LW ASNLT pisin 5 (1)

FamilyGrouping ::= ENUMERATED {

entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4)}

kst dagde el g cprdly degdll & odn g .5 el Ul iy 6l alea)) @ L) sas aile gwys ol entryOnly s
O slioldaalldl okl o

uj;d\ & Ll J}’\;— o M:-) o)LM.c\ Oy Adasl) c\UL;-\ L;.,\J\ JA\Q\ le\ J:-..UJ u$ compoundEntry ox;
LW as \Jl c,,a_f- of u_X.r«) A.J.A.sd\ e A.J@Aj; A.L’L’J\ Lasd

Aedly L Jote sl Slladd Flo b L ey akeall s )l Alle pad) 2oLall Ol ) aoa Of strands on
cﬁff\ j\ ..L:—\j Cj,o- uj:d A.M\ 4&}&.4\ ;,.A.:Lh: \JU CLAJL\ uﬁ\/f—y ‘\;JJAS\ ub—r;-‘w Cg_,.;‘\.l.o.xj

LS“ g)\.‘»;ﬁ-\ d J.la.u cJ.LJeJ\ j‘,a.d\ 3 w\.ﬂ.«:‘}}\ ERVSENILY \;\) CL»:J,\\ O.,Ua: JIU J:-J.U d\ J\.:u cc\.mfu

B 3 ) ) s ) ol i
6 Y Slkaal) Joky Able Slogles Jo -2 3 ) suels oz (b &2 ides o multiStrand 3l

L}—JLQYJ w\&u&@ﬁéﬁjLSA}\}SJA@JJQ%JJA&J;L}wbyuﬁbbcydizgj
.entryOnly .., s multiStrand JL?) o WUk ol (39 Jib abile s2e 4o wu‘w c2abl OIS 13) multiStrand

S pie s 47

S s s of uﬁ.t: 3> o) Ao IS A Cio g du2 CommonResultsSeq )T CommonResults <Ls Jxs Ojg.?
ol o (o 3 a2 0555 s ) Bloyl

CommonResults ::= SET {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }
CommonResultsSeq ::= SEQUENCE {
securityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aliasDereferenced [28] BOOLEAN DEFAULT FALSE,
notification [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }
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A8 e depem Ly oy biis Jf\j\ Pt 3 .;)Ujﬂ\ ¥ -+ CommonResultsSeq ; CommonResults s — b
Nl LUT 3 b oY) pdscey Ly (COMPONENT OF L

& SecurityParameters ngﬂ ey (o) C;ﬁ ol JJJJ\ P 08" 139 .10.7 (3 SecurityParameters ojiﬁ o sy
3£ )b i go gluws SecurityParameters O S OLE jun g LAl

o Sty (107 BTy ) Jo a3l o Ltis Ejué.ﬁ 05 M3y Ldums Ades (5335e perfomer | ) O
gzl 133 U1 DSA

G ddeall Cun ga UMLMT N 5 PPARE VTRV ! 05 Lause TRUE s aliasDereferenced 05 Loz
) F 8 ol et (6T oy

g Oy ST By able Slsles 555 Sie (APDUS Uast 5 el omsh Cinad nofification & 55 Pty
& 5y5all B2 cod sda il ©gaiy ISOMEC 9594-6 | ITU-T X.520 &eosdl o 12,5 (3 & bas &obS
L O

LuH dd e 57

RN )T FINES] R Ao g (dor g ) (A3 e gl.; ServiceControls i.lxs szzi

ServiceControls ::= SET {

options [0] ServiceControlOptions DEFAULT { },
priority [1] INTEGER { low (0), medium (1), high (2) } DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONAL,
manageDSAITPlaneRef [6] SEQUENCE {

dsaName Name,

agreementiD AgreementID } OPTIONAL,
serviceType [7] OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL }

ServiceControlOptions ::= BIT STRING {

preferChaining (0),

chainingProhibited (1),

localScope (2),

dontUseCopy (3),

dontDereferenceAliases (4),

subentries (5),

copyShallDo (6),

partiaINameResolution (7),

manageDSAIT (8),

noSubtypeMatch (9),

noSubtypeSelection (10),

countFamily (11),

dontSelectFriends (12),

dontMatchFriends (13),

allowWriteableCopy (14) }

o -Cf*‘m boall ccdans 13 g IS UST5 (oYYW) s sde s options O 5S4

ek Y edd) e ety (Y| oty (b s il ol = preferChaining .y (!
il s 5 L

s Jdl d e Gl a5 s 213k b O s chainingProhibited ., (<
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EntrylnformationSelection ::= SET {

attributes CHOICE {

allUserAttributes [0] NULL,

select [1] SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {

attributeTypesOnly (0),

attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {

allOperationalAttributes [3] NULL,

select [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL,
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT

{ memberSelect contributingEntriesOnly } }

ContextSelection ::= CHOICE {

allContexts NULL,
selectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion }
TypeAndContextAssertion ::= SEQUENCE {
type AttributeType,
contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }

FamilyReturn ::= SEQUENCE {
memberSelect ENUMERATED {

contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry 3)},

familySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL }

colesles Wley & adridl @ sl y Leazal) attributes 05Se Cinay

£

NSRS L§§ sl o as b Al q.:\f/ 159 a3 (3 &S il @ sl o255 cselect L ol 13) (!
A e ¢ attributeError  slxyy L2 cadl O ) 2 e e Sbdas sl
A 8 bl o) s Lﬁgf u.ii & 13) J225 noSuchAttributeOrValue

2

) 8 Jertis @ g o e (s <ls dall OB callUserAttributes ) 13) (<
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(R ASY) = B 0B s A ST
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Bas 23 dadas 4 o ) Al sz s e (Modify-Entry of Read lles dl= (35 .ol
gl ) (3 ) 5Pl dlile elacl Jo-ii (Search ddkes) 2l 4 cobject

idos il g S Liee cLasl V_AJL.&.GL; O g Jais abile cLael Of participatingEntriesOnly ey -
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T Ji.:u 52 5 <l o) sl oy S J>-.xi g bl gae |5 ol compoundEntry ) -

.Search 4les) governing-search-rule iau! 5
JL BLoYL sl 5l ol bl cLoasl & ol wasd 2| 5 memberSelect ng.» familySelect Oﬁ J&«u
cgl:J Al claey gﬁ.:.a ;L;Cz ) Z.J@.Aﬁ el O3 2y R.,é”f L_gT olall Cgl.::.ﬁ UMQ} .memberSelect s>3J> Ls
.compoundEntry memberSelect s> 13| 5T 0 S0 10d g il sl

.(ISO/IEC 9594-2 | ITU-T X.501 &z s} 110 10.16 51y sla le shan 5T Juy O governing-search-rule J 5% — dk>Ye

Jods Ol 77
Jods Ol ghae Olbas ke 1.7.7
J:-.Li L"S; o 0,2 Ol glas Entryinformation ollass Lo Ja

Entryinformation ::= SEQUENCE {

name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (1..MAX) OF CHOICE {

attributeType AttributeType,

attribute Attribute } OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first-edition systems
partialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systems
derivedEntry [5] BOOLEAN DEFAULT FALSE -- not in pre-fourth edition systems -- }

Sl as) e dnl ] LﬂMJD-J-\ el V_M:Y\ slay s J:-A_\ Hlrias (,_..q\ )3 J:-J.lf.:{._w\ L;& Name dodss J45

&Atu I ECTN SO VS AP W KV WA N wyw}ﬁj&m @ gad Ll e 13 4
33daie §3f 08 A cw (3 30y eV ISCE RDN OIS 150 OF s om s .Name Zodal (L5Y1 ol oW1 pisiaey
) AttributeTypeAndDistinguishedValue (3 value L ,L:sl; pseing 4 jys 5 jead) Al OB (Bl Aol g dlolice
Cds @Y sl acdl Las o swle value RDN SO 0¥ Iy .cadl WU RDN  Lastef

.AttributeTypeAndDistinguishedValue CA;L primaryDistinguished

(,.AA\ slai g Laslall J;-JJ.\ Sl slas Q“'O‘J’ L baab Bl Lol O 13 baab iy 552 (,.J Name 3 RDNs JM
La_ﬁ G259 .RDN Lastef gSJ\ AttributeTypeAndDistinguishedValue (3 valuesWithContext .+ ¢ ;=S ) 8 sl

3 pind 538 08 6l dtmd ) adl ) e (167 ) sl ) el loplas e BLd) o) el
.valuesWithContext
Name (3 3.5l & ) V1 8 el o3l Jo Bl o) ilay ¥ - 1 29U
Name (3 oJ.._A\ Fo ! CL.; G La_,\ JM O s Bl Sloglas OB (dm ) & Ol loshas asley b (a.u 13)
(,..A\ CA)- Ldls Bl loghaa sl caly 852 (...J sl Ledie s (RDNs | valuesWithContext ,.z:.s dadsians)
.oﬂ.«.\\
of s s Ny tLﬁ e & &9 J)j’u Slazad) GU5 0B (Gl R s axb o 344 J:-J:U ol 13 - 2 i
FRES J:LU\ Ou.«a\jn )j.jé.'w C)\:’-} t\.«ﬁ )\;d.wl\
S zedd N1 s 0 (S8 087 LS o ol 5 xin slil o) o ) e 0550 s Luis — 3 e
Ades Bads bt (Il o e 3y S

.(FALSE) J;.,\i\ o @i 9l (TRUE) J».xi\ o ks Jsadl @08 Sleshall w387 15) L fromEntry dolas JA5
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cattributes 4 attributeTypes is sos «.}" Ry cJﬁ-.xi\ o leslas L”;T sbey OIS 13] information Zoles M
eladV) Cns

ey edde (3 adblsT e sl J:-.x.(\ Sloglas 065 Lais TRUE s laoaiy incompleteEntry dalss |ais
Slshas 3 m y5 (WLEL 5 ps Lo g ) 3Ll 8310 L] Sl 305 18 51 0 Sl ¢ Jonnins
ol 33L8) Gy TRUE e Loz Wy 04 & 13 attributeSizeLimit Of i ccopyShallDo s ‘Mf s b
e (w\ oo Y et

Anlia g A SI5 B all ol e o e il Gl 3Ly el dlee ouV BLanY) A e W S
£ o) Blaw) @l Lot s Ilgzal ¢ 13) 5 partialNameResolution Lsix 431 » 3 L) |3 (2l 1) Ly V-
el 43l s CAb O 13 TRUE Je loaiy partialName ioles  foid ¢ BY) Lo a1y RDN &Lzl
Ledis g . a3Ma) @8> J:-J.);.U RDNs }@A.* le.& (..m\ Llaw) JLST) o thud\ uﬁq é) L. 5 48 partialNameResolution
43 RDN 1 & dois Lo ool 0 oa Wsle] (5,2 o)) b slal) ol & J (TRUE 5Lzl partialName sls,
“ “ Tl ol

el sy Lede J sadd é U 5 40 s o lall olegdall (6 2f Lee TRUE Lo L2 g derivedEntry dolas |ois
3 el OS5 3 (TRUE dalall ol 0S5 Litisy . Wl ity el o 8T 0 lad 8 llams Jo Loy slaf
B oo Y i e 055 6 f () Sl glas 225 O WSl e S0 B3 ol 3 (Y ) Name
25y TRUE s derivedEntry iulee ko> 13y .20 wlles 3 Name 3 4 d)) alza) g ¥y cod=d)
Jo el DSA £l g2 w331 0S5 bzl

Jode Sloglas § ilile Sloghas 27,7
dass L)) EntryinformationSelection LE.J; Sl sae ST e s S (LS J>-J~; o ©leshas sl s
JS” slwy search (UL (3 separateFamilyMembers &£ 33| jL> L. Ly .(governing-search-rule daw) s
S iR ey Ao e 2l Slgdas 0555 sty gime e ST skl Camy O3] (Yl L e J2UGST sas
eV B 0 S Letie oD W) b g o Cakdl 000 OF K6 ey e e (6 T Lo shall Lgas
o slasl e ol 0S5, L (FamilyReturn ol bl Oy Cakd abile gae @b s search (bl
Lobaf 3,9 LS” 32éw o family-information Q Lo 50

MOdIfyEntry 4 read i (3 Lol ol e abila) cppocasll sLias§ 055 codlel 5,5 W G — 1 a5
O.{,E, Y S\/W : Ll.:f o lasly cadl o g Vg ¢ lais o ) J;-\ o P e e daxild) family-information el O
Sladl a8l e danl o 5 ale agle u§.& Yo (hald o Sl plall Wyl ggf) entrylnformationSelection o L2 O

family-information ATTRIBUTE ::= {

WITH SYNTAX FamilyEntries
USAGE directoryOperation
ID id-at-family-information }

FamilyEntries ::= SEQUENCE {

family-class OBJECT-CLASS.&id, -- structural object class value
familyEntries SEQUENCE OF FamilyEntry }
FamilyEntry ::= SEQUENCE {
rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE ({
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL }

19 (2005/08) ITU-T X.511 4w s



ISO/IEC 9594-3:2005 (A)

o ded S Lad (b daal) \/)Jm.» o lael Calldl e 130 V“"“ Sdxs Cxi sa family-information x5 O}
Lfl; S V-:; ‘_} C)Lé}l:d\ dj; (QL"M )w g_,Q.l—wJ Pble é }"2‘; CJU s blﬁ SJ\:—U Pl o C)L‘jl&f
ol paal) il Gl sl IS Gas Olol
e st ) (FamilyEntry bog da bl g o Lo £ ble 3 ge Jf J=
infoTypes 43 o dozny ¢« ulST caS” ji Cx LS ol s ((sL2BY) () 5,2 i le glas -
¢EntrylnformationSelection Lg

family-information ) .y (& ) ol Lo Laib infoTypes dislse 35 6.7 3 5,9 LS — 2 e

Ol > Cad (ST family-information JQM & Wslazs FamilyEntries <l glas gST -
il ool ISs ¢
W) clael o ST dmly e o Jol (SO LW BMLY o 8 lll o odall Y -
) )
e 8.7
Clip e 187
N3y Jom SIS ) e 2o L e ndl (5 2 P g 8 e 05Ky 05 Lms Yt Fillter Aolas
TRUE &f s 3 15) iy 13] Lo o 0550 5 ¢ ot ool g 5o s

"UNDEFINED s FALSE 5l TRUE s 1l 0,8 %5 — &>

Filter ::= CHOICE {

item [0] Filterltem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }
Filterltem = CHOICE {
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [11 ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute } }, -- Used to specify interpretation of
following items
greaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
present [4] AttributeType,
approximateMatch [5] AttributeValueAssertion,
extensibleMatch [6] MatchingRuleAssertion,
contextPresent [7]1 AttributeTypeAssertion }
MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE.&:id,
type [2] AttributeType OPTIONAL,
matchValue [31 MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue shall be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN DEFAULT FALSE }
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13 e o bl e A ST ipj ks ol ed all 8 o (3) Lesd 8l 59 AS 5 sa Filterltem O
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.(ISO/IEC 9594-4 | ITU-T X.518 o 53} 110 5.5.15 (3 ol 5,5 oS 1531 (6 81y iukn s il o
DSA S5 Lo A= 20 CTLU jg)} L} L‘;y’jbt.:l\ DSAs (v Lo v.@.e Hla djgg% L cébﬂ‘ CA&;) \51 (.Ja;:.mi YJ
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sl Ay bIL axsls aay g (A el DSA )

Lzl 342 (NSSRs pliszal y follooll G & Seo ¢l %y" e S W 3 g ) OSTY 8 - 1 AW
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PagedResultsRequest ::= CHOICE {

newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE,
pageNumber [3] INTEGER OPTIONAL },
queryReference OCTET STRING,
abandonQuery [0] OCTET STRING }

SortKey ::= SEQUENCE {
type AttributeType,
orderingRule = MATCHING-RULE.&id OPTIONAL }
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SecurityParameters ::= SET {

certification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [31 BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
response [5] BIT STRING OPTIONAL,
operationCode [6] Code OPTIONAL,
attributeCertificationPath [7] AttributeCertificationPath OPTIONAL,
errorProtection [8] ErrorProtectionRequest OPTIONAL,
errorCode [9] Code OPTIONAL }

ProtectionRequest ::= INTEGER { none (0), signed (1) }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

ErrorProtectionRequest ::= INTEGER { none (0), signed (1) }
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. GJL:;J\
directoryBind OPERATION ::= {
ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
ERRORS { directoryBindError } }

DirectoryBindArgument ::= SET {
credentials [0] Credentials OPTIONAL,
versions [11 Versions DEFAULT {v1}}

Credentials ::= CHOICE {

simple [0] SimpleCredentials,
strong [11 StrongCredentials,
externalProcedure [2] EXTERNAL,

spkm [31 SpkmCredentials,
sasl [4] SaslCredentials }

SimpleCredentials ::= SEQUENCE {

name [0] DistinguishedName,
validity [11 SET {
time1 [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [11 CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,

random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,

password [2] CHOICE {

unprotected OCTET STRING,

protected SIGNATURE {OCTET STRING} } OPTIONAL}

StrongCredentials ::= SET {

certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,
attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }

SpkmCredentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI }

SaslICredentials ::= SEQUENCE {

mechanism [0] DirectoryString { ub-sasiMechanism },
credentials [1] OCTET STRING OPTIONAL,
saslAbort [2] BOOLEAN DEFAULT FALSE }
Token ::= SIGNED { SEQUENCE {
algorithm [0] Algorithmidentifier,
name [1] DistinguishedName,
time [2] Time,
random [3] BIT STRING,
response [4] BIT STRING OPTIONAL,
bindintAlgorithm [5] SEQUENCE SIZE (1..MAX) OF Algorithmidentifier OPTIONAL,
bindintKeylnfo [6] BindKeyinfo OPTIONAL,
bindConfAlgorithm [7] SEQUENCE SIZE (1..MAX) OF Algorithmlidentifier OPTIONAL,
bindConfKeylInfo [8] BindKeyinfo OPTIONAL } }

Versions ::= BIT STRING {v1(0), v2(1) }
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DirectoryBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem } } } }

BindKeylInfo ::= ENCRYPTED { BIT STRING }
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invalidCredentials
blockedCredentials

- serviceError unavailable

sasIBindInProgress
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read OPERATION ::= {

ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
selection [11 EntrylnformationSelection DEFAULT { },
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
ReadResult ::= OPTIONALLY-PROTECTED {
SET {
entry [0] Entrylnformation,
modifyRights [11 ModifyRights OPTIONAL,
COMPONENTS OF CommonResults } }
ModifyRights ::= SET OF SEQUENCE {
item CHOICE {
entry [0] NULL,
attribute [11 AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }
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compare OPERATION ::= {

ARGUMENT CompareArgument
RESULT CompareResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments } }
CompareResult ::= OPTIONALLY-PROTECTED {
SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults } }
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abandon OPERATION ::= {

ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }

AbandonArgument ::= OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
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invokelD [0] Invokeld } }
AbandonResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResultsSeq } } }

Jead Ledsd) invokelD L& o invokelD ey LS 5 Camn ) Aleall 3 a5 invokelD du> 5 | dadas Sl
.\.@5}?@&:3(;;.5\ Llos)
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list OPERATION := {

ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
ListResult ::= OPTIONALLY-PROTECTED {
CHOICE {
listinfo SET {
name Name OPTIONAL,
subordinates [1] SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedListinfo [0] SET OF ListResult } }
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PartialOutcomeQualifier ::= SET {

limitProblem [0] LimitProblem OPTIONAL,
unexplored [11 SET SIZE (1..MAX) OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions  [2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL,
entryCount CHOICE {

bestEstimate [7] INTEGER,

lowEstimate [8] INTEGER,

exact [9] INTEGER } OPTIONAL,
streamedResult [10] BOOLEAN DEFAULT FALSE }

LimitProblem ::= INTEGER {
timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }
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search OPERATION ::= {

ARGUMENT SearchArgument

RESULT SearchResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError }
CODE id-opcode-search }
SearchArgument ::= OPTIONALLY-PROTECTED {

SET {
baseObject [0] Name,
subset [1] INTEGER {

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and:{},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [7] Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
relaxation [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,
hierarchySelections [11] HierarchySelections DEFAULT { self },
searchControlOptions [12] SearchControlOptions DEFAULT { searchAliases },
joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED {

innerJoin(0), leftOuterdoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin,
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COMPONENTS OF CommonArguments } }

HierarchySelections ::= BIT STRING {

self (0),
children 1),
parent (2),
hierarchy (3),
top (4),
subtree (5),
siblings (6),

siblingChildren (7),
siblingSubtree (8),

all 9)}
SearchControlOptions ::= BIT STRING {
searchAliases (0),
matchedValuesOnly 1),
checkOverspecified (2),
performExactly (3),
includeAllAreas (4),
noSystemRelaxation (5),
dnAttribute (6),
matchOnResidualName (7),
entryCount (8),
useSubset (9),
separateFamilyMembers (10),
searchFamily (11)}
JoinArgument ::= SEQUENCE {
joinBaseObject [0] Name,
domainLocallD [1] DomainLocallD OPTIONAL,
joinSubset [2] ENUMERATED {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
joinFilter [31 Filter OPTIONAL,
joinAttributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
joinSelection [5] EntrylnformationSelOection }
DomainLocallD ::= DirectoryString { ub-domainLocallD }

DomainLocallD is a string which locally uniquely identifies a remote domain holding a portion of another DIT.
NOTE - This string is defined locally and does not need to be registered by any registration authority.

JoinAttPair ::= SEQUENCE {

baseAtt AttributeType,
joinAtt AttributeType,
joinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL }

JoinContextType ::= CONTEXT.&id({SupportedContexts})

SearchResult ::= OPTIONALLY-PROTECTED {

CHOICE {

searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults },

uncorrelatedSearchinfo [0] SET OF SearchResult } }
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addEntry OPERATION ::= {

ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
entry [1] SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments} }
AddEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }
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removeEntry OPERATION ::= {

ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
COMPONENTS OF CommonArguments } }
RemoveEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }
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modifyEntry OPERATION ::= {

ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
changes [11 SEQUENCE OF EntryModification,
selection [2] EntrylnformationSelection OPTIONAL,

COMPONENTS OF CommonArguments } }

ModifyEntryResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }
EntryModification ::= CHOICE {

addAttribute [0] Attribute,

removeAttribute [1] AttributeType,

addValues [2] Attribute,

removeValues [3] Attribute,

alterValues [4] AttributeTypeAndValue,

resetValue [5] AttributeType,

replaceValues [6] Attribute }
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modifyDN OPERATION ::= {
ARGUMENT ModifyDNArgument
RESULT ModifyDNResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }

ModifyDNArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] DistinguishedName,
newRDN [11 RelativeDistinguishedName,
deleteOIdRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
COMPONENTS OF CommonArguments } }

ModifyDNResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
newRDN RelativeDistinguishedName,
COMPONENTS OF CommonResultsSeq } } }

o el il o3 Sledas 24,11
LS (Bl laglra Jozy U3 ;fu_.x;, ™ object ojﬁa Ly e ale by oAl J:-.x.i\ object |3 dolas B a5
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355 (RDN o 035 dpdor o, J) ol el 87 > 13)5 . 2 ald) k) RDN newRDN >3 dades 304
delall oda I 213 RDN
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42.11.7) {.Z.Ja noSuchObject
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¢updateError (<«
cattributeError (C
¢securityError (2

.serviceError (»

g (Y ool ol AU clax Y o Y
¢ 2T Uas sl 5 O S8 Y ) cAbandon 3>y ddes) suz &1 s cabondonFailed ( f
A ol (39 lex (2iS 3l s (3 Abandon iles <l 13| g ¥ A cabandoned (o
targr) po B () Jadd) U R ¢ toolate Ui ¢ abondonFailed o slay
b DUA v ol S RO LA WAL ol PR NE &Q) c”l}.a}}” (19 o s creferral ¢
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Abandoned  2.12
DUA 1 13 (Read, Search, Compare, List «sf) @ils eledial dles <Y S s e Y S
I b °S{) S VG PSS PR PN SO I W DN RCH DU PO (1A | &35 13y .ol Invokeld ~s Abandon Zles
Lokl Sladas iz g w3y ol izt o @5 OF S W) 0. (ISO/IEC 9594-2 | ITU-T X.501 & 53
abandoned ERROR ::= { -- not literally an "error”
PARAMETER OPTIONALLY-PROTECTED {

SET {COMPONENTS OF CommonResults} }
CODE id-errcode-abandoned }

Abandon Failed 3.12
o el Sladae LI &35 13y .abandon Zles Wyl It Lgagar) g ok WS -5 abondonFailed Uax &
A% gl @y of (S W 0B (ISO/EC 9594-2 | ITU-T X.501 &eo sl oo 3.17 Jlaily Ws i g Lgady f La i

abandonFailed ERROR ::={

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [11 Invokeld,
COMPONENTS OF CommonResults } }
CODE id-errcode-abandonFailed }

AbandonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }
W) ) 2kl ldeedd O)
tebe U sTLad) . éi JU By Lgzgr) ss o f dine problem 45
G g pde ey I 05 ol J.i_C) A5 idesdl JJUI G a Y Leie — noSuchOperation ( f
(0 s 03 das
She kel LI Ozl Leie — tooLate (<
A ST S (et sy 1 s s 055 ades 8 Wyl o5 Llis — cannotAbandon ¢
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)T Ut C;ﬁ ol I e 087 15) (4.7 ksl) CommonResultsSeq J (10.7 kil) SecurityParameters ;)j.{.« e
ALy Axd gy )0 A%

.CommonResults J notification O ;s el E”JL:::'J Lt i & 3 g ooll ol glal) J.Ab u.<.c

cw b 412

ot 307 ) s iy Lgady ol s i o el ldae L) &3y 13l oy o S o attributeError &
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attributeError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET{
object [0] Name,
problems  [1] SET OF SEQUENCE {
problem [0] AttributeProblem,

type [1] AttributeType,
value [2] AttributeValue OPTIONAL },
COMPONENTS OF CommonResults } }
CODE id-errcode-attributeError }
AttributeProblem ::= INTEGER {
noSuchAttributeOrValue 1),
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation (7)}
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el > dddas e jlacl s3us
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do o) Lo 2 ‘;J\ 5 540 & s ¥ ades) s ddas (385950 cmi Aed - constraintVioIa;ion (»
el @BV aH Al sl Jae) cad) L sl ISO/IEC 9594-2 | ITU-T X.501
4 o e

Mad w57 dod jf Joadl (30t g s BLY ok Wyl gST — attributeOrValueAlreadyExists (9
NGICSU g
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> 58)) & e ¥ ades) s ddas 3 cw ad & 290 Bl jT B3lew 456 — contextViolation ()
o Bl Bad ¢ J20) Bl i ol ISO/EC 9594-2 | ITU-T X501 %o sd) Lgno b o)
DIT Gl pldszal sl (B oS 5 el
)T ) C;ﬁ of JJ.U\ UJ& ol 13 4.7 ij\) CommonResults J (10.7 J.Jm\) SecurityParameters ng.a e
%y andy o) 0 A%
.CommonResults J notification O ;s pldse l)l.cb'-\ L) i L5y ol ol glal) JJ:L uﬁ.c
('.w\ (1273 5.12
o s i ol ddan)) Sldae LI &3 Bl ke Jors dades o laely A eVl las dSes = nameError &
S o A2 By O S A 0B L(ISOMEC 9594-2 | ITU-T X.501 Zeo sl oo 3.17 ity Ls i 5 Lgad
Qb oldas a2
nameError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET{
problem [0] NameProblem,
matched [1] Name,

COMPONENTS OF CommonResults } }
CODE id-errcode-nameError }

NameProblem ::= INTEGER {

noSuchObject 1),
aliasProblem (2),
invalidAttributeSyntax (3),
aliasDereferencingProblem (4),
contextProblem (5)}

) gl ddesl) oldaadd O)
P CE 1G] I CYRAUR Lﬁ;i JU By Lgzgr) ss of dine problem 44
s L“g? ! >4 {._,.»Y\ iy Y — noSuchOject (!
s ot ¥l Jlu) ¢ — aliasProblem (<
Ao ylaze ‘,..A{\ 3 AVA 3 iLall ol and oo L¢ — invalidAttributeSyntax a
Sl b, )T Sy 4 — Y 4l 3 jleies ig>) 5o & — aliasDereferencingProblem (>
o) gzl La Y céhp e )T Y <l I R ji Bl L& — contextProblem (»
A1y DIT Jo e o ST bl n Ogrs ol el el Blizea) JM 51 (Bl i
3l s ¥ e S8 gay ool 5 @ DIT (3 Glazes ol £ 3y 20l yﬁ\ ol ke matched Zoles ¢ 25
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(&»U\ QM\@MLJ¢77L}JJJL»§L§\¢M Ol sk (1) DSA CU;: V) Sl o g dloline

& nameError e e CLi (Jdd Ades s dadns (3 pddll W) (3 3 oy e LU - Ui s =38 13 — A
.updateError i attributeError ... Y.\, invalidAttributeSyntax 1S :..

o U S Of JJl Je O™ 13] (4.7 ksl) CommonResults § (10.7 i) SecurityParameters O S ooz
A%y by gl o jis
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Referral  6.12
o3y Bl g gl dles dad J.‘a_a\ 562 S LG ST ol sty dak ) dead Jorias referral 4o 55 dny
oL, (ISO/IEC 9594-2 | ITU-T X.501 ij\ o 3.17 Jl'ai\) La > g Lgad g j s dor jf Llend) Ooladas I

o) Sladas ity s3p o 42 ) 2 O Sa
referral ERROR ::= { -- not literally an "error”
PARAMETER OPTIONALLY-PROTECTED {
SET {
candidate [0] ContinuationReference,

COMPONENTS OF CommonResults } }
CODE id-errcode-referral }

Al ddea)) dlol gl adsnas ol USI, ContinuationReference Lo (55 s>y doleo Lt A s
.(ISO/IEC 9594-4 | ITU-T X.518

«idLo LabeledURI 4.3 ContinuationReference ¢ accessPoints Q)QA S 5% (LDAP b (1) DSA olral 13
) dmy ) kLo LabeledURI iod s (s 525 4 131y (LDAP -] Gl dedl) pisenas ) ods 3

o Uad) S of Ul e 08 13 (4.7 kil) CommonResults | (10.7 kil) SecurityParameters O o ez
A%y and sy gl o jis

Security Error  7.12

s e g Lgad g )T s o> )T el Slidre I 3y s el OlwY ddes das 3 A s ¢ securityError Cl_;
Sldas ity by o a2 o W5 O So ) 0B (ISO/EC 9594-2 | ITU-T X.501 &eo sl o0 3.17 ki)

A
securityError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] SecurityProblem,
spkminfo [1] SPKM-ERROR,
COMPONENTS OF CommonResults } }
CODE id-errcode-securityError }
SecurityProblem ::= INTEGER {
inappropriateAuthentication (1),
invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
nolnformation (6),
blockedCredentials (7),
invalidQOPMatch (8),
spkmError 9)}

P &QL:MJ?\.:MU»L;TJJJAE} .L@;.@_»\)%Mproblemcc'cl;d@}wudw\ ol

(5 St mo Gt 28 A lay el CLall Qf}!\ & i ojg — inappropriateAuthentication (!
adlo 8 5545l ol 4l — invalidCredentials (<
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g sllal) adea) dias 3 g3 CJUl) W — insufficientAccessRights a
Flo s bl md s Of A>  — invalidSignature (>
Jdl dodas O allall desdl ddd sl e ) uﬁg % — protectionRequired (»
&5 ¢
ool glae o CL:S Y L.af (1S 4 ollal) dlas) <3| — nolnformation (9
e &S O ) ivel Ol Lo A e ol g c,.éfejf — blockedCredentials (5
DSA I o el Al Uatkh 1da S350 )3 (S L (ml5 358 )0 conll AL
.J»‘y\ Slbedd @ oae aalz Gl Sldas Ld ngi\ Ol — invalidQOPMatch c
spkminfo JY> e spkminfo dclxs Sty adklo 18 83550 SPKM @3) ol A> 9 — spkmError (&
cobas o L) lis os SPKM Bl 3 20 5 SPKM bl 333 sda 0L
)T g C;ﬁ of ‘_}:.S.U\ P Ols” 15 (4.7 ki) CommonResults & (10.7 i)y SecurityParameters Ojg.» e
oty by o
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Service Error  8.12
ity s iy Ly of L i of Aol Sldae LI &3y 13y el b dilazs dSes & serviceError ]
Wbl Sldas iz wdg ol it o w3y OF S W OB (ISO/IEC 9594-2 | ITU-T X.501 & sl 0 3.17

serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] ServiceProblem,
COMPONENTS OF CommonResults } }
CODE id-errcode-serviceError }

ServiceProblem ::= INTEGER {

busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12),
invalidQueryReference (13),
requestedServiceNotAvailable (14),
unsupportedMatchingUse (15),
ambiguousKeyAttributes (16),
saslIBindInProgress (17)}

e W sl . L_gT JU L8y Lgg> g dins problem o CLS (3= 9 dodrs 4 Ut o
Ay Ll e Sy 8 STy i sllall adea) sY Mo gion ] amy o o) - busy
5 b 3
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Llo s$ dieadll il (3 queryReference
LY Al il Leews ¥ ASa sl — A
U] ade o dedd ssas @) ddb. 3 e (Wb Jé — requestedServiceNotAvailable (0
e ubjlu slai A3 42kl search-rule &lgs! ) ol ) jT ) search-rule
13 il 3 VU bl ol 23OV Sl shall O iy Lods ead) AlSCie e ddL0)
DSA ey é dag) go 3458 plazezn Y cCL&fU & c;’\.i» (@ gl =& — unsupportedMatchingUse W
.performExactly &£ ,l> L.s ps
ai wa Seu Oy C/S.Sj cJ;\.m Lch 4S8 el g 8ueB ) — ambiguousKeyAttribute ¢
LS iy e oda W) s Coliary 80 BB Jador Jlis 5dmie Slasl e mo bl
BT RGP - SN L DA PVR R G
dles day OF I Sosa e Olaasl W 2 dldly - sasiBindinProgress (<
A e & serviceError Jl cemnedl s e Juyy esass o) s directoryBind
directoryBind iles Jiy Of CJUa)) oty ol ol s e Juy s sasIBindinProgress
> s L_g? @ Ak sy 13 L0kawY) des dlolsl sasiCredentials 3T i &o ol
.TRUE ¢ SaslAbort L. ¢ directoryBind Aloe Ja5 W8 (Aden)) ole)
o Uad & of Sl Je 08713 (4.7 Lil) CommonResults (3 (10.7 kl) SecurityParameters O S -z,
A%y dxd g )0 A%
.CommonResults J notification O ;s el ;JL:;.'S-\ U ) alSCi L8 34 & beglal) Jﬂ.at RS

75 (2005/08) ITU-T X.511 4w s



ISO/IEC 9594-3:2005 (A)

Update Error  9.12
Sledns Il &35 130y DIB 3 ©loghas b of ot o BLoY @V gt glas dSas o updateError &L
O (S ) 0B (ISO/EC 9594-2 | TTU-T X.501 G sl oo 3.17 Jail) La iy Lgady of s i ol el

updateError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET{
problem [0] UpdateProblem,
attributelnfo [1] SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,

COMPONENTS OF CommonResults } }

CODE id-errcode-updateError }
UpdateProblem ::= INTEGER {

namingViolation (1),
objectClassViolation (2),
notAllowedOnNonLeaf (3),
notAllowedOnRDN (4),
entryAlreadyExists (5),
affectsMultipleDSAs (6),
objectClassModificationProhibited (7),
noSuchSuperior (8),
notAncestor (9),
parentNotAncestor (10),
hierarchyRuleViolation (11),
familyRuleViolation (12) }

tke B ST 5 08y L L g e WS e WS Badns W

Jll Lkd e LS DIT [SKa asl g elgmy haws of ©Lo) dsle Ol — namingViolation (|
3ol e i &b eleely J>u w2 «gl ISO/EC 9594-2 | ITU-T X.501 443l
& 34 o bf fesd A RDN G ol e o5 (il Lgd giaa) eay ¥ DIT ) ias

c))\.m.é (e g2 aslg e e Bl pde ) o Wsl# (35 - objectClassViolation (o
WY 1k ISO/MEC 9594-2 | ITU-T X.501 i)l ss 5f DIT (5552 a8l 5l ¢ 8 o i
st Dlol Glas

DIT < 8,5 e Jais &hes Uyl mewy — notAllowedOnNonLeaf (-

((RDN s ¢ 5 on Cni cl&)Y c;)\iﬂ) RDN ¢ ilesc dgl2 55 — notAllowedOnRDN (>

Ste dr 5 S s modifyDN i addEntry iles d5l# i — entryAlreadyExists (»

o Sl oor (Bl Aol g dlolame dodmis 558 V“’ MJ‘ RDNSs 4t (9\1.5 e leiy — 1 ik
ISO/IEC 9594-2 | ITU-T X.501 wjﬂ\ G2 LS (Bl

Aden)) 008 ey ¥ Eo 53daze DSAs e Laid Ond Ayl C\;;". — affectsMultipleDSAs (3
e ‘-QQA ¢ s e Judad dles @ gl — objectClassModificationProhibited (3

Ao Y ol ) J>—.&i modifyDN ilese &gl i — noSuchSuperior (c

st o jlasly Calw wpad 093 S ‘_}.,-.xf; ki ides W ol — notAncestor (&

o Wl pae oF ale O e Jab o laely L})—u\; Lz ales &gl — parentNotAncestor (s

z
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sl e e plWl 3a>dl 1,13
P e Y1 plsialy Ze LW 3 gl am Sz Lo M) OF e NP il 13l 5 2
0 (3 request-attribute-profile i aawly Ju& Y S gl A & A cw LUl sl 13 A
:ul; notification (s s:< (inputAttributeTypes search-rule
¢id-pr-searchAttributeViolation d._3 & searchServiceProblem G.LJ o -
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request-attribute-profiles ;» 3é>d!  2.13
o A ZLa U s o e e b Y e L e ST e i) G e (6T ) oSl o) Y 5 4 13)
G Ry 2 s f 05 Sy A b Ol li e o ad g o5 Sl sl Y M 502 Yy Ay (2 Ll
Ay ey 5 . akUasl) request-attribute-profiles J Jixg a1y JbL né # Lo e ay LY e dag OF camn (FA
Ul el Y1 pldszaly bl 8 zle
W G AL L L e s e gl 6 %
.g;}CL&}AJQW\CL&JUJ};{yM\ﬁ €
BT bl 5 LS Bblr o shas slaig poddl LB g pekd) 25 2L e 53 13)
o M AU e sl ey ST e aedl bl g p L g dbly 25 p Lo 3o Lad e 3]

ok as sl o el o Y S 2l e s 13l o La M s gy e e Rl Blese s e b sy
Sl Bz i) Sl slall 302 A ) baad iy ) Yl Lo A s O i

:L“LL:M ¢l Y (\.b‘;:.w\.g C\.&]a Ly r..gfu

e ¢ )b ey L2 O™ 13) f ¢L5L request-attribute-profiles (3 selectedValues 0 ;S O1S™ 13| (1

jf approximateMatch jf substrings jT equality L< » CL&}\ Ly O 1Y L A
: k& notification (¢ s cQ& (l 13| 4 .extensibleMatch

¢id-pr-searchValueRequired d._3 & searchServiceProblem C’Ld ey -

¢search-rule J serviceType O j_(,e 445 4 serviceType t_«\.\: Y -

Tl Ay e o BEY NG IO s oo 3 ;2e 4ayiS 4 contextTypeList C:LJ o -

L ‘3.2.2- (C)Lé e 3) L:; el request-attribute-profiles (3 selectedValues L};Jj Ojg.» ol 13 Q
R N C g N PRNC U RPN PN E NP [ PHPVING B - I SR (R Cahy
: g notification

¢id-pr-invalidSearchValue i._3 & searchServiceProblem C’Ld Y] -
¢search-rule J serviceType O j_{A 4iS” 4 serviceType C’Ld s _
- g dagaS Al T\ 2 254 xo filteritem t_«\.\: Y -

AU a4 8 A s Lol g = contexts FAOSe S €

79 (2005/08) ITU-T X.511 4w s



ISO/IEC 9594-3:2005 (A)
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defaultControls | hierarchyOptions ¢ 3 0 S s search-rule J defaultControls O S OIS~ 13) (1
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Adlo po il 5l ol O x5 ol dlad 4eiS 4 hierarchySelectList feks -
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By JSa (3 s ol e 3530 ASNLT leshes Olaaly o35 LUT Lyl et gl L oy

.DirectoryAbstractService ASN.1

DirectoryAbstractService {joint-iso-itu-t ds(5) module(1) directoryAbstractService(2) 5}
DEFINITIONS ::=
BEGIN

EXPORTS All ——

Sliclps 2 8l ASNT  Sldms 2 lgeltmesY Gl ads 2 Bl il LUV e —-
SN sl ) Sl s Y clikd 2 ey L ——
Dlbll ety bt s iy Y Ky cdold) go) £V o xf clinky lgetiin Of ——

Mgt S ) G e Bliml] -

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

attributeCertificateDefinitions, authenticationFramework, basicAccessControl,
commonProtocolSpecification, directoryShadowAbstractService, distributedOperations,
enhancedSecurity, id-at, informationFramework, selectedAttributeTypes, serviceAdministration,
upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

Attribute, ATTRIBUTE, AttributeType, AttributeTypeAssertion, AttributeValue,
AttributeValueAssertion, CONTEXT, ContextAssertion, DistinguishedName,
MATCHING-RULE, Name, OBJECT-CLASS, RelativeDistinguishedName,
SupportedAttributes, SupportedContexts

FROM InformationFramework informationFramework

RelaxationPolicy
FROM ServiceAdministration serviceAdministration

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

OPTIONALLY-PROTECTED{ }, OPTIONALLY-PROTECTED-SEQ({ }
FROM EnhancedSecurity enhancedSecurity

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint, ContinuationReference, Exclusions, OperationProgress, ReferenceType
FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X.519 | ISO/IEC 9594-5
Code, ERROR, id-errcode-abandoned, id-errcode-abandonFailed, id-errcode-attributeError,

id-errcode-nameError, id-errcode-referral, id-errcode-securityError, id-errcode-serviceError,
id-errcode-updateError, id-opcode-abandon, id-opcode-addEntry, id-opcode-compare,
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id-opcode-list, id-opcode-modifyDN, id-opcode-modifyEntry, id-opcode-read,
id-opcode-removeEntry, id-opcode-search, Invokeld, OPERATION
FROM CommonProtocolSpecification commonProtocolSpecification
-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

DirectoryString {}
FROM SelectedAttributeTypes selectedAttributeTypes

ub-domainLocallD, ub-sasiMechanism
FROM UpperBounds upperBounds

-- from ITU-T Rec. X.509 | ISO/IEC 9594-8

Algorithmldentifier, CertificationPath, ENCRYPTED {}, SIGNATURE {}, SIGNED {}
FROM AuthenticationFramework authenticationFramework

AttributeCertificationPath
FROM AttributeCertificateDefinitions attributeCertificateDefinitions

-- from ITU-T Rec. X.525| ISO/IEC 9594-9

AgreementID
FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- from RFC 2025
SPKM-ERROR, SPKM-REP-TI, SPKM-REQ
FROM SpkmGssTokens { iso (1) identified-organization (3) dod(6) internet (1)
security (5) mechanisms (5) spkm (1) spkmGssTokens (10) } ;

-- Common data types --

CommonArguments ::= SET {

serviceControls [30] ServiceControls DEFAULT {},

securityParameters [29] SecurityParameters OPTIONAL,

requestor [28] DistinguishedName OPTIONAL,

operationProgress [27] OperationProgress

DEFAULT { nameResolutionPhase notStarted },

aliasedRDNs [26] INTEGER OPTIONAL,

criticalExtensions [25] BIT STRING OPTIONAL,

referenceType [24] ReferenceType OPTIONAL,

entryOnly [23] BOOLEAN DEFAULT TRUE,

nameResolveOnMaster [21] BOOLEAN DEFAULT FALSE,

operationContexts [20] ContextSelection OPTIONAL,

familyGrouping [19] FamilyGrouping DEFAULT entryOnly }
FamilyGrouping ::= ENUMERATED {

entryOnly (1),

compoundEntry  (2),

strands (3),

multiStrand (4)}
CommonResults ::= SET {

securityParameters [30] SecurityParameters OPTIONAL,

performer [29] DistinguishedName OPTIONAL,

aliasDereferenced [28] BOOLEAN DEFAULT FALSE,

notification [27] SEQUENCE SIZE (1..MAX) OF Attribute = OPTIONAL }
CommonResultsSeq ::= SEQUENCE {

securityParameters [30] SecurityParameters OPTIONAL,

performer [29] DistinguishedName OPTIONAL,

aliasDereferenced [28] BOOLEAN DEFAULT FALSE,

notification [27] SEQUENCE SIZE (1..MAX) OF Attribute = OPTIONAL }
ServiceControls ::= SET {

options [0] ServiceControlOptions DEFAULT { },

priority [11 INTEGER { low (0), medium (1), high (2) } DEFAULT medium,

timeLimit [2] INTEGER OPTIONAL,

sizeLimit [3] INTEGER OPTIONAL,
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scopeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONAL,
manageDSAITPlaneRef [6] SEQUENCE {

dsaName Name,

agreementiD AgreementiD } OPTIONAL,
serviceType [7] OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL }

ServiceControlOptions ::= BIT STRING {

preferChaining (0),

chainingProhibited (1),

localScope (2),

dontUseCopy (3),

dontDereferenceAliases (4),

subentries (5),

copyShaliDo (6),

partiaINameResolution  (7),

manageDSAIT (8),

noSubtypeMatch (9),

noSubtypeSelection (10),

countFamily (11),

dontSelectFriends (12),

dontMatchFriends (13) }

EntrylnformationSelection ::= SET {

attributes CHOICE {

allUserAttributes [0] NULL,

select [11 SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {

attributeTypesOnly (0),

attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {

allOperationalAttributes [3] NULL,

select [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL,
contextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
familyReturn FamilyReturn DEFAULT

{ memberSelect contributingEntriesOnly } }

ContextSelection ::= CHOICE {
allContexts NULL,
selectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion }

TypeAndContextAssertion ::= SEQUENCE {

type

AttributeType,
contextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }

FamilyReturn ::= SEQUENCE {
memberSelect ENUMERATED {

contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry 3)}

familySelect SEQUENCE SIZE (1..MA,X) OF OBJECT-CLASS.&id OPTIONAL }

Entrylnformation ::= SEQUENCE {

name Name,
fromEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems
partialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systems
derivedEntry [5] BOOLEAN DEFAULT FALSE -- not in pre-fourth edition systems -- }
family-information ATTRIBUTE ::= {
WITH SYNTAX FamilyEntries
USAGE directoryOperation
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ID id-at-family-information }

FamilyEntries ::= SEQUENCE {
family-class
familyEntries

FamilyEntry ::= SEQUENCE {

OBJECT-CLASS.&id,
SEQUENCE OF FamilyEntry }

-- structural object class value

rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL }
Filter ::= CHOICE {
item [0] Filterltem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }
Filterltem = CHOICE {
equality [0] AttributeValueAssertion,
substrings [11 SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [11 ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute } }, -- Used fo specify interpretation of following

greaterOrEqual [2]
lessOrEqual [3]
present [4]
approximateMatch [5]
extensibleMatch  [6]
contextPresent [71

MatchingRuleAssertion ::= SEQUENCE {
matchingRule [1]
type [2]
matchValue [3]

-- items

AttributeValueAssertion,
AttributeValueAssertion,
AttributeType,

AttributeValueAssertion,
MatchingRuleAssertion,
AttributeTypeAssertion }

SET SIZE (1..MAX) OF MATCHING-RULE.&id,
AttributeType OPTIONAL,
MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue shall be a value of type specified by the & AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),

dnAttributes [4] BOOLEAN DEFAULT FALSE }
PagedResultsRequest ::= CHOICE {

newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE,
pageNumber [3] INTEGER OPTIONAL },

queryReference OCTET STRING,

abandonQuery [0]

SortKey ::= SEQUENCE ({
type AttributeType,
orderingRule

SecurityParameters ::= SET {
certification-path [0]
name [11
time [2]
random [3]
target [4]
response [5]
operationCode [6]
attributeCertificationPath [71
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errorProtection [8]
errorCode [9]

OPTIONAL,
OPTIONAL }

ErrorProtectionRequest
Code

ProtectionRequest ::= INTEGER { none (0), signed (1) }

Time ::= CHOICE {
utcTime

generalizedTime

UTCTime,
GeneralizedTime }

ErrorProtectionRequest ::= INTEGER { none (0), signed (1) }
-- Bind and unbind operations --

directoryBind OPERATION ::= {

ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
ERRORS { directoryBindError } }

DirectoryBindArgument ::= SET {

credentials [0] Credentials OPTIONAL,

versions [11 Versions DEFAULT {v1}}
Credentials ::= CHOICE {

simple [0] SimpleCredentials,

strong [11 StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [31 SpkmCredentials,

sasl [4] SaslCredentials }
SimpleCredentials ::= SEQUENCE {

name [0] DistinguishedName,

validity [11 SET{
time1 [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [11 CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [31 BIT STRING OPTIONAL } OPTIONAL,
password [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }

SpkmCredentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI }
SaslICredentials ::= SEQUENCE {
mechanism [0] DirectoryString { ub-sasiMechanism },
credentials [1] OCTET STRING OPTIONAL,
saslAbort [2] BOOLEAN DEFAULT FALSE }
Token ::= SIGNED { SEQUENCE {
algorithm [0] Algorithmidentifier,
name [11 DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING,
response [4] BIT STRING OPTIONAL,

bindintAlgorithm  [5]
bindintKeylinfo [6]
bindConfAlgorithm [7]
bindConfKeyinfo [8]

SEQUENCE SIZE (1..MAX) OF Algorithmidentifier OPTIONAL,
BindKeyinfo OPTIONAL,

SEQUENCE SIZE (1..MAX) OF Algorithmlidentifier OPTIONAL,
BindKeyinfo OPTIONAL } }

(2005/08) ITU-T X.511 & sdl 86



ISO/IEC 9594-3:2005 (A)

Versions ::= BIT STRING {v1(0), v2(1) }
DirectoryBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem }} } }

BindKeyInfo ::= ENCRYPTED { BIT STRING }
-- Operations, arguments, and results --

read OPERATION ::= {
ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-read }

ReadArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
selection [1] EntrylnformationSelection DEFAULT { },
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }

ReadResult ::= OPTIONALLY-PROTECTED {
SET {
entry [0] Entrylnformation,
modifyRights [11 ModifyRights OPTIONAL,
COMPONENTS OF CommonResults } }

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [11 AttributeType,
value [2] AttributeValueAssertion },

permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }

compare OPERATION := {

ARGUMENT CompareArgument
RESULT CompareResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
purported [11 AttributeValueAssertion,
COMPONENTS OF CommonArguments } }
CompareResult ::= OPTIONALLY-PROTECTED {
SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults } }

abandon OPERATION ::= {
ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }
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AbandonArgument ::= OPTIONALLY-PROTECTED-SEQ {

SEQUENCE {
invokelD [0] Invokeld } }
AbandonResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResultsSeq } } }
list OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED ({
SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
ListResult ::= OPTIONALLY-PROTECTED {
CHOICE {
listinfo SET {
name Name OPTIONAL,
subordinates [11 SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedListinfo [0] SET OF ListResult } }
PartialOutcomeQualifier ::= SET {
limitProblem [0] LimitProblem OPTIONAL,
unexplored [1] SET SIZE (1..MAX) OF ContinuationReference OPTIONAL,
unavailableCriticalExtensions  [2] BOOLEAN DEFAULT FALSE,
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1 .. MAX) OF Attribute OPTIONAL,
entryCount CHOICE {
bestEstimate [7] INTEGER,
lowEstimate [8] INTEGER,
exact [9] INTEGER } OPTIONAL,
streamedResult [10] BOOLEAN DEFAULT FALSE }

LimitProblem ::= INTEGER {
timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }

search OPERATION ::= {

ARGUMENT SearchArgument

RESULT SearchResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError }
CODE id-opcode-search }
SearchArgument ::= OPTIONALLY-PROTECTED {

SET {
baseObject [0] Name,
subset [1] INTEGER {

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and: {},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
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extendedFilter [7] Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
relaxation [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,
hierarchySelections [11] HierarchySelections DEFAULT { self },
searchControlOptions [12] SearchControlOptions DEFAULT { searchAliases },
joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED {
innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin,
COMPONENTS OF CommonArguments } }
HierarchySelections ::= BIT STRING {

self (0),

children 1),

parent (2),

hierarchy (3),

top (4),

subtree (5),

siblings (6),

siblingChildren (7),
siblingSubtree (8),

all 9)}
SearchControlOptions ::= BIT STRING {
searchAliases (0),
matchedValuesOnly 1),
checkOverspecified (2),
performExactly (3),
includeAllAreas (4),
noSystemRelaxation (5),
dnAttribute (6),
matchOnResidualName (7),
entryCount (8),
useSubset (9),
separateFamilyMembers (10),
searchFamily (11)}
JoinArgument ::= SEQUENCE {
joinBaseObject [0] Name,
domainLocallD [1] DomainLocallD OPTIONAL,
joinSubset [2] ENUMERATED {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
joinFilter [3] Filter OPTIONAL,
joinAttributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
joinSelection [5] EntrylnformationSelection }
DomainLocallD ::= DirectoryString { ub-domainLocallD }

JoinAttPair ::= SEQUENCE {

baseAtt AttributeType,
joinAtt AttributeType,
joinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL }

JoinContextType ::= CONTEXT.&id({SupportedContexts})

SearchResult ::= OPTIONALLY-PROTECTED {

CHOICE {
searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults },

uncorrelatedSearchinfo  [0] SET OF SearchResult } }
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addEntry OPERATION ::= {

ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
entry [11 SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments} }
AddEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

removeEntry OPERATION ::= {

ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
COMPONENTS OF CommonArguments } }
RemoveEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

modifyEntry OPERATION ::= {

ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
selection [2] EntrylnformationSelection OPTIONAL,
COMPONENTS OF CommonArguments } }
ModifyEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS OF CommonResultsSeq }}}
EntryModification ::= CHOICE {
addAttribute [0] Attribute,
removeAttribute [1] AttributeType,
addValues [2] Attribute,
removeValues [3] Attribute,
alterValues [4] AttributeTypeAndValue,
resetValue [5] AttributeType,
replaceValues [6] Attribute }
modifyDN OPERATION :=
ARGUMENT ModifyDNArgument
RESULT ModifyDNResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }
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ModifyDNArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0]
newRDN [1]
deleteOIdRDN [2]
newSuperior [3]

COMPONENTS OF

DistinguishedName,
RelativeDistinguishedName,
BOOLEAN DEFAULT FALSE,
DistinguishedName OPTIONAL,
CommonArguments } }

ModifyDNResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
newRDN RelativeDistinguishedName,
COMPONENTS OF CommonResultsSeq } } }

-- Errors and parameters --

abandoned ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {COMPONENTS OF CommonResults} }
CODE id-errcode-abandoned }

abandonFailed ERROR ::={

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [11 Invokeld,

COMPONENTS OF CommonResults } }

CODE id-errcode-abandonFailed }

AbandonProblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

attributeError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
object [0] Name,
problems  [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL },

COMPONENTS OF CommonResults } }
CODE id-errcode-attributeError }
AttributeProblem ::= INTEGER {
noSuchAttributeOrValue
invalidAttributeSyntax
undefinedAttributeType
inappropriateMatching
constraintViolation
attributeOrValueAlreadyExists
contextViolation

(1),
(2),
(3),
(4),
(5),
(6),
(7}

nameError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] NameProblem,
matched [1] Name,

COMPONENTS OF CommonResults } }

CODE id-errcode-nameError }

NameProblem ::= INTEGER {
noSuchObject
aliasProblem

(1),
(2),

invalidAttributeSyntax (3),
aliasDereferencingProblem (4),
contextProblem (5)}
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referral ERROR ::= { -- not literally an "error”
PARAMETER OPTIONALLY-PROTECTED {
SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults } }
CODE id-errcode-referral }
securityError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] SecurityProblem,
spkminfo [1] SPKM-ERROR,
COMPONENTS OF CommonResults } }
CODE id-errcode-securityError }
SecurityProblem ::= INTEGER {
inappropriateAuthentication 1),
invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
nolnformation (6),
blockedCredentials (7),
invalidQOPMatch (8),
spkmError 9)}
serviceError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] ServiceProblem,
COMPONENTS OF CommonResults } }
CODE id-errcode-serviceError }

ServiceProblem ::= INTEGER {

busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
unavailableCriticalExtension (10),
outOfScope (11),
ditError (12),
invalidQueryReference (13),
requestedServiceNotAvailable (14),
unsupportedMatchingUse (15),
ambiguousKeyAttributes (16),
saslBindInProgress (17) }
updateError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] UpdateProblem,
attributelnfo [11 SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,
COMPONENTS OF CommonResults } }
CODE id-errcode-updateError }
UpdateProblem ::= INTEGER {
namingViolation 1),
objectClassViolation (2),
notAllowedOnNonLeaf (3),
notAllowedOnRDN (4),
entryAlreadyExists (5),
affectsMultipleDSAs (6),

objectClassModificationProhibited (7),

(2005/08) ITU-T X.511 dmesdl 02



ISO/IEC 9594-3:2005 (A)

noSuchSuperior (8),
notAncestor (9),
parentNotAncestor (10),
hierarchyRuleViolation (11),
familyRuleViolation (12) }
-- attribute types --
id-at-family-information OBJECT IDENTIFIER = {id-at 64}

END -- DirectoryAbstractService
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