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— ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Message Handling
Systems (MHS) — Message transfer system: Abstract service definition and procedures.

— ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.

— ITU-T Recommendation X.501 (2005) | ISO/IEC 9594-2:2005, Information technology — Open Systems
Interconnection — The Directory: Models.

— ITU-T Recommendation X.511 (2005) | ISO/IEC 9594-3:2005, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

— ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology — Open Systems
Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

— ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures, and top
arcs of the ASN.1 Object Identifier tree.

— ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

—  ITU-T Recommendation X.690 (2002) | ISO/IEC 8825-1:2002, Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER).

—  ITU-T Recommendation X.691 (2002) | ISO/IEC 8825-2:2002, Information technology — ASN.1 encoding rules:
Specification of Packed Encoding Rules (PER).
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3.2

ISO/IEC 9594-8:2005 (C)

— ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

Interconnection — Security frameworks for open systems: Access control framework.

— ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

Interconnection — Security frameworks for open systems: Non-repudiation framework.

—  ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote Operations:
Concepts, model and notation.
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AT AN — BB B2 E — N hsifE, (HAUE T 76 PKI. PMI 510 i v 2 28 4 I 5 1k

TR BRI E — AN & s B R R T TS . B S B A s iRk e AR R, R
BEH KD T HSHEERINE. K.

X{Info} = Info, Xs[h (Info)]

e
LX)
E Xs[h(info)]
: e

ZHHN (X

X.509_FO1
B 1—HrEs
& 1 — T HEHR BT ORIE G4 o B R B0 S B R PR A DR AR 1) Oh A5 R AT AR TR B HL A1 45 2R

(R4 ik,
Z88 B (A RO T DL VA 8 2 A TR -
— S R R O R A
—  FUHBZBHMATFEY], s B I i 5 & 44 153 B 45 AT g

A FHIEAN SR AE BB A — AN AN SR RO B B e S HE S AT A3 AT s B, JRIRI S
FEXS HSHATIEE, ENRRAEBL RS BFHARBI R T RMA R . A, AT MR, A5
ST SERU EA F P T SZ FAH R O s . TRIE, B — RAUAH SR (EE Py, SRS s B e B R v g A
S0 P A RS SRS ) S BRI o

S B B F A B S R R, DL T e U S 2 4 R I & SR R R 1

AFCARIFH AT ASNL1 6} H S0 B0 101 ) Jn s EAT 46 34 «

ENCRYPTED { ToBeEnciphered }::=BIT STRING ( CONSTRAINED BY {
- J§ Hde e FALA A FBERG G\ CLAFBA R, -
-- 1 4 -- ToBeEnciphered })

T 3 SR H N BERR 2H IR AN 0 a5 R N T 2\ L Aok 7 AR A A B A, X )\ LR A B R
ToBeEnciphered ZSBU{E (1) 52 4 4u T (FIF ASN.1 ZEAGIIAHN] — ITU-T X.690 £ 15 (2002) | ISO/IEC 8825-
1: 2002)

&2 — BRI BRI BRI e, SFEIAMAT A S5, WA LB YRR R R 4.
H I8 B A 3 B P T S 3 R RE vk, BT S A R 3% v (5

3 — EORINEAR TN AL, AN A — AN RA LR, A EE R .
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ISO/IEC 9594-8:2005 (C)
E 4 — Bl AR RO 0T N Ak S S U 2 A D LRI EA S T SRS Ve v 2 At

FESCHGYE I (125 4 L R 4 K 5 BB el IR i 4 RO AT I T ), JF Rl OB BL R ASNLT
BEATHlIA -

HASH {ToBeHashed} = SEQUENCE {
algorithmidentifier Algorithmidentifier,
hashValue BIT STRING ( CONSTRAINED BY {

- A AR AT DER A 09 N AL 5 R
- {i% -- ToBeHashed})}

ENCRYPTED-HASH { ToBeSigned}  ::=  BIT STRING ( CONSTRAINED BY {
- ¥ Ade B A2 5 R FTDER G AL YN AF G 5 1, -
- {i# --ToBeSigned -- 7 & hn FAZ 5 ) T X LA LAFA - })

SIGNATURE { ToBeSigned } = SEQUENCE {
algorithmldentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

E S — INERRFPFTE 2 PHTAIRbE, I B 2 A T e B B B R T I, 5 A ER A
ASNL.1 FEA AR IR & AT 11— 2D 4fith 9 BIT STRING J5 A HEAT N .

LW I T AR RAIEDLT, TTRME LT ASN.T K@ SCEHE IS, 2ok B 2544 B n T4 2 11
pAE/ L

SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE { ToBeSigned }}

H T A AT NS th Sz B %) SIGNED 1 SIGNATURE 288! (lB6HiF, % — R Rgnts . i 8T 78
ITU-T X.690 i 15 (2002) | ISO/IEC 8825-1: 2002 H 2 SLIHFEAGFI AN, 155 SIGNED 5, SIGNATURE
FARME AR RS, eF LA BRI

a)  RHAE KRG, DLRARECE (¥ )\ LU AT S 5

b)  RPERFHIA, AR G A I T 5

o) WAL LB, A e A I

d A AR A% SRR AE (T PP EA T 4 1 5

e) SR (AL e 0\ LA AL I TP A T 45 5

£ WERATREBURIE N TRUE, T2 G5 SR L A LR AL B4 “FF” 165

@) ERERIN AT RIS\ LU AL o RS R AT, WERAFAE, IR AN A 0;

h)  SEECKTY RGN AL AR EESR, BIERL 8. 10 Rl 16 ANAHEHT, FF H 3L 7154 05
i) UTC A 4nis B 45 4 ITU-T X.690 15 (2002) | ISO/IEC 8825-1: 2002 FIMIE s

>

Pas
=

Pas
=

wow

j) A g AE Y A A ITU-T X.690 2315 (2002) | ISO/IEC 8825-1: 2002 FHIRILE »

P AN AN R 20 ) o B P I B TR VL A A5 58 A TR AR o 7T DL SROAC S T 0] B EAT 2628 sl 5
ARANB & SRR M TE I B 8 AT I A 5 B R R0 LA AU«

—  CERORE LU BRI R, RIS TR LS R R a0k, IR %

—  HBFHEELMERAN, e ROR UM B, B s A TR LA B AE, R R A [ A £
15, DA S AT A Aty 3 O B AR L) RO KRR, 8 00 A0 1R S B B R AT 26 %5

N T I A AT A, e SE B B B K B B A AT R A, AN R R
Kt 2 AN [ G B ) e e 45
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ISO/IEC 9594-8:2005 (C)
B 25y — RIFERIETHESR
A X0/ TF P PR A L S LI AR 450 25K 5 £
BUIT LU — A A TF N 080 2 R S okl — A TP T—Seb. AT B0
BRI X, LA AR LR — R RETRIUE 159 . W0 Feth A5 LRI — R R0 2 TF
PS50 SRR D R, T2 A — AR AT (TS, VTS R — o] ) i
AT SIS 5 S OR R BSE X, L EPELRR — RO g . (SRS
EPICPTRMITIL F SCABA (S FT LA SURSMA . X SCREEER BT TR0 R
P 24 T TSI SR E 13T 2 0 S U TP . AT O A5 HOFRFF i A B
S ALEANE A S SE A UG . ST S R P
AR LA P20 5 AR5 08 1 4 T S 15+
— AR ST AL
— SRR SRR DL
—  RAPHR IR AL

7 AIFEANMATFEHIES

AR REMSASAT S — D TP, G, TSR0 30, AN MEALEER A AT &
Blo XHEAFNNIENR (CA) IEARIIEIE RS> A TFRESUEATRI A TP R P TIAE,  ATFRPIER 2
TF YR E T RN N R PISe ik b CA F TR SE AR SE A L s B R LA R A5 A T B8 BHAIE 5 B A
RIS PR T AR TS e HA U, FOBEA ST -

— A BT AER U A TT 8 PR ST # AT AR e DR ) 2 T 95
—  BRTIAERLA, AT #AN AT LN BRI B R B AT B e OO IE E ) .
I TAEB AT PG, KA DB R ST E TS M pokok A, MIEH G & A IS5 ke AT,

2 1 — BAREN DIT FP I — AR EZFR CA BT T RE X, (HIX A RRE CA WAL NIS DIT 2 RFELE
RIPS Y

VAR 258 — RIEE GEZWH 6.1 ) AP EMHIES, WA ARSI AT SN, U
e RTEI S A P BUAME R T — AR IR Ao ME— AR UURE A A KRS AR IR, BRAR ENLR i, 481
i, WRER U EARRAT . —MIET . —ANEHL s TAEA R AR R R AR . JEE,
HIMENLR (B CAL HE—FRIRRFS UCA) PR UESS (RFEAFCS A MR8 UA) BATRUR
-

CA<<A>>= CA{V,SN,ALLCA,UCA,A,UA,Ap,T"}

Horre VONIERRRA, SN }J‘LEJPJF?ZIJ 5 AL TEZUE I ERESRIRTT, UCA ik CA HE—4rilfT,
UA CHRERI I A ME—ARIRAT, T $REGZUE-BIARO, moiA HIZ R, A5 A Hi AR — > H IR
UEFSA R WA ROV LU I ) () R, RI7C0eIm CA K ORUEXTUE PR REEAT 4, B A A0
B TR T KA T 24 NN P R AR, TR TR L T R 4 1 O 0 2% I 1] 9
filte ATATH AT EURIHT CAp 7571 A1 R UE 5 vh 28 44 AU AR BT R 2 T LR ASNLT Hdls KRR IR
EAS.

Certificate = SIGNED { SEQUENCE {
version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,

ITU-T X.509%21+F5 (08/2005) 11



ISO/IEC 9594-8:2005 (C)

validity Validity,

subject Name,

subjectPublicKeylnfo SubjectPublicKeylinfo,
issuerUniqueldentifier [11 IMPLICIT Uniqueldentifier OPTIONAL,

- de I, BRAR AV2RVI.
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,

e BRI, R AV2RV3.
extensions [3] Extensions OPTIONAL

e BB, WA AV, --}}

Version = INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER

Algorithmidentifier = SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

- R XATRENZE, TRAAT

- AR XA FAE— L E .

- BRAZEFRENT -, VA% kAlgorithmldentifier#)parameters3 44,
--  SupportedAlgorithms ALGORITHM = {..}

Validity = SEQUENCE {
notBefore Time,
notAfter Time }

SubjectPublicKeylnfo = SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension

Extension ::= SEQUENCE {
extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

- A —AMNEAEADERG A AR
-~ Wextmld A Z 49 3 5T H 9 ExmTypeo
ExtensionSet EXTENSION s {..}
7t Time {EH TATATEARAEZ /T, B, 1EAMRPUCEHN—E5, FHaHE Time ik g ke
29 UTCTime 28241, JISA PIANECT A7 IR A4 - B PREL B 0 DU AN A AR B, T R BT
— W 2 ANECAAIAE Y 00-49 (), IAfE A 2000 A0 2 £ ECAE .
—  WER 2 AHCAAIAE Y 50-99 (B, HAERE N 1900 0 2 £ EFAE .
7z 2 — i/l GeneralizedTime ] L1 115 R 413% £ UTCTime i& /& GeneralizedTime 7] A& ({3 AT 7 Z8 TLEK
e B B B DT R A e T Al LT GeneralizedTime, 5% 380 4l I AE A S RGNS 5 SURIESS, IR SL 4 .
FERESL T UTCTime #ATEH T-8R 75 2049 4F 2 A1 H .
Version 44 0d gt iE B AS . w7 uE A L extensions &4, MBANRAN K v3. dHIL
issuerUniqueldentifier I subjectUniqueldentifier i1}, 4 RRARN A v2 5 v3,
serialNumber ;& CA A R/MIE BT — /N85 XHEEMEE CA RIUHAEANMIET, serialNumber (#1453
SEME—I CHIRI R I ek 44 AP 51 ] DA e — AN —IRTE D)
Signature {2 B F 15 R i 0 BRI EOS BR B BERRIRAF (91301, mdSWithRSAEneryption. sha-
1 WithRSAEncryption. id-dsa-with-shal %) .
Issuer ] T1iff e 2535 R JBOIE 15 R SE A
Validity J&—/~ ) E] B, fESLIIE CA fRAE, e XHE TR A Bt ge .
Subject Tl 575X G A T3 7 B P 3R B A TF 3 GIAH DR ) 5844
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subjectPublicKeyInfo H T4k IE{EESZ YIFE I ATF R, I T2 %0 TF 591 0 H—A sl i ik
({11, rsaEncryption. dhpublicnumber. id-dsa %) .

TELMEMEOT, issuerUniqueldentifier T —#fi i — N KT

LTI R, subjectUniqueldentifier [ T-HE—ffi i — N 4.

& 3 — ARSI ATRE a2 T HARIRS — DN AR W H R, CA Rl RUE A ME—h AR T 0 S 2
M X 4y ARk, WRBZA CA [FR— A RAHES, AN PR35, CA R HE—Fsil
FEFRIRIEAT YA .

extensions B U G5B IE I F B, AT ASNLL G TS . — AN BEFBHE A R
By —AREMARE. —ADNEHHE Y RGN ASN. KEEHE iS4k, % SEQUENCE H#ANY e HEF
ROCH By TR UL, WXL AN R R E ARG Y T HE P IR AR EE R AT T A
AT I, W SCHEMERS SR FALSE, A © LI IZY . WRCEMERE N TRUE, A RPN
AT AL AT S5 MO A2 AR RN, RIFETEF T, R A AT IR SR 43t Bl A i e P IR A8 3B B0 LR 2R W
AF AT I EIE TN TT I REAL BRIy, A FH AT 77 S HE TR R BEAT AL B, AN O B A 2 IR A
oo R ARSI R A A T R A FE-B R S A AW 3 3F 20 & A HHIE B R4
(= A —BUT A -

WERAEY e IR e S, I EY ROVARE N SR, IBAK K ITU-T X.519 15 | ISO/IEC 9594-5
B 1222 WP PR A RN, RS BRI IR

AN, CA A AT = AN IE T -

D B RAE T R R
i) CET LAY R, IR RS IR
i) e DV R, R bR R
XA, LT LRI AT G e i -
D CERLZRY R, IR (ARG
i) EATLCERY R, HARIEY RN A LA EE AT A (0, TR B AR EIAR S ) AR . He
BHEAE .

Ly R AR SO B . RIS E LN, AN R B AR A AR UG e BT AR B, AR E
PWRT (B HBPT) T RMN A ALY & NI IELHIR R 4E TS .

o REEed e HUREAR G N AE BN . EIX S HLT, — AR e BAR BB IE ML R R e HEAT AL, B AR 4
TERHBGRT (DM T) T RINAR . AEARY B MRIEIER 2T (IR R DA H A 3=
SEEHAELL) .

ey e nT DIFR G OGBEN, BAT DR E N JE G . TEIX S BLT, — A0 R B 1 50 ENL PR X e
AT ET, $Z AL IR T (BRI T) § RN, AR E R A Ry R bR
EAHEEEN, TARERY R AAELE 2R T (B iz B LA N 2 S B a4 , Wiy B
BEFRE R B, I ATE4EiE .

2 CA FBATUE TV AN —ANY T, B A AT ] et i o7 0 R AE I L I o W SRAERHIE PR AT Z R i
BN RN BT S R, T4 CA Y RSN CBE o XA M TE B AR BMTAT A R A R (K 3 B LR
HaLaiE 5 CrTBEBRHIREXHIE B AT RAE RN ) o CA ATLCK AN FERR AN AE BN, DU SEIL SR BeAb B
JEZ AN B G AR e 20 00 ) G AN LU S AN BEAL B i 2 A DA HH TR T4 EVE B 75 SR B CA By ez
AEJJSETE I, IXSETE MO R bR A AR DGR o R R IR, MRS I A UE AR ET S 2 A fig
SN AT A BRI, CA IR eS0TI (G e v B o ARG HE

ATPAYE ITU-T @ | EBRiRvE i e fe sk iy e, sl s 6 & R MR LN E o FK3E ITU-T
X.660 @15 | ISOMEC 9834-1, A SUN MY IS SRR IUT . UEFS MbRHED FRAEA S I S0 25 8 5
HEAT 3 Lo
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ISO/IEC 9594-8:2005 (C)

PUR X S 58 SR E 109 g«

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,

&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

AP L BRI A TR PSS, M SEAAE A CAEF.
AN SEAAE T N CA RIERHARI G IESS, 2R A H A A T8 PIE A8

= CAIEBZ Al CA RGN REHNES, ZHEAT W~ CA, PIWERE KA ITTEPIE
5o CAUETSA G W] LU BL R SRR BEAT 73K

—  ARISGE — R AMETS, BVERRTEE MR G [F— CA. CA ATLUMEH] B AEGETS, i
s AR AR, SR AT B B S R AT

—  BEFUED — REAIBGEBKM— ML b CA M T2ZUETI 6 8 P10 NAEUEFS H HEAT A
U AT o CA W LM ERBGIESS, I, T & A T3 P HA A S R AR R4S B

— AR — A ANIETS, BUERARE AN GO FR) CA. CA [l CA KIBGETS, AT
P B B0 5 CA AEAERIMLE] (B, e 2 REH ), s TIN5 CA 147
fE CBltn, AEp AT o XX PR OLH AT LUE A SCUE T 450 . RSB OL N, A%
LR R R R 2R, WAL, AR 2 CA i 74 CA KINEN A AES

FHP A (ZHBERD KoMELRAE ARIET. @ A BAENWR X —MIETS, €2 DIT
=A% H. A VAENA (RTREAR 2D IRk CAA), WERT M A, MARTLIFEHRMEIR N CA. W4
HIE CA ATFEPIRILATHI A A] LU E A RIATFE . RBIA T P2 .

WK EERE T B ATFSEYIKTNS A C4&51E CABIATFEY], WA, I T A AEE3RE
CAB)IIAFFEY, KN X W50 H AR, XU BE PR, H Rt AL EN L
PR XCRTRE T BB AR X ARG PRI AEET, EATRAAENU . VAR ATFES] . XL
TS - Re g R A —AN s B 5 — A sl AR %

FEVF—AMREERFH P3RS 5 — P A TR IR LRI E B 5, T B R — DR S B P R — A
TENU I —MEF . A A B B I—ANAIEEE (R A—B) ¥

— L CAA) M —MIET IR, RIS HEANSEAR X1, CA(A)<<X1>>;
—  DAEZRET Xi<<Xi+1>>4k 45,
— LUET B4

FAUET ) issuer Hil subject 7Bt or U FH T € — 4 A RLM B o %A AIE I #5 (1 REXT AR IE 15, HIF
Tih subject 7 BLWE N VTELF )5 SLE 5 issuer FELMIME. H4k, H—AMETH issuer FBUME N ILH 15
R4 5 DN YO0 POCIE T B 1A St AT A i, AU X B 48R TE B R i 4B AH T Ik H
Mo L, — 4 UNIEE B E A AU T A F P Z R B — 45 R AT I 1R 5 R A5 B AR AT s . P AR P
B AT IRABNEE R A—~B Al B—A HER AT DR HESIIIN TR — AN ik 2 it — 2% CA 2K
40, ©5 DIT JZIREE MM A EE 4 i AL o A —8, XL 2, 722 RGP IE CA s ]
DUR S0 58 5 L AT e (5 B, SREEIL S — 4 UGIFE B . o TR, M4 CA #R] LMRAZE—AMIETS,
AR =AM T XN Eg CA Wi miE. MAEHIE ITU-T X501 @i F | ISO/IEC 9594-2 g XK
distinguishedNameMatch VCECHIN, KX —NEP issuer FETINARFRLH (DN) 55 —iFH subject
FEH R DN #EATEH 8.

AP BLN—A R EZAAIENA RS — DR EZANER . AN UER AR K BCE NEN 4R, BLF
ASN.1 $df 2R 0] ] F R e PR E S 1 -
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Certificates = SEQUENCE {
userCertificate Certificate,
certificationPath CertPath OPTIONAL }
CertificationPath = SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePair OPTIONAL }
F4b, LU ASNL1 ZE S BTT H - FARERHT M YIFAl 6 o AR 6L 5 AT [l ) R 2 IR AR %
CertPath ::= SEQUENCE OF CrossCertificates
CrossCertificates = SET OF Certificate
PkiPath n= SEQUENCE OF Certificate

PkiPath F TR/ Rx—MNEES . EF50N, E BRI, RIS —ANME X% o8 3 —ME B A

B, EAE

YUE I % (4 AN E PR EME— . 76 CertificationPath i1} theCACertificates [{E ', &7
CertPath i1} CrossCertificates /) Certificate {5, (¥ 7t PkiPath [ Certificate {4, (L{iIEFHAAEH
ML IR

71 EHENEEAE

AT 75 58 5 1A 22 A BRSSO 2B iy o AT 8 S, HIKHB M T AHESRVE I . AN, PRIERA
IR )™ S T R P25 R S e R B G EE

XN, BB AR WAEN, DI, BRI B iE 0 TRk R e . — Ml REmIL
HREN “BRER” o ERREE I RT SN LR ATFEY RS, BLURENUS A TT 3% YT +%
o dbsh, B, RGNS G (PIND SR DRAE RS R %4y, I ER A PR 3
RER IR RN QAT V7 o e RS RGO e Ak AL, B FE AR ORAF MR B iR 7 i R Y T A SRS A )
e

AT LA = Al A P s 0 i 5

a) CEPPEAT B . R IRERIE A T R S I M B 4 A Ik, EEDRA
Hag— e B RINTHE .

b EPIX =T BT M B iy SRR R A e, TS AR
JTAT SR AR B AR B N AR B AT K IAE R REREUAIG Y PB4 (R R e if DR 25 =
Bt F e IR .

o) IR CAT . KAt b) MR, BB A0 E

= — INMENUM AR T SR A RIEEDIRE, R fl TR NI 2 i, 27k RAA TR CAf£i5
LA I 25

BB R G 3 A LR IR IR (BER) ATl

72 ATTEFRERRAIE
A AIFEARE RS AT LI R IR e 10 AN ARAT G Ak
a) (AN GRS AT, DAUENUR R AL T ) SR 2R
b) AAIEHUAAN T U )48 Bk A PEAS JE P A TBIE
TRAE [ DA E U (15 AR IR R 32 SRR IX AR T B, Ol b NRIBGE 4 () B e A4 M. 3 7 Thi
a)  WER CA A TP QIR 7 BBGIE S 2 TRs S 22 4P 1™ EAA .

b WK T A 7.0 b) B 7.0 o) PRI PR AT, I8 A N B A 4 il 5 SRR T Y
LR EPUEL I .
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o) WARFMTE 7171 &) B 7.1 b) PIEPIN LIk, A T EMEIAR R 5k (e
MBI LD SREL—Fh 222 7 ORI AT PIEIE ST CA. FELTNETTUUNTER T S CA ZIAlk
AT L R A AR A — RO R
—ARTFEYPRET BT ARG R, 0 HALA S S I To 7 RIURF AR ) 2 25 it . T8 i 2 AAE
BUBARE AL CREm PR B — e B D 74, BRI R e — e 8 WS @RV, RHzE e
RAFAESL SRS H R slAT 1. nlidkdts, CA W LICG I 3 A7 UEAS, AERXRPE D0 T, NG i A QR (£ 385 15 )
B

73 EPBHERME

RIGET (AFFZHSEM) BIVMIEE SHTHEH LR AR P E R . B, IE A R G 9
o IXFHIHE UL REEIE A0, w] DL $e st fh & I 5 i Rl — MU SR 5E i, B3 TR) B2 Hh & JGIE 35 LR A& 24 P24
TS — AWM R e K. BSR R BGE T LA = AT, WRgE — O A AE I, it A S, s
T SR AR e T, 2T

—  AEEROHIETS; BE
— A LUE R E R SO LR B RO R s s
—  UERIBAURIAZAL— N ASTF] 7 SEAR SR PAT I -

BERPATUE TS0 AT 25 AU I B R Ay 5 XA 0, 50805 ] LUAE AT A MUK RIS Lk R e
EPRTERESEE .. A e LT —FiEBHEES (CRL) FUHL, HARHERR A HAD /T 2E M LE . — P s
HITT ENLESELE IETF RFC 25607 th#lE IEETRRA ML (OCSP) o %ML, —MEHTT (ZPHD M
—A~ OCSP JIR%s 2340175 RAE B IR . RS2 al LUE ] CRL s ARML RIS & AE B IRPIRAS, FE5 & P B
AR WY o G AT e i85 H] OCSP KA EEIEFIPIRAS, J84 IETF RFC 32807 & —MEBH R (Wi
FRVIND , e EREAEIETY, FEH AL ME Bk —AE MM OCSP k%45, S@&EME, S0
B ST HTA AEER 10 75T (38 M AR P RIEE 16 45 T i A0 2000 I Ak BHEURE Py 300 100 5 % LR PRIE 1A ER i IR A
B, LMEXHE T T E .

HE—ANEBE CRL ) CA W LLEFRZNAIZACLE 75— ek WRdtAT TIXMZRFE, WA EERIE
UETI/CRL 2 W N & AT ¥:1F ). cRLDistributionPoints ¥ R fitit H {8 . %9 B cRLIssuer FBL¥Ar T
AT SZARM L AR, TIARIUE T RBE AL, XA BUR B B SGE T RGHIRZ 1 CRL.

W, ARATFEYRED UL BHAE, B8 2 WE — NS AR Ay . D T RIS 3%
s, MURN RO AR B e i al I, DO g 002K 2 301 (0 E 45 o S0 38 1 1 391 30E A5 500 38 4
WHILAE CRL H g H /IR, A & — ANl CRL &2 —4 dCRL. £ CRL v, ¥y s H 2
thisUpdate 7B A& I04E. FH H S CA SEBR RS IET 0 B /iR, e ] DUR R+ HILE CRL H1EH
—/MEfTE]. 7E CRL ', $7H HIWJE revocationDate F#4:H AT & IMH . TR H IS K08 sl bR&E L FH 2553 52 211l
W B EA/E ), BE R T AR A S R B/ . i E TR R TR A . 72 CRL 1, ERAH A
invalidityDate 4% H ¥ J& 1 pr 0 2 (R 1H

PR RA -
—  ATRRHIER A R BT B, DR MIE B REAEILEAT & B IR 2, AP ER. /i
Fe AENUR o 5 2 BRI 73 B KR AT BEAE A — 28 1 H AR A JE AU KIE 15
— EE NS EERR R BHIRE T . RN R ARG R 0 R AN AT B R 5
TR 2NN DA H FRIEF PO B —BUN Il

1) [ETF RFC 2560, X.5091 Fr Z % R A JF 5 41 Jhoah i 5640 32 B K S Pl (OCSP) , 199946 7 .
2> IETF RFC 3280, [EFF Z % M.X 509 T 5 40 Sl % A6E B A iE BHOE £ (CRL) BRI, 2002447 .
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A AZERL 2 A BT IE T, flin, WS IE HSEAER) T 8N, SEVARF AT, 5%
FAn BN HUIE B 2 T BN IR 5 2o 1 P e B e UE R, &M, B —ASH e P AR A T
F o TE MU el Rl SRR, B R B e R &

MUA R AE B G R IE 15 -

a)  ATDLERE N BT B R AR 2R AR B — 0 RO AR s Tl e (B, R &
ity SEAA DA S LA LR (0 A TR 8E 15, JBAEIET) 5

b) KM CRL. 7ERIE TR UM E F T2 A IR A5 B 0 b LAt ML 19 5545 M7 B L B Ik
E

c)  WIRAEA CRL, BRI AAE CRL, BIMERUE 10 80 255

& R RAAHLE S ER CRL, AN KL —ANERSE CRL FIE4E, Mk eEIHEH4E, K
CRL HLHERAR S A IR A . Kk, Witk CRL B A H £ 43811 CRL, H544-%] CRL [1)5¢
A S A T —ANE K F —UE 4R 58 4 CRL.

5 W5 AT LA ok 22 LRI A e MU SR AL S IR S (S B B0, AEIE A G ] UAEAE — N RER, B E 6
TR AL E, R B RN R . ERUETE T DA EE— AN R e, PRI FR M — AN AN [F A
B EHOTAT DA EREE (i, —AMS D H a7 AR L2 A HAb T =0 (e, A Hb L ED
Kt RS

X} 52 HURI R 375 B SR 455 B0 4% H HEAT 4R P 2 S0 FE R P ITRAT, BRI 22 A SR RT3
i, FH P AT L@ A B AE R 4 T R ke SEx G4k BT A8 0. T 5 445 FH BT (A0 AAE 15 S -5 i i P 3k
AT

WA S P AR R, WAL B PR EN, 1E R DUR ST -

—  UE TN B
— WIS
—  Delta 7 iE Hs
—  JBVEIE RIS
—  JBTENU RO
CertificateList = SIGNED { SEQUENCE {
version Version OPTIONAL,
—-de BRI, RARAA V2.
signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}

Version 2l 4 il (T B RRAS . G SEAER 55 50 b bR 6 558 extensions i1, AR A RRAS Y
H V2. ARAEREE b B IR kRS R BE R extensions #1F, IS AMABEARNELE, BE HIA v2.

Signature £ S LA FH T2 B0 1 B0 S0 I SR AR IR A
issuer T 1 i 2 B A K ORI B SE A4
thisUpdate > & A HiH 5 510 H 31/ 18] o

nextUpdate IR HHL, A0 AFRWIR ACA R ST — AT 00 /L R NG R AR SRR WY
HIZ BRI AHANSAEAT 48 W IR 8] 2 5 AT

revokedCertificates T CARUE MU . BOHUEBE P59 53T . WA CRL FHd@ e
B —AERGY, IFAmFEU CRL Il 2: revokedCertificates %, i NuFE7E—/N 4% SEQUENCE .
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crlExtensions WIS B, B4R —AELEZA CRL Y JE.

E 1 — KA NIE P R AN AR R . AR A DO IR T HET,  BRAE RO B T RER 1
HFF R, B, e SRS

E 2 — WREEE RS AN A E OB TSR B 2 BT, T84 g5 AR AR B M BT RO LR R LA BT A 1A
KEY (TR MBS 2IHMD A0S R R RO T B T IR AT TE .

& 3 — WRALHNLE CertificateList 7 [ T4 3w e U IEEI, JNA CertificateList (1A G Z M H L.
IR RT3 OB R, IBARRAITCEZE TR . Wik version RHIL, IATREARVFLUTHATH X,
R4 A#E%t CRL 1) revokedCertificates /¥ #IBEATI & i RIBRIF &, I RIFFH 1 A CRL 4k4:4f ] CRL.
TER M BURA RGBT, I S AETEAL B R YR B 7E CRL HR I BUE R SCHEIY R, IBASTH S 2 A (B0 &
FRAR) CRL (AT 7 3 1] Loob} FL A 3 it FEgh AT S f AL o

E 4 — YAFIE B RYE 2T T ZAGATT crlEntryExtensions B G I, OB T A /D R IRIE
PO, ANEAR, FHRATAHSEISIUE . A RIE B8 TE. S43AT I Z AN crlExtensions 7Bt
FISSBEY e, R BB s AR P WY, AFE . A, EE—FER T, mTE R s e, WA e
HIEBABE BB E R . AEXPMELLT, ANHL SRS 5 2RI AT B . ATFIMEOLT,  AH S0 8T LU e A
IR Z AT ANOATS), Bl LA IVE TR 2 AT 3 S imEh 4T5) .

E S — WY R R EEA R (B0, TR 2 CRL AT, LU LB AR 1537 A 7
WHE—AMNEHATLUMREZMER) , BATE criExtensions 7Bt iz R I CHtt), A %Y JEAE CRL &
T4, 764 H crlEntryExtensions 7Bt PRI INY ol & T %4 H b, IR SO 4 B b T RLE I S-0E 1517 -2 .

& 6 — CRL fUARUEY JRAEA ST AIE A 25 8 5 e X

ARG JEP B T RMMICER, HHY EARBARE N RN, AR ITU-T X519 #ill15 | ISOAEC
9594-5 %5 12.2.2 i h Tk 9 SR AR, 3K S8R S0 A T0 3K B 2

74  HAERFEL
B FIUTAT S 5 E WO LA Z G P08 TS B ZS P B F T . i, —AsH#E ]
KBS T 8HE S 2 A OB OT N BN ERE, Fff, —AS5ETURREE T A0,
BB TZ RN . BUSE ARSI . AR AES ITU-T X.813 &1 | ISO/IEC 10181-4 ffiik
T AR R, R Tk
D AR
2)  ARRE AR(F AR R
3) AR DK
4 fRRAL
FEAR Y AT DAL FSHAS IR T
DG D R E R
55 =05 AUE N IR 7 W

—  BUORA]

— HFBENEE, SRR AEA S,
Hr 2B A5 BN G
SRR A IUETS

PATH HAES SR A Z I T S A IR R DL
— R JEATATIE-BRGE, S8 SRR A A AR I S BE L

XA M E eSS R ORAF B i) e 48, T LB 2 Ay s QU TSR, B, iy i S A ss =5 e
HO B4 AT LB WIS R AR I DR, DA AETH S LAC B /b Ay T R AR

& — PR IR T AN R DL R e S E AP A A S RS S RINERE . A, A IREEER 5 Pl RS AHAR -

UEH A A AT RE T 2 FO R B B A A B R, BN, TR SCREL IETS. CRL, DARTERAIRIRAEAL
BRI . Hsz kL SR BUHIUE AR LR 2 T R S UEAEAZAE A ROV ) B (25 .
RAT DU 52 AR WA R A INHIE R 0, T84 ] LU © 28 H0H FE S .
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B L i e 2 1 A i IR AR AR BOR B VO R AT R, e, B, A BRARSRAEEFHIORE ),
LSRR RE B I TN E

8 ATFEHIEBMCRLY B
LEARN o HERY R A TR YRE T, AN A ME. SHE e B AR 15 e . R
Firpe XL CRL 9 T AR ZE CRL. CARLs ', &R LA F7E28 17 15+ 5 ¥ ACRL Fl AARLs.

AT RE LU 0 (9 e -
a)  FPAREA & XIEFA CRL § R TEA A Ry s B BUAME B, A X SRR
PR PIFRRAT s THR sl R SR R R R EP SRS (KR 7R 1
b) At R AL B RESEFA CRL 3 EOGIE X S UEFSA80E B CRL A MCE R ALK A A 44
PRI AR AT R A BRI S HF o IS8y Rk n] LU A% I8 A SRUETI X S BAME S, AR TEF A1
FRUEAS XTSRRI B 1A

©) GAIE@H R KRR R AV CAIET (RIHAL CA h CA REHIET) OIFLARME, LA
ALY K 2 MEB HENE I B TUE 3 10 B S A B . 24 3135 P K S RS2 A AN R (SR I, 5%
F ARSI HARAEIN, RIS LA AR 5 CA AT LU AIUE T2
A, B AL R SR AR B b nT B B UE 5287

&) HAR#) CRL ¥ Je: X% CRLY R AVF CRL GHHUY B d#E7R, LU G IN 2 b RAES, DIk
45 CRL KIBUFHIS, LUME SRVAIE-B R A CRL KIS 17 51 kS I % 25 /) CRL.

e) CRL % %740 delta-CRL: XYEUE1IRI CRL ¥ & A VKoK H B CA 15340 5 BAE R 7 4 5h
) CRL 1, JfARVFEKRAZA CA METHEBESAHE—A CRL W, XUy R IES7 5 0f 54
CRL, BRI ART—4 CRL K JHLAKM A .

FEFEUEFS B CRL A FEEANY J th A TBIE A5 8 CRL FUHLAA R ILGE o

FEUEF B CRL ™, 4 ] DUbRE b S8 A s E SR BN . R AR G SR, JF HAEHILE B R R ZEA A
TR BERA, S APATY RIIE S A IZ RGN UET R TERIN  WERY AR N AR, AR
W BN RAT 12 R S8 2 1A A HIAIE A5 1K) 2R S0 T LUK A7 JRe FROAIE A5 300 A3 B 20 EAT Ab B Ry A i 0 Al SR i
B9, NAEY R AR HIE B R G R BEAT A . A SR ERE T i RSB SR, R ET A
KBt BONARREE, BE AT LI AHEE CRL ABCE RYGEY A RENE . ZORICLSY e i o AR B i L ey
AT AVEARERRHAT R CENTERAAMIEY R TBIASCRFEAT, TS P AEH U 2 18] ) H 3%
e

& — HHEB RG] e ZARE P U ARG e, DMEU N IZIET R T2 . T At iy
AT DIGEL R EFS P (A St SR B R (Rl ik, BT B2 —> CA SEMSHUN, R AERNET ARSI, i BAEE 1S
ST JR AL — MRFR IRIE T SNSRI, TR TRAR T B

KHAEA SRS GRS i U A IE B & CRLYEA CRL 4 HY &, X 7EAE{TiE+ . CRL 8 CRL /{14
Bl BT, WIABAEAEZ AL,
8.1  RmgAbE

8.1.1 iFHFENE

AHESLAL S =R RBI Sk IEBH T DAEHUARRE X% (B EAA) o & STAARHR AR JLAb A 552
WRINER ST IF IR A, [idsk, WsElef AR, XERprMRIEAEIE S h e Lo IEF MG A
S GEE DWISCR AR o En] DOBREE—pRIRFERG I, T DA AR UL RS UE A5 IR 5 SR 3
Ty AR A S, UE ) B TR e . AT RURYE AR AN SR BAE A . SRS S L FIRR IR
PEARUR F SRS MUK 52 1o SRMSATLR MRS PR SO S B3 BIME SRS RAEAR AT 3 5 ATk, B RAETESS
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R, BT I SRS AR AT B SRR AT R A TE AN 15 S ks 2l o 2O o o

R PLURAT A, AR AP A PASE R IE T ARRE N AR T, Bl AN — MM A TR, I 2 - EE AT
o B REE MR A R RS AR IR T AR 5. I PA N AT R, AIEN IR P LSE e AR UE P 3R R ER T, Bl K
A EFEA RIS PR URFF IR 150 I LU NAT A, ZeuSEAAn] DL L AE UE 10 SRmE N IER ST, B R IF ez —
NUFEA MG RARFTHIIE S, FHAE 6 A5 T 88 o AN T IE 35 S 3 i B A T 77 58 Nl i 3 oA 7 Xk
SEJRE R AR T .

o A7 BRL B A IS SR SR, AN AR A B I A SR R SR o e AT SRR B B R A £ ThAth &
T PATHE— AN FEMITRME 7 5. AN, QSR SRms DA A I FR 75 IE, 84 SRS FH P AT DA B2 TEALAR 1) £
UE, BRI SEAA R = P S LR SRS N RS, T e BTN . 5 I 15 S ms fRaX J7 T ) @ O T
AHNER TS TE .

DAEMUAE) AT RS ILAIE 5 (405 At 0 PR ki, DAGSES & A A IR JGIE 15 1 AT R AT SR R U B A7 42 3. ildan, el
PARRIE S P Ak XL AR SE B E I, 5/8076 ¢ A & 8 & SEAR B S 0 R, EHER
PN AR S IR N 25 o 3o 8 i) AR AEIE 5 SR P T LsE Yo

T BT 52 500 PR S T - B AR SRS I I AAME B, BT RLDLUSRRE B FFIIE S, B4 AEIE B R b,
8.1.2 ASGAIE

— AN WUENU AT P A — AN AEN U BT R BGE B Rt % e EXFMEH R, IERFR A XGER, HIEPX %M
INENUIFR RS SR OAENUR, RIS AE B FAEN A FR A P A ENLR CLEL 2) o A8 SCIE RN 28 b SEARIE 15
AR L A — M

SN A RIAIEN LR ATIE P P IS (R AR AE AN IR T3l o 7B AT SCUEPS PR ff o IRE P SRk g X, K Hs
Z s SGANUENIA AT DL R BARER — AN R SER . UEBX 4. ST GO UEN IR R b R E A UR) S 2 0 R UE R B 5 30
T AE Sty SRR D HPRf o IR TR SRR e S, ARk HE 2, FR A AEH LA T DA A AR —ANIE T

e S E T | we
NN INIE ALY
3
S PR L 15
43 4 7
X.509_F02
B 2—3Z XGAE

X o F T B B BT AR R SRS AR WA AR B A R

R AAUENUAS AT DUAK XA 53— S ATENU A BCTE T H0 &, PRt o G A B R T MR A AR
e I H i TR Ul B R, (SRR SZ B oply, 7 B PA IR A ORAE B 7 R A A AR AP
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RS TCVE B2 I A SEARTE D o I DA i R R PP 135 7 T g
BT LA ETR RO, A PRI 1 LR 2 R
a)  IAIFHUAAS HIE 15 SRS ke ) HAIE 15 ) P ARk e SRS B2k s DA%
b UEF A A B R GEATURG R SR W AR AT 4 B i N — M .
PO, IEPRARNASE RIS . 45908, L TFMBEBI0R S A2 (HRE L,
TERATY AT A 20 o RS ) K 2k S O B 0% A0 0 280 2 v LA 11 S A TR 5
TEE MO, WEBH P EP RIVENUINAE initial-policy-set BXAZ XA AFERFRAE any-policy. 4ilF
TRFERFRAE any-policy W, & AN AFFEATAT HADFHIET SEIEARIRAT o ARIRAF any-policy AN ATATH G 5K
s B2 7
UEAS P AT AR s GBS B initial-explicit-policy T67R%F) KL AIRTT. DLIXFITR, H
A ALK bRl AR SRS SR AR A AR G0 O A, A el g h g B2, IR A P A A IR SR .
BT LA 7 A Sk P B UE A5 ] P I AR HH R 5T, DR & AT mT AR CR AR A Fr it Gl I A48 SR 5 P v
requireExplicitPolicy) RALEHL A IR .
8.1.3 SRESHLAT
S A TIE T B T R B R S SRS I (R A S . PRAEAIER TR IR e TR RS SCUE1) sz fr BT LASG [R] T2
AR LT ARIF FHER 5T, RIAKHR X e RAEFIER DT, X G I IEMLA 17 280ty SR R BOIE 15, RIAE XX 285 b 25 R 1)
Flg, SEMSHUE (PIAMAENU TAETH T araeia e i, ARMME—FRIRA . EXF T, A uEHL
FART ATEAS SOUE 1 AL G — A S WU . 7ESRBSWUR T b, A MAENUR [RE TS P RTE, i 4k 2L 176
PHIRAE, JFH gkl oe e IL G B ST, RIEDGIEE 6 10 45 )5 G2 SR TAE T — AR B S sl b o S sk
A eV RITAE SGIET) FAET IR —AS, A AEATUR AR N A HE — AN B2 AN o S —AN 2 ANIFE15 5k i
BTN HHE 2 TF R TAE) S5 R T LUT 5eug,  BIA [RIATENUR AR e AT 8 TAE CRIFAE A [ B HE— AR 1R
), AR LETARTEA B AL FETE SR G Je b, H P RS TEIE TSRy .

SR R SRT PR 12 A i DA I 308 ST JER S A5 7 11 A SR AR A 4y A58 ) SRS PR B R AR5 P AT i
2.

MG AT WL USRI any-policy B4 AR E HIME any-policy Wit

UEFS 7 AT LY 5B AN W AR B SRS AT AN 8 H ORI FS, B — NS 0 [RIALEA LI AT A
Yo L sEng sels LR FI A B nTLUEE initial-policy-mapping-inhibit input V& kI8 I 50 ERE T I i NSk SEIL
R—nio 34k, PIRDGENUR T DU IR F A — AR g o o T i DRzl 5 1T IE S AT IX A2
K, T LAZE G 2R B i & inhibitPolicyMapping .

8.14 AUREBKALH
UE T3 R P T I 7 198 o S 2 T A e % -
a) B FESRIAEM B 2 D 70 F P PSS A T SR A T I — AN SR TR AR B
b) B AT SR A UE AR AR T DA IESE B kA7 R SR AR
IR P AR, S —Rh R T RS I G 1, BRI, SRMS AN SR i F R T
MIETH P AR, 5 R RS TR e a0, BRIk, SRBE AN LRI A e TR I
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TEH—FEGLT, NEEEIGIERR P, NA TRl TE initial-policy-set FHUE M—NELZ AR T H
MIEDL T, WA AR, ©HIRIE initial-policy-set 1 F42, TEIL FlM ST M. L5 FEL T, WIE
T PRI UFFR P O] BEFR ], WBRAE initial-policy-set T TN, ARLES BS54 authorities-constrained-policy-set N &
B e TS E TSR PR e T R T i R WA A — A B AMIE TS SRR, 7EIX SESRms Tl AR . did
¥ initial-policy-set V&N any-policy, WNHRAEATR] CRMME) TR F MR #E A, IAUE-BH 5 ERF
IR —AH SR
8.1.5 HRBUET

ALUF =As oL, 7EX =AEOUT, ENU T BA e B TR BGIE T :

) AERN—MITERATFEH CES5HTEEERNETHBHEMIS gy, BibenT DU 24 H
TEF I R GE AR I ORAF A5 A5

b)  HITAERSMG CA ATFEH, CAHI T2 &) Fri|as iy H iz SM H Y (lr OCSP, CRL %%
HAlfe) s Bl

o) MTHHRIES ORI SIETD.

KL PIE TR AR BOE T, e LU DUN SRR 20T, R H BRAE AT 24 P (1 R IR B 44 Bk
R T EERIGIEE M, 2K &) W ERBAET A HAZIET, KR S ST h i A5 R
W, AnSRAEE TR e, A e 2.

M b) 1 E AT R AR S B S ZAE I, RN AR N I ST AT AR B

K o MBERBGET ABFK BRBCPIERD FTLMEL T ANE T BB . 50— R,
LB B I, IAUEATUAR NAE SRR BT 5 A SRS, e SR A A0 B A AT R 4 A P25 . SR, e
T TE I BRI B RBGE TS, a2 AE e R, LT ERSb: 1A LT H i A B
J, B4t basicConstraints ¥ &[] pathLenConstraint #3114l &5 policy-mapping-inhibitpending and explicit-
policy-pending indicators F W] skip-certificates {H.

L SR A T AR R ) B SR A FAE 1O A CRL, TR AMAEH — 04N 2800 @ B RBGETS . WAV L
MRS CRL MASEZBIETS, AT DUEREA BN &) I H R BGES, A R A%
o ERXFEOLT, EEH ST A BRBGET, DUEY VIS E FE A CRL #7544
o RIIEHL, HUAW] LIOGIEH2E RIS &) B KRIBGIEY, & CRL 28 K250 b 1 H K HGIE
Po EXMEINT, EPHFBIEAESEN &) FHERHR LT VAEN Y, 1EAIH ZNEEE ZE 158 CRL 1)
AR R AEIRXRMEDL T, WA 2R b (W B ATBOE KIS UE CRL A4, B afeAbrErh A e XA
AA) T FH A B AZAE A A0 1 5

R R B 200 b)) 1 B RBGIETS, A e AT R 2

& — R CA A TFE N AN EIATE A S L ERE I THE T R 2 N

82  EHINRBGERY R
82.1 Wik
DU 5 5K 55 85 BRI SR 5 B K
a)  ATBUEWIEAERR RS 0L T X CA B PINBEAT B f . MEB T BORALIE A ITEPINRRTT, U
PG UEUE B A . FEFHRIERN CA EF LAfAES & 808 1 A PSR T, A FEAS I &
genl LUEHI R AR RAT
b, EBNRIMERRMATEY], JEEANH, ARRUET AR E R, G, #ers
Ana s . F5 8 MEB T BRI IIES AR E xR TR B K, JEHEIE
TARRES, B0 AVF CARUE, — A ERE PR R TR R H .
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d

e)

£

g)
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DA I B/ R ARG B0 R R S IR AT B . R MIEH T BORALIE A T PR IRAT, LA
DI AEAN R i) i EAERT G A —XE R IR A TP S A2 RIER B R, AEAHE R
genl LU HI R AR RAT

ST, 6N AR A T8 B ) & 3 B TE AN A T DT 0 RO R Bot . RIS 2 44
Bl UM, SR AR N LRSGIE 2 T B A I N 2. EP A O TR A T E AT
LAEFIFIOIRR, e AN 55 ) T8 FT s PR A AT . 728 I3 PIE BIRBA RS 0L R, R A R
FAE L IR PIAT R IR, A mT DO s SIBR AR B DRI, SR AEAS SR WIUE 1S & H
WAL TYIRR -

HFE Sy BURIAE P DA 22 NIE T SRS PR 5 R, PRI A R AR TS A i G 15 5
()-8

BN A HLWAD BN S A AN EAT A SONER, A AT LA e, A AN WL i
RO K . CAET & EAVFIE AR, 2 A S AR —MIE SRR ER T X% CA
B S — AN TU SRR o IR T T 1 SRR WL

A5 P A 5 R R o o SCZ AR A s 2 40 R, T EERE RS S JLAR T P SCRRIR
ERFN

822 AFHHREPFCRLY BFE

T LU B

a) A E AR
b) xR E AT
) EHHAR K

& FREYFEAR &
e)  FREALAHIR:
) GEd R

g RuEuht.

Ry R BB AEIE R, B TS PIRORN, B ATLL/E CRL ¥ . BRARSMATAW], X
Sy R AT LUMIAE CAUEF R, T DU AE 285 SEARUE F
8.2.2.1 HUMFEFIRRITY &

ARFBAE—ANIE Y B CRL § ek ], H LU e - TRAFAEEL CRL T8 A A TFE . el
[F]— CA T AR R X Tk (filtan, MR ARSI D o« ARFBoE XUF:
authorityKeyldentifier EXTENSION ::= {

SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber  [2] CertificateSerialNumber OPTIONAL }
( WITH COMPONENTS {..., authorityCertlssuer PRESENT,

authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING

AL L keyldentifier #5044 H i — AN B 6ff 1) 25 B AR IR R e B8, O SR R EAIMIE T (FE
authorityCertlssuer &f/FH 25 HHAE-B A, 1& authorityCertSerialNumber #0145 HIEB 52 S) , B
T I B 1) 2 SR AR TR RIS A G BHIE 100 WUR P IE A A, IS AUE T B CRL RJBCE R R e AT
S8 SRV, FHEBS S A BH CRL, A %HTH % PIR RART 1 8 TR R B — . ANZEsR
LAY R MPAT T FEhet 42 authorityCertlssuer i/ 1ITE 4 E. (52X GeneralNames 2E#Y[Y)
A NEES I 83.217. )
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PAEHUAPEE S BCIE PP A0S, Xk, 5 CRIBGE . WETFH5) ME—fE — A BAIET . keyldentifier
T AT T 7E b i TR BRI 4% CA R T, 7EMIG MR UIIA), authorityCertlssuer. authoritySerialNumber %}
HAEH T A —ME PR g .

AR R AR R B o
8.2.2.2 NMRFEHIFRITY R

AR B T IEYERAT IANE R A FF % 4] el R — X 50T A R 25 R R X 0 k. (i, 24k AR %54
TR o ATFBGEXWT:

subjectKeyldentifier EXTENSION ::= {
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier ::= Keyldentifier

XSG T BPRR RS S, — DS PIRRRAF RS M E— 1. AP R A RS
8223 BHIMET R

AL THE I AR, XA T IE e AR A& mT LLE i e Al — P 4. SR T LA
TE—AMET MG E S — A FEHAL G  T LS . A, A SIUCH KeyUsage fifs LR, i
i, i KeyUsage it W& GBI T80 MSL, IS ATER SEEA AT AARVRAIE B T 8724 .

TEIEF i B — MRk KeyUsage {HA S RRER W — AN A5 S0, BS540 A v Bk AT 53,
BN, HREE AN Jyde X, Gl E & 7 T BRI AT S RANR R A Se i R (g, RV DS R
RSN , CEH T A SHEEE R RHRIEE, A2 A TE. BARAER, (A AT Gl HIE
PR, WHERFEEE, KEVSENER. A, BTIAYREAE CA RBGER M, Bkt Hign oo
AR UL T B, RITES B S %8 2 i A I

7T keyUsage #"J& (¥ —/NSil vl LI 2N AT WS o X 2 AN BEAT BOE AR SR S AN I S, H
AR WIIETS AT H T BB ALFTHR W R IT A B . 200 2 AT BRI AT AR R RS . FERHE T oo i s X et
117k

AP BOE AT

keyUsage EXTENSION ::= {
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage ::= BIT STRING {
digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}

KeyUsage JS# 1) #4741 R BTIAR :
a) digitalSignature: T ¥l SEANIEARS . BARIHAUEARS: S5/ek e s M iR 458 B 7254 o

b) contentCommitment: [ TRIUFATFES, SRS EFH KEITZEVINE . ] HHE S K
(AR, I CA fdE—BBRE, B, EBRliEPBiEmg. 5B ERf AT, Fl,
CUPAGRIEAE” B “UbRIgEE AT RUE I BT AB AR ER I, B, DA SO A G
WA TS EE .

HF A BRI RE D AU RSB E S8, Kt digitalSignature {7 G 75 AEIE 15
HHTWE. WREET, SRS E S 1E O A8 WA P BT A& T KT

24 ITU-T X.509845 (08/2005)



ISO/IEC 9594-8:2005 (C)
R ATLMEAARRSF nonRepudiation #51i% keyUsage 1. Aid, O& A ZFR RS
AN T FH RBP4, A (T SR an A5 T S P BT R R
c) keyEncipherment: H T Hai e E R, Gl TEL%H.
d) dataEncipherment: H-Fhn% H 2, BAREHDN B o) Fr e eE R,
e) keyAgreement: “fE—ANAFFEAE UL
£ keyCertSign: f-TRAFIET 1/ CA%4.
B TUEBBF NN L CA MNEBAXM A &KW, KX digitalSignature L Al
contentCommitment {/ #8GFEEUE BT RS . WA BCE T HPh—AM7 G, ElA
SRS B A TS AL TR BT AR T AT
g) cRLSign: HFHiE CRL LM% .
BT CRL Z& 1IN K& CRL RBCEX CRL WA A&, KUkX digitalSignature £ 71
contentCommitment {48 JC T EUE DT & . W wE 7 —AMy (B, BEA
SRS B F AL CASE CRL T AR AT
h) encipherOnly: 4 keyAgreement {;thi ¥ T i (FeMZEICALB S VAL AR S0, ATFEH
BCEG R T2 545 .
i) decipherOnly: 4 keyAgreement {/th & T I (Faf&ILm g iEM AR e O » ATFEH
WU RR T 2 s
N FHITENIEY], digitalSignature 5% contentCommitment A7 5 L6 iE T HAS ] . 01 525 B i ] e
RTIREBHAFRNEAERREE, AN ARFET4E, B L PRk %2 B4 SR, WhizaE e
H keyUsage ¥ ¢ H i % T digitalSignature {77 .
RMEFIHET (B E T digitalSignature £7) X AF8 A WAT T IIE, BFEAWIEZ AMIHAMF FE W
T LA e 2 B K T T R AR . A, BUMERIFED (2 R%ET contentCommitment fi7) %54
DT TIRAE, 283830 AT DA FH A1 PR 38 Sk O ) T2 28 A A R 7
keyCertSign 7 HAEHE CAET . Wik KeyUsage ¥4 keyCertSign, ji4 basicConstraints § &
cA HMHIMEK A TRUE. CA & LIl KeyUsage H (\ILiAh e P& AL, #ilt, digitalSignature
i, EH TR LR AR B 55 b B ) se 2 k.
A LAHE TR R, ARY R AT DU B M B R AR B .
IR bR & R, BUE WY AR E N JE G A FE DI R AT e, BAIEB R T TH
1, BUSF RSB REAL e A 1o Ry BARE N IERHET), HBAAHIE B REANTTE, ARy Rk 2
W&o Rrih 0 RIEHANZMILE M. Ry RINTARA A 0, MAHM s iz s A
ML .
8.2.2.4 ¥ RMEVIRLEYT &
B TIERPIY R B TR A A H 2 Ah, S S AR I R B P R AR H 1, AR
TR E N, B TXEEHE), TUEHSIE VRN ATFEH A7 Boe X T

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

I RA anyExtendedKeyUsage #7375, CA W] LLA WL e B g . X467 CA WTLUR—/ M
ARY BN OIDs HYUESS, AdTH S HI I UE-F AT A3 H X D7 TR 225K, JF BB IUE $5 g H T X 28555 4
k. WA R VL BRI B S 4n] LUl 9N 1% OID kA% 2ix e [l

anyExtendedKeyUsage OBJECT IDENTIFIER ::={2 5 29 37 0 }[S9]

B H AT LA AT AT A 2L LA SR TE 2Rk AT e Mo KMk ITU-T X.660 #1115 | ISO/IEC 9834-1 K431
P e B H IR SR IRAT o

AP T LR OCHEY,  BUE ARSI Al ACE TRE
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WERY ARG N B, IS 245 LG T — IR H

WY RS G NI, A SRR H 1, R TS 4SE (B 2 AEYAED) BRI
EHAFT . WA R, ARG 403 extendedKeyUsage # ISR, T i A E T
RGN FNGAE BT 2 —. O, (R Rl fe R 20 01— ANRERIG B 1, LME 2N
P2, D

WEARAES B S R A PR 7 B SRy RS PR B, AR A7 Bl AT A B, JF
HAET RGN T 57 BAR A — 3 B K. WERAFEAE T S PN FBoAl — B B, IR AGE T AN TAEAT
F.

AMTEE SCT LAUFRBEH 6, e 1T LAY RS . ] DR AL RE e XA H
¥, I IETF RFC 3280,

keyPurposes OBJECT IDENTIFIER ::={ds 38 1}

8.2.2.5 THFAMAHBRY B

A B TR WIS N 28 1L AIE 0 22 0T 3 91K L s S AR . e JUE ] TR s . AP BoE X
LU

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [11 GeneralizedTime OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )
notBefore it H 48L& H 24 T LU T2 10 i 5 HUHANRT ). Wi notBefore FifEoR B, IS4 AR St
AEATTAT AT I FEARAT 200 F 2 3B 15 R . notAfter S04 H T-48 1142 F S5 BH W] DU -85 10 dec e I SIS (8] o
S notAfter TR I, A RIEAEATA S I 7T LAGE AR £ S 5 R .

Ay e i e AR .

& 1 — TSP A A IR DR TIET A BRI A TS PR Rt PS84 %9, sl
b, 25EL AR A WS T U0 T B P A 39T

& 2 — WERECT A N IRIEE AR A R ORGP, RAEZ NI, R AERAE N, HRA
TP A ROEF R ARG . AEATPEPNEBRINIG, ZBXRIEH AR CRL & AT 4.

8.2.2.6 IEHEIET B

AFBFHIE T RBGE CA T EH TIET R SAE TN, DL XS T A G P BR e A
Bo AR SRMETE B T e R AR, WS 10 WA . AR AR B AL BERE P AN I TR A PR £F, R
AH SR R BR 5 A5 AT LA S UE A5 A0 B A tH R 1, I 53880 B P AR e R 35 Bt o2 — A0 R0 T80 X S 1) 2 45 AL B2
AT S, ASE AUE T SN G T A F . 7T DA 2 AR AN Y o 7R 4 SR IE o LA
IR, FARZIEBRIERREEAEI. El—A CA A —A CA RBKHET LAY iRy, 7
RALEAZUE S 1 VAR 2% (R 15 S 7T e A A o AR B T

certificatePolicies EXTENSION ::= {

SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER
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PolicyQualifierinfo ::= SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiersi{@policyQualifierld})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }

Policylnformation 22 f{){E H] -1 i FfL 18 DG AN UE 5 5% (1) fiE 7745 & . ¥l policyldentifier {17
—AMIETISRBE AR IRAF, &4 policyQualifiers £7% 1% 70 3 ¥ S B a2 1512

AT DU OCHE Y, B AR OCE, X MTE PRI YUE

WURY AR E N CHE N, WA EIRIEE R AEH TR, K4 &I —A> T I8 BE 15 51w T ka2 i
Do AN IR R (A KD R L SR A FEIE 15 1) 2R Bkt LA b ik o R B BR 52 AP AL 0 A T b 3

WY FRAR R A SCHEN A3 FIAY JEH JC 75 BRAI BT 50 (S ms A FRE 1. AN, TS T RAZEsR
PUFANFERR NG, LUEAE IR GES LSS 1095) o Al LUdRES5 ) skt B v i A2 AR BIIE 2 20 SR FR e 775

UE 5 S M AL 5 S P o2 75 2 0] DL AT AT AT 5 3R AL WA e 2 o P 086 2 U 15 S M RALE 15 SFOMS PR 52 447
KA BARRFARYE TTU-T X.660 2%+ | ISO/IEC 9834-1 #E4T4RIR. CA W LIFIJT] anyPolicy Friff% sk 75 i
any-policy, VIMENGUEPIEAT A ITE TR SR NG o T 75 ZE00 i Re R (e, DM, T AN R 0 BOER B 2 AT
2, BRICTEA TG FHRIRIZN SARIRTT o ZEAIIE FFOREA Rg Re R IRAE 15 SR FRIRAT AT AR RS o bh g SUIE 038
W 1) S 41 BT SE IR FR IRAT 55 o

anyPolicy OBJECT IDENTIFIER ::= {2529320}

FRIRFF anyPolicy A WA AT AR AH 5% I S B e 45

632 SCUE 15 5 R 2R T, A FH LT ASNLT X 52031

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }
WITH SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

— W PR E A 2R AL 58 VAT
—  ARERMERE A W] DA
—  FRUABRE AR IR AT TR R DU IR A G B RE T g b e, DA S I, F8 AR X B 1
TIEFRMTE X
& — LU — AN R T A AT ASNLL 68 Yot 3= B e A7 ASNLT S T B 14 3 FH A A FH B o 4+
N, S EZES OCTET STRING. i ASN.1 OCTET STRING {8 i H T1&&—/MRE A, MKHE 508 0% e
SRR FT R0 R T 247 5 S B 5 R A EA T G 5D o
8.2.2.7 SREEHLHTY &
REBAGHTE CAIERY, EARVFHEBRBEERY, BT OS5 AR NGRS P HE, wTROAY
P — AN RS UE 15 SRS 55 [F) T — ANEXT 5 CA S80h T - AN R TE PO s . AR BE IR -
policyMappings EXTENSION ::={

SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy  CertPolicyld }

issuerDomainPolicy i 4 T #§ W —ANE 15 S &, ©AE KB CA ISk P A TT, ATk 45 H T
subjectDomainPolicy #4418 FHIE T 360 CEAEX S CA BHIRA#ATT) o
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TS AP LS 2 5 3k ()1 anypolicy 5 B £ 5% (118 anypolicy BT,

A T L IE 1 R TR S B 8 O I 2 A OB . @BV A OCEER,  A WNIE TS AN R IE B AR R
RICA LR

E 1 — SREEHUR I — AN W A . 58 EBURF T DARAT — SRR R INSE K 52 55 (K 5k, N SE K BURF T LAAHAT —
ANFRA S [ 57 5 IR S o AN SR 2 0 Tt e A2 K, E P FEBURF 2 ) il LAAEAE— AN, SRz TG H 1T
0K 2 S g% S (1 JO0 U v (50 85 30 S T B

E 2 — RGO R T B E ORI O, DLRFER G g S S BRI A TARI . SR BBUA
BRo T A1) T A 2 L S 1) B S A P S AN, A PR SR W o AR TR, ek S A TS
I AN SR PG B R L2652 5 i oE — AL

E 3 — TSR WO S A T PRI R, IR (1) S I A AR R B

83 XZEMRBERERY B
83.1 &K
LR 2 sk 5 1 SRR 15 R 80 SR AT
@) EFE AR LT 4 B 6] 42 A0 2 1 A, 4 [ o 0B D0 o P S A 4 R e FL R A 358 42
X.400 KL /BE ik DL K EDI 5 48R BRI, BRSNS e Al & AR R AR B sl i 2 A 47k
B AMER % E —AME T8 CRL R R K .
b)  UEF AT B A R M TR R S S A S, DU 0 S S U AN 51
Wi, AIRETT S B L . FE A F P IR S R 2 R B . RGBT LU RO A S
B, (HIX SR R L A R34y . DRIIGER T IREeE AR [ & R rh I B2 Ah,
ANEF 5 BER A T ATA M 5 6
8.3.2 iEPBMCRLY BEFEER
SEXT LUFY T B
a) AR TE6 B AR,
b)  KATH T ikt HAR;
c) L 5L E B
XU B A HEIE Y R, BT RATH W ZRR, B LU/ CRL 8. 1ERIERY R, &1L
HILAE CAEFS Y, s HBLAE Ao Sl 15
8.3.2.1 XMERUEKLHY B
AFBAL G — AL NI LZFR, W CA 9558 TSI IA TF M Sk, 7T LU A2 4 B IE b 1
TAT— R AFBE LT

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [11 IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier  [6] IA5String,

iPAddress [71 OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [11 DirectoryString {ub-name} }
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GeneralName 58! A] e H IR A 40 R s AN [RD B 3K 11 44 95 -
— otherName MAEFJEK A FR, & LA OTHER-NAME {5 B4 S350 (1 — AN 5455
—  rfc822Name ;& — M B A1 P B HB Ak, A4 I bR LI RFC 822 #E4T 3¢
— dNSName &~ EFr B IAL,  HcHs E bR B R RFC 1035 347 ¢ X
— x400Address & —> O/R #ihil, K& ITU-T X.411 @345 | ISO/IEC 10021-4 47 5¢ X+
— directoryName & — NS4 HR, HHE ITU-T X.501 Z%15 | ISO/IEC 9594-2 #:475E X ;
— ediPartyName =2 —MERAHR, FEdbAT oL 7 B A B (5 1) SRk L AR 2 ;. nameAssigner
B T E LR, e e partyName 354 EIRME— (04 FR A s
— uniformResourceldentifier & —NJ74EM (WWW) 45— JEFRRSF (URD , 44 FE br B EER
RFC 1630 #4753 X5
— iPAddress Jj&—ANFBRML (DIP) Hubik, K4 EBR M RFC 791 BEAT & X, A3 AF A B X
LRy
— registeredID & — M M G IIFRIRTE, fKHE ITU-T X.660 E117 | ISO/IEC 9834-1 #ATHIK.
X7t GeneralName 287 it FH M AR A4 AR TE X, #E — A BRI R GEke i R FH (R4 A0) 44 % B 68 WA A b
NPBRANIE 15 R T FIAE 15 P 24 rh 3 i — A s ke
HE T RICE R, ARY R & SN AL I o AER SCREAY SR AT 7 L ReE A LT 1 44 AR T
o WRY BARERKBN, WA RN TR 5 — NI A FRIER, B MUCHIET 2000 . B T Ay
I BRE], SV FETS 1 R G 2B ATAT A AN AT BN SR AR U S8R . WAE B I S - B & — A5
HARR, eI B, IS4 O AR T BORR & D R
% 1 — T TYPE-IDENTIFIER Z&5({ 46}, 7 ITU-T X.681 fi45 | ISO/IEC 8824-2 [FIFf 1 A R C ¥ LA
A2 — WRAY RFEBHIL, Fhrl RN, AT subject FBAI LM — AN S (i, —ANF
XA ZAITED , EXFER T, FAREAY b i 2 AR i e i 4.
8.3.2.2 RIXEFIEMIBIRY R
KRFBAAE—ANAWEANTERLFR, WETE CRL KB, oM AR Z LRTE X P AT —Fh . AT B
E XU
issuerAltName EXTENSION ::= {

SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

HAETS 8 CRL RIBEKIGE, AP et REAE LA RN . ANERSCREAY AT 7 EREW AL BT A
MAFRTER . WY RARE AR, A N A A FAb B 5> — AN I A FR B, A NWACHIEREL CRL 2.
e BT EITH TR BRI, AR VFUE TS AT ] R G RS AT i AN A AT BN SR B AR R WRIEFS K CRL
AR T B A — NS AR, B WA E BB, AU AR T BOR S AR SR o

E— WA RTBALI, ISR, AR issuer BB CRL W LM & — AN 4FK (B, —4~0
X ARAFTHD , FEET, R e A g b 6 4 B i KB «
8.3.2.3 MR SWEREY R

A BONUE TN SAR AT AT R B S i R Vel . A BOE T

subjectDirectoryAttributes EXTENSION ::= {

SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

HAUEF AA KT, AP R RGNS RN . AESRA N ARG BEAY R AUEFS AEE B AR AE A
A R R AR SR, A S D AN ETEAY R B R, DB .
WERY AR SN IRHENT, IF HATAT— & 1 ST A AR, A AR TSR a4
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WERAY R BE A TF B PNE T, IBALEER 15 35 h e ALy et ] LU L.

8.4

8.4.1

8.4.2

30

IIEBEBARY R

[N

PURINTITBiZ 2 (SN

a)

b)

c)

d
e)

£

g)

h)

i)

»

k)

A SEAUE R W 0T CA IETS,  DAMER 152 SRl H B S @A Tl AIER). CA. BT 248
CAATHEXELEE Ok AZERIX R CAY RIACEEMR BRE, i, AKT—MEFIA KT
PIMET .

CA TFHEES HUE AR, IOBETS ] 7 e A 2 A E I8 36 AR5 AT CA (RIDAIEIE M EE CA B
1) CA, iETH P UEAFEHAFG) EERESHGMRAEMNR PREE—NRAEE R 4 FR 20
*mw%&ﬂﬂ%ﬁ&$>cwﬁmﬁu ES H SRS A X Se A R A R A B T

i ZAEABNN . A R R BERS AT VI B A PIAT 5 o X B ACVF AT P A5 AR 1 A A
e, X SRR AT IR B Ab BT g

TEFAMEE AR (R SE A, A AT REAT A GIE IR B AL FIAT 55

TEFMEEAE A R HA AT LA A R, BN ] REAT VR E B AL PS5 . O
]’%RTT&&?FL_E%&.E£€£95, BOFTELEAFERARE R — RV ATHEY], (HIRAE SRR Y
Rl feb,

WNUEE B 5 CAE T LA R, B rp T 2 MEB NS . CA TR AR e (5 AR HL Atk P i)
CA, BLEHTAHAHN. BSR4 Hems sl (K 8

TORAG AT B R RAG T 97% 82 A HIERN IR RN, T2 RGBT A A i
(K, e AR ALNIG G AL PEAUEE B P — A CA PELRHA S RGN, T,
ENAT ] REESRNIEE IR T AT E B 7 R A & 4 kb

‘Z ﬁ$uxﬂﬁﬁ%*ﬁMZ%zﬁi%%ﬁ BIJE 5 2 T i AL DA UEALRA 1 23R 1 X 4 ZR LA

Y P B B A T R ZARMAEE BB RS, MR RAR ITU-T X.509 @4 |
ISO/IEC 9594-8 FITHi & (I AL o

CA T ERES AR (A3 T SR s, P SRAE VIR BK B 5 ZE T3 b tH I 0 PR T3 SR A R

E — FEAEEARE B KRG, DL ) A AR i BAT A AR e . A5 D EERL N E LT 7T RETE
PATT7 BTN RE, AT IT R EATA R E MARAR A Bildn, JRLRZGKWTREA B, N ARIE AR
ALk PR A B AR SR AR (A, SLSCRAF BB o PR ORKHER 5 R XU ARR . i

— TR SRR A TT D], T RE R TR AT N A B R B AT N FOAL B SR
—  NHUERATRAE, PR R L Rt es T .

IM,M@#Kﬂﬁ%Eﬁ(J%MﬂAﬁﬁﬁ FHRFEETERD (AT 558, AR A0 P ) fE N
.

CA T3 ZREMG B 1ERFIRAE any-policy B IA by AL I B I SEIE 15 7 10— AN ORI

Ry R B

ST U 7B

a)

FOK B 24 R

ITU-T X.509845 (08/2005)



ISO/IEC 9594-8:2005 (C)
b) B R;
c) KA,
4 F AT R

XU R T BUREAVSGE T e, SRR AR 2T SRR FIZE CA GIE s AR 1 24 oA vy LA 7 43 s
PRIEB . ZEMME G %y T A3 s 2 1) 7
8.4.2.1 EARMARY R

AFBH TR GBI LY —A CA, ZIEMATFZHE THINERS4 . mEaLl, Ml nl Ll
B — AN K L. AT B LR

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

CA FfFHI TR W LU M A TR PR TR 1T LU TRE 254

HA ™ cA %4 TRUE I, pathLenConstraint {44 HIL. &4 H T4 — N B o] DUEIRAIE P2
JEM CA IET I KRR . {5 0 $RUIAUETo0 G B8 ) 28 SR JBGIE T, TIAREE—25 ) CA RBGET.
R AT pathLenConstraint 7Bt H IL/E D TEM B 9 ATATIE 15, 2000 S vF (1 DA E 38 B A BR . 4
R NGB IR —MEBIFGERER . ARSI T OEAY RAET 5 & sl B2 . AR
B . e AHME AR S SRS AP R IE B 0. FEE T CA IEBEERA . Bk, —se
s DA B 1K T LU B2 A9 R BRI . B KK . A4t Tl & 2 & 1) CA IEB S
K AIERZ MM, AE AR CA IEBREE. KNk, AWK BRI, AR RBGES, aTelty
KAHZWANES . GXEHE BRI A BRI RS2 AR B BRI . WA AU TR CA TEFS . )

HAEP ARG R E, AP RREFEAIE R CE . BT HbR S RBN, TR CA Hys2ikn]
PLRBGIETS,  JF FLE5A8 A & 40 n) LAJG & M A X R —AMIE 1S

WRAY e B IEARE R G, BB FRE N JE B A IE B RSN, M4
— W4 cA BIMEARR N TRUE, MBARTFRL A TF 2 T HRAFIE 1454
— W% cA Ml N TRUE, JfH. pathLenConstraint L3, 5448 FHAIE P50 22 Go 1 25 1F 26 AL B
NIETE Bt 75 55 pathLenConstraint [F{EAH—%%.
E 1 — WERAY R TBOR I, B RN IR H A ARE B RS HTIATT, AN IUE 2 — A28 I 5 Ak
EFS, AREH TRAEIEBA4 .
& 2 — WRBEUEBR G R e — A2 Sk, B —A CA, HARBEE v LAY RFB, B A
{85 —A %) SEQUENCE {ff
8.4.2.2 ZMARY R
AFBHRAE CAUETHEH, HTHRHAMASN, WAL %4 PR 7S () P9 A DA RIS 3% L 5 82E B ik
W GAATR AT BoE T

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraint }

NameConstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [11 GeneralSubtrees OPTIONAL,
requiredNameForms [2] NameForms OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
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GeneralSubtree ::= SEQUENCE {
base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

NameForms ::= SEQUENCE {

basicNameForms [0] BasicNameForms OPTIONAL,

otherNameForms [1] SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL }
(ALL EXCEPT ({-- &; W Z )V mBA—AH4H4. -})

BasicNameForms ::= BIT STRING {

rfc822Name (0),
dNSName 1),
x400Address (2),
directoryName (3),
ediPartyName (4),
uniformResourceldentifier  (5),
iPAddress (6),
registeredID (7) } (SIZE (1..MAX))

WML, 84 permittedSubtrees #ll excludedSubtrees HBf1 4 E —MEEZ A4 A, it T
WARKE XS TFH, JEHTEM, FixFih, XAl EFS /TR E M X, aR
permittedSubtrees I, AKX FH IS R ATOE AT HAZ AT WL, HE4 mXT% CA BA R
Jas CA RIBUTATIET (G — XTI S AR A EATTHZM . Wik permittedSubtrees Fi
excludedSubtrees #HHIL, JHAHRAMHIMES, WA EZXIBHAMARR, HBRAEILE. A
ZRRIE AR R BT RV T, R HE BRI T8, B4 75 & RRIE 2 T BT ] 44 BRACR & T2 1. i
requiredNameForms H I, ASANIEEB T FTA G SHE B A HE—A 20 LL—Fh 2k 2 2 BRI AFAE
2R

Wik permittedSubtrees I, 4 LV AAEH Tl A ESAET . GEREMNMEBASE AT
LGRS B 4T (E subject FBt il subjectAltNames ¥ &) , Bl Adr i AL HERTHE, B4
HAFRBIIEERD—DHE TN WREAMEDRESG LT AR 48R, BT RE R
BB R ZANOAIRTER, IS ANERIS G A IREAATATFE TR Ban, REHe TR, —4
M+ DN Z# X, —MNHT rfc822 AMIER, KRME M HR 7#, (M xE T directoryName {7 i
rfc822Name 17 77 tH ILI] requiredNameForms. &S 44FREL rfe822 44K 2 AN AR IIE T0Ks S AT
2. And, WA E requiredNameForms, A2 XA —AMIF 1K &I #5210 B, (Bile 7Aoo
FH, —MHT DN &MIERX, — T rfe22 BMIER, RIETMHER 7, J+H requiredNameForms
K. RA7 DN H DN EHUE 1 V73 A IRIEB 2 T 52 1. BEA & DN U5 rfe822 £ Fk. HILr
SUE —ANEIFE 0 SV T8 9 ITE oA AT RS2 0. HAL 7 DN BY rfe822 SRR A2 FRIGIE Pt & T 2
Z 1,

Z — AW RAEUHEEA. directoryName #FRJER BRI, & Fwnff BRI 2R 4549+ GeneralName 2571 4
PRI AFK, ALEAGBC | BrbrdE b g i o

% excludedSubtrees HHL, IAAFT A% CA BIAIER RS 4E CA RIUHRESR (I — X7
KX 5 48R, 1F subject Bk subjectAltNames ¥ JEH) #RH AT HAZ0. BN, BB T FAHERR
TR, —MNHT DN 2B, —AMNHT rfe822 LRRTE. H A7 DNy H DN ZERLE HE5 T P I s 2
TTHERZ . WEAL T DN ALY rfc822 AFK. HILA /b —ANTE LR E HEBR 73 P9 I TE TR R AN TT RS2 11

MHE BN SHA 2 RSB Z A LI (BHETE directoryName #FRERIEAHL . FEW. IET
MGFBPMEID , IARR AR LRAATIN, BRI EE R ZLIE SR R LK.

Wik requiredNameForms HIL, JS4 DAIEIE B -0 IR BT A 5 SEAUE 1S #R D ZA4E — N BA & > —Fh 2SR K A
TEHBLRN R A4 FR

Xk GeneralName SR n] M AR, FUG BLEHNH —A R e N E Rk 2 FR e 4 T DUR e
permittedSubtrees flI excludedSubtrees 7B . directoryName X FRIE L b R, M fHZLFRIER
I, —Ay 4% R RS DIT 78 .
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minimum 7B THUE TN XK LS. HaR 2 A RREETE TR B2 LI ITA 4 FR AN & 78 1 X 35
Mo T 01 minimum {H (BREED XTREEAL, BIFRITHZ 4 . B, R minimum &4 1, Madrsé
FRAEFE R 2, AR S

maximum 7B TH0E 74 A DO R 5 s AR Pl e 202N BT A A4FRIAN B B 7 X sk
Wo ZEF 010 maximum DN IERE, BIFRRITHZE . AR I maximum 3500512 BAS S 736 4 1 X 3t n
R RIS B, ik maximum B8 1, AR T PR R NE, 4 AR .

X directoryName # /7%, ik RDNs ] SEQUENCE (‘& JEH{ base #1531 DN) %[ RDNs [A]—
S5 44 SEQUENCE (‘BN certificate (1) subject ‘7B 125 —#%> DN) , AL A certificate M JE T
base FHIILECA TR IEEE) . certificate X subject F B K DN 75 H 551 v o] LA A 4040 1) BR i
RDNs, A4 BILLE base () DN . distinguishedNameMatch VCEC KL T T LL4E base [{I{EAIIE+ subject
FBt+ DN 1] RDNs 541751,

HHE TR BE Koe, Ay RIS SCHENIE 2 AR IR . AU E B bR B, 75 URE T3 P AN AT DU GIE
T R GAE TR A, BT IR UG B A T R CA r B AR

ANBRAFFG R MPAT 77 N BT A T e A FRTE

W I, TERbRE N R, A HIE S AT T S8 A 0N ] FEAL BRI A (I A4 TR TE S, RaX L8445k
X, Yy RPAETFHIE CRITFSHEERD , JF H 78 W UF 8 3% T )5 2230F P 1 subject 7 Bt 5%
subjectAltNames # /& #SAEE— NN R IFE . W RAEFATEFIE LEE B A I T R TTI 2 FRE
M 2443 LLUF 7 AUE S #EAT A0 B, BB ) T — AN RBAAT CBEM YT . A SRk A5 rp AR5 5 22 FR AR
WAE T — M HEBRTEANAFR R, IRAET AT B2 WA R EISEAT R EAE B4R e e T—14
TR, K2 Z TR . i requiredNameForms #i7F HLE T RBOATT A FRIER, A%l T 7=t
WUF P AT A, BT S T — AN RBA T CEEMY . B0, oA E8arfd, Samab i
— RN AR

WERY I, JROR BN AECHEN, JF AT HTE T 0937 77 AT /EAT (T base &4 iT HI ¥ & Rk %
K, MAv LAWK FHHE. WRY ARG AN, FF B AU B AT 5 AN
requiredNameForms #f {1 1 it i I AT AT 42 B8 % X, A 4 8 4% LR J7 200 1E 5 3E 47 b 21, B0
requiredNameForms {4k H Hl.

WE: ERHEEIT, TR —A CA M5 — CA RIRZAET, DMEYE R A FRA R SR I 5
HITE L T IRIF BRI A H . B, {83 Acme A RITESEEAE 20 4N 5r KL

Widget 24 5] A Acme 23] IR0y CA TR SGAILE, (H AR Widget 140K Acme TEH - A2 LA FHENII X 5.«

—  Acme A HE MW 1-19, FrEEBIIH0R UAE 2R
—  Acme AR 53N 20, BRTESESITHIONE, Al #RE A S E 2N %,

X AT DL AN R BT E Tk S s B — AN E B — A b {base: C=US, O=Acme}
permittedSubtrees LI & —> 4 {base: C=US, O=Acme, OU=branch20} ] excludedSubtrees. % ~/MiFiE —
A~ A {base: C=US, O=Acme, OU=branch20, OU=Purchasing} [/} permittedSubtrees.

R G AL B KA RRL A e an e 45 FH (481
8.4.2.3 WIRLARY R

AP B THUE LAY, ax e 2 sORT DS SR B0 IF 5 SR, B A b R DAF T 6 PR 4% 0 20 R AT SR
Wesf o AT BOE X

policyConstraints EXTENSION ::= {

SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [11 SkipCerts OPTIONAL }
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SkipCerts ::= INTEGER (0..MAX)

Wik requireExplicitPolicy #fFHHIL, JFHUE@H QR AN Cdrd CA RIBURES, 84 4 ¥ T
A UEF AT LA UE SRS R A& — T EEZ I AR TRRT o 52 10 SRS A R e DA UETEL B H ™ R R A IE
FEMEHRIRAE . R Gl ML, OB % NS 55 m] T X S SR m T L — AN ) AR RAE, BUE R any-
policy. T4 CA EAEAEAY RIKEBR A CA (% requireExplicitPolicy M) 00 , BAREN
WIS s AN 5 SHE PRI CA GRIE—AE 0 SRR D

i inhibitPolicyMapping /L, HAETRY], EMMFEEH DD s CA FFERBIAIEMN $ 2 i gh W)
FIFTEIET R, A R Vr st . Cfnds CA EARAEAY RIEBIXE CA (4R inhibitPolicyMapping
HMER 0) 5 BEARAEANIEE B A FLAE X% CA GBI —E 0 MERFEHD

271 SkipCerts [FI{E T35 B A UEM B (e o8k,  DMEEL R AE R mrhid

HIE-B R IR R, AR R AR . USRS B, 5 WRET T 7 AN RS IE R
RI CA LI 5E
8.4.2.4 ZE\HTMTRIEY B

AFBIHTHE AW, B, STFHET A4 CA MVIEE® PG EARGES, NAK any-
policy WIHHULELF ILAMIE 1556 0% . dr g CA W LU EEARY RIEBRIN S CA (R inhibitAnyPolicy [1{E
0, BFRXFE— CA, HVe i s 8aE Brx g Gl —ANE 0 ERIEID

inhibitAnyPolicy = EXTENSION n={
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

HIE BRI K eg, AP R BN LA R . e bR S A B, 5 WREFS 7 S RS TE AR
KL CA L) 5E o

85  HEAMCRLY &

851 7k
AT A5k 5 CRL #1%:

a) UETH P TR IREE CRL RJ#E 8k CRL 2 R i R ITE CRL GEZ WL 8.6 1) , JFHAE
SR IIF S o 22 (1 CRL. KT % CRL 715

b) e CRL I/ AJ REAS SRR M AN R WA S, XM TG (B . PRIk, 20K CRL 4 H fERS

FRWIROH L
¢ BRMUMAERSE 5 BAME A R, FLAERSHE 2 RN B sk A . SHXFE—MTE, ATfE
PUiNEERER AN

—  UEUHE SRR BNE I BEA R AR BRI E R T AR, 5 B R RO R
—  SCAR PR R, A T R R A S AR KR TS

& NEEADCHOHIE, CRL #E & — MUHATHREE I . aTBUERE 265 8 — — AUl
5% BPRGE (R SRR AT I B 2, A5 ORI B 2T K. 4800 H AN U g RE 28 i, I
B, oA B e, BT EET A RO R BRIE B BOA 2 TR . AN, BRI
ARG E SR — B4R R, WA TR E S RS PR T #OR, WNA 2 B K S
REERN . AEBTZIR R RIfEJ, CRL 4 H AR A F W, & T35 T e i sl br e % 1
HHTE D) TR

e) EFH M H RGN CRL HH#EHAMIE R, CLREATE 8970 o UE 15 A Rl L 4800 3 %0 1 HE
Fr, LAJWRAS CRL ¥ CRL S e LR —11.
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) RIMFHFEREWHANAE CRL ME], FFHAE A B R AT, BEEAE-B R 3. M
CRL & .
g) Delta CRL & 0] JT F 55 HoANER 2 I FERE CRL. EH 7 TR As 08 WIS E /I CRL #i%E delta
CRL 75 . EAIIEME R . fa[ I} &R — delta CRL.
h)  CRLER T RATEENE RRET CEBH 2 Ah, T RATBENE FIREAEAR A K H IR R e 1.
D TERAE AR SRR, SN CRL R — R ARET .
852 CRLAMCRLEZHEHY BFE
EXT LR BB
a) CRL 5,
b) By,
) HHIAKM;
4 KA,
e) CRLEH;
£ RKEH4L;
g)  CRL FAFiRH:
h)  HeF ARG F
i) Delta 4z 8
CRL 5%, CRL Jul. &S CRL MARIRFF HIF P IRVE A delta /5 8 A CRL ¥ FEE, I
B BEFIAE CRL 4« HY e 7B .
8.5.2.1 CRLEE B
A CRL ¥ BB AR HFAMF 2 CRL BCE W F AN e MR ST B Pk CRL 42 & SR CRL 4%
PN F S5 . B RV CRL P WHHEFTALE CRL Z BRI CRL B 7R, HHEGHBOLTK
TFALHEL . ARFBE XF:

cRLNumber EXTENSION ::={
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)
AR R AR e
8.5.2.2 EHREY R

A CRL 4 HY B BOAIE BRI HE — B H . NPT RS T A SEng, ) BE e A ok vl dn g £2
HOR M i R o A B SR
reasonCode EXTENSION ::= {

SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
CRLReason ::= ENUMERATED {
unspecified (0),
keyCompromise 1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation  (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

DL AR AE F5 I 9 AT A Wl — AN iES
— unspecified 7] THUHIE T, BT e AMOE H;
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— keyCompromise Ji T4 4 i S AR UE TS ;s e W] 20 St bR 500 1) & H B 4 U 15w B 6 Uk
XV T B T IR

— cACompromise M T-Hli CA iE1; ‘S8 W] O 450 s MRS 5 10 & F 2 B BIE 15 Hh BT 36 A1E 2 5%

S A Ty T 2] T AR
— affiliationChanged HT¥5 Wik T (%) & 4 FRak o Ath (5 B OB o, (A B R R BE & F 2 4H
S g e/

— superseded I THRIFIE T g3, (HEA L pR5E T HT 2 H1E 2 T #38;
— cessationOfOperation Fl T-#5W LR A H I CAF R EUET, (H3AA H m e L S 9Es T
IR
— privilegeWithdrawn | 7550 —AMEH (AFFEPHEBSEEIES) CBRoN, k2, f81E
LTS R SO
— aACompromise 1 T-H5#], CAAESPGEEMEIET T TIHEZ AA FIFELET7THIE ] TR,
Al LA AN R 4GRS certificateHold [f) CRL FAT—MiEH. iEP A A1 LR — S al ik
R AR, DMERE T P AARSUMNIE R GESILE 8523 1) o —HFEE, MAFLHLLT =ik
Hp PR B AT A
a) CEFLMRETE CRL Y, WiAREE—AT8), B P R4 refe A R Fe 45 Ak Bl B0
by ATLLE G20 BUMARFIE T, RSO0, BNV A FRHEROE L 2 —, O
HIIN AR UETS 0 H I, JF HAS BT e A R B, B
o) ALIWIMRCE, R CRL W 224 H .
removeFromCRL 1 i {415 et delta-CRL i UL 8.6 47 (M, JEHRWA, T UE TRk REA R
B, HETNM L —ANIEM CRL 4 H o A2l AR 45 H ¥ HTE delta-CRL 7, 0 W LR CRL BUT-A 5
4% CRL (delta BUXE T F RGN B8 - AMHXRA LS GFEBD certificateHold) 1145 H
AP e i A AR
8.5.2.3 FHIBANEY B
A CRL 4 HY R ZBAHE —A CEM RSP0 I, H TR I8 B —A O UE TO I T R I 24T 80
B IEIE —A certificateHold 2 FHARAL 19 4% H i@ o A Boe UINF

holdInstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

YRR NAERBEN . (R4 S AR P AR e SUEATARHE 3 A 452 AU .

E— FARATIEF LS “IES CAMME” 83 “WEl AP 4R .
8524 LHMHIY &

A CRL 4 HY &7 BUH T 45 IR0 PR 58 & F 2% 80 52 206 55 803 15 WA iE B JE s H . i H g7 DU
T CRL 4 H " H80H H 0, e e AU A B0 1) H . AR Boe L F

invalidityDate EXTENSION ::= {

SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }
AR A AERBET

E L — AR R A SRR BRI, B, R R — AT SR A S 2l R, it
T RO P P s A 25 IR MBSl 2 TR, MBI — A RO R4

E 2 — Y E SE B CRL A SR B IR, JER AT REAE L) CRL (RIS 2 o 30 HUIAN S
FEL 3] CRL AT Y12 T
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8.5.2.5 CRLIGEY &
AHERAER CRLYEREY R, |

FEAEHIBAR CRL 4 JEf CRL "] CRL fYu R 4 T Bl L AN SCRF G R FR AR N T3 e e iy, 2R
WL, SRR AR R .

AP T w] I FARMEAT S AR CRL 8B Ry [ 0, A4

— AN CRL, R IAED CH—ABANIRIRIBO P15 s

— JAMERY CRL, $RAARES (I ZAHURIEBO MREE R RS

— delta-CRL, SR 58 A A A (KR A5 L

— A% delta-CRL, 4ROUHINGEE, JITHEH 260 CRL Cl—ANAASEARIBO .
criScope EXTENSION ::= {

E—

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE {
authorityName [0] GeneralName OPTIONAL,
distributionPoint [11 DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [71 GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL
}
OnlyCertificateTypes ::= BIT STRING {
user (0),
authority (1),
attribute (2)}
NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [11 INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationinfo ::= SEQUENCE {
cRLStreamldentifier [0] CRLStreamldentifier OPTIONAL,
cRLNumber [11 CRLNumber,
baseThisUpdate [2] GeneralizedTime }

WS CRL E—AMAHER) CRL, &4 Z MR IRESE R, WA EAH5 £ 1 PerAuthorityScope
AR, BEAHLR RN — A Z A, S EAANEE R S AERBCA CRL MALMED A% & A
PerAuthorityScope Sl #0H- £ 7% authorityName #4-. Wi CRL /&¢—/> dCRL, ‘&2 A%l CRL (FH—A
BATINMRIEO 24t delta MRAME B, 2P K% 1 PerAuthorityScope ¥4, &l dCRL X}
N AFPE, A dCRL et HH. WifiH£4 PerAuthorityScope F7Escfl, W HBL, X Hi4 L6,
authorityName i [ {E#K 2 AH R 1) .

W CRL & —AMHE dCRL, &4 HZ MR 2 AN 3E0] CRL $24% delta MUHREEE, oy mia
£~ PerAuthorityScope ¥}, A%} —/4~3Eff CRL, % dCRL Jyi% 4% CRL 2 4EF 8 . S HU AN AR 7]
B dCRL & Ji 5 HI5% 1451 PerAuthorityScope 52/, #Ki 445 authorityName &5 11.

X LK %5 PerAuthorityScope SEfl, 4% DL T 7 Uk & 7B & 7EM4E CRL FIA#: dCRL
TEULT, % PerAuthorityScope 5541 TT LA AL X $6-7 B (AN [ 41 45 FIAS [RE .

it authorityName <7 Bt HiHL, 54 8@ B ACIE T ML 8 AR E RO o W5 4
authorityName, HSA 64 4 CRL KIHEE 455

i distributionPoint B L, 54 4% issuingDistributionPoint 3 Ji& o Bk (1) 77 kAT o
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R onlyContains “FBHHL, MA$EW CRL W& HOHRSHE BREFRA. QRAFBORLI, W24
CRL & A R AIEF R AfFE R .

4% onlySomeReasons B L, H4 4% issuingDistributionPoint 4 i Birid i 7 U T8

4 serialNumberRange JC#E HIL, AT RUATHA . G—MEUEHIUN, 7ER & &R BTG
FEl Y200, B LA e (A BN P B 5 AT 4. TS, WOl (B4Rt Jra) S IEf 4T CRL G N,
wie:
—  HFHCKT startingNumber, J£/NF endingNumber, —Z#HIL; i
— & TFEUAT startingNumber, 4 endingNumber A BN, 5%
— /N F endingNumber, 34 startingNumber A~ H ILES .

W HIB, Ak subjectKeyldRange i % % [A] T- serialNumberRange , [k 3E it A (15 3 0 iE 1
subjectKeyldentifier § &4 [f1{E. BIT STRING [{J DER 4wf3 (WSARZE . KEERIRH A LD Ak 2 —
A~ INTEGER %) DER 4 (. % E T BIT STRING [{55 0 £, WS4 RMTSE-RI— Mo 0 J\LegsEdd, L
AR &5 RS fE M IER INTEGER. #ill:

030201 f7 (fX5& 0-6 fiiff)

WL

0202 00 £7  CEP-F-3EfI1e 247)

w4 nameSubtrees ZE L, 4% nameConstraints 37 & H TR 1995 4 Bk B 28 FHAH [F 1 2052

4k baseRevocationinfo 7B, 4 E I CRL /&4 % T PerAuthorityScope ¥} i 55 2 UE+
) dCRL. 1§/ criScope ¥ EkHiE CRL &4 dCRL 35 F4% LA F 51 ] deltaCRLIdentifier ¥ J&. 7
criScope 15#L T, baseRevocationinfo i (15 S H THREIH LIRS A, B & AP @i CRL Mz i) 51
FHGPRALTE . BRI 2% —A> CRL KIEBULAES, (AFTZ%1 CRL 1] L&t 1] AN & —N 0 H Y i 1
HA50M CRL, il deltaCRLIdentifier /& Z7% ¥)¢ AN CRIKI CRL, "EXTiEHIVER N F 288N .
I, A7 criScope ¥R dCRL H T H A f HFH 5 B0 HoH (5 B SR, 001G FH e B M & 2 5e 200, 1M
¥ baseRevocationInfo /i ) CRL SEBR b 5 1 2 —AN0] [F)— 3 Bl 5 A& 564409 CRL SRR AL
$Eft T It deltaCRLIndicator #" J& 8 KRG, JREE, H)/nf AEARMA R EIEN CRL, FHEET I AT
Fgd, MAREET AN CRL CefM @ HYE 0 5 2 5o 8D FRBOITIE .. 7EX PR HL T, dCRL #BA 2
TE—/ MR E TE R A . A — N8 IR IS 8] 046 A UE 1 RO IR S e it 338 . Aid, 78 deltaCRLIndicator 1%
N, IR SUR RTINS % CRL CeHATE B 5 2 563 0)) M. 75 criScope 1HUL N, 4R SU R BUT
2% CRL CEXTUEIN 5 ] LAoE i n] LAE SEHEMD) 1],

WA TTAEHUAD I S, 72 AL —ASB I 3ERE CRL 287, WTLAAAi# T4 dCRL. 7 criScope ¥ &I
dCRL %% % H K@ i, A ih% % BaseRevocationlnfo 7Bl 5l & LAt CRL ) cRLNumber. i,
7£ dCRL BaseRevocationlInfo 7B Fi 22 ) cRLNumber ) /N T 885 T U1 & SR CRL O FH 36 BT =
JE5EE)D 1 cRLNumber.

17 issuingDistributionPoint ¥ Efl criScope ¥ BAHE AN fig & K AEMSE, Kilk¥em—&EH.
Ak, Wit CRL B £l issuingDistributionPoint /2 3 fL 7 criScope ¥ &, M4 MUY EHEHN T B
MUEMIR, A FFREHUE D4 V54 CRL BN . W CRL 7 AAissuingDistributionPoint # &, HAMS
issuingDistributionPoint = criScope # Ji&, JIf 4 o [l A& A JF & HIiF 5. W CRL A& F
issuingDistributionPoint. AAissuingDistributionPoint i criScope ¥ Ji&, M54 & Bl A G
CRL ] Tk HZHLM AT MTE TS . [W#%, AAissuingDistributionPoint ¥ JiEfil criScope ¥ A &[] fig &>
RAEMSE, KiLkEEM—&dH. A, Wi CRL BEA % AAissuingDistributionPoint ¥ & 3 £, ¢
criScope ¥ i, B2 HACY &l 2 AP AAEN N, JEMEIEB A% CRL yul M. W CRL &5
issuingDistributionPoint /£, {HA{1 7 AAissuingDistributionPoint o}, criScope ¥ /&, 4 i Bl A1
P, Wi CRL A3 issuingDistributionPoint. AAissuingDistributionPoint 5 criScope ¥ &, 4
JEFECA LA AT, CRL A H T2k B U AT fTE 45
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LA FHAE B RG] — M5 criScope ¥ & 1) CRL SR BT IE PRI, & N R 25 B R (1 30E 5 R B A
e 7% 5 i criScope ¥ @ fise i CRL G, 41 FFTik:

a)

b)

i FHAE 15 &R 0% 46 & E 15 2 75 95 72 Y5 [l serialNumberRange . subjectKeyldRange Fil
nameSubtrees ATTRINEHE P, Jf5H5CH PerAuthorityScope #{}:[1] distributionPoint
Al onlyContains AH—%£ CApRHILIKTED o

R CRL 1E criScope ¥ E {17 onlySomeReasons #if, A HIER M RGO A, XN
HHEMME, & CRL s F& B A ERAE. WRAGE, KATRFEGSMT CRL. 1T
®: W CRL L% criScope ¥ i 17 issuingDistributionPoint ¥ &, JfH —## 5
onlySomeReasons #if}:, 44 CRL {5 BAEEM Y& onlySomeReasons i [#J] L&
A

8.5.2.6 R&WET &

A CRL §"4E CRL &5k, A4 —Ff il 45 - A3 SCHU I Jn 5 S T Beo AR e i BLE CRL
gk, W EARS AOEAEMUEBRGE M. I BEBOT AR O AY R CRL 451D —MioH
RAEARAL I, AH PR — R0 TR, T RS M RO R . &S AY REMEFT CRL #AGHE ik
U BHERT FARAG AL AT ATIE S R IRAS o A, E AU T LOR L A 1) CRL A28 — R ) T HRAE
M, ATHEE 4 CRL, DS ERUHIRE.

Y MRS T A L2

AP ST —F T AAGEAE “CRL 7 [IHLE, QRIS DUER B &5 07
S, RILAHRIE, ENVRGIE LW RREHEE . i, YU CoE It A 1. il Rk
CRL ¥, s, A — MBI AR I CRL FHAAABE) o iR nLL
B REEANS% CRL WEofTI 8/ H Y. IEH R RIS )5, 7T LURE M E CRL 20
P VRSB . X AT LI AR ZN CRL Ky, Joh, WAFAZALE], 78I 55
A2 18], AEAS AL AT AN B HUR A CRL, AT 03 CRL R ZER I R

AP R P T — M TR NG ALE (A, CRL 0 A mid R i — M, B AL
FI S R4 H D FOFHR RO AE SAFAL B LG 2SN RERE X CRL 27 S4T
B TAEMBUA FAEBSGES Ao O THERX — 5, PR OSSR 2, LUK 7E 1%
R BT HRENK) CRL Yo A5 3807 K 0 BN AR P E 5 RIS Rl 75 W3 AT LA, TR SR B i@ 24 1Y
B 5 EAER IR TR AN SR R A5 R

AP ARG LTI, AR T LME A 5 i AL T4F CRL ARG 77 %€

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral

StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,
otherReferral [11 INSTANCE OF OTHER-REFERRAL}

CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,
location 11 GeneralName OPTIONAL,
deltaRefinfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate 3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
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DeltaRefinfo ::= SEQUENCE {

deltaLocation GeneralName,
lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER

issuer FBLH T %% CRL IM3E1K, B84 A8 CRL A BEHE £ 7K.

location “FEARME T TR R4 & AL, BAE 5 T issuer £ 7K.

deltaRefinfo =B it T — AN AR MALE LI, AT USRS —> dCRL BURR—ANATIETR. SETT delta 1) HH.

cRLScope 7Bt T CRL BU3GH, ¥4 7] LATEIT 2% B4 b 483 CRL.

lastUpdate 7Bt 4 it KK 112 2% CRL 11 thisUpdate B HI1H

lastChangedCRL 7By il K2 % CRL (N&ECEHA) F thisUpdate 7B 1.

OTHER-REFERRA 241t T4 J@tt:, 11134 Ja Ay LUR A HAR A& T CRL M /7 %6

AP R SERRAE S SR, LB A T R B MK SRS AP R CRL, AR 3R AT BREIRAS(S
FSVINELSER

WRAY I, HHAS TAHIEDR RGN, BaREREE CRL A/ESRS MRS BME
o RGN HIAY D BT & A5 R, S R ARG A o b 2k o 3 A R e IR A5 B

WERAY I, (R B RIE B RGN, WA REAIHE CRL FHESRAFRIEIR A K0 .
RGN AT A L2 A 0 FeAth 7 ok 2 38 A R e 45 4
8.5.2.7 CRLIAIFIAFFY f&

CRL Hithr iRAF =B F T AL ¥ CRL S5tk — (1 1E 3.

cRLStreamldentifier EXTENSION n={

SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)

AR R AR B o

R BIEAME . FAPEEE M. 554 CRL ML A1) CRL Fbs R FHAE e — BkR iR,
M AT 8 € WA R %4 CRL, AN CRL ZRAEAT 4.
8.5.2.8 HHIFFFHIEEAY R

HEUF 77 (137 B9 i FH T 38 CRL (1 revokedCertificates B¢ 1 [FHBIH IF 107 Z1 A& 35 00F PP F1) 5 TP HED 8 2
FoAioE H IR e AEA o ARS BT SCATT

orderedList EXTENSION n={
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDate (1)}
AR R AR B o
— ascSerialNum #5%], CRL " HOHE 7 5 4E B Re 5] 5 s, ek T b A4 H
serialNumber #5148 ;

— ascRevDate i1, CRL " [ IE TP 5l H0E B A HE2, e PR b4 HE
revocationDate i F (11 .

W2k orderedList R HHHL, MEAARFBUEMA AR HIGE, WERARIE, AT HA CRL PHHGHIE T R .
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8.52.9 Deltafs ¥ B

A CRL 4 JEFIAEAN L dCRL i CRL 1, {5807 39 dCRL ] FI T & Ay JE /Y CRL. 4 RERAL T I LA
FEM EHRFUANSE ACRL HOLLE, TIkH, EATHE4E T —A> dCRL A TBU ] .

deltainfo EXTENSION n= {

SYNTAX Deltalnformation

IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation = SEQUENCE {

deltaLocation GeneralName,

nextDelta GeneralizedTime OPTIONAL }
AR E R AERBEN

8.5.2.10 FrHvHIIY &

A CRL 4 J& F T I AHE TSR AL AR AR & 1 IR M4 . toBeRevoked 4 J& ] T 1 WIHTHIE T /)
B BOHAE A  EVR )R SR AR A RN AT DL — NN B RS . — RSN
TG e A EL A4 K subtree. IXLEUEFI ] DU A TFEPHE B SF LR ME .

toBeRevoked EXTENSION ::={
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasonlinfo [1] Reasonlinfo OPTIONAL,
revocationTime GeneralizedTime,
certificateGroup CertificateGroup }
Reasonlinfo n= SEQUENCE {
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL }
CertificateGroup = CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [11 CertificateGroupNumberRange,
nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber  [0] INTEGER,
endingNumber [11 INTEGER }

CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber

W HI, certificatelssuer 7B T#i & K i 1% ToBeRevokedGroup - FTFE S IHLM (CA B
AA) . WIRANE certificatelssuer, A 'S #4494 CRL KJEEE 4R

WHHIL, reasoninfo B THiC U IE TS EEH . W HIL, WA ZFBARY, HTARZBEH IR
BiH, FUEE ToBeRevokedGroup FfEMETHIE . Wik reasonCode U1 certificateHold, 4 tHn]
LB holdInstructionCode. 1 H H 31, 54 holdinstructionCode #5143 RevokedGroup 1[I & [H4T:
FUET YRR 4478) . A 7E revocationTime =B s B RGH IS R B &0t 2005, A7 LURBUX AT 5

RevocationTime B FHEWIKGLEA 2 H WA RN Z 4015, R & o . % H I L
CRL thisUpdate [ 2fi. 4R revocationTime 7Ef & A J#[H) CRL thisUpdate i/ 2§, AN HIET
¥ 1E revocationTime 5 nextUpdate [ [AIgEH7E, B— M-S AY M CRL FIEBU G, &
W, R AE R SN FE B AT X E . — B TR, IS AEBYE AR CA BN, AR
Mo WRIEPEY CA B T, MAAJE CRL KAERMIEBE AP aite, EORERBR IR W FiE AR
CA WK, KRB AS FHIE e, A LAIEH—ME] revocationTime [1)5%4: CRL [y JRAHGULIE 15
W CARNFHRE e, MATLUNIE MJG8: CRL ¥ 2 HERR, FFARTFANIE T A R0 .
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certificateGroup 7 BtF1 Hi¥s B IE 154 . %P B T i certificatelssuer ™ iTHfi & Z M4 KT
M. FEAE revocationTime w1 FTffiaE 2 H /B IR 5 1E 100 ZAE T AN B 52 AT AR &1 342 shl ik 25— 20 BR 1
(ffl4m, issuingDistributionPoint) .

A serialNumbers HIL, HSA AT B b FTIR 751145 H i 52 T 13 R80T 45 VI K 70 RE 1)
I ) AR

4 serialNumberRange I, HSATETFUATHCUA T HIT H- L 1l 45 5415 30 1 Py H: e iff 22 FROAE 15 7%
R TBUT T E 5 A 7 R 1R I T B 4R

W4 nameSubtree I, AT L/AFHELH OMNBETIE BRI HHHhE ME4S & s K
UE P HR 4 76 0 I 1) ARG - 2 nameSubtree U5 —> DN, WA 5 ATFSEYNEFX S ALK FTE DNs
(BP subject Bl subjectAltNames ¥ &) S EEIE T holder FE#K T LA E. ST HAMZFRER, A
TFEYIREPI subjectAltNames ¥ JEFIE MEIEF 1Y holder FBIFHMLLE &, WHEIE-Bh & m. Sx%/44
HAH KRB F D> — AL % 7E nameSubtree JiT# & 78 A, I8 4 0F 15K B e 09 I 1) T LR . 6T
nameConstraints § &, NEPAMLHRIERX subtree HITEH &AM . EAY B, LA IBLEIA kA
AL N JE R 2 R XA e

B CRL RECE KT, AP Jbrdi b M A0 . TaEAY Ryt B TH0Y, e’E
R, DI UCK 2 AR ARG, DA R AIC EL 45 R T 1 1) SHe 8 1 il A5 T ) XU o
8.5.2.11 HUHKIERY B4

ATUMEH LT CRL ¥ R A A CO 0 IR T4l o W SER0M (1 5 IE 1595 B0 SC T T — AR IR (19 30F 15 R T
FFIROH I ) o RN BT DAL & —AME 7 71 5 Ju [ B — AN dr 4 17 o X SSIE T LU A JF 2% IR
T, BE L BIET.

revokedGroups EXTENSION ::={

SYNTAX RevokedGroupsSyntax
IDENTIFIED BY  id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasoninfo [11 Reasoninfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup  [3] RevokedCertificateGroup }
RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

it certificatelssuer “FE L, ISAHiE 15T K4 RevokedGroup 52 A E 15 LA (CA 8L
AA) . WRHN certificatelssuer, HiA T HA A CRL KHH 4.

Wit reasoninfo FELHIL, AAMEIE DRGSR . WRHBBL, AR T BARIERA T B b Brd 2 # d1
WO 1. 78 RevokedGroup i 5& 1 i A i 15 . U1 reasonCode fU % 1 certificateHold , I8 4
holdinstructionCode ] LLH I, 45t 3, 4 holdinstructionCode 451418 #{T-f17F RevokedGroup
PRI S FROAEE 5 I N SR BRI A T3

it invalidityDate “ZB L, IS A3 AT AW EkS . 7F RevokedGroup 1 JiTffia i I AT iiF T8N 4 A
HFRTENT . % H K CRL thisUpdate 7 Be i ir & I H B L. g g, T84 % /b CRL thisUpdate
BEh TR AlE, RevokedGroup H T Az (13T A7 UE TH#B A 4 A A2 A1« ansRAERS 7] thisUpdate 2 it
TE TR XA HHIET R GE M 5 & 08 (Fln, e 78 RIA CRL Z BT iE AR A 202 I BHIE ) T4 i
2, RBRAE T —AMTFER) A TFERN RO IR AR AR A R 52 Fr i) B/, A% H /]
A, FEANRE L UE TS A A A R TR

revokedCertificateGroup 7B H AN MAE B4 . ZFBUH THIE H certificatelssuer 1 JiffiE
MUK R TCED M3 5 2 4 P 380 0 2% 0E 1 o % 0E 15 2 AS 1 82 AT ] A0 358 45 0 i Bk — 25 IR (ol
issuingDistributionPoint) .

WAk serialNumberRange i8], I8 G & #0 e Y Bl P ALE 5 15 41 O |0 0 5 PR IE 5 SR JBCE BT P A UE A5 44
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HiEH .

W4t nameSubtree HIL, AAH N G/FAAH LR ONETHEIIAFRD I B E TR IBEE BRI ITE
UE P HR 4 76 0 I 1) LARIOR - 2 nameSubtree U5 —> DN, M4 5 ATFSEYIEFX S ALK FTE DNs
(BP subject Bl subjectAltNames ¥ &) S EEIE T holder Bk T LAEE. ST HAMZFRER, A
FFHIEF subjectAltNames ¥ JEF1JE HEIE 1 holder FBHMLLE . WRIEBHh I & m. Sx%/44
FHRRMZE D —ANHFAE nameSubtree FTHlE 117 A, AT OIS . X+ nameConstraints -
J&, REFTAMAHRIERN subtree MTEHAREAIEN . 7R JEA, RAT AL Sl aT i M HLU i &4 FR T
KA

YRR FRE R . A5 A RGAE T AT e 2 N IER I AE AR Y i B 52 D40 AR 1 9 F AR
Ho MAY RIS, WLt CRL PHE—IRIHIE T~ (B revokedCertificates 7 LI h=a) , oiHkR T
AL LE revokedCertificates 7B h IR 4h, BB AT LA H 8 BOAE T . — A R BOIE P 1S BE 4117
revokedCertificates 7B/, NIIEARY .,

8.5.2.12 HRCRLY BHITHHER
% CRL ¥ 7 BA6M, CRL ALIEAT ik JHAT 15 (o 3 3 51

expiredCertsONnCRL EXTENSION ::={
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY  id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime

AR R A AR R B o

& AY R CRL JGH AT LUE R, LUMEOHFIERMHIRE, XSRSy R b e r s 204, =t
FAEZIT TR S B0 W R T X CRL YGRS Gl 2 AR el it 43 & s A E H T & 2101
WEF. —HIERCERN, AN KRS AT R .

8.6 CRL% & B fldelta-CRLY™ /&
8.6.1 =R

BT A T REAR R, A LA, PR E A RRE 4 CRL MIfE) . MPRASFZRE W HF
REBE CRL IPAT R, T EANE IR T &

R PAT T E AR TR, EATREM — NI AR . X PAT O T REIE ARG (A
1E) R R Rk, FFEXEA CRL T A, DMEHCEEEE MEMCIED2Ea%. W
B CRLARK, M4 FESRK . % CRL AT, LA A X Le AT 7 220 B3 b ) 18

B RPAT T EAE SRR S B, R LA B R, B, SRS RS, FEAIE T, dL
i, CRL 1EAJG G4, Hh, fEXT CRL #MTRAEG, LR B TPl &t R e, EARMA
EHAZ, B, —MNMERESN—AL, FTHRWE AT Oy . %R R E s, R, X
TR AR 25 2o T B AR Z NI EGH CRL. M8 B&a —MNCai Ry Brois s, Fibe LR —AN8
IR IE T ¥, %7 PR dCRL, 5583400 CRLAREL, B 5/, K ZFIALFE T35 (0 % SR ok S A

ik, AR K5 CRL 20 & A F1 dCRL A 2%

a) AT CRL FIA/N, FERWGIRIRITGIETD (B MRS AFK CRL) HEHSTHE. X
D EAME 5 —A CRL 20 R AAHKIPER S, CRL 43K 5 0e:
— —ANSEELAH, H CRL BHEHAE M RIZEBMHIEAH, WH e Sy muy ris;
o
—  —AME, IR b R B S ARRAF (URD , AHRTLAZRA R CRL.
b) TR R, DA RAE 2 ANIE B RS TR A CRL Bk, i, JEEE
XA PAE I ik CRL & 2538 3 0 CRL (53K B 2 MWLM BIHOE D k2B,
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¢ ERHUMY CRL W SRH M LAAE T3 R 00 i & SEAAIE T . X AT B AW i (1 Ab B, R R
, AROCHMMHHMIESBM CRL A fdewEm GEFNE) . ShtHMWM e T
authorityRevocationList f! certificateRevocationList JE 1. Aid, b THfiftixF4rki, 76 CRL &
TG —AMRARTFRE TR MR . AN, ABERIEIAEL N — AN S 5 — M SR B 4 o

& R H L CAOFEE R TAPEPIER S, &R AF R CRL, TIAZE A
FTH I H R 28 1 CHNELEAE TR S F 2 DIl ARG D o

e) ETHERAIUARE LU TI45 H 19354 CRL (BT dCRL) , IXUEiFE15 [ £l CRL K2 B CLBHREH -
£ X deltaCRL, #2485 H LU HHA/IF (], RIZER ) HA/ (0] 25 12 o062 50T
g)  BORTEUET 4, BUMBIL 2SR BOR CRL (#lln, Jofif delta)
8.6.2 CRLA R s fdelta-CRLY BFBL

T LRy B
a) CRL %% .%;
b)) EHS Kk
©)  AA KA 5K
& FEH R
) Delta CRL 357 4F;
D a2
g)  H&# 49 CRL.

CRL 73 K i Mg i CRL HRESAFIE By A o SR i AA RIS R i delta CRL 577 ML
BB R B CRL R AE o 1EFACE R g1k CRL 4 B R

BRTEIY KT TER AA RIB R AT TS TR B R, &N TAFRRES. A8k my R HRE
TR S8 CA M ATFEYRER . AA BRI R miy SUE R T A8 A AA IR R PEIE-T LR R TR
45 SOA YR TFEEYIETS o W AR— AP CRL G T A REUIE TSR, A% CRL # E WIRX Ay .

8.6.2.1 CRLAK ST &

CRL ) A nid R R BEAAEUE By AL, JFT DUHAENUIE TS 280 LR A TR RUB PR T rh o A
BeH T E -1 P 2R WA CRL 43R A, LU EE TR s - 1E B P mT LUMIE A I 20 R SRS —
AN CRL, 5T LMK 5 538 4 H3RAG — A 2 A se #4116 CRL.

A BOE LA

cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [11 ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [11 RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0),

keyCompromise (1),

cACompromise (2),
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affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8)}
distributionPoint & {44 T @ 7T LU KB CRL BN E o S RARE AR I, A5 K AR EE h
CRL K& % HR o

HAEH] fullName WIREIRIN, ol AT A EIN, 20 & A BT BT 2R 2R 30 IR A4 AR, 520 BL
Horpt)— P AP AAAAE, K IBIE CRL AU R 4 FE Y distributionPoint 7Bt . ANERATANE R RS
RERS A BT AT I A RT3 RN BEAR B A /D — Bl M RT3, A wT M 2 A i o BEAN BEAR BEL 53 5 i (R AT Ao
PRRIE, Bl DL G — AN S SR B 5 (e A5 6L, B, 55— A R sk U S H IS A eSS
ARG T LAk SEAE HIUETS -

A CRL 73R EFRIR T — DN EEME T CRL R S WA PR SR WA PRI, A Rl LAEAT RS £EX
Fi LT, nameRelativeToCRLIssuer {11 T %1547 9% CRL KJBE 5 5% il 44 AR AR R A [F 44 7K -

reasons {4 H TH8HA CRL i MIHEGHEE . % reasons FEARH I, HSASTMNE CRL 43K 4
K—/~ CRL, WIHRAEP O, BAeBasdE— M R%IET&H. B, reasons {HIEWIXIN¥ CRL
3RV BB R B

cRLIssuer # 4 H T R E CRL N . WRAIEREI, A CRL KHE AFREE BIET A
R

R R G R, AP RSN BT HBREE AT E, BUCK - br& A8,

WERARY JRFRE R, WA AR NI A2 ks CREs S BRI EE AR ) PR AR
#E—A> CRL, WA BRGNS . 248 9 % SR8 i B AR AT e (1 CA &I,
11§ cRLDistributionPoints, i3 — <Y B) /0% CRLAZEN, AR CABEAE CA 4 H EEA—A5%
#&{{] CRL.

WRAY BhrE AN, JHAMRIE DN RENANTT BEBRM, WA LRGN FAEHIET, Qg

—  ALAMANUA SIS A A — AN 5838 ) CRL (WRAE CRL R HBIUK RS Ky BB, MAXWE
—A> CRL /5231

—  AERHLIENE T, RNESRIATROERE; o

— JEH Ay Ok e R AR

i 1 — ARELEE 24 CRL K A —NIET & ¥ CRL. Prifffix s CRL & AR B 2 8] (1 5% & & —
AN AL S 77 1 £ 1]

E 2 — A7 SAFA B A ACRD IR S AEATRTE S 8.5.2.2 AT B AL 7 BE o X
8.6.2.2 RS R EY R

A CRL ¥ @ 7 BN Ik CRL #iE B X AJTHEB CRL 22 % 5, JEH5W CRL AN, mEE
AR TR s 0 B — AN T4 S R EH %I CRL, A B%] CRL HIEHERE & 5S 3 HiE
5, HRBOHIRSEAI A CRL MURIZEH TR S . Bk, W CRL Rl A &S %11 CRL, B4 5831 & %
CRL W25 F T F—IE BER—A 584 CRL. FRHIT LISETIE AR FE, dUEEETRUSE R T4, CRL
Wit CRL BIE T F A TS — CRL KB A B ANk, o —A i ST o9 Kk m
CRL, CRL f#ff£7E CRL KM% HY, BARALLE CRL KIE M SHESAH .. WREBS K EFE. AA K
TR B R CRL JER BRI, B4 CRL BAEH T B CRL KE K. CHuE. o2
ATTEYRERHSH o R A K5 7B CRL G B AR LB, HEIT AA RSk ATE, B4
CRL (e B AN IE A TP HIE T .

EAEPHILZE CRL G, 7EiE PG, ATRAMJGSEM CRL M e . AR Bw IR
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issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- 4o FonlyContainsUserPublicKeyCerts #= onlyContainsCACerts #g % FALSE,

- AR ACRLi#% £ AAPIEH £ H o

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }

distributionPoint #1075 —Fhak 2 M AL R4 R S 4. W% onlyContainsUserPublicKeyCerts
TRUE, M4 CRL Q& H KL SN TFHPIER Y. W onlyContainsCACerts 24 TRUE, 4 CRL G
H5 CA PR . Wi onlyContainsUserPublicKeyCerts flI onlyContainsCACerts #4y FALSE, Hi4
CRL £ R b SEAR A TFEIE AT CA TEPIE . Wik onlySomeReasons 3L, Hi4 CRL Ha&H XKD
T B I A FRE ST M0 A0, CRL W& XA BLHIIRE . Wik indirectCRL 24 TRUE, #84 CRL
RS AR AFFEGIET CRAVUMAER A CRL AJSE ) BIHoHmA. Wik H e Rig#E CRL &HY™
&, BUE KRS 8.6.2.3 T IS KN, kAR 61 57 %A% H IR RN . 7EIXFE—A~ CRL ', H CRL RJK
HAATIHOR CRL 250 #E M, XM as I ammussaH, NS kamaie (EHXA TR P ife X
CRL K& 1t onlyContainsUserPublicKeyCerts. onlyContainsCACerts fll onlySomeReasons 35 /~#5+H—
. U SLE S #E AR, CRL MEAT43#1, H B3 AR BE RS IE sk CRBGE T A—A CRL Wi 5 —A>
CRL ) , MATERTH CRL B nextUpdate IR |, 5 ZE7EA 5 IH ARG I ) CRL WP 4k S HiE TS, 78
HIROIREM . FHBEG LK) CRL FHP SIS .

4 CRL ALY issuingDistributionPoint 3 &, I distributionPoint 2B, A& DG ANk
#Fr (i, cRLDistributionPoints. freshestCRL. issuer) KfULAL T CRL H43 R s FR. 534k, & A LUELL
N B, B A Bl nameRelativeToCRLIssuer =% Bt . 7E X fi {5 4L 7, 4 7656 & DN (il i ¥
nameRelativeToCRLIssuer {75 1T- CRL issuer 7BHRILE] DN M) FdATARRIIR. W IELE i 4
Fr DNs (AEX)T- GeneralNames #4{4- i HALTER TR , IS4 DCEHUU A T LA DNs, BHEAT&SAHA .

WP S AT 4> KB CRL, BARNEUNGET. % CRL & —A dCRL, M4 e f i #l 5 4) & mSH
deltaRevocationList J& 17> &, SF WREEHETM oy KA, W@l CRL BKESAHM
deltaRevocationList /& il 174> &, A CRL Frid i MUE TR R G e E 2114 . BRIE CRL & —4> dCRL:

+ % T onlyContainsCACerts jf HA {175 AAissuingDistributionPoint §Ji£ff] CRL, ¥t
K4 K& 51 authorityRevocationList & 4T 4r &, BCH WA KRB E AT o & 5, A4l CRL
R 4 H i) authorityRevocationList J& PE3E47T 7> & ;

+  BH T onlyContainsCACerts J+ H {17 AAissuingDistributionPoint 3" /& (containsUserAttributeCerts
¥4 FALSE) [f] CRL, ¥iBid A4 & £l authorityRevocationList JEEEAT 00k, B G A
SEATAT 43R R, M 4ilid CRL R 4 H ) authorityRevocationList & 1770 & s
+  }# onlyContainsCACerts ¥4 | FALSE [¥] CRL, ¥ilidAHC4r & il certificateRevocationList
BT R, SeE W R AT R, Wil CRL K4 BN certificateRevocationList
JEMEHAT 3 K
Mt fL ¥ issuingDistributionPoint " £, X fi % AAissuingDistributionPoint ¥ & (i
containsUserAttributeCerts % %) [f] CRL, KtiidAH 54 & sl certificateRevocationList )%
PEREAT 0, B8 SRR LA 4y & s, ATEIE CRL KI#E %< H Y certificateRevocationList
JEEFAT K o
AP S N . ANERAY RMIE T A ABEEOE CRL W& —AN5830) . T e MU R ROE IE 101
B ARG M CRL BALE A SHTH . A RKRBWIAE] CRL 4 H, AIEH LTE CH0H H - iE-B AL
MITEP4H .
E 1 — B CRL KR A2 4 A5 Bt 7 =0 T A S i e i 18V

o

=
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&2 — WRNM AT T —A CRL, 4% onlyContainsUserPublicKeyCerts i, onlyContainsCACerts %% T
true, MRANLFINAfTRZ CRL % % 1T CA IET #5417 basicConstraints #7 &

8.6.2.3 IEBEBEY B

A CRL & HY RHT#ie 5ME: CRL FHA4 HAHSCMIE A, LR R AT T iRE T
indirectCRL $5/"7F. IR AY A B REE CRL M —NHY, AU RIE AN CRL KJIE . 7L
W4 CRL MR 84 H b, AP A I, A% HHET RS % H T e 4 B FRE R G .

AP B X F

certificatelssuer EXTENSION ::= {

SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

YRR R RN 2 T AR, A ST BN RS IEMME CRL 4% H i TEP k.
8.6.2.4 Delta CRLIE/RRGY &

Delta CRL $5/5 7 7B T CRL J&— delta CRL (dCRL) , ‘&M T H TS KWER CRL. FiZH%H
JEAil CRL J&IXAE—~ CRL, RIEK WA b/ — N0 3 AN s 0 TR T 5 8 58441 CRL SRR £ delta CRL
FRARFFY B CRL AL 6] [R] 3 [l P IE PO 0 RS Il S8 o 1230 AN A S5 0T s B v, sl i
B B CA KRIHET, JNHAELU ISR T, Bl CRL £—4 CRL k. Ak, WiEHREEm S, fERAM
dCRL Z I, 41 delta CRL $57-759 B CRL 5 A &2 BaseCRLNumber #1FH1 15 CRL M 45 & %% A
F—/N5E# ¥ CRL.

AFBE X ATF

deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

BaseCRLNumber 258! 48 ] T & 25l CRL ) CRL 544, Al CRL JUME7/Ei% dCRL AL, is%
I) CRL KA — N F 3 BT 5 A 52 3211 CRL.

AP SR EGE N RN . ABfE dCRL HEFEBH A AR A J#1 CRL, JEPFZ, CRL nlggHA
PG FH 7 BT 0T EE () A 2 e B
8.6.2.5 ERFEFY B

SERBTE R - BOHTE dCRL A, H T BUR HH/ ), RITE X MRS, 7R delta SO IRASBEAT ST
A RN 7Y deltaCRLIndicator §7J&[f) dCRL H1. —AMi% criScope #J&f) dCRL ANf BEAY &, R
A&, criScope 7 /K] baseThisUpdate 7B a] JH T [/ — H .
baseUpdateTime EXTENSION n={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }
AR A AERBE
8.6.2.6 BHHICRLY &
B CRL Y™ B LUHAE—AMIETEL CRL Y B EUET I, Ay B LLLE R B MU HIAIE 15 o 538 R B
HPMIERHEHE . AFBHT#C LT CRL, BNUERH S % c kA Bl MRUEE S (B, 58
dCRL) o AF-BoE LT

freshestCRL EXTENSION  ::={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

%471 CRLDistPointsSyntax [I{E7F 5 8.6.2.1 15[f) CRL 4+ &K &y Hidh 17 5& o

HIE PR R, AP S S iE R OGNSR B ) CRL ¥ Ahn i AR, MAB AN
SRR A RPN CRL, WHEPBATH RGN UES . WY RS S0 IR, B AUEH AT R g
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DU FH A | 7 Ve o 2 B BRI BT 1) CRL AT R 2
8.6.2.7 AARBARRY B
A CRL ¥ @ 7B T AR 2k CRL (BMEIET CRL 20 &% 55, FF46W] CRL 252, o e )
PR T30 SR £ B AT FRGBIAT DL TAE AR 45, B E TR P M 74, CRL @il CRL A
M5 S HE T B —CRL 70 RS HH S &% . Ak, w—NEn S8 70 &) CRL, CRL f#A7(E
CRL 73 K4 B, EATLUZE CRL KIEH M S . KRB KISy . AA RISy L&
CRL VG FBEHAR I, W4 CRL A SH XA CRL KE KK . CHoY. CRWEMEPR4&H. nH
AA BRI s5 F-BEA CRL YUl 7 BUARAR HBL, HHILT RIS & 5B 4 CRL Yu BRI GR EIEE T,
IR HILAE CRL 5, #EUETIHE, mTRAM G 421 CRL R e o
AFBEX W

AAissuingDistributionPoint EXTENSION ::= {
SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-AAissuingDistributionPoint }

AAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [ 0] DistributionPointName OPTIONAL,
onlySomeReasons [ 1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [ 31 BOOLEAN DEFAULT TRUE,
containsAACerts [ 4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [ 5] BOOLEAN DEFAULT TRUE }

distributionPoint # {1 4 & —Fh k£ F 2 BB R 49 K S 4 FR. Wi onlySomeReasons 13, Hi4 CRL
SUELEE O e B B 1 SR M UE B ORI I, CRLELETE ST B M3y -

W4 indirectCRL 25 TRUE, 84 CRL ATLAEE A KEHAET CREANMMAER A CRL RJSH) HIHHE
Ao M4 HHIEBRINE CRL & HY &, i kinss 8.6.2.3 "W TR RN, iU FMTREAKHM
FERRMLM . fEIXFE—A~ CRL 1, M CRL KR HTtHifR CRL &5HE0, XFEe RS ITANREAEH, 1]
sk apradii (EHEMIE i i% CRL & J#) ) containsUserAttributeCerts. containsAACerts.
containsSOAPublicKeyCerts 11 onlySomeReasons i/~ 74 —% .

Wik containsUserAttributeCerts &y TRUE, A4 CRL W&HKBIIET (KRB AZRIE AA )&
SeAR) IHE . W43 containsAACerts 5 TRUE, J4 CRL A& HRXBIIES (RIMAATE AA HIXT%)
PRI o

R containsSOAPublicKeyCerts &y TRUE, Hi4 CRL f&H KA FEHIED (HTRBERER, &
L SOA WISk, BIET L7 SOAldentifier ¥ /&) M. Xl 50T/ KM CRL, LUFHINIE
o i CRL & —A~ dCRL, WA RMILAHIE /) K £ deltaRevocationList J& MEAT 70, 803 W Rk A i
A4 R A, Waifid CRL &4 H X deltaRevocationList J&PEHAT /> %, A CRL 25 IHE 3
R 2 AT 4. BRIE CRL /&2 dCRL:

+ M7 issuingDistributionPoint 3 /£ (', 147 containsAACerts 15/2k containsSOAPublicKeyCerts
££) ) CRL, KBS K 14 attributeAuthorityRevocationList J& 1740, BiE WRkH
AT o0 K A, 4381 CRL KB 4 H 1) attributeAuthorityRevocationList J& 377 & ;

+ A A issuingDistributionPoint ¥ J&8 (‘4 containsUserAttributeCerts 4, H KA
containsAACerts 5/l containsSOAPublicKeyCerts #£) ) CRL, il id A 34> & & i
attributeCertificateRevocationList J& k17T 7 &, B W1 K B A B0 7 K s, 4l
CRL %k Jit# 4 H ¥ attributeCertificateRevocationList J& 11175 % ;

. % issuingDistributionPoint 3 J£ () CRL, #1458 8.6.2.2 FW M E BT /0 K .

YRR BT . APAEAY R IIE T AR CRL A& —ANSE8E M. A ¢ O AU OHIE P
FOIE . ANELE OCERYT M CRL L&A R I ITA M7 CRL 4 H, G454 CHTH CHH P e B AL
FIERH4H .
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72 1— MU CRL RS in 5 B 77 30 T A S i fER0E i i e .

&2 — WEHHAL T —4 CRL, F¥; containsAACerts 14 T true, ¥ containsUserAttributeCerts i % true,
2NN {i% CRL B s T AA IE 54K 2 basicAttConstraints 37 )i

3 — WRHM AT T —A CRL, ¥ containsSOAPublicKeyCerts %% T true, -4 HLIMINfif#i% CRL
15 T AT SOAE T # AL SOAldentifier 3 & .

9 Delta CRL5EACRLZ [B] 155 R

—/~ dCRL fuff—~ deltaCRLIndicator &% —/ criScope ¥ Ji&, I T48WILEA dCRL HHk4T 58 B (I HLt
Ei SRS

f14 deltaCRLIndicator HHL#E— dCRL A, A4 IEAE B RGN G BV o 3% 1Lt
CRL. deltaCRLIndicator ¥ £ fTZ %4 A CRL ¥ 2 XFE—4> CRL, RIeXHSuEEe#m (Rlg AR
—A~dCRL) .

14 criScope #JE 1 H, {17 baseRevocationlnfo #iff, LIS IEA:HHHIERBONE R, M4 MNiZ
dCRL R H 2 i, e — X EANE % 12 %. baseRevocationinfo #if4%% T —/~ CRL, X|i%iu
Bl ‘e nl DL m] DAAS 52 30 (BIFT & %1 CRL w] LA 45— dCRL RO . Ak, dCRL (4%
baseRevocationInfo 4D X w5 BT B, ERIBTZSHN CRL Z i, X FiZ% 2 CRL MWLM E,
CRETEHEM . WE T P AT dCRL HF—ANXH45 e Y T 5 /2 5848 1) CRL, “BYE [ — I AR, s e R T
dCRL ({47 baseRevocationinfo i) HHT1Z%1 CRL 2 Ja 4 KiK.

HERSHEE™ AR, Hikt—4 CRL A% Bt deltaCRLIndicator ¥ &, X fu & i
baseRevocationinfo i}/ criScope ¥ J&. XY baseRevocationinfo /A HILYE criScope ¥ &
i, —/> CRL 4 0] LI % deltaCRLIndicator 3 J&, 3% criScope ¥ J&,

—A dCRL T LUt —/M#E: 1) CRL, XAMEHOLT, e LVES S BRI, 55— MU R SER)
CRL MO E E . criScope ¥ /B34 F fil—Fh 77 20 & — A CRL & —AM#f% dCRL. criScope ¥ @ H
fFANEEAE CRL 5% —/ PerAuthorityScope &4 1#152%1, 4% dCRL JyAF N EEA CRL 4L 5 315 B .

4 dCRL N T 5152 1 Lm0 15 SR HEA R e 2 11 B RO RS o

—  —AMHUEEEH certificateHold [FJIE TS H M 1 FT LA IRZE—/> dCRL H1, BUHILZE—/MA 45 &
JEFETT H 2 5C 8 CRL e 75 WARHE— 25 Y /& k AN TE 108 2 K IO &2 0 R RO IR & Z 1
I AR T B O R

WA CRL Ch—ANX4 e u B 5 25238 dCRL 5% CRL) k5 B b iy, #id
4 certificateHold, 1L cRLNumber 4 n, BfijGBEFA, AU EIGLEITH AR
TR 2 J5 R dCRL 1, 4rh, 22 2EAT CRL ) cRLNumber /N FEEET n. 4K
F+48W% CRL &&—A> dCRL ¥ &, &% 1Rl CRL 1) CRL #iE 4 deltaCRLIndicator
¥ & BaseCRLNumber #14H1{E, 4% 5 cRLScope 7 & BaseRevocationInfo #{fH]
cRLNumber 7t%. iiF 10 SoREiE M removeFromCRL, %7t j5, HF dCRL it
WA P B 2 —, FRRRIOHIE T, fEXRMEOLN, E PR RN O E S R E
WIHAIE AR BRE R, (B R AN, I el A JE4E dCRL H, 4, sk
4Ll CRL ¥ cRLNumber /> CRL  (Ch—AN%F 4 g 1 il M & /2 56 %4 1 dCRL B CRL) 1
cRLNumber, 7K ASGH @A e HEEIL o OB T4 % CRL & —A> dCRL M9 &, it
Z:2% (%A CRL ) CRL %t 4 deltaCRLIndicator 42 BaseCRLNumber #4018, i
24 cRLScope ¥ i¢ BaseRevocationInfo #1f ) cRLNumber 0 % .

—  MEFOHE R AT LU St IAE dCRL Hf, AT BELEACBCT — AN xhidE A Y B T 5 2 58 M) CRL
W AEBRARY CLR]. ERXMHLT, SRR AR BISET A2 dCRL 1, HRX
FOH AN AR DA DA R SR UE T F T 5 2 5348 CRL .
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XA RE VS S8 48 (0 CRL, 4 ] AZEA ] BLT ik 2 —SRM it -

W AEZTE AR Y ET dCRL, JRK 25— AN KM CRL M4i4, b CRL XiZyul &g
1), 3£ cRLNumber X+ 5%+ dCRL H it %125 CRL [f] cRLNumber;
MRz B AR AT ACRL, ¥ 2 5—AAMM AN CRL M54, It CRL XHZIuH &5
Yy, ©H—4 dCRL k4%, It dCRL [} cRLNumber KT 8% 12457 dCRL T S% 15k
CRL # cRLNumber.

10 AEERAHER
INETE A BRAE 5 A P FE o SEAR A TR I AR G SE R, 0 — ANz R S 4™ AR I 807 6 4 AT e
MRS, B UETISRMG . SEALIR, AR ARSI LA ot oA T HESh R s A FLE AR B 3. A B 5T,
LUR RO AT B B A AC BRI — IR . Thag b, $ATI5 S AR IR T R P P AL I AMAT o B
SRIAT 5 S T AN 5 i AN AR AT LAl i ) (R S AN AR AL I o

10.1  JEEAAEEEA
TAUE I % A BEFE = IR BN -

a)

b)

c)

d

e)
9]

g)
h)

i9)

»

B — R AUE S 2H B — S5 DA UETE % 5

& — INUEHE R TR ME A — 2% IREE 2 0t S [RIE T (38 5 AN e — 4 A AU AIE #
FEAEI AR A B AR RRE CUUR S HTE AR E T UCIEAE B A B ) F T30 U DA kA
HR S —MIETS;

AN AN UE P RIS IRTFAL I initial-policy-set, FRWIH T UUE@ B AL B H 1), XLEEHREh
FATAT — ARG IE ] TAIE T 5 3 ASE T DASCRR IR any-policy, THEARRER S

—A initial-explicit-policy ¥&/RFHE, IR — DT HEZ IR SIS FR VRARF I A5 7 4 108 Mt 0 T /30
JAAETS R E TSR R - B

—A initial-policy-mapping-inhibit Fa/RFFE, "EF WIAE A 25 H A2 75 25 1 SR i

— initial-inhibit-policy T&7/RFHE, EH AR HIILIET RIS BT, £TUARRE anyPolicy
VEE T2 SR T IR ATAT R e 5 SR s

TR Y/ TR] Clnt S P AN T AR A TR TR 2K AL B RAE D

—A initial-permitted-subtrees-set, ‘&L — AT @ AW BT RIEAE, 73l i R A w
CEIRIER TR T BB o EAEE R EET T, B3R e 48 A3 %
BRR O Hoe ST AV D KA R IR 2B V] AR . IS LA
DA BRI R, H TR A N R AAFRIE— TGO P2 . WA 10 71, NERAFA
A HH BLAE N 5 - BEEX subjectAltName 47 & 1) 4 FR1E 5

—A initial-excluded-subtrees-set, &AM T 0w T IIHILE T RETESE, VORI UES P
W GAATREARELIL T o M ANIET] LU — AN, 38— TR URAE AT P HE R AT AR AE 5
—A initial-required-name-forms, 'CE NI AL XL, T8I B TR DAL A
AL, BARDH R MARER ZMAL R LU AR, FRUIHIESS i
ZAIRBAALTR BRI A4 R K

) v d) e MDD IMEHRRT AT AL AR, 5 AT I (9 28 0 S AR A TT B

TR

H IR S A A A AR B A A AN, DRLMIE S P R LUK L AR (5 A A 0T 3 B _EIAR AT

PR T — ZR 0 E I SR b o X AT LU DUT 77 BL, MR R 2 initial-policy-set B NEATIEA AL 5
(B A TFE YIRS I, SEANRRE A TTEPIA GEAE N A B R RSN o eh T AR B R (4 55— N A DA UE S 2%
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AB, BT PAE T S5 A0, E 9945 A B b St i A

102 EEAEZH

TR It A«
) AR, 15 H DGR R A B S RN
b WUREIRIMG, B4R — S WD, SRR
o) HUAL BRI SRS AR S ILAR ORI IR e 7F,  MRAEA RO TEE RS, SRR any-policy:
& A/ REISERSEE, KA authorities-constrained-policy-set F initial-policy-set [F1AT4E
e explicit-policy-indicator, W] B o KA TIE F P 28 2 AL SR 7 0 o (¥ B AN IE 15 T il o I e 2
M sms s LA
£ AT 2 A B o f) AT o] SEEMeS LS Y 4815

E — WA, TR AAE S B A BGE TS AR SR, AEHRETI M R G T ARSI FE A LT,

103 EBRLAETE
R UL RS REE:

a)

b)

c)

d

e)
i)
g)
h)
i)

authorities-constrained-policy-set: >k F IAIEIE BEIE 15 1 SR AR TRAF AR e £7 R (ATACERSeEmg . LR
SERFRISR 7 s, FIARREL S P RE D)

permitted-subtrees: T & ST T HERNELE, DRI 645 J5 S230E 15 T B 0 S 4 FRER 5 204
FEHH, BE R AR IRAE unbounded;;

excluded-subtrees: J1T 58 LFWIIFRBEEE (FTREATD GRS — N FRIEERA IR DL K S5
PAARHEFG AT 5 IE 5 ZE0E T P AL AR R A4 FRERAS T LAV AR
required-name-forms: GMIERIET W —ME (TRENTD o WRENBIIERE, A G GHETHS
WAL — A HAT B o — R AR E I 2 5

explicit-policy-indicator: W& TR g BEFEE B (1 A ANIE TS o #8 G PE A 5T — A TT 4252 1) S

path depth: — MMEH, LG O 58 AR B DA UE @ 2% rIE R AR £ 15

policy-mapping-inhibit-indicator: $& W &34 11 5 RS WL 5

inhibit-any-policy-indicator: 821N AR anyPolicy VUL T Re 7k IR+ S
pending-constraints: % explicit-policy inhibit-policy-mapping 5/5¥, inhibit-any-policy LKA,
S eI T e, HMAREEH. =4 1 SRR, BN explicit-policy-pending « policy-
mapping-inhibit-pending ¥ inhibit-any-policy-pending, MBI, 0—"MKA skip-certificates FHESL,
SN T AR ALY AR A ) 2 AT e B .

104  FIHT B
FERPW B — A, R — RAE AP, WA I 45

a)
b)
c)
d
e)
i)

1E authorities-constrained-policy-set W 0 175 0 ZIFIEE 1 H'E N any-policy;
4 permitted-subtrees “FEHIUH N initial-permitted-subtrees-set {H;

¥ excluded-subtrees ZF BAUGA A initial-excluded-subtrees-set {H;

¥4 required-name-forms L AU N initial-required-name-forms {H;

¥ explicit-policy-indicato ¥R A initial-explicit-policy {H;

¥ path-depth WU 1;
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10.5

2)
h)
i)

¥ policy-mapping-inhibit-indicator ¥I44k N initial-policy-mapping-inhibit {H;
H4 inhibit-any-policy-indicato ¥IUG N initial-inhibit-policy {1 ;
=/ pending-constraints TR IR R B E

Ak 2
TG KU ARFANIE T IREAT AL, IR NS AT A TR ST 2B WIE DI IG . g — MIE Bk i i
ZUETS s AT AT ILARAE AR B A N & iE 15 .
10.5.1 EARRUEPRE
WEFHEAT DA NS Y . a0 SR B s B 5 BGIE T, A RIEZ .

a)

b)

c)

d

e)

)

g)

h)

WA BT R TR, HIWESHER, WEBXZANEBRECE AL S AR T IEfaEE, i
ST RATHON o

A 3 IRAIETS, K basicConstraints /75 Hi B, 3% basicConstraints H[1] cA
H{FEEA A TRUE. Wil pathLenConstraint #£FHBL, A A UAT VLR E T A 54
WAELEITSE RGN B AR BOE)

WHRAE PRy AR BB, AWM 2 authorities-constrained-policy-set R WIFTH 1T, K
authorities-constrained-policy-set W %o

WHAE PRy BB, Ay EindE anyPolicy TSNS P, A5 P A SR R 2
FFIR5E T authorities-constrained-policy-set FHINEF—AT I, R[path-depth)F) % HEL&E Po Wik
authorities-constrained-policy-set 3& ' [ A& i) — 47 #8 AN & & I [path-depth] 5 4 H 1) P, {H
authorities-constrained-policy-set[0, path-depth|F [I{EH any-policy, WAL HIZE 047, FFREM
—ANFIAT, IFENFEBIRRRT P KT [path-depth] 51156 H I BR & 7

WHE TR B IL, I EAEHE anyPolicy, BH WA E T inhibit-any-policy-indicator,
I HIEBAR—A BB e, 24 M 2 H [path-depth] 515 B A& E any-policy TIATAT
17, CA K H[path-depth) 54 H AL EUE 15 5 mg Y i o JEAME A TATAT

W RE Y R E I, I H M anyPolicy, UL KW E inhibit-any-policy-indicator, 444
5 anyPolicy <) 5N IR 2 fF 4982 T authorities-constrained-policy-set & 1 E—4T I, KW
[path-depth]¥\5& H AL AH any-policy, BL# AL — MR LI 15 SRms Y e 4 .
WA BAS R —AS R B R BGIES, ISR G AT SR permitted-subtrees {H45 H 2K
), I HALEH excluded-subtrees {H 45 H K 2R A [ H o

WHRIERAZE—NPEE A RBGET, JFHBWR required-name-forms ASi&— =34, A%t
required-name-forms NN HRIEALEE, METEEMIED (BAHP—MARIEL TRBALE
— AR AR

10.5.2 ALFEARIIED

PR, TG PAT DA AL AT S, BUEN T —MIEF AR B B EDRASA . WIRAE Il P B 5]
HRBAETS, A8 .

52

a)

b)

c)

Ry permittedSubtrees {f ) nameConstraints ¥ /& L BLZEUE P, I AK permitted-
subtrees IRAAL 1B LA HIME S UE YR H R E Rk .

94 excludedSubtrees #1f (] nameConstraints # & I ZEIWE P, WA excluded-
subtrees JRAZ w1 A IE - SUE B IR E M 5.

W requiredNameForms 14 (f) nameConstraints /& I BIZE L, HAF required-
name-forms A8 & & A H AR T EH S5 HIE BT B e 2 IE X EA LM IFE. R
requiredNameForms {5 2N GHRTER, B4 required-name-forms 2B 5K 4aH, fEITA MG
SFER RN IS, CHA RS —FAY R TR A IER . required-name-forms A8 5 E
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EUETE Y R —AME, TR AW ESOF BRE s AWK Flin, Wi & M mrm
required-name-forms, 3K —A DN o —A> rfe822 ZF Wi I AEIE b, I HIEAE A HAIE P
FRAETY RG], TR rfe822 AR DNS &K, WALEAHH required-name-forms {45 HIf4E
HHRH, A ELIE DR AUH — A rfc822 K, B REH —4 DN, X H—1 DNS %K.

d)  WERBE T policy-mapping-inhibit-indicator:

—  OWAEATIREMGIRAN G R EAT AL BE, 0 R R RN WU, TE authorities-constrained-policy-

set RPMWIFTEAT, HLpath-depth)515c B ST P R BEE WORIEAE, JFMIBRAT .
e) W KEE policy-mapping-inhibit-indicator:

— AT NG R AT AR, X R S e AN, W58 authorities-constrained-policy-
set RPIITAAT, Hlpath-depth) ¥ 5% B & T3 B K K BFH B AE ,  FFH4 [7) —A1T [path-
depth+11514 HH N9 B S AST SIS . WY ¥ — A RIiCE SSnE W+ 2 A% 4
WS, BAEE TUZemAT, FHRHI4& HIMASEANMT . W authorities-constrained-policy-
set[0, path-depth]"F WA N any-policy, 4N [path-depth) 51 (1) MG L™ B 5 N AN R CE
WORRE AR RFF R, DB, WATHATES, WREATHI, WA RAEARRRE, IR —1T
[path-depth+11314 H I3 & 5 N0 GRS (E T

— WRRE T policy-mapping-inhibit-pending F7RFF, I HAEBAE HRILIT, T2 8 oS W)
skip-certificates {H, WRIZEZH 0, WAWHE policy-mapping-inhibit-indicator .

— ik inhibitPolicyMapping £ # HIFEIE T H, HAHATLL TN . X5 0 1) SkipCerts
{l, W'E policy-mapping-inhibit-indicator. JHTATIHALY) SkipCerts i, B'E policy-mapping-
inhibit-pending ¥8/57F, FERST M) skip-certificates 0 SkipCerts {EF14GHI skip-certificates
ErE/ANE (R EKLVE T policy-mapping-inhibit-pending Y8R5 HE) o

D XHE EHPE o Bl d) HPORMAE SUNARRTAT (BLAAEIESS A A AT SR 4 S 155 0 AR 4 —

7Y H1ZAT [path-depth] 51| H IR SEME K5 R 5 N [path-depth+1151 71

g)  MWMH KW E inhibit-any-policy-indicator:
— WHRET inhibit-any-policy-pending Ta/mfF, I HAFTAE AR, 4B NI skip-
certificates {6, WHRZEE N 0, WA EE inhibit-any-policy-indicator .
— 4 inhibitAnyPolicy ZA HHILAETE T, IEABATLLF %, X4 0 1) SkipCerts {H, &
& inhibit-any-policy-indicator. T AL SkipCerts {H, W& inhibit-any-policy-pending 17
NEF, FERXIN skip-certificates {H 1% /3 SkipCerts {HRIJEHT skip-certificates {HH I /NE
(WIERELEE T inhibit-any-policy-pending e/~ FF I o
h) I [path-depth] .
1053 B HESRURFR /R FFAL 2L
XFTAAUETS, Z AT LR Ak
a) WP REHE explicit-policy-indicator:
— WHREET explicit-policy-pending Ta/R7F, It HIFPA L F R F AIEF, A B0 NV
skip-certificates {H, WIRZMEL N 0, WA EE explicit-policy-indicator.
— WX requireExplicitPolicy AW HIAEIEHrh, MAPATLL T AE. X4 0 1) SkipCerts
i, WHE explicit-policy-indicator. SHTATIHALY] SkipCerts {H, &X#E explicit-policy-pending 17
INFFs RN skip-certificates {H 1% /3 SkipCerts {HRIJEHT skip-certificates {HH I /NG
(MR BLEE T explicit-policy-pending ¥ /R FFINE)
— ik requireExplicitPolicy #H{:HIHL, JEHUEBEE AR —NMHEmH CA KBIIET, M4
X T UE D, A SRR SR R L S N TR SR AR IR . — NPT
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SR AR VAT A DAIE 8 5 FH P R AR SR bR AT, S I SRS WU B any-policy, T &AM MR
PR E, Cad CARUEARY RINERRIAIGE CA (WIR requireExplicitPolicy [11f
N ORI 5 B A CA, ERMEME P RSHET XS Gl E 0 ERfEYD .
1054 REHALE
—Hl B AR AL BE, A Z SR AT U A
a) M authorities-constrained-policy-set &KW 5E authorities-constrained-policy-set. TWRF K=, M4
authorities-constrained-policy-set ARV E . WA authorities-constrained-policy-set[0, path-depth]
A any-policy, H4  authorities-constrained-policy-set 4 any-policy . W, X &4 —17,
authorities-constrained-policy-set i /e ITHINME, EAWEFRRFF any-policy.

b) W IE K authorities-constrained-policy-set Fl initial-policy-set {NAL4E, 11 user-constrained-policy-set.

) WHRBET explicit-policy-indicator, WAKIEE authorities-constrained-policy-set F user-constrained-
policy-set & AN o

WRATAT BRI, A&k, BRE—ANREIRR . —DNE 9B BRI explicit-policy-
indicator~ authorities-constrained-policy-set R user-constrained-policy-set. W% I& T — N4 user-constrained-policy-

set TGRS BRI, IR ALENIA R SRIS ZAF T, WEE AR, EXHPE, WA —MERZH .
IR e R4S, AR B AR KRN, AR PR PR 26k, Rl Ak, B explicit-policy-

indicator~ authorities-constrained-policy-set 1l user-constrained-policy-set.

11 PKISE#EFE
AN LT BT R0, AR S PRI B SR S R SR R A D )
Sap SR
11.1  PKISHENRRH ML
AP AEN SN L, TR S E S PRI .
11.1.1  PKIF P X585
PKI A XSS T XA RN G4 H, AT LR A FFEHIE TN % .

pkiUser OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }

11.1.2 PKI CAX%25)
PKI CA X %A H T2 A A A NENR I3 G146 B -

pkiCA OBJECT-CLASS HER
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }

11.1.3 CRLA K X B EHIFLFFER
CRL 7 & 55 G2 T2 XE RAEN CRL 43R SIS R 104 H .

cRLDistributionPoint OBJECT-CLASS n={
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
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MAY CONTAIN { certificateRevocationList |
authorityRevocationList |
deltaRevocationList }

ID id-oc-cRLDistributionPoint }
CRL 73 R RAFRTE I E T anff di 44 %1 %285 cRLDistributionPoint )45 H .
cRLDistPtNameForm NAME-FORM  :={

NAMES cRLDistributionPoint

WITH ATTRIBUTES { commonName}

ID id-nf-cRLDistPtNameForm }

11.1.4 Delta CRLX} 52K 5
delta CRL X} G285 F T 58 XA K H A delta HUHTE R (U1 CA. AASE) HIXRIMNE&H .

deltaCRL OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }

11.1.5 ETRIEFICPSHT 5 K7
CP CPS %% 20 T3 A5 A0 A 13 50 5/ 30 U E S e 125 S 3 5 4 H

cpCps OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }

11.1.6 PKELAIF@EMENT52K5]

PKI WAAFIE #% % % 200 F 1w A 5 PRI GBI R 04 H . W0 e840 pkiCA X
pkiUser (114 H .

pkiCertPath OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }

112 PKISHE&REM
AT HEESEEEERE X, HTRASEE DR PKIFEEICE.
1121 AFIERRESE

MU —AEREA CARG A HEADRITEPIET . userCertificate EIEXM A S EA—1
B CA SRR AT EPIES

userCertificate ATTRIBUTE = {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate}

11.2.2 CAEPEH:

CA 51344 H 1Y) cACertificate J& 5 FH T4747 B RTAE T CAsRA 15 » BLR S A CA A 4
i CA KIMEAAR CA AET . 78 v3IEBREM T, XEHE i —1 basicConstraints ¥, JL cA &N
TRUE. &40 I a2 XAikE & — AN A | ) f1

cACertificate ATTRIBUTE n= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }
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11.2.3 RXAEHXEHE

CA 514{#4% H crossCertificatePair % () issuedToThisCA Jt 34 TRAF T A KAE, B T ALk i
AR CA B KBGET . WikH, CA SHi#4H crossCertificatePair &1L/ issuedByThisCA J& % 1| DI &
—ANHAR CA RIS HAL CA MIETF4E. WH—A CA M —4 CA RM—MED, A% CAARNETEZ
AR PR IBCE CA, WA RKMFHE CA MK ZIETETILA S S5H# 4% H crossCertificatePair J& 11
issuedByThisCA Ji% 1. % issuedToThisCA Ji % M1 issuedByThisCA Ji# & # HBLAE —AN AN 1 @ EAE
R, —MET ARG SRV T 53— ME TR IR R A FR, RZIMR, FEB—MET R R A FF %4
RLGEXS oy — MIE B B A EATRAE, RZ R RiE forward H7E BLAE A, H T
issuedToThisCA, AKik reverse HTELLEIRA T, FlT issuedByThisCA.

21—/ issuedByThisCA JTE UL, issuedToThisCA JoZ E il issuedByThisCA JGHEH I T ARIE7EH
FJE s s, eI DARAEE— A 1 B M P SR AA e AN M
TE V3 IEPITGOL T, XEEE A4 basicConstraints /&, H: cA 145 TRUE.

crossCertificatePair ATTRIBUTE = {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }
CertificatePair = SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [11 Certificate OPTIONAL

— E YR AE— )
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

11.2.4 EPHHEFELREME
LA J M A — AN RO E 5375 2.

certificateRevocationList ATTRIBUTE = {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }

11.2.5  HUHARGHTE 2R
DU TP 85— A IR LR 1537

authorityRevocationList ATTRIBUTE n= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }

11.2.6 Deltafiil & 88 1
& XL B MM T 5158 4 H TP i) —~ dCRL:

deltaRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }

11.2.7 ZEHEEREME

FE XA B T O S BRI S RE,  DIEAE 5 R A AR5 A0 S RIE A o SCIRIE T3 Iz 2 2 iy 51 1
BT AT . DUF ASN @ X TA (Z1H) JBH:
supportedAlgorithms ATTRIBUTE ::= {

WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmidentifierMatch
ID id-at-supportedAlgorithms }
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SupportedAlgorithm ::= SEQUENCE {

algorithmldentifier Algorithmidentifier,
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [11 CertificatePoliciesSyntax OPTIONAL }

LB EMEESNE — AN ME ) algorithmidentifier {i. intendedUsage ¥4 HIMEFE W] T 50313t
R GES WA X CHATT ALY 8.2.2.3 1) . intendedCertificatePolicies i {4: {8 JH T~ 5 i 5 5
W&, LUK AT,  CUA A T DA P A D S B E A
11.2.8 AIESEHERS RN

certificationPracticeStmt J& 1 FH T {47 JCFA WU VIR S 75 W 1015 8

certificationPracticeStmt ~ ATTRIBUTE n= {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
InfoSyntax u= CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyinfo } OPTIONAL } }
POLICY 1= TYPE-IDENTIFIER
HashedPolicylnfo n= POLICY.&Type( {Policies} )

Policies POLICY ::={..} - ¥ &2 3% & & 3L --

Witk content I, 54 AT LA DA IIE St 75 BH (1) 58 3 I 25

wilk pointer HIL, W4 name IBFSH AN EAMIE, AT LAEX LA E 3B DE S5 7 I 14
W WE hash I, WA KA E—AE RIS ARG, MIZEFTSHNME LRk EE.
T X BTS2 0 SR AT Se R A A
11.2.9 IEFEHEE M

certificatePolicy /& ' I F {7 JCIE T SR mE 15 &

certificatePolicy ATTRIBUTE = {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
PolicySyntax = SEQUENCE {
policyldentifier PolicylD,
policySyntax InfoSyntax
PolicylD  := CertPolicyld

policyldentifier B {1 3G I T RFHE 15 S0 BIR SARIRET o
Wi content HHL, IS4 FLHEIETHME (K 5248 N 45

WR pointer HBL, WA name FHHSH—ANEANE, 7 LIFEIXLENL T FERBNEHRMEF#E L. gt
hash #FHIL, WA EKAET—NEIRUEBRENERTY], NZERSHPINE FERIE. SR HT
TS 2% I SRS B T s s A

& — LEARJRME AT — AN R IRAR: 4 T 6K (SR A S i R KR AT Se MR 75 . B S g
TR . B A igs, AFEIRAAL. V7l /o O B R T LU T H . B4k, R EIITR T
A1) CPICPS SCAY, th A BRo A 22 At M T (s M (0 BT 11 B A IR SRS (i, SRS REANE M)
11.2.10 PKUEXEM

PKI I % J8 1 F TARAF VR, RNt — R IRE T4k

pkiPath  ATTRIBUTE  :={
WITH SYNTAX PkiPath
ID id-at-pkiPath }

A JB AT MR AEAE N %255 pkiCA 5 pkiUser ‘5144 H .
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HERAFEAE pkiCA ZcH PNy, ABIERES S EIER, XN UM A IR L0 SEARUET . IXFE, B IEH]
TARAFMIESE S, 1% CA AHICIMEIUL X S UETR I o« AR KA T LA S SR A f5em — MIE 0 SR8
PRI 24 S S AACIE P &5 5

ARAFAE pkiUser 4 H P, AJEMEREG S AERE, XSRS KGR 2m I R,
S U, R B A Jm . R PR EACER ARG 12 M 7 AIE 5 1) S8 ST B -

11.3  PKISHE#EICHEH N

A5 RYE 4 Al LT T Certificate . CertificatePair . CertificateList . CertificatePolicy fi!
SupportedAlgorithm ZE8JEPERIVTECN . AT ¢ T T WFr 2 AMEFEL CRL N2 8 ik
FERFFIEIE B CRL AOUCECHEIN o S35 ¥ F 35 DT BC R 0 $ A1 T 060 5 A 4% H ob BT RF A B U F AT 58 S 2RV I
HIfE ST o

11.3.1 iFHHERICH
TEAHER UL IR I X HH B E & 75 5 Certificate 2R 1 B MM T LU . B HE—HIE R — AN —iF .

certificateExactMatch MATCHING-RULE ::= {
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

1 S JE AR P R A5 SR VT I B P A3, I8 A AR UL RN R [B] TRUE.
11.3.2 iFPICHE

UEFSVEACHE NI BB 75 5 Certificate SR J& MEAELAH RIUEAT BLAEL. MOAEANFREPE, EIEFE— A2
AMIETS.

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion

ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [11 Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier  [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [71 KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL

}

AltNameType ::= CHOICE {
builtinNameForm ENUMERATED {

rfc822Name 1),
dNSName (2),
x400Address (3),
directoryName (4),
ediPartyName (5),
uniformResourceldentifier  (6),
iPAddress (M),
registeredid 3}

otherNameForm OBJECT IDENTIFIER }
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
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T B B R BT B AR RIS C T 8 R 6T A, A A A ULEC R[] TRUE, Q1R Fias:

R B A S T HIE T 1, 54 serialNumber UL ;

WA B P A A ESE T HIE T M, 4 issuer ULAL;

WHRAT B P AT ESE T HIEPH1E, A4 subjectKeyldentifier VUL, W H{RA7 B EAN LA
AL S 3 HRR RS B, A4 subjectKeyldentifier AR ;

W RARAE B YA TP A S T B BUE P {E, 84 authorityKeyldentifier UGFiC; 4R {47 @M A
AR LA AR R B, RF R ERNET AN BMAREBEMES, BA
authorityKeyldentifier A~JGH;

W U TR R I R A RN, T4 certificateValid TLAC;

LR I T8 T OR A7 8 VA T 3 F R0 e B4R A A Y, sl SR AE PR A SR A R AR5
S Y e, A4 privateKeyValid JCIE

R EE TR E(E subjectPublicKeylnformation i} algorithmldentifier [¥] algorithm ##f, 4
subjectPublicKeyAlgID UL ;

T AR P R BT At R AR AT B R A B A T R AT T B, B A RAT B A P B AT AT
FHMHY R, 4 keyUsage ULHL;

WA S VALl AR BRI AltNames S0P ID0 Sl A4 059 g, RBLUTHIE T s, B4
subjectAltName [L}i;

WRE DA HILK CertPolicySet i it H ILLECR-AZ R MEAE IR TSR ms Y b, 538 W S DUE 0 8 (R A7E
T policy #EH R anyPolicy, W84 policy UCEC; i SRAE{RAE B A T A AT IE T 5, R4
policy ANL;

BRARUIE B — A SRR, ek I A B A — 4 AR @, 750 pathToName VEL;

L S A R AR (R S IR R A, 54 subject IUAL;

U SRR AR S AR T (R0 5 4 R AE R A VPRI T BB T 4 R 2R TR, O FLASTE R BB HERR 7R 4 T3
HAHE AT 2R P, 84 nameConstraints VTR .
11.3.3 EPXHHER LA

TR0 YRR DE AR M BLAME S 5 5 Certificate JS7 0 g VEAE AR RIEAT L. B ME— Mg — AN 31— 20
SAE %

certificatePairExactMatch MATCHING-RULE n= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |

WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

B A Y issuedToThisCAAssertion 11 issuedByThisCAAssertion 741 7443 il VLIS 45
17 )8 11l issuedToThisCA Fil issuedByThisCA {7 ff1xf A, A4 AR UCECHLNR A TRUE.

11.3.4 iFHXIILHE

WEF XS VLS B {8 525 CertificatePair 1)@ PEHEAT L. BIET X issuedToThisCA Ik
issuedByThisCA iEF AR MR, EFE— A28 AR,

certificatePairMatch MATCHING-RULE ::=  {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
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( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

5 BLAE i BL{Y issuedToThisCAAssertion fll issuedByThisCAAssertion #5171 11 T 7 #8448 23 7 IT
B TR JB 1Y issuedToThisCA il issuedByThisCA it i) R #4184 A VL3R 7] TRUE.

1135 EHHEAERITAS

UE 09 SR A DT ORI IR 5257 CertificateList [1)JE ME(UHT LR, B EAVEEAIR . eofE—Hh
EFE A CRL.

certificateListExactMatch MATCHING-RULE ::= {

SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }

CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

WSRAARAT B AR P A3 VE R T BUE P i A58, IS AR 7] TRUE. W% distributionPoint #14:
I, e R F A L —Fh 44 BRI R UL
11.3.6 IFPFERIGAR

UE T35 B UCEC I % B 5257 CertificateList 1)@ ME(E BT L. &3 TR AEYE, ®Fe—Aak
%~ CRL.

certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion

ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber ] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyldentifier  [3] AuthorityKeyldentifier OPTIONAL }

DR Bt BLE T R BT AR UL G TR A IR MRS I, IS A A VL ECHLUIR [ TRUE, 4R s
RSBV E AT ES T M IUE T I, B4 issuer LR

WM RE TR B EE CRL S04 B 1, A4 minCRLNumber VTR WS R4 R ERNE
AT CRL 5154, H4 minCRLNumber AL ;

WA K T oS TR B (S CRL 53 M, A4 maxCRLNumber JCFit; WRARA @ PE AR
LR CRL SS9 i, #54 maxCRLNumber AGH

QS AR P B AT AT AR FERAT B R IR 5 K 054 JE ) onlySomeReasons Fi{ 4T T &, 7
4 reasonFlags VLI ; 41 SARAEJE MR AE KB Ky e A5 (T4 reasonFlags, 538 W R A7 JE M A

AAATAT R K5 e, I 4 reasonFlags L ;
72 — R CRL VCHC T reasonFlags I 5ANERE(E, CRL 5N A LA S AT AR 27 2% 28 b AR RS BA 40 4 o

MRS F e F R 7 B MEE thisUpdate F4F (. F+ HFE FIRAFE AL nextUpdate F#FH fiIfiE, AP
2 dateAndTime UUJiC; 40 SR AR 478 PEE R 4 /T4 nextUpdate &F, 7F4 dateAndTime AJCHL;

WRRAF B OE — DR R AT R, JEAHIMEP AT ES T %Y R E D — A2 HA L xt
MNAH, JE4 distributionPoint TR ;

AR B A P A A ST R BE R, 84 authorityKeyldentifier VCHC; R ARAF B MEMAE
AT ARG R, HEWHRBREPHTAETEALMHAERABEMAE S, B4
authorityKeyldentifier A~JLH.
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11.3.7 SEEARRRFILED
AR AT VT I BT B 15 24 7 SupportedAlgorithms ()8 MEE AT LS, B AT G AT

algorithmldentifierMatch MATCHING-RULE ::= {
SYNTAX Algorithmldentifier
ID id-mr-algorithmldentifierMatch }

B B AR 4 ) T A B YRR ) algorithmidentifier #544, IS4 3% 5] TRUE.
11.3.8 SEEEICHD

SRS ILFCAR T B 55258 CertificatePolicy (RIS privPolicy HYBPEHRUEATHLEL, HEA
A

policyMatch MATCHING-RULE n={
SYNTAX PolicylD
ID id-mr-policyMatch }

Ty R A4 5 R TR AE B MEAE Y policyldentifier #5414, J84 3% [F] TRUE.
11.3.9 PKI#EHITAL
pkiPathMatch VCHc RN B 5257 pkiPath (@ MEHT LS, FENREMF. FHIEPBK RS
A LA FH A DU R0 A 6 — 4 TP LA T HAS AT 00 CA RIIIE 1O, I 45 T R b 52 o B HiiE 15
pkiPathMatch MATCHING-RULE ::= {

SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

PkiPathMatchSyntax ;1= SEQUENCE {
firstlssuer Name,
lastSubject Name }

i firstissuer HB44 A LA VEBC TR 77+ SEQUENCE % —AMIE1 1K issuer F-BLIXT N ICE, LA
K lastSubject i HU B AAE VE S TRAEE H SEQUENCE i 5 —MIEP X % F B N %, AL
BCAR R 7] TRUE. 4 —# #UCHC R0, R4 AT e AL iR ] FALSE.

11.3.10 HE5RAUEFSILAC
5 (Y 0F T3 DT R UK BB 5 2828 Certificate (1)@ PH(EEAT LLEL . BB TN ORI, EHE—ANEZ
AMETS,
enhancedCertificateMatch MATCHING-RULE ::= {
SYNTAX EnhancedCertificateAssertion

ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [11 Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [6] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [71 KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL

(ALL EXCEPT ({-- £; ZJ g hiL—/4t. --})

AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }
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SRR ERE 142 EnhancedCertificateAssertion {145 &t it yEgevE ., OGS/ H. WiEL
TRAE LA AP (00 BT A S A AR DG E T P AL e 31, AR A AR IEECAR IR (8] TRUE,  40°F fis:

X T serialNumber . issuer . subjectKeyldentifier . authorityKeyldentifier . certificateValid .
privateKeyValid. policy. subject fil nameConstraints {4 [JUCHC & 4 certificateMatch [TTHCAR U o {41 =]
AL S

subjectAltName #f {1 £l % — /> altNameType 5 Bt, Ll J¢ 7 ik 1) altNameValue 7 Bt . i
altNameValue HI, WAEM AT L altNameType T i#) 4 Fro% AH [H]

W E DAL R 445 TRUE, J54 subjectAltName UG :

— HIUER 0 altNameType Hiff, CrRAFRPE(E S HRRUAN ) AltNames #F A% G ATk 44 Bk
R, A I TR

—  HIUUEAES altNameType 1 altNameValue Fh{, {778 AL S R FIEAH ) AltNames
RN R R AR R, IE T TR

WHRFED—ALLF 44K TRUE, 4 subjectAltName VG 24 :
— REBHEAOE R TIEATRY R,
— PREEMEA SN SR LY, (3 AltNames 35 {5 AN AL G0 S IR T A RO R [ 2 70

— HIAEE A altNameType F1 altNameValue 344, fRA7EEMEECEWIAAHE R AltNames 34
SR AR R, R MHIE TR, AR EL & H B T s 2 2 (R AR TR

iR I 5 altNameType F1 altNameValue i1}, I HARA7E M AL & #5288 AH F] (1) AltNames -1
MG EARRY &, KRB IE IR (EXZEET, S R0 07k e ISRL 5 A o SLE T IR, B4
subjectAltName VCFLE R . XA HERE H T HFARERASE A ICAL, 504 2 T S0 ek HIT E R I LLE

BRARIEPE — N BRRARY 8, S XA L 2 AR E R i — 4 ARl %, 50 pathToName VLI,
B, W ZRIHE B TR R, XEIE B R — AT IR s R, %A “de=com; dc=corporate;
cn=john.smith” , WA REMETAITE—NHHTRSAH, MREEDT pathToName #1654 DN.
EFEAMRARY RAFAAEP ORI T “de=com; de=company A” ) ¥ ICiE5e B % H S iEB A
TEIM BRI AE,  FEPH I TC I A A A 75 W ) T LA

83 H s — IR PR HESE
WA 5 S P E TR A 4 R A FSL AL e (PMID B 7 A6 . X S SLRI W e 56 Ay 1 2n U 1) 42 3
RIS SRS

T — AR R PEE B 87 258 M BR 45, sl — NSy e HImIwE SO AT E S
UEAS, AT LUK — MR AR E T— A eths RPEIES A SR L, G — N RN LA — R B RF IR IR
Ty R, PR EAM T REATH ZE M IOMOY . B, RIS, R MR A RO TR AR L (i,
JLoMEHD AT T 5. R T AR IR U RO — AN SE R RS B IE TS, 84 ) A EERENS AN TE
HOLRE, WA AER—NATEBRIE TS . HGH s o — A m T 4 A R I DL 77 2. $i0H
TR A RVEI S 2 #8023 ARG — N REPMENURIR — R SURGH T Ly g o At e SCT B9
Jo AEAEF RGN IX RS DL, JEA AT AGE mT LIE SCBAMA . O R e S84 T I8«

FEX N FMEIUE T2 A7, A R S8 AR MEUE Tt 2O ZE BT A A . PUTHIME S R B AR AL E 3,
BFERUE A B 5e 80 HOROs RS Ot vl 3 (A AL AT B

AHELEAT AR Z W TuER, AR R I . BARSE 4 SCT BERY, (HAHESLR] LAAE LU R 3R 5
HAE T, R SCREZL R AT PR AS R R o B, A7 AEE TG SR AR IE T AP E . R AL FE AN A i th
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AHERGY KT8, ENTA RS G . AL, EARIVE R GG TIXLE N, DRI R DUON RS 7 S48 ¢
IR PR E SC R

5 T A R AR UE A RN 5 b A DR A TR ek

12 BHIER
ANTFBARER RN B TR GRS, LT, AU HAb 2 2RSS, BB e ek . SRR, L
BVERZAL . FEARRVE AL T A FE . B —NMEEUB S 2 T— AN E A IR

WFSEI R CAAT SR T RS SR IR, IS4 5 SR SR 55 45 65 1R 28 T3 B T mT DL et
WBUIRS . ATFEYREBT LA — subjectDirectoryAttributes 37, 7 EUE 5 A T YIE X G A < BE
FIHEER . ANUEIZELL RIS TR ATER, BURBATFESHET (CA) MU R ARG (AA) |, DLEYF
B ROPIRE N A TFESIE T A RO . oS EN AA. WRAE A TR P AT S 15 W ire
X R, AR R RIRE T T E 1% A TFSY1ET subjectDirectoryAttributes 37 & 15 IR 1 BT ER AL

FEH I T OL T, SERRE BRI A S AT S HIE A BRI AL A5 iy o R BURAIAT — A SR AR i«
FRIRFF AL A LA AL AN T2 [R]— SEAR R BN T3 SIUE TS RN, A RIRER BT LA R RSN (AAD R
IR A LU IR B, B “ /507 SE T 58 T A TTEPRES K4y /8020 T A AA KRSk
WEFB . AA RIS JE PEUE A (KA S T — A RIS (KR AU BLEERE B0 (PMIDD , JLE N RV B AT DU AT
PKI. [AlN, =3 ZIAMFAE—FPRER, St ml DRI PRI A P A 80E R & 1 5

121 JBHEIERSH

JE MR R — AN AL TR R AT EPNEB G . — AR LA 24 5 HAA 2 FF 3 PR A G J8 R r
oo AZRAFMHUG D —D P BEQIE AT PRES, XQIEEIEESS; F5% 5, HH 5TIE S TS, 1
H AN R R BLAG A7 53 R J80A T8 E F R P AE B iR s b, RIS R L 222 01, ckexdh A EHL
(CA) RIHH) AT PUET R BN (AAD AR B PEUE T REAT RS 76— SR A SEAR IR R 28 T 485
LEFS ) CA SORRBUBHEIETS K AA PIFREE, SRS 12528 Jm ML B 0 s PIAR F) 12828 A JT 3 PIUE 5 (1%
Plo RIBNUEHNAIE TS AR 7] S A EAREE R I 1S T 2 A

JEPEUEFS E LT

AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}

AttributeCertificatelnfo ::= SEQUENCE

{
version AttCertVersion, -- ji x4 v2
holder Holder,
issuer AttCertlssuer,
signature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}

AttCertVersion ::= INTEGER { v2(1) }

Holder ::= SEQUENCE

{
baseCertificatelD [0] IssuerSerial OPTIONAL,
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- FA AN TEE PR 69 KA K A ) 5

entityName [1] GeneralNames OPTIONAL,
- SRR A &8 LR
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

- AT AEEENBAE, Hlde, —ATITH
-- baseCertificatelD. entityName 3, objectDigestInfo ¥ Z 'V i H J— A --

ObjectDigestinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {

publicKey (0),
publicKeyCert (1),
otherObjectTypes 2)},
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }
AttCertissuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL }

—Z VR R —ANRAE
( WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificatelD PRESENT } |
WITH COMPONENTS { ..., objectDigestinfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }

EARFMJEEIETRA Z (7], version 2 XA S AR AT h IEVE AT KRB0 % B IE T, version
J3v2,

Holder 7B TA% 15 J@YEIE 45 10 5 47

WA HIL, 4 baseCertificatelD #4:fE — MR A TFEYNE T, TERIH X8 PEIE 1 A R, %
e RENZFAHZ S

W, A4 entityName # {2 — N ENFEA HIAFL. WA entityName 4 HHIL7E holder
e, I8 A6 R 2R A5 75 WA, AT (T4 b — AN B RR K 2 TF 25 IE 15 2% G vl 1 % 00
EZRHEHEN S . W baseCertificatelD fil entityName — % #HIL, H 4 N A i baseCertificatelD
FUEMIE . XS, B4 entityName HAEMEG— AT H, KA B BUG UL & 07 S (0 A JF 3%
FHIE TS .

E 1 — A GeneralNames SKTfiE Ry & 777E X, XM RZFAH LK T HEZFFHH K
JBCRS BT H B, Gl R KR AR BLSEEDN A S . A, TR I A PRI R 2 A TT 3 PTIE IR 7
U5, A EPEUEAS K A8 RENSAE A TBRF IR 1 A TT 3 DHIE B IO CA PATIIEERUERE . 534k, GeneralNames (1)
KL (i, IPAddress) S NG S T i 4 Jm M P A2 10, JCHAE R 22— M A2 — A Ul 8
1K}, GeneralNames S (F 4545 B bR T I 53— AN RDBURE 2402 v P 2 AR TE s T R I LA B4 7R
EiEp/SURER

W HBL, W4 objectDigestinfo i fFELE T2 #5547 & 10 54, BRI HATMIFEAE (B, —A
Java /NREFF) o I BB MR R SRS R . B R BURAE S I 7E objectDigestinfo . 1]
objectDigest M AHfE i A — ikl . WURTFHME, A THHHZEEIET AU B, W FfE
B AT E

—  CHAFE—AIEATFEAEGIRN, WIREH publicKey. HFI—ANATFEAAGENE— e —MET
CBIAHTR s A E T L BLE 2 ME B D o 8 TR MBI ER S AT EY], A% A
TP ARIE AR S, AT E PR M BUE — D ATTEPIE . R, B sk
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¥ J% %] SubjectPublicKeylnfo #iti{[{) DER #ifd. 1. X{4h Algorithmldentifier LA
BIT STRING. ¥ 7&: WIER O AT B HUEAS 3B A O s B N A T P9ME, IBAE 7 RE
(Fltnn, AT HFELFENSED , WEMRBALHEIIM RSN XMEL T, HIIIE
A ATE AR S HINE, BT REA [F T BLE A TFIE 1551 SubjectPublicKeylnfo.

—  BHGIATFEPHERN, Ri8Y) publicKeyCert; H{FE X AT PIEF R 4EA DER Zifid, 45
FREN L.

—  MEBIAR A FFEHEA TS X% (B, x4 i, Mg otherObjectTypes.
WG ARTU () G 3 T DIAT B2 o Bl 00 0 308 38 4 b 5 T LI 3o 1 A 75 W FR0 28 TR b R SR o8, B
R R BERR AT, 04 T8 6 % A8 S R A o
issuer B T1EI5 AA S 13, AA iSTRBGET
—  WRHIL, B4 issuerName HLFREE — D ELEAS K ICE AR
—  WRHBL, IS A E AT YIIET, baseCertificatelD E:HE K, WiZE
T, RIBCE A%
—  WERHI, ISAGEI R R CE PN RBIME B, objectDigestinfo F A K -
signature 3¢ T 507 88 B YEIE T s 4 1k
serialNumber /555, &Mk — i & BCE S FE A B PEIE P

attrCertValidityPeriod 7 Bt T 4% ik I (8] & W1, 2 sb W), A0 J8 PR AE 1552 B 2, 1 18] A 391 BA
GeneralizedTime #4775

attributes VB SEFE B HIRHBEYE, SIFE E EAERSZIANE (i, $580 .
&2 — {ERMERR R MEE BT, s ST L
TERTEE A T B 5UF 7T LM H] issuerUniquelD S s & P 1 i) & i -
extensions "7 BL A ] J& 1R IE 5 39 g 7 B o

WRAET B HILT RMICE, AT BARMRC N CHT, WAKKEE 1TU-T X.519 @i | ISO/IEC
9594-5 55 12.2.2 F5 TR A4 REMERIN,  ZME X BE R AN K G 3R

AR R R BAE AL AR D TR, fE A, RRRCE T R . N, mipTiR, 7EA
B 43 b SRS J t af LUE T4 1 subjectDirectoryAttributes 37 J# [ A T 3 H1E 45
122 BHEAIEEB

BN AFFEYRESS, WReFR EAL A KBRS (B, & AT A RSN N A D o BRI
ASN.1 (4 W] H TR — 4% J& PR i o B -

AttributeCertificationPath ::= SEQUENCE {

attributeCertificate AttributeCertificate,

acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {

certificate [0] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL }

13 BN . SOARREBHHER

JEMENR (AA) ARAENR (CA) &4 L (WERETZENT, YWE L) RS, “S47 Ml
R ar L CRH RN Z) AT PML. M, 34N PKI, 445 CA, 75 PMIEENLZ R, ] DUEAEAER AT BB
BAR CA L Sy INUAYE, e A B s RRUHL . Rk, CA BB AU —A AA, DLIKAERHE
X BRI PE T, AT IABSARRES 7629 AA (1, S AFEE S OhE B e iEX R —NMEE) .
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U (SOA) SERFRURIEH AT LA, R RA T THRIR — RV SR L [ 588 SOA FEAIHF
SEMTIRE (BN, — NEABEEEL 59— MBI ERABO . A BUETTLARSE] SOA KBS, SOA A% —1
AA, B A ARBAE S, FEUE PR IR X LT fk . SOA BT PKI il —A “M CA” = “fF1E
Him”  FPRURIEF LDt SOA ZF MK UEF . TERLEHIT P, F2 CA MTLIEN SOA (¥92 A5 jtE ™
Rl ZHERR AL T — SRR IR L FEILARIREE D, AN AR, T E AR SRR T LU
3 SOA IS A RIBLIAE A VE (I T L2 9 -

AHESIE RGN, REMS I AL AR ISR R 2K
a) EVFZIET, PrafRme — A AA ERARIRE AR SR, B SOA.

b) IR ] RE T SRR AT R (R, IRIRRIE TS AR A, PR R RN R (K M (R IR
EATe SRR S R IRE XSS A R BUR B R A 0 A B IR PRE - rp 4
IR, B I A S RIR (B, AEAMBCED

e AHERL T — AT RV SRR A AT . W SRHHT AT, 4 SOA S fL¥FfEN AA Filt—%
ZACR R SRS IREFAL . ZACTTLURIE T ) AA 4REIEAT, BECIRAIRIRG — A hE
— ST 2t SEAR . P IR) AA T RERENS th il RER RS A1 ST 2 S AU R B I
&) FERSEIREE A, [ ESARBE AT LI — A AA, TTRUE R —A CA. X R — MBS AR XA
U IB AR A O MR HILAE L S, B B A JT S5 403E TU Y subjectDirectoryAttributes 3
JEP RN . A, ARSI AR Y CA B AA. fEf5—FESLF, RIUHEHE
PR A TR PIIE T RIFIREEBL o
B YR TR ILR B R AR AT I B, A PRICRENRE# RS I LLEIRAIE &I

FEARTE A T AR R — D RAITHA T, FERZEIEE LA AA, EREWAIE, LUER
Hofh AA ZHEZRAL. 28 B i — ML ZAE RS (DS) , FEHP SRS — AA CERESIANGE
BRI AC A5 KIBUETS . 1% DS H S AR R ZER T . DS B LURRIEIE AR, B LIRSy
BERFEHIR P ZAT R BUR R FEERI S U B il — D EE N PATZEIEH DS IRESAIEA, TAGZ Hl
HIRAARFA & VPRI — APl SRR SR . TESEAN RGP PR R AR, I PR L A 45 8 5 0 SR A
EHPOEBATE S X DS RGBT UG MAARIMIESRA. LMY, B SOA MEBURIRG R
o KR B AR AR AR o AL, MBI TZATR A A B S MR, R BUGRAT #iiE
3R DS AR EANREFLZIT . DS KGAFFHZIAL  HUEAREN W IZF SRS A, SOA #AL DS ALk
A BGRS AT F R AR PR o 58 AN PCER LT3 MR, B T LURBIAME DL DS SEfs o — A
[F#, FETRIRFF LRI 2 DS BB ZR A ZoR . HREME N R AT #H . ERXFEOLN, 2 A7E th
SOA K J&4; DS (11 AC H4f noAssertion " JEHEAT B E . DS 3 SN — MR KA »

LEPA AL BT R, SOA #WM N8 AA KU TEAFR . 115 AA 1R DS [n) HAB R & RB0X L B 1 7
THE, T EERAI R, DS Rt AA B SOA AT B AN G F R TR0, 2 — il B AR
W, DS ANREMHMTALE, 257 KA A2 A T T & 4t.

131  BHIERP RN

SEAA T LA A 5 SORSRAF R AL :

— A AA FTRUE BN B AR E SR O TR R AR IR G — N SR (rTREsE e THA 53)
Bl BREFEANE=TWRT) o B PMRAEAE— AT AT AR, JEEZ JEa H—A

AR UE S BEAT A B, DUEMUE B E . A R LTI RER A, TG o AR H RINR B
1r8).
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—  A[EEHL, —ANSEARTTDLESREA AA R — FLAIEE, IBAT LLEZIE TR (AR FhiEsRkat
A, IE SR U7 A A SZ ARG I BRI I, 3 SR S B i R iR
WA TEWAER S, AA TSR SSRIRIR TR B IX AT RENS B L AL, BT CA X
S /BN G a2 AT A
LU MR Z —24 TRUE [R5, 5T PMI @ PEE &R 2 G i i
— ARSI T A E TR IR IR A, A2 19 (7] — X S R T8 T3 B A5
— AU ZRRUBEFRENA R R FIREG R A
—  BBRUNAE G AN TR #H A FFREYNE AR A dr RO TR AR D - B
—  RAERELIN R ARG TR, A A R0, X LG Th) [ R S 22 T P 1R 28 T3 A1 0] el H A
B2
132 ATFEHIEB P RRAL
TERLEIRIGE d, KPR CA AT A EXRZIICHE . SRR AT DL H B T AT HIET T O K

WO RE) , MARKBEMEIE . EXERT, AT ATFEIIE TN
subjectDirectoryAttributes ¥ & .

TELA MR 2 —h TRUE [ERIEHT, ARHLHIES S 5 3E 1
—  MEMPE AR A CAR—A> AA;
—  FERUN A SR AR A TR S AR A K
— AT, 83

—  RFRSE, (AR —AZHE, WEBH AR (7 subjectDirectoryAttributes # /@) #EA
HHFINZRICSE, SZFCH M ITE Y ey R 45 i T30 1 1 BT A R

14 PMIFH

141 FH@EER
AR AF RS BIAY 3 AN SR R WL R W R U R .

XGOSR B, IS UG I RN rp o 52 ORI BRI 0 B o X PN IU X 04T
PR TR (B, XM ST B ANk, B C VR H T M BI5Es SR LU AN SR RS
FESCrE, B BAPATRR I3 o AR — A Goa] LU —ANEAS I AN ] R AR )
*%

RSP Y A IR R B 0 AN 68 T S 75 W LR AL PR S
R AR UL 5 2 0 22 T 75 WD DR SO e 5 A S 1 35 2 75 78 40 TR S
T /AN S R AR E T A e B T 4 AN 3R
—  RERUE I AL
— I RRRE N ;
—  WBUHSCHE, AT AR s AR
— ISR, XSO R
REBURAAT 2 IR B T HIE P R W R B S 4L, PR 8 R S TR SEms e IANE
RIS o B REAER R A B ETE o (B A T2 1519 subjectDirectoryAttributes 4
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JEFD el LT A SR Th SRS R AU IR, s ) DUOE o BB VAT R AT, i S, SR
BGEL AL Attribute #4525, &8 —4 AttributeType Fl—/~ SET OF AttributeValue. H TH#lZ kL
PR S S PSR PR P LU fRT B, — AN P4 INTEGER o—/> OCTET STRING. HAbJE A g3kl
L ISR 2% . EFE D 4Rt 7 — Aol 1

SREAS SRS FH T 0 2 TA A St AR 5 6 B T 9 AR P i Ao FH VW 2 S 008 R AL S 2 o T R AU 1) 58 4K
PERNELSE T DARY . XHE IR RMEAFAE AR Z v Betth o — N ARV AR A AN FLIE AR A SRS, 17 & FU AU 5o
o IR RIFEAR MRS Z B . o) — Ao AR S SR e Seng o <l m” , NALRS RE T g —
ANSEAR, I RGP NSRBI AN . AR X SR AR 2 AAFAE A S AR . (EAIVE P sE T I FAE S 1§
H R BRI A BTk

RS FH T B2 AR e AR 1 T TR o i Uit, e MERF e ST R ASLIG UE 3 3 AT BN A o N8
HIRFRER S “ 87 , DME e n] DIHEF DI R GRFSRINT S, . NS FERE I .

TEARKE T, A RBFBUER IS & SR ANER EFRUEIL T B D B8 TIHANEEG 7, el T E .
Ak, X EGEG IS ARAEEEET DT F I H ), BRI AT CRERURIE ST 4, &
M R AR (RS2 X BAR IR T UL B 1.

PrivilegePolicy L OBJECT IDENTIFIER

WIRAHSG, A FPRBEAR i A 75 B T Jb /AN T 5 e 2 1 00 e S s () A0 (g, AR S 140 I i) sl >4 i 4 e
HPr) , i Feae AR vk, e AT A SR A S o AR B (A () U 5E A e — AN AR Hb 1) R

WA DG, WG RSB AT DS e SCRY 1 J8 M Bl SR AR, a0 AR AN 3L & BT ALk 10 03 AN (R, s
B IHLE M o X 57 V2 U T ALE A DR IR 2 A 28 v B0 0 G 7 VTR 1) J@ P 15 b 7 A A i 6
e AT LUEAH SR B X S I S5 i RO 5 T DABR S 3. aT AR AR 5k 11— Rt e AT 4. it
T LATE PMI JUR 248, FESCRSAHDCH) X411 4725, 78 EDIFACT #HE A& Berh, SPe by, sEE
SRR Y R o e AT g A . AT kM, TTCAEE PMI N, 78 50505 0 m e B, s e k7 4
fitho o HEG A P IE ,  JG 7 1 AT ARD6 G 07 1R U

—AEFBUGAEE SRR AA Z AN DL YE R R B IEEEFE EH T UG hidr 2 AR AA
KIRE EAT B AR, FAEAEE BT 2 A Z AA RIETD CENFEZIREM EAABMHER) , LL
AAEVE YT ) F AR R T

HTRZ B, JEEUEAESE n] T4 BN [F 2R R R . ARSI AR TS, WU 5 . AR
UOAUF S, JUSTFHREIR I N FH B A8
14.1.1 V7R EHTa8E K PMI

X7 P AT — MRHERRRESE. (ITU-T X812 @15 | ISO/EC 10181-3) , &l T — A& T 1500k vy I 47
NS N ARTESE . BEACSRAE T —ANA KT P BT F 00— AR TG 5 7 1) 2 SRRE 42 o By A — AR TE 2 A s,
T HIAAR T 5% M2 MR R,

IR RS B384 78 2 U R RIRE 2R R () “ R M.

IR IRRFAS SRAIE 4 78 4 U R s HIHEZE R 9 “ U i das il v i3 (ADFY 7 fifh.

A FRE R T 7 R B X 2 5 10 o) I 7 ) s A S e o I “ B bR

IR A IR PR B AR Sk 6 B U ) 4 RIREZE R i “ R SUE R .

FEAS IS 118 AR RO N Tl LA S Uy ) 30 SR, DL SR U () 32 S AE 28 oo SCIK < U () 448 361 SR s
G 1L R

68 ITU-T X.509845 (08/2005)



ISO/IEC 9594-8:2005 (C)

ABERYSCAFAE— DMF IR A R 2% LA, A RS PMIL. JUIE, S4B UEE R A BUR 2
TP MG SRR LG K 2o GOk, AR X R AR A B ORI ZUA B 7 AL AR (K 5% iy AN
AT RN . FFBUISAUEH BRI A AT R, RIS B T IEMSB T8 KA REIL 238 0 5057

14.1.2 ATVEBEHPMI

RERTTTR N —NFRERIAMELE (ITU-T X.813 ¥4 | ISO/IEC 10181-4) , B X T — ML A /I
BRI AGEAE . AR T — AN AR T 1 — MR TE 5N T AAEZE T i I — AR E 2 I (i igs - T8
AT 5 %050 2 AL R .

A B W45 78 AN AT A UAEZR A 1) “UEda X 57 ok “ Aol M.
ASHAE (RS BUIAE #7478 2 AN Al A DAEZR 1 “ kgl 177 s “ Bl ” At
ARG P T 7 WAL B VA R A AT AR O AERE b UK “ HAR”
ARG PP R PR AR Lo X B AN TT A AMESE AP ) 7 A 6 IE DRI RIS 7
FEA R BT IS BRI T LS AT S UMEZE R B AT N LA 3mE 7

142 EHPER

Fas AR IR FH - 38 dnfrr 428 S OB S 7 iR RV ) o BRI RS AN R SRR W . SRR S . ST
e FERURRS . MR E GESWLE 3) o FRS HE BEGERG Sk B HUE M. IR BT IR i AR A 154
UG B AR IR BRSO W 505 1) % S 7 VR sE i i) R RORM U — 35 #vT LUE 2 H S 5

%mmm\\\\\\\‘

% 75 15
CRED
R 45315 5K
REAS s B X.509_F03
CREBO
B 3— iR R

BB 2T I A TP BIE SO 09 0, oot Aot B B8 000 3200 5 T T4 5

143 ZHER
ERAEIREE T, ATRETR ERAUEAG R, ARSI AN, FEARER T AR . RO
i 4 AR RERURIERE . SOA. JiAth AA FIRFBGR IR (il 4 Bis) .
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Ui
Twwiﬁ// \\gf

T 1 ML AR AL . A 1

L (WECEERE R

X.509_F04
éﬁ%g\\ UL

£ 5 1
e

B 4—ZFeia

MR ZEFCHIIEL, SOA RIES W YIA I, KEIEH M BFA ZRIRIE . A, R
. SOA BB AHFEA N AA, JHER TR SAFRAL (BT IUEAIRIE— D2 2T 4 IE
b fA. SOA FTLUN RERS 8 I ZHEEMATAR (Biltn, BREGDEHACE, WREIREY SR EIRM AR o« £
PG PR BT B B, XS] AA R DT AR SR AT GEFTRATE AA) K58
JNZAT o WSZATI— A SRR, AR AA #A R DLZATLE P A MR BUR B2 (KA. 24T i T LA
BRI AT AA FIRED

AAENZAEN, FARURAEE FEA) SOA F AL sl FiX S BB A T A, o AL R & m] At
P RELE Bl 4 F X SR AT S

FAAURAE T FEAT SOA 1N RN e R AR LAY . I ARV BSUE W2 OTE B AN 2 i SOA AU, T4
FEBURAIE KA E — 4 WEFBUA I B IE T3] SOA RTBCE T MBI B . XHZEACE BTN BN AT AA
REBPIARWHIRAL, LRI I 4 U R AT SR AL o

XPRFAUE L PEUE A5 77 AT AR KIS DL, ZRATIE AN A T UE - B, UE TS0 B BT T 0 A 2B AL B
T K& BRI A TR PRES . Ak, A TFEPIUE B AL BT S 3 ) 2 SE P R 5 2 B RG FR0 BT7 )
FABAEARFR o

— A ZHUB B B A A T EE DA, BASSHATFEWIE DA, WS, FE—NEtEr
FAFHAF BN AT Rl KOs Sem M Bk 2. RE, QURBRIR, 78— ANA TP BRES h3RE
BUOZEATEH HESE I R TG B A TP HIET R ZAT. U AA A RE AT . O SR BE BT AL
144 fER

FEOSRAL T — PRI ) 5 MATRIRRA B i AMAR B FRIRIE TS, IXSEE I i 1P e 1o A o)
PR EAHRIR — A, T A ORISR 0 A (A RRARIREE G NORFAL, 1A JEE 8 4 TE 45 1) B AR
A HARIRER . B, 220 0 R B R IR e PR IR A (M RGHAT BT, TS0 [ 45 AMASR IR A (6 fRAE
o MEIRIRIET AT LUEEMEIE PR A TFEYIED . A EMNEUEBr DUEBEMUET, EATTLUEATFEIRES. g
FAF A OIS, AA T LUm A7k (Bltn, AT UAEA M AGAE & HEA TS SRSHL A (R IREEARL

AR #2 AT R -

—  ATAT AA #BTT LU SATA H (6 1 €5
—  ATLMEEANIR] (K AA S ORI HE A (04 B DL RS (010 45 F 0L s
— AW FATAT AR, AT UG R R BT 2 LK
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— AL A RN R A TR FEIRAT AT 4 1) v

WA EIRIRIE TR — B HEIETS, #4 role JEMASEBIEIE TN attributes #R4EH . WA (AFRIRIE
P ANATFEYHEE, 4 role BMALE1E subjectDirectoryAttributes fFH. 765 —FiHSoLF, W57
ANFFRHUE T P ATAT A MR B 2 ELBEFR YRS TE DX SRR, MAS R FRIRSS #0 € AR

DRk, B0 B 2 0T LU A (AR YR AE TR 3R A SRR BB AE 2, UE MRS R W 3 A — MRRBR I A £ (i,
COILT B CTIET ) o I, RERUIG R AT LU BT S R At T vk S 7 I 1 A R G TR REAL
DA i 5 /A T BRI PE A ERSEIE S ol T H

SRR 5 B TR A R L. 1) A R YR IX SRR AT LLEE AR TS AE TU Y PMIT e, BRAE
PMI 4h5E/ (I, {EAMBHTECE) o Gy A apyair b il f R, A ARTE IR gL R HLH],
R SEBRAZUE 5 5 RS W AH DG CFRIRIE B MLt . S T LIS A (O SEE - R FRA R S Sk, S (g
YRAEAS (9 S50 v LA A CORSEIE P (K R 80, R e se A n] DL g AT A B (k. NS o F-E
CBPEEBEA TR YRER) v LR — /M ARIRIET, a8 HEE N H—ME IR IR . A, —4
FAEAFGUE R — A A eSS

T — FERCHESE A A0 104 FH P AR BB AR T 52 2%, SR N, I REAR Lo T 53— 4 i BB I 24T
o S ETRIRIET B AT S 0T BeS SRR AA,  FHnT BN T A T8O R IE T 1) AA.

144.1 AfEMHE

FEBUR MR — AN AR B, EAEARE RN SEE 2 W AP — ISR AL
XA g, T MFPEEIRRG A0 XA EREERTERE AR TS EEZ .
role ATTRIBUTE ::= {

WITH SYNTAX RoleSyntax

ID id-at-role }
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [11 GeneralName }

AREFRUE MK T A% A (R IRIE 1O attributes “FBL. WHR A GAIRIRIET A A FFHHET, I AREERE
F T4 351% 0 T % 91E B 11 subjectDirectoryAttributes 17 i .

WHHI, JE4 roleAuthority i O EHATT IHLAY, &7 TTRBA BRNEIE T,

it roleAuthority HHL, J HAFSUIGER A H] — AN A COBLYEIE 15 K00 8 TalR 45 A (L IRAA, IR AR
HIGIEPH issuer FR PN E /0 MBI —NE roleAuthority FIAZ TR, S B4 BUAIE 218 T A (0GR P 2 A
BT A T IR 45 A C R L, IS A AR R A0 A3 1 v iy 44 FEO LA St Fi IR X SRy BRI L oA AS T8 AR ) e
Y2 .

Wit roleAuthority ANHIL, IR K HAD T2k 2 S S N I G o 5 A CYEAE 5 H T 17 ff1 ds
IREATS LR, M6 IRIRIFE T H (1 roleSpecCertldentifier 37 /& /& — Rl SZHLZE & (1 772

roleName {1 T+ B 35 % 8 P 00 Ay COFRIRUE A IR FFAT 2 Il WB AN A GO FRIRAE AL o I SRR IR 7 31—
AN CREE A R E SR IREGT 2SN TR, IS A% S0 (40 T At BUZE A (U UTE A5 1) holder "7 Bi

145 XML E BB
FEAURVETE & — NN R 2 ) 8L, EARTEARRVE RS IR Z o AR AT RS &
TR T —ARBEN, EILP T DR AR T AR TE XML Gifid iR .

xmlPrivilegelnfo ATTRIBUTE ::={
WITH SYNTAX UTF8String - &4~ XML % 7% & 554345 &
ID id-at-xMLPrivilegelnfo }
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Al LRI ASN.1 8% XSD e At @ 2R AL XML 5 .

1% 7€ UTF8String 1) XML 7522 B %511

PUF2&—A ASN.L %, HTwX—1 XML fitaJgiEim, JiR—/ MR XSD e, LA
K= XML S5 o Sl & —AN % ASNLT Al XSD J7 2 Sl 4R 2 A5 2 i sz, m LAl S ASN.1 BY XSD T
HIATIESE.

B  J5 ZEe U7 AN IDS RATHUR RN A (0 4 FR 1 F (0 8 2k

CERTIFICATE-ATTRIBUTE DEFINITIONS ::=
BEGIN
Role ::= [UNCAPITALIZED] SEQUENCE {
id [ATTRIBUTE] XML-ID,
authorities SEQUENCE (1..MAX) OF
authority UTF8String,
name UTF8String }

XML-ID ::= UTF8String
END
AR XSD Jy &2 — AL GUHEERD 58 X
<schema xmlIns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="1D"/>
<complexType>
<sequence>
<element name="authorities">
<complexType>
<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
</element>
</schema>
5 b Jy 5 S S0 — A ST F R, S A xMLPrivilegelnfo J& #5714
<role id="123" xmIns="http://www.example.org/certificates/attribute">
<authorities>
<authority>Fictitious Organization</authority>
</authorities>
<name>manager</name>

</role>
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15 R EEIEEY R
HPR/FAERZ HE, TR EREU MERY . ST EAS e i, @®R4ETHIEBEM (7
ol LU R (R

T SOA FRiRfFY &, SHTATA LVEFGAEAFF LT 8 8, #0UE 78 A TS 4E 104 [ X 5 48R
ERLA TP EHIE TN (EDH BT subjectDirectoryAttributes 47 /&) , A fEAUIETEN o W1 BAE A TSR
WAEFTIX S 8, MBAi%y &M T L LA subjectDirectoryAttributes 4" J& ' (1) B F5 A

FHT- 05 J8 M F RO B AN 1 B 7S B2 (ACRL 1 AARL) T LALEL4{T4f CRL 8¢ CRL & HY B, & X ixik
% HAE o T HEAMIYESS 2 343 # [*) CRL Al CARL M H .

AT TR LR AU K«
a)  ARAACE E D IXEIE YR TR SRR U RIS R
b) AR REEIE R R TR AT S O RS E B AR
o) AR XGRS RAURIR AR O, X KR IR TR X AR E BRI AR IR .
A e KUY R TR S E A A COTEIE T A R
e) &t XELUETY R ALVEX R IRFAL R SR AT B AR

151  EAXRSNEEY R
1511 &k
PR 5 3K 5 FEA R R AU B K
a)  RIBCGE T E RS TT LS RS 1) 0] b 7] 15 5 2 s
b)) RIECE R K S M UE T I [ R 8 (IR 25 98Ik 55«
¢ AIfigi ERCE W R T R AE B A Y TR RS I 58 /R RUG UE
&) RIBGE T E R RS BCE LU, I X SRR W T LU IR IR R A o
1512 EXARSNEET RBTR
EXTULT Y B
a)  EFRHLE;
b) B E
o A il
d) TR 6 H A
e)  AlHERg KA
£ ZER
15.1.2.1 BRIBEY &

A AA T DU IR ) B i ke B RIAE 5 (RN 1) J 0, R IR ) 9T P9 R AR 3 T LS R 5 A
JEFREF P HRIRARAL . B, —A AA ATRURTSC— M THIRF A UE S, XS R RefE ] — S 2T
LA B4 9 G RF 5 sz AW, TR, ERAEHO0N, nBUE MEBA, TEAl T AREn, HEEL
WAL A PEbL .

AT BUE AR

timeSpecification EXTENSION ::= {

SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }
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A JRATLAH TR AA (1045 SOA) R4S % SEAR I B VR IE BB A TR ATIET X SR mT LU RFAL
P, A HAD AA FIZ0m SR . A RAHAINAEEE SOA SRR RAIE sk lg: AA CENTATTLL
FERFFAE D IE .

WERAY J& HITE R IR HEA S (EA—A AA) MIERH, 4w RIEH TR ETEIE T IR AR R AL
P BN DU I TR S s A s, BIAE IS TR J 1A AA BEf8 R TBGIETS .

T Ay B A RO S S IREB AR, LAY RIEhRd A ) (RE i a Ay g, K
TR TT LA 2 SCLE R I [8) Z A0 R IR A2 TE AT o

WERAY R B, ARG TER PR, AT POl 4
15.1.2.1.1 B} RIFETEICAC

I [ R G R U B2t B2 75 55287 AttributeCertificate 14 & PEAEATIR] o

timeSpecificationMatch MATCHING-RULE ::= {

SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

WERRAFME L timeSpecification #7788, I H AR HH AL H B HH &2 DL RS T CRAFE P (o0 R
R AVE FE RN K 32 [7] TRUE
15122 HIMEERY R

HAsAE B BN A5 & T UE A5 100 1) — AN I R4S 23/ MR 45 4 o 3 AR R 1 J8 M I 10 7 1% L R L o 1) R
54545 BT H

AP BUE SCATT

targetinginformation EXTENSION ::={

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation }
Targets = SEQUENCE SIZE (1..MAX) OF Target
Target H := CHOICE {
targetName [0] GeneralName,
targetGroup [11 GeneralName,
targetCert [2] TargetCert }
TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestinfo ObjectDigestinfo OPTIONAL }

WERHBL, 2 targetName FfEH] T34 H AR A4/ Ik 55 104 B, A5 J PEAIE A5 T i FR) A0 3K 2 R 55 2/
MR

AR HEL, B4 targetGroup FSHHN T-4REE H AR ARR, 5% 8 M5 M (R 23X 4 H g I
sE targetGroup P H AR O BER AFEA L (KB VE 2 9

WERHIL, A4 targetCert F 1 T4l 7€ $2 S AR TS 9 H AR IR 5545/ 55«

AP RERTLUHBI/EH AA (BLIF SOA) IRER 3 SRR B MEE A, IX SR T] MDD BRI, LAl
AA FIZSSEAR . AP EAHOSEEATF R PNE P ahies AA CENTAF EUEARAEIIE) B PEET .

BERAY TR L AL SRR HA T (FEA A AAD [MEIMEEF T, T4 e FE T S EiE 45 h iz g 44
FEBUAE . B0 AA RBAIE I RE 1 B S o

AP AL A KRB o

WERAY FEBL, A4S BURAE T ANERUE MR BURAE S 2 h, AN Az g PEAE S

WERAY AL, AN W JEHEUES, Il LR T RS 2% .
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15.1.23 HPEmST B

s sy A —A AA REW RS —ANEA, S ISR BN, Zl ANz SR A, B/eCa e
AP ARSI, 20 A% R G R BRAE R

A BOE SCITT -

userNotice EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

AR LULIAEH AA (45 SOA) IS+ IR IR IEF B A TP PIUETS th,  IXLESAR T LUV A RpAL
AW, O AA T2k, A RAS AR S SOA MR RINE T h Uk g AA CENAALL
YERFFRR W) eSS .

WRAY & TR R HA AR (FE—A AA) MIERH, B2 A& TSR 1% SRR L
A N AA RIBGIETS A8 ) B 52

HHE P A BCE LR PE , AT DU SR BE A 2l R AR

WERAY ARG T RBE I, IS PP SRR AERER P IR S7m 2 R BRI o A R B W 1) e AR IE
FIRGEMES (RVRFBUSAE S AN HEAFEAFRED X E AT R , B AE Bon S AUE W

BRAY ARG A ARG, T ALEUEAS h 7 WY R A AT L R B IE #4277, AN L A2 TR Bon gy
R W13 /R AR R
15.1.2.4  TAHEZRRGEURIGY

AT Z AR BRI 7 BUH T AR FEIRFF AL A W], BLBEREANR 8 RO BRI A

ATBGE AT -

acceptablePrivilegePolicies EXTENSION ::= {

SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }
AcceptablePrivilegePoliciesSyntax = SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

AP AL R AA (B SOA) KL HAL AA B0 SLR 1) B MEIE BB A JF T . Ay
JRAIELE— D ATFEEB, A SN EMEL TR JIA XK, HIfEA subjectDirectoryAttributes 7 &1 i
TR S 2

WAL, AAAY RN RS CH .

WERAY I, IR ARG IR S FTER, A2 500 2 K 6 (R FLR BT 76 3252 LR W R AL SIS g AR Jg v Bt
i HRERL NS 2 — o

WRAY I, (HARRFBGAE BT, AR TR 4
15125 [AEERRBEY B

FERLCEREE b, P DA 2R A AR BB LT, BIEE IR AA R — MR eI 5 — TR
WERURAE o I3 R T BOUAE B M P el SOA KR4 AA MIATFEYRETR . HBLAY JEERE %
SOA BB % AA 789 —AMRHL,  FHARRIALZSHC R R BUH T BT AU IE T .

indirectlssuer EXTENSION ::= {
SYNTAX BOOLEAN
IDENTIFIED BY id-ce-indirectlssuer }

AR AR o
A) 2 T8 DR C ) LU R AR (1 A2 75 15 25 28 AtttributeCertificate (/8 (B A ] -
indirectlssuerMatch MATCHING-RULE ::={

SYNTAX BOOLEAN
ID id-mr-indirectlssuerMatch }
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WERRAF N 2 indirectissuer §7 &, I Han 5t IUZE H IR AP (L D BC T PRAF MR, -2 AR I Fc A0 DKy
i&[7] TRUE.

15.1.2.6 ELEEHETE

WURIL, B AR IRV, AC HFAEARAIE AC BIHEPIRUIM SR . AFBHREEA AA ACs
H, AL ACs o WAL, Ay R B EAR I R
noAssertion EXTENSION ::= {

SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }

15.2 FAUEY
1521 &k
DU % 3K 55 J M E 3 (400 45 6
@) T ¥ CRL ML, WIS T SEARIRIT A IE T T4, #EB A AA RIA R CRL:
b)  RYEE R T RS 7B PR E TR, B AT 5 R T T T
1522 FPUBHT RFR
T LU R B
a)  CRL % %
b)  RACHLE &
152.2.1 CRLAERET B

CRL 43 RS RAEABIEIH 23085 s X, FAEATFSHIET . AT BOE ] AL FEE— A SE B
EALLILE R AA (£135 SOA) IHIETirh, DL R LS 28 S AR e 1

W IE—MIE B, A ARERURIEZ K LS 2 34 iR . 5 A FFBHIE TS 58 A0 A0 ) i 7 2ok b 1oL A
E
15222 EHHEEY R

TESREIRIE R i, 4 DA ROV R R PERE T3, FTRREAHOMIE 5. A AA 7T BLEATA
5 FRRAR WO RAS ( BR A B P IE 1542 08 AT Bk XU F
noRevAvail EXTENSION ::= {

SYNTAX NULL
IDENTIFIED BY id-ce-noRevAuvail }

AY EATLLHBE T AA (B SOA) KSR % 2 LA BMEIE T h o Ay RAS RIS AA A
TP YRES sm R .

AP B IEAAR R .
WERAY JE HBE— AN E AR R, A BUIIEHE o T IR S F R .

15.3 HUYES R
1531 &R
DL 35 SR S LA O
a)  ERELEEREEH, CA FEAEAEHIREIE D SOA I Sk,
by FEEMURAR . A IRERAUE P R SO, e AR 5T 1) SOA 2 m] .
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153.2 SOAY BB

ESLTLURY B

a) SOA }Fi74F;
b)) BEBEST
15321  SOAMRREY &

SOA FRIRFFY REFRM], HTRAGEHZ HIW, EPNZ T UEN—4 SOA. XA, UEXGmhnl Lle 4%
JEM, HTHRIRERRG R IR L 8 M SR AR R UE T, DR F TR O IE A FF 2880 1) 4 F 25 53k A8
T FEA R IRREAUAE . X8 5 22 fAE 1 rT LU B PEE ek E 2 AT EPYNHER, & — MR
subjectDirectoryAttributes ¥ .

TERLMEIA B b, AFFEAY R, nl LM ALk B 2 T LAESS SOA sk, RAELLU B h ff A Y™
Jie, RIEESK CA S ™ 4% i4E H X3 I A BEAE ) SOA 344k

B

sOAldentifier EXTENSION ::={

SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier }

WERAY e AR M IEIE o, 2 FH Ay =R e X SR8 E A —A> SOA HIRE DT

AFB B I — AN RIS SOA WIATFEPIE . U ARG A AA 320 S B
F W B R B A T S UE .

R SCGANEMGEHFAFFHIE T, FEHTEEIET. Hik, EiZ CA ChESE SOAFRRFFY B ZIET
KIEE D WIAE SGIEAS E AP e i e 1Y) SOA $e it JE(F AT .

E IS WEI S i
15.3.2.1.1 SOAARRFFICHED

VCEC R SOA FRIRFFX U B RIS Certificate [1))E MEEBEAT HLER, FEA TG,

sOAldentifierMatch MATCHING-RULE ::={

SYNTAX NULL

ID id-mr-sOAldentifierMatch }

WERCRAF I & —A SOAARIRSFY &, A AUCE MR 7] TRUE.
153.2.2 EHRRAY R

PRI AIE 75 52 CRPRURE M DL R T8 B AU S0 i B0, DLB PR IE A IR AN o X 46 5 SCRITAR
AT CLH — RFNAIIE 2 AN 7 R BB R B AE (BN, ] DAAERFRUGAIE & LR A M B E A1) .

AY ST —FHLE], SOA WT LA ‘& ks SURFBUE P LA ARG R IR mT FH sl ) . A& AR d
JE B AR RCY B R R FTUE T, R E R . BARIEYE FSE R T—A> AttributeCertificate,
1B A& R R R

— 1 attributes B AL & — A7) SEQUENCE;
— R NARBRET (BRBEE MEAE #5240 5 BLKk
— WFEMRRTY .

A BOE T
attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax

IDENTIFIED BY {id-ce-attributeDescriptor } }
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AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description [11 AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})
AttributelDs ATTRIBUTE ::={...}

AttributeName ::= UTF8String(SIZE(1..MAX))
AttributeDescription ::= UTF8String(SIZE(1..MAX))

PrivilegePolicyldentifier = SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }

attributeDescriptor " JE{H 1] identifier #5415 & 185 B 1A (X S bR AT

attributeSyntax #6175 R AV ASNLL 58 o REEXFE—A ASN.T & UM T30 VG JC R0 7T 452 4 J o
KI5 B, 78 ITU-T X.501 215 | ISO/IEC 9594-2.

name F A ATEHLEL S — AN IR AR, i e m P R LAS EA T .

description #4716 AL 2 — AN P A I JE kA i

dominationRule &8, @k, EXBIERRBOCRRSE “/DNT 7 TIEH TTFEA 1IN R R
privilegePolicy #4538 ix H X % bR IR R A s 405 WU (1) 455 A S 1R 58] . privPolSyntax 3444 2 R U
A&, BEEES— MR A E NI, XM 8RB WA B AR, AT LLASE— My
BURME T IE#F,  DME SRV T 525 R BRI HEAT e A 2

A LT LU I R AR IR IE o A9 AT HILIE SOA [ RIBE 152 A1 1) 24 T 25 PIE 15 8UR PR TE
Hrr.

YRR A AR

B SOA 761 & SO N R VESS BN G it i R AR R AR 2 — Ry =, FIHe, mTRABEMR “m 7 Z3Em
A, RS T PAT IX A R AR AR T, AL AR R B IE 1O R A SOA S A H M
attributeDescriptorCertificate J& 4 1.
15.3.2.2.1 BHHRAFLA

DGR ) Jeg A s 75 o) HH BILEL RN 278 AttributeCertificate 1)@ PHE BT LU, BEATEEHE.,

attDescriptor MATCHING-RULE := {

SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

W RREAEI(E 0% attributeDescriptor 37 i, I EL2m 5t BUAZE H DA 7 06 358 42 UG e T (% A7 8 P 1R 50 B 5
1, A VCEE 43R 7] TRUE.

154 AByRE
15.4.1 Fk
LAUR sk 5 Mt ok
—  WRAERR A EISIRIET, IR ARG UEE 75 B RE 061 8 X N A CRLTEIE TS, e SRR
A B R e AL o

1542 Ay REFE
SEXT BLUR Y R

— A EHEIERATIRA .
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15421 MAEREIEBRAMT R

AA FTLLKAY RAE A —AMREHMEH, fem— M EOREGIET, SO ORRBERIR. & UL
E— A taFRIRIES T (B —AM075 role BIEMIEF)

R A OSRIRUE I, — MR IR 75 SR 12 A (U RUE, DT 2 Il B iE o i Re AR
FRIREE — A CEIE TR I f €, A2 mT LU P A 2 Bk Al 3 1 E 15

AP BUE LA

roleSpecCertldentifier EXTENSION ::=

{
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED BY { id-ce-roleSpecCertidentifier }

}
RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier
RoleSpecCertldentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertlssuer [11] GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL
}

roleName | i fi . LR SAY RIS 1A EMIEIET holder F4FHH ¥ A FRAHIH .
roleCertlssuer | T-#fi 72 KIS M (A RTGIE 1511 AA.

WIR I, 54 roleCertSerialNumber 13 M (A HINEIE B HITH S . FERE: WRIRIRS M0 H S REAUR
TN, A AR A AR . WEBHEHSE T HRTS RS Ay R
HTEATIETS, {045 roleCertSerialNumber #ft. FEARAERELEASE FFEAZAT N, (AR 2 AT IR A EIR
Eo. SR, AR I, E1SREE B S E TR IRS M SRR AT A (O FRIRAE 10 B i«

WL, A4 roleCertLocator £u & mJ 8 e M (L RVEIE B IS B o

Ay ] DU BAE M FRIRIE B, XEEE AT LR AA CBEE SOA) KM A AA o &b STARRERURR
BHPBHIEBBRATFHEHUES . AT RAFOFEELS SOA bRFFY R IE Y.

WS I, A8 AU IE AT LA R A RSkt e A B BEAE D .

WA RAHN, WA

a) KA ALy SOk e A BRTEAIE s B
b) A A EEIE T 2 ANFIALTER A A B FRIREFR (a0, mT CAZERRRURIE 2 A S A AR B0

A e AR REE
15.4.2.1.1 AEHTEIESIDILES

DG ) £ £ B0 Y E AR R tH B A1 252 AttributeCertificate 1R MEEEAT HLAL, HEATEEHA.

roleSpecCertldMatch MATCHING-RULE ::={

SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }

WRARAFIIE 5 roleSpecCertldentifier 37/, I H 405t IUAE H B A 358 44 VT I T PRAF(E A ) I 358
1, HE 2 AV ELHLIN AR [A] TRUE.
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15.5 FHY B
1551  Fk
PLUF SR SRR A K
a) AU SEARREAGE PR A X T AA IET, CBIETERERBUNR &L L sl I 5 & 8tk
AA. ETEE AA G ] BE PR 5 SE 2T M 10 K%
b)  AA WERE I E YNBSS A, AP S SC IR IR G . XX A RIS 2] TSR, fF
BUIRAIE 7 EE R A TR 25
c)  AA TWEREWME AT BAZIE T ENG, Hi% AA FU—ANMGBERITN, #E—5 F IR B R
FE R 2 R e B AT SR
& RFRERAIE T S REE A T X N JE R T, DU A SGE B R R TGS A AR 8 IR ZE 4G S B E B

TR
e) W AMMOLZATRG: (DS) RAIMZATHFAAIUE T, RN DS Jessas H DA RELE R X L5 B
ERA

1552 TR BRFR
EXT U 7B
a) RARMBMEAHR,
b) R LAY R
©) AL AIE P Rk
d) WA 8B AR IR
e) MM
£ REEEEA .
155.2.1  EFKBEHELRY R
AFB TR T VR SR RAE, R A A R 7 LRIk, QR 0V, B
DR ZEFE T A R A R R U E
A BOE LI -
basicAttConstraints EXTENSION ::=

SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax ::= SEQUENCE
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL

}

authority £ THRFEH EGERIE— P ZIERR W authority 25 TRUE, JEARFE#HWE—
AA, FEBUKIAHR AR — AT . W5 authority 2 FALSE, MEAfA# 2 —A&uistk, oM
THTAFAL

HA Y4 authority %% 4 TRUE Itf, pathLenConstraint #i#f 46 & X. ‘© 4 I T 7E 20 4% ml DAER Bt A
IE TR R AA TETO 8. (8 0 FRIAZIE TSR0 G AT DLKRIE 15 R T8 A 2o SR T AT LUR TS AA. WHERTEZAT
T AT AR PR AR H B pathLenConstraint 2B, 84X ZF0l s R VFrKERA BRI, R L5RNE
)N —AME B G RIEEH . AR TS LR AA IE 5 200G SEAE T 2 A1 AA P ECR . 20
FF BRAL & A R HIAIE 15 55 280 SEAAGIE 15 2 IR AT 1 BEK S B X HME AT S S A Y R 1 2 [ 2
FLEEE P AA IEBECERETATRm . Rtk, SeSRFLE M N R ] OB Ay B AR R R B . 4
FH TS LR AA IEB5S &0 SeRIEB 2 181 AA IE-BECR. R, SEA S BUS KB o) DU 20 )
2 AMET . GXEFEH BEB A v A L UE T LB AN S 2 M) AATED, B2 AY RAMA R, D
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AP T LLHILAEH AA (335 SOA) R4 HAL AA s SEAR I B MR oA FFEEHE . Ay A
FEFEAEAL S SOA BRIRFFY EIUE .
WARAY R HIAE— A B HE T, JfH authority 2§ TRUE, T84 R & ABURIBUGR S EHEES CEfTmT
DLREAL B R BUR TG oA 5244, (AR BER T T 2 I 15
WRAY B HIAE —DNATFEYRERH, I LR basicConstraints ¥ EIFWIX %2 —4 CA, Haxt
SABURTIE B A FFRUET CEATR XS R ZAR4 HA St (BARERBUREIET . AR ads— N i K
EATHL, ARG R UAEARY e LR A4 LU basicConstraints 47 J& R (R AF A 90 il 9 64T 2598
WERAY BB — DA TFEYIER T, 2 basicConstraints ¥ JENHBL, S TaWIXIZ 52— A& sk, R
ARG T AT
AR T DA B IE T R B e g 2 OGRS 2 A DGR I o K ARRE A OCHETY), T MAHRAUER AA W
FEE AT LR 1, FF AR A0 TE 2 7T LAJG 5 (3 FH A — AR 1
WA J I bR 6 OGR4
— % authority [{EARH K E N TRUE, FAZILHIEMEARGH TI— PR,
— Wi authority [{1E %% & TRUE, Jf H pathLenConstraint 8L, T8 AEAUGIF 244 K25 1E7E
KO B AT K 5 pathLenConstraint 118 & 75—,
WERAY I, IR NIRRT, I BAPERBUIRTEE AT, A% R 48 AL H At Ty ket e Z4E 1
YR T — P R,
WRAY RAR I, B R HI Y R — ¢ SEQUENCE {8, WIF4 & 77 R A2 — A2 s
MAGER — N BYENE, I HIrE A RV S e YEUE T IR AU AT AR T 4G
15.5.2.1.1 FEAK R ELARILA
DG KR 0] P 6 A e 1 29 o) HE B 1287 AttributeCertificate 1)@ PEIEAT LR, BEA G
basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }
WRRAAIN{E B basicAttConstraints 37 /&, I HLA4n St BLAE W B b (0 38 4 DL G T OR A7 T R0 0) B
fF, B2 A LB N3 ] TRUE.
15522 FRKAHRLARY R

AT IR AR T BO THR M — SRR 0], AR AR A, 5 20 08 2T v % )5 SEIE 1 T R
B AT

ARFBE I

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

AY LU A TR T nameConstraints 3 AR (77 50T AL EE . Wi permittedSubtrees I,
AR ZHACE P FAH AA RIS 5 AA REBIOPTA BT, JUA ISR 2 4 BRAEX L7 3 o 1) J e 1
AR, W excludedSubtrees I, AL E T HAAF AA &G4 AA BRI, 7EXEF-R
WH — R EH BT 8 M AR A T 32 1. Wk permittedSubtrees f11 excludedSubtrees #fi
W, HAAREMES, BAELHFERERHERREIS S,

AP AL IAE H AA (B35 SOA) RINL A AA (MFHIEBE AT BINE . AP RAF QR R
TR A SEARE T S SOA FRIRTATY™ R AUETS .

MR AT R HEIEAFFEHIER T, A MF nameConstraints B HIL, 54 %% Rl LLIEAY R
SE ML K nameConstraints § JERE LR AT W TR
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AR FRETT L by J A1 AIE 5 5 T 3 6 i A SR 3 AR SR . BESCHS 2 bR N SR P, 7 U A 3
TeAH B ZEHT I 5 o 110 %) S B AT 5 75 B TR AA TR 44 FR 23 v
15.5.2.2.1 ZHMBIRLARILAC

UG I T [ ZS 4T 4 FR L SR HH B FI2 28 AttributeCertificate ()8 (T LLES, B EATE G AR .

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch}

AR AE{E 7 attributeNameConstraints #7 /&, I B an 5t BEE S BAE o 3B A2 DU C TR AE AR o e n)
PNHAE, S AAVLEL LK IR [9] TRUE.
15523  WHEEZHUESRIRY FE

e BEUF P ZEFEH, T2 B 15 SR FH T2 s T2 2 (PIE PO e, AR IR B skms, 75 22 R 240 %
FIRSRFE A A TFENE . B ERTBPIIZ— RV, AA BURZFCHE B 05 582 m0E e
TSI A TFEYRET CEAURIE— S AN FIZS PIET SN KO M5SR4 .

AFBeE X WE

acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

CertPolicyld ::= OBJECT IDENTIFIER

Ay R AGEITE D AA (LG SOA) KL HAL AA BBHEIET o Ay A CUAGTE 28 3 LA MR UE Tk
AT ATFEYRET S AN AT EYREBRIET, ZAHFEDIAED certificatePolicies FIHLAMAH Ky e k.

WARHI, AT JERBARE D KRB o

WRAY JEHIL, FENR B PrER, I ARAEE S R — A B DTS RRIE T s . R — 2
JPEYIESS, X ZAEE B T Ja SRS W15 BEAT 4L

WURAY S I, AR B IE S TR, AT R 4.
15.5.2.3.1 AIHEEZ HEAS MG IL T

VC PRI ) T B2 52 40 1 SR w5 tH I A2 2T AttributeCertificate [1))E MHERHMT ILER, B e &G .

acceptableCertPoliciesMatch MATCHING-RULE ::={
SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }
WRRAFIN{EE S acceptableCertPolicies 7 f2, I H o 4 H I AE H DRAE H 1358 44 DT C T PRATAE P 1 3
B, IS AAVCHCHE 4 R [7] TRUE.

15524 DB HERRET B

TERFRLZRAE T, AL U AA B S 2 DFMAE MR 1 TR0 BB 75— AA Bi—
N SARZATRAL AA WTLLREAY B T8 RTNIN AA s Sm SCARTEAS o AR — MR IRIET 1 1 545
B, AR, N EE YR AUE P RS TR S AR . R AR IE W A R TR AA A LG [1%F
B ) L& A REINE B R T
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B I
authorityAttributeldentifier EXTENSION ::=
{
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier }
}
AuthorityAttributeldentifierSyntax  ::= SEQUENCE SIZE (1..MAX) OF AuthAttld
AuthAttld = IssuerSerial

BAEAY R AER ] LERSTIE R A N2 AN EIE . WRAEZANUER PRI AA $RIRIX L
FERL, WAARY a2 4a5 .

Ay Rl LU A AA RS oA AA BRZum SRR BRUREE & 10 B HEIE Pk A FFEHIE B . AP BAR
ALFELE B SOA RIBUFIE T rh s 1,5 SOA FFiR A JE 1 A TR 2 BIUE 1,

AP s A AR
15.5.2.4.1 AAFRIRFILHEDR

VCBCH I H LA J8 PEARIRFE X BB A1 267 AttributeCertificate 1@ H AT L, B EATZGAMHIE.

authAttidMatch MATCHING-RULE ::= {
SYNTAX AuthorityAttirbuteldentifierSyntax
ID id-mr-authAttidMatch }

WIRRAZE 5 authorityAttributeldentifier 7 i, I H a0 %t BLAE B BUE A 193 4 DE e+ SR AP R 1
Sof B A, S A AS UL EC R 3R 7] TRUE.
15.5.2.5 [RIBEHIEBEY R

ERSEREE R, AT UM B T AL . TEIR BB T, ZACH IR DS R4 B A —AMRE T S —A 5L
ERTATRBURAE T . A3 & T8 7 BOAE R MEIE T a it SOA K i4s DS IR 8l A TP 4iE Borh . LAY &
R % SOA TR % AA (DS R4 #8) AN — /MU, HARRIAGZALE kR BUH T ZRATRABUIE T .

indirectlssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectissuer }

AR R AR RBE o
G E B0 49 )4 2 T 5 BB AN S Y AttributeCertificate (18 PEE T LS, BHEMTETHE,
indirectlssuerMatch MATCHING-RULE ::={

SYNTAX NULL
ID id-mr-indirectlssuerMatch }

WAL A S indirectlssuer §7 )&, I H R B ULE HH BUE A R UCHC T ARAFAE, A4 A UEHC R DK R
[7] TRUE.
15.5.2.6 REFEEEAK

AP RRBEMZELBE (DS RS2 FBAFIHA AC . BRI AA BiEK DS R AIN AC, I RFHIE
M TFZFERE
issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
ID id-ce-issuedOnBehalfOf }
GeneralName AR AL KIBE (DS HREH) KIA AC ) AA FIZFR.
A AC (R IBCE D2 Bl 3 AC 1 Indirectlssuer F78, AL H SOA AL AL AA KK ACs.

AP FERT LR S s AR GBI, AR 75 ZOR A (R 2 AL R K IE
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16 FRPUHE B A AR 7

AU 6 A P AR B A DT T e R PEAIE 5 (10300 3 A B U RSl R P B SR ACL T A TP 8 RS 1) it Ak
B

ARAEATT P8 i T A i B AL BE A W ATHE AR IO, UET5 A RO SE

XA AANER A I BGR Y (RFALE SOA BEARIRGHAUEWIE) , R FH 16.1 1 Jridim
FAREF, BABURIRG A MO EIXMHT, QR A DU (R E R BGEATICE, TBA e
LA ORES, BR TR BURIRG A, WRTA 162 5k, WAl AA EFRGE W13 28R
HAFR, MMARTFES 163 T NERFEHBIER . XRRFEAEESRNATI . LEMHE JT A W] RO S AR 7
P 75 78 73 2 B AT A CAE BRRE PP AN ZAE AL LR o

16.1 EARMAERETF

Hend 3 B rp A MIE B 24 AT IR UE . AEACTT AN G2 A IE A A I B Y -BASC IR o FRURAIE &
REAEFIER 10 7 AR o onh B P A SEAR K 5 BT IR R o VR XTJR AR P RS A AT B R K x 2
% 2 N TPEPRET A BT R A . ST B MR BARIRRAAUN LR R U W 2 a8 R IE 15 1R e 2 AU 1)
), JEHACILGI GBS PML ORI PKI (MUc#. — HAAG R, 45T DUKAEAH SRR AL ng 5 HoAbE 1
A FIVEWE A A R LL RS 2R AT 1S P B IR AR

A PV WA P R A R A 2 7 U AR WY T 35 (5B, DL ] . XI5 AR SOA fF/E— 4 UET5HE
FLAG AL LM ZIOE o R F T ZIE T A B S 58 W F AR UE . Ak, B EREEEGE I
IR UE S2IRE — /MRS B (AL O B ANE VE I . 1R — M, A R #2538 — AN HZAE 1IN 2
%, DARWIHNZ WS IS SR, A A — MR B T2 T LAISIE )

X B AR ANEL S noRevAvail 3 RSB MEIE TS, HFAUH I 2K i O J R TR 5 AR B0

BB WA R AR AR IT 7 B AR B R R YT ] (RS IO o 2 A 20, “VPA )7 R LU AT A ],
B2 7 A 7 I ) et 25 AT AT A ) o oy R IR S, SO AT A TR . A, AT RINNS,
AT AN I 25 A I TR B i AT A o R AT BB E R, ERLIG UE o A0 AR DT A R T A B e e 1
P BT EESRNN. B4, WRES T AIE B EE S timeSpecification ¥ &, A AR Al
HH BB 240 SRR 55 A AR AS P W E VPG 2 B A 2 o

ik targetingInformation 4 J& HILAE F T 75 W SEANERAURIE o, I8 AR B0 IE 4 A0 25 0 IE AR IR 1)
IR 55 3%/ R4S & 15 AL AE B ARG

WHRAE P2 — AN GIRIRIE T, A 16.2 F5H FTIR 1 A B T O ol 30 2 IR A . W R IR &5
SR, AN E BB B4 BURAIE 3 TR AT SOA RIRIR, A4S 16.3 35 Bk i) b BRFE 3 5 6 4% 1L 52 I R VR

SRS IR I 25 3 e BT P W) RSO o FH Y I 5 A 15 A 008 o R £ T S A e iz g e R, 9
AFEAE R REN . ATATHE AR SRR . KR RABORNS, 6 BRIk A5 16.2 WM
s 2163 TIRICRE R UL BRATATHI SR AR & (ldn, DURTHORM B BT 0k H 78, 347, L
T2 T AE TG I = & 5 205 . W3R acceptablePrivilegePolicies § JE LI, JSA EHFRURAE 2 BEAT EL A
TP IR AS SR g A i o BT 5 (A SRl 22—, UL W L e R ) o

W R e e LA, A AAT AT AR DG IR P Tl A AR 4 SR A A UG IR 2
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162 MAOAERERF

R AR B — N EIRIRIET, AR B UE ZK SRR IR S Z A O R SRR FRBUR W R YR I
MELARESEIETR role JEMEA . W SRAU 1 E 1R Ty 44 M0 0 R BGEATRC S, 84 ] BE 75 268 2 A
WVEIET, PUMIEBEBURIRS %M 4. role J&YEH I roleSpecCertldentifier 3 & = ()45 BT F F# & iZ3E 15 .

FRURES A IR AL R 5 M SRR R BUE W1 JF DI SR LR AE T P W] R AR, AR 26 16.1 9 2EASRE 3 1
RERCRIE NS FEHEAT LU, LARE BT 7 I R SO A S 1 5 2 75 A2 8

163  ZHAERF
WL W R BCE I — AT A AA SRRIRG AU I3, IS ARSI K@ A R LA N, SRR
P — S MR P
—  BARELACE B P R BGE B A AA XA
— RN T R AR T, Z AT T A REAMIE S A R

—  FIHAFHEHIET (RTINS L0, E AR R A 200 ) X ZHE5E B 1 SAS SR AT
R
— AT AA BHCRFBGERAS K T 2% AA FTRFE R
EFFETATE S I Z AT, FAURAEE AT LT . AT 2 py 548 m] LA E R A B 2ok 4t sl s
BUGAE# 3K B A AR IRE, #5056, T LAFE—AN S5 R4k 19 SRS A ol b b oAt 7 20K IR 45 1 55 S M At
R RUGAE 2
—  EATFHRNSEPITRESIEE, TR EE SOA M4 . mTLUE 47 X eE@id CA 1) SOA &
T — AN TP HRE T CRERURAE # QA P B 5T RS XM G, B —METHES
sOAldentifier ¥ J&.
—  RERUS IR TREAL, R LR MR T R B A FRE IR T S S T R R R AT T
—  MERRUS A BIH T SOA IIE P BTl
— ST AR B X AT LA TR AT UB PER SOA KK B MR R AT, s T LUE
GOV o
—  RERUERS; XATLAUN SRS, SUE e Rl A SR AT
—  IRERARE, R RT H AT, 2 RErRK H ST A
St 7 R IhfE RS TR H SRR RIANIRAT s AN, TGS s i N RS IE A i R A Bk St S L
SRS RN
e ERE (DS RIBURTEEBIIEO T, (5807 N RO T MR IAE, W NATd:
i) AT &Sk AC, RP IHEUKR S ZFKH issuedOnBehalfOf 44 K
i) RPEYRKRBEEI AC, FHIIERLE BN SOA — Nl R IE (WE T LG indirectlssuer

e .
iii) RP & issuedOnBehalfOf AA ] AC, FFHAE AA EEINE AN KIL 45 SEAR RS P
%

RP A AA [ AC BT 3R ii) , FERULAEEATHETE, BH A SOA ik AA 1 AC,
16.3.1  RAEI IR st

PRI S ZAE AR BRI OC o ARAFFE R AR T AN R HEAL K o AN, R AR ARG 28 2 2 TR RN )
SERMEATIRAUE . ATTNRACEIER SOA A8 JE MR AT UE TS AT L& — AN SR A H 8o 45 BB AIE
AT LR 2R 2 (K42 RN #5 USRI eR 8, JFR P AN AT B SR AT TAR A, AR AL 4 4
R ER RN
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16.3.2 B AMMNEIER

AL E W TR BITE Y, RSB B TARNET . BB AN E I EWE SOA. Z&
FEA % P (AN T EHE 044604 basicAttConstraints ¥ f&, HHUM B4 A TRUE. SEAMIETS (/R 5 4 25 )
TAEB A Z /0%, (EZRIEHEET —# 48k, authorityAttributeldentifier 3 J& /T T ig 254530 % P AR VT S
PRIRE E T o WA SRS R A I (UG 3P (IE 808 22 5244 basicAttConstraints 47 &
pathLenConstraint i fI{E A3 KT 2. XEKA pathLenConstraint [ T P3>3y i 2 1) it o 1)k 5 40
CHIMEL A 2T RAIE S DL 28 SEARAIE A ) o DRI R B i 2 TR I A Ay 3 A AR5

ik delegatedNameConstraints 3" i tH I AEZSFCIM B ATATE 5, IEAKG LLEE 10 75 P DR Ak BRE
J7 4t nameConstraints §7  (1AH R 53, S AR T AR,

Wi acceptableCertPolicies 3 & BLAE Z AT B FATATIE T b, IS A4S B AE Z o 6 4 ) A 4 2 /b —
ARG I A TF R HIIE, SR Z 0 i P (RN 5 2 S kAT A
16.3.3 HAiFFHET

FEAT ZALH WA GEZAT LT 2 BRI o R PR T 8 M b i 2 B B4t T 2445 el “ /T
FREFTJE I 5 —AME I A ) .

o AT B P I AEANIES, A RS B AR, R BURAIE e i R 24 2 BT L P A s
B IR BT RS KT B0 A

HFIXLEAE A P R AEANIESS,  REAUGAIE & HORE AR T DA A d RN, X 2T (R B 2G5 3 Ak
TR . ZAEH TN ARG (A B0 s P (ARIIESS, % 16.2 Wik F T2 16.3.1 35 o B ik (2 He )
Hof PHANEFASUGEAT EL
16.3.4 FEid/RBEidRE

MRS T 4 AT, A A BELBR AU W15 (UM DR B s AR B, B %S 161 Y
TR AR ARG T b, DU S8 T B R W 2 ) ok ) S 11 5 A 5 0 A 08 A

17 PMISHEE TR

AHTESCT F Tk 5 i@ PMI R B RS HEE 7 20 R BUMAHRNEER R E EE LR
R

17.1  PMI'SHE #5251
AR ST F TR S PMIXY SRR 220058 Lo
17.1.1 PMIA %35
FEE SUR 54 FCRE R A T PV ), el AR HEE R4

pmiUser OBJECT-CLASS ::={

—-—APMIRP (Bp—A “BHEZ")
SUBCLASS OF  {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }
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17.1.2 PMI AAXI %245

52 SUM % 2% FLLRZA 61T PMT AA TR0, & 4 R P
pmiAA OBJECT-CLASS ::={

-- — A~ PMI AA
SUBCLASS OF  {top}
KIND auxiliary

MAY CONTAIN  {aACertificate |
attributeCertificateRevocationList |
attribute AuthorityRevocationList}

ID id-oc-pmiAA }

17.1.3 PMI SOAXT K5

168 XA 4% HL B PMI SOA X %20, BENMIMIE. HE: mRad Rk —NMad
sOAldentifier § R AFF B EHIE 1, A GAE N —4 SOA, MARTX G554 H K58 & pkiCA W%
20

pmiSOA OBJECT-CLASS ::= { -- —/~ PMI #L#] B

SUBCLASS OF  {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |

attributeDescriptorCertificate}
ID id-oc-pmiSOA }

17.1.4 BHIEFCRLA R M55
TEE XA G4k H IR A B HEIETS CRL 40k i %3800, S & R M UE 15 5 /8@ MEN LA JoH 7 5 7 B
A Al B 2850 B A8 24 SEHIAK 4 B I 525 eriDistributionPoint &5 #F % 3 i & A ot T A X R BT
certificateRevocationList fil authorityRevocationList Jm I /& (1), KA nl GE I H an & —ANm L
FIOTH R E, B OE 2 RARNERNAH, KPR TARRZK.
attCertCRLDistributionPt = OBJECT-CLASS ::={
SUBCLASS OF  {top}
KIND auxiliary
MAY CONTAIN  { attributeCertificateRevocationList |

attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts }

17.1.5 PMIHHEEB

2 SR G4 AR B PMI ZGI B A G200, T DL S Il o 3 0 S5 S RO R
PMIAA 13 H 4 A1

pmiDelegationPath OBJECT-CLASS n={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { delegationPath }
ID id-oc-pmiDelegationPath }

17.1.6 $FPURMEXT 525
75 SUR G4k o T PR RO R 0, 0 BT £ .

privilegePolicy OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {privPolicy }
ID id-oc-privilegePolicy }

17.1.7 SZRP R BRI X 5 25
TE 5 X% 4% H R A8 52 R A AR IS X 5. 285, e85 B IR P b 2 R T R BURm

protectedPrivilegePolicy OBJECT-CLASS n={
SUBCLASS OF {top}
KIND auxiliary
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MAY CONTAIN {protPrivPolicy }
ID id-oc-protectedPrivilegePolicy }

172 PMISHE#ERE M
AT 52 U TAE S 1054 H P47 PMI SR IS 10 5 8 1

17.2.1 BHIEHEME
DU J@ A B AT HE AR 1 1 & JB R UE S, IR ORAR AR A 1) S g4 H e
attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

1722 AAEBEM
LR BB R FAS AA 5 JBTEE T, JHRGERE & AA IS4 H .

aAcCertificate ATTRIBUTE ::={
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

17.2.3 BH#RFHER BT
PUR RS 5 SOA K+ @ IEiET, ©11f% attributeDescriptor 47 J&. XL EmMHE A5 %k
VBRI M R 45 B 6, - ORATFAE R SOA I S 14k H

attributeDescriptorCertificate ATTRIBUTE ::={
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }

17.2.4 BHIEPHEEBEREME
PUF B A& — AN R BRI P RS . IXEeyE s n] DUORAF R R B LA S i 4k H b, B (RAFAE L
fb iS4 Bep (B, — DN KRE)

attributeCertificateRevocationList ATTRIBUTE ::={
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList}

17.2.5 AAERHIHBREE

DT B EE — M RATES AA BB RYEIEAS s B X808 B m] DURAEAE AR ) 5 i3 46 H v
A ORATAE AR SRS S A6 H b (i, — AR R

attributeAuthorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attribute AuthorityRevocationList }

17.2.6 ZRIEHEREM
FATI R P o % AT, AN ZS T e — 2R ) PEE AL

delegationPath ATTRIBUTE n={
WITH SYNTAX AttCertPath
ID id-at-delegationPath }
AttCertPath ::=  SEQUENCE OF AttributeCertificate

AJRVEFTLLRAFAE AA S H P, JRRAE A AA B AA TR, WERGEH], Amkss
A0S 52 ZEAT IR R UE TS IR 2 M A%, XSRS T e T I 2T o S, XPRE I I AS S Pl BEAT AT TR Bk
MR, JF HARAFAE R LT AR AT REAUR A AL E AA e IR TIE AR .
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17.2.7 HEBUERSE M
FERUR IS 8 B B P BUR IS I 15 o

privPolicy ATTRIBUTE n={
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }

policyldentifier 5045 4 KPR RIS M6 G AR TRFT o

Witk content I, 4K ALTE TS AIRFBR M A A

W pointer HIL, W4 name FUESH —ANWEBANLE, LKL E n] DL BRI (085 DL,
hash f2FHIL, WA TRKAE—NEIEFBORMS N AT, NAEMSHERME FREREIE . T HZSEIx B
BRI RN TR Y
17.2.8 ZAPHSESURIE B

SZART B A S 0 A 5 A0 MR IE A5 o 2 AR AR AL S

protPrivPolicy ATTRIBUTE =

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

R MBI EYEIE TS, protPrivPolicy J& kP AR SEIE o6 5 (1 R SR B T AN R R AL 1X 88 8 VEIE
T R O FRe A # WAE e AH R S84k . 5 7E protPrivPolicy & T P4 If & 1 E 15 BT L4 1 B N
privPolicy J& 5% xmlPrivPolicy &k .
17.2.9 XMLRH IR SRS B H

XML {RY (REA SR 11 A 2 XML G i (A SR A IS

xmlPrivPolicy ATTRIBUTE n={
WITH SYNTAX UTF8String -- .4 XML % 5 649 #4255 wkAZ 8
ID id-at-xMLPprotPrivPolicy }

17.3  PMIEE 5 A5 T FoHE
71 58 X PMI 5 R i Jeg 1tk () UC e R0

17.3.1 BHIERB#EFILE
JeE P UE S E GG UC U %) HE B {8 5287 AttributeCertificate (1)@ MEE AT LA, B TMHE.
attributeCertificateExactMatch MATCHING-RULE ::={

SYNTAX AttributeCertificateExactAssertion

ID id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion ::= SEQUENCE {

serialNumber CertificateSerialNumber,

issuer AttCertlssuer }

DR A T A B F IR T S BLAE P OIS LA, I8 A AL RS RN IR [7] TRUE.

17.3.2 JBHEAEFSILHEC

J& PEE 5 VT AR L% B 4 5 2K 8 AttributeCertificate 1) & M (H HEAT ELAR . AS UG BC R0 ) A F HEAT B
certificateExactMatch 5 & J4 /LR,

attributeCertificateMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
AttributeCertificateAssertion ::= SEQUENCE {

holder [0] CHOICE {

baseCertificatelD [0] IssuerSerial,

holdertName [1] GeneralNames} OPTIONAL,

issuer [11 GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL}
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- £ BB I I8 — N
I S B A TP R T A S AR UL IC TR A (R 20 S A, IS A AL RCEIN AR 0] TRUE, 40 iR
—  WREHETRAFEMEN IssuerSerial 4, 4 baseCertificatelD JLL;

— WRAREEHEEBSFUTEARY B, WHLARBM S HINET IR A HRERME, Ba
holderName [/GJic;

—  WERGRAF R VRS LU R AR, B ARSI S B o B IR 1) 4 FRSE BT, 84 issuer
VLR

— R EHEERAL B E BRI AN, 4 attCertValidity VUREC; DL
— XTHIVED IR attType, H— Mz MEME, HITERAFED attributes HAF .
17.3.3 ¥ H KB LS

JRPEUE A5 HE A R TR VLIRS H BB e A7 5 /8 808 IR BLE 5282 AttributeCertificate 1) 14 {H
TR, BEAE AR,
holderlssuerMatch MATCHING-RULE ::= {

SYNTAX HolderlssuerAssertion

ID id-mr-holderlssuerMatch }
HolderlssuerAssertion = SEQUENCE {

holder [0] Holder OPTIONAL,

issuer 11 AttCertlssuer OPTIONAL }

LR BUAE S BUE P T A B AR UL IE T A (PR 2% X BB, I8 2 A TL RS ARI& [7] TRUE.
17.3.4 FHERILE

delegationPathMatch [CFC LI H BL K {E 5257 delegationPath 1@ M BT LA, B EATEEHIA.
SR 5 7T LA A DG BCHE SR B % — 45 TFEA T 2L SOA KIRIMIIE 3 45 T RIS AA IAE B, AA K
T A 12 52 360 TIF 11 24 iy SE AR R HTE 10

delegationPathMatch MATCHING-RULE ::={

SYNTAX DelMatchSyntax

ID id-mr-delegationPathMatch }
DelMatchSyntax 1= SEQUENCE {

firstissuer AttCertlssuer,

lastHolder Holder }

IR firstlssuer B4 L BLAE VL T4 475 T SEQUENCE 45 —ANIFH i R s B R e, B
K lastHolder 4 H LM VCES TRAZE+ SEQUENCE i )5 —MIEPIIFE & TBI NIt E, Ak
VCREC AR iR |7l TRUE. 40 % — & #BUCHE R, HSA A UGS ML 3R [7] FALSE.

54 T — ST ATTE YIS YR
SR FEAL A FF R PIE BAE AR 1 £ 22 2RSS I AEAE, AR SR AU SRR IR, LA SRR
(PR o 5 R GEAT P e A TE S HE SRy T U PR e 4 1 SR IR 2 o AR SCT A JT 3 BHAIE AR ST AR
PEUEBHERICH S M S RG22 55 Z IR OC F o M I 58 8 1 S A VA 0 5 T SR AL R e 2 2 TR S5 T
SALE -

18 SHHEM

SN AL DSA 24U 7 Gl DUA U5l 55D RS MR (DSA) BB KAEIFEL,
A A ] B S iR S A o B R P S S SURI SR S B R A T %79 R AT A
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18.1 AR ENFESF

RSN B AT A ARR LR SUTRER (A B4 BANR XU H6H% 10 A8 A1 A3 7 2 3
FERTRAA A o ] 5 AN A A T B () A A, B —> DUA Rl—/> DSA Z [A]gk—/> DSA Fil—4> DSA 2
) AR S A R o T S A RCRT LB AR JLF 2SI

a) R RIARRA CATER)D) ISR T4 CRIRIID MLl , HT PR
b)Y ALEH AR ATR D4 BIPECS /N, 7 IX S s Y Sk o kAT T IR
o) ALIL ) PATIREKI R ME B A KBNS /BN R, DA X SR B ek AT T AR
E 1 — AR R R B AN R
E 2 — R A TEP IO L TT LU — AN SORd il

O AZARYIN, B e R AR S T PR ) 2 S R AR AN Z B AR R AR5 FERG . X
AT AR 2 BEAT DR SR T I RS R e A, S, T ORI S0 AR s . Bk ek &, B4R
AT S

SEOLART AR — R W 5 s

X.509_F05

Bl 5—FEARY B R AU P

W LU IR
D &M AR IEAFR A PR 4 R 0E 45 Bl 7 Bs

2) B ¥ A BB FEA RO RS SR, KEAR A 105 4 H P T RFN UserPassword
Rk, X O TRE (EH SR R

3) SR B#IA (A TR AR
4)  ATLUBSRURT) (BRI E BRI AL
BRI R S ROE RS BB 1, (5 B DAKRA T ARRMARMOAE, TUVEREE4S .
18.1.1 AZRF LR E R

K 6 ik TR, M eI U AR R R AE R . 1R 2 4 RBR R IR RSN IRk
ABEHLEE FTIE T, IR IR XL
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A N
passwA R Protected1
J1
o’ > _{+
ql : > 12 Protgcted2
2 d
2" >
X.509_F06
A IR EN R
tA I 8%
Passw? AT
qr BEMLEG k) DL — S s
B 6— S2 L4 (R B4 AR
18.1.2 AR IR AR
Pl 7 /IR T S2 AR 1R B SRR
X.509_FO7

Bl 7— 2R R R EETF

WRULT AR BRI 1D -
D REHP AKREZRPIEIMGEE CERE D REGHF B. W MHE 6 MR (/1) kK
SCELR DS, I RO RS /BBE LS CHAE IR T KT BE M > TR ES R 1 4
KT AR ELRRY QN AFR:
Protected] = f1 (tlA, qlA, A, passwA)
iz B HIfE R T prs:
Authenticatorl = tlA, qlA, A, Protected1
2) W E—AAH . 2R A B2 DL (UL Protected] JEZ) , B X A 3L Z ARG X015 R
HATIGUE CRUA] A SRBERAN R A FRAITT I B /e, DL A D RIAREE D o B XK
M1 %% & (Protected1) FIASHE ™AL EREAT LA, B ENTETEHIE .
3) Bl AN (A BN Z RS K SRR TE;
AU AT B, DUERI] A1 0 2 S BRIy . BRI 30 R B -
D ARHGSMRY I E5IE S (Authenticator2) KIX%S Bo Wi W —ANTERE— 1 5l R 4K £2 e sk
WASMORYT, W 6 Fion. SERE— BRI IR R
Protected2 =2 (02", qZA, Protectedl)
iz B 5 R T -
Authenticator2 = tlA, tZA, qlA, q2A, A, Protected2
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K THATIES, B4 ABOMRY A AIE, FPH 3L Protected2 IEIEAT HLAL, B EM LA,
2) B AN (0 IR R S0 (5 B KIS

E — PR E SR TR R A B RUE . UM TS SR (FF ITU-T X511 #3fS | ISO/IEC 9594-
3 1 ITU-T X.518 15 | ISO/IEC 9594-4 thilsE) , A W[ LUE—ANG6E T—A DSA, B[ DUA; T iEHL, A tn] Ll
ANGRET 55— DSA, B [f] DSA,

18.1.3 AP R4 EHER
M O R EREA S — NG 04 HP DA MEMEELRE — A B SRS T 57 5
userPassword ATTRIBUTE :=

WITH SYNTAX OCTET STRING (SIZE (0..ub-user-password))
EQUALITY MATCHING RULE  octetStringMatch
ID id-at-userPassword }

182 BEAM

AT HH PRI H T — DUA 55— DSA Z IR0, LI DSA X Z [ 8. o AR v
FE S ATFEBINER . 535k, R Py IB R 5 R AR D3 A D0 S ST 7 3 T 98 BN %E o AR B DOV A B o
ST EAE SRR ORI AR S B B TR0, AR AR AR (1 I e n] U A e LR i T
AL LR, FEIREERE T ORTE “HI 7 W LAE—4> DUA s—/> DSA.

A T ERE T T B R EBOTE ] T — AN R G R ReE, RUVATFE PN R4 (PKCS) » XN
ARG, WA AT E RS, WA XEY, —ADEE TN, ADEPE AT, A BRAEESEN
mERG T, R ARAREH. M B XX EenEs R0 RAL 2 AR ORAEAE F M SR A T /. X2
FEARBERHEZ AT K PKCS, & NAAT LURREIE, BP0 i Py s B RE I -0, W R A T % 40,
WA T P E YRR E, MREHTNEN, WA AT EPRMRE . M52, X« X=X+ X, Hrp
X/ X JAERI )™ XA TT 17 F 8550 FR 25 A2 e

& — WIEH) PKCS B M REJR AR —Fh i, BIAEDR BA A HA R ERIZEEY, JF HIo /e A S i S VE MR
PRI R AT S o

A ZEBHESEASERAE RN IR IS R . BIRHERE M T A& A TT RPN R 58, I RIS RS
BB, F AR ARG BEARARSH R KNG AL, b T ISR, A AT UK
PIAN P S5 SCRAAR IR RN R S0 DRI, #E— RS SC I OSERE I, BN SR I IR PR S i) REAESE 2 (19 ) ) 1A
PR REBS ST T HE AR -

SR T /AT IR AR drfr AU D ST AN I 2 B A TP DL EAR 15 iy 44 AL
PN R LA R 4R

WA RS AN EVRIE A A R e B I A SN, IR
ERIGUEIE 5 Ak S B BRI o B0k A SO T F 8 0 T RO  1

AT AR RS AE K FEZ S DN I AEY], 2 A SN ER P AT E]. ME
MSRL T 4 H AR A T3 AR, RUEILIER S & Sl . xht, A2 R vE: 7 18.2.1
iR T AR, MAE, S5, aTU T AT E AT A . AT S T SR L Z AR AE g%
RIS A AT BRI, AR A BE AR . W DO e — A SR AT mOR M XA — 4. Ml — 4R M
MR AR R Z R A ILTIER S .

18.2.1 MNSHEEIRNA FHEES

WA SR H i, 10255 UserCertificate. CACertificate Il CrossCertificatePair ()@ 1. 54
AN XL g PR . T LA S At A B A R ok A IR e @ e . WT LRSS 3.3 Ak B L2 ) e
s AES 11.2 35 i o g 2RI i MV E 34T 5 o
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WH, FEAATDAHE SR BT, SRR AL S RNE, IR PAIEE . A, S2Br b, XEEARRRL

(LY P
a)

b)

c)

d
e)

ATLAH S LR 53, 93 w5 BN W v R A5 R R A

LR AAH TR ARG RO AR B S FE P 3R IR 55 IR A VIR B AR A A A B, %)
HAE RIS IUE TS ;

WERAEJZ RGP (0 CAL AR ol MRAFATFE Y], LUK 55 DIT MRZ A B A AGE
HUR FRUE-FS AR A5 o SR, ORS00 R R 22 0T a1 A LA = AN s ASAER LA ) 7 o i
JTREANAIAFE S PAF VAL B

WER AR H S B2 NR R IS0 CA AR P AT A, 22 T ARIIE 2% CA A
UEE DA 1% CA HOIR [FRAEIE B, (2 75 WS 3 SR Z AR 7 B 5 BE1

DU FT A e X0 b R L (B REAT A8 SR o 45 K2 A A T AR B 5
IR AN P T DT TS, JEANIE THRRNIE TS, KA GHAE BT i, eI dtiT
BB

FEMTE DL T, 4 NAGIETE B A EL IR R UEAS )5 2% PR X B U RS IR A 2 P EA T A 7
18.2.1.1 245

Bl 8 ik T —ANH 2% DIT - B R GeHIl 1, B CATER—NZRE . BT CA LFRIIER, &AE
BE REAS I RIS HAAEN U ) 22 T3 P LU R L B 5 1A TT 3 IR L AT E B

V«W»
W«Vy»

V«Y»
Y«V»

WaX»
X«W»
X«Z»

Y«Z»
Z«Y»
Z«X»

X.509_F08

B 8—CARZ G — — Mk B+

WA ) CA ZHHAE 2R, TR A FTULN SRS E PR U FIETS, DL, — 46 %) B (RAIEL -

X<<KW>>, W<KV>> V<Y >>, Y<<Z>>, Z<<B>>

A CSFIRRAE N, ETHRJEIT LR, LSS BIETHKIAA, 43 Bp:

Bp = Xp o X<<KW>> W<<KV>> V<Y >> Y<<Z>> Z<<B>>
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WH, AGTHENGIGEIRGLLFES, DI B 2 A iR A1 A UL P
7<<Y>>, Y<<V>>, V<<W>>, W<<X>>, X<<A>>

2 B M A WCEPX LRI, SRR IR [FAE @ ¥, LIRS AEPAZ, B Ap:
Ap =7p o Z<<Y>> Y<<SV>> V<<W>> W<<X>> X<<A>>

XA 18.2.1 TWRHAT IR :
a) HWARC, il —HEHMIE Xp, Fih A RFH R EEIRS CMIEH . RIFIEBEEFE L,
Cp = Xp « X<<C>
LA JEE TR [T DAAIE 38 345 ) 4k <
Ap =Xp o« X<<A>>
b) R A EEAIE W<<X>>, Wp. V<<W>>, Vp. U<<V>>, Up%%, itk A FHE M Si5E 3R
(Y ENSOVSIAD NSl
V<<Y>>, Y<<Z>>, 7<<B>>
AR A 2N S T AR5 S, DU BR[O 8 25 -
Z<<Y>>, Y<<V>>
o) R AR SN Z #EATVAERH P BHMTIAE, I AE AT LAANIE (BT 7E LI b) i i AT

ZHP) VY>>, Y<<V>>, Y<<Z>>, DK Z<<Y>>. R TS5 B FHlfE, v AHEN SR
B 7<<B>>,

& Ry X #FATERH S 5 Z #HTUGER P E R AT, AR R X RS
HAH R X<<Z>>, RZIME CUE 8 Fis) o Wk AKX BT, A A 34

X<<Z>>, 7<<B>>
CATERGAE @B, LA R
7<<X>>
LUE FIR [ A GIE T B

e RWHI A FIAY C 2T C#ATHEAE, JFOREMIERUES, TBAENTnT LAE EAE A e w i)
AIFEY], Bl

Cp =Xp « X<<C>
PLA
Ap = Xp « X<<A>>
TEE—RAEDL T, NEN SRR &R TT T K. a2 K 9 iRk aiadl+, Fix—Auild U BHTAE
FIH P D, AENHEE W 3T IAERH P E 3788 H P D -5 iM#ac R AR U<<D>>, HI)™ E 14
HE R IE TS W<<E>>,

W<I<V»
U«V»

X.509_F09

B 9—IEERELNEER — — AT
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WV =4 CA, FI'E, CAU R W ZEZ A AW CL— PG AT 7 O A TR 8T T35 . 855
T2, TEAETAED Us<v>>, V<<U>>, W<<V>>H V<<W>>, FRELESHEFHE T, i U<<Vv>>Fl W<<V>>{31%
TEVINGH T, V<<US>RAETE U IS B, V<<W>>RAETE W4 H F.

P D W ERE—43] E MW . 1T Ol SRR S5ms . — Rl 2X PRI CA BHAERT &, i
PREE PRI, EXeemsf, D FEERPHPITER, UMEHRI—4M U 2| E fER, 1 Us<v>>,
V<<W>>, W<<B>>., MRFZME G, @ n DUIEEmE W<<v>>, V<<U>>, U<<D>>,

18.2.2 MEHEF

TS A I AU AT T A, WU RSN SO S TR . A, T REA VR (A
RIS o 3 R PRI 8 ORI, DML B 20 4 O B R . A8 Mk
HOMRCREFE, WTRLRIL, SR RO A .

& — A RTINS R RIRUE A VR B S BT IR RE R . ANKL, T DABARBISMORRAE, e AT AR 2
KRR, B DU N IR 77 30, B BL— ek B R 77 X

SR A R BRI AU R, JERIA S 5RO T AR ARAE . T

a)  EREA, AR 18221 WHINA, WA AN (A BlH—NHP (B HIERAME B
%, R LT A

— AMEH, BAK A SEBRFE AR TR
— BIEG, PLESERRTFRIRIZS: B SRS L
—  IARIREERLS R AR AN CRBALIEPIIREE 2 IR «
AT LAY R B A 326 BT 2 BRI s e 7 T RS A
b)) AR, TEER 18.2.2.2 FHh iR, EHANE KA B B A B E S AMESLLUT A
—  TEBSE A SR TS LRt B R, RIS A
—  TEBSPIRIER . A REERCS I S8 R A 1
—  (ATEHh) AHE LR 1) A R 43

o) TEREAL S 18223 AR, EHANE KA A B B HEIE. S5 R U R ()
P, AHIX AN TE 75 5 I A 7 AH G

XFREAT IR AR DL, A KRG B A TT &Y, JFEREATAEMF RAHZ AT, N B IR[FIEE ST Ao
XARER Lo STV, WA 182 W, LR IR RAA D, R TR KAL) R

AE R T T K N BRGSO T LU R S, B AR A PR S5 p A ) 20 I g, o SR o 004 P
RSB I BRI R o AEARMTRG DU, # U B[R] R T i 1] o

X TR I = A SR A A, M8 A 77 CON IS T BT 1 A AP EREAT T A7
18.2.2.1  EAERISAT
WRLAT L, Wi 10 Pios:
D AFES, NIRRT, TR R ST IR i
2) AT BRELFA:

B A A{t", 1" B}
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Hor M AR O AN FIZL R AR AR CEE TR AL bR AT
Ho, Wit “sgnData” [FIECHRIESEAN B A 25 44 PE it
BA, A{tA, rA, B, sgnData}
EXNEBEATHEEMEL T, FENEEZRFHHMELN—ANTHEH GxERENLE
“encData” ) :
BA, A{tA, rA, B, sgnData, Bp[encData]}

M2 K “encData” FMM—AN4 2RSS RO & -EATAF A B8, 0 ur, R B HH AR I 85 3R 46
M &R —AmHH, XM “sgnData” FB TR .
B SERCLA T ER A
a) M BAZME Ap, BE A RHEH RS
b)  WAERA, MRS E N e
o) KifE B ASZM AU ENE
) KAENBETER YT
e)  TIEHL, A N REEEIE. G, XATLOESAE N S ASELLR RSB, i AA

S 5 G AR B o (M — P AT R

76 RIS 200, A ERARI . o R RERE - ANELNE Y, EARWIER R

W) A RTFEAL AR, RURT N o A5 I EH TR .

BT, FEIIESEE ¢ S0, B Jr A i g o AR WA IR IR ¢ 14 R PR 50370 05 45

SRR B

0 ) ©

X.509_F10

Bl 10— BRI

18.2.2.2  WUBREEAL
WRLLN L, K 11 iR

D
2)
3)
4)
5)

XS 18.2.2.1 1Y
XS 18.2.2.1 1Y
XS 18.2.2.1 1Y
B, AR, T ROT o H s
B 1] A 3k LU AL
B{tB’ rB’ A, rA}
Horp 2 LLES ¢ AT 7 3 SO — A
Ak, B “sgnData” [RECE AL UR AL B B A5 4 SR A
B{tB, rB, A, , sgnData}
FEXAE BHEAT AL GO0, AR ME R Z e A AT s GZE B2
“encData” ) :

B{t®, % A, , sgnData, Ap[encData]}
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6)

18.2.2.3
WAL, il 12 Pros:

98

D
2
3
4
5)
6
7
8)

D)

2K “encData” HI—A> & % YIRS OO & AT A7 4RI #E, B,

TE AR, XL “sgnData” 7B

A SERCCL N ERAE:
a) KRS, MERIFSSE(E R se st
b) KA AT AT
c) KA CEE R UM
d) Tk, KA CRWER (SN 1822170, SEID , D) .
X.509_F11
B 11— U
SRR

XS 18.2.2.2 7115
XS 18.2.2.2 5 HHER ¢ AT LK 05
XA 18.2.2.2 745, WL FK A RS
XFe 18.2.2.2 7115
XS 18.2.2.2 455 B ¢ AT LK 05
XA 18.2.2.2 45, WHEELHK RS
ARYEEBCRI I o A S ) TR IE o
A i) B RIELL T S AL A L
A{r® B}
B 58 LA T HR A
a) KB4, TR EL B R e
b KRR AR T B BTRIER .

X.509_F12

B 12— =%
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19 Vi ) =

SR EAAE T LUR PR, R R AN F T TR A X I 2 DIB YT AR S I Em R, Vi
PET7 8 2 AR T LUT B 7 i

—  MEVIRESIER (ACD ;
—  PATZV R R E SR YT T B 5
— AU RN R
ATV Tl SRR T b x A A5 S5 1)«
— SRR S AR
— SHEEHIER
— RGN, BT RIS R
PEPAT Iz semh, A BT CURU T BT sl /AR AR AL O IR 58, 38 vl L Ayl AT # 8
HARITT%.

K, R R AV T T SR B Ak, LB T i, R ARG i UK T
S T HE SR T3 LT T 405 (S U 4

5 SCIY S AR UEASHE R AR AR AE s [ 2 R SO R b AL TR VPR IEJ@ k. RBAC IR T RAYS BAC 2548

20 S G EERAE R DR

FEAHNTE 2 S A TP YTIE-PAER I EASE BB RV T S W Uil rh, T b TRy 44, Bamis
Ry MR R FEREME ORI I A IE T BT R A DL R T RIS 3 0 N A T 8 BIIE P 0 2 2 44 AT T
UESK P Mt e RAEENE CRAP I 1A T A JT 3 PN AR 8L, e R B T 10 24 D 88 DR 15 A JRA R 2 T 3 %)
PBHEAT IR, SN TR I 0] B 1 <6 s BT i

FEPIBC e b TS SRS IR 3R e HURIAT E03E, AEAIVE BRI 255 9 B s s AT 3 3
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W A

ATHEGIAEHUEFHESR

CRBE AW

AHAFRIETALL 3 B ASNLL BHUBE & T A S iR

AuthenticationFramework. CertificateExtensions i Attribu

- Al BBAEHEHE S

P B b R PO 201 B 23D

W ASNLT SR (AN SO B I E X

teCertificateDefinitions.

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 5}

DEFINITIONS ::=
BEGIN

-- EXPORTS Al --
- B ERRT E ) R A, AT AT A EAL
- L AEH A A LS R AT AR T A T8 a8,
- WY A

IMPORTS

i E 0 FARASN. 1AL, B 24E R CAVENE 5 A &

A2 X I AR TR Ay e P R 5 & L 5P E

id-at, id-nf, id-oc, informationFramework, upperBounds, selectedAttributeTypes, basicAccessControl,

certificateExtensions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top
FROM InformationFramework informationFramework

ub-user-password, ub-content
FROM UpperBounds upperBounds

Uniqueldentifier, octetStringMatch, DirectoryString{}, commonName

FROM SelectedAttributeTypes selectedAttributeTypes

certificateExactMatch, certificatePairExactMatch, certificateListExactMatch, KeyUsage, GeneralNames,

CertificatePoliciesSyntax, algorithmldentifierMatch, CertPolicyld

FROM CertificateExtensions certificateExtensions ;

- ATFHERIER X -

Certificate = SIGNED { SEQUENCE {
version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Name,

subjectPublicKeyInfo
issuerUniqueldentifier

11

SubjectPublicKeylinfo,
IMPLICIT Uniqueldentifier OPTIONAL,

— o I, FRARRAA v2 HK V3.

subjectUniqueldentifier

[2]

IMPLICIT Uniqueldentifier OPTIONAL,

—de RB I, ALREA v2 K3,

-1}

extensions [3] Extensions OPTIONAL
— e ZB I, ARAMRAA V3.
Version = INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithmldentifier ::= SEQUENCE {

algorithm
parameters

- EXATREMSZE, TREAT

- AR RHLTE S — EE B

- B RZ B FENT—AK, LAY RAlgorithmldentifier#) %4
ALGORITHM {..}

SupportedAlgorithms
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Validity = SEQUENCE {
notBefore Time,
notAfter Time }

SubjectPublicKeyInfo ;1= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension
-- 34 AR & SEQUENCE F AT RHF B/ EENT M E,
- AR AT R AW IR A HE A E B AL

Extension ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

- @ — /NEAE G DER 4 A R
- W extnld # &9 ¥ 3t %69 ExinTypes -~}
ExtensionSet EXTENSION = { ..}

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,

&ExtnType }
WITH SYNTAX {

SYNTAX &ExtnType

IDENTIFIED BY &id}
- 3 PKIGE 5 Hy44
Certificates = SEQUENCE {

userCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertificationPath  ::= SEQUENCE OF CrossCertificates
CrossCertificates = SET OF Certificate
CertificationPath = SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}
CertificatePair = SEQUENCE {

forward [0] Certificate OPTIONAL,

reverse 1] Certificate OPTIONAL

- EYREA—A -}
(WITH COMPONENTS { ..., forward PRESENT} |

WITH COMPONENTS { ..., reverse PRESENT})
- EBHEFE (CRL)

CertificateList = SIGNED { SEQUENCE {
version Version OPTIONAL,
- e BB, ARLRRAA V2.
signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}
- AE &R KR
ALGORITHM := TYPE-IDENTIFIER
o CAE S
HASH {ToBeHashed} n= SEQUENCE {
algorithmldentifier Algorithmldentifier,
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hashValue BIT STRING ( CONSTRAINED BY {
- ¥ A i 542 5 5 A T DER % 69 N\ LR 4 -

-- {7 -- ToBeHashed})}

ENCRYPTED-HASH { ToBeSigned } = BIT STRING ( CONSTRAINED BY {
— 5 AJe IV T DER %8 (L% 6.1 %) SAHE LR -
- {4 -- ToBeSigned — 1 /& fe o A2 5 o A FiX s A bb 452 --))
ENCRYPTED { ToBeEnciphered } x=  BIT STRING ( CONSTRAINED BY {
- 5 Hde o BA2 5 B R T BER Hrb g Aty 4 R -
--{i % -- ToBeEnciphered })

SIGNATURE { ToBeSigned } = SEQUENCE {
algorithmldentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned }}
- PKI 3% % %3] -

pkiUser OBJECT-CLASS n={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {userCertificate}

ID id-oc-pkiUser }
pkiCA OBJECT-CLASS n={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS n={
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN { certificateRevocationList |

authorityRevocationList |
deltaRevocationList }

ID id-oc-cRLDistributionPoint }
cRLDistPtNameForm NAME-FORM n={

NAMES cRLDistributionPoint

WITH ATTRIBUTES { commonName}

ID id-nf-cRLDistPtNameForm }
deltaCRL OBJECT-CLASS n={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {deltaRevocationList}

ID id-oc-deltaCRL }
cpCps OBJECT-CLASS n={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {certificatePolicy |

certificationPracticeStmt}
ID id-oc-cpCps }
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pkiCertPath OBJECT-CLASS ={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { pkiPath }

ID id-oc-pkiCertPath }

-- PKI 57 & Bl -
userCertificate ATTRIBUTE n= {

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID id-at-userCertificate}
cACertificate ATTRIBUTE = {

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE n=

WITH SYNTAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch

ID id-at-crossCertificatePair }

certificateRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ID

authorityRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ID

deltaRevocationList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID

supportedAlgorithms ATTRIBUTE ::
WITH SYNTAX
EQUALITY MATCHING RULE
ID

n
-~

SupportedAlgorithm ::= SEQUENCE {
algorithmldentifier
intendedUsage

{

CertificateList
certificateListExactMatch
id-at-certificateRevocationList }

{

CertificateList
certificateListExactMatch
id-at-authorityRevocationList }

CertificateList
certificateListExactMatch
id-at-deltaRevocationList }

SupportedAlgorithm
algorithmldentifierMatch
id-at-supportedAlgorithms }

Algorithmldentifier,
[0] KeyUsage OPTIONAL,

intendedCertificatePolicies [11 CertificatePoliciesSyntax OPTIONAL }
certificationPracticeStmt ATTRIBUTE = {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
InfoSyntax = CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyinfo } OPTIONAL } }
POLICY ::= TYPE-IDENTIFIER
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HashedPolicylnfo =  POLICY.&Type( {Policies} )
Policies POLICY ::={...} - W %256% & 3L --

CertificatePolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax

ID id-at-certificatePolicy }
PolicySyntax ::= SEQUENCE {

policyldentifier PolicylD,

policySyntax InfoSyntax
PolicylD = CertPolicyld
pkiPath ATTRIBUTE n={

WITH SYNTAX PkiPath

ID id-at-pkiPath }
PkiPath = SEQUENCE OF Certificate
userPassword ATTRIBUTE := {

WITH SYNTAX

EQUALITY MATCHING RULE octetStringMatch

ID id-at-userPassword }
- X FAFIRF IRAL --
- A G EF] -
id-oc-cRLDistributionPoint OBJECT IDENTIFIER ::
id-oc-pkiUser OBJECT IDENTIFIER :
id-oc-pkiCA OBJECT IDENTIFIER :
id-oc-deltaCRL OBJECT IDENTIFIER ::
id-oc-cpCps OBJECT IDENTIFIER :

id-oc-pkiCertPath

— B X -
id-nf-cRLDistPtNameForm

— Bk -

id-at-userPassword
id-at-userCertificate
id-at-cAcertificate
id-at-authorityRevocationList
id-at-certificateRevocationList

id-at-crossCertificatePair
id-at-supportedAlgorithms
id-at-deltaRevocationList
id-at-certificationPracticeStmt
id-at-certificatePolicy
id-at-pkiPath

END

— A2 EH YA

OBJECT IDENTIFIER ::

OBJECT IDENTIFIER ::

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :

OCTET STRING (SIZE (0..ub-user-password))

{id-oc 19}
{id-oc 21}
{id-oc 22}
{id-oc 23}
{id-oc 30}
{id-oc 31}

{id-nf 14}

{id-at 35}
{id-at 36}
{id-at 37}
{id-at 38}
{id-at 39}

{id-at 40}
{id-at 52}
{id-at 53}
{id-at 68}
{id-at 69}
{id-at 70}

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 5}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN
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-- EXPORTS ALL --
IMPORTS

id-at, id-ce, id-mr, informationFramework, authenticationFramework,

selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 5}

ISO/IEC 9594-8:2005 (C)

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, MATCHING-RULE

FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier,
EXTENSION, Time, PolicylD
FROM AuthenticationFramework authenticationFramework

DirectoryString {}
FROM SelectedAttributeTypes selectedAttributeTypes

ub-name
FROM UpperBounds upperBounds

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;
- BRSSO
- X ARHLIE MR 5 BB A G HE AT & o

- AT ERIEBFACRLY & -

authorityKeyldentifier EXTENSION ::= {
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier

authorityCertlssuer [1] GeneralNames

authorityCertSerialNumber [2] CertificateSerialNumber

( WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING
subjectKeyldentifier EXTENSION ::= {

SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier ::= Keyldentifier

keyUsage EXTENSION := {

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {
digitalSignature (0),

contentCommitment (1),
keyEncipherment (2),
dataEncipherment (3),

keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}
extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld

IDENTIFIED BY id-ce-extKeyUsage }
KeyPurposeld ::= OBJECT IDENTIFIER

OPTIONAL,
OPTIONAL,
OPTIONAL }
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privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER
PolicyQualifierinfo ::= SEQUENCE {

policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld})
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }
anyPolicy OBJECT IDENTIFIER = {2529320}
CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }

WITH SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,

dNSName [2] I1A5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier  [6] IA5String,

iPAddress [71 OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [11 DirectoryString {ub-name} }

106 ITU-T X.5092 45 (08/2005)



ISO/IEC 9594-8:2005 (C)

issuerAltName EXTENSION ::={

SYNTAX
IDENTIFIED BY

GeneralNames
id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {

SYNTAX
IDENTIFIED BY

AttributesSyntax
id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

basicConstraints EXTENSION ::= {

SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }
BasicConstraintsSyntax ::= SEQUENCE {

cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

nameConstraints EXTENSION ::={
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraint }

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [11 GeneralSubtrees OPTIONAL,
requiredNameForms [2] NameForms OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {

base GeneralName,

minimum [0] BaseDistance DEFAULT 0,

maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

NameForms ::= SEQUENCE {

basicNameForms
otherNameForms

[0] BasicNameForms OPTIONAL,
[11 SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL }

(ALL EXCEPT ({ - £; BPE Vol —ANdtke - 3)

BasicNameForms ::= BIT STRING {

rfc822Name
dNSName
x400Address
directoryName
ediPartyName

(0),

(1),
(2),
(3),
(4),

uniformResourceldentifier  (5),

iPAddress
registeredID

policyConstraints EXTEN
SYNTAX
IDENTIFIED BY

PolicyConstraintsSyntax
requireExplicitPolicy
inhibitPolicyMapping

SkipCerts ::= INTEGER (0..

(6)

" (7)} (SIZE (1..MAX))

SION ::={

PolicyConstraintsSyntax
id-ce-policyConstraints }

::= SEQUENCE {
[0] SkipCerts OPTIONAL,
[1] SkipCerts OPTIONAL }

MAX)

cRLNumber EXTENSION ::= {

SYNTAX
IDENTIFIED BY

CRLNumber ::= INTEGER

CRLNumber
id-ce-cRLNumber }

(0..MAX)
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reasonCode EXTENSION ::={

SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise 1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

criScope EXTENSION ::= {

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE {
authorityName [0] GeneralName OPTIONAL,
distributionPoint [11 DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [71 GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL
}
OnlyCertificateTypes ::= BIT STRING {
user (0),
authority 1),
attribute (2)}
NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [11 INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationinfo ::= SEQUENCE {
cRLStreamldentifier [0] CRLStreamldentifier OPTIONAL,
cRLNumber [11 CRLNumber,
baseThisUpdate [2] GeneralizedTime }

statusReferrals EXTENSION ::={
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {

cRLReferral [0] CRLReferral,

otherReferral 11 INSTANCE OF OTHER-REFERRAL}
CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location 1] GeneralName OPTIONAL,

deltaRefinfo [2] DeltaRefinfo OPTIONAL,

cRLScope CRLScopeSyntax,
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lastUpdate [3] GeneralizedTime OPTIONAL,
lastChangedCRL [4] GeneralizedTime OPTIONAL}

DeltaRefinfo ::= SEQUENCE {
deltaLocation GeneralName,
lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER

cRLStreamldentifier EXTENSION ::= {
SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamlidentifier ::= INTEGER (0..MAX)

orderedList EXTENSION ::= {

SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }
OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDate (1)}
deltalnfo EXTENSION n= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation = SEQUENCE {
deltaLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }

cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [11 ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0),

keyCompromise (1),

cACompromise (2),

affiliationChanged (3),

superseded (4),

cessationOfOperation  (5),

certificateHold (6),

privilegeWithdrawn (7),

aACompromise 8)}

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- 4= 3% onlyContainsUserPublicKeyCerts #= onlyContainsCACerts #t % FALSE,

- AR L CRL % £ WAPEH LA,

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
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onlySomeReasons [3] ReasonFlags OPTIONAL,

indirectCRL [4] BOOLEAN DEFAULT FALSE }
certificatelssuer EXTENSION ::= {

SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }
deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber

IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber
toBeRevoked EXTENSION ::={
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup

ToBeRevokedGroup = SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasoninfo 11 Reasonlinfo OPTIONAL,
revocationTime GeneralizedTime,
certificateGroup CertificateGroup }

Reasoninfo = SEQUENCE {
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL }

CertificateGroup::= CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {

startingNumber [0] INTEGER,
endingNumber [11 INTEGER }
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber

revokedGroups EXTENSION ::={
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasoninfo [11 Reasoninfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup }
RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

expiredCertsONnCRL EXTENSION ::={
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
baseUpdateTime EXTENSION n={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }
freshestCRL EXTENSION n={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }
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aAissuingDistributionPoint EXTENSION ::= {
SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [ 0] DistributionPointName OPTIONAL,
onlySomeReasons [ 1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [ 3]1 BOOLEAN DEFAULT TRUE,
containsAACerts [ 4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [ 5] BOOLEAN DEFAULT TRUE }

inhibitAnyPolicy EXTENSION n={
SYNTAX  SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

-- PKT It BLALR] -~

certificateExactMatch MATCHING-RULE ::= {
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion

ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier  [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL }

AltNameType ::= CHOICE {
builtinNameForm  ENUMERATED {

rfc822Name (1),
dNSName (2),
x400Address (3),
directoryName (4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress (7),
registeredid 8)},

otherNameForm OBJECT IDENTIFIER }
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

certificatePairExactMatch MATCHING-RULE n= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )
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certificatePairMatch MATCHING-RULE ::={
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

certificateListExactMatch MATCHING-RULE = {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,

distributionPoint DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE ::= {

SYNTAX CertificateListAssertion

ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber 11 CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyldentifier  [3] AuthorityKeyldentifier OPTIONAL}

algorithmldentifierMatch MATCHING-RULE = {
SYNTAX Algorithmidentifier
ID id-mr-algorithmldentifierMatch }
policyMatch MATCHING-RULE  ::={
SYNTAX PolicylD
ID id-mr-policyMatch }

pkiPathMatch MATCHING-RULE ::={

SYNTAX PkiPathMatchSyntax

ID id-mr-pkiPathMatch }
PkiPathMatchSyntax ::= SEQUENCE {
firstlssuer Name,

lastSubject Name }

enhancedCertificateMatch MATCHING-RULE :={
SYNTAX EnhancedCertificateAssertion

ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,

issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier ~ [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7]1 KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL
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AltName ::= SEQUENCE {
altnameType
altNameValue

- it ZAR IR RAL -

id-ce-subjectDirectoryAttributes
id-ce-subjectKeyldentifier
id-ce-keyUsage
id-ce-privateKeyUsagePeriod
id-ce-subjectAltName
id-ce-issuerAltName
id-ce-basicConstraints
id-ce-cRLNumber
id-ce-reasonCode
id-ce-instructionCode
id-ce-invalidityDate
id-ce-deltaCRLIndicator
id-ce-issuingDistributionPoint

id-ce-certificatelssuer
id-ce-nameConstraint

id-ce-cRLDistributionPoints
id-ce-certificatePolicies
id-ce-policyMappings

- AR
id-ce-authorityKeyldentifier
id-ce-policyConstraints
id-ce-extKeyUsage
id-ce-cRLStreamldentifier
id-ce-cRLScope
id-ce-statusReferrals
id-ce-freshestCRL
id-ce-orderedList
id-ce-baseUpdateTime
id-ce-deltainfo
id-ce-inhibitAnyPolicy
id-ce-toBeRevoked
id-ce-RevokedGroups
id-ce-expiredCertsOnCRL
id-ce-aAissuingDistributionPoint

-- I EAN OID --

id-mr-certificateExactMatch
id-mr-certificateMatch
id-mr-certificatePairExactMatch
id-mr-certificatePairMatch
id-mr-certificateListExactMatch
id-mr-certificateListMatch
id-mr-algorithmldentifierMatch
id-mr-policyMatch
id-mr-pkiPathMatch
id-mr-enhancedCertificateMatch

AltNameType,
GeneralName OPTIONAL }

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

- RHLGE AL AT 2t $A4797 % (OBJECT IDENTIFIERS)

-- {id-ce 2} {id-ce 3}« {id-ce 4}

END

lid-ce 5} {id-ce 6} {id-ce 7}
-- {id-ce 8} {id-ce 10} f{id-ce 11} f{id-ce 12}.
--{id-ce 22} {id-ce 25} {id-ce 26} {id-ce 30}

{id-ce 13}

ISO/IEC 9594-8:2005 (C)

{id-ce 9}

{id-ce 14}
{id-ce 15}
{id-ce 16}
{id-ce 17}
{id-ce 18}
{id-ce 19}
{id-ce 20}
{id-ce 21}
{id-ce 23}
{id-ce 24}
{id-ce 27}
{id-ce 28}

{id-ce 29}
{id-ce 30 1}

{id-ce 31}
{id-ce 32}
{id-ce 33}
{id-ce 34}

{id-ce 35}
{id-ce 36}
{id-ce 37}
{id-ce 40}
{id-ce 44}
{id-ce 45}
{id-ce 46}
{id-ce 47}
{id-ce 51}
{id-ce 53}
{id-ce 54}
{id-ce 58}
{id-ce 59}
{id-ce 60}
{id-ce 63}

{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
{id-mr 60}
{id-mr 62}
{id-mr 65}
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- A3 BMdE AR RAE R

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 5}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds, id-oc, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 5}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE, AttributeType, OBJECT-CLASS, top
FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier,
EXTENSION, SIGNED({}, InfoSyntax, PolicySyntax, Extensions, Certificate
FROM AuthenticationFramework authenticationFramework

DirectoryString{}, TimeSpecification, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

GeneralName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch
FROM CertificateExtensions certificateExtensions

ub-name
FROM UpperBounds upperBounds

UserNotice
FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) pkix(7) id-
mod(0) id-pkix1-implicit-93(4)}

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;

- RAEMAIE H, F
- XTARME T M 5] &R A I HE R R AT E S

- BAE B A -

AttributeCertificate ::= SIGNED {AttributeCertificateInfo}
AttributeCertificatelnfo ::= SEQUENCE

{
version AttCertVersion, -- }i A v2
holder Holder,
issuer AttCertlssuer,
signature Algorithmldentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}
AttCertVersion ::=INTEGER {v2(1)}
Holder ::= SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,
- BAH AT BRI G B K AR 55
entityName [1] GeneralNames OPTIONAL,
- RRRA &8 LR
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

- AT AEBEENEAE, Blde, —ATITH
-- baseCertificateID~ entityName X, objectDigestInfo ¥ Z '\ ji 5 JL.— A~ --}
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ObjectDigestinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {

publicKey (0),

publicKeyCert (1),

otherObjectTypes (2) },
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmidentifier,
objectDigest BIT STRING }

AttCertlssuer ::= [0] SEQUENCE {

issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [11 ObjectDigestinfo OPTIONAL }

~ E YR & R— A
( WITH COMPONENTS { ..., issuerName PRESENT} |
WITH COMPONENTS { ..., baseCertificatelD PRESENT} |
WITH COMPONENTS { ..., objectDigestinfo PRESENT })

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }

AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL }

ACPathData ::= SEQUENCE {
certificate [0] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

PrivilegePolicy ::= OBJECT IDENTIFIER
- AR -
role ATTRIBUTE n={
WITH SYNTAX RoleSyntax
ID id-at-role }

xmlPrivilegelnfo ATTRIBUTE ::={
WITH SYNTAX UTF8String --contains XML-encoded privilege information

ID id-at-xMLPrivilegelnfo }

RoleSyntax = SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [11 GeneralName }

- PMI 3§ % %3] —

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser
}
pmiAA OBJECT-CLASS ::={
-- —/PMI AA
SUBCLASS OF {top}
KIND auxiliary
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MAY CONTAIN

ID
}

pmiSOA OBJECT-CLASS

SUBCLASS OF
KIND
MAY CONTAIN

ID
}

attCertCRLDistributionPt
SUBCLASS OF
KIND
MAY CONTAIN

ID
}

pmiDelegationPath
SUBCLASS OF
KIND
MAY CONTAIN
ID

privilegePolicy
SUBCLASS OF
KIND
MAY CONTAIN
ID

protectedPrivilegePolicy
SUBCLASS OF
KIND
MAY CONTAIN
ID

-~ PMI 5 75 % J& 1% -

attributeCertificateAttribute

WITH SYNTAX
EQUALITY MATCHIN
ID

aACertificate
WITH SYNTAX
EQUALITY MATCHIN
ID

9

{aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}
id-oc-pmiAA

u={ - — A PMI LM R

{top}

auxiliary
{attributeCertificateRevocationList |
attribute AuthorityRevocationList |
attributeDescriptorCertificate}
id-oc-pmiSOA

OBJECT-CLASS ::= {

{top}

auxiliary

{ attributeCertificateRevocationList |
attributeAuthorityRevocationList }
id-oc-attCertCRLDistributionPts

OBJECT-CLASS ::={
{top}

auxiliary

{ delegationPath }
id-oc-pmiDelegationPath }

OBJECT-CLASS ::={
{top}

auxiliary

{privPolicy }
id-oc-privilegePolicy }

OBJECT-CLASS ::={
{top}
auxiliary
{protPrivPolicy }
id-oc-protectedPrivilegePolicy }

ATTRIBUTE ::={
AttributeCertificate

G RULE attributeCertificateExactMatch
id-at-attributeCertificate }
ATTRIBUTE =
AttributeCertificate

G RULE attributeCertificateExactMatch

id-at-aACertificate }

attributeDescriptorCertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeCertificateRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeAuthorityRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

116

ATTRIBUTE ::={
AttributeCertificate
attributeCertificateExactMatch
id-at-attributeDescriptorCertificate }

ATTRIBUTE ::= {

CertificateList
certificateListExactMatch
id-at-attributeCertificateRevocationList}

ATTRIBUTE n={

CertificateList
certificateListExactMatch
id-at-attributeAuthorityRevocationList }
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delegationPath ATTRIBUTE n={
WITH SYNTAX AttCertPath
ID id-at-delegationPath }
AttCertPath = SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE n={
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }
protPrivPolicy ATTRIBUTE =
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }
xmlPrivPolicy ATTRIBUTE n={
WITH SYNTAX UTF8String -- &4 XML %/ o9 45 F A3 8;
ID id-at-xMLPprotPrivPolicy }
- B VAR R Y A R BRALN -

attributeCertificateExactMatch MATCHING-RULE ::={

SYNTAX
ID

AttributeCertificateExactAssertion

serialNumber Certifi

issuer

}

AttributeCertificateExactAssertion
id-mr-attributeCertificateExactMatch }

::= SEQUENCE {
cateSerialNumber,

AttCertlssuer

attributeCertificateMatch MATCHING-RULE ::= {

SYNTAX
ID

AttributeC

AttributeCertificateAssertion
holder [0]
baseCertificatelD
holderName
issuer [1
attCertValidity [2]
attType [3]

— BB BRI A3 A

ertificateAssertion

id-mr-attributeCertificateMatch }

;= SEQUENCE {

CHOICE {

[0] IssuerSerial,

[1] GeneralNames} OPTIONAL,
GeneralNames OPTIONAL,
GeneralizedTime OPTIONAL,

SET OF AttributeType OPTIONAL}

holderlssuerMatch MATCHING-RULE := {
SYNTAX HolderlssuerAssertion
ID id-mr-holderlssuerMatch }
HolderlssuerAssertion ::= SEQUENCE {
holder [0] Holder OPTIONAL,
issuer 1] AttCertlssuer OPTIONAL
}

delegationPathMatch MATCHING-RULE ::={

SYNTAX
ID

DelMatchSyntax ::
firstlssuer AttCertlssuer,
lastHolder Holder }

sOAldentifier EXTENSION ::={
SYNTAX NULL
IDENTIFIED BY

DelMatchSyntax
id-mr-delegationPathMatch }

SEQUENCE {

id-ce-sOAldentifier }
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sOAldentifierMatch MATCHING-RULE ::= {

SYNTAX NULL
ID id-mr-sOAldentifierMatch }

authorityAttributeldentifier EXTENSION ::=

{
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier } }

AuthorityAttributeldentifierSyntax = SEQUENCE SIZE (1..MAX) OF AuthAttid

AuthAttid = IssuerSerial

authAttidMatch MATCHING-RULE ::={
SYNTAX AuthorityAttributeldentifierSyntax
ID id-mr-authAttidMatch }

roleSpecCertldentifier EXTENSION ::=

{
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED BY { id-ce-roleSpecCertldentifier } }

RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertlssuer [11 GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL }

roleSpecCertildMatch MATCHING-RULE ::={
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }

basicAttConstraints EXTENSION ::=

SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }
}

BasicAttConstraintsSyntax ::= SEQUENCE

authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL

basicAttConstraintsMatch MATCHING-RULE :={
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

delegatedNameConstraintsMatch MATCHING-RULE ::={
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch}

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }
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timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

acceptableCertPolicies EXTENSION ::= {

SYNTAX
IDENTIFIED BY

AcceptableCertPoliciesSyntax
id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER

acceptableCertPoliciesMatch MATCHING-RULE ::= {
SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }

attributeDescriptor EXTENSION ::={

SYNTAX
IDENTIFIED BY

AttributeDescriptorSyntax
{id-ce-attributeDescriptor } }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier
attributeSyntax
name
description
dominationRule

Attributeldentifier,
OCTET STRING (SIZE(1..MAX)),
[0] AttributeName OPTIONAL,
[11 AttributeDescription OPTIONAL,
PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})
AttributelDs ATTRIBUTE ::={...}

AttributeName ::= UTF8String(SIZE(1..MAX))
AttributeDescription ::= UTF8String(SIZE(1..MAX))

PrivilegePolicyldentifier
privilegePolicy
privPolSyntax

= SEQUENCE {
PrivilegePolicy,
InfoSyntax }

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

userNotice EXTENSION
SYNTAX
IDENTIFIED BY

n={
SEQUENCE SIZE (1..MAX) OF UserNotice
id-ce-userNotice }

targetinginformation EXTENSION ::={

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation }
Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup 11 GeneralName,
targetCert [2] TargetCert }
TargetCert n= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,

certDigestinfo

noRevAvail EXTENSION ::

SYNTAX
IDENTIFIED BY

ObjectDigestinfo OPTIONAL }

={
NULL
id-ce-noRevAvail }
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acceptablePrivilegePolicies EXTENSION ::={
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax = SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

indirectlssuer EXTENSION ::= {
SYNTAX  BOOLEAN
IDENTIFIED BY

indirectlssuerMatch MATCHING-RULE ::

SYNTAX BOOLEAN
ID id-mr-indirectlssuerMatch }

noAssertion EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }

issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName

id-ce-indirectlssuer }

={

IDENTIFIED BY id-ce-issuedOnBehalfOf }

- X FATIRAF AL -

—~ 5§ £ A -

id-oc-pmiUser

id-oc-pmiAA

id-oc-pmiSOA
id-oc-attCertCRLDistributionPts
id-oc-privilegePolicy
id-oc-pmiDelegationPath
id-oc-protectedPrivilegePolicy

~ R

id-at-attributeCertificate
id-at-attributeCertificateRevocationList
id-at-aACertificate
id-at-attributeDescriptorCertificate
id-at-attributeAuthorityRevocationList
id-at-privPolicy

id-at-role

id-at-delegationPath
id-at-protPrivPolicy

id-at-xMLPrivilegelnfo
id-at-xMLPprotPrivPolicy

- e -

id-ce-authorityAttributeldentifier
id-ce-roleSpecCertldentifier
id-ce-basicAttConstraints
id-ce-delegatedNameConstraints
id-ce-timeSpecification
id-ce-attributeDescriptor
id-ce-userNotice
id-ce-sOAldentifier
id-ce-acceptableCertPolicies
id-ce-targetinformation
id-ce-noRevAuvail
id-ce-acceptablePrivilegePolicies
id-ce-indirectlssuer
id-ce-noAssertion
id-ce-issuedOnBehalfOf
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OBJECT IDENTIFIER ::= {id-oc 24}
OBJECT IDENTIFIER ::= {id-oc 25}
OBJECT IDENTIFIER ::= {id-oc 26}
OBJECT IDENTIFIER ::= {id-oc 27}
OBJECT IDENTIFIER ::= {id-oc 32}
OBJECT IDENTIFIER ::= {id-oc 33}
OBJECT IDENTIFIER ::= {id-oc 34}

OBJECT IDENTIFIER ::= {id-at 58}
OBJECT IDENTIFIER ::= {id-at 59}
OBJECT IDENTIFIER ::= {id-at 61}
OBJECT IDENTIFIER ::= {id-at 62}

OBJECT IDENTIFIER ::= {id-at 63}
OBJECT IDENTIFIER ::= {id-at 71}
OBJECT IDENTIFIER ::= {id-at 72}
OBJECT IDENTIFIER ::= {id-at 73}

OBJECT IDENTIFIER ::= {id-at 74}

OBJECT IDENTIFIER ::= {id-at 75}
OBJECT IDENTIFIER ::= {id-at 76}

OBJECT IDENTIFIER ::= {id-ce 38}
OBJECT IDENTIFIER ::= {id-ce 39}
OBJECT IDENTIFIER ::= {id-ce 41}
OBJECT IDENTIFIER ::= {id-ce 42}
OBJECT IDENTIFIER ::= {id-ce 43}
OBJECT IDENTIFIER ::= {id-ce 48}
OBJECT IDENTIFIER ::= {id-ce 49}
OBJECT IDENTIFIER ::= {id-ce 50}
OBJECT IDENTIFIER ::= {id-ce 52}
OBJECT IDENTIFIER ::= {id-ce 55}
OBJECT IDENTIFIER ::= {id-ce 56}
OBJECT IDENTIFIER ::= {id-ce 57}
OBJECT IDENTIFIER ::= {id-ce 61}
OBJECT IDENTIFIER ::= {id-ce 62}
OBJECT IDENTIFIER ::= {id-ce 64}
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id-mr-attributeCertificateMatch
id-mr-attributeCertificateExactMatch
id-mr-holderlssuerMatch
id-mr-authAttidMatch
id-mr-roleSpecCertldMatch
id-mr-basicAttConstraintsMatch
id-mr-delegatedNameConstraintsMatch
id-mr-timeSpecMatch
id-mr-attDescriptorMatch
id-mr-acceptableCertPoliciesMatch
id-mr-delegationPathMatch
id-mr-sOAldentifierMatch
id-mr-indirectlssuerMatch

END

OBJECT IDENTIFIER ::= {id-mr 42}
OBJECT IDENTIFIER ::= {id-mr 45}
OBJECT IDENTIFIER ::= {id-mr 46}
OBJECT IDENTIFIER ::= {id-mr 53}
OBJECT IDENTIFIER ::= {id-mr 54}
OBJECT IDENTIFIER ::= {id-mr 55}
OBJECT IDENTIFIER ::= {id-mr 56}
OBJECT IDENTIFIER ::= {id-mr 57}
OBJECT IDENTIFIER ::= {id-mr 58}
OBJECT IDENTIFIER ::= {id-mr 59}
OBJECT IDENTIFIER ::= {id-mr 61}
OBJECT IDENTIFIER ::= {id-mr 66}
OBJECT IDENTIFIER ::= {id-mr 67}
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—  RIBIR AT RELAANAEART LT B, AR SO ST 2B, AT B = B
AN 13 %5 TRUE : containsUserPublicKeyCerts  containsCACerts + containsUserAttributeCerts -
containsAACerts 55/5% containsSOAPublicKeyCerts; LA

— IR reasonCodes FEHILE RIS Ky b, AR ARND 2 BOB ARG Y B OGBRE FT
PRl PAR

— RO RS R LSS BT LIRS indirectCRL FBE (L, TFEXIZFBOETHE) .
B.5.1.2 5B EPRL
A T 5 CRL X EOGHEHE l AT 2 — AN 58481 EPRL, JrAi LU F#RK 4 TRUE:
—  Delta CRL #E/R 59 R A I BLA
— R R SRR L&
— AR R RAOE R ETB B R AT B th — AN AR CRL P
issuer 7Bt LK
— RN R AT R containsUserPublicKeyCerts 7B, 1% 7BLg ¥ TRUE; LUK

— R reasonCodes v B BUAE AT N A midy e rf, S B dy ACHS - BORs B 355 00 I M i T A
M Bk

— ORI RAY T U S E AT LA indirectCRL 7By (R, L % FBEHTRHE) .
A CRL KA M7 e A Ak A5 & — > i SR UE 5 I A Be A8 o BRIk, an 2R Sk B8
basicConstraints ¥ &£, 4 A1% 5 cA=FALSE.
B.5.1.3 5B¥¥)CARL
T HE CRL AHBEGER 0B e ARRS & — /N5 0 CARL, JiTf LA F 4514644 TRUE:
—  Delta CRL #f/RFF 9 KA B LK%
— RN R EA R I DU
—  BEARBSREY RARCE SR ATFE, BAnRAFBHIH S — N AFRNILAE T CRL H#y
issuer 7Bt LK
—  RIRS RS containsCACerts 7B, i% 7B TRUE; LLK
— WA reasonCodes Bt HHILAE RN K i e, S B e A = BOK AL FE T B FH BSR4 I A7
Biehs LK
— R R AT R LUAES WA LR indirectCRL 7B (Htt, THEAHZFBOHTHE)
A CARL HE MW ZIEF & —4 CA UEBH A G . Kk, X%k B aE{EN cASTRUE 1)
basicConstraints §" /&
B.5.1.4 2T CRL/EPRL/CARLI¥I} & 5
i T CRL J& CRL 23K midy JEEIE T i (19 CRL BRI CRL 2 —, i LA 44406 4 TRUE:

— B CRL R K BT RIS R RFBAEI (9T CRL DP 1Y) , 24 CRL
SR SY RBUET BN CRL ¥R K B i Hrh — AN 2 AR ILAL T CRL RIRA R i R
RSB I — AN, mligkh, UET CRL DP 88 CRL §7 &%) cRLIssuer =B+ 3L
A ARRATLLUCHCLF IDP (1) DP HE S — AN 420k DL

— RN R BT REAA AU N 2B, BAWMA e S LN 2B, WA I - B
A 15 % & TRUE: containsUserPublicKeyCerts . containsCACerts . containsUserAttributeCerts
containsAACerts 5/5¥, containsSOAPublicKeyCerts, A& GiEHRM 1) 7B A TRUE (i3 L%
B.l, KTRMIERRMMFBRLD ; UK
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QIR AR E B ILE CRL 20k Sy BREUE B ES CRL ¥ REd, WA ZFEBREANHIAL
CRL MRSy RSy B, B84 /b—NEIEBI CRL 20 & A b A= B P i A, PL&L
Wi cRLIssuer FBCRHILEIE T3 CRL 4R My B, MakmBEIETMFE— CA KR&E
CRL; LLK
% cRLIssuer F B¢ LR AN (CRL 20 & s it CRL $7 ) v, 84 CRL ¥
1 CRL 43 & sS4 ESE 1558 CRL ¥R ) CRL K K25, CRL FAERII K Sy
F143% indirectCRL FE% .
E — B A BRI TR, RS B BLTE CRL DP f1F]— DistributionPoint B f:#r Y
CRL §"JE i, WA A S iTh, %X, fEMIN CRL H ¥ IDP § & 15 K S 7Boh, FEAE— N4 FRICHL .

& B.1— IERREANRBD K RFB

iEFHRR KI5 s RFB
sk CATFEED containsUserPublicKeyCerts
CA containsCACerts
23 sk @bk containsUserAttributeCerts
AA containsAACerts
SOA containsSOAPublicKeyCerts

B.5.2 HiiFdelta CRLG

fE T IE T LY dCRL #EATAG A, PR A il — ME o CRL H )< 6 freshestCRL #7J&, ol B (E
T BRAE T HCHE (1 S 2R IEAT dCRL A 7

WERPTAT LR 2 F L, S AfE 0T B2 T LRSS, ERIAIE S A7 ORI  CRLAF &

{5 #07  FH (2Lt CRL SHIE T 5 /288 410 URIEIERD 5 DK
& H05 f# F ) delta CRL SHIE P & /238 41 (KIEERD 5 DLk
1E dCRL 2% 54t CRL 2 N8 J5 K LA CRL.

N T HiE dCRL XHIEF &1, B LUT 44404 ) TRUE:

Delta CRL 7559 K I LA

dCRL ¥ /E5:Al CRL ZJ5 KM #R e —Fh A 247 dCRL criNumber 47 &) CRL #& K
TAE#07 i 24l CRL criNumber $7 & LUK 2Ll A dCRL VGRCH cRLStreamldentifier 5B 711
CRL %3 . %70 RE 7R ZAAM 118 48 K A Y B0 i B A ol R g — b v 2 b BE 4l CRL 1
thisUpdate 7B Al{5 #7114 1) dCRL 1) thisUpdate - BdAT b LA K

WA —Rh 7 &4 & dCRL deltaCRLIndicator 3 & H i) CRL 35/ 8045 T 105 Bt 1 e
CRL criNumber §" Ji£ DL K 3Ll dCRL IEfC ™ cRLStreamldentifier Bt #1 ] CRL $iw. %57k
] BT LRSI I8 AR A i B SRR ) . ) — b 7 v e XE U7 S ISR CRL 11 thisUpdate
FBCR ACRL $i7 17 (1 5EAH CRL 1) thisUpdate 7-BodhATHUR . 8 —Fh oy i & 5 M0 7 (1 A
CRL 1] thisUpdate Bt A5 i 77 3145 1 dCRL 1) baseUpdateTime § JE#E4T LA L&

72 — HZEFH criNumber Fil cRLStreamldentifier #75, 1 LRI RN L, A — MW
WA AEE L dCRL A TJEAE CRL SR EE—AJEAl CRL. EXFER T, #if. Hali CRL
criNumber ¥ 1 thisUpdate F-Bigt i dCRL WP JEA T B, BB AKIE R . FEal CRL 1
nextUpdate 7, Jf HIEH &5 5 —A dCRL MG A 1.

AR dCRL & — MBS K iy &, WA RIS K s ITE K 5 i B.5.1.4 P ik BOUE T A —
;i M

W dCRL NUEATATLL 47 J&: streamldentifier Al issuingDistributionPoint, 84 ¥ H g
H—A5e 45, AIREEA CRL 856 H .
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B.5.3  ERICRLEAE R HEMFER L
T BAEIERE CRL JEHERIN, FEH HILREUG REMEE, B LU 4R R AL -

RIS ER 7%, (F807 4 T RAAE CRL F e R CE AT DK
F R E I AT (92 T2 50 S Ak CRL 28 A 3T 30IF s LAK
Wik nextUpdate 7Bt I, A4 457 4] . 7E nextUpdate 7B 2 Hif; LK

CRL "[R4 AR VCELTAE T A . IEFEAS A 2 TR I RS B FK, BRIE CRL Bk HE T
) CRL DP, JfH CRL DP ¥ J#fl{ CRL KJCE i fF. {EXFHEN N, CRL DP ¥ JEH) CRL KJ#
BB A R H A — AN BRIV ULEC T CRL AR R T8 44 K

B.5.4 delta CRLIH R ZE
T AR dCRL JEHERAMY, FEH B LR EUG REEN, FrE LU 448 R AL -

128

RIS ER 7%, (F807 % T RAAE CRL F e R CE AT DK
B R Z T DG A T35 dCRL LS50 LR
Wik nextUpdate 7Bt I, A4 457 4] . 7E nextUpdate 7B 2 Hif; LK

dCRL RIS 2 BB VC R TR . IE7ER 25 2 RO I A S B FK, BRAE Delta CRL Br& A
HWE1H ) CRL DP, 3 H CRL DP ¥ 47 CRL KBEE M. EXFHEN T, CRL DP ¥ £/ CRL
RIE A AR — A AR VS E T CRL W RIS S5 .
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W 4 C

delta CRLE AR 2545
CRMM A AT | [E BRARE AL )

AWM CRLERY, 37 Bont s i FE T5 4 H] dCRL.

RS — AR, 4> dCRL #ZH &G CRL, & E HIVEH R SeRE ) o 18 BOR 2 0 F T 5 2 e 48
M. Bt CRL 28, % E—JGFEn LR B T4 dCRL. WG & & w8 M. $in) CRL HEN T —4
dCRL J@#I(f2Efli, Jf Ho2AE dCRL IIAHRY REFF S5 1A CRL. K800 38 [ 1 35 2 58 48 (1. i) CRL
I, A RO % [ T 5 AL SE R BT CRL M5 —> dCRL.

AR E AL, ANEMISE dCRL 2211 CRL GFHEE KV H T & A0 25835 (B30 CRL /LR
fEA—A dCRL KK o WIRSHM CRL X4 G 5 2 5e 40, A e nl A RER . S e
FEI T & A& 52 ¥4 1) CRL.

RGP dCRL (E TR FFIA — AR G R & 2 52 81 CRL, IF HHBTIHFEE N 2 /b [F dCRL
B F CRL. SR E 3 Bl 5 2 52 3 H0ax A CRL A LA st ML &G 803 ] LAl A T 1 R e e A
Mk . 8, FERSEREOUR, 7R I i S 2 524 dCRL Al CRL Y, FILAE AN E, 4
m, U HIERRSGH —ANE dCRL H S 1 CRL 2 J5 KKK CRL I,

TERMBRTHR ACRLAEHP =AM 7. # 1 ZELENITE, W LR — MR, 6] 2 Ffifl 3 2 L1
FTId (1) 58 AR (R AR B

B 2 F, HUMERL CRL, ‘eI EEE a4 R H AL 52, dCRL %454 R EIH)q—
K, WEHl CRL MH &M E7 R TR 2 N, BIFE RS R I U5 SR R - S, DA
U R IS T 5 2 5 28 CRL. 7E6 2, A SR, hizulm & 252 CRL WA, UEINES
TR P ZE T E R e R CRL I, AT AR A ) dCRL. PIAN P AR se 38 o (5 8., X e
5 A T dCRL KIS I i 5 36 F (R AiE 15 .

e 3, BB 1 R, XPRERE VSR S L e #E M CRL MR IR, HE4 dCRL &% — L%
dCRL H. 7 RN E B

e U B CRL AT GBI, HE 2 AN I L) 711 84 .

KL RV, HAt ARt R T RERY, X AOBT AR o 78 S AZ SR IR I T RERE 25 IR B — L R
& 8o, Uiie) CRL B9AREE . CRL YA FFT CRL (M50 RGN S BCTH7 . PERE. S5 R 2R 4%,
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i Bi1 - DeltaZ % BT iR B2 - DeltaB 5L = H i B3 - DeltaBE EL TR
1Al i SE Vi SERE I CRL S SE Vi F SERE T CRL BHER
SR e E s Delta-CRL SHERET R Delta-CRL SRR T B TR ) Delta-CRL
f¥ICRL HICRL CRL
8 thisUpdate = 5 8 X | thisUpdate = 5 8 K thisUpdate = % 8 X | thisUpdate = 5§ 8 X thisUpdate = £ 8 X | thisUpdate = 7 8 X
nextUpdate =55 15K | nextUpdate = 2 9 K nextUpdate = 5§ 10 KX | nextUpdate = 3§ 9 K nextUpdate =5 15K | nextUpdate = £ 9 K
crlNumber = 8 crlNumber = 8 criNumber = 8 crlNumber = 8 cRLNumber = 8 cRLNumber =8
BaseCRLNumber = 1 BaseCRLNumber = 6 BaseCRLNumber = 1
9 KRAT thisUpdate = %5 9 K K RA thisUpdate = %3 9 K KKRAT thisUpdate = %5 9 K
nextUpdate = 5§ 10 K nextUpdate = 53 10 K nextUpdate = 5j 10 K
criNumber = 9 criNumber = 9 cRLNumber =9
BaseCRLNumber = 8 BaseCRLNumber = 6 BaseCRLNumber = 2
10| RkAi thisUpdate = £ 10 X thisUpdate = 5% 10 X | thisUpdate = 5§ 10 X KR A thisUpdate = 55 10 X
nextUpdate = 3 11 X nextUpdate = %3 12 K| nextUpdate = £ 11 X nextUpdate = £ 11 X
crlNumber = 10 crlNumber = 10 crlNumber = 10 cRLNumber = 10
BaseCRLNumber = 8 BaseCRLNumber = 8 BaseCRLNumber = 3
w SEHEA K2 TR
15 | thisUpdate =4 15 %% | thisUpdate = 2 15 K KRAT thisUpdate = %5 15K | thisUpdate= 5% 15K | thisUpdate = & 15 K
nextUpdate =55 22 K | nextUpdate = &3 16 K nextUpdate = 53 16 K | nextUpdate=% 22 K | nextUpdate = &3 16 K
crlNumber = 15 crlNumber = 15 criNumber = 15 cRLNumber = 15 cRLNumber = 15
BaseCRLNumber = 8 BaseCRLNumber = 12 BaseCRLNumber = 8
16 | KRAi thisUpdate = 5 16 X thisUpdate =475 16 & | thisUpdate = 4 16 & | RKA thisUpdate = 5§ 16 X
nextUpdate = 3 17 K nextUpdate = %5 18 K| nextUpdate = &3 17 K nextUpdate = £ 17 X
crlNumber = 16 crlNumber = 16 criNumber = 16 cRLNumber = 16
BaseCRLNumber = 15 BaseCRLNumber = 14 BaseCRLNumber =9
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MW 1 D

IEBUHHE RIRFAUR i 52 X 24
CARBPEAE AR | BRbrE L2

D.1 R

AL S s g S BT M 2 ST AT I AR AR B0 A I K A RS A A5 R I 4518, DA e SR AL 4
BT AVT I CGESREO S I NS o BN 0 1E QRIS RT3 IR ROAIE 2 4 BT i SR 8 I skt B
VPR W (KA, JRIRR, e A HL AR U R AR MR ) s o 1 (R A s W A 35 SR A U

H T 7 A AR ALK 5 T BT RO (R S 2, DR A 28 2 3B ) 5 P AT DU A — A LUK R AR IR 38
AR RV RN AR, DA — AN ISR 1K) HASH, IR SR Hrh, 2545, Rk, 7EARME
P B ATART T SCRFASL S W S 081 (O s R AT S

D.2  HEFRAEE

SRR ] AR AT AT vtk X, BFRAESCAR . S T BhEe e SURFBURIE IR 53 EfS S U MO B AR S AP AN R (1)
FESGET, T UCH K, ZEARM R TP ANEEG] T TR X LR, ST B PR T e A T
ST 131 subjectDirectoryAttributes 4 RS TR EL,  FEARE R FRK ST T T oAb T8
D21 F—AHT

PR ASN.1 fJiE R REEG . RIGHIRFBERME & ST B — Mo+

PrivilegePolicySyntax  ::= SEQUENCE {
version Version,
ppe PrivPolicyExpression }

PrivPolicyExpression  ::= CHOICE {
ppPredicate [0] PrivPolicyPredicate,
and [1] SET SIZE (2..MAX) OF PrivPolicyExpression,
or [2] SET SIZE (2..MAX) OF PrivPolicyExpression,
not [3] PrivPolicyExpression,

orderedPPE [4] SEQUENCE OF PrivPolicyExpression }
—E: BT LT AR E Y

-- s BHIR o
PrivPolicyPredicate ::= CHOICE {
present [0] Privilegeldentifier,
equality [1] PrivilegeComparison, -- & —/ 5& &4 &9 540,
greaterOrEqual [2] PrivilegeComparison, -- 3 —1{& 69 4F4% o
lessOrEqual [3] PrivilegeComparison, -- 3£ —1{& &9 44X
subordinate [4] PrivilegeComparison, -- 3£ —1# 69 442,
substrings [5] SEQUENCE { - 4l 8 AL
type PrivilegeType,
initial [0] PrivilegeValue OPTIONAL,
any [1]1 SEQUENCE OF PrivilegeValue,
final [2] PrivilegeValue OPTIONAL },
subsetOf [6] PrivilegeComparison, - %& 418 49 &4,
supersetOf [7] PrivilegeComparison, - & 444 69 442,
nonNullSetinter [8] PrivilegeComparison, - 4& 418 49 4542,
approxMatch [9] PrivilegeComparison,
- R/ EAE R, (MEH B R )
extensibleMatch [10] SEQUENCE {
matchingRule OBJECT IDENTIFIER,
inputs PrivilegeComparison } }
PrivilegeComparison ::= CHOICE {
explicit [0] Privilege,
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-- W Privilege.privilegeld # 7 &9 SP 3R A 891 5

-- f& Privilege.privilegeValueSet + 3.4 $2 43 6944

-- A8 A,

byReference [1] PrivilegeldPair }

-- W PrivilegeldPair.firstPrivilege #3 7 &) Sh3R FFAX 0918 55

-- W PrivilegeldPair.secondPrivilege#) Z 8 % — NN 3R 45 AL 6914

- H L,
Privilege ::= SEQUENCE {
type PRIVILEGE.&id ({SupportedPrivileges}),

values SET SIZE (0..MAX) OF
PRIVILEGE.&Type ({SupportedPrivileges} {@type})

}

SupportedPrivileges PRIVILEGE ::= {..}

PRIVILEGE = ATTRIBUTE

- HAL R

PrivilegeldPair ::= SEQUENCE {
firstPrivilege Privilegeldentifier,
secondPrivilege Privilegeldentifier }

Privilegeldentifier 1= CHOICE {
privilegeType [0] PRIVILEGE.&id ({SupportedPrivileges}),
xmlTag [1] OCTET STRING,
edifactField [2] OCTET STRING }

-- Privilegeldentifier ##AttributeType 89 ¥ A 3P £ T
e (e ZHARILEY) BT, 4eXMLAEDIFACT,

Version ::=INTEGER { v1(0) }
—ANFARMBI 7 T §EFT B U0 LA PrivilegePolicy #F fiff fl d Fiff ] «

A IEHABSERE A R, G L, B PIRA IO AR, B P 6 TR L A S T DR
B LIS R RESROMA IR T R 1 IS (0, ST LM PR R LR LA
HBLBAEETT )« MM, BRI ( “HANR =0, “@H” =1, “HHLH" =
2, BT =3, CRERT =4 “BET =5 .

W=D, SRR TP E IR R E R C “ReR0” ) 2 OBIECT ID OID-C, Hui B id s il 2 HR 2L
BB ( “REYE” D) L4 TBUKIMCA OBJECT ID OID-D (48K, XS04 fy S2frh AT o i B SE X % AR
FERTREAR) o DU RFIE R HIE “Hi &AUE” SKEm% (FE PrivilegePolicy iAok Hogh 4 A2 — A
HIX FLARRIAESS) -

AND ( NOT ( lessOrEqual ( value corresponding to OID-C, value corresponding to OID-D ) )
subsetOf ( value corresponding to OID-C, { 2,3,4,5}))

TemS i i, HEHEF RGN KT (RIRA “NOT less-than-or-equal-to” ) #iHbEH ERZ, DLHEHES
MIERGL N A {48, . , MRz —, DMEAAIRRIEAXMIMES TRUE. 25— MERLESY “@iid 2
7, SRS A SER LU B B RIS AL “HRE Y M. BB T AMSERLLERCY CEET s fERk, XHHEHEE ST R
FERC “HRZG” WS B S R T e . TR, FEIRAE LR, ARG IE T S AN R SR S AR SR LA
KA B AT gD, — N EtE S MEE S, AR S e ARG HER I E M Ce RS AR PR
Fop) {HATLUZ{OID-C 3}, it AEME Cenl DVEEESR R IR ErLLZ{OID-D 3} . X%t Rz kit
MR (EEARBIH R 3) (B S R b S B A (EARGI RS 3D BT IR, 4RE,
X “NOT lessOrEqual” ik U LU 45 R4 FALSE, LS —ANEH OB A S AN E iR mHh e, B—h
T, WA 1B R {OID-D 1}, IATES A BEHE Y LR = i 4.

AN AR AT LA DL b e ik U g F i s ] 2% e, o DRI ES —ANEE “and” , F DARORIR AR &
“currentTime” , MAHURSHERL, 15405 4 —A OBJECT ID OID-E R, Wik sl E i 4
ARSI, 1EA—4> OBIJECT ID OID-F A&, Bk, i, SAgue LR st Bk & A 1E LAk
W NI, A v s 4.
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D.22 FH _AHTF

A IR I ] AU — RN, TRt iRy, KT U, e L R R e
WIS TR, EE SCT ARG AN H AR Z IARAT U I 2 0 S K 532 o 5 1) 2RI LA 75 2 Fe Ve o SR VF T 1K)
AL FH LR S NS R W S VR KA

SPIF & MEEENNG, WL RZRERMNE L. SPIF G35 TR 2 br 2 MVF il J& 44 b i & U
4 SR B o B VE RTE J 1k H 11 2 4 M AR TR 5 2 22 A SR mh i SRR RGN R AT TEVE AN SC
Ko HREE 2 A S A R IR I AT T2 SPIF HH4Ed.

SPIF e b1 22 4 SEMK B0 5 FF) 24 4 SRS SIOR AE N R SRS BE 2 I AR AR S [P, 80 e e fit 77—l B
TR 775 IR T 7R A5 ER I 22 2 A o AN, DUEAEIE B A B0 22 A PR I e SR B4 i 4
Jro SE[RPEBGT LUK AP AR, R TS 2 A SRR 7 AR IO RR A8 T LA AT 55— 22 A SR 3k
N BT IEAF AR . SPIF IR VP W AR R PR W T R 2 A8 7 B, RN 8N Bong 1. R R I
W, SRR RE A AR R RO AT I A I AR S B 0 B

/> SPIF 3% — R FILL R A
— versionInformation — $7#] ASN.1 il UA .
— updatelnformation — $i B 7 AR AR DL & SPIF #5E 8 o
— securityPolicyldData — ffi i SPIF T F (¥ 2 4= 5
—  privilegeld — Wi & A% K OID, "B AFGAE A Al Uk R M e 4285 v o
— rbacld — X RARIRFF, 15 SPIF kI Tl 2 42 Bl i1 ik
— securityClassifications — 4 22 & FR %7 WU TVFRHIEE PR 4028, JF BRSR06 55 R iLsT .

— securityCategoryTagSets — {44 2 FRA MWL TV TR J8 P (e 22800, IF et &5 [H)
WS

— equivalentPolicies — JL[& SPIF H [ T 5 45 [F) S s

— defaultSecurityPolicyldData — W1 RA% 52 FI8OE ANly 22 ehns, A0 e R ST 1) 22 42 S

— extensions — F2{E L], LI THiE AR ZER SN DI fE .
AR B I AVESEAT 5 X

SecurityPolicylnformationFile ::= SIGNED {SPIF}
SPIF ::= SEQUENCE {

versioninformation VersioninformationData DEFAULT v1,

updatelnformation UpdatelnformationData,

securityPolicyldData ObjectlidData,

privilegeld OBJECT IDENTIFIER,

rbacld OBJECT IDENTIFIER,

securityClassifications [0] SEQUENCE OF SecurityClassification OPTIONAL,
securityCategories [1] SEQUENCE OF SecurityCategory OPTIONAL,
equivalentPolicies [2] SEQUENCE OF EquivalentPolicy OPTIONAL,
defaultSecurityPolicyldData [3] ObjectidData OPTIONAL,

extensions [4] Extensions OPTIONAL }

VersionInformationData ::= INTEGER { v1(0) }

UpdatelnformationData ::= SEQUENCE {

sPIFVersionNumber INTEGER,

creationDate GeneralizedTime,

originatorDistinguishedName Name,

keyldentifier OCTET STRING OPTIONAL }
ObjectldData ::= SEQUENCE ({

objectld OBJECT IDENTIFIER,

objectldName DirectoryString {ubObjectidNameLength} }
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SecurityClassification ::= SEQUENCE {

labelAndCertValue INTEGER,

classificationName DirectoryString {ubClassificationNameLength},

equivalentClassifications [0] SEQUENCE OF EquivalentClassification OPTIONAL,

hierarchyValue INTEGER,

markingData [11 SEQUENCE OF MarkingData OPTIONAL,

requiredCategory [2] SEQUENCE OF OptionalCategoryGroup OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }
EquivalentClassification ::= SEQUENCE {

securityPolicyld OBJECT IDENTIFIER,

labelAndCertValue INTEGER,

applied INTEGER {

encrypt (0),
decrypt (1),

both (2)}}
MarkingData ::= SEQUENCE {
markingPhrase DirectoryString {ubMarkingPhraseLength} OPTIONAL,
markingCodes SEQUENCE OF MarkingCode OPTIONAL }
MarkingCode ::= INTEGER {
pageTop (1),
pageBottom (2),
pageTopBottom (3),
documentEnd (4),
noNameDisplay (5),
noMarkingDisplay (6),
unused (7,
documentStart (8),
suppressClassName 9)}
OptionalCategoryGroup ::= SEQUENCE {
operation INTEGER {
onlyOne (1),
oneOrMore (2),
all @)
categoryGroup SEQUENCE OF OptionalCategoryData }
OptionalCategoryData ::= SEQUENCE {
optCatDatald OC-DATA.&id({CatData}),
categorydata OC-DATA.&Type({CatData}{@optCatDatald }) }
OC-DATA ::= TYPE-IDENTIFIER
CatData OC-DATA ::={ ...}
EquivalentPolicy ::= SEQUENCE {
securityPolicyld OBJECT IDENTIFIER,
securityPolicyName DirectoryString {ubObjectiIDNameLength}

OPTIONAL}
Extensions ::= SEQUENCE OF Extension
Extension ::= SEQUENCE {

extensionld EXTENSION.&objld ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extensionValue OCTET STRING }

ER: SPIF 72— FAREHMEE AR 1B, HREAICR 58w SCRIfERTT LLE ITU-T X.841 @15
ISO/IEC 15816 H14k |,

D3 FRURHEZH

FHF R IE TR e R B R M I LN B 2o SR TR 2 o ATE VLI S5 S DL AR G IR JE M & 7
ITU-T X.501 #2135 | ISO/IEC 9594-2 (K5 19.5 T+ AkERKJE M H TR 1K -5 5 2 £ 10 SEAR A S 104 v,
55 DSA 7 {E H (W DUA.
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clearance ATTRIBUTE ::= {

WITH SYNTAX Clearance
ID id-at-clearance }
Clearance ::= SEQUENCE {
policyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},

securityCategories SET SIZE (1MAX) OF SecurityCategory OPTIONAL}
ClassList ::= BIT STRING {

unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (5)}

EZ 25 SR T A T AR AU S s RV RS 25 A HEAT T il ik o
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W # E

ATEHELRGRY
CRBIPEAREAGERCTS | B3 bRife 24

TEALGEIINE RGeSO T T 0 5 S & 15 SRR T T i S s PR AR I

A, FEATFEHAMBERG (PKCS) 11, HHESAT I, L —ANEHH T, B—A%HHT
fifEs . MAEHXN GEARE P X MK, i —A%48, MATFESE (Xp) » AFrE, AT 4RH7 L
e R BIEHEAT InE . WAEIE LAMOE Y] (Xs) 0 X A Reasds. Godkl, XM D = Xs[Xp[D]]k
For. D) WWHE L, KENEHEWHSEERATFEANIR. Hit, @it Xp 47 m%, A #nr b R
B X A ANER B Wity R, I A E R BB i A FF S AR s B, WA P T UEA T Rl i A
T, WEE1FTR.

© c=Bpx] O x- Bs[e]
O x' = As[e'] O =Apx]
X.509_FE.1

B E.1— f#HPKCSRAHABZH £ H

P AT ATFEY] Ap MG D] As, B BT 0 — A8 Bp A1 Bso A Al B A ELARRIIEA UL (K 22T
HYL, AHMAGE S —ITI L HIE Y. AR B BT BUEE DUTAPER (i B Fs) R EAZ B R

D A BRI R x 121447 B. DL, AT B I s 900 x BTN, IR E 5 A 8
e fi%% B IXHILUF AXEIR:

¢ =Bp[x]

2) B IAEATLIM RS RE % ] Bs WF8TY e REATHRS, DISRASER xo VER: B /& Bs Mt 4
¥, mTREPINA VBT ALIE, AT AT BERM R xo #1147 Bs #iiE T B 1
Bro MR BAERILUR 235380

x = Bs[e]akx = Bs[Bp[x]]
3)  [FE, BIERTLURIA A (RINZE 28] Ap I oA b a5 15 B xR 1545 A
' = Ap[x']
4) AN eHEATHRE, LIRS X"
x' = As[e']Zix' = As[Ap[x']]

D WEHER, B

DIFFIE (W.) FIHELLMAN (M.E.) : New Directions in Cryptography, [EEE Transactions on Information Theory, 1T-22, No. 6,
19764F11 .
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BRI VR, AR B SEBL T RVEGE R x Al xRS BR T A FI B Z24h, %R BASBERATAT oA 73545,
RPN P N peiy

IXFE—Ph AT e DL AE 7 2 (B R (5 2, WTCAR FIIEIL Sy JUHR, 85 2 50 B0 E 2 75 4 i
] As 1 Bs, W LISKIGAE A R B G4y, I B A < HPIREES HASE x, A bl LUHIE B A IE
FAEINE 2] Bso 1K1 AR, 5 Bs MIAAH AT T8 B AT LRI FIFE I T775600 A 16540 3E4T

AR R N 2 0 B ] DAE ) S HE 48 PKCS 1M — MR, WI7E D = Xp[Xs[D]]HHe X AVHEM A~ (WA Xp) 3%
R BEH X =B B R B Bk, ATRUHZ RIAE S B, X r 84 nsEnt. RAEWME % GEE FrEm
PKCS A& A {EASAHELL A o 7EFF D it IXFE— AN FEAT T A
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W 4 F

HENEA PR SHE X
AR R AR | [ BRbRE R AL 4

AP ST AEBA IE R T A28 I DL N FRIREG S BRI B N AR IR e 15 70 S AR 15 0T H g
XK= AR S8 SCRATT ASN.LBEEUE L, “AlgorithmObjectldentifiers”.

AlgorithmObjectldentifiers {joint-iso-itu-t ds(5) module(1) algorithmObjectidentifiers(8) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --
- HrR A ST R R R A, T AT GALE T iR A6 SARASN IS, B R C AN 5§
- gy e AP FALE R AT AR T A T8 B 6, A2 IFRRRE A A R 5§ LSRR
R T g &

IMPORTS
algorithm, authenticationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}
ALGORITHM
FROM AuthenticationFramework authenticationFramework;

- A FARIRAE LA --
encryptionAlgorithm OBJECT IDENTIFIER = {algorithm 1}
hashAlgorithm OBJECT IDENTIFIER = {algorithm 2}

signatureAlgorithm OBJECT IDENTIFIER {algorithm 3}

- B -

id-ea OBJECT IDENTIFIER
id-ha OBJECT IDENTIFIER
id-sa OBJECT IDENTIFIER

encryptionAlgorithm
hashAlgorithm
signatureAlgorithm

- Hik -
rsaALGORITHM ::= {

KeySize

IDENTIFIED BY id-ea-rsa }
KeySize n= INTEGER

- VAT A ARIRAF AR AR A4 I 26 A R 89 48

id-ea-rsa OBJECT IDENTIFIER = {id-ea 1}
id-ha-sqMod-n OBJECT IDENTIFIER = {id-ha 1}
id-sa-sqMod-nWithRSA OBJECT IDENTIFIER = {id-sa 1}
END
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W f G

AR B 249 3R A FH 26451
CARBPEAE AR | BRbrE L2

G.1  HIF1: FRHERKAR

Tt Widget 2 " AHAE XNIE Acme ZHIA A FH.0 CA, HIUAR Widget A B CA JRTBUT £8 b SEAAIIE
T, MAR 2 CANIER AR CA RIAIET .

Widget 2 ] A LUl Acme 45 F 2 5] 0 CA R AMIE TSRS 12K, WHTLAT iR 5 B -
BAR L AT B -

{ cA TRUE, pathLenConstraint 0 }

G2  BlT2: fHEFISRREBRES TSRS ZI R
BB B RN S [ BURT 2 [R] 75 BE3EAT LU A8 SGAE:
a)  HAIMERBUFE CA iy EINUEAE HI 6 B BUN A SFR A Can/US-Trade BIINERBURIIAE 4
b)  REBUNA IR KR US/Can-Trade MBUEE, INEKBUNHERNH Z N KR T B Can/US-Trade B

e

W5

©)  IMERBUNFRRIURIF MG, BRI 5% BEE - I 5 WSR2, 4% LE W 28 SR [
AR

INEEKBURF CA 7] LR SEEBURF CA KIS~ LA T 3 R B AA e

UET s 7 BLAIE -

{{ policyldentifier -- # % Can/US-Trade # %} #4774 -}

SRS WL - B AR -

{{ issuerDomainPolicy -- & % Can/US-Trade #) 3+ $AFi24F -- ,
subjectDomainPolicy -- # % US/Can-Trade #1 3¢ AR - }}

PolicyConstraints 7B {1 :

{{ policySet { -- 7 X Can/US-Trade #) 3+ %4712 4% -- }, requireExplicitPolicy (0),

inhibitPolicyMapping (0)}}

G3  ZWRARY RKMEH
G.3.1 ALY FEMIET# 25

SR CATEBH AL FRRA NS JE, CA W LIS H R I UE T LA AR DA UE I8 3 1) 5 SE0E 5 R R 24 R
(7r. subject 7Btk subjectAltName &) Jlin#&FiA G AR T 57 LR A e 1730F 15 4% 30
5

RG], (EXEE R, LRRART BITHNAKRIER (requiredNameForms) H 7R 1fc822 4R
(rfc822Name) #I DN (directoryName) .
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G.3.1.1 permittedSubtreesZs15)
(1-D W CA EPAS LT ARAHRY i, A% FE S T A 5 4HE T, DN AMIE a4

X% 2R ({F subject “FBtik subjectAltName ¥ JEH) , WIHR'EAFAE, A NERFHMNETELER Acme &
& (B {C=US, O=Acme Inc}) -

nameConstraints 7 i

permittedSubtrees

excludedSubtrees

requiredNameForms

{{base(directoryName)
{C=US, O=Acme Inc}}}

(RO

(RO

(1-2) W CA EPEEUTARARY R, WA UIUELEE M PTH G, DN 2K a4
XNZ LT (£ subject F-Btil subjectAltName ¥ Je) , W EIFAE, WA NERFREZEMNETFEER
Acme A r] (RI{C=US, O=Acme Inc}) -

nameConstraints 7" /&

permittedSubtrees
{{base(directoryName)

{C=US, O=Acme Inc}, (RO RO
maximum 1}}

excludedSubtrees requiredNameForms

(1-3) WA CA EBGE LR AMARY R, TAXAUEBE 1 I RELESS, DN ZFE e

WELFR (fE subject FBtEl subjectAltName &) , WAl e /e, WA MNETEER Acme 2w (H
{C=US, O=Acme Inc}) -

nameConstraints 7 i

permittedSubtrees

{{base(directoryName)
{C=US, O=Acme Inc}, RO
minimum 1}}

excludedSubtrees requiredNameForms

(TR

(1-4) WR CA IE BTN ALY R, AN ATE® 8 10T E F4AE T, DN 4RER a4
R4 (7 subject 7Bt subjectAltName ¥ &) , WH'EFEAE, WANERTHEMNETEEK Acme A
" (RI{C=US, O=Acme Inc}> , BH%E[H T B E T EK Acme HRAF ({C=UK, O=Acme Ltd}) .

nameConstraints " Ji£

permittedSubtrees

{{base(directoryName)
{C=US, O=Acme Inc}}, e o
{base(directoryName) ERO s
{C=UK, O=Acme Ltd}}}

excludedSubtrees requiredNameForms
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G.3.1.2 excludedSubtrees3s1|

Q-1 R CA EPOEU N ARARY R, MAFT VUL B A5 4:E1, DN £ KaEs
W% ZH ({F subject 7B subjectAltName ¥ JEH) , WIRTIELE, MANEER T HAEMNE TINE KK
Acme $£[H1 /5] (HI{C=CA, O=Acme Corp}) -

nameConstraints 7 i

permittedSubtrees excludedSubtrees requiredNameForms
5 {{base(directoryName) 5
E30 {C=CA, O=Acme Corp} }} (RO

22 W CA EPEEUTARARY R, WA UIUELEE M PTH G, DN 2K a4
X4 B ({E subject 7B subjectAltName ¥ B , W EHEAE, MARENE T INE KK Acme R
HARSANEE B (RI{C=CA, O=Acme Corp}) -

nameConstraints 7 i

permittedSubtrees excludedSubtrees requiredNameForms

{{base(directoryName)
[ #:®) {C=CA, O=Acme Corp}, CEZD
minimum 2} }

(2-3) R CA EPOE U N ARARY R, MAFT AL B A 5 4L, DN 2 KaEs
W24 (fF subject 7Bk subjectAltName ¥ J&H) , W B4, WAREERTINE KK Acme FERF A
"] (Bl {C=CA, O=Acme Corp}) »

nameConstraints " Ji£

permittedSubtrees excludedSubtrees requiredNameForms

{{base(directoryName)
[C/®) {C=CA, O=Acme Corp}, CE#O
maximum 0} }

(2-4) WR CA IE BTN ALY R, AN AR 10T E F4AE T, DN ZRER a4
W 4F (1F subject B 5L subjectAltName ¥ i) , WIIREAEAE, IANEEFTHARMNE T ISR
Acme HFHIAT] (I{C=CA, O=Acme Corp}) , J HAHREFRTHAFMNET HAR Asia Acme 27 (HI{C=JP,
O=Asia Acme}) .

nameConstraints 7 i

permittedSubtrees excludedSubtrees requiredNameForms

{{base(directoryName)
{C=CA, O=Acme Corp}},
{base(directoryName)
{C=JP, O=Asia Acme}}}

(TERO (RO
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G.3.1.3 permittedSubtreesflexcludedSubtrees54)

W CA EPBAE L FARANRY R, XU S T G 84E1, DN LB
XZ4F ({E subject 7Bl subjectAltName ¥ /g , W EAAE, MANZER T M ETEER Acme 2

A (RI{C=US, O=Acme Inc}) , K& 7T Acme 2 ¥ R&D HA4H TTH R&D LI 1 T B LI o

nameConstraints 7 i

permittedSubtrees

excludedSubtrees

requiredNameForms

{{base(directoryName)
{C=US, O=Acme Inc}}}

{{base(directoryName)
{C=US, O=Acme Inc,
OU=R&D}}}

A0

(3-2) W CAEPBESG LU FEHRARY &, WXt EEE g Es8E 1, DN A EA A
WE 4R (fF subject B 5k subjectAltName ¥ &) , WA eAfAAE, WAMNERTHEE Acme AL —
MNEB NE (M{C=US, O=Acme Inc}) , B T RIEHLIHEIL (I {C=US, O=Acme Inc, OU=Purchasing}) .

nameConstraints " Ji£

permittedSubtrees

excludedSubtrees

requiredNameForms

{{base(directoryName)
{C=US, O=Acme Inc},
minimum 1,
maximum 1}}

{{base(directoryName)
{C=US, O=Acme Inc,
OU=Purchasing}}}

(RO

G.3.1.4 HrequiredNameFormsfpermittedSubtreesflexcludedSubtreesZs4i

4-D MR CA EBUELTHRARY R, AR NEBER PRI A RLSEIETS, 20— MEBRXNE
#F (E subject 7 BiEl subjectAltName 4 &) il DN ZFRIEN. Ail, BAXZRAHRIAZALN 4T
ALY TR

nameConstraints 7" /&

requiredNameForms
rfc822 £ K DN
RO (C#%9) PS Vis

permittedSubtrees excludedSubtrees

(4-2) WH CA IEPBRELTAMARY &, A2 AIEE S T ITEFEET, 20— MR A4H
(ff subject F-E{H subjectAltName ¥ /EH) N4 DN ZLFRIER. 4k, DN LHFRIER IR X G 4 FRHAR D L
% permittedSubtrees fil excludedSubtrees %7 ()4 Fx 25 ) (1 3K

nameConstraints 7 i

requiredNameForms
rfe822 44 FK DN

permittedSubtrees excludedSubtrees

{{base(directoryName)
{C=JP, O=Asia Acme, xR JT
OU=Marketing}}}

{{base(directoryName)
{C=JP, O=Asia Acme} } }
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(4-3) W CA IEPREELLTFAMARY &, AR IEE B A G SHET, DN ARER M EN
MR AP ({F subject 7Btk subjectAltName ¥ JEH) , WIHAELE, AN AL permittedSubtrees i
excludedSubtrees £ 5 14 Fr 4% [A] (1 55K .

nameConstraints 7 i

requiredNameForms

permittedSubtrees

excludedSubtrees

rfc822 & B

DN

{{base(directoryName)
{C=JP, O=Asia Acme} } }

{{base(directoryName)
{C=JP, O=Asia Acme,
OU=Marketing} } }

%

%

Z — CAIE P iR Bl 7 3T LU N & LR Y B A requiredNameForms JG# ) CA HE15.

nameConstraints ' J#

permittedSubtrees

excludedSubtrees

requiredNameForms

{{base(directoryName)
{C=JP, O=Asia Acme} } }

{{base(directoryName)
{C=JP, O=Asia Acme,
OU=Marketing} } }

(RO

WAR CA ERWE T UMARY T, MAXAIEEB TP A FZAET, DN MRREAMEEA

X% 4F ({F subject 7Bk subjectAltName § &) , WIHRAEAE, HAH L2 permittedSubtrees i
excludedSubtrees 2R X TR ERK. 55, ED—4 rfc822Name % E 1 subjectAltName i}
W, BRI ATRASZATA LIRS E AR

nameConstraints " J#

permittedSubtrees

excludedSubtrees

requiredNameForms

rfc822 4K

DN

{{base(directoryName)
{C=JP, O=Asia Acme} }}

{{base(directoryName)
{C=JP, O=Asia Acme,
OU=Marketing} } }

9:':

ES

W CA IEB WA U N BIRARY &, AR T RSHET, 20— MEBRXN S

# Bk (7F subject 7 BtIk subjectAltName 4 JEH) N 4 DN Z A DK rfe822 ZFxIE . DN AFKIE A A4
W L4FR, WMRAELE, IBAH N £ 5Z permittedSubtrees Fl excludedSubtrees 45 (4 FR4 a2k . 4
A~ rfc822Name 4 F) T 2 K5 5 A2 R A SZATA0] 42 Bk 25 [ (R 2 A

nameConstraints 7 i

requiredNameForms

permittedSubtrees

ExcludedSubtrees

rfc822 4K DN
. base(directoryName)
base(directoryName it -
{SC:JP (O:Asia Aycme} ) {C=IP, O=Asia Acme, I g
t ’ ” OU=Marketing} } }

G.3.2 HARARY FRAIE-FACE2EE]

AT IR T AEAIE TS Ab B R b Aer R B Ak BER S AR ORI IE X R 4 Bk (1E subject 7 Br ok
subjectAltName ¥ ) 61T, R permitted-subtrees, excluded-subtrees F required-name-forms

JALBF, EXEEF b, BB AABOIREST R required-name-forms WU rfe822 48k (rfc822Name) .
DN (directoryName) F1 URI (uniformResourceldentifier) .
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G.3.2.1 FEiIFDNEFKRER Fpermitted-subtrees ST 4 FR 25 M 41

ERXFMES T, HIAEFTBGE 1. DN ARIEX RN G4 (fF subject 7Bl subjectAltName
PR AR R AL M A R A AR B permitted-subtrees LI RELR

1-1) HIL—/N SCEF) DN 74, 2K DN 24 required-name-forms 3.

T A AR AR AR
required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName) N . N
{C=US, O=Acme Inc}}} x S o S

AR KESHT
1 subject = {C=US, O=Acme Inc, OU=Purchasing}
5 subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
3 subject = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName (rfc822Name) = manager@purchasing.acme.com

subject = {}

4 subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName (rfc822Name) = manager@purchasing.acme.com

subject = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Accounting}

NATEZEFHT

1 subject = {C=US, O=4Acme Ltd,0U=Purchasing}
subject = {}

2 subjectAltName (rfc822Name) = manager@purchasing.acme.com
2 —DNZ%.
subject = {C=US, O=Acme Inc, OU=Purchasing}

3 subjectAltName (directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
4 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
5 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName (directoryName) = {C=US, O=4cme Ltd, OU=Accounting}

(1-2) HILHN SCVF) DN 7, 2K DN 24 required-name-forms 3.

T A AR AR AR
required-name-forms
permitted-subtrees excluded-subtrees kd /
rfc822 DN URI

{{base(directoryName)

{C=US, O=Acme Inc}}, . . \
{base(directoryName) o PS I x
{C=US, O=Acme Ltd}}}
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AR FRETH

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

5 subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {}

4 subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

5 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU= Accounting}

AT EEZRERH T

1 subject = {C=US, O=Acme International, OU=Accounting}
subject = {}

2 subjectAltName(rfc822Name) = manager@purchasing.acme.com
= —DNZ*%.

3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting}

4 subject = {C=US, O=Acme International, OU=Accounting}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

5 subject = {C=US, O=Acme International, OU=Accounting}
subjectAltName(directoryName) = {C=US, O=Acme Corp, OU=Accounting}
subject = {}

p subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

(1-3) HIL—/N S DN 7, required-name-forms 3% o
T K A PR AR
permitted-subtrees excluded-subtrees required-name-forms
rfe822 DN | URI
{{base(directoryName) % o~
{C=US, O=Acme Inc}}}
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R HRERHT

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

subject = {}

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {}

4 subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {C=US, O=Acme Inc, OU=Purchasing}

> subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

p subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

R MEBHIT

1 subject = {C=US, O=Acme Ltd,0U=Purchasing}

) subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=4Acme Ltd, OU=Accounting}

3 subject = {C=US, O=Acme Ltd, OU=Accounting}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

4 subject = {C=US, O=Acme Ltd, OU=Accounting}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

G.3.2.2 FiEDNEFHRIER Fexcluded-subtreesSEIRIRI TR 2 A 41K

EREXMEOT, WA BGERH M. DN KBNS LF (4 subject 7B subjectAltName
P ) HR R L AL PR AR B excluded-subtrees W2 R,

(2-1 HIL— A HEBRZESMP DN T4, 2K DN 4 required-name-forms T3,

T PR AL FIDIR S AR
, required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
. {{base(directoryName) N N
x {C=US, O=Acme Ltd} }} K o K
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AR T

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {}
4 subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

NATEZEFHT

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
2 subjectAltName(rfc822Name) = manager@purchasing.acme.com
= —DNZ*%.

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}

(2-2) LA HEBRZESMP DN T4, 2K DN 24 required-name-forms T3,

T AL BRFS AR

required-name-forms

rfc822 DN URI

permitted-subtrees excluded-subtrees

{{base(directoryName)
% {C=US, O=Acme Inc}}, %

{base(directoryName)
{C=US, O=Acme Ltd}}}

i PS

AIEZIESHF

1 subject = {C=US, O=Acme International, OU=Purchasing}

) subject = {}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing}

3 subject = {C=US, O=Acme International, OU=Purchasing}
subjectAltName(rfc822Name) = purchasing@acme-international.com
subject = {}

4 subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing}

subjectAltName(directoryName) = {C=US, O=Acme N.Y, OU=Purchasing}
subjectAltName(rfc822Name) = purchasing@acme-international.com
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148

N2 HUEF BT

1 subject = {C=US, O=4cme Inc, OU=Purchasing}

2 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
3 subjectAltName(rfc822Name) = purchasing@acme-international.com
i —DN %%,
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting}
subject = {}
5 subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing}
subjectAltName(rfc822Name) = purchasing@acme-international.com

(2-3) HIL— N EEBRLE SN DN T8, required-name-forms 4%

T 32 Ak LR 2SR
. required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
¥ {{base(directoryName) e
{C=US, O=Acme Inc}}} -
AR RRESHF

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {}
4 subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-Itd.com

subject = {C=US, O=Acme Ltd, OU=Purchasing}

5
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
p subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
AN T

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
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G.3.2.3 RiEiidrequired-name-forms=ZH i 4 F5 2 [A] 43R
(3-D YLK DN i required-name-forms J& 3\

T i Ak LR 2SR
required-name-forms
permitted-subtrees excluded-subtrees 4 /
rfc822 DN URI
P P PS IF PS

A EZRESHT

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}

subjectAltName(directoryName) = {C=JP, O=Acme Inc, OU=Purchasing}
subject = {C=JP, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {}

4 subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {C=JP, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}

N2 HUEF BT

subject = {}

1 subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
i —DNZE*%.

subject = {}

2 subjectAltName(uniformResourceldentifier) = http:/purchasing. www.acme-ltd.com
i —DNZE*%.

(3-2) sk DN 5k rfc822Name ) required-name-forms 1%\

TR AL BR TS AR
required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
P P T i PS
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R HRERHT

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subject = {}
subjectAltName(directoryName) = {C=JP, O=Acme Inc, OU=Purchasing}

subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-Itd.com

subject = {}
4 subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {}
5 subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subjectAltName(rfc822Name) = purchasing@acme-Itd.com

AN ESZHERHT

subject = {}

1 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-ltd.com
£ — DN f= rfc822 % %.

subject = {}

2 subjectAltName(dNSName) = www.acme-Itd.com

7% — DN #o rfc822 % %

G.3.2.4 I BN LI P permitted-subtreesSZIR I B FE 2 MLR
EXFMES T, HIAEFTBGE . DN £ rfe822 LM ZLF (FF subject 7B
subjectAltName 3 & 1) #B R AL W B A PR A B permitted-subtrees 2R E K ,

4-1) HIL—N ST DN FRFS —A o) rfc822Name T#. 4h, 3K DN 4 required-name-
Sforms 3o

T B AL B SAR

required-name-forms
rfc822 DN URI

permitted-subtrees excluded-subtrees

{{base(directoryName)
{C=US, O=Acme Inc}}, . . .
{base(rfc822Name) k XK IF P
.acme.com} }

A EZRESHT

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

subject = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing.www.acme-inc.com
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ANHEESZHIET B

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subject = {}

2 subjectAltName(rfc822Name) = manager@purchasing.acme.com
i —DNE %,
subject = {C=US, O=Acme Ltd, OU=Purchasing}

3 subjectAltName(rfc822Name) = manager@purchasing.acme.com

s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

5 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme-Itd.com

subject = {}
6 subjectAltName(uniformResourceldentifier) = http:/purchasing. www.acme-inc.com
i —DNE%.

(4-2) HIEL— R DN FRAY —A 810 rfc822Name F 0. Y4k, ZR % /D—4 DN
rfc822Name >4 required-name-forms T3\,

T AL BRFSAR

required-name-forms

rfc822 DN URI

permitted-subtrees excluded-subtrees

{{base(directoryName)
{C=US, O=Acme Inc}}, . N
{base(rfc822Name) £ o i *

.acme.com} }

AR FNEHF

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = { C=US, O=Acme Inc, OU=Accounting}

s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com
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ANHEZ 6T

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

s subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {}

6 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

iZ — DN #v rfc822 % %.

(4-3) HIL—NRVF DN FAFIS —A YR rfe822Name F# . AESRALMAIRIEAXN required-

name-forms .

T K A PR AR
permitted-subtrees excluded-subtrees required-name-forms
rfc822 DN URI
{{base(directoryName)
{C=US, O=Acme Inc}}, T P
{base(rfc822Name)
.acme.com} }
AIEZIESHF
1 subject = {C=US, O=Acme Inc, OU=Purchasing}
) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
; subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
s subject = {}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme.com
5 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing.www.acme.com
AT EEZRERH T
1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
5 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
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G.3.2.5 BT 2N HRTER Pexcluded-subtreesSEPR 1 275 23 B 413K

EXFMEST, HIAEFTBGE . DN AIEAEL rfe822 LMIEX IR R LI (71 subject 7B Ek
subjectAltName ¥ JE =) #B LY i AL 1 2% AL BARZS AR 18 excluded-subtrees AR EK

(5-1> I —AHBRAESM) DN 7B RS — AN HEBRTEAMK rfc822Name 4% . J34h, 3k DN

required-name-forms &3

T Kb AR AR AR
required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
{C=US, O=Acme Inc}}, " : .
x {base(rfc822Name) x i x
.acme.com} }
AR RESH T
1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
) subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
4 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http:/purchasing. www.acme-ltd.com
AT EEZRERH T

1 subject = {C=US, O=Acme Inc, OU=Purchasing}
subject = {}

2 subjectAltName(rfc822Name) = manager@purchasing.acme.com
i —DNZX*%.
subject = {C=US, O=Acme Ltd, OU=Purchasing}

3 subjectAltName(rfc822Name) = manager@purchasing.acme.com

s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

5 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

6 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

subject = {}
7 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com
= —DNZE*%.
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(5-2) I —AHEBR RS DN 8RS — AN HEBRAE S rfc822Name # . Y34k, k% /b—4- DN
o}, rfc822Name >4 required-name-forms T3\,

T Kb AR AR AR A
permitted-subtrees excluded-subtrees required-name-forms
rfc822 DN URI
{{base(directoryName)
. e I B
.acme.com} }
B RERHT
1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.org
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
4 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-ltd.com
AN T
1 subject = {C=US, O=4cme Inc, OU=Purchasing}
) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
5 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
6 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

subject = {}
7 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

iZ — DN #= rfc822 % % .

(5-3) HIL—AHEBRZESM) DN RS — N EBRFESME) rfc822Name 11, A ZSRALM AR AN

required-name-forms o

T Kb AR AR AR A
. required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI

{{base(directoryName)
% {C=US, O=Acme Inc}}, .
{base(rfc822Name) -

.acme.com} }
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AR FRETH

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

s subject = {}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

5 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http:/purchasing.www.acme-ltd.com

AT EEZHERH T

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

5 subject = {C=US, O=4cme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

6 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}
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W H

s LR B SRS R A P v
CARBPEAE AR | BRbrE L2

ASBRAE R H 5 0 BAT PRI T RE 15 IS (AT A 5 0% 260 UE (R 15 SRS AR S AL PR IR g o PRI I i
A5 N A BEAT FROAIE S SR AN S AL A% I AE AR A SRS T B b BEAE 3 1) 9 v 43

AP e AL ER AR P B AN SR WA SR N I AR AT T IR« initial-policy-set I initial-explicit-policy
[T Xz A, AT LB P I AL initial-policy-mapping-inhibit and initial-inhibit-any-policy inputs to the
procedure, LI EKALBEIIIE], 0 SN AH AR B AL BB AT S AL, XEEALEARHAITENEZ N o ¥ initial-
policy-mapping-inhibit ¥ & TRUE $4BJj 11 50 WU FH T M) Il B 98 UE o o ¥ initial-inhibit-any-policy %) TRUE
#4711 anyPolicy IHRFIE OID CUmSRAEUEF BT & — M7 KIEARe & JEng OID W] B2 IR VLI o

AP “HIP” ATELZ A “HN AR B RN A PRIZIRER) “NH” o
BBLLAT AL
1) 7 SRR B ORI e — S 2 2 o

2) T ESRE O 2> — AN, HA T A S0 B2 A SN o 5T TR 3
by LR SO AT SN AT AN SRS AL BRIN, % Gl RO TR R B Ao, DA 52
FUORT SRR B A R — A sk, DUGE T TR R ) 45 A0 2

3)  XHAUEEE, B A EISARSC IR . AT, T A RS A AR R SRS AR TS AL A
RN, R AT

4) A BRI O TP ORI SE R AN SRR AT R, (HAURAZIXRE, WA B REA L0 A
I I FR) SRS IO R0 A T R MEAT % R o 4 P T SR DA O TR S B S A K
I, W% CATBL) AFADXAMER RN L, (BN R T JAl BRSO BAME SN2, AL A A AN
SRR T

LA 2% H T 00 A — AN )38 e B0 LE AL o) SR AU B PR £ 6L

H1 OGFEORER 45 E I SRRE R A IEIE

FEIRXFEOL . A SORAEE R ] EOGER I L A — AN SRR AL . D0 TR (5 L, 1 Bk
SR AL A G IR A T B B N B

initial-policy-set = {set of policies of interest to the user}
initial-explicit-policy = TRUE

01 R B B0 E BT, S A DR T X P R 1 AR D — AN SRS R R . NI S X user-constrained-
policy-set it 75 5 1 BT 41 1) 45 & A6 2410 o

FEIRXFEOLT, W AGE AN UREL e, A N AR R ] Tk S AR R R R 9

Al E S WA S TR BRIE S S WA SRR S A RS A, O3B 00 A E 5 WA S PR IE S S A S
Y JEH: certificatePolicies. policyMappings. policyConstraintsfilinhibitAnyPolicy. iif 1) 5EWHI SC (KPR &AL TN . authorities-

constrained-policy-set~ explicit-policy-indicator. policy-mapping-inhibit-indicatorfinhibit-any-policy-indicator .
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H.2 PR EESR SRS AR R AR B

FERXFEOLR P SORAEE B 2> — AN SRR, E AN S0 D B WA SEE . T 3R]
SERE IR, R ROAs SRS AL B OC A GRS Br B0 UE RN BEE T -

initial-policy-set = {anyPolicy}
initial-explicit-policy = TRUE

L M IR R T, AR AR B 6 2R D — AN SR S U . NIRRT user-constrained-policy-set firHi A%
s BT B IR 45 S S R

FERXFEOLT, W AGE AR e, A N AR UEE B T0E 5 S AR 2 A R

H.3  JoiRSRms i AR R A B

FEIXFPEHLT TP R AUESE B8 A A SRS A R SR o O TSR HIEIAER, I DR SR Ab BRAH X )
UNIRGE AN N S n

initial-policy-set = {anyPolicy}

initial-explicit-policy = FALSE

WAL, IBAVAEREE R user-constrained-policy-set i A8 H v BT A1) ) 4% SRS A AL o

FEIXAE LR, WRAm B E N LR A S, 84 N AN K DR 5% T T 0E T3 SR AT SR AR SR

NER: EXFERT, U\ﬁiﬁﬁ%'”]‘u&fﬂ%m%*ﬁ?%m%w — AN AR CRIDIE S
—A CA IET) 518 explicit-policy-indicator W& . TEIXFMEDLT, A I8 BT SEME #BIR, B authorities-
constrained-policy-set } 7%, TS FH N FRTA0 25 B EATL TR 30 (] —AN SR o R FH R S0f X R 6 280 1y 2 JUCHE 4 A TIE A %

Ha4 0BT EZE R A 2 45 28 0 SR A S A IE T 2%

FERXAGOUT 7 ZORIAUE B0 ] TN PR o — S SR 80, ANy AR A0 T P SR I AF:
TSRS HRIC R D T ARAHI B AOAE I, L I SEm A IR G (KA IE I B 26 UE A A\ B B0 T

initial-policy-set = {set of policies of interest to the user}
initial-explicit-policy = FALSE

T ST B IR KT, IS A YGIE X user-constrained-policy-set iyt 2% 1 7 T 51 1) 45 SR G 2L o user-
constrained-policy-set 7 initial-policy-set W—"F%&. WER: EXMHEHT, MRWE explicit-policy-indicator
I, user-constrained-policy-set W] L2 NULL. S SR B user-constrained-policy-set AT A, AR P

TEIXFPIG LT, N R FEA e it 5 | 62 1) 52 W6 AH OC i 2R I 4 A TE s B, (RIY authorities-constrained-
policy-set ¥ H'E T explicit-policy-indicator B ) o

PVER: FEXFMEL T, AR B AT DO BRI DGR R — AN 72 Rl it CER IR I o
—A CA E) FI#E explicit-policy-indicator W& . (EXFMEI T, WIERIEESHTMSRMGHIC, Bl authorities-
constrained-policy-set J 7, TS FE N RT3 B B EATL AR 30 (] —AN SR R FH RSy 3 8 28 1y 2 DA 48 DA I 1%

TR S T RN, JF LR O 5 SRS A OC R R, IXAE AR B R K CA A 51
explicit-policy-indicator W&« authorities-constrained-policy-set IE75 user-constrained-policy-set 7S KA. FHMN
(14 380 26 56 UE AL 76K 0 (0] — AN SR W e AEIX SRR TR, SR B G G AL AR B AN R R B wser-
constrained-policy-set J)%, IS4 N T LAEREAE RN G B ML INE#E . 1T authorities-constrained-policy-
set AAAS, RIMRT GRS S0 AU S 9 o 4 52 A T 6 45 ) T 7 3608 1 B e ML B B B, et
initial-policy-set % anyPolicy, initial-explicit-policy %5 FALSE, JfH#EXR A user-constrained-policy-set
HEATRL A, DA E R 2l B
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(Y |

FHRIRE Y R 8
CARBPEAE AR | BRbrE L2

AL AR 51 2 230858, keyUsage iE 159 9 contentCommitment {75 At keyUsage {7 (&5 A AT REHA
GEEE. MR BIAMIAEE e 2B M SN, BARERENZEEE. fll, FENREEET
MITEBL T, BIAGE SR, s (T SR DU e e . I R G BT Ak (R R B AN S 58 A B2 8 IR 5 AN a2
SEATGEATN, IBA TR M2 E AR 2 T RE . BT ELFE 08 F DAAS 1 77 T8 B A A 3 A AN T S 1R 41
fFo WRIGAF T T AR {FAERIRET, M4 AT LU i SR LA 35 b e BRIk 2 22 42 55 ik«

— AEEFPH contentCommitment ] HIVA Y E AL HABES P iL BEEASE &, XHZAE R AEH]

AR L AT
—  [RHPR 59T contentCommitment 2 VA A7 BEE FITEASAH R I T 8 H T TA bt S8 e A= [ A
CIEEEERINETN:
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BRI B E R R
CARBPEAE AR | BRbrE L2

AP D AEAS 5 S o2 SCHIE A CRL A% 3 3L E PR X500, #Rcie . mrEsR MLl &
VERC RSB0 T — M R IR 5

b} H bl
iE ¥ F2 CRL # X,
JEMEE A% = 12.1
JE PR 7.3
NIFEAUE TR 7
JE4 . CRL #= CRL % B ¥ &
AIHESZIFIE T s e 15523
AHESZ MRS 15.1.2.4
JEVERR T 15322
B J& PR RAT Y e 15524
WA IR R 8.2.2.1
Ll 8.6.2.5
FEAT) JB PEL R 15.5.2.1
FEAR ML Y 8.4.2.1
EBRIEY 8.6.2.3
UEF5 SRSy 8.2.2.6
CRL 73 K iy Jie 8.6.2.1
CRL 5 {ig 4" i 8.5.2.1
CRL i {3 J& 8.5.2.5
CRL AR IRFFY 8.5.2.7
TACBHA AR 15522
Delta CRL R/R 75 i 8.6.2.4
Delta {5 54" /i 8.5.2.9
K CRL ™ R WATE 8.5.2.12
Sy RIS R 82.2.4
OB CRL ™R 8.6.2.6
A TR ALY 8.5.2.3
[EREI R  T 15.1.2.5
AR AT SRS e 8.4.2.4
T Y e 8.5.2.4
R ke KA 15.5.2.6
R TTIE I TRy i 8.3.2.2
R K= e 8.6.2.2
B e 8.2.2.3
HIRARY e 8.4.2.2
TR 15.12.6
TeAo A B 15222
PR B e 8.5.2.8
ML e 8.4.2.3
VS e/ 82.2.7
R NIPR e 8225
RS 8.5.2.2
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W ] el
RO IAE1 Y R4l 8.5.2.11
FEOFOE PAR R 15.4.2.1
SOA FRIHFFY B 153.2.1
RS EY 8.5.2.6
I E AR AR R 83.2.1
X E AR R 8.2.2.2
pIE SR TREYE S u e 83.2.3
Hibrfs B 15122
I RS 15.1.2.1
(eE L SGIENS 8.5.2.10
sy e 15.12.3
2 f R A Fo BART K
JEPEIESS CRL 43 K s %2850 17.1.4
UL S K CPS X %2240 11.1.5
CRL 43 R RN S IR AFR B 11.1.3
Delta CRL %% 345 11.1.4
PKI CA X% 2J)) 11.1.2
PKI TATIE % 5250 11.1.6
PKI F J" x$ %25 11.1.1
PMI AA X525 17.1.2
PMI ZHL18 % 17.1.5
PMI SOA %1 %2 1 17.1.3
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T: 3.3.1 attribute certificate (AC)
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Page: 4
D: A data structure, digitally signed by an Attribute Authority, that binds some
attribute values with identification information about its holder.
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T: 3.3.2 Attribute Authority (AA)
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D: An authority which assigns privileges by issuing attribute certificates.
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T: 3.3.3 attribute authority revocation list (AARL)
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D: A revocation list containing a list of references to attribute certificates issued to
AAs that are no longer considered valid by the issuing authority.
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T: 3.3.4 attribute certificate revocation list (ACRL)
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D: A revocation list containing a list of references to attribute certificates that are no
longer considered valid by the issuing authority.
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T: 3.3.5 authentication token; (token)
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D: Information conveyed during a strong authentication exchange, which can be used
to authenticate its sender.
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T: 3.3.6 authority
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D: An entity, responsible for the issuance of certificates. Two types are defined in this
Specification; certification authority which issues public-key certificates and attribute
authority which issues attribute certificates.
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T: 3.3.7 authority certificate
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D: A certificate issued to an authority (e.g., either to a certification authority or to an
attribute authority).
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T: 3.3.8 base CRL
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D: A CRL that is used as the foundation in the generation of a dCRL.
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T: 3.3.9 CA-certificate
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D: A certificate for one CA issued by another CA.
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T:3.3.10 certificate policy
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D: A named set of rules that indicates the applicability of a certificate to a particular
community and/or class of application with common security requirements. For
example, a particular certificate policy might indicate applicability of a type of
certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given price range.
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T:3.3.11 certification practice statement (CPS
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A: certification practice statement (CPS)

W 4: [23] #ky: [P23] POOL

Page: 4
D: A statement of the practices that a Certification Authority employs in issuing
certificates.
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T:3.3.12 certificate revocation list (CRL)
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D: A signed list indicating a set of certificates that are no longer considered valid by
the certificate issuer. In addition to the generic term CRL, some specific CRL types
are defined for CRL that cover particular scopes.
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T: 3.3.13 certificate user
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D: An entity that needs to know, with certainty, the attributes and/or public key of
another entity.
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T:3.3.14 certificate serial number
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D: An integer value, unique within the issuing authority, which is unambiguously
associated with a certificate issued by that authority.
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T:3.3.15 certificate-using system
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D: An implementation of those functions defined in this Directory Specification that
are used by a certificate-user.
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T:3.3.16 certificate validation
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D: The process of ensuring that a certificate was valid at a given time, including
possibly the construction and processing of a certification path, and ensuring that all
certificates in that path were valid (i.e., were not expired or revoked) at that given
time.
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T:3.3.17 certification authority (CA)
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D: An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the users' keys.
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T:3.3.18 certification authority revocation list (CARL)
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D: A revocation list containing a list of public-key certificates issued to certification
authorities, that are no longer considered valid by the certificate issuer.
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T:3.3.19 certification path
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D: An ordered sequence of public key certificates of objects in the DIT which,
together with the public key of the initial object in the path, can be processed to obtain
that of the final object in the path.
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T:3.3.20 CRL distribution point
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D: A directory entry or other distribution source for CRL; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set
of certificates issued by one CA or may contain revocation entries for multiple CA.
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T:3.3.21 cross-certificate
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D: A public-key or attribute certificate where the issuer and the subject/holder are
different CA or AAs respectively. CA and AAs issue cross-certificates to other CA or
AAs respectively as a mechanism to authorize the subject CA's existence (e.g., in a
strict hierarchy) or to recognize the existence of the subject CA or holder AA (e.g., in
a distributed trust model). The cross-certificate structure is used for both of these.
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T:3.3.22  cryptographic system, cryptosystem
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D: A collection of transformations from plain text into ciphertext and vice versa, the
particular transformation(s) to be used being selected by keys. The transformations
are normally defined by a mathematical algorithm.
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T:3.3.23 data confidentiality
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D: This service can be used to provide for protection of data from unauthorized
disclosure. The data confidentiality service is supported by the authentication
framework. It can be used to protect against data interception.
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T:3.3.24 delegation

W 5: [49] #kyd: [P49] POOL

Page: 5
D: Conveyance of privilege from one entity that holds such privilege, to another
entity.
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T:3.3.25 delegation path
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D: An ordered sequence of certificates which, together with authentication of a
privilege asserter's identity can be processed to verify the authenticity of an asserter's
privilege
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T:3.3.26 delta-CRL (dCRL)
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D: A partial revocation list that only contains entries for certificates that have had
their revocation status changed since the issuance of the referenced base CRL.
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T:3.3.27 end entity
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D: Either a public key certificate subject that uses its private key for purposes other
than signing certificates, or an attribute certificate holder that uses its attributes to gain
access to a resource, or an entity that is a relying party.
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T:3.3.28 end-entity attribute certificate revocation list (EARL)
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D: A revocation list containing a list of attribute certificates issued to holders, that are
not also AAs, that are no longer considered valid by the certificate issuer.
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T:3.3.29 end-entity public-key certificate revocation list (EPRL)
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D: A revocation list containing a list of public-key certificates issued to subjects, that
are not also CA, that are no longer considered valid by the certificate issuer.
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T:3.3.30 environmental variables
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D: Those aspects of policy required for an authorization decision, that are not
contained within static structures, but are available through some local means to a
privilege verifier (e.g., time of day or current account balance).
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T:3.3.31 full CRL
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D: A complete revocation list that contains entries for all certificates that have been
revoked for the given scope.
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T:3.3.32 hash function
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D: A (mathematical) function which maps values from a large (possibly very large)
domain into a smaller range. A "good" hash function is such that the results of
applying the function to a (large) set of values in the domain will be evenly
distributed (and apparently at random) over the range.
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T:3.3.33 holder
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D: An entity to whom some privilege has been delegated either directly from the
Source of Authority or indirectly through another Attribute Authority.
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T:3.3.34 indirect CRL (iCRL)
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D: A revocation list that at least contains revocation information about certificates
issued by authorities other than that which issued this CRL.
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T:3.3.35 Kkey agreement

W 5: [71] #kE [P71] POOL

Page: 5
D: A method for negotiating a key value on-line without transferring the key, even in
an encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more
information on key agreement mechanisms).
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T:3.3.36 object method
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D: An action that can be invoked on a resource (e.g., a file system may have read,
write and execute object methods).
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T:3.3.37 one-way function
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D: A (mathematical) function f which is easy to compute, but which for a general
value y in the range, it is computationally difficult to find a value x in the domain
such that f(x) = y. There may be a few values y for which finding x is not
computationally difficult.
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T:3.3.38 policy mapping
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D: Recognizing that, when a CA in one domain certifies a CA in another domain, a
particular certificate policy in the second domain may be considered by the authority
of the first domain to be equivalent (but not necessarily identical in all respects) to a
particular certificate policy in the first domain.
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T:3.3.39 private key; secret key (deprecated)
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D: (In a public key cryptosystem) that key of a user's key pair which is known only by
that user.
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T:3.3.40 privilege
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D: An attribute or property assigned to an entity by an authority.
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T:3.3.41 privilege asserter
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D: A privilege holder using their attribute certificate or public-key certificate to assert
privilege.
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T:3.3.42 privilege management infrastructure (PMI)
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D: The infrastructure able to support the management of privileges in support of a
comprehensive authorization service and in relationship with a Public Key
Infrastructure.
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T:3.3.43 privilege policy
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D: The policy that outlines conditions for privilege verifiers to provide/perform
sensitive services to/for qualified privilege asserters. Privilege policy relates attributes
associated with the service as well as attributes associated with privilege asserters.

W 6: [88] #ty: [P8s] POOL

Page: 6
T:3.3.44 privilege verifier
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D: An entity verifying certificates against a privilege policy.
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T:3.3.45 public-key
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D: (In a public key cryptosystem) that key of a user's key pair which is publicly
known.
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T:3.3.46 public-key certificate (PKC)
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D: The public key of a user, together with some other information, rendered
unforgeable by digital signature with the private key of the certification authority
which issued it.
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T:3.3.47 public key infrastructure (PKI)
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D: The infrastructure able to support the management of public keys able to support
authentication, encryption, integrity or non-repudiation services.
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T:3.3.48 relying party
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D: A user or agent that relies on the data in a certificate in making decisions.
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T:3.3.49 role assignment certificate
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D: A certificate that contains the role attribute, assigning one or more roles to the
certificate subject/holder.
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T:3.3.50 role specification certificate
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D: A certificate that contains the assignment of privileges to a role.

W 6: [102] #tyE [P102] POOL

Page: 6
T:3.3.51 sensitivity
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D: Characteristic of a resource that implies its value or importance.
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T:3.3.52 simple authentication
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D: Authentication by means of simple password arrangements.
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T:3.3.53 security policy
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D: The set of rules laid down by the security authority governing the use and
provision of security services and facilities.
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T:3.3.54 self-issued AC
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D: An attribute certificate where the issuer and the subject are the same Attribute
Authority. An Attribute Authority might use a self-issued AC, for example, to publish
policy information.
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T:3.3.55 self-issued certificate
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D: A public-key certificate where the issuer and the subject are the same CA. A CA
might use self-issued certificates, for example, during a key rollover operation to
provide trust from the old key to the new key
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T:3.3.56 self-signed certificate
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D: A special case of self-issued certificates where the private key used by the CA to
sign the certificate corresponds to the public key that is certified within the certificate.
A CA might use a self-signed certificate, for example, to advertise their public key or
other information about their operations.

NOTE — Use of self-issued certificates and self-signed certificates issued by other
than CA are outside the scope of this Recommendation | International Standard

W 6: [114] F#HkyE [P114] POOL

Page: 6
T:3.3.57 source of authority (SOA)
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D: An Attribute Authority that a privilege verifier for a particular resource trusts as
the ultimate authority to assign a set of privileges.
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T:3.3.58 strong authentication
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D: Authentication by means of cryptographically derived credentials.
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T:3.3.59 trust
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D: Generally, an entity can be said to "trust" a second entity when it (the first entity)
makes the assumption that the second entity will behave exactly as the first entity
expects. This trust may apply only for some specific function. The key role of trust in
this framework is to describe the relationship between an authenticating entity and an
authority; an entity shall be certain that it can trust the authority to create only valid
and reliable certificates
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T:3.3.60 trust anchor
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D: A trust anchor is a set of the following information in addition to the public key:
algorithm identifier, public key parameters (if applicable), distinguished name of the
holder of the associated private key (i.e., the subject CA) and optionally a validity
period. The trust anchor may be provided in the form of a self-signed certificate. A
trust anchor is trusted by a certificate using system and used for validating certificates
in certification paths.
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A: AA Attribute Authority
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A: AARL Attribute Authority Revocation List
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A: AC Attribute Certificate
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A: ACRL Attribute Certificate Revocation List

W 6: [126] #tyE [P126] POOL

Page:
A: CA Certification Authority
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A: CARL Certification Authority Revocation List
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A: EARL End-entity Attribute certificate Revocation List
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A: EPRL  End-entity Public-key certificate Revocation List
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A:1CRL Indirect Certificate Revocation List
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A: OCSP Online Certificate Status Protocol
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A: PKC  Public-Key Certificate
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A: PKCS Public-Key Cryptosystem
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A: PKI Public-Key Infrastructure
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A: PMI Privilege Management Infrastructure



