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�D!9o��� ����$��� �
���� �����)� �*�D ^	�� rF-��� #�$��%&�� ��0�1 �*��� .�-��,� �D�-�� +�, a�])�� #�$��%&� U�$D 

�\���� ����/ ��$�� ��%�V U�e�]D #3 �� ^	�� ��~� �
 rF-��� #�$��%&� #�� ��:/��� !" ��_�9��� �� . �
�
� d�� ��$�)��� ( ���1 G��:, x���e�%� �.4 �.�� �#�$��%I� b���1 b���5� j�_ B�9, B.C�� b�--:� l��� �	
 v�

����%������� .  
 ��$� �.4 & #�$��%&�)������ ������ �� �!" Bp� (G7�y ����3 �%��% ���% ( &� . �~3 >��e�]� �� 7��D�

�F��� ����� ��5� ( ���$�� ������ 7��$� �01�c/� O�D �Q d�� ������ ������ O0�%��% ��7�� #3 ��$�)���.  
��� 7�8 d�� ��$�)��� �� 7��D� �#�$��%� r�$M�� ��HI�� N�V���v�� �&7�)� 7�8 #3 #�$��%&� ��5� U�e�]�� !D�

B����� �� �,�]�� #�$��%&� ����*�� L*1 �-��� . B����� �� _�9��� N�V����,�(DAP) ��$�)��� x��e�]� ^	�� 
 ( 7�y �B����� �� �����)p�� L*1 N�:M*�������� ITU-T X.519 |������ (  ISO/IEC 9594-5.  

2  �����	
� ����
�  

 U�.~3 L*1 ������� ������� !D����� �������� ^��8 ( �D��% b���.~3 ����� �	
 ( �0��� ���~R� ��, ��):�������� | �	
 
����� ������ .�
�C\ U�D N��9�� �D��% N�f� �� A\�V �0��� ��C�� ���)��� .!D����� �������� Z��� ���h��-*� �J�1 

 �	
 L*1 ���)�� ���Q�9�&� ( �V��C�� E��5�� Z�oC�� j�	�������� | r�)� ��\�.�� �1 ��9� #3 L*1 ����� ������ �	
 
 �� ����~ �pV�� ���)���������� |��\73 �0��� ��C�� !D����  . ��o*�� ��c13 �9���TEC �-q���� ISO  !D���� �Io],

�����b����~ N��9�� �D��]�� �� . ��$�� ������, ��F�y �-P�Q 7�8&� ( �&�:�&� l��$� ��.� �9�� �-VITU-TG	����� .  

1.2   �	������|�
�	��� ������� ��	��   
– ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technology – 

Message Handling Systems (MHS) – Message transfer system: Abstract service definition and 

procedures. 

– ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology – 

Open Systems Interconnection – The Directory: Overview of concepts, models and services. 

– ITU-T Recommendation X.501 (2005) | ISO/IEC 9594-2:2005, Information technology – 

Open Systems Interconnection – The Directory: Models. 

– ITU-T Recommendation X.511 (2005) | ISO/IEC 9594-3:2005, Information technology – 

Open Systems Interconnection – The Directory: Abstract service definition. 

– ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology – 

Open Systems Interconnection – The Directory: Procedures for distributed operation. 

– ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology – 

Open Systems Interconnection – The Directory: Protocol specifications. 

– ITU-T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology – 

Open Systems Interconnection – The Directory: Selected attribute types. 

– ITU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology – 

Open Systems Interconnection – The Directory: Selected object classes. 

– ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology – 

Open Systems Interconnection – The Directory: Replication. 

– ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology – 

Open Systems Interconnection – The Directory: Use of systems management for 

administration of the Directory. 
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– ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology – 

Open Systems Interconnection – Procedures for the operation of OSI Registration Authorities: 

General procedures, and top arcs of the ASN.1 Object Identifier tree. 

– ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology – 

Abstract Syntax Notation One (ASN.1): Specification of basic notation. 

– ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology – 

Abstract Syntax Notation One (ASN.1): Information object specification. 

– ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology – 

Abstract Syntax Notation One (ASN.1): Constraint specification. 

– ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology – 

Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications. 

– ITU-T Recommendation X.690 (2002) | ISO/IEC 8825-1:2002, Information technology – 

ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding 

Rules (CER) and Distinguished Encoding Rules (DER). 

– ITU-T Recommendation X.691 (2002) | ISO/IEC 8825-2:2002, Information technology – 

ASN.1 encoding rules: Specification of Packed Encoding Rules (PER). 

– ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology – 

Open Systems Interconnection – Security frameworks for open systems: Access control 

framework. 

– ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology – 

Open Systems Interconnection – Security frameworks for open systems: Non-repudiation 

framework. 

– ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology – 

Remote Operations: Concepts, model and notation. 

–  ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology – 

Remote Operations: OSI realizations – Remote Operations Service Element (ROSE) service 

definition. 

2.2   �	������ �����|�
��� 	����� � ���	��� ������� ��	��   
– CCITT Recommendation X.800 (1991), Security Architecture for Open Systems 

Interconnection for CCITT applications. 

 

ISO 7498-2:1989, Information processing systems – Open Systems Interconnection – Basic 

Reference Model – Part 2: Security Architecture. 

3  �����	���  

�	
 ���"� ������� ��9D����� r)� ������� |����� ������ �	
 .  

1.3  �� ����! �	"�#�!$ �%��"� �$&'(� ��)�� *������ +�,#� �-�$.�� /0� ��1	(OSI) 

������ ( ����� ������� ��M*:�� �CCITT X.800 | ������ ( ISO 7498-2:  
 3(  ������ !") !9�(= asymmetric (encipherment); 

w( =��$��%� N7�)� authentication exchange; 

t( =��\�$��%� ����*�� authentication information; 

7( =�DF�]�� confidentiality; 


( =�����)� credentials; 

�( o��� �$D�5=!9 cryptography; 

H( =������ ���:�� #�$��%� data origin authentication; 
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?( =!9o��� j� decipherment; 

X( =>-Q� Z�Q�� digital signature; 

^( =!9� encipherment; 

�( =?��9� key; 

N( =�% �-*V password; 

U( =F���� #��.�� #�$��%� peer-entity authentication; 

#(  ������)!9�.( symmetric (encipherment). 

2.3  *����� �-�$.� ����! �	"�#�!  
 ������� ( ����� ������� ��M*:��ITU-T X.501 | ������ ( ISO/IEC 9594-2:  

 3(  =A�\ attribute; 

w(  B����� ����*�� G�1�Q(DIB)=  Directory Information Base; 

t( � ����*�� G�o@ B����(DIT)=  Directory Information Tree; 

7(  B����� U�q\ B�V�(DSA)=  Directory System Agent; 


(  B����� B-��]� B�V�(DUA)=  Directory User Agent; 

�( =f�� O%� distinguished name; 

H( =B/���� entry; 

?( =�D�" �E�
 ��>@ ���J�� object; 

X( �	h. root. 

3.3  #�!�	"�  
 ������� ( ����� ������� ��M*:��|����� ������ �	
 :  

1.3.3   2�' 34	56(AC) (attribute certificate):  �� ���, +�, a,��� �A�\ �*]� >-Q��� Z�Q���� B-8 ������
G7�0C�� B��~ �D�
 EF��� �1 ����*�� A���� O�Q.  

2.3.3   2�.�� ���7(AA) (Attribute Authority): �*%���\ ��7�0@ �
�����, ��H����&� ��� .  
3.3.3   2�.�� �	��7 8	��9 �$;	<(AARL) (attribute authority revocation list):  �-P�Q L*1 ^��8 N�,� �-P�Q

g A�\ ��7�0@ �� B�8 Zh���� ������ �
v��� G���:z�� �*]�� ��� � A�\ ��*% �. 

4.3.3  9 �$;	<�8	�4	56  2�.�� ��(ACRL) (attribute certificate revocation list): L*1 ^��8 N�,� �-P�Q 
���� �
v��� G���:z�� �*]�� ��� � A�\ ��7�0@ �� B�8 Zh���� �� �-P�Q.  

5.3.3   =	
��7>� �'-9)�'-@� ((authentication token, (token)):�� #�$��%&� N7�)� ����3 ���$�� ���*��  �.4 �rF-�
�0*%�� �� �{$��*� �S�-��%�.  

6.3.3   ���7(authority):]� #��V ��7�0C�� ����� �1 N�� .��*]�� �� �Y �9����� �	
 EF���� : �*%
A���� ��7�0@ ��:� d�� A���� �*%� �>��-��� ?��9�� ��7�0@ ��:� d�� G7�0C�� �����.  

7.3.3   ���7 34	56(authority certificate):  �*% �� G�7�� G7�0@)A�\ �*% ���� G7�0@ ����� �*% ���.(  
8.3.3  ��4	5B�� 8	��@ ��7	7� �$;	<(base CRL): N�,R ���7 �-P�$�� ������ b�%�%3 v��� d�� ��7�0C�� N�,� �-P�Q 

 ��7�0C��(dCRL). 
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9.3.3   ��4	5B�� 1���9 ���7 /0 314	� 34	56(CA-certificate):  �0h��� G7�0@ ����� �*% �� G�7�� G7�0@
G7�0@ ����R k�/3 �*% ��.  

10.3.3   34	5B�� �7	�7(certificate policy): ���/ �1�� L*1 G7�0C�� ��)\� ��*,�Q �)� ��1��$�� �� G�F-]� �1�-' 
�/�V��C� ����3 ��h���~�, f�-�� ���$�)��� ��  �/ K�� L*1 �3 .%��]� �.4 bIp-� ��*,�Q �)� #3 ���/ G7�0@ �

 7��~ �-J Z*]�� +�, G��� �g d�� ��\���.�R� ������ N7�)� �I���� �� #�$��%&� L*1 ��7�0C�� �� aY ��)\�
���%�� �� �����.  

11.3.3   34	5B�� 1���9 � �	71	$� =CD9(certification practice statement) (CPS): ��%��-�� �1 #I1�  d��
 ����� ��*% k�~� �0��e�]�G7�0C�� �
����� ��1 G7�0C��. 

12.3.3   ��4	5B�� 8	��9 �$;	<(certificate revocation list) (CRL): ��D � ��7�0C�� �� �1�-' �)� ��Q�� �-P�Q 
���� �
v��D �
���:�� . �-P�$*� U���� O%&� �	
 �� ���J��CRLP�$�� �� ���/ X�Y3 �h�� � �-CRL >u�� ����� 

r�)��� �� ���/ �&�'.  
13.3.3   34	5B�� *$��E0(certificate user): � �/W #��V ���\ E��D #3 t��� #��V/ �¡ L*1 >��-��� x~��9� �3
�V��.  

14.3.3   ��4	5B�� *E�E! F<1(certificate serial number): �����R� �*% �� �)]���, G��~� �M�M� �-�Q 
)~�:���*]�� �	
 �
��:� d�� G7�0C*� l)� I, �. 

15.3.3   ��4	5B�� 8	$��7� G	&'(certificate-using system): �G7�0C�� B-��]� �0��e�]D d�� KP����� j*� 	�9�� 
�	
 B����� �9���� �0���� d�� KP����� ��. 

16.3.3  34	5B�� ��%C� 1�#<9 (certificate validation):  �V���� ��*-1 ������ �q� ( ���� >
 �� G7�0@ #3 ��
 �	
 ¢~ ���� G!]�� �	
 ( ��7�0C�� Z�� #�V #�-J� �G7�0C�� ����� G!]� �[���� ��C\� j�_ �F-c� ����

 �qM*��)�S�,� k�h &� ����, �0��~I� x��� � �£� ^3.(  
17.3.3  34	5B�� 1���9 ���7(certification authority) (CA): �*-��]� G�1 �3 �~�� B-��]� �$p, Z�-�� �*% 

�
��]�� >��-��� ?��9�� ��7�0@ ¤C�� >.� .B-��]�� ����9� ¤C�� #3 ^����/� B.C, �.4�. 

18.3.3   34	5B�� 1���9 �	��7 8	��9 �$;	<(certification authority revocation list) (CARL):  ^��8 N�,� �-P�Q
�7�0@ �� �-P�Q L*1G7�0@ ����� ��*% �� G�7�:�� >��-��� ?��9�� ������ �
v��� G7�0C�� ����� �*% ��� � .  

19.3.3   34	5B�� 1���9 3�E0(certification path): ( G7�h�� ��1�J�� >��-��� ?��9�� ��7�0@ �� ���� Z,��� 
 G�oC��DIT ��J�-*� >��-��� ?��9�� �� b�QI\� �x�[��� �.4  >��-��� ?��9�� L*1 N�:M*� �G!]�� ( >P��)��

!]�� ( >P�0��� ��J�-*�G.  
20.3.3   �$;	
�� H���! ��
'(CRL distribution point) CRL: �-P�$�� ZDH��� �/W ��:� ( �3 B����� ( B/�� 

CRL . �-P�$�� ^��8 �Q�CRL �-P�$�� ZDH�� �$\ rD�5 L*1 CRL �g N�,� B/��� L*1 � �� ��1�� �1�-' a$�
 N�,� B/��� L*1 ^��8 �Q �£� �3 �G7�0C�� ����R G�~�� �*% �1 G�7�:�� ��7�0C*� �*��.�� �1�-`� G�1 �1 G�7��

G7�0C�� ����R ��*%.  
21.3.3   ��I	
�0 34	56(cross-certificate): ���:z�� �0-�Q #�.D A�\ G7�0@ �3 >��-1 ?��9� G7�0@ 

�~�:���/�� ��9*�¥ ��*% B��CA �3 AA������ L*1  . G7�0C�� ��*% ��:��(CA) A���� ��*%� (AA) 
 G7�0C�� ����� ��*% �� �
!u�� �0h�� ��5�$�� ��7�0@3�  �*% 7�h�, ��/�� ���W �
��)�1�, ������� L*1 A����

 �)~�:�� ����R�)U��� ����� B/�7 j�_� (, E���1� ���W �
��)�1�, �3 A���� �*% �3 �)~�:�� ����R� �*% 7�h�
 �*����)�H��� �$p�� t_�Y ( �-V .(������ ��*V ( ��5�$��� G7�0C�� ���, U�e�]��.  
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22.3.3   �"J��� G	&'(cryptographic system, cryptosystem): fF��� �\ �� �J���� ���� B$�� �ID�M��� �� �1�-' 
�, O�D #3 L*1 �l.���,��%� �h���� ����� �ID�M��� ��$�\� ����9�� �%���S�- .��J�D� ���H���¦ ���1 �ID�M��� 7�M���.  

23.3.3   �	���� ��K#7(data confidentiality): �D�§ !���� ����� �	
 N�-��%� �.4 � !" ��C�� �� ����-*
�/�� .������ �D�% ���/ O1�D ^	�� �
 #�$��%&� ��5�� .�0J���1� �� ������ �D�-� ����� �	
 N�-��%� �.4�.  
24.3.3   L��"!(delegation):�/W #��V �� x�*1 fP�~ #��V �� H����� B$\ .  
25.3.3   L��"��� 3�E0(delegation path):�F��� Z,���  �D�
 �� #�$��%&� �� ���J� �x�[��� �.4 ��7�0C�� �� 

��� Bh3 �� �H����&� �{V��x�*1 fP��� H����&� ����3 �� r$M. 

26.3.3   ��4	5B�� 8	��@ 	��4 �$;	
��(delta-CRL) (dCRL):N�,� �-P�Q  ��7�0C�� �� B/���� a$� Oc� �>Pfh 
��7�0C�� N�,R ���h��� ��%�%�� �-P�$�� ����� 	�� ���\�$�� �S�,� ZJ� L*1 BD��� k�h d��. 

27.3.3   +;	5.�� =	����(end entity): ��� �
 u�  ��� x~��9� U�e�]D >��-1 ?��9� G7�0@ �~��! Z�Q�� ���"3 
r��� E�5 �
 #��V ���� �7����� �~3 �� _�9�*� x���\ U�e�]D A�\ G7�0@ B��~ ���� ���7�0C��. 

28.3.3  ����� ����	 �
��� ���
�� ����� �� ������ (end-entity attribute certificate revocation list) (EARL): 

 ��� ����� 	
�� ���	 ������� �� ����� ��� �	���� ����� �!" #��$� �����(AA) ����%	 �&'()*� '�� +, 
-.�� �/01��.  

29.3.3  ��;	M �	'	��� 314	� +0�$D N	�"0 ��4	56 8	��9 �$;	<(EPRL)) end-entity public-key certificate 

revocation list( : N�,� �-P�Q G7�0@ ����� ��*% ��]�� �D	�� ���M�3 �� G�7�� >��-1 ?��9� ��7�0@ �-P�Q Oc�
(CA)���� O
v��D G7�0C�� ��̈�:�� ��D �� . 

30.3.3   ����� �>�O�0(environmental variables):�\��[� j*� >
  ���/����, ���Q _�g& ��HI�� �%��]�� �� 
7�h�� A]�� >
� H����� �� r$M�-*� ��*y BP�%�, �]��� #3 �.4 �0�.�� ��,�� 2, ( G) ������ �3 �1�]��� U���� Bp�

w�]� ����.(  
31.3.3   ��4	5B�� 8	��@ ��0	��� �$;	
��(full CRL) :*1 ^��8 �*��V N�,� �-P�Q d�� ��7�0C�� Z�� B/��� L
A*,3�F��� r�)� N�' ( . 

32.3.3  � �P��4 G#"�(hash function): �{��7 )��J�D�( Z%�� N�' O�Q B,�$� )b��h Z%�� ���� (r�J3 N�' O�$, . �{��7�
 U�9��"G��[� " �1�-' L*1 �0$�)� >�D d�� >
)��%�� ( �D��]�� �$D�, �1H�� b�-�Q N��� N�`� ( O�$�� ��) ��P��C1

�
�q�� ( (��p�� N�`� (. 

33.3.3   *0	%(holder): �
  �� G�@�)� ��� x��� H����� +D�9� ª #��V rD�5 �1 G�@�)� !" �$D�, ���� �*]�� ���:��
k�/3 A�\ �*%.  

34.3.3   ��4	5B�� 8	��@ 3#6	)0 �Q �$;	<(indirect CRL) (iCRL): �-P�Q  ����*�� L*1 BQ�� L*1 ^��8 N�,�
*]�� !" ��*% �1 G�7�� ��7�0@ �g N�,��-P�$�� �	
 ��:� d�� �.  

35.3.3   N	�"� R	"!�(key agreement):�� �?��9�� B$\ #�7 �?��9-*� �-�Q #�C, a�� L*1 ���9�*� �$D�5  B.C, �
9D7 ���$� U��e�%�, ��{9'> < bIp� #�-«*
̈) ������ �q\�ISO/IEC 11770-1?��9�� ��9�� ����W N�~ ����*��� �� �Df� .( 

36.3.3  � S�T� �
�#��(object method): B-1  7��� #�C, �i�1��%� �.4) ��9*�� w�*%� ����D #3 �.4 bIp�
	�9����� �,��.��� G���$*� E��
�� rP����.(  

37.3.3   U	V>� 3��%� �P��4(one-way function): �{��7 )��J�D� (f �-�Q 7��� ��:�� �� �.�� �B0% ���]~ x N�`� ( 
�:¬�� �� �-�Q B,�$� ��y #�.D �® �G��:�� N�`� ( f(x) = y . O�Q �� �{*Q ���
 #�.� �Q�y ��:D &  �0*,�$� �-�Q 7���x.  
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38.3.3   �	7	�E�� *�	
!(policy mapping):�D7���� �~3 ( G7�0C�� ����� �*% �F�:� ����1 x\�, E���1&�  L*1 
4 ��/W #���� ( G7�0C�� ����� �*% �£�, ��p�� #����� ( G�7�� ���/ G7�0@ �%��% N��� #����� �*% v��� #3 �.

 �m��.�)�\��[� Z�� �� �$,�� A]�� �0�.�� (N��� #����� ( G�7�� ���/ G7�0@ �%��]�. 

39.3.3   W#E�� N	�"� XY	Z� N	�"�)[�#�0 \��]0 ((private key; secret key):) !9o��� U�q\ ( ?��9�� Z� 
>��-��� (B-��]�� ����9� t�H �� ���~� B-��]�� &� x���D & ^	�� ?��9�� �
.  
40.3.3   �	��0�(privilege):�� #��V �� �� �*% �
��]� �9� �3 A�\ �
 . 

41.3.3   �	��0>� �^_0(privilege asserter): >��-��� x~��9� G7�0@ �3 x��\ G7�0@ U�e�]D H����� �~��  �V���
�H�����.  

42.3.3   �	��0� 31�4@ ���` ��.�(privilege management infrastructure) (PMI): ��)13 B-M�� d�� ���M��� ���)�� 
>��-��� ?��9-*� ���M��� ���)��, �QI1 �S� �*��V ��/�� ���� �*,�$�� ��H����&� G��7�. 

43.3.3   �	��0>� �7	�7(privilege policy): �� #�$$M��� �0�-J Z��]D d�� X��C*� �cD���� X��� �F��� d�� �%��]
�*
��� ��H����&� ^�V�� w�]� �3 ¯�:� �%�]~ ����/ ��73 �3 ��$� �� H����&� �� . �)��� H����&� �%��%�

��H����&� ^�V�� �g ����, j�	V� ����� �g ����,.  
44.3.3   �	��0>� /0 �
O�0(privilege verifier):H����&� �%��% r�� ��7�0C�� �� r$M�D #��V .  
45.3.3   +0�$��� N	�"�(public-key):) >��-��� ?��9�� ^_ !9o��� U�q\ ( ( �� �U�-��� k�� E����� ?��9�� �


�H� tB-��]�� ����9. 

46.3.3   +0�$��� N	�"� 34	56(public-key certificate) (PKC): ?��9��  +�), b�,�M:� �B-��]� >��-���
 �*% ���:� ^	��  ��� ?��9�� x�� B-��]D >-Q� Z�Q�� rD�5 �1 ��D�f�*� �*,�Q !" AM)�3 d�� k�/�� ����*���

G7�0C�� �����.  
47.3.3   +0�$��� N	�"$�� ���` ��.�(public key infrastructure) (PKI):�7� ��)13 B-M�� d�� ���M��� ���)��  ����9�� G�

+���� U�1 �3 ��*��.��� �3 !9o��� �3 #�$��%&� ����/ U�$� >.� �����-���.  
48.3.3   �a�� S#I(relying party):�����$�� �_�g� ��1 �� G7�0@ ( G7����� ������, rpD B�V� �3 B-��]� .  
49.3.3   1���� 4	.79 34	56(role assignment certificate): ^��8 G7�0@  �� �pV3 �3 b���7 ��]�� ������ A�\ L*1

�0*��~ �3 G7�0C�� �~�� �� ���7. 

50.3.3   1���� �"���0 34	56(role specification certificate):�� ��7 �� G��]�� ��H����&� L*1 ^��8 G7�0@ .  
51.3.3   ��7	Eb�(sensitivity):x��°�, �3 x�-�$, �)���� 7����� �~3 ����/ .  
52.3.3   c�E)�� =	
��7>�(simple authentication):�]�� �-*.� ��], ��)���� rD�5 �1 #�$��%� .  
53.3.3   ��.0d� �7	�E��(security policy): ��$�� N�-��%� �S Zc} d�� ������ �*]�� �0�c� �1��$�� �� �1�-' 

������ r������ ������.  
54.3.3   34	56)���7 /0 (4	� 2�' 	e�f� 31(self-issued AC): �° �0*��~� G7�0C�� ���:�� �0�� #�.D A�\ G7�0@ 

A���� �*% l9\ .�%��]�� �1 ����*�� bIp� �C�� >.� ��T�	� G�7�� A�\ G7�0@ U��e�%� A���� �*% Z��]��.   
55.3.3   	e�f� 314	� 34	56(self-issued certificate):�� #�.D >��-1 ?��9� G7�0@  �° �0)~��� G7�0C�� ���:�� �0

 G7�0C�� ����� �*% l9\(CA) . ?��9� �D�� ��*-1 ����3 ��T�	� G�7�� ��7�0@ U��e�%� G7�0C�� ����� �*% Z��]��
�D�[� ?��9�� �� ��$�� ?��9�� �� �$p�� B$\ Bh3 �� �bIp�. 
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56.3.3   	e�- /0 ��P<�0 34	56(self-signed certificate): �0�� #�.D �~ ��T�	� G�7�:�� ��7�0C�� �� ���/ ���~ 
G7�0C�� B/�7 x�*1 �F�:�� >��-��� ?��9-*� bI,�$� G7�0C�� Z�Q��� G7�0C�� ����� �*% x*-��]� ^	��  ��� ?��9�� .

 >��-��� �0~��9� �1 bIp� �*�� >.� ��T�_ �� ��Q�� G7�0@ N�-��%� G7�0C�� ����� �*% Z��]�� ����*��� �� �!" �3
�0*�uC�, �����.  

����� : ��� ����� 	
� �� ��
���� ����� �
��� �� �� ���
��� 
!�" �� #$%&'(� )* 
!��� ���
��� ���
���� 	
$+�� ,-. /
 #��'+��|0)��� �
�$(� ��� .  

57.3.3   ���E�� 1�g]h0(source of authority) (SOA): Z��]D A�\ �*%  #�C, �$p�� �0M�4 #3 H����&� �� r$M��
��H����&� �� �1�-' ��]� d�� ��P�0��� �*]�� �
��)�1�, ���� 7���.  

58.3.3   �K$�� =	
��7>�(strong authentication):�D!9� BP�%�, �*��~ �����)� U�e�]D #�$��%� .  
59.3.3   �
i��(trust): N�3 b�\��V #�, ���1 G��:, N�$D "rpD " #3 ���9D #3 N��� #��.�� Z��]D ����1 �±#�� #��.,

N��� #��.�� x� ZQ��D �-V b���� E�:��% ��p�� #��.�� .�� #3 �.4 &����/ ����� �9��� L*1 &� �$p�� �	
 r) ..D� �-
 ��*% �,� #�$��%&�, U�$D #��V �, �QI��� K�� ( ��5R� �	
 ( �$p*� >]�P��� ����� b��V��� #��.�� #�.D #3 ���

�Q����� ���� ��7�0@ &� r*g �� �*]�� #�., rpD #3 Z��]D x\�,.  
60.3.3   �
i�� �jk7#0(trust anchor):>��-��� ?��9�� �� ���J� �������� ����*��� �1�-' >
 �$p�� �e²%��  : �D�
 E���

 >��-��� ?��9�� ��-*��� ����H�����)�f*�� ��1U( �~�:��  ��� ?��9�� B��� f�-�� O%&�� �) G7�0C�� �~�� ^3CA( �
��~I:�� G��� �D����/� G��:,� .�T�_ �� ��Q�� G7�0@ B.C, �$p�� �e²%�� #�.� #3 �.4� . L*1 �-��D U�q\ Z��]D�

]� ( ��7�0@ ��~I� ���QR G!/�� �	
 U�e�]� #3� ��$� �e²%�� rpD #3 ��7�0C����7�0C�� ����� ��!.  

4  ������
�  

 ���"� ������� ���:�e�� r)� ������� �	
|������ �	
 ����� : 

AA  A���� �*%  Attribute Authority 

AARL A���� ��*% N�,� �-P�Q Attribute Authority Revocation List 

AC A�\ G7�0@  Attribute Certificate 

ACRL �7�0@ N�,� �-P�QA���� � Attribute Certificate Revocation List 

CA G7�0C�� ����� �*% Certification Authority 

CARL G7�0C�� ����� ��*% N�,� �-P�Q Certification Authority Revocation List 

CRL ��7�0C�� N�,� �-P�Q Certificate Revocation List 

dCRL �0C�� N�,R ���7 �-P�$����7 Delta Certificate Revocation List 

DIB B����� ����*�� G�1�Q Directory Information Base 

DIT B����� ����*�� G�o@ Directory Information Tree 

DSA B����� U�q\ B�V� Directory System Agent 

DUA B����� B-��]� B�V� Directory User Agent 

EARL �7�0@ N�,� �-P�Q ��\��.� G�7�� A�\ �
��P�£ 

End-entity Attribute certificate 

Revocation List 

EPRL  G�7�� >��-1 ?��9� ��7�0@ N�,� �-P�Q
��P�£ ��\��.� 

End-entity Public-key certificate 

Revocation List 

iCRL ��7�0C�� N�,R G�@�)� !" �-P�Q Indirect Certificate Revocation List 
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OCSP a�� L*1 ��\�$�� G7�0C�� ZJ� N�V����, Online Certificate Status Protocol 

PKC  >��-��� ?��9�� G7�0@ Public-Key Certificate 

PKCS  !9� U�q\,>��-��� ?��9�� Public-Key Cryptosystem 

PKI >��-��� ?��9-*� ���8 ���, Public-Key Infrastructure 

PMI H����� G��7R ���8 ���, Privilege Management Infrastructure 

SOA �*]�� ���:�� Source of Authority 

5  ���!���  

 b�$)5 �	
 B����� �9���� �F�13�� ������	 
���	 ���� ��	��� ITU-T | ISO/IEC�/����  v-��\ ( 2001 +�, Z� �
�9�9�� �����p�%&�.  

 v��D #3 �� �*:��"B����� �9����) " ( �-V"�	
 B����� �9���� ("\3 L*1x ������� �:$D ITU-T X.509 | ������ 
ISO/IEC 9594-8v��D �-V � �*:�� "B����� ��9���� " �*]*]�� ������ �:$D x\3 L*1X.500 ������ ��fh3 Z��� 

ISO/IEC 9594.  
 ����� ��� 	
��� ����� ���������� �����	
�� �� �	
��� ������ �� ��� ������ �!"��# �$%&� �' ()�� 

 ��* ���+ ,-1988 ��
���� ����. �� X.500 �/0�� �* 123��� CCITT 2�
�# ���+� �ISO/IEC 9594:1990 .
 ����� ��� 	
��� ����� �������������� ����� ����������� �!"��# �$%&� �' ()��  �	
��� ������ �� �
&�5� 

 ��* ���+ ,-1993  ��
���� ����. ��X.500 6��!� �* 123��� ITU-T 2�
�# ���+� �ISO/IEC 9594:1995 .
 ����� ��� 	
��� ����� �������������� ����� ����� �	
��� ������ �� �5��5� ������ �!"��# �$%&� �' ()�� 

 ��* ���+ ,-1997 ��
���� ����. �� X.500 6��!� �* 123��� ITU-T 2�
�# ���+� �ISO/IEC 9594:1998. 
 ����� ��� 	
��� ����� �������������� ����� ����� �	
��� ������ �� ��"7� ������ �!"��# �$%&� �' ()�� 

 ��* ����+ ,-2001 6��!� ��
��� �� ITU-T ��82� �9 X.500� X.501� X.511� X.518� X.519� X.520 
�X.521 �X.525 �X.530 ��* ���+� 2000 �
���� �� ITU-T X.509 �� :;<� =��>� �1 �' 10 2�
�# ���+ �� 

ISO/IEC 9594:2001.  

 ����� ��� 	
��� ����� ������� ����� ����������� ������ �!"��# �$%&� �' ()�� ����?� ��  �����
 ��* ����+ ,- �	
���2005 6��!� ��
��� �� ITU-T ��82� �9 X.500� X.501� X.509� X.518� X.519 

�X.520� X.521 �X.525 �X.530 �� :;<� =��>� 1 �' 10 2�
�# ���+ �� ISO/IEC 9594:2005.  

 37@ �A/� B�* ;
�7� ��� 	
��� ����� C7��(ASN.1) 1 ��-]��, Helvetica��7�]��  . ^7���� ���� ( N�� ����1�
 f������ �� O�Q� X�Y3 ��ASN.1 ��-]��, �0J��, ^7���� ���� �1 f�� �£�� Helvetica��7�]��  . ������hR� ��³3 f���

 ��-]��, �0J��, ^7���� ���� �1 ��[���� ���� �9���� ����3 Zh�� b�1�J�� G7�1 #�.� d��Times�� ��7�] . ��3
 ��-]��, ����� _�9��� ( O.M���, ?�-]�� �&�~Times�*P��� .  

 �-{Q�� �� �-P�Q ( 7��)�� A\�V �_�) �5�C, �Q�)]� #�.� #3 �� b&�,"< "E�® �3(�� ��*-1 ( ���/ 7��)�� v��� 	P��1 �.  
 N��[� 7���1�	
 B����� �9���� ( U�e�]�� f������ ����� .  

8��l� 1 mn�0#���   

����	
� ��� 

Xp   2$+3( 4�'$�� 5
+6(�X. 

Xs  2$+3�� 7
8� 5
+6(�X.  
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����	
� ��� 

Xp[I]   �
�'�$(� �69I 2$+3�� 4�'$�� 5
+6(� :��;+�
< X.  

Xs[I]  �
�'�$(� �69I 2$+3�� 7
8� 5
+6(� :��;+�
< X. 

X{I}   2$+3(� ,�&'�X �
�'�$(� =�> I ..) �� ?�@+IA%6� BC'� #D
�� ,� .  

CA(X)   2$+3�� ��
���� ����� #���X.  

CAn(X) ) F�Gn>1:()CA)CA...n �A� ...(((X) 

X1<<X2>>  2$+3(� ��
�JX2 ��
�J ����� #��� 
����� X1.  

X1<<X2>> 

X2<<X3>> 

 ���
���� �� #�3��)	'K L* ��( ��
���� ����� #��3� ��
�J 
��D �M< 2N O P��QR+S*0
+�� �M���  . 
T�
 #��
+�� ��
���� U
�6�V) #WD
X�X1<<Xn+1>> . ���
���� #�3�� YZ+��)A<<B>>B<<C>> [6S AD'. 

 2\� �
S
X�]�A<<C>> �
^� _
X�� L* OCp #DA$� �� Ap.  

X1p º X1<<X2>>  ��
�J `+D #��>)���
�J #�3�� )* (4�'> 5
+6� a�A;+�/ 
�A�S) .�b+�) _'X. U
���) U�Acd� #��$�� 
��
�J '� e< f���� Ac@+(� _'X.) O��
���� ����� #��3� 4�'$�� 5
+6(� '� e< L�
3��� Ac@+(�  ��� �> ���
�

��
���� ����] #��3�� .f���� Ac@+(� 4� e��
�J L��� 2$+3�� 4�'$�� 5
+6(� '� g�
M�� _'X.) .\�UZ: 

Ap  º  A<<B>>   B<<C>> 

 5
+6� :��;+�� #��> h�.A 5
+6� =�> 	'�i�� 4�'$�� B O4�'$�� Bp #��> 
�$�+� Oe��
�J �� O
 4�'$�� 5
+6(� :��;+��Bp ��
�J `+6� C . 5
+6� '� #��$�� g�
S)C O4�'$�� Cp.  

A→B  �� ��
���� ����� ��3�A j� B ,� *��� ���
���� �� #�3�� �� #Sk'X(� OCA(A)<<CA2(A)>> 4�+M�) 
 ,�CA(B)<<B>>. 

 ������ l'�A�� 2\m X) X1) X2 ...  B�A�� 2\n 
M�< Oh�$+3(� o
p* 	)�q� rI�
�'�$� sL* .  

6  �"#� $% �&'�( )�*+  

�� ����*��� !9� ��u, �x, ������ ´ ��\��.�� �~� >��-1 ?��9� L*1 N�:�� ���D b���5� �9����� �	
 7�8 Fj9�% d
#��.�� �	S >-Q��� Z�Q���� �� r$M��� ��u, �3 �#��.�� �	
 �
!9� . �� >��-1 ?��9� G7�0@ ����� ��5R� �	
 B-CD�

 G7�0C�� ����� �*%(CA)G7�0C�� B-��]� �� G7�0C�� �	
 ��~I� ���Q��  .��~I:�� ���Q� B-CD�:  
<  7�0C*� �Q���� G!]� ���Q�G7�0C�� B-��]� �, =G7�0C�� �~��� G  
<  =G!]�� ( ��Q�� G7�0@ BV L*1 ��-Q��� ����Q���� �� r$M���  
<   G!]�� ( ��Q���� ��7�0C�� Z�� ��~I� ���Q�)� �� ��0��� !" �0��~I� #� ^3��� AQ� ( �S�,� .(  

7�8����� ´ ��\��.�� �~� H����� ���\ L*1 N�:�� ���D b���5� �9����� �	
  _�9�*� �:/�� A\�V �_� �� �D�M�� ��� ��
& U3 ��� 7��� �� . A�\ �*% �� G7�0@ ����� ��5R� �	
 B-CD�(AA) �� r$M�� �� G7�0C�� �	
 ��~I� ���Q�� 

H����&� .��~I:�� ���Q� B-CD�:  
<  �G7�0C�� �	
 ��H����� #3 �� �V�������&� �%��% �~ �� �0��� �q��� ��1 �����V =H  
<  =U�f*�� ��1 ���7�0C�� +D�9�� �Q���� G!]� ���Q�  
<  =G!]�� ( ��Q�� G7�0@ BV L*1 ��-Q��� ����Q���� �� r$M���  
<  =��H����&� +D�9� x� b�:/�� #�V ���:�� BV #3 �� �V����  
<  �
�*)D � �0D���:�� #3 ��� ��7�0C�� �	
 ��~I� ��0�\� U�1 �� r$M���.  

�� O"��� L*1� ���M��� 2)�� #3 PKI� MPI �£� &� �k�/�� �1 �*$�]� G��:, �0�� BV ��C\� �.4� ��*:9�� 2, >
 
�0c�), r*��� . A���� ��7�0@ B/�7 �0D���:��� A���� ��7�0@ >*��~ �D�
 KD��� O�D #�, �9����� �	
 >����
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�)%���� ����-��� O0M���9� ��7�0@ �)� ���@�� .#�$��%� ^��� #�-c� ^���c�� ��0�*��~� A���� ��7�0@ ^���:�� 
 ���)�� ( �D7���� ��*-��� U��e�%� rD�5 �1 ��0�1F�� d�� ��\��.�� bI�� >
 ���:� d�� �3 H����&�, �)���� ��\��.�� #�V

 ���M���PKI��D�S� #�$��%&  .A���� G7�0@ ��5� ( ��\�� G�� �	
 #�$��%&� ��*-1 ��.�� &�.  

1.6  ��$<#�� �	��<����  
 ���M��� 2)�� >1�\ IV ( ��-Q��� ����Q���� B-��]�PKI� MPI G7�0C�� ��:� d�� �*]�� �� �F�:� d�� ���µ� �
��)�1�, 

G7�0C�� ( G7�h��� �*:�� L*1 . ���M��� ���)�� (�PKI ����� �*]� >��-��� ?��9�� G7�0@ L*1 >-Q��� Z�Q���� �F�:D 
C��G7�0C�� �~��� >��-��� ?��9�� ����*�� �, �QI��� L*1 ��T���3 d�� G7�0 . ���M��� ���)�� (�MPI Z�Q���� �F�:D �

 ������ �, �QI��� L*1 G���:z�� A���� �*]� >-Q���)��H����&� (G7�0C�� B��~� . ����Q���� >1�9�� ��)�� �	
 ?�CD�
U�1 B.C, ��-Q��� .�-]$�� �Q��D� 2)�� ( ���/ ���-Q��� ����Q���� U��e�%� �9����� �	
 �� ��p��� ��p�� #PKI� MPI.  

 ( ��\_R� Z�Q�� �� O�D d�� BP�%��� 7�� x�.�� �U�1 B.C, ��-Q��� ����Q��*� b������ 7F�M�� b�F��� l�� >1�9�� ��)�� �	
�
 ���M��� 2)��PKI� MPIB����� (� .  

��� Z�Q�� ^��� ����*(info)����*�-*� �{9' fh�� �0*�D	�,  . ^�� �-��, ����&� G��~� U��¬� �{��7 �%��, fh��� fo�D�
 Z{Q�-*�  ��� ?��9�� U��e�%�, !9o���) B.C�� �q\�1 .(j�_ �1 ¶��D�:  

X{Info} = Info, Xs[h (Info)] 

  

 *�B��1 m�$<#�� �	��<���� �  
 �����1 �,�&'+�� A.)B� #�S
X�� :�> �b. 7
8� 5
+6(
< �6R+��  . #�S
X�� :�> �b� O�
9/� ���G) :tAu6�� #%��� _'N #$��K)

 #-<
�� :AD #R�+S 
v _'X�� 
����'� wAC O��k)B� �
�'�$x #�
$+�/�),�&'+�� ���-� #�S
X�� :�> 0
+�
<).(  

��{Q��� ����*��� O*�]� #�>*D �-V Z�Q���� �� r$M�D :  
<  =����*��� L*1 ���&� G��~� U�9�� �{��7 r)D  
<  Z{Q�-*� >��-��� ?��9�� U��e�%�, B���� Z�Q���� !9� j� �� �*���� �o�����, �o����� #��$D.  

 &���9�Z�Q���� ( �0���e�%& G�~�� ���&� G��~� U��¬� �{��7 �9����� �	
  .�--:� �£� ���7 ^3 L*1 ��5R� r)�D �® 
 �$D�5 ( B:M�% ^	�� U�$��� B�9, B)$�]�� ( �*-��]�� rP���� L*1 3�� d�� ��!u��� BV B-M�D j�	,� ��)%��� U��¬�

��,�]�� ����$�� ( �3 ��J�D��� ����$��� ( �3 !9o��� .D ��/µ� �� �-0�� BV #�$��%� ( #I-��]� �"� �_� x�*1� #�.
b�5�)c� b�\�$��%� �D�� >.� �0]9\ U��¬9�� ���7 I-M�D #3 �-0�*1 . �� �1�-' ���% ( G�~�� �{��7 ����/� #�� x�*1�

 N�:�&�� +�, O0c�, #�$��%� L*1 �D�7�$�� �*-��]�� �1�� !).� L*1 �~ L:Q3 �� �1�]D E�% �,����� ��$�)���
O0��, �-�� #�����.  

*��� B-C��>-Q��� Z�Q���� w�]� ��*-��]�� !9o��� ���H���/� U�9�� ���H���¦ EF��� ���@�� ��Q��� ����.  

 ���� ������  ������	
���� 

�����
 

������  ������ 
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 f������ U��e�%�, ������ ����1 �~3 !9� K�� �.4�ASN.1����� :  
 ENCRYPTED { ToBeEnciphered } ::= BIT STRING ( CONSTRAINED BY { 

 -- shall be the result of applying an encipherment procedure -- 

 -- to the BER-encoded octets of a value of -- ToBeEnciphered } ) 

�� ������ �	
�� ��� ������ ����� ����� ����
 ���� � ��  BER) !"	"#� ������ $���% ( �&�'*�� ����� ��	
 ��  

d�� ��\�·�� 	/�, ���)�� �*]*% �-�Q ���� B��.�� !9C��� B.C� ) f������ ( >%�%�� !9C��� �1��Q U��e�%�,ASN.1 
 ������� ( 7�����ITU-T X.690 (2002) |  ����� ������ (ISO/IEC 8825-1:2002 ( a-��� �-�$�U�"V o��� 

(ToBeEnciphered)�0�*1 !9o��� ���h� r�)�� �.  
 �����2 �  o�AC� y��+. �6R+��U
&
6�� #�lZ�� `��
6(� #>'� 2\� �� #��l��'8� �
�$� z�" r 
x O
�-���� {'��(� #��l��'8� =�> 

#��i+�� �
��$�) F���+�� |�&) . �
��$(� 2�A� h< ���B+�� �-} P�� 2~
�'�� ��} 4X� �6R+�� ��o�AC� =�> #��)d3(� ,-�)
� r �
�'�$� �b+� _* 
�MXn P��) 
���-+3�)
v
��� {'��(� �
+��.  

 �����3 � #R�+MN �
+��� �� ��G�) #�3�� ��'� _*) �
S'��� �� #�3�� '� UZ�t��� 2�-� _* �6�+�� ��o�AC� �� {'���.  

 �����4 � �) O
!
�$�) �6R+�� #��l��'� _@�< 
���-+3�) �
��$(� 2�A� h< �'c'� �
6�� =�> 	'�i�� #<'��(� �
���� Q3�� #$&
��� 2����� #6��'� ����� 	
� r.  

 �� ���� ��	
 ���� ������ ���� ��� ���	��� ����"����� " !������ ��#$�%�� &�'� ()*� +������ �,-ASN.1.���� :  

 HASH {ToBeHashed}  ::= SEQUENCE { 
 algorithmIdentifier  AlgorithmIdentifier, 
 hashValue    BIT STRING ( CONSTRAINED BY { 

  -- shall be the result of applying a hashing procedure to the DER-encoded octets -- 

  -- of a value of -- ToBeHashed } ) } 

�� ������ �	
�� ��� +���� ����� ����� ����
 ���� � ��  DER) ,-�&.� ������ $���% ( �&�'* ������ ��	
  ��  

 ENCRYPTED-HASH { ToBeSigned } ::=  BIT STRING ( CONSTRAINED BY { 

  -- shall be the result of applying a hashing procedure to the DER-encoded octets -- 

  -- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- }) 

��  ������ �	
�� ��� +�/ ����� ����� ����
 ���� � �� DER) ,-�&.� ������ $���%(  
�� �&�'*  ��������� ��	
  ��	
��#� 012 ��� ��3 ����� ����� 4 .  

 SIGNATURE { ToBeSigned }  ::=   SEQUENCE { 
  algorithmIdentifier  AlgorithmIdentifier, 
  encrypted    ENCRYPTED-HASH { ToBeSigned }} 

 �����5 �  #�GZ(� r #M��(� �
&
6�/� �6R+�� o�AC� y��+.2 )* O�AJ
�� A%69 #�)A6(� �
S'��� 2$C _@�< U
&
6�� y��+� z��N) 
 2X�< 
��6�� �$< ��	� �����BIT STRING  B��A+�� r 4�
��� �6�+�� �>�'& #���'<ASN.1.  

U��e�%� �.4� f������ ASN.1 ( ���� ����� aY L*1 Z�Q�� r�)� �� ¶��D ^	�� ������ aY KD��� Bh3 �� ����� 
Z�Q����, x*�D	� b�,�*� ������ aY #�V ���~. 

 SIGNED { ToBeSigned }     ::=  SEQUENCE { 
  toBeSigned    ToBeSigned, 
  COMPONENTS OF  SIGNATURE { ToBeSigned }} 

 �-��� ��~I� ���QR f�� !9C� Uf*D Hp<�0(SIGNED) � H�<�!(SIGNATURE)�1H�� �m�, (  . !9C� L*1 N�:�� �.4�
 �-��� ����� f�� HP<�0 �3H�<�! %�%�� !9C��� �1��Q r�)�,> ������� ( ������ ITU-T X.690 (2002) | ������ ( 

 �����ISO/IEC 8825-1:2002�������� 7��$�� Z� :  
 3(   ��=��\�·�� �� �.� 7�1 �u��, b��9C� �N�*� �J���� !9C��� B.@ B-��]D #3  

w(  =�*]*]�� X�Y� �V��� !9C��� B.@ B-��]D &3 ��  
t(  =�)P�" �-�Q v��� ���u���, x�-�Q >
 X�Y�� �~3 �-�Q A\�V �_�  
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7(   a-��� ��\F�.� �9C� #3 ���D�$q (Set)=�0-�@�� �-�$� ^�1�:��� ������� r��   

(   a-��� ��\�.� �9C� #3 �� /0 �D�$q(Set-of)=�£�·3 �-�$� ^�1�:��� ������� r��   
�(  ^��]� �&�, aY �-�Q A\�V �_�"�)P��" L*1 ��J�� #�·3 L*1 !9C��� ^��� #3 �� �"FF"16=  
H(  � >P�0��� #�·�� ( �*-��]� !" ��, BV !9C� ��	�)�� ��E�7 L*1 ZJ�� #3 �� ���h� #� �

=�9:��  
?(   l%�� >$�$~ aY !9C� B-��]D &3 ��8� 10� 16 b�D��]� ¸���&� �]D�$�� B��1 #�.D #3 ��� �

=�9:��  
X(   r]��� >����� A�Q���� �{9CD #3 ��(UTC) ( 7�y �
 �-V  �������ITU-T X.690 (2002) | ( 

 ������ �����ISO/IEC 8825-1:2002=  
^(   ������� ( 7�y �
 �-V OF-��� A�Q���� �{9CD #3 ��ITU-T X.690 (2002) | ����� ������ ( 

ISO/IEC 8825-1:2002.  
��� #�.D #3 fF�� !9C� ����� �*�DB��.��, b���09� �!9C� w�*�� ����-*� 7�`� �M . B����� N�-��%� #�.D ����

J �1��Q L*1 �3 ������ !" N�V����, ���%�� L*1 ^��8 d�� ������ Z�Q�� �� r$M�*� �3 ������ L*1 Z�Q��*� b�D���
������ !" A��*� ��M�\ .������� �1��$�� Z)F�D #3 B����� L*1 ���D�:  

<  ��.��, 7�`� �
�¡ �
 E��D & d�� �*)$�]�� ����*��� !9C�, �9�� #3 �� #3 x�*1 #3 ZQ��D d��� �B
=b�$~& �0�{Q�D  

<   �b�f�� b�!9C� G�9C� >
� B��.��, �
�¡ E��D d�� ������ B%�D ��S�%�� w�*�� ������ Z{Q�D ����1
=bI�� �0*%�D d�� ��!9C��� ZQ�D #3 x�*1 ���D� �k�/�� ������ !9C�, �9���  

<  ��� ����Q���� �� r$M��� ��1 ������ �� �)]���, ����Q���� �� r$M�D #3 x�*1 ��*)$�]�� ������ ( G7�h
f�� !9C� �� �0*D�8 B)Q �bI�� �*)$�]��.  

 ����� �����	
����� ������ ����� ����   

 #�$��%� �� �h�® ��$�)� x��e�]� >.� F��� �9����� �	
 ( �J��� >��-��� ?��9�� G7�0@ ��5� U�1� �D�%� ��*��.��
+��.  

>��-��� ?��9�� G7�0@ L1�� b��-Q� ��{Q�� ������ �� ���, rD�5 �01 �*% x, U�$� ��� #��., >��-1 ?��9� a,�� .
 ( ����� ���%���� �� �1�-' Z� Z%�� ��*,�$� ���W B-CD �
� �9����� �	
 ( �J�� >��-��� ?��9�� ��7�0@ r]\�

G7�0C�� .Q �_�� ��-*�D #3 #�*-��]�� t��� �b�$,�% G�7�� >��-1 ?��9� G7�0@ N�,�, �#�V �)% ^� ��� �*% A��
�� �$p*� bI
3 A]�� G7�0@ ��*-��]D & ¢~ �N�,R� �	
 ¹��® . �S�-��%� �.-�� BP�%��� k�~� >
 N�,R� OP��Q�

�&�,R�, �*-��]�� º�*)�� . N�,R� OP��Q r]\�FJ�� �� �1�-' Z� Z%�� ��*,�Q ���W B-CD �
� ��9����� �	
 ( �
N�,R� �-P�Q ( ���%���� . ����]�� L*1 N�,R� �-P�Q (� G7�0C�� ( ����J� ���%�� 7�8 #3 k�/3 ��m�
 Z��]��

����� �T�m�, ( �S G��9� #�.�.  
I� ���Q� �� >��-��� ?��9�� G7�0@ N�-��%� U�q\ t����r�)� ^3 ( �0���e�%� B)Q G7�0C�� ��~ . �	� U��$�� �����h��

 ���\�$�� �S�,� ZJ� ��� ��T�_ �® G7�0C�� ��*��.� �� r$M��� B-C�� ��9����� �	
 ( b�cD3 �MJ�� ��~I:*� ���QR�
Z�f�� N�-��%&� �� �)]���, �0��~I� ���.  
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� >��-��� ?��9�� ��7�0@ B����� U�e�]D������� ������ ������ ��$�:  
<  r-��� #�$��%&��SI/� B����� ��\F�.� �, �� =  
<  =�0�D�%� �0��*��.�� B����� ���*-1 #�$��%�  
<  �£�$��%�� �\�fe�� ������ ��*��.�.  

7  ������� �	
��� ��	��� �������� ���	���  

~ ������ ��:� �� >��-��� ?��9�� L*1 N�:�� �� ��/W B-��]� >��-��� ?��9��, rpD #3 �*-��]�� �~3 Z��]D ¢
bIp� B-��]�� �	
 �D�
 �$��]D >.� . G7�0C�� ����� �*% L-]D ^	�� ��:�� �	
 Bp��(CA) ?��9� L*1 �F�:D 

$��  ��� ?��9�� B-� ^	�� #��.�� �� >��-��� ?��9�� ��]� >��-1 ?��9� G7�0@ ������, >��-1B,� . �����hR� #��
 �����hR� �� �
!"� � ��� ?��9�� j��� ZQ���� ( �
 �� b�\��V #3 L*1 ��V��*� G7�0C�� ����� �*% �0��e�]� d��

�9����� �	
 ��\ t��/ Z$� �>��-��� ?��9�� ��7�0@ �����, �$*���� . �b�$~& �0*.@ ��)�� �	
 7�� d�� G7�0C���
��9:�� �S #�.�������� :  

<   #�V ^	�� >��-��� ?��9�� G7���%� x�.4 �G7�0C�� ����� �*]� Z,�� >��-1 ?��9� �� _�9\ x� B-�]� BV
=x�*1 b�QF�:�  

<   x*-1 KC�«.�D #3 #�7 �� G7�0C�� NF��D #3 G7�0C�� ����� �*% !" E�5 ^3 Z��]D &) �D�f� �.4 &
��7�0C��.(  
Q !" ��7�0C�� A\�V ����0�D�-� ���/ 7�0h N	, �� B����� t��� #3 #�7 �B����� ( �
�C\ �.4 ��D�f�*� �*,�.  

 �����1 �  2����� �
�'�$� �ARJ r B�� |�
< [�� _)� #DkA$� ��
���� ����� �
��� _* �� |�A�� =�>(DIT) L'�M. / z�" _�D O
�ARJ) ��
���� ����� �
��� �
W�� h< #&Z> L* �'C) =�>2����� �
�'�$� .  

 Z{Q�� #�, �� B-��]� G7�0@ G7�0C�� ����� �*% ��:��) G�$9�� �q\�1.6 ( O%&� L*1 ^��8 �����*��� �� �1�-' L*1
 L*1 j�	V� �>��-��� ?��9��� �B-��]-*� f�-������ ���� 	
��B-��]�� �1 ����J� ����*�� L*1 ^��� ^����/�  .

�9����� �	
 �FJ�� &� bIp� #�.D �$� �G7�0C�� ����� �*% ���� ����� �
� ���~��� �D�S� E��� X�)c�� B.C�� 
f�-�� O%&� ��~I� L*1 rD�:��� �� �/W B.@ ^3 �3 b�}��� �3 G7�0@ �3 �>@ �D�
 EF��� . �
 ����� B.C�� #�.D�

 �
 f�-�� x³� B-��]� G7�0@ B.@A �
 ��~��� x�D�
 E���� UA�� � �
 �0³� G7�0@ ����� �*% �
�CCA E���� 
 �
 ��~��� �0�D�
UCA:  

CA<<A>> = CA{V,SN,AI,CA,UCA,A,UA,Ap,TA}  
 �~V� �G7�0C�� �u�� Bp4 SN� �G7�0C�� B]*]� OQ� Bp4 AI L*1 Z�Q��*� �*-��]�� ���H����� �D�
 E��� Bp4 

� �G7�0C��UCA� ^����/&� ��~��� �D�S� E��� Bp4  �*]*CA� �UA B-��]-*� ^����/&� ��~��� �D�S� E��� Bp4 
A� �TA�-0��, ���� G7�0C�� L$)� »D��� �/W� N�3 �° �}��� �� #�.�D� �G7�0C�� ��~I� G��� L*1 N�D  . G����

 �*]�� B9.� ^	�� ¸�f�� B��9�� >
 G7�0C�� ��~I�CA�� ZJ��� ����*�� �9�8 L$)�% �£3 �����3  ^3 �G7�0C*� ��\�$
N�,R� ����� �C\ . ( ���9�� �� #�V ���TA  �1 B$� & ����� ( &� !�u� x)�:D &324 #3 ZQ���� �-� ��1�% 

-q\�� U�e�]� r]��� >����� A�Q���� �(UTC)���h�� ����H G�1�$V  . >��-��� ?��9�� E��D B-��]� BV�CAp �*]*� 
CA �� r$M��� x�.4 �G7�0C�� Z�Q�� ��~I� . f������ ����� �� ����� a-��� U��e�%� �.4�ASN.1��7�0C�� B�p-�� :  

 Certificate      ::=  SIGNED { SEQUENCE { 
 version    [0] Version DEFAULT v1, 
 serialNumber    CertificateSerialNumber, 
 signature     AlgorithmIdentifier, 
 issuer      Name, 
 validity      Validity, 
 subject     Name, 
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 subjectPublicKeyInfo  SubjectPublicKeyInfo, 
 issuerUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL, 

-- ������ ��	
 ��� ��  v2 �� v3 -- if present, version shall be v2 or v3 

  subjectUniqueIdentifier [2] IMPLICIT UniqueIdentifier OPTIONAL, 

-- ������ ��	
 ��� ��  v2 �� v3 -- if present, version shall be v2 or v3 

  extensions    [3] Extensions OPTIONAL 

-- ������ ��	
 ��� ��  v3 { { --  -- if present, version shall be be v3 -- } } 

 Version     ::=  INTEGER { v1(0), v2(1), v3(2) } 

 CertificateSerialNumber  ::=  INTEGER 

 AlgorithmIdentifier   ::=  SEQUENCE { 
 algorithm   ALGORITHM.&id ({SupportedAlgorithms}), 
 parameters   ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL } 

 -- Definition of the following information object set is deferred, perhaps to standardized 

 -- profiles or to protocol implementation conformance statements. The set is required to 

 -- specify a table constraint on the parameters component of AlgorithmIdentifier. 
 �� ���� ������� �������� ����� ����
  !" ��#$"%� �� �&'�(�� ���)#�*� �&��
 +, �-. �� /0�1� 2�3�45
  
 ��  ��6�7�
�8 .�� �"�:; �4<��� ��=> 6�� ?�" �����(���������� �� �#'�	��������	� �
�� ��� ��  

 -- SupportedAlgorithms  ALGORITHM   ::= { ... } 

 Validity     ::=  SEQUENCE { 
  notBefore  Time, 
  notAfter  Time } 

 SubjectPublicKeyInfo    ::=  SEQUENCE { 
 algorithm    AlgorithmIdentifier, 
 subjectPublicKey  BIT STRING } 

 Time  ::=  CHOICE {  
  utcTime    UTCTime,  
  generalizedTime  GeneralizedTime } 

 Extensions ::= SEQUENCE OF Extension 

 Extension ::= SEQUENCE { 
  extnId  EXTENSION.&id ({ExtensionSet}), 
  critical  BOOLEAN DEFAULT FALSE, 
  extnValue OCTET STRING 

     -- contains a DER encoding of a value of type &ExtnType 

     -- for the extension object identified by extnId -- } 
 ��  @��A?�"  B4C
 DER) EF�:�� B4C��� �"��G ( �:�(� !�I:5�� &ExtnType  
 �� !�   �� 2J���� �����K'���� 0 extnId { --  

 ExtensionSet EXTENSION  ::=  { ... } 

B)Q a-�*� �-�Q U��e�%� 2�<�! (Time)�Q �� �foV ��\��$� ��*-1 BV (  �M��� #�V �_�� �M)�� ����3 ������� G�1
 a-�*� ���e�� 2�<�!(Time)  a-��� �¡ l9\ �
 �KE.� +	��� 2�<����(UTCTime) B$~ �-�Q l��$� �� �"��]�� "

U�Q�3 ��,�3 ��_ ��]�� �-�Q �):� �~ ������� �$D���, �-Q��� ��_:  
<   E�cD2000�-Q��� �-�Q A\�V �_� �, G��:y  00� 49) b��-J #�����(.  
<   E�cD1900�-Q��� �-�Q A\�V �_�  �, G��:y 50� 99) b��-J #�����.(  
 �����2 � �M�� :��;+�� _�  ����� ����	
�(Generalized Time) �
�+�/� #�S
X��< 
v |�> / �
-���� ,� f���� 2���+�� �'$. �& 

 h< ������ ���
� ����	
�)���	
������ � . r ����� ���
���� 
��D :�;+3+� P�� �.�
�(� _)��� �.��� 7
;J�� #��)d3� =�> ,-.)
 �M�� :�;+3. �� �'M�$. _* O�
��S
q� �kA$� P�� �
>
q� L* O��� 2����� #6��'������ ����	
� . U��<* :�;+3. ��) ���
� ����	
�

������> �$< O�.��'+�� 2�\+�  :
2049.  

 �\�.�� �r�]��(version)G�{9C�� G7�0C�� �u�� >
  . A\�V �_�� �\F�.�� �	�7����(extensions)�G7�0C�� ( G7�h��  
 >
 G7�0C�� �u�� #�.�v3 . �\F�.�� A\�V �_� ��31�g]s$�� ��%��� ���T� SK#�0 (issuerUniqueIdentifier) >
 

 >
 �u�:�� #�.�� �G7�h���v2 �3 v3.  
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 �\�.�� *E�E��� F<1(serialNumber)G7�0@ BV �� G7�0C�� ����� �*% �� ���]� ��M� 7�1 >
  . #�.� x�*1�
G7�0C�� ����R ����� �*% �1 G�7�� G7�0@ B.� G��~� B]*]��� OQ� �-�Q) . #����D B]*]��� OQ�� ��:z�� O%� #3 ^3

G��~� G7�0@ �D�
.(  
 �\�.�� H�<����(signature) ����� �*% �-0*-��]� ��*�� U�9�� �{��7 L*1� ���H���e*� ���H����� �D�
 E��� L*1 ^��8 

 G7�0C�� Z�Q��� G7�0C��) Bp�md5WithRSAEncryption� sha-1WithRSAEncryption� id-dsa-with-sha1�
!"� .(  
 �\�.�� 1�g]t�(issuer)�
���3� G7�0C�� Z{Q� ^	�� #��.�� L*1 N�� .  
 �\�.�� ��%C]��(validity) ����� ����*���, �9�M�% �£3 G7�0C�� ����� �*% x�� �-c� ^	�� ¸�f�� B��9�� >
 

��\�$�� G7�0C�� ZJ�,.  
 �\�.�� o%	]��(subject) B$~ ( 7�h��� >��-��� ?��9��, a)���� #��.�� L*1 N�� "�~�:*� >��-��� ?��9��."  
 �\�.��� �	0���0 o%	]�� +0�$��� N	�"(subjectPublicKeyInfo) �x$D�:� ^��[� >��-��� ?��9�� B$�� B-��]� 

 �S b�$,�� >��-��� ?��9�� �	
 B.CD d�� ���H�����, KD���*��) Bp�rsaEncryption� dhpublicnumber� id-dsa�
!"� .(  
 �\�.�� 1�g]s$�� ��%��� ���T� S#�0(issuerUniqueIdentifier) G7�1� ���~ ( ���:�� l)� #�7 KD���*� B-��]� 

O%� U��e�%�.  
 �\�.�� o%	]�� ��%��� ���T� S#�0(subjectUniqueIdentifier) G7�1� ���~ ( ��~�:, l)� #�7 KD���*� B-��]� 

O%� U��e�%�.  
 �����3 � U
p� �.�C �� �M3� _* #�3+�� #��3� 
��D 4��M. P�� �/
�� r _* ��
���� ����� �
��� ,��+3� OA�� 2$+3� j� U�B�� 


v
$+�� �
$. �
-<
�� h< B��+�� 2C* �� ��G'�� #.'v� �A$� :�;+3� . ��> �� ���
� ���
�J e36S 2$+3(� =-�� �"� z�" ,�)
 ��G) #.'� �A$� �
M�] 
�M�< 
�D �
��3�� ��� �k3M� _@< =�'. O��
���� ����] �
���2$+3(� 2�R3+� 
!�o�AC� �� oBRN.  

 B$�� �	�K7�!(extensions) f������ KD��� ( BD��� ^3 ���h� #�7 �� ���)�� �� G�D�h N�$~ ���J� ���D ASN.1 .
 f������ aY �� ����� �-�Q !9C� ��� ���h��� �D�� ��� �Z%���� �D�
 E��� �� Z%���� B$~ #�.�D�ASN.1 

 Z%��*� �~�:��¸��� .� #�.� ����1� ���%���� �)� �D7���&� G��)1 B/�7 H�	����(SEQUENCE) #�� ��&7 kfu� ��_ 
�*-��]�� �)���� L*1 ��&��� �1��Q L*1 ^��8 E�% �D7���R� ���%���� �	
 �9���� . �� Z%��, �� 	�9�� E���D � �_��

1�J�� ��h��� �D�� A\�V� �G7�0C� x�[��� ����3 �*1 L"�m5�/"Z%���� �	
 B
�� 	P��1 	�9���� Z��]D � . A\�V �_� ��3
 �1�J�� ��h��� �D�� L*1 l.���,"�);	�"X ¸�D �	
� ����� !" ���)�� ��)�1� ( �)]��% �� E����� !" ���%���� #�� 

-��]D ^	�� Z�Q���� ��~I� N�C�� �� ^7�D �G7�0@ ( x, E���� !" b�h�~ b��%�� #3G7�0C�� �	
 B . 	�9�� U�$D ����1�
 �D�� �-�Q �.� �-0� Z%���� �	
 ¼��D #3 x�*1 �� �x�[��� L*1 b��7�Q x\�.,� ZF%��, E���1&�, ��7�0@ B-��]D

��h��� . N�-��%� �-q\3 �, �cQ���� ��*]�� �� �1�\ >1��]D t�~ !" x\�, U�%�� Z%�� BV #�, �q~I�� ����
-� ���7�0C��x*
�o�D� Z%����, E���D & �� �0��� �Z%���� ¼��D �� �-q\�� �	
 �.  

 Z%���� ��*,�Q �1��$� b�$)5 ���0`� ������� �	
 B
�� �� �t�~ x\�, b���%�� l�� Z%�� ( ���0' ����1 �7�� �_��
 G�$9�� ( �${����2.2.12 ������� �� ITU-T X.519 | ����� ������ ( ISO/IEC 9594-5.  

�� Z%�� N��~ �����/ ��I� G7�0C�� ����� �*% U��3 #�.D�:  
(i  =G7�0C�� �� Z%���� ��u�� �0�.4  

(ii  =t�~ !" x\�, x³�� G7�0C�� ( Z%���� t��7� �.4  
(iii  t�~ x\�, x³�� G7�0C�� ( Z%���� t��7� �0�.4.  

�~ �D���h� �� �~�� _�g� ��~I:�� ���Q� ���W Z��]���� Z%�� N�:  
(i   G7�0C�� N�)Q� Z%���� B
�� �0�.4)k�/�� ��h��� BV �� >
 �-V ����� ��$, Z�(=  
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(ii   �[���� ���h� E��� �]~� Z%���� k��y �]~ G7�0C�� +�� �3 N�)Q� �Z%���� �[��� �0�.4) Z�
bIp� G!]�� �[��� �&�M�� �
	/�� d�� O�$�� G�1���.(  

 +�)� �.4 &a$� �h�~ �£�, O%�� #3 &� ���%���� . U�$� Z%���� O09� d�� ��~I:�� ���Q� ��W #�� ��&��� �	
 (�
 �0c�� �3 G7�0C�� N�)Q KQ��D� �x�[���)b��Pfh ��� (Z%���� k��y L*1 . Z%���� O09� & d�� ��~I:�� ���Q� ��W ��3

+����G7�0C�� .  
 &� ���%���� +�)� �.4k�/��a$� �h�~ !" �£�, O%�� #3 &�  . O09� d�� ��~I:�� ���Q� ��W #�� ��&��� �	
 (�

 �0c�� �3 G7�0C�� N�)Q KQ��D� �x�[��� U�$� Z%����)b��Pfh ��� (Z%���� k��y L*1 . O09� & d�� ��~I:�� ���Q� ��W ��3
 G7�0C�� B)$�� Z%����)��� !" k�/3 B���1 ���
 �.� � ���0c�� �� ^7�� v���� Z%�.(  

�h�~ !" �3 �h�~ �£�, O%�� #3 ���%���� +�)� �.4� . ��&��� �	
 (� Z%���� O09� d�� ��~I:�� ���Q� ��W #��
 �0c�� �3 G7�0C�� N�)Q KQ��D� �x�[��� U�$�)b��Pfh ��� (��h��� �D�� �1 �q��� E�:, �Z%���� k��y L*1 . ��W ��3

� ���Q� t�~ !" x\�, b���%�� Z%���� #�V #� G7�0C�� B)$�� �Z%���� O09� & d�� ��~I:�) k�/3 B���1 ���
 �.� � ��
�0c�� �� ^7�� v���� Z%���� !"(t�~ x\�, b���%�� Z%���� #�V #� G7�0C�� +��� �0�.�� �.  

j�_ B�9� >0� �G7�0@ ( Z%�� t��7� G7�0C�� ����� �*% Z�f� ����1 x*)$� O�D E�% Z%���� �	
 t��7� #�, G�$��� 
Z%�� ��\ L*1 . #�C, �>@ ^3 7�-�1� B)Q Z%���� k��y �M9� UHI�� �� #3 G7�0C�� ����� �*% ��h� �_��

t�~ x\�, Z%���� O]� �£�� �G7�0C�� N�-��%� . E�% Z%���� ¼��� & ��~I:�� ���QR ��W ^3 #3 �V��� >
� j�_ B�9��
 +��� G7�0C��)G7�0C�� �� r$M��� L*1 �1�]� d�� ��$�)��� �1�-' �� F��� rD�5 �1 ��� .( ����� �*% O]� �Q�

 Z��]� & d�� ��~I:�� ���Q� ��$�)� +�, Z� ��9*�� ������� ���� >.� ��h�~ !" �£�, ���%���� +�, G7�0C��
���%���� �[��� .�� �� �h��� #3 �0qD ����1� G�7�$�� !" ��~I:�� ���Q� ��$�)� Z� ¸�)�� B�uC��� ��*,�Q� ��9*�� �����

 G��$� �� �D��~ ��°3 �pV3 >
 ����%���� �[��� L*1 �	
 O%�� 	P��1 ����%���� 	�9�� L*1 G7�0C�� ����� �*%
����%���� 	�9�� L*1 G7�0C�� ����� �*% G��$� �� �D��~ ��°3 �pV3 >
 ����%���� d�� ����%���� �	
 O%�� 	P��1 

�h�~ !" �£3 ��h�~ �£�, b�D����/� A³� . ���%��� ���%���� O%�, G7�0C�� ����� ��*% U�$� #3 b��h B-��� ���
 ¢~ ��$$M��� ��7�0@ �[��� ��$�)� �]8 �0�� ^�� ����$�\� G��� NI/ �h�~ !" �£3 L*1 ��h�~ �£�, b�D����/�

):����%���� �[��� L*1 bG�7�Q ±��$�)� �.  
 ��$�� ������ ( ���/ ���%�� �D�8 �.4�| ITU-T�0��� �h���, ��C� �-q�� ^3 rD�5 �1 �3 ������� !D���� (  .

 �����*� b�$�� �� Z%��� ��J��� �D�
 E��� 7�M�D #3 ���ITU-T X.660 | ISO/IEC 9834-1 . �D������ ���%���� ��3
 ��)�� ( G7�y >0� ��7�0C*�8�	
 B����� �9���� �� .  

����� ���%���� �D�M�� ����� ��1�J��� K�� B-��]D.  
 EXTENSION ::= CLASS { 
  &id OBJECT IDENTIFIER UNIQUE, 
  &ExtnType } 
 WITH SYNTAX { 
  SYNTAX   &ExtnType 
  IDENTIFIED BY  &id } 

0@ �� #����3 #�Y ���
�>��-��� ?��9�� ��7� :G7�0C�� ����� �*% ��7�0@� >P�0��� #��.�� ��7�0@.  
 >��-1 ?��9� ��7�0@ x]9\ �
 ��:D & �~�:� G7�0C�� ����� �*% �
��:� G7�0@ >0� >P�0��� #��.�� G7�0@ ��3

k�/3.  
 G7�0C�� ����� �*% G7�0@ ��3�(CA) �*% �
��:� G7�0@ >0� CA*% x]9\ �
 �~�:�  G7�0C�� ����� �(CA) �

>��-1 ?��9� ��7�0@ ����� L*1 �7�Q �0� j�	�� . �� ��m� ( G7�0C�� ����� �*% ��7�0@ l9\ K��:� �.4�
������� X�Y��:  
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<   ���� ���������  �  G7�0C�� ����� �*% l9\ �° �0)~��� G7�0C�� ���:�� �0�� #�.D G7�0@(CA) .
0C�� ����� �*% Z��]��G7� B$\ Bh3 �� �bIp� ?��9� �D�� ��*-1 ����3 �
��� G�7�� G7�0@ N�-��%� 

�D�[� ?��9�� �� ��$�� ?��9�� �� �$p��.  
<   ���� �� ����� ���� �  ^	��  ��� ?��9�� �0�� #�.D �~ ��T�	� G�7�:�� ��7�0C�� �� ���/ ���~

� G7�0C�� Z�Q��� G7�0C�� ����� �*% x*-��]�G7�0C�� B/�7 x�*1 �F�:�� >��-��� ?��9-*� bI,�$ .
 ����� �*% Z��]�� �1 �3 >��-��� �0~��9� �1 bIp� �*�� >.� �T�_ �� ��Q�� G7�0@ N�-��%� G7�0C��

�0*�uC�, ����� ����*��� �� �!".  
<   ������� �����  ����� d*% �0)~��� G7�0C�� ���:�� �0�� #�.D G7�0@CA�¥ ��9* . ��*% ��:��

 ����R�CA ����R� ��*% �� �
!" �� ��7�0@ CA ����R� �*% 7�h�, ��/�� ���W �
��)�1�, ��� �
�)~�:��) U��� ����� B/�7 j�_�(�)~�:�� ����R� �*% 7�h�, E���1� ���W �
��)�1�, ���� �)  ( �-V

�H��� �$p�� t_�Y(., U�e�]�� ��5�$��� G7�0C�� �������� ��*V ( � . �0�� B:8 d�� �&��� +�, (�
 ��*% k�~� �c� �Q ���³�� �����$� ���~ ( �-V ������$��� ��J�� ( �)V���� �3 �cQ���� ��)*��

 G7�0C�� �����(CA) ����� �*]� ��5�$�� G7�0@ �� �pV3 ����� �� CAk�/3 .  
 B-��]� BV B/���A ( O
�]� �B����� (  G7�0@ L*1 ^��� �r-�� #�$��%�)��7�0@ ( B-��]-*�A . �	
 Bp��

 B-��]-*� G7�0C�� ����� �*% �
���� G7�0C��A B����� ����*�� G�o@ ( #��V >
 d�� (DIT) . �*% �� f��D�
 B-��]-*� G7�0C�� �����A f����, �G��~� #�.� & �Q d�� �CA(A) f����, a$� �3 CA��]�� #�V #� �B- A b������ 

b��-J . B-��]-*� >��-��� ?��9�� KC�.D #3 B-��]� ^3 Z��]D �	.
�A �*]*� >��-��� ?��9�� E��D #�V #� �
CA .b�D���.� ����-��� ����9�� E�C�V� #�.D �	.
�.  

 B-��]� L�]D ����1�A�� ��  B-��]� >��-��� ?��9�� L*1 N�:B*� >��-��� ?��9�� L*1 B:�� � �*]CA(B) �
A*-�V� �Q ��*-��� #�.� . ����� �*% BV B/���X B-��]-*� ���� d�� >
 ��7�0C�� �� 7�1 L*1 ^��� B����� ( 

A �*]*� >��-��� ?��9�� L*1 N�:�� CA(B) . �*]�� �� �)
�_ ��7�0@ �-S�3 �Y L*1 ��7�0C�� �	
 #�.��X 
0@ ��p��� �k�/3 ����� ��*% �T�{�� �� G�P�1 ��7�X �T��� X �g d�� �QF�:�� ����-��� ����9�� >
� ��0]9\ 

G7�0C�� ����R k�/3 ��*% . �$\ �� ��7�0C�� ����R ��!]� ��C\� �� �*-��]�� �{.4 ��7�0C�� �	
 7�h��
k�/3 ��.  

]� >��-��� ?��9�� L*1 B:� #3 ��� B-��]� ���� d�� ��7�0C�� �-P�Q� L1�� �/W B-�������� ����! "#�. BV 
�-P�$�� ( ����� ��)*� G7�0C�� ����� �*% �1 G�7�� G7�0@ �
 �-P�$�� �	
 ( ��, . ( ����� ��)*� G7�0C�� ����� G!]��

�-P�$�� . �� G7�0C�� ����� G!]��A �� B f����, �0��� f��D d��� A→B:  
<   �*]�� �1 G�7�� G7�0C, 3�)�CA(A) >
 �CA(A)<<X1>> �� #��.� X1=  
<   k�/3 ��7�0@ �0�)��Xi<<Xi+1>>=  
<   B-��]�� G7�0C, >0����B.  

 I$~ B-��]D� 1�g]t�(issuer)�  o%	]��(subject)���� G!]� KD���*� b��Pfh ��� G7�0@ BV (  . �� t�H BV (�
��7�0C��� ���7�0C�� ����R ���� G!]� �� G���o���  B$~ �-�Q #�.o%	]��  G���c��, �*,�$� ��7�0C�� k�~� (

 B$~ �-�$�1�]t��$~I�� G7�0C�� (  . B$~ �-�Q #�� j�_ ����1�]t� f�-�� O%&� r,�� #3 �� ����� G7�0C�� ( 
(DN)� ( �$p�� �e%� .� ��~I� �� r$M��� ��1 N�$�� �	
 ( G7�h��� ��³�� &� U�e�]� &���7�0C�� ����� G!] .

��u�� �	S ��7�0C�� ���%�� ( G7�h��� ��³�� U�e�]� &� . ��$�� !" �*]*% b��$�� G7�0C�� ����� G!]� B.C��
#�$��%&� ( �)"�� ���� �*-��]� �, B����� ����*�� G�o@ ( �Q����� X�$��� �� . d�� �$D��� K*�g #3 �.4�

a)c��, �0*-��]D #I-��]� �A� B �� G7�0C�� ����� ½!]� L*1 N�:M*� A �� B ��� B  ��A . d�� B)]�� ���
 G�oC�� ����� L*1 r)�D & �3 r)�D �Q �G7�0C�� ����� ��*% �, ����� ���Q� j�_ B0]�DITb��Pfh �3 b��*V  . ���
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�Q�� OT�7�0@ ����� ��*% #�.� �D	�� �*-��]�� #3 �	
 �P��� O0�.4 �������� ( � G!]� ���Q�G7�0C�� ����� �-�� 
�$)]� ����*�� ^3 #�7� B����� U��e�%�, O0��, . Z��]� �£�� �j�	, U��$�� �� G7�0C�� ����� �*% BV �.-�� >.��

�D�*��� �T7�0@ ����� �*% B,�$� >.� G�F-]� G�P�1 G7�0@� �)
�_ G7�0@ #�f�/� .G�1�Q N�-��%� >u)�D� B,�$��� 0� �0v�
 3n�$� v	wd�(distinguishedNameMatch)X G�$9�� ( ������ 2.5.13 ������� �� ITU-T X.501 | ISO/IEC 9594-2 �

 f�-�� O%&� �\��$�(DN) B$~ ( 7����� �g]t�1 B$~ ( 7����� f�-�� O%&�, �� G7�0@ �� o%	]��k�/3 G7�0@ �� .  
� #3 B-��]�� Z��]D�*% �� �pV3 �� �3 G7�0C�� ����R G�~�� �*% �� G�~�� �� �pV3 �3 G�~�� G7�0@ L*1 B: .

�T���3 d�� G7�0C�� ����� �*% O%� G7�0@ BV B-8� . f������ ����� X�Y3 U��e�%� �.4�ASN.1 B�p-�� ������� 
G7�0C�� ����� G!]�� ��7�0C��.  

 Certificates     ::= SEQUENCE { 
  userCertificate    Certificate, 
  certificationPath    CertPath OPTIONAL } 

 CertificationPath    ::= SEQUENCE { 
  userCertificate    Certificate, 
  theCACertificates   SEQUENCE OF CertificatePair OPTIONAL } 

f������ ����� aY U��e�%� �.4 j�_ L*1 G�I1� ASN.1�)
�	�� G7�0C�� ����� ��!]� B�p-�� �����  . �	
 ^��8�
>*��� ���:z�� �� K�� �¡ �
�D�]� �.4 d�� G7�0C�� ����� G!]� L*1 �\F�.��. 

 CertPath ::= SEQUENCE OF CrossCertificates 

 CrossCertificates   ::=  SET OF Certificate 

PkiPath ::= SEQUENCE OF Certificate 

 �0��� +0�$��� N	�"$�� ���O��� ��.)�� 3�E0(PkiPath)G7�0C�� ����� G!]� Bp�  . Z,����� ( ��7�0C�� ����� #�.D�
�	.
� ���\�p�� G7�0C�� ���:�� �
 ���� G7�0C�� �~�� #�.D �®.  

G��~� G7�0C�� ����� G!]� ( G7�0@ BV #�.� #3 ��� . �0q� #3 �.4 &� �-�Q ( G�~�� G�� �� �pV3 G7�0@ ^3
 �\F�.-*� ���E�� ��4	56CA (the CACertificat) ��  34	5B�� 1���9 3�E0(CertificationPath) �-�Q ( �3 �
 34	56(Certificate) �\F�.�� (  ��I	
�0 ��4	56(CrossCertificates) ��7�0C�� ����� G!]� �� (CertPath)�  �3
 �-�Q ( 34	56(Certificate) G!]�� ( (PkiPath).  

1.7  \�!	"� ����� ����!  
 r�)� ��\ t��/ Z$� >0� j�	,� �����9�� t�f� G���� G��7 7�8 d�� >
 ��$�)��� �~3 ( U���� ���� G��7� �%��% #�

��5R� �	
 . �U���� ���� �� �)]���, �D��~ ��°3 >]�.� d�� ����� �� #�� j�_ Z�� ������ ����� ����9�� Z�� L$)� #3
�£�.*�4 �D	�� �*-��]�� k�� a$�.  

�V	�D #3 B-��]�� #�]\R� L*1 bI0% l�� �.4 �*�%� ( �0�Dfe�� �)%��� �$D�5 U��e�%� �� j�	� �?��9�� ����� 
�0*�$��� �0*§ . N�-��%� >
 ��.-�� BP�%��� �	
 k�~� #�.� �Q�"��V_ �Q�,"� B-��]�� >~��9� B§ Z��]� >0� :

G7�0C�� ����� �*]� >��-��� ?��9�� �� �e]\� �B-��]�� G7�0@� �>��-��� b�D����/��  ��� . ��3 G7�DH �.4�
 ��:eC�� �D�S� KD��� OQ� rD�5 �1 �Q�)�� �	
 N�-��%�(PIN) #3 B-��]�� �)��� rD�5 �1 U�q��� ��3 ( �DfD �� �

)�� j*�4�0��� 	9�D K�V E��D #3� �Q� . d�� �5�)c�� �$D��� #3 !"� t��/ Z$� ������ �	
 Bp� �Dfe�� �
����/� �
�	
 B����� �9���� ��\.  

>
 �B-��]-*� ����9�� t�H t��\R B)% ��I� ���
:  
 3(  xM���9� t�H ���D ^	�� �
 B-��]�� .]-*�  ��� ?��9�� #3 �$D��� �	
 Gf��� ��1 b��,3 ���D & B-��

B-��]�� G��9V �� ����� �D�% �*�� �0�.�� ��/W #��V.  
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w(  ����9�� t�H ��� E�5 ���D . ´ �b�D7�� ���W �$D�, B-��]�� ��  ��� ?��9�� ��p�� E��� �	
 O{*]D�
j�	V K*�D� ����9�� t�H ��C\�, �$*���� ����*��� Z�� b&�F�� b��I�� K*�D�-0���_ �~��9��  . !,��� 	e���

 L*1 AD�h3 d�� ���*-���, �1I��� &� ��p�� E��� L*1 !����� �.4 & x\3 �� �V��*� �)%��� �D7��
������.  

t(  w B�)]�� �� ���/ ���~ >
 �	
� �����9�� t�H G7�0C�� ����� �*% ���� ( ����)�1� �0�*1 r)���
ZJ��� j�_.  

 ������-� #�lZ�� #.�
(� #�M��� �<��+�� ,b�) O2$+3(� �
9 #&'c'� �
�6~
V) 2$6�
< ��
���� ����� #��� :� . #-.A��� ��� �B��)

���> �.��+�� ��
���� ����� #��� j� #S'�@� #-.A�< �
��$(� 2-S j� a
+} / 
T*.  

 �����$� B-��]�� !9o��� U�q\ ��9D�)���$� (�� L*1 ���/����9�� ���.  

2.7  +0�$��� N	�"� 34	56 y��%9  
¸��� B-��]-*� ��~� f�� O%�� >��-��� ?��9�� �, >��-��� ?��9�� G7�0@ Z-� .x�*1�:  

 3(  G7�0@ x� ¹�8 #3 B)Q �B-��]�� �D�
 �� G7�0C�� ����� �*% r���]� #3 ��.  
w(  ]� ��7�0@ G7�0C�� ����� �*% ��:� &3 ���O%&� l9\ #I-� �*-�.  

 �)%���� �D7��� ������ !,����� _�g� ��� �G7�0C�� ����� �*% �� �0*$\ ����3 �/ ^3 �� ����*��� ����� &3 O0�� ���
�0�D�-� .x�*1�:  

 3(   �1I� k�h �Q #�V B-��]� G7�0@ ����R� �*% ����3 �_� ���¾� O�]h ��/ ���
 #�.�%
�0~��9�>��-��� .  

w(   ���$9�� ¿�*%3 N�-��%� ��11.7w  ( �31.7t  (  ��� ?��9�� B$�D #3 �� �����9�� t��H3 ����� (
B-��]�� �� �\���� �$D�, B-��]-*�.  

t(   ���$9�� ¿�*%3 N�-��%� ��11.7w  ( �31.7t  ( U�e�]D #3 B-��]-*� �.4 �����9�� t��H3 ����� (
 �9*�¥ rP��5)a�� t��/ �3 a�� L*1 (�\���� �$D�, G7�0C�� ����� �*% �� >��-��� x~��9� N�:DR .

 G�@�)�� rP���� ���� �Q�)a�� L*1 ( B-��]�� �, ����, �1 ^7�� d�� ���*-�*� ����JR� �\���� +�,
����R� �*%�.  

�*� G�]��� ����*��� �� �1�-' >
 >��-��� ?��9�� G7�0@ #� �� �0*$\ ����3 �0�D�-�  �/ !,�� ^3 �� t��8 &� U�-
B����� . #�� ��0�1 �e]\ L�D E�% B-��]� �1 �,��\ BhW AQ� ( G7�0C�� ¹�8 G7�0C�� ����� �*% A\�V ���

r~& AQ� ( x��� �_�9\ ��1 �B����� ( x*/�� ( ����*��� �	
 �Dfg �� &� t��� & B-��]�� .~ (� Z��]� �BD�, B
��HI�� _�9��� ��$~ B�V��� �	
 L�D ������ �	
 (� �B-��]-*� B�V� k�� G7�0C�� ���D� G7�0C�� ����� �*%.  

3.7  ��4	5B�� ��%C�  
��*]���
��:� d�� ��7�0C�� ��~I� #��)� �1 ����]� A���� ��7�0@ �3 >��-��� ?��9�� ��7�0@ ��:� d��  .

��7�0C�� Zcg�b�$~& �S�,� N�-�~� �� ���1  . l9\ �� G�@�)� ��� N�,R� �1 º�*)���� N�,R� �	
 O�D #3 �.4�
 d�� �*]�� l9\ N���� �]~ �0*{V�� k�/3 �*% rD�5 �1 G�@�)� !" �$D�, ���� �G7�0C�� ����3 d�� �*]��

G7�0C�� ����3 . �)� #3 G7�0C�� ��:� d�� �*]�� �� �*D� G7�0C�� ( �7��� ��T�%��� �� �~�� �
 �U�1 #I1� v1
�_� �� �G7�y k�/3 BP�%� v1 �3 ��.�3 #� �T�_:  

<  �3 =G7�0C�� N�,� �.4 & #�V  
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<  �3 =G�@�)� �
����� �*% l9\ rD�5 �1 G7�0C�� N�,� �.4 #�V  
<  N�,R�, U��$*� �/W b�\��V A*{V� �Q G7�0C�� ����� �*% A\�V.  

 ���µ� �1 �*��� BP�%� v1 �*�� #3 ��7�0C�� B)� d�� ��*]�� L*1 ���D)����µ� ( E��5�� �0*-��]� #3 �.4 d��
��*]�� �	
 �1 G�7�:�� ��7�0C��, �$*���� N�,À� ��\�$�� ZJ��� ����*�� L*1 N�:M*� ��$����� . �	
 7�8�

 ��7�0C�� N�,� �-P�$� ���W �9�����(CRL)�
!" N�-��%� �� Z�� & �0�.�� � . L*1 �G7�0C*� ��\�$�� ZJ��� N�V����,�
 a��(OCSP) ������ ( 7��� 1IETF RFC 2560 r��� E�� �-]� d�� ��*D�)�� ���µ� �	
 �� N�p� �
 )#�,H ( �*D #3

 UF�¥ �1 G�7�� G7�0@ N�,R ��\�$�� ZJ���OCSP .�� UF�e�� r$M�D �Q� OP��Q ��h��� ��, G7�0C*� ��\�$�� ZJ��� 
 N�,R�CRLj�	� b�$�� #�,f�� ���� �k�/3 BP�%� �� ��o*��, �3 � . N�V���v�� #�V �_�OCSP �$����� E��5¾� ���D 

 ������ 7�� 	P��1 ��� G7�0C� ��\�$�� ZJ��� �� r$M���2IETF RFC 3280 G7�0C�� ( b��%�� )�	0���0 z9 -	"' ���E�� 
Authority Info Access( UF�¥ �� N���*� ����V ����*�� ���D� G7�0C�� �	
 Bp� ( b�h��� #�.D #3 >u)�D OCSP 

�%���� . ¢~ ���7�0C�� Z�� #�C, �>u)�D �-V �N�,À� ��\�$�� ZJ��� ����*�� �� r$M���, �$����� E��5�� U�$��
 ��7�0C�� k�~� ��~I� ���Q� Z��]� ��)�� ( ������� G!]�� �[��� �����h� r�)�,10 +D�9��� G!]� ���h�� 

 ��)�� ( �������16.  
 N�,R� OP��Q �����, �S �/��� G7�0C�� ����� �*]� &� H�� &�CRL�/W #��V �� ��/���� �	
 +D�9� ���g #3 � .

C�� �� r$M��� ��1 x�� r$M��� �o�� �+D�9��� k�h �_�� Z%���� U��e�%� H��� ���7�0C�� N�,� �-P�Q �� �3 G7�0
 8	��@� F;��< H���! {	
'(cRLDistributionPoints)��u�� �	S  . ¾4� B$~ 8	��@� F;��< 1�]s0(cRLIssuer) ( 

�Q ��:D #3 x� b�:/�� #�V ^	�� �x]9\ G7�0C�� ��:�� O%� !" >
 d�� ���\��.�� BV ��³�, Z%���� �	
 N�,R� OP�
CRL�%����� G7�0C�� N�,R ��\�$�� ZJ���, ������ .  

 ��0�� bIV �~�:� Z��\ �-1 G�� �S #�.D #3 �� �A���� ��7�0@ �3 >��-��� ?��9�� ��7�0@ ���% ���7�0C�� Z���
 �	
 ��0�\�, �0��~I� >0���G��� .� #3 �*]�� L*1 �� ������ ���-�%� ���� B�)% (� ( �*D�, ��7�0@ �]�� ���

��0�\&� �� rD��� ( >
 d�� �3 �0��~I� ��0���� ��7�0C�� By B8 >.� ��%���� AQ��� . �
 N�,� �1 º�*)��� »D����
 ���7 N�,� �-P�Q �3 ��%�%3 N�,� �-P�Q A\�V ���% �N�,R� �-P�Q ( �G7�0C�� �1 N�,R� º�*)�� ��0� N�3 �1�%� »D���

(dCRL) . B$~ ( N�,R� �1 º�*)��� »D��� 7�D� |�O��� �f�(thisUpdate) �-P�$�� �� CRL . �
 N�,R� »D��� #�.D�
 ( º�*)�*� ��0� N�3 »D��� �1 b�9*�¥ #�.D �Q� �G7�0C�� ����� �*% �7�8 ^	�� G7�0C*� >*�9�� N�,R� �1�%� »D���

 �-P�QCRL .� ( N�,R� »D��� #�.D� �-P�$�CRL �\F�.� ( G7����� �-�$�� �
  8	��@� }�1	!(revocationDate). 
 >u)�D ^	�� »D����� �
 �3 �ZQ���� �3 E����� ��e*�  ��� ?��9�� �F��� AQ�� »D��� �
 ��~I:�� U�1 »D��� #�.D�

���� !" G7�0C�� x�� v��� #3 .N�,R� »D��� �� �.,3 »D����� �	
 #�.D �Q� . �-P�$�� ( ��~I:�� U�1 »D��� #�.D�
CRL B/��� Z%�� ( G7����� �-�$�� �
 }�1	!  ��%C]�� G�D(invalidityDate).  

#��$����Z����� ��7�0C�� �-1 G�� #�)��� #�������� :  
<  >0��� ^	�� AQ��� l9\ ( ���� �0�� G�~�� BV �):� �® G7�y ��7�0C�� ��~I� #�.� #3 �.4 

j,�C���, �-]D #3 �.4 �3 ��0�$,�% ��~I� x�� . �H��� O�$� #3 �� �*]�� >-8 G!/�� ��\�p�� �$D����
���C� ��0�\� »D��� ( ���Fu@ !" �):� �Q d�� ��7�0C�� �� b�!)V b�7�1.  

<  B����� �� G7�1 N�f� �0��~I� ��0���� ��7�0C�� .�� ����� B-8 #3 �*]�� L*1 #�.D� �����]�� ¸�
������ +�� U�1 ���/ ���� ���~ ( ������ ����H G��9� �4�$�� ��7�0C��, Á�9�~&�.  

                                                      

1  IETF RFC 2560 OX.509 Internet Public Key Infrastructure Online Certificate Status Protocol (OCSP) O)'�S'. 1999.(  
2  IETF RFC 3280 OInternet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile O

)2.A<* 2002.(  
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 ���� �Q #�V B-��]-*�  ��� ?��9�� #3 �0�� ���9D d�� ����� Bp� ��0��~I� ��0�\� »D��� B)Q ��7�0C�� N�,� �.4
�3 �B-��]��, rp� �*]�� 7��� & ����1 �3 ��e*��e*� �J��� �*]�� G7�0@ #3 ���9D ����1  . #3 �*]�� L*1 ���

U�f*�� ��1 �G�D�h G7�0@ �]�� L*1 B-�� #3� ��*% G7�0@ �3 B-��]� G7�0@ N�,� �1 ��)/R� L*1 B-�� . �.4�
a�� t��/ bIh�� Â���h� �0���e�%�, j�_ ��, �S�,� #� G7�0C�� B��~ O*�� #3 �*]*�.  

� �*% BVb�$~& �0*)� ´ ��7�0C�� ��::  
 3(   d�� ��7�0C�� X�Y3 Z�-[ �� A��Q d�� N�,R� ¹��~3 ( r�Q��*� B�o]�, �9�8 #3 �0�� �*D ���

 �*]�� �	
 �T���3) G�7�:�� �3 ��P�£ ��\��.� G�7�:�� A���� ��7�0@� >��-��� ?��9�� ��7�0@ Bp�
k�/3 ��*]�(=  

w(  3 �0�*1 ���D OP��$�� U�e�]� d�� �$����� E��5�� �� N�,À� ��\�$�� ZJ��� ����*�� U�$� #CRL �3 �
 ��\�$�� ZJ��� ����*�� �C�� k�/3 �*�%� ^3 �3 �a�� L*1 ��7�0C*� ��\�$�� ZJ��� N�V����,

=N�,À�  
t(   OP��$�� �C��� �9�8CRL�"��� OP��$�� A\�V #�� ¢~ ��0��e�]� ��� d�� =  
7(   OP��$��, �*��V �-P�Q ��:� #3 �0�*1 ���DCRL OP��Q &� U�e�]� & A\�V #� �G3f`� CRL >u� �G3f' 

 OP��$�� ���W rD�5 �1 ��\�$�� �S�,� ZJ� �� ��CD d�� ��7�0C�� �� �*��.�� �1�-`�CRL . �	.
�
 OP��$�� �� �*��.�� �1�-`� #�.�CRL-P�$� �m��.� G3f`�  �CRL #� ���7�0C�� �� �1�-`� l9�� �*��V 

 OP��$�� ���:�� #�VCRL & U�e�]D OP��$�� CRLG3f`� .   
 ��� �*% �0��$� d�� N�,À� ��\�$�� ZJ��� ����*�� ZQ�� �D�M�� B)]�� �� b�7�1 U�e�]� #3 �$����� E��5�� Z��]�

 bIp� U�e�]� �$�0]9\ G7�0C�� ( b�7�h�� b��@�� �Q� �N�,R� ����*�� x�� �h�� ^	�� ZJ��� L*1 r����� E��� N�D �
�/W ZJ�� �¡ r����� E��� B�� N�,R� �-P�Q ( �@�� ���
 #�.D . ����*�� ZQ�� 7�� #3 r����� E��� Z��]D�

 >�h�� ZF-' ( N�,R�)B����� Bp� ( �9����� �	
 ��\ ( B/�� & k�/3 BP�%� v1 �3),bIp� ��*y G��:.(  
 #3 �� �D	�� �x�*-��]�� B����� �����]� L*1 ��*]�� �1 G�7�:�� N�,R� OP��$, G�/���� B����� B/��� Á�9�~&� Z$D�

������ �%��]�� ��5� ( ��*-�D . �4�$�� x�7�0@ �1 �J���%&� rD�5 �1 x1�J�� B/�� NF��D #3 bIp� B-��]-*� �.-��
G�D�h G7�0C,.B����� N��~ B-��]�� �	
 #�$��%& G!/�� G7�0C�� �	
 U�e�]� �
��1� .  

������� X�Y¾� ���\ B.C, B/���� ( 7�� �£�� �B����� ( N�,R� OP��Q �C�� ����1�:  
<  =��7�0C�� N�,� �-P�Q  
<  =��*]�� N�,� �-P�Q  
<  =���7 N�,R� �-P�Q  
<  =A���� ��7�0@ N�,� �-P�Q  
<  �QA���� ��*% N�,� �-P.  

    CertificateList   ::=  SIGNED { SEQUENCE { 
     version      Version OPTIONAL, 
            -- if present, version shall be v2 

       �� ) ���� ���	
 �� ����� ��v2(  
     signature     AlgorithmIdentifier, 
     issuer      Name, 
     thisUpdate     Time, 
     nextUpdate     Time OPTIONAL, 
     revokedCertificates   SEQUENCE OF SEQUENCE { 
      serialNumber      CertificateSerialNumber, 
      revocationDate     Time, 
      crlEntryExtensions  Extensions OPTIONAL } OPTIONAL, 
     crlExtensions  [0]   Extensions OPTIONAL }} 
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 �\F�.�� �r�]��(version)Bp� G�9C�� N�,R� �-P�Q �u��  . �\F�.� A\�V �_��K7���� �	�(extensions) �-P�Q ( G7����� 
 >
 �u�:�� #�.� ��h�~ �£�, ���%�� N�,R�v2 .F�.� ^3 �h�� & A\�V �_�� �\K7�!�	� (extensions) �-P�Q ( 

�:�� #�.� ��h�~ �£�, ���%�� N�,R� �u�:�� >
 �uv2�)P�" #�.� �3 .  
F�.��� �\ H�<����(signature)N�,R� �-P�Q Z�Q��� �*]�� �� ���e�]�� ���H����� �D�
 E��� L*1 ^��8 .  

�	
 �\F�.��� |�O��� (thisUpdate)�	
 N�,R� �-P�Q ����� �1�%� »D��� L*1 ^��8 .  
 �\F�.��� G4	
�� |�O���(nextUpdate)�� ����� �1�%� »D��� L*1 ���h� #� �N � �-P�Q������� N�,R . ��:� #3 �.4�

N�~ ^�, »D����� �	
 ��, l�� �.�� �x��� ��C�� »D����� B)Q ������� N�,R� �-P�Q.  
�\F�.��� ��~�)� ��4	5B�� (revokedCertificates)�S�,� ª d�� ��7�0C�� �D�
 EF���  .7�0C�� �D�
 E���� �*)�� ��

�0*]*]� U�Q��, . �-P�$�� �	� G7�:$�� ��7�0C�� �� G�~�� ^3 N�,� O�D � #�V �_��CRL �-*��� E	® G�C, L��D �
���)� ��4	5B�� �-P�$�� �� CRL� Á�9�~&� �� b&�, � Z� � H�	�!(SEQUENCE)ÃN�/ .  

 �\F�.�� �$;	
�� �	�7�!CRL (crlExtensions)� #� �^��8  �-P�$*� Z%�� �� �pV3 �3 �~�� Z%�� L*1 ���hCRL.  
 �����1 ����� ����� 	
 ������� ����� �� ������  . ��� �� ������ ���� �!" # �� $�%&"'� (	!" )*+ ������� , -'�/01

������ ����� ��2 (	!" (�3 $���4 5�"'" �6�	�.  

 �����2 ��" ����78� 9:� ;�6 ���4 <=�3 �>?  @�"�/8� A�6 B�	 @�"�/8� C�D (+ �� �3��" (+ ���E�� FG%H0 $������ �����" I��
 ������ �7J����)�����L� ����H8� 1+ ���%8�( ����6 <�&��1 $��N	/O� , ��P/� Q'R �� S0�����J ��	�E8� T��J�� U��	� C�D1 $

����� ����.  

 �����3  � , ��1 C�	" V+ (�3 �>? ���	
  ��	����(CertificateList) , �G�W�� 'WH6 (	!0 (+ 5X $Y�R'� Z��%�6�J Y�:'7� 
 ��	���� ���	
(CertificateList)Y�	R	�  . 'WH6 (	!0 (+ �![1 ������(version) �\ $]'� C�	" V+ �R	0 * (�3 �>? $Y�%��^ 

 �G�W�� _�%6+ *? `��a * �� ��%��� @��01 ������� �� CRL+  CJ���� bW�/" (�3 �>? $cd4e� Zf
 b���E��� , '���0 ( ��	����

 ������(revokedCertificates) ������� , CRLC�	" V+ �6 B�!0 *  . �G�W�� _�%6+ `���0 ��%���� (�3 �>? ��+2) A�6+ 1+ ( ��
 �������CRL����0 (�3 (? $b�g�7� `h��0 (+ �G�W�� A�6 ��* i��^ , bH![ $ 	R1 ;�6 �g�78� �� c')!%� ���'� , �a (+ C

 ������� , �R'� ��7�	"CRL.  

 �����4 � `�� , ]'� C�	" 	R	J j'�70 * ������� T��J? ����� k�70 Vf�� ��%���� (�3 �>?  ���	��� ���� �	����CRL 

(crlEntryExtensions)!0	
 �:'78� c����� (�J `�e� A�6 f��H6 -'�/0  ��_�'R? fE�01 $�l�� �7" # �m+1 $<��J+ �� <=�3 ���
��)�O� ������� ��2'/" $���%8� c����� Zf
 n	Wo Q'4+ . `�� , ]'� C�	�J j'�70 * ����%���� ��+ (�3 �>?1 ���	��� �	�"���

CRL (crlExtensions)!c����� (�J f��H6 -'�/0 �l�� �7" #1 <��J+ �� ��H78�  . C�1 ��%�6� cd4e� ���l� , �![ * p�>
����!� (	!" * �� ������� (+ q? Y�'P= $�l�� ����r �m�J $���%� �
��%�6�J ���" # I�� ������� . ������� -'/" ���l� Zf
 ,1

Z>�s� 5R�	�� _�'R�� ���O� .�2? Q'4+ ��_�'R? -'/" (+ ���O� ������� �![ T�	�e� `3 ,1 Zf
 , c�'�8� ��_�'R�� q? �:
��H� �r+ 1+ �/��	8�.  

 �����5  � ������� �g�7� , C&�	" 't+ �>? ) U��	��� u�/" YLh� 5XCRL �![ 1+ $���%8� ������� �0���� $�����!J c�0�7�� 
������� �� Q�� `h[ (+ ���1 `4�8( `�l� , ]'� b=�J C�	��� �f
 U�	0 $�� �	�"��� ���	�CRL (crlExtensions)! (�3 ��H0+ 

 ������� , C�	��� C2	�CRL . `�l� , b��6 )Tv�w0 C�	" V+1 ���	��� ���� �	����CRL (crlEntryExtensions) $�� 'WH6 �� 
'WH7�� �f
 �
�a I�� ������� 1+ c����� , *? 'tx0 *1 $'WH7�� �f
 , bR��? U�0.  

 �����6  ��� �a  �H%8 U��	��� ��&��8� ��7�	��� Zf
 `����� �/��	� �� CRL.  

 �1��$� b�$)5 ���0`� ������� �	
 B
�� O�D �b�h�~ b�v��� Z%���� �.D � �_�� ����%���� ( ���0' ����1 �7�� �_��
 G�$9�� ( �~��C�� Z%���� ��*,�Q2.2.12 ������� �� ITU-T X.519 | ������ ISO/IEC 9594-5.  
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4.7  +$<1 H�<�! L�1  
���� ��� ��	
� ����� ������ �� ������ ��� ��� ��
� �� �!� ���"# ���$ �� �% ��" & ����% �' ()* . �+,�!

 ��%�- /��01 2��3% 4���)56 �$�7 �5�8� ��9:;% <=3� >01 �� ?��@% A��16 & <����B� >01 C���$ �� D��"� 2E�F$
��"� C���$ ������3�GH ���5� <�= & ��� ���
� <��3I >01 D .�J�= K6 �!�5� LM@$ # ��� . �N3�5� A�O�

ITU-T X.813 | ����� ISO/IEC 10181-4P��5� 3� Q�1R�	�� S� T���U6 :  

(1  =�
�v�� ��$�  
(2  =�0��� ��h���� �0�Dfg� �
�v�� B$\  
(3  =�
�v�� �� r$M���  
(4  H���� B~��1.  

�D�:~ !" G��:, ���$�� �
�v�� B-C� �Q�:  
<  =����� ��V��� ¹���, �*� ��_ r�Q�� �I�o]�  
<   7�$��� >${��� �� �QF�:� ��7�0@)N����, w�F�{.�� (=�-��e��� E��5¾�  
<  =�%��%� Ä7�)� ��\I1�  
<  =7�$��� >${��� ��Q²�:�� r�Q���� �I�o]� B-C� b��-Q� ��Q�� ����*��  
<  =b��-Q� b���Q�� B-8 d�� ����*�-*� AQ���� »D����� U��/3  
<  =>-Q��� Z�Q���� �D�� d�� ��7�0C��  
<  =x�� �H����� ¹��� ��Q� AQ� G�]����� G��C��� �)%���� N�,R� ����*��  
<  �� ��Q� B)Q �� ���� �Q ?��9�� #3 L*1 {N�D �¹��� ��Q� AQ� b�$~& ��7�0@ N�,� ^3¹�.  

�9*�¥ ����%�, �0�*1 Á�9�� �.-�� �
�vV U�$� #3 �.4 d�� �\�fe�� ������ ��I% ��3 : �Dfg� �_�9��� ( O.M���
>-Q��� Z�Q����� ������ ��� E�5 rD�5 �1 �����9�� . �D�-�� �D�C� L*1 ^��7 B.C, B-��� UHI�� �� #�.D �Q�

 L*1 �*u�*� �\�fe�� ������ L*1� ��,�%��� ����]M���/^!9o��� B�*M��� L*1 �3.  
 ����� �����L� �0	� *1 �
�6 *1 y
�z�� {| * Zf
 `����� �/��	� �} *  . ��1f%8� 	�g� �0	� 5��H�" (+ C�	�0 p�> C�1

�~ -'7�8� c'��E8� C�.  

 ��������	 
��� �	��� ���� �� ��	��	 �� �����	 ����� !�" #�	��$%�	" �&�'��	" (&�)��	 *� #�����+�� 
�+���	
 ,&	���	"CRL�" -".	 
���/�	 �	��� 
��+0 1 2�!3�)	 !� 24�5 6�	 7��	���	 8��9 . 
��� ��;< �� =�	""

�$%�	 >?� 
��� @��A B�C'� ��������	 
��� �	��� @��0D �E�+��)	 =CF G� �H #2$�4	 !� �	��$%�	 I!��@� . �+5
J�A KL�C�M	 N!O	 K��" 2�" 
O� 24�5 @��$%�	 �PQ !�!���	 �;�� 	R�" #�E��Q� I�S @��$T U�+��)	 �;F.  

�� V� "� =W��M	 
X�4 (Y� #I�9� Z"�[ \�C$A #
�C���	 
���C�	 �� 
O� >�0� 
A��M	 
�+���	 ��	��	 =�] ���0	 
4�4���	 J����� "� =&����� >^_`<J����< aA� 1 bcC� �� =W��+�� b��< #
�.  

8   ������� �	 
����� ������ ����� � �������CRL  

j�_ !" L*1 ��D � �� �>��-��� ?��9�� ��7�0@ ( �S�-��%� �.4 ��)�� �	
 ( G7��� G7�0C�� ���%�� . ���%���� ��3
� ( G7�y >0� A���� ��7�0@ ( �S�-��%� �.4 d�� ��)�15 . �-P�$�� ( ���%�����CRL �;F !Cd�	 	?� 1 @�!e	 

 ,&	���	 1 �E�+��)	CRL ,&	���	" CARL ,&	���	 1 f�?5" ACRL" AARL !Cd�	 1 @�!e	 17.  
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������� �D7���� ( ���%���� ��)�� �	
 7��:  
 3(  �������� 	�
��� � �������:� G7�0C�� ( ���%���� �	
 ���  �-P�$��CRL �P%Q 
�A�g� ������� 

 8	!3�)G	 �P%Q �	�Th� i�0" #>�!/j�" k��`M	 ���/� 
��� ��A��� i�0 *��l" #
��dM	 b�<�`M	
k��`+�� !X��M	 "� =���M	 .@��$%�	 
)��) mn �	�Th� i�0 f�?5".  

o(  ������������ ������ :�$��� G7�0C�� ( ���%���� �	
 B-M�� #3 �.4  �-PCRL N�.@�, �*D�, ��³3 
 �-P�Q ���:�� �3 G7�0@ ���:�� �3 G7�0@ �~�:� ��³�� �� �9*�¥CRL . B$�� #3 ���%���� �	
 Z��]��

 �~�� #�, ������ L*1 G7�0C�� B-��]� �1�]� >.� �G7�0C�� �~�� �1 ����J� A�\ ����*��
�F���� #��.�� �3 ���� �eC�� �
 G7�0C��.  

t(  ���������!"�� ���#$ �%�� �: ( �0h��7� w�*�� �����$��� �9���� G7�0C�� ( ���%���� �	
 ���� 
 G7�0C��CA ��u, �G7�0C�� ����� ��*% �� �
!" �1 G�7�:�� G7�0C�� ����� ��*% ��7�0@ ^3 �

0C*� G7���� ��%��% B/��� ����1 ��7�0C�� ����� ��!]� ���������� �[���� B�0]���7� . �0q��
G7����� ��%��]�� ¹�� ����1 �3 ������ �m�, ( ��$�)��� EI�/� Z� ��%��]�� K*�g ����1 ��7�0C*� 

��h��/ ��m�, Z� ¸�, B�uC� .$� �Q� ����� �*% �
����� Z��]� d�� ��7�0C�� X�Y3 �����$��� �F�
���R G!]� ( b�$~& �0q� �Q d�� �3 �)~�:�� G7�0C����7�0C�� �.  

7(   �����&� �'(���� ) ���*��
��CRL: ��%�%�� �-P�$�� ( ���%���� �	
 ���� CRL B-�C� #3 �-P�$�� �	S 
N�,R� >1��7 ���@�� L*1 OP��$�� ����� Z,��� U�Q�3 t��� #3� �b��Q�� b�$�*�� G7�0@ r{*�� #3� �CRL �� �

OP��$�� �1 KC.��, ��7�0C�� >*-��]� �-]D CRL ��:�� �1 G�7�� OP��$�� �� Z,��� ( �-P�$�� 
�-P�$�� CRL.  


(   +(����� ,-.�� /���CRL +(������ CRL�
�� : �-P�Q (� G7�0C�� ( ���%���� �	
 ���� CRL �Pf� 
 G�~�� �*% �� G�7�:�� N�,R� ����*�� �� �*��.�� �1�-`�CA OP��Q �� �CRL ���� �-V ��*:9�� 

��*�� OJ ��*% �1 G�7�:�� N�,R� ��CA �-P�Q ( �G7���� CRLG�~��  . ���%���� �	
 B-M���
 OP��Q U��e�%�CRL �-P�Q L*1 �3�5 d�� ��!�u��� L*1 a$� N�� ��Pfh CRLb�$,�% G�7�� .  

 �-P�Q ( �3 G7�0@ ( Z%�� ^3 t��7��CRL
 �3 G7�0C�� �	S G���:z�� �*]�� x, 	/�� �Q ���/ �
  �-P�$�� �	CRL.  
 �-P�Q ( �3 �� G7�0@ ( Z%���� O%�D�CRLt�~ !" �3 t�~ x\�,  . U�q\ #�V� �t�~ x\�, b���%�� �� Z%�� #�V �_��

 v��D #3 U�q��� �	
 L*1 #�.D �Z%���� �	
 �&&7 O*1 	{9�D & #�V �3 Z%���� B$~ a-�, E���D & ��7�0C�� N�-��%�
¯�� !" Z%���� ._� ��3 �� a-��� �	� E���D & ��7�0C�� N�-��%� U�q\ #�V� �t�~ !" x\�, b���%�� �� Z%�� #�V �

Z%���� B
�o�D #3� G7�0C�� ��$, ¼��D #3 U�q��� �	S �.-�� �x�&&7 O*1 	9�D & �3 Z%���� . b���%�� �� Z%�� #�V �_��
�D & ^	�� ��7�0C�� N�-��%� U�q\ L*1 #�.D �t�~ !" x\�,Z%���� ¼��D #3 �Z%����,  E�� . Z%���� aY ��9D����

 �
��$D �h��� x�9� A\�V �3 �b�-P�7 t�~ !" #�V �3 �b�-P�7 b�h�~ Z%���� #�V #� N�� �	
 B����� �9���� ( G7�����
 �-P�$�� G7�0C�� ��:��CRL .?��D #3 �
 b�-P�7 �h�~ !" ���%���� +�, ��)�1� �� �1�D ^	�� �)]��� d�� ��$�)�*� 

 �S�u�@� ��\�.��, F�c� #3 #�7 �� ��S O17 BV E	8 #�, ����F%���� �	
 Bp� N�-��%� �� t��8 &� ��7�0@ B-��]�
G7�0C�� ����� ��*% Z�� Z� ¸�)��.  

 ������Zf
 z�7" F!� $�� c��r , �R'l� d^ ��7�	��� 97J 	R1 ������� T��7��� ;�P= 5���0 �� ��	%�� c�����  . ��1
 	R	J ;��" �� 1+ c����� `�7��8 ���O� ������� �6�	� ��7�	��� Zf
 `h� 	R	J ;��" ����? ���� ����� , c�6�� ��7�	��� Zf


 c����� ������ C�	" , c����� �����J n�4 �0	
 j'7� ]��? �0'� �6 $������� T��7��� ;�P= ����6 T���0 $c�����
�	�]'� b=�J ;	.  
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+&�� *� "� @��$T *� 1 =)���	 �� K�4 (5 �� !�	" �Q��� �� �Y5� !S�� G� �H"CRL 
+&�� (9!� *� "� 
CRL ,&	���	 ���)�<" �	��$%�	 ���)�< =�] 1 q	���	 i�0 CRL ,&	���	 (9	!� ���)�<" CRL 1 
A��M	 

>?� (��!�	 
`	��.  

1.8  ������� ���	
  

1.1.8  ���������� �  
X�Y3 ��I� L*1 ��5R� �	
 ^�����\��.�� ��  : G7�0C�� �~��� G7�0C�� ����� �*%� G7�0C�� B-��]�) #��.�� �3

>P�0��� .(x� �£���$D G7��y ��\�-c, B,�$��, Z�-�D� ��D�/µ� �\��.�� �¡ ����f��&� �h�� #��V BV B-�D� . 7�8�
���f��&� �	
 G7�0C�� �%��%��\�-c��� � . �$��� >
 G7�0C�� �%��%�)G7�1 �MJ�� �u*, �,��.� .( �0��� ���~R� �.4�

 #��.�� �� G7�0C�� ����� �*% �1 G�7�:�� G7�0C*� G7�0C�� ��%��% Z%�� ( b�7�h�� #�.D �Q ���~� �D�
 E���
G7�0C�� B-��]� �-��D �0�*1� >P�0��� .�]� b�$)5 G7�0C�� ��:� #3 �.4���%��% G��� �3 G�~�� �%� . �*% U�$��

�D�S� E��� 7��%�� �%��]�� KD���, �%��]�� .>%��]�� #����� L-]� �%��]�� �*% �
�D�� d�� ��%��]�� �1�-'� .
G7�0C�� ( �0��� N�y !" �3 �#�.� ^3 ( �*o]� !" �%��]�� A\�V ��� ¢~ ��%��]� b�$�� ��:� ��7�0C�� Z��� .

&� ��
���y �3 G7�0C�� �%��% w�*%3 �	
 B����� �9���� ?�C.  
� �*]*� b����-1 b�~��9� �7�!�%� B�9, G7�0C�� �%��% �1 ������ x����f���, b�)��� G7�0C�� B-��]� #�.D #3 �.4

�~�:�� �%��]�� �D�
 E��� L*1 ^��8 G7�0@ L*1 �7�-�1� B�9, �3 ��$� �e%�-V x��-��%�� ..4 �-V #�.� #3 �
 �%��]�� �D�
 E��� L*1 ^��8 G7�0@ �
����� B�9, �%��]�� �1 ������ �T���f���, �)��� G7�0C�� ����� �*%

�~�:�� . L*1 ^��8 G7�0@ x��)Q� x)*5 B�9, �%��]�� �1 ������ x����f���, b�)��� #�.D #3 �.-�� >P�0��� #��.�� ��3
9,� �~�:�� �%��]�� �D�
 E���B,�$��  ��� ?��9�� x��-��%� B� . �G7�0C�� �%��% Z%�� B-��]� & d�� ��$�)����

k�/3 BP�%�, w�*�� X�)��&� ���� #3 �S >u)�D.  
 ( G7�h��� ��\��.�� ��$)� #�-c�� ��)*�� ���1 G��:, (��]D & ��� �%��% Z� r,���� �1 ��\��.�� �~3 #I1� 7�'�

�� �	0� ���5R��%��]*� b�Q���� b�$�)� B-��]� k�/�� E��5�� #�, B)$� �0*�� �)% �� t��8 G!/�� ��\��. . j�_ Z��
 �0���53 #�, �G7�0C�� ����� �*% ��\�-J �G7�0C�� ( �~��� x�*1 b���:�� j�_ #�V #� �G7�0C�� �*-��]� B)$D �$�

7����� OT���f���, X�)��&� L*1 #�$���D ��P�0���O0�� G�@�)� j�_ ��V�� �� �h��� #�7 ��%��]�� ( G . �\�[� �	
 Z$D�
�9����� �	
 ��\ t��/ G7�0C�� �%��% ��.  

 �
����R �o��\ �0*-M�� d�� G�5�e��, O.M��� ��u, ��T�7�0@ N�-��%& b�7��~ G7�0C�� ����� ��*% k�~� Zc� �Q�
��7�0C�� .� �1�� �� F�8 �Q bIp� >0�� �S �T7�0@ #�*-��]D d�� ���"��� G7�0C�� >*-��]/ �
���� ���J�� aY �3

��P�0��� �0���53 ��~�\ �� �3 �0��~�\ �� BC� ���~ ( �0*-M�� G���]� >
 d�� . ( G7�y �D�c$�� �	
 #�.� #3 ��
G7�0C�� �%��%.  

.C, G7�0C�� ��%��% Z%�� ( G7�h�� ����J� ����*�� #�.� �Q�.�� G�1�]� ��u, ��%��% ��9��� B L*1 G������ ��\��
�%��]�� U�.~3 O0�.  

2.1.8  ��I	
�� 34	5B�� 1���9  
G7�0C�� ����R k�/3 �*% �
��:� �G7�0@ �)~�� G7�0C�� ����� ��*% k�~� #�.� #3 �.4 . ( G7�0C�� L1���

 d�� G7�0C�� ����� �*% L1��� ���5�$�� G7�0@ ����� �	
 L1�� �-V ��)~�:�� ����R� �*% �£�, G7�0C�� �)~�� �.�
 ��%��� ����R� �*% �£�, ��5�$��� G7�0C�� ��:�� d�� G7�0C�� ����� �*%).C�� �q\�B 2 .( ��*V ^��8 #3 �.4�

��7�0C�� :G7�0C�� ��%��% ( ZF%�� L*1 �>P�0��� #��.�� G7�0@� ��5�$��� G7�0C��.  
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��\�-c��� G7�0C�� B-��]�� ��%��� G7�0C�� ����� �*%� �)~�:�� G7�0C�� ����� �*% �0³�$� d�� ����f��&�� 
 �S b�$)5 E�:�� #3 �)~�:�� ����R� �*% Z��]� d��� ���5�$��� G7�0C�� ( �0�D�
 ������ G7�0C�� �%��% ( G7�y

x³�, �*����� �3 >P�0��� #��.�� �0�9:, .#3 �-V G7�0C�� ����� �*%� G7�0C�� �~�� �0³�$�D d�� ����f��&�� ��\�-c�� 
 Z��]� d��� �>P�0��� #��.�� G7�0@ ( �0�D�
 ������ G7�0C�� �%��% ( G7�y ��%��� G7�0C�� ����� �*%� �)~�:��

���� �3 G7�0C�� B-��]� �0�9:, �S b�$)5 E�:�� #3 ��%��� G7�0C�� ����� �*%x³�, �*�.  

  

 *�B��2 m��I	
�� 34	5B�� 1���9   
G!]�� ( ��7�0C�� Z�� �, �V��C�� ��%��]�� �1�-' �h�� ���� G7�0C�� ����� G!]� v���.  

�� ^7�D �� �k�/3 ����� �*% �
��:� G7�0@ �)~�� �
���, ��%��� ����R� �*% ��)�1� �.4� ��!]� ��C\� 
��7�0@ N�5 �S��53 ��9� ����� . _�g� Uf*D �G7�0C�� ����� ��!]� N�5 7�D7H� Z� ���J �� ���� �$p�� #3 �� b��q\�

 E�% �N�)$� !" �~ �� �c9e�� �0)M:� d�� �$p�� �D�% #�.� d�� >P�0��� #��.�� ��7�0@ #3 �� �V��*� �)Q��� !,���
0C�� B-��]� �0c��DG7� .G7�0C�� ����� G!]� �[��� ���h� �� b��fh �9����� �	
 B.C��.  

��)�1&�, #���D�h #����/ #����~ �h�� ��I13 ������� ����� L*1 G�I1�:  
 3(  � &] �*% B-� >*-��]� �� �0�%��% ��)*�� B$�� >.� �G7�0C�� �%��% ZF%�� G7�0C�� �����

=��7�0C��  
w(  �� B-��]� �F�9DG!]�� ( ������� �*]�� �� �)Q���� �%��% �-0� ��%��� G7�0C�� ����� �*% �3 G7�0C.  

 d�� ��%��]�� �1�-' #�.� #3 j�_ �1 ¶��D� �b����, G7�0C�� ��%��% Z%�� G7�0C�� ^��8 &3 ���� ����� ( >u)�D�
�� L$)� j�_ Z�� �����/ �1�-' ����� �0)h�� G!]�� #�.����� G�] . O£3 �� #��V��D G7�0C�� �*-��]� L$)D�

G!]�� ( ��*]�� ��%��]� b�$)5 G7�0C�� #�*-��]D.  
 ����� �-�$�� �F-cD #3 ��%��� G7�0C�� ����� �*]� �3 G7�0C�� B-��]� >u)�D������ 01 (any-policy) (  ���'2

 ����&� ��������(initial-policy-set)�� ( �3 ��5�$��� G7�0C . ����� �-�$�� �� G7�0@ �-c�� ����1�3����� 01 >u)�D 
G7�0C�� �%��% �D�� k�/3 ������ ^3 �-c�� &3 �S . �D�
 E��� >u)�D������ 01�%��]*� ��9��� ^3 x)M:� &3 .  

@�� ZJ�, ����-*� b�$)5 A*$\ �Q x����f��� Z�� #3 �� �V���� G7�0C�� B-��]� Z��]D� � �����������&� �45���  
(initial-explicit-policy) . ��5�)��&� r�$M�� ^������ G7�0C�� ��%��% Z%�� B-��]� d�� ��*]�� &� B)$�� & j�	,�

����J� ����f��� ^3 ��7�0C�� >*-��]� L*1 ����D &� �G!]�� ( . E�:�� ����1 ����f��� ��9� ��*]�� A\�V ���
�]� �0�9:, b�$)5 A*$\ �Q �T���f��� Z�� #3 �� �V��� #3 �0�.4 �x³�, �*����� �3 G7�0C�� B-� ZJ�, ����-*� o��0

 ��#]�� �7	�E��(requireExplicitPolicy)��5�$��� G7�0C�� ( .  

  ����� ���	

��
	��� ������

����� ���	
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3.1.8  �	7	�E�� *�	
!  
%��]�� �D7��� �, �*��9�� 7���� H��o�� #3 G7�0C�� ����� ��!]� +�)� �.4� . d�� ����f��&�� ��\�-c�� #�.� �Q�

 ����� �*% �0)h�� ��:� d�� ����f��&�� ��\�-c�� +�)� �3 B.� b�D7�� �m��.� ��5�$��� G7�0C�� �0)h�� ����
 ( G7�0C�� ����� ��*% �S Zcg d�� �%��]�� ��*% A\�V ��� ¢~ ���P�0��� ��\��.*� ��7�0C�� �)~�:�� G7�0C��

*-1��m��.��� ��%��]�� ���S �9*�¥ G��~� �D�
 ������ ����/� �Q ��0 . ����� �*% �F-c� #3 �.4 ������ �	
 (�
��5�$��� G7�0C�� ( ��%��]�� B,�$�� b��%�� ��%��� G7�0C�� . G7�0C�� ����� �*% �V�� ���%��]�� B,�$� Z%�� (�

3 x\�.��, #3 G7�0C�� B-��]� ��%��� x����f���, B{9.��� ( �-�]D #3 x�*1 #3� ��D7���� ��\�-c��, Z�-��� ( �-�]D #
 ��\��.�� A\�V ��� ¢~ ��D7����K*�¥ >%��% #���� ( B-�� G7�0C�� ����� G!]� ( �$~I�� . ����� �*]� >u)�D�

`� �� G�~�� B.� �~�� �� �pV3 �3 b��~�� bI,�$� �F�)� #3 ��%��� G7�0C�� ��:�� d�� ��%��]�� �� ��1�9�� ��1�-
k�/3 �%��% ^� B,�$� ^3 �)� &3 �S >u)�D� ���5�$��� G7�0C�� �0)h�� . G�~�� A\�V �_��)G�~�� �� �pV3 �3 ( ��

 ��%��� G7�0C�� ����� �*% �0)h�� B-�� d�� G7�0C�� ��%��%)��~��� �D�S� E��� l9\ �S #�V ^3(��)�%� �� � 7
G7�0C�� �%��% Z%�� ( �
7��D�� ���%��]�� B,�$� Z%�� �� �D�0*� ������� �	
.  

 �� �G7�0C�� ����� G!]� ( b�$~& G7����� ��7�0C*� ��%��]�� �D�
 ������ Z�� BD�8 ( !��� ��%��]�� B,�$�� #�.D�
G7�0C�� B-��]� x, E���D ^	�� ��m��.�� �%��]�� �D�
 E���.  

� &� ����� �-�$�� Z� ��%��]�� B,�$� ^�3����� 01�0��� &� �0�� & .  
 �-��D &3 >u)�D �O�  ��� #����� !" >%��% #���� ( ��:� d�� ��7�0C�� #�, ����$D #3 ��7�0C�� >*-��]� �.4

 ����R �Q���� ��%� �*% A\�V ��� ¢~ ��0�*1 ¤��.� �0�%��% #�, ��$� A~�� G7�0C��O0�%��% b�D7�� . B�� �.4
 ����� �-�$�� A�J� �_� j�_ 67��� 58� 9�&� ��������(initial-policy-mapping-inhibit input)���h� (  ���Q� 

G!]�� ��~I� .�T�7�0@ >*-��]� O%�, B��� B-�, U�$� #3 ��%��� G7�0C�� ����� �*% Z��]� j�_ ���� . >.��
#3 �� �*]�� �V��� �\F�.�� ZJ� Z��]� �£�� ��*�� �	
 a)c��, #�	{9�D ��7�0C�� >*-��]�  �	7	�E�� *�	
! #&%

(inhibitPolicyMapping) �%��]�� �����$�� Z%�� (.  

4.1.8  34	5B�� 1���9 3�E0 �l	�0  
���o�����%� �, �� b����/ G7�0C�� B-��]� xh��D:  

 3(   #3 x�.4� G!]� #�.� #�, ���D ��%��]�� �1�-' �� BQ�� L*1 G�~�� �h�� ���� G7�0C�� ����
�3 =b�$)]� B-��]�� �
7�~ d��  

w(  D #3 x�.4 G7�0C�� ����� G!]� �0�� #�.� d�� ��%��]�� �1�-' xu*)� #3 G!]�� ���Q� G�~� �� �*
����.  

�� B-��]� #�.D ����1 ��pV3 �)%��� ���� ��o�����%&� #�.�� �E��D G7�0C 3;���� x���e�%& ���)$�� ��%��]�� �1�-'
Z�f��.  

 �E��D & G7�0C�� B-��]� #�.D ����1 ��pV3 �)%��� ��\�p�� ��o�����%&� #�.�� 3;���� ���)$�� ��%��]�� �1�-'
Z�f�� x���e�%&.  

 #3 G7�0C�� ����� G!]� ��~I:�� ���Q� ���h� �)D ����� ����� (� G�~�� �h�� ���� A\�V #� �a$� ���� G!]��
�3  ( G7��� ��%��]�� �� G�1 ���'2 ����&� ��������(initial-policy-set)� �� ��1�9�� �1�-`� ���D�  ���'2

����&� ���������0)h�� ���� G!]�� #�.� d��  .!]� ��~I:�� ���Q� ���hR �.4 ���\�p�� ����� (� #3 G7�0C�� ����� G
 �h�� ���� A]�� G!]�� #3 �)D����&� �������� ���'2 >
 �*:9�� �1�-' �h�� ���� �0�.�� � ���'2

 ��<���� �!=5�� >�� ��������(authorities-constrained-policy-set). #�V #� G7�0C�� B-��]� ��$D j�_ ��,� 
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� Z� r]�D G7�0C*� Z�f�� x���e�%� ZcD ����1� ��0)h�� ���� G!]�� #�.� d�� G7�0C�� ��%��% G�1 �3 G�~�
 G7�0C�� B-��]�����&� �������� ���'2 (initial-policy-set) L*1  ����� 01(any-policy)� L*1 ��9D #3 Z��]D 

 �%��% ^3 �h�� ���� G!]�� A\�V #� ����� �o��\ ���D #3 ���hR�)G7�y !".(  

5.1.8  	e�f� 314	]�� ��4	5B��  
������� ¹Ip�� �&��� ( �T�	� G7�0@ ����� G7�0C�� ����� �*% Z��]�:  

 3(   �)%��� �*�%�V!9C�� �.4 �	.
� �G7�0C�� Z�Q��� B-��]��  ��� ?��9-*� �~�:�� >��-��� ?��9�� 
 �� x*�����-q\3�	
 x\f�g ¢~ ��0D�� ��7�0C�� N�-��%� =�$p*� ��eF%�� �9:, �-q\��   

w(   L*1 rD�:�*�����9�3 G�$9�� ( G7�:$�� ���"�� !" ���"� �G7�0C�� ����� �*]� ���J� ����-1  (
) N�V���v�� Bp�OCSP �-P�$�� Z�Q��� CRLU�f*�� ��1 (=  

t(   �1 �J���%I��T�7�0@�0��~I� ��0���� ����� .  
�7�0C�� �� a-��� �	
 L-]D��$,��� �~�:��� ���:z�� >³� #�V �� �0����� �.4� ��T�	� G�7�� ��7�0@ � .

G�7�:�� ��7�0C�� #�.� �G!]�� ��~I� ���Q� ���"��3 ����� �m� �� �T�	�  ( O�D j�	�� ��T�_ �� ��Q�� ��7�0@ >

�� >��-��� ?��9�� rD�5 �1 G!]�� ��~I� ���Q� ��5� ( �0�� r$M����0*
�� �� G!]�� ( A�7�� �_�� ��0�� 7�h�.  

w ����� �m� �� �T�	� G�7�:�� ��7�0C�� ��3( �	
 L*1 �0�[��� ��� �G!]�� �D�£ ( ��7�0CV &� �0q� & >0� �
��%��.  

t ����� �m� �� �T�	� G�7�:�� ��7�0C���) (��%� �T�	� G�7�� ��7�0@ O%�, b�cD3 E���� ( �.4 ��7�0CV �0q� #3
G!]� ( ��%� . ��0�\� j@� L*1 b�~��9� �0*D�)� ��1 ��0%��� #3 G7�0C�� ����� �*]� >u)�D d�� G��[� ��%��-�� ���

 B)Q �>��-��� �0~��9� �1 +���]� >.� ��0��� t��8� �*� ��_ ��5�$�� ��7�0@ ^3 ����� �*� #3 >
 �x��~I�
�D�[� ?��9�� N�-��%� . L*1 �0�[��� �� ��m9�� �	
 �� �T�	� G�7�� ��7�0@ G!]�� ( E7�:� ����1 �N�~ ^3 L*1�

����� ���p�%&� Z� ���%� ��7�0@ �£3 : �\F�.�� �[��� ���"� �G!]�� N�5 w�]~ ( O
�]� & �£� 3�E� 8�I ���
!
(pathLenConstraint)F%���� �� Z ��7	7� �����
! (basicConstraints) O�Q �[���� � ��*���� ����!"��)��@�A
��( 

(skip-certificates) ��%��]�� B,�$� �q~ ��q�\� ( �D�@�-*� �)~�:�� (policy-mapping-inhibitpending)  ��8
�� )
 �45# �����(explicit-policy-pending indicators).  

 �_���� Z�Q��� ?��9�� l9\ �� �*% A��e�%� OP��$��� ��7�0CCRL �m� �� �T�	� G�7�� G�~�� G7�0@ N�-��%� �� �
 �����3 .( OP��$�� Z�Q��� b�~��9� �*% A��e�%� �_� ��3CRL �*]*� #�.D ���7�0C�� Z�Q��� U�e�]�� ?��9�� �1 b�9*�¥ 

3 ����� �m� �� �-0���	� ���7�� ��7�0@ ����� �, ���g #3(� �-0�� G�~�� ��~��9�� �� �~�� B. . �Q ������ �	
 (�
 ��7�0C*� ��*:9�� �$� deF%�� �-�$D ¢~ ��-0���	� ���7�:�� ��7�0C�� ��*V �� _�9��� �� ��7�0C�� I-��]� t���

 OP��$*��CRL .	
 (�w �m9�� G7�0@ ( x�*1 �F�:�� ?��9�� ��7�0C�� I-��]� B-��]D ������ � (��)�1�, �$p�� �eF%�� �
 OP��$*�� ��7�0C*� G��~���CRL�*]�� �	
 �0�Q�� d��  . ����� �m� �� �T�	� G�7�:�� G7�0C�� A\�V �_� ������ �	
 (�

w ( OP��$�� L*1 ����Q���� �� r$M�*� �S�-��%� w�*�� >
CRL �� r$M�*� �*�%� ^3 ������ �	
 ( �h�D 7��D & �
7�0C�� �	
 ��~I�G.  

w ����� �m� �� �T�	� G�7�� ��7�0@ G!]�� ( A�7�� �_��( �0*
�� �� �)�0�D�9�.(  
 ������ �/��	� ���= ]��4 C�" $c����� ����? ����� �
��W" I�� ���	�7�� @�"�/8� C0�	�� ���E��8� Q'4e� ������ (? 

Zf
 `�����.  
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2.8  �7	�E��� N	�"� �	0���0 � �	�K7�!  
1.2.8  �	)����  

�%��]��� ?��9�� ����*�� ������� ��)*��� r*���:  
 3(   �.43����� �*]� ����9�� t�H �F�� #D��]�� ����H B���� ( �G7�0C�� � ���/ E��� ( �3 . ���0�

F��� G7�0@ ( B$~ �� �h�~ #_��0C�� Z�Q�� �� r$M�*� U�e�]�� >��-��� ?��9�� �D�
 E��� B$��� G7 .
 �M�M:�� G7�0C�� �1 ��9D >.� �D�0*� ������� �	
 Bp� B-��]D #3 ��7�0C�� N�-��%� U�q\ Z��]D�

G7�0C�� ���:z� >��-��� ?��9�� ��~I� ���Q� Bh3 �� G7�0C�� ����� �*]�.  
w(   Bp� ��9*�¥ ���"� �9*�¥ ��7�0@ �����,� ��9*�¥ ����-1 ����9� G7�0C�� �~�:� #�.D� >-Q��� Z�Q����

?��9�� ��9�� !9�� . G7�0C�� ��$�\� L*1 G7�0C�� B-��]� �1�]D >.� G7�0@ ( B$~ �� �h�~ #_� ���0�
 b�~��9� #3 X��C� #3 G7�0C�� ����� �*]� ���D >.� �3 � �/ ��" Bh3 �� ��� �~�:� �M�M:��

��� ��u� x��-��%� �.4 ^	�� ��~� �
 b�QF�:�.  
t(  #3 �.4���/ E��� ( �3 �D��]�� ����H B���� ( �~�:�� ����9� t�H �F��  . �� �h�~ #_� ���0�

 �9*�e�� ���-��� ����9�� �, f��-���, U�$D ¢~ >��-��� ?��9-*� �D�S� E��� B$��� F��� G7�0@ ( B$~
�9*�¥ ��Q�3 ( B-��]� d��� x]9\ �~�:*� ��,���� .� N�-��%� U�q\ Z��]D� Bp� B-��]D #3 ��7�0C�
�M�M:�� G7�0C�� �1 ��9D >.� �D�0*� ������� �	
.  

7(   ��~I� G�� �1 b���-1 K*�g ����H G��� ( x�*1 �F�:� >��-1 ?��9� B,�$��  ��� ?��9�� U�e�]D
>��-��� ?��9�� .Z�Q��*�  ��� ?��9�� U��e�%� G��� #�.� �>-Q��� Z�Q���� ����9� ���~ (� b���-1 �:Q3 

r$M�*� >��-��� ?��9�� G��� �� . ��
����3 >��-��� ?��9�� N�-��%� �.4 G��� G7�0C�� ��~I� G��� �)��
 ��� ?��9�� N�-��%� G��� >
 G���c��, #�.� & �G��� >
� . �.4 ��e*�  ��� ?��9�� ���� �� �_��

Q���� �� r$M��� #�V #� �xJF��� G��� �� F��� ��� ?��9-*� ��\�\�$�� N�-��%&� G��� E��D Z� . #_� ���0�
 ��� ?��9�� N�-��%� G��� G7�0C�� ( �)� ��&7 �� �h�~.  


(   ZJ� �� �h�~ #_� ���0� �G7�0C*� ��%��% G�1 �0�� r)�� ��m�, ( B-��]� �Q ��7�0C�� A\�V ��
G7�0C�� �%��% �1 ����*�� �)D G7�0C�� ( O.~.  

�(   ��m�S� ��%��% �� +�, ��)�1�, b�\��~3 N�)$�� �.4 �k�/3 �� �m�
 �� G�7�� ��5�$�� G7�0@ ���~ (
�m��.�� . #3 �)D #�, G7�0C�� ��:z� �-]� #3 �� G7�0C�� ����� �*% �1 G�7�� G7�0@ t��8 #_�

� ( k�/3 G7�0@ �%��]� �m��.� x, ����� G7�0C�� ��%��% �� G�~�� G7�0C�� ����� �*% #���
�)~�:�� .��%��]�� B,�$� ��*-��� �	
 L-]��.  

H(   #3 t��� ��	
 B����� �9���� ( G7�y ��7�0@ U�e�]D ^	�� >-Q��� Z�Q���� �3 !9o��� U�q\ B-��]�
#��/µ� #�*-��]�� �
�D�D d�� ����H����� b�$)]� 7�� #3 L*1 b��7�Q #�.D.  

2.2.8  H7���� 8�
% �$;	
�� �� +0�$��� N	�"� 34	56 � CRL  
������� Z%���� N�$~ 7�M��: 

 3(  D�<���� 	�
�� �-�@ E5��  

w(   �-�@ E5�� 	�
��D������  
t(  D	�
��� F�'�
��  

7(  D,*���� 	�
��� F�'�
��  
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(  DG�H� 	�
��� F�'�
�� �5
I  

�(  D���!"�� ������  

H(  �������� �J7���.  

-��]� #3 ��� b�cD3 x��-��%� �.4 ^	�� �*]�� ?��9� �D�
 E��� ��1 �� ���7�0@ ���%�� �
��)�1�, ���%���� �	
 B
 �-P�$�� ( b��%�� ���)�1�,CRL .��7�0C�� >1�\ IV ( ���%���� �	
 N�-��%� �.4� : G7�0C�� ����� �*% ��7�0@

j�_ EI/ L*1 ��D � �� �>P�0��� #��.�� ��7�0@�.  
1.2.2.8  ���E�� N	�"0 ���� S#�0 H7�!  

 �-P�Q Z%�� �3 G7�0@ Z%�� �9:, x��-��%� �.4 ^	�� B$�� �	
 E²��DCRL x���e�%� w�*�� >��-��� ?��9�� �D�� �
 �-P�$�� �	
 �3 G7�0C�� �	
 L*1 Z�Q���� �� r$M�*�CRL . ����� �*% l9\ �0*-��]� d�� ����9�� f��� �� �{.4 �
�

�0C�� G7)bIp� ����9�� ��8 ��1 .(>*D �-V B$�� �	
 E���D�:  

 authorityKeyIdentifier EXTENSION ::= { 
  SYNTAX   AuthorityKeyIdentifier 
  IDENTIFIED BY   id-ce-authorityKeyIdentifier } 

 AuthorityKeyIdentifier ::= SEQUENCE { 
  keyIdentifier    [0] KeyIdentifier    OPTIONAL, 
  authorityCertIssuer   [1] GeneralNames    OPTIONAL, 
  authorityCertSerialNumber [2] CertificateSerialNumber   OPTIONAL } 
  ( WITH COMPONENTS   {..., authorityCertIssuer PRESENT,  
       authorityCertSerialNumber PRESENT} | 
   WITH COMPONENTS  {..., authorityCertIssuer ABSENT, 
       authorityCertSerialNumber ABSENT} ) 

 KeyIdentifier ::= OCTET STRING 

 �\F�.�� ( ?��9-*� �D�� �D�
 E��� ?��9�� �D�8 �.4� N	�"� ���� S#�0(keyIdentifier) G7�0@ �D�
 KD���, �3 �
 ?��9-*�) �\F�.�� ( G7�0C�� ��:�� �F�)� 34	5B�� 31�]� ���E��(authorityCertIssuer) ( G7�0C�� B]*]� OQ�� 
 �\�.��F<1  34	5B�� ���7 *E�E!(authorityCertSerialNumber) �D�
 KD���,� ?��9-*� �D�:�� �D�S� E��� �3 �

b��� ?��9-*� G7�0@ . �-P�$�� �3 G7�0C�� ��:�� L*1 �� ��D�S� KD��� I.@ U�e�%� �_��CRL �-£3 �� �V��D #3 
#�$]F�� .�� �*% ����9� �D�
 ������ Z�� �, b���~� ?��9�� �D�
 E��� #�.D #3 ��� �-P�$�� �3 G7�0C�� ���CRL 

Z%���� L*1 �D���� . N�.@3 Z�� �[��� L*1 b��7�Q #�.D #3 Z%���� �	
 �-��D ^	�� 	�9���� �� �*D &� G7�h��� ��³��
 �\F�.�� (s0g] ���E�� 34	56 1�(authorityCertIssuer)) . G�$9�� �q\�1.2.3.8 aY #�C, �I�:9�*�  �0	��� v	wd�

(GeneralNames)(.  
 t�H BV EF��D �® ���7�0C*� B]*]��� U�Q�3 7��%�, G7�0C�� ����� ��*% U�$�)G7�0C�� B]*]� OQ�� ��:z�� (

�
D!" & G��~� G7�0@ � . B.C�� U��e�%� �.4� N	�"� ���� S#�0(keyIdentifier) ����� �*% ��7�0@ ��$�\& 
G!]�� ��C\� ����3 G7�0C�� .4 &� t�f�� U��e�%� �.34	5B�� 31�]� ���E��� ���E�� *E�E! F<1 B�c9� #��)� &� 

G!]�� ��C\� ����3 �
!" L*1 ��7�0C�� k�~�.  
b�-P�7 t�~ !" Z%���� �	
 #�.D�.  

2.2.2.8  o%	]�� N	�"0 ���� S#�0 H7�!  
x�*1 ��:�� >��-��� ?��9�� B$�� �	
 7�� .9�� f��� �� �{.4 �
� �~�:�� l9\ �0*-��]D d�� ����) ����9�� ��8 ��1

bIp� .(>*D �-V B$�� �	
 EF��D�:  
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 subjectKeyIdentifier EXTENSION ::= { 
  SYNTAX   SubjectKeyIdentifier 
  IDENTIFIED BY   id-ce-subjectKeyIdentifier } 

 SubjectKeyIdentifier ::= KeyIdentifier 

�� #�.D #3 ���x� B-��]D ^	�� �~�:�� ����9� �D�
 ������ Z�� �, b���~� ?��9�� �D�
 E� . Z%���� �	
 #�.D�
b�-P�7 t�~ !".  

3.2.2.8  N	�"� 8	$��7� H7�!  
x� G7�0C�� ����z3 ^	�� Z�f�� N�-��%&� �D�� B$�� �	
 E��D . �%��]�� �)], Z�f�� N�-��%I� r~& ���$� ¹�� �Q�

G�-���� .k�/3 �9���� ( �3 �$1 ( �3 G7�0C�� �%��% KD��� ( �%��]�� �	
 L*1 ��D �Q� . >u*� &3 �� j�_ Z��
 N�' ( ��, x�F�)� ^	�� ���$��� �� �%��% N	�"� 8	$��7�(KeyUsage) U��e�%�, �-]� #3 �� G7�0@ �%��]� �.4 & ^3 �

 #�V #� �>-Q� Z�Q��V G7�0@ N	�"� 8	$��7�)D?��9� ��9��V &� B-��]� &3 >u)�D �£3 �.  
 ����� �-�Q ��$�\��N	�"� 8	$��7> E��5�� #3 L*1 �N�:�&� B~��� k�~� ( ���&7 x��_ �® B.CD & �� G7�0@ ( 

bIp� rP����� k�~� Z�Q�� ��1 ^3 ���$�\&� �	S b�$)5 B-�� �*������ .5�� Z��]� d�� rP����, KD������ �V��C�� E��
 N�:�&� �� ����� �*~�� #�C, �0��\ �1 !)��*� �S�-��%�)����� �*~��� �	
 k��M� U�f��&� ^3( ��\ t��/ Z$D �

G7���� rP��5 ���
 #�.� #3 ZQ���� �� �.�� ��	
 B����� �9���� . #�� ���7�0C�� k�~� k��y N�-��%� �.-�� ���
�%��% Bp� �j�	, L��D & #�VZ�Q���� �� �D�u�� �� G��@À� �G7�0C��  . ����� ��1 �*��~ G��@R� A\�V �� j�_ Z��

 ������ �1 �D�:��� #�, BP�$�� �*��� Å*D & �Q G7�0C�� k��� N�-��%&� �	
 Bp� #�� �G7�0C�� ����� �*% �� G7�0C��
 k�h �QZ�Q����, Z{Q��� x�� U�Q ^	�� AQ��� (.  

� #3 �.4� Z%���� �� �*~�� ( ���, G�1 ��$�\� ¹�N	�"� 8	$��7�. ��, BV 2�� ( !uD &3 �� ���, G�1 ��$�\�� 
���)�� �1�-' �0��)� d�� ���"�� Z�-[ �S�-��%� �.4 G7�0C�� #3 L*1 N�D #3 �� x�.�� ��
�~�� . ���, G�1 ��$�\��

���5�¥ L*1 ^��D �Q . rM*�� r{��D�I���%� >*D �-V B$�� �	
 E��D� ����5�e�� �	S b�J�:  

 keyUsage EXTENSION ::= { 
  SYNTAX   KeyUsage 
  IDENTIFIED BY   id-ce-keyUsage } 

 KeyUsage ::= BIT STRING { 
  digitalSignature   (0), 
  contentCommitment  (1), 
  keyEncipherment   (2), 
  dataEncipherment  (3), 
  keyAgreement    (4), 
  keyCertSign    (5), 
  cRLSign     (6), 
  encipherOnly   (7), 
  decipherOnly   (8) } 

 a-��� ���, N�-��%�� N	�"� 8	$��7�(KeyUsage)>*D �-V �
 :  
 3(   +$<#�� H�<����(digitalSignature): �%� ���/ ( �*-��]�� ��-Q��� ����Q���� �� r$M�*� �3 #��.�� #�$�

� ���:z�� #�$��%� ���/ (/=��*��.��� ���/ ( �3  
w(   ����	� G�n��>�(contentCommitment): #3 �1 w��1R� �� >��� d�� ��-Q��� ����Q���� �� r$M�*� 

x�Q�D ^	�� k���� N�)$, Uf�*� Z{Q��� .} #3 �.4 ��7�-�1& G7�0C�� B-��]� ^	�� U�f��&� aY� ( Zc
bIp� G7�0C�� �%��% v1 �G7�0C�� ����� �*% �0J�9� �����$�� B)$�]�� . ZÆQ��� U�f��� aY #��)� �.4�

 a)c��,<" x�*1 �F��� Zh�� " �3"X�)��&� �F�\ Z� " < ��Q��� �$����� ( ^3 �x��Q�� ^��[� k���� ( 
��{Q��� ����JR� ����*��� +�, ( �3 �T�	,.  
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  �� ��, G���c��, 7�� &3 �� �b��-Q� ��{Q�� �*���� v��D k���� N�)$, U�f��&� Z�Q�� #�V �+$<#�� H�<���� ( 
G7�0C�� .x�*1 ZÇQ��� k���� ( Z{Q��� x, �0�� ^	�� U�f��&� �D�% ( ���� & �£�� ��7�� �_��.  

   ��, �� N�� #3 ��� �� l�� x\3 �~ID�� 8	$��7�N	�"  �D�
 E��� U��e�%�, L�#�� G�D
(nonRepudiation) . j�_ Z������� �D�0*� EF���� �	
 U��e�%� #�� . �D�S� E��� �1 �q��� E�:,�

 #�� �U�e�]��-V L$)� ��)�� �	
 �&&7=�	
 B����� �9���� ( G7�y >
 �  
t(   N	�"� �"V(keyEncipherment):�
!" �3 ����9�� !9� =bIp� ����9�� B$�� ������� ����*��� ��   
7(   �	���� �"V(dataEncipherment) : �� �
��% �3 ����9�� !" �.�� �B-��]�� ����� !9�

t G�$9�� ( ��V	� �
 �-V ������� ����*��� (=�I13  

(   N	�"� R	"!�(keyAgreement) :>��-1 ?��9� #�C, ?��9� ��9��V B-��]D=  
�(  H�<�!  N	�"� 34	56(keyCertSign) : G7�0C�� ����� �*% Z�Q�� �� r$M�*�G7�0C�� L*1.  

   ��, t��7R �h�~ I� �G7�0C�� ����� �*% �� �
���M� b���f��� v��D G7�0C�� Z�Q�� #�V ��� H�<����
+$<#�� ��, &� ����	� G�n��>�( G7�0C��  .*V �3 �0�� ^3 Ah�73 �_�� �D�% ( ���D & j�_ #�� ��°��

ZQF��� x, �0�� ^	�� U�f��&�=G7�0C�� L*1   
H(   �$;	
�� H�<�!cRL (cRLSign): OP��$�� L*1 �*]�� Z�Q�� �� r$M�*� CRL.  

   �-P�$�� Z�Q�� #�V ���CRL �-P�$�� ��:�� �� �
���M� b���f��� v��D CRL ��, t��7R �h�~ I� � H�<����
+$<#�� � ��, &����	� G�n��>�G7�0C�� (  . �D�% ( ���D & j�_ #�� ��°��*V �3 �0�� ^3 Ah�73 �_��

 �-P�$�� L*1 ZQF��� x, �0�� ^	�� U�f��&�CRL=  
?(   c
� �"V(encipherOnly): ����1 ������� !9o�� b��:~ B-��]D >��-1 ?��9� #�C, ?��9�� ��9�� 

 ��, #�.�	�"� R	"!�N b�cD3 �h��� )k�/�� ?��9�� N�-��%� ��, t��� ����1 �b�7�y 2��� #�.D &(=  
X(   c
� �"J��� ��(decipherOnly) : ������� !9� j9� b��:~ B-��]D >��-1 ?��9� #�C, ?��9�� ��9��

 ��, #�.� ����1N	�"� R	"!� b�cD3 �h��� ) ��, t��� ����1 �b�7�y 2��� #�.D &k�/�� ?��9�� N�-��%�.(  
r�)��� ( &�-��%� �%��D ���)�� F̂ 3 �)� #3 r�)��� ��9���� >u)�D� : ��,+$<#�� H�<���� ��, U3 ����	� G�n��>�. �_�� 

 G7�0C, x��Q�� O1�D #3� Z{Q�D #3 r�)��� L*1 �� �k����, U�f��&� #�C, Z{Q��� ��\ E��D & Z�Q���� r�)� #�V Ah�73
 ��, �0��+$<#�� H�<���� Z%���� ( N	�"� 8	$��7�G7�0C�� �	S .  

 ��, a$� �0�� Ah�73 G7�0@ U��e�%�, >-Q��� Z�Q���� �� r$M��� k�h ��� ¢~X+$<#�� H�<���� k�/3 B���1 ��*� �$� 
 ��, a$� �0�� Ah�73 G7�0@ U��e�%�, >-Q��� Z�Q���� �� r$M��� �1 �h��/	� G�n��>�����. B���1 Z{Q��� B-��]D �$� 

x�{Q� ^	�� k����, x��f��� �1 Zh���D >.� ��h��/.  
 ��)�� B-��]�� H�<�!N	�"� 34	56G7�0C�� ����� �*% ��7�0@ ( a$�  . #�V �_��N	�"� 8	$��7� L*1 b�1�J��  H�<�!
N	�"� 34	56 �\F�.�� �-�Q #�� �cA) G7�0C�� ����� �*% (�� �� ZF%�� ��7	7d� �����
���(basicConstraints)  ��

 L*1 ZJ�� #3"�)P�� ." ( ��F��� k�/3 ���, b�cD3 B-��]� #3 G7�0C�� ����� �*% Z��]�� N	�"� 8	$��7�
(KeyUsage) Bp� �+$<#�� H�<����a�� L*1 �D��7R� �I���-*� ��*��.���� #�$��%&� ��$�� .  

�� �	
 #�.D #3 �.4�G7�0C�� ���:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%��.  
 �x, E���D ��7�0C�� N�-�%� U�q\ �.�� t�~ !" b���%�� Z%���� #�V �_� �3 �t�~ x\�, b���%�� Z%���� #�V �_��

�*,�$�� ?��9�� N�-��%� ��, x*h3 �� Ah�73 ^	�� ��u*� a$� G7�0C�� B-��]� .�, b���%�� Z%���� #�V �_� ��3 !" x\
ZF%���� �	
 B
�� 	P��1 �� �x, E���D & ��7�0C�� N�-��%� U�q\� �t�~ . #3 L*1 N�� �9:�� L*1 �1�J��� ��)���
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��u�� �	S F��� !" ?��9�� . �	
 #�V �_�� b�F��� ?��9�� #�.D ��9:�� L*1 �1�J�� k�/�� ���)�� Z��� b�7�h�� Z%����
�� !" k�/�� ���"�� +�)��I13 G7���� ���".  

4.2.2.8  HK7�� N	�"� 8	$��7� HK7�!  
 ��%�%�� ���"�� �� ���J� �x�*1 �F�:�� >��-��� ?��9�� �S B-��]D #3 �.4 d�� ���"�� �3 ��u�� B$�� �	
 �)D

���"�� �	
 �� b&�, �3 �?��9�� N�-��%� ZF%�� N�' ( ���)�� .*D �-V r�� �	
 E��D�>:  

 extKeyUsage EXTENSION ::= { 
  SYNTAX   SEQUENCE SIZE (1..MAX) OF KeyPurposeId 
  IDENTIFIED BY  id-ce-extKeyUsage } 

 KeyPurposeId ::= OBJECT IDENTIFIER 

 �D�S� E��� �0���e�%�, ZF%�� ?��9� N�-��%� ^3 �1 #I1R� G7�0C�� ����� �*% Z��]�"� 8	$��7� HK7�! N	�
 HK7��(anyExtendedKeyUsage) ��J��� �D�
 ������ L*1 ^��8 G7�0@ ����� �� G7�0C�� ����� �*% �{.4 �� �
(OID)�	
 ?��9�� �&�-��%&  . EF���� �	
 t��7� #�� �?��9�� N�-��%� ���$� �� >��D Z%��� ?��9�� N�-��%� #�V �_��

���$��� �	
 BDfD ��J��� �D��.  
anyExtendedKeyUsage  OBJECT IDENTIFIER  ::= { 2 5 29 37 0 }[S9] 

�0h��8 >
 �?��9�� N�-��%& b�J��"3 7�8 #3 �m�
 ^� �.4 . ���"�� �	� KD���*� �*-��]�� ��J��� �D�
 �������
 �����*� b�$�� �
7��%� O�DITU-T X.660 |  ������ISO/IEC 9834-1.  


 #�.D #3 �.4� Z%���� �	�� �D�$� �]~ �t�~ !" �3 b�h�~G7�0C�� ��:.  
 Z%���� #�V �_���F�)�� ���"�� �� �~��� a$� G7�0C�� B-��]� �t�~ x\�, b���%��.  

 �.4� �?��9�� N�-��%& ��Q���� ���"�� �3 ��u�� L*1 	P��1 N�D �0� �t�~ !" x\�, b���%�� Z%���� #�V �_��
�� 7��R x��-��%��� #��V �0.*�4 d�� ��7�0C�� �3 ����9�� �, �� �M�M:�� G7�0C�� �3 ��M:�� ?��9 . �	
 #�V �_��

 �ZF%���� a-�, ��7�0C�� N�-��%� U�q\ E��1�� �b�7�h�� Z%����HK7�� N	�"� 8	$��7� N�-��%� U�q\ L*1 �� �x[�1� 
 �~��� a$� G7�0C�� B-��]� #3 L*1 �V�D #3 ��7�0C�� ��F�)�� ���"�� ��) #3 ��7�0C*� �*-��]�� ��$�)�*� �.4

)Q r�)��� Z��]D >.� �F��� ��" ���� �*�G7�0C�� N�.(  
 �t��� ZF%��� ?��9�� N�-��%� B$~� t��� ?��9�� N�-��%� B$~ =b��� �*$~ L*1 ^��8 ��7�0C�� k�~� A\�V �_��

&� �G�~ L*1 BV ����`� IV ¼��D�-0�*V ���`� Z� r]F�� ��u� &� G7�0C�� B-��]�  . r]�� ��1 ���
 �.D � �_��
��" ^� G7�0C�� B-��]� & ��-0�*V ���`� Z�.  

ZF%��� ?��9�� N�-��%� ZF%�� �0�*1 B-�CD #3 �.4 d�� ������� ?��9�� ���"3 �9����� �	
 7�8� . k�/3 ���"3 ���
�
0�*1 B-�CD #3 �.4 Bp� �k�/3 ��9���� ( ����� >
 �Z%���� �	
 �IETF RFC 3280.  

keyPurposes   OBJECT IDENTIFIER  ::= {ds 38 1} 

5.2.2.8  Y	Z� N	�"� 8	$��7� 3#�� HK7�!  
x�*1 �F�:�� >��-��� ?��9-*� B,�$��  ��� ?��9�� N�-��%� G��� B$�� �	
 �)D .���� ����9� L*1 &� r)�D &� Z�Q

>-Q��� .>*D �-V B$�� �	
 7�M�D�:  
 privateKeyUsagePeriod EXTENSION ::= { 
  SYNTAX   PrivateKeyUsagePeriod 
  IDENTIFIED BY  id-ce-privateKeyUsagePeriod } 

 PrivateKeyUsagePeriod ::= SEQUENCE { 
  notBefore [0] GeneralizedTime OPTIONAL, 
  notAfter [1] GeneralizedTime OPTIONAL } 
  ( WITH COMPONENTS {..., notBefore PRESENT} | 
  WITH COMPONENTS  {..., notAfter PRESENT} ) 
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 �\F�.�� N��*)< ��� (notBefore)Z�Q��*�  �/ ?��9� N�-��%� �-0�� �.4 AQ�� »D��� �.,3 L*1  . �\F�.�� A\�V �_��
*)< �����
 #�.� & �G7�h�� !"  ��� ?��9�� N�-��%� ��~I� G��� 3�)� ¢� L*1 N�� ���*�� ^3 � . �\F�.�� N���
 ��� ���(notAfter)Z�Q��*�  �/ ?��9� N�-��%� �-0�� �.4 AQ�� »D��� �/W L*1  . �\F�.�� A\�V �_����� ��� !" 

�� N�-��%� ��~I� G��� >0��� ¢� L*1 N�� ���*�� ^3 ���
 #�.� & �G7�h�� ��� ?��9.  
b�-P�7 t�~ !" Z%���� �	
 #�.D�.  

 �����1 �  ���� ����	
� �� ������ ������ ��	�� ����� �	���� ���� �� ����! "�#� ������ $����%� �	��& ���� '�(� ') �(*
�+��,� �	��& .	-��� "�#� ������ $����%� ���� '�(� /��-�� 0	-��� 1	���� 23 ������ ������ $����%� ���� �� ���� ��-) 0

456��.  
 �����2 �  ������ 7��� 8
9: /456�� ;��<= >-3 ?� �@�A:= �B C �+��,� ') �� 456�D ') /��-E 0	-�� �� 456��� +�E) �F=

456�� >-3 ?� ������ ������ ��G�- >�H �� �I��� �+��,� '�(� ') 8B /�AJ� .:3 �+��,� �	��& ����� ') ��) 3)
L�+��,� ( NG��5� ����D ') /0	-��� �� 456��� 0	A�9D O /����� �����CRL�AJ� 7��� �� PQ�
� �� .  

6.2.2.8  34	5B�� �	7	�7 HK7�!  
7�0C�� L*1 r)�� d��� G��:z�� G7�0C�� ����� �*% �� E��� d�� G7�0C�� ��%��% B$�� �	
 7F��D �0�� 7F��D� �G

G7�0C�� ��%��], �*:��� ^����/&� K����� �1 ����*��� . G!]� ��~I� �D�8 ( G7�0C�� ��%��% �-P�Q B-��]��
 ��)�� ( ?��C� �
 �-V ���7�0C�� ����R10 . ����� G!]� ¼��D ^	�� ���hR� ( B-��]�� & �D����/&� ��9������

�� ��9����� #� B, �G7�0C�� L*1 G�1�]-*� j�_� �G7�0C�� B-��]D ^	�� r�)�*� U�$�� ���*-��� �	
 t��\ �� >
 �F���
 B-��]� �9*�¥ ��$�)�, r*��� G7�0C*� �9*�e�� ��%��]��� ����� �*����� �	S �)%��� >
 ���� G!]� A\�V �_� �� �D�$�

x�*1 �F�:�� ?��9�� .��V G7�0@ ( Z%���� �	
 7�h� N�D� ���� G7�0C�� �	
 #�.� d�� G7�0C�� ��%��% L*1 >P�£ #
�S . G7�0C�� ��%��% L*1 k�/3 G7�0@ ����� �*% �� G7�0@ ����� �*% �
��:� G7�0@ ( Z%���� �	
 7�h� N�D�

�S ���� #�.� #3 G7�0C�� �	
 L*1 �D���� G7�0C�� ����� ��!]� �.4 d�� .D �-V B$�� �	
 EF��D�>*:  

 certificatePolicies EXTENSION ::= { 
  SYNTAX   CertificatePoliciesSyntax 
  IDENTIFIED BY   id-ce-certificatePolicies } 

 CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation 

 PolicyInformation ::= SEQUENCE { 
  policyIdentifier  CertPolicyId, 
  policyQualifiers  SEQUENCE SIZE (1..MAX) OF  
        PolicyQualifierInfo OPTIONAL } 

 CertPolicyId ::= OBJECT IDENTIFIER 

 PolicyQualifierInfo ::= SEQUENCE { 
  policyQualifierId  CERT-POLICY-QUALIFIER.&id  
       ({SupportedPolicyQualifiers}), 
  qualifier   CERT-POLICY-QUALIFIER.&Qualifier  
       ({SupportedPolicyQualifiers}{@policyQualifierId}) 
       OPTIONAL } 

 SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= { ... } 

 a-��� �� �-�Q� �7	�E�� �	0���0(PolicyInformation) G7�0@ �%��% #�C, �0*$��� K����� ����*�� �D�
 EF��� 
G�~�� . �\F�.�� ^��8� �7	�E�� ���� S#�0(policyIdentifier) �\F�.�� ^��8 �-��, �G7�0@ ��%��]� �D�S� E��� L*1 

 �7	�E�� �	"���(policyQualifiers)  O�Q L*1�:���� �	S �%��]�� ��9���.  
G7�0C�� ���:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4�.  
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 �0J�9� d�� �1��$*� b�$)5� ���"¾� &� B-��]� {&3 �� G7�0C�� #3 L*1 N�D �0� �t�~ x\�, b���%�� Z%���� #�V �_�
���)�� G7�0C�� ��%��% �� G�~�� .�1��Q �*�� �Q� �-�Q ¼��D #3 ��7�0C�� N�-��%� U�q\ �� ����� ��%��]�� k�~� 

 �/ w�*%�, K�����.  
G7F���� ��%��]��, G���c��, G7�0C�� N�-��%� �F�$D & Z%���� �	
 N�-��%� #�� �t�~ !" x\�, b���%�� Z%���� #�V �_�� .

]D >.� ����� �%��% 7�h� �*D #3 G7�0C�� B-��]� Z��]D j�_ Z�� G7�0C�� B-��) ��)�� �q\�10 .( �]~ �.4�
�0*
�� �3 �%��]�� ��9��� �[��� �G7�0C�� B-��]� �D�$�.  

G7�0C�� ��%��% ��9��� �� �3 G7�0C�� ��%��% �� ��0h��8 >
 �b�5�Y3 7�8 #3 �m�
 ^� �.4� . �D�
 �������
G7�0C�� ��%��% �� X�Y�� �	� KD���*� �*-��]�� ��J���b�$�� �
7��%� O�D G7�0C�� ��%��% ��9����   �����*�

ITU-T X.660 | ������ ISO/IEC 9834-1 . �D�S� E��� L*1 �V�� #3 G7�0C�� ����� �*]� �.4� �7	�7 W�
(anyPolicy)�*-��� ��%��]�� Z�-[ G7�0@ ( �0�$� Zc� >.� � .�	
 L*1 �D�S� KD��� r�)� �� �h��� �� b��q\� �-�$�� 

 �	
 ( ��]D &� �9����� �	
 ( 7��� ���J��� �D�� EF���� �	
 7��%� #�� ��m�)�� �3 r�)��� �1 �q��� E�:, ������
G7�0C*� ���/ ��%��% Bh3 �� ��J��� �D�� E��� ^3 �9����� . 7�� ^	�� #��.�� �����]� L*1 Z$D 7��%R� �	
�

G7�0C�� �%��%.  

 anyPolicy  OBJECT IDENTIFIER  ::=  { 2 5 29 32 0 } 

 �D�� E���� �%��]*� K��� ^3 �M:D &3 >u)�D� �7	�7 W�(anyPolicy).  
 f������ �� ����� ��J��� K�� U�e�]D�ASN.1( G7�0C�� ��%��% ��9��� X�Y3 KD��� : 

 CERT-POLICY-QUALIFIER ::= CLASS { 
  &id   OBJECT IDENTIFIER UNIQUE, 
  &Qualifier   OPTIONAL } 
 WITH SYNTAX { 
  POLICY-QUALIFIER-ID &id 
  [QUALIFIER-TYPE &Qualifier] } 

L*1 �%��]�� K��� aY KD��� B-�CD #3 ���:  
<  =�*-��� O�$*� �&��� k���� �1 #I1�  
<  �0C�� ��%��% Z%�� ( �0qD #3 �.4 K����� �D�
 EF��� #�V �_� �-1 ��&7 x)M:� #3 #�7 �� G7

����� �	
 Bp� r*���� �&��� k���� 	P��1 x�� �0qD #3� ��-�Q.  
 ������ R	���� �� �� S�AT UE�
���: �� V&�3 �D�W �(* ASN.1 . X��� V	&��: Y&�D ��	
�� �����(OCTET STRING)� 

�	%�%) �E��: Z���9	% V&��� ') 0-��D �����[	 L�5	
A� 0� \�,� ]� VG�^3 �@  2  R	����ASN.1 . ��9�% ��	- _G��� Z%��3
 L�`�ab�(OCTET STRING) 2  R	����ASN.1�%�	9� ���� c���� �� �d	@� U+�W ��A&� ef S�5�3 ���,� V&�� S��	- /.  

7.2.2.8  �	7	�E�� �C�	
! HK7�!  
 ����� �*% ��7�0C� &� B-��]D & ^	�� B$�� �	
 G7�0@ ��%��% �� G�~�� #3 �F�)D #3 G7�0C�� ���:z� ���D �G7�0C��

 k�/3 G7�0@ �%��]� �m��.� �G7�0C�� �	
 L*1 ^��8 G7�0@ ����� G!]� B-��]� ���"� ��
��)�1� �.4 ���:z��
�)~�:�� ����R� �*% #���� ( �*-��]� .>*D �-V B$�� �	
 E��D�:  

 policyMappings EXTENSION ::= { 
  SYNTAX   PolicyMappingsSyntax 
  IDENTIFIED BY   id-ce-policyMappings } 

 PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE { 
  issuerDomainPolicy  CertPolicyId, 
  subjectDomainPolicy CertPolicyId } 
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 �\F�.�� N�� 1�g]t� =���0 �7	�7(issuerDomainPolicy) G7�0C�� ����� �*% #���� ( �� E���D G7�0@ �%��% L*1 
 �\F�.�� ( ��F�)�� G7�0C�� �%��]� �m��.� �
��)�1� �.4� �G���:z�� o%	]�� =���0 �7	�7(subjectDomainPolicy) d�� 

�)~�:�� G7�0C�� ����� �*% #���� ( �� E���D.  
� ��%��]�� B,�$� ^�� & ����� �-�$�� Z� �7	�7 Wd(anyPolicy)�0��� &� �0�� & �.  

G7�0C�� ���:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4� . j�_ !" ( x\� �b�h�~ #�.D #�, L��D�
G���:z�� ����R� �*% X���@� b�M�M� b�!]9� �]9D #3 G7�0C�� B-��]� Z��]D & �Q.  

 �����1 � ��D �� L�%�	9� Z:�5� ��g�) �� . Y��� �%�	% ��6��� L�DO�� ���(I '�(D �-"���i 0� �E�j��" '�(D �- ��i /
 Y��� �%�	% �D��(� ���(6�"��6��� L�DO�� 0� �E�j�� ."'��+�k '��%�	9� '���l3/ 3 �(* �(3 /������ �E��: '������� �m��D�l

I� n: ����� Z�o ') 7��pf '��%�	9� '���l ��q��� ����- ��q /+3�I� ��: �� r= �+��,� E��&= s\9� 0	%�� $�
5 n���(
	����.  

 �����2 � �
%���� L�E��5� F�t�: n��!3 nA	,` n�^�� u���v�3 /���� �DE�+= ���� L�5�` L�%�	9� Z:�5� ����9D . S���� Zw�D3
��,� L�%�	% Y�� ����O�L�%�	9� Z:�5� 4	
A� �� SO�: /0%3) ��A` Y�� x�J�9� �i . Zw�f� �� '�(D �yE /4:�9� $�g�� ���

�	��,� �(D��) 2 �E�j�� �i��,� �%�	% Y�� ����O� ZDH�z�3 ���i3 ��6��� L�DO��.  
 �����3 � � L�d	
� Y�� /S�	��� L�%�	9� Z:�5� $����%� ���5D ') 0-���� ��S��< �A	9: �{�%�	% L�`��= '�(� �� �+�|.  

3.8  g]t� �	0���0 � �	�K7�!o%	]��� 1�  
1.3.8  �	)����  

��� r*����0)~��� G7�0C�� ���:�� ����, ������� ��)*:  
 3(  v�� ��³3 �0�� ���³�� �� �1���� b&�.@3 B-8 ���$�)� ( N�-��%I� �*,�Q #�.� #3 G7�0C�� t��8 �D

 O*�]��� B%��� �D���1� �A\��\R� ( �D7���� ��³3� �A\��\R� L*1 ����.�R�X.400 E��5�� ��³3� �
 ����.�R� ������ N7�)� ( �V��C��(EDI) . ��³3 �\���� �$D�, a)��� #3 ^���c�� �� ��)D j�	�

Q �3 G7�0@ ���:�� �3 G7�0@ �~�:, ��1���� �S�.@3 �G7���� �-P�CRL.  
w(   ����� ¢~ ��~�� �1 �D�S� E��� ����*�� +�, �\���� �$D�, E��D #3 G7�0@ B-��]� t��� ���

7�:$�� �>C�� �3 �eC�� �
 �~�:�� #�, �$p�� xD�� . Bp� ����*�� bIp� �*«�� �$� �3 ^�Dv�� #������
�����"���� G��� �3 �V�@ ( �9����� .�*��� �	
 B�p� �.4 �B��7 ( b����\ �0�9:, �)%��� �$D�, ���

fF�-�� O%&� �� b��fh G���c��, B{.C� & ������ �	
 �.�� . G7�0@ ( B$~ ZJ� �� ���� t��� x�*1�
f�F-�� O%&� ( G7����� ������ !" B��7 ���\ B$�D.  

2.3.8   �$;	
��� 34	5B�� H7�! 8�
%CRL  
�� Z%���� ��$~ >*D �-�� EF��������:  

 3(  D������ 6-�7 +��  

w(  D����K'�� 6-�7 +��  
t(  ������ 6����� ����.  

 �-P�$*� ZF%��V b�cD3 x��-��%� �.4 ^	�� ��:�-*� BD�)�� O%&� ��1 �� �G7�0C*� ���F%��V &� N�$�� �	
 B-��]� &
CRL .G7�0C�� ����� �*% ��7�0@ ( �h�� #3 �0�.4 �G7�0C*� ���%�� �0�9:,�>P�0��� #��.�� ��7�0@ (� .  
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1.2.3.8  o%	]�� *��)�� F7>� H7�!  
 �#��V �� 7��� d�� ��1����� ��³�� N�.@3 �� B.@ ^3 U�e�]� ���³3 L*1 �3 �~�� BD�, O%� L*1 B$�� �	
 ^���

�F�:� >��-1 ?��9� G7�0C�� ����� �*% x,�� .>*D �-V B$�� �	
 EF��D�:  

 subjectAltName EXTENSION ::= { 
  SYNTAX   GeneralNames 
  IDENTIFIED BY  id-ce-subjectAltName } 

 GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName 

 GeneralName ::= CHOICE { 
  otherName     [0]  INSTANCE OF OTHER-NAME, 
  rfc822Name    [1]  IA5String, 
  dNSName     [2]  IA5String, 
  x400Address    [3]  ORAddress, 
  directoryName    [4]  Name, 
  ediPartyName    [5]  EDIPartyName, 
  uniformResourceIdentifier [6]  IA5String, 
  iPAddress     [7]  OCTET STRING, 
  registeredID    [8]  OBJECT IDENTIFIER } 

 OTHER-NAME ::= TYPE-IDENTIFIER 

 EDIPartyName ::= SEQUENCE { 
  nameAssigner  [0]  DirectoryString {ub-name} OPTIONAL, 
  partyName   [1]  DirectoryString {ub-name} } 

 a-��� ( BP��)�� O�Q G	��� F7>�(GeneralName) ������� �1����� N�.@�� �S ��³3 >
:  
<   #��� F7>�(otherName) ����*��� ��1�J�� K�:�  r,�-V EF��� �#�V B.@ ^3 �� O%� �
 

(OTHER-NAME)=  
<  rfc822Name �**� b�$)5 EF��� �A\��\R� L*1 ����.�� �D�, #���1 �
 RFC 822=A\��\R� (   
<  dNSName �**� b�$)5 EF��� �A\��\R� ( #���� O%� �
 RFC 1035=A\��\R� (   
<  x400Address�
 N�%�� #���1 / �����*� b�$)5 EF��� �UI�%�ITU-T X.411 | ������ ISO/IEC 10021-4=  
<   *����� � F7�(directoryName)  �����*� b�$)5 EF��� �B����� ( O%� �
ITU-T X.501 | ������ 

ISO/IEC 9594-2=  
<   ��#���@� �	���� 84	)! � [#�B� S#��� F7�(ediPartyName)� �
  �, x*.@ L*1 r9�� O%

 ( �V��C�� E��5��L�5
M�N� ���<��� F��O� (EDI)N�:�&� ( �)"�����  . �\F�.�� E�F��� F7>� ��.gEs0
(nameAssigner) �\F�.�� ( G7�h��� ��³¾� G��~� b�-�Q ��]� d�� �*]�� �D�
  [#�B� S#��� F7�

(partyName)=  
<  uniformResourceIdentifier �
  +8
P�� ����� �-�@ E*5�� ������� �D��� �.)C�(www) EF��� �
� �

 �**� b�$)5RFC 1630=A\��\R� (   
<  iPAddress �**� b�$)5 EF��� �A\��\R� N�V����, ( #���1 �
 RFC 791 ���)�1�, Bp4� �A\��\R� ( 

=������� �*]*%  
<  registeredID��J�� ^� �D�
 EF��� �
  �����*� b�$)5 BFo]� ITU-T X.660 | ������ ISO/IEC 9834-1.  

 aY ( B-��]� O%� B.@ B.� ����
 #�.�% G	��� F7>�(GeneralName) EF���D #3 �-cD ���³�� B�o]�� U�q\ �
�-0�*V G7�0C�� B-��]�� G7�0C�� ���:z� �~�� ±#��V ¬�D�
 l)� #�7 B-��]�� O%&�.  
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 #�.D #3 �.4���%��� ���:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� � . Z%���� �	
 �-��D ^	�� 	�9���� �� �*D &�
��³�� N�.@3 Z�� �[��� L*1 b��7�Q #�.D #3 . �� BQ�� L*1 �~��, E����D #3 �� �t�~ x\�, b���%�� Z%���� #�V �_��

� #3 �� &�� �¼���D #3� G7�h��� ��³�� N�.@3���� !" G7�0C�� v�� . U�q�� �-]D �r,�]�� ���$��� �	
 �\�h ���
�-��� !" �3 x, E���� !" x*.@ �O%� ^3 B
�o�D #3 ��7�0C�� N�-��%� . ( �~�:�� B$~ #3 �� b��q\ �L��D �-V

t�~ !" B$�� �	
 v��D #3 �l)� #�7 �~�:�� EF��D B����� ( 7��� O%� L*1 ^��� G7�0C��.  
 �����1  �  '�56��� ��,DA3 C �	&���: ITU-T X.681 | E�	��� ISO/IEC 8824-1 V��� $����%� ���� ��
� ����  

(TYPE-IDENTIFIER).  
 �����2  � ) �(* /}�� ~`�: S���%�� '�i3 /S�+�<�� 0%��� �_l Z5� '�i �F=' Z5� e��o  �����(subject) 2  �+��,�

 S�	�� S���)�� e)�	
9�� �R	��� ;��f� �� ��& ~�� 0:�( �_l 2 �+E��� ;��f�: 3) N%O�: O= 8���� �D�l c���� O ��I� U_l 23 /
0%���.  

2.2.3.8  1�g]s$�� *��)�� F7>� HK7�!  
 �-P�$�� ���:�� �3 G7�0C�� ���:z� �pV3 �3 �~�� BD�, O%� L*1 B$�� �	
 ^���CRL �� ^3 U��e�%�, � O%&� N�.@3

�9*�e�� .>*D �-V B$�� �	
 EF��D�:  

 issuerAltName EXTENSION ::= { 
  SYNTAX   GeneralNames 
  IDENTIFIED BY   id-ce-issuerAltName } 

 �� ������	 
���� ����� ��� ���� �� �� ����� ���!�	 	"# $�%� $� &%' �-P�$�� ���:��CRL . �� �*D &�
	�� 	�9������³�� N�.@3 Z�� �[��� L*1 b��7�Q #�.D #3 Z%���� �	
 �-��D ^ . �� �t�~ x\�, b���%�� Z%���� #�V �_��

 �3 G7�0C�� v��� #3 �� &�� �¼���D #3� G7�h��� ��³�� N�.@3 �� BQ�� L*1 �~��, E����D #3 ()*���	CRL �� 
(+�, .�-/� 0)�� �12���	 �33�!�	 	"# �4�� 5 �� �� 62 7�!8� �� 69%: ;�	 <� =#�>!� $� ������	 ?�)8!�	 @�A
�)!8� . ()*���	 B �� ������	 B ����	 =�� $� 5- �	�A4 �C,�� �)DCRL 7E�8� =3���	 B �
	� ;�	 C9F <�!G 

��� �� =�+	 	"# H!8� $� �IJ� $�� 
	�,K	 (L9�.  
 ����� � S�+�<�� 0%��� �_l Z5� '�i �F=) �(* /}�� ~`�: S���%�� '�i3 /' Z5� e��o ����!" (issuer)  2 3) �+��,�2 
 ��G�5�CRL S�	�� S��� )�	
9�� �R	��� ;��f� �� ��& ~�� 0:��� e)( ;��f�: 3) N%O�: O= E������ �D�l c���� O ��I� U_l 23 /

0%��� �_l 2 �+E���.  

3.2.3.8  ��� ���� �	�
����� ���  

G7�0C�� �~�:� �,�"�� B����� ( A�\ �-�Q ^3 B$�� �	
 B$�D .>*D �-V B$�� �	
 E����D�:  

 subjectDirectoryAttributes EXTENSION ::= { 
  SYNTAX   AttributesSyntax 
  IDENTIFIED BY   id-ce-subjectDirectoryAttributes } 

 AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute 

�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4G7�0C�� ���: . ^	�� ��7�0C�� N�-��%� U�q\ �� �*D &�
Z%���� �	
 ( G7�h��� ������ X�Y3 Z�� O09D #3 Z%���� �	
 ¼��D . #�.D #3 �� �t�~ x\�, b���%�� Z%���� #�V �_��

�� L*1 �~��x*F)$�� ¢~ �G7�0C�� �� b���09� Z%���� �	
 �0�*1 ^��� d�� ������ X�Y3 �� BQ . b���%�� Z%���� #�V �_��
G7�0C�� +���� �G����� A���� X�Y3 �� �~�� ^3 O09�D �� �t�~ x\�,.  

)�� ( ��F���� ���%���� +�, #�.� �$� �>��-1 ?��9� G7�0@ ( b�7�h�� Z%���� #�V �_�� ��15�b�cD3 G7�h�� .  
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4.8  34	5B�� 1���9 3�E0 �����
! � �	�7����  
1.4.8  �	)����  

G7�0C�� ����� G!]� �[��� Bh3 ��:  
 3(   +�, Z��-�� >.� �G7�0C�� ����� �*% ��7�0@ �1 GfD�-�� >P�0��� #��.�� ��7�0@ #�.� #3 ���D

��� ��*% �0]9\ �� B�� #3 �� ��P�0��� ��\��.��j�	, �S ��/�� #�7 �� ��� . #�.D #3 ���
 �F�:� �)~�� ����� �*% �1 ������ �$~I�� �*]*]�� N�5 �� F��� L*1 G��$�� G7�0C�� ����� �*]�

a$� ������ ��7�0@ L*1 �3 a$� ����� G�~�� G7�0@ L*1 ��:�Q&� ^3 ��0�*1.  
w(  ��� L*1 G�7�Q G7�0C�� ����� �*% #�.� #3 ���D ��*% #3 �� r$M�D #3 G7�0C�� B-��]� ���� 7��Q 

 G7�0C�� ����� G!]� ( G7�h��� �b�!pV �� ������ !" �G7�0C�� �����) ( ��Q���� ����R� ��*% ^3
 G7�0C�� ����� �*% ��, ����R� G!]�G7�0C�� B-��]� >��-��� ?��9�� �0�� 3�)D d��( �$p�� j0��� & �

��, ���%��� !" ��³3 #�.� �� #�-��D w�M�3 �� ��7�0@ �
��� . G7�0C�� B-��]� #�.D #3 ���
7��$�� �	� ��$��� �� b��������3 r$M��� L*1 b��7�Q.  

t(   	�9�� ���D >.� ^���J �	
� �b����_ �*$�]� ����� G�~� ( G7�0C�� ����� G!]� �[��� 	{9�� #3 ��
D7��1 �3 ��'�, ���~�G7�0C�� ����� G!]� �[��� KP��� ^7�� �Q���� �.  

7(   >*�� B-��]�� �� B/�� ^3 �1 �*$�]� G��:, �����R� G!]� �[��� 	�9�� �.-�� �� #�.D #3 >u)�D
>*�9�� AQ��� (.  


(   N�-��%� L*1 7�-�1&� #�7 �� �����R� G!]� �[��� 	�9�� �.-�� �� #�.D #3 >u)�D��� �1��Q ��*y ��
�%��]�� K�� ����*�� #�C, �Q����) . �Q����� ��*�� ����*��� +�,< ���� >��-��� ?��9�� Bp� < ��H& 

��\��� �7��~ ( L$)D #3 >u)�D ����*��� �	
 Bp� ���$� �.�� �G7�0C�� ����� G!]� �[���.(  
�(   ( B-��� L*1 G�7�Q G7�0C�� ����� ��!]� #�.� #3 ��G7���� G7�0@ ��%��], �0�� E���� ��m�, .

 ( ��Q���� G7�0C�� ����� ��*% >
 �� �X��C� #3 L*1 G�7�Q G7�0C�� ����� �*% #�.� #3 ��
���"3 ^�� �� rp� d��� k�/3 �D7��� .G7����� �%��]�� �D7��� ( B]*]��� 7�-�1� ���.  

H(  $p�� ��h_�-��� ( �,�*� �*��.�� �\������ . #�.D & ������ �m�
 ���~ ( (���� U��:�� Å������ t_�-����
 ���~ ( b����� �,���� G7���� ��1��C��0c�), . ���� ����R� �*% ����/� ��1 b�cD3 �D���J �\�����

G7�0C�� ����� G!]� ( �Q����� . G!]� r*�� #3 L*1 ����  �/ B.C, �.-�� �� #�.D #3 ��
��R�>��-��� ?��9-*� B-��]�� U�q�*� >*�� ¸��� #����� �� ��.  

?(  ��7�0C�� ( ��³�� N�-��%� 7��$� ��J�/ ���-]��� 2, #�.� &3 �� . 2, #�.� &3 �� k�/3 G��)�,�
�.�*� G�c� ������u[� r5���� �3 ��-q��� +�, �� �)]���, ����)5 v��� d�� �B����� ( ��³�� Å*� ¢~ K

����R� �*% ��5���@�.  
X(   �-V ��F�$�� !" ����R� G!]� �,��$� U�q\ Z� K*�� �� �-P���� ��7�0C�� ZF%� �&�' #�.� #3 ��

 �������, �����*� �$,�% ���)5 ( 7�y �
ITU-T X.509 | ������ ISO/IEC 9594-8.  
^(  *1 G�7�Q G7�0C�� ����� �*% #�.� #3 ���D 7�h� X���@� L*1� ��%��]�� B,�$� U��e�%� �q~ L

G7�0C�� ����� G!]� �� �$~I�� ��7�0C�� ( G7�0C�� �%��]� ���� �D�
 ������.  
 ������ '��w� �� �
%��� �D�% /L�+��,� $����%O x��` e) 2 /�+��,� E��&= �\9� ����� 8�A�� . +�W3

%� �(* VG�^3 U_l Z	�� ��&�����	�� '��q L�`��b �5:�A� '�(� ') ���� 8�AD L�5	
A� 2 �@���� . �5�
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 �	���� 2 8��� �� ��	�k �+��,� E��&= �\9� ����� '�(� ') /S�g� '��q ����v� 8�A�D) 2 8��� Zg�
L�	A��� 2 ZD��� 3) L�	�z� .(�DE�j�� ����J�� 0� �
%���� '��w� �D�% '�(� ') 8B3 .S�g��:  

�   ����� 8�A� ') �(��� �� E��-b �����9�� �	����� 1	����� Z<) �� /�
%��� \�� ���3 �� x�5� /�	���+
���G�� ����
� $���) ZD�W �	��&  

�  /�
%��� �	�z� ������ '�(� �- ���	:2���� ��9I� ��� �� $��� �� e�� �� L�
�A� .  
 ��
�D /~	��3 /��Q�� L�`F= 2 3) ��Q�� �D+��� L���3 2 _	���� �
%��� �+��,� E��&= �\9� ����� VG�^3 '�(� ')

$�g�i �_l.  

M(   (,�O	 ()3��	 
�J!F	 &� �/P $� C9F �
��Q ������	 
	�,- (L9� $�%� $� �R"(��3� <� " �(��3�
������	 
	�,- ���� B (��T�	 U	�����	 B (+�,.  

2.4.8   ������ ��	�
 ����  

������� ZF%���� N�$~ EF���:  
 �(  �������� ��	�
���  

V(  ����� ��	��
�  

�(  �������� ��	��
�  

�(   ���"����� ��."  

G7�0@ ���%�� �
��)�1�, &� �	
 Z%���� N�$~ B-��]� & . �����$� B-��]� &���³�� ( &� �%��]�� �����$�� 
����� �*% ��7�0@]�� �����$��� N�-��%� �.4 �-��, �G7�0C�� �>P�0��� #��.�� ��7�0@ ( ��%� . rM*�� >�D�G �*p�3 

���%���� �	
 N�-��%� ��.  
1.2.4.8  ��7	7d� �����
��� H7�!  

bI-��]� x�*1 �F�:�� >��-��� ?��9�� #�V Z� ������ �*% x\�V� E�:�D #3 �~�:*� �.4 #�V #� B$�� �	
 �)D 
G7�0C�� ����Q�� �� r$M�*� .G7�0C�� ����� G!]� N��� ���$� ���� b�cD3 �.4 ����� �	
 (� . B$�� �	
 EF��D�

�-V >*D:  

 basicConstraints EXTENSION ::= { 
  SYNTAX   BasicConstraintsSyntax 
  IDENTIFIED BY   id-ce-basicConstraints } 

 BasicConstraintsSyntax ::= SEQUENCE { 
  cA     BOOLEAN DEFAULT FALSE, 
  pathLenConstraint   INTEGER (0..MAX) OPTIONAL } 

 �\�.�� �)��cAG7�0C�� ����Q�� �� r$M�*� x��-��%� �.4 �F�:�� >��-��� ?��9�� #�V #� .  
 �\F�.�� �h�� &� 3�E� 8�I ���
!(pathLenConstraint)� A\�V �_� &�  �\�.�cA L*1 �1�J�� "�)P�� ." >
�

G7�0C�� ����� G!]� ( G7�0C�� �	
 >*� #�, �S �-]D d�� G7�0C�� ����� �*% ��7�0@ �� 7�1 L:Q3 >�� . �-�$���
 G7�0C�� ����� ��*]� l��� �a$� ��P�0��� ��\��.*� ��7�0@ ��:D #3 G7�0C�� �	
 �~�:� #3 L*1 N�� �9�

k�/�� . �_� ��3 B$�� �0qD �3�E� 8�I ���
! N�*� F�~ �h�D 7��D I� ���7�0C�� ����� G!]� ( G7�0@ ^3 ( 
G7�0C�� ����� G!]� ( ?�-]�� .G!]�� ( ������� G7�0C�� �� b���, x���9� ���$��� 	/�D� . Z$�� N�5 ���$��� �	
 �F�$D�

7�0C�� �, �� ZQ���� G7�0C�� ����� G!]� ��>P�0��� #��.�� G7�0@� Z%���� �	
 L*1 ^��8 d�� G . L*1 !��� ^3 x� l���
Z%���� �	
 L*1 ^��8 d�� G7�0C��� �$p�� �eF%�� �, �� ����R� G!]� ( G7�h��� G7�0C�� ����� �*% ��7�0@ 7�1 .

� Z$-*� Oq1�� N��� H��o�D #3 G7�0C�� ����� G!]� B��V N�� �.4 j�	,�Z%���� �	
 ��F�$D ^	� . ���$��� O.M�D�



ISO/IEC 9594-8:2005 (A) 

42   �������ITU-T X.509 (2005/08)  

 �	
 L*1 ^��8 d�� G7�0C�� ����� �*% G7�0@ �, �� ��Q���� �T�	� G�7�:�� !" G7�0C�� ����� �*% ��7�0@ 7�1 (
>P�0��� #��.�� G7�0@� ���$��� .�T�	� G�7�:�� ��7�0C�� 7��)�%�, �G!]�� �� Z$�� �	
 N�5 B��.� �.4 �	.
� #3 �

�pV�� L*1 ��7�0@ N7��D �� ���$��� �	
 �-�Q H��o�D) . �Z$-*� ������� ��$��� ( ��7�h��� ��7�0C�� B-CD �	
�
Z%���� �	
 �-�$, G��$� #�.� d�� ������� ��$��� �, ��Q���� G7�0C�� ����� �*% ��7�0@ �-0��� b���c�.(  

b�h�~ Z%���� �	
 #�.D #3 �.4�G7�0C�� ���:�� �D�$� �]~ �t�~ !" �3  . #�� &�� �t�~ x\�, O%�D #�, L��D�
 �S�-��%�, ��7�0C�� N�-��%� U�q\ U�$D ���7�0@ ��:D #3 x�.4 �G7�0C�� ����� �*% #�.D #�, x� �/��� !" #��.��

�:Q !" �1� b��0%.  
�%�� �3 �t�~ x\�, b���%��� b�7�h�� Z%���� �	
 #�V �_�	P��1 �x, E���D G7�0C�� N�-��%� U�q\ �.�� t�~ !" x\�, b��:  

<   �-�Q A\�V �_�cA L*1 �1�J�� !" "�)P��" �� r$M�*� �F�:�� >��-��� ?��9�� N�-��%� U�1 �� �
=G7�0C�� Z�Q��  

<   �-�Q A\�V �_�cA L*1 �1�J�� "�)P��" #�V� �3�E� 8�I ���
!� N�-��%� U�q\ L*1 b�7�h��  ��7�0C�
G!]�� N�5 ���$� �-�Q Z� b�$]F�� �0�[��� �D��[� G7�0C�� ����� G!]� #�V �� r$M�D #3.  

 �����1 �  �+��,� E�
��� 8B /~: c���D O �+��,� $����%� x��` '�i3 /}�� \p ~`�: S���%�� '�i3 /+�<�� \p 0%��� '�i �F=
���%� �(* O3 /�G�� '�	i �+��v ���iL�+��,� L��	-�� �� 456�� �@�.  

 �����2 �  Z5� ��wD ') �+��,� E����� 0	A�9D /�+��,� E��&= �A�% [	 e) /S�	G�� S�`�	i X5� '�(D '�: �+��v 8��& �		5�
 ��	- 0%��� �_l #$�%%��(SEQUENCE)�	�� '�(� .  

2.2.4.8  v	wd� �����
! HK7�!  
 &3 �� ^	�� B$�� �	
 N�D ��³3 Z�� x�� Z$� #3 �� ��³3 #�.� L*1 �G7�0C�� ����� �*% G7�0@ ( &� B-��]D

G7�0C�� ����� G!]� ( �$~I�� ��7�0C�� ( G7����� �~�:�� .>*D �-V B$�� �	
 EF��D�: 

nameConstraints EXTENSION ::= { 
 SYNTAX  NameConstraintsSyntax 
 IDENTIFIED BY  id-ce-nameConstraint } 
 
NameConstraintsSyntax ::= SEQUENCE { 
 permittedSubtrees  [0] GeneralSubtrees OPTIONAL, 
 excludedSubtrees  [1] GeneralSubtrees OPTIONAL, 
 requiredNameForms [2] NameForms OPTIONAL  } 
 
GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree 
 
GeneralSubtree ::= SEQUENCE { 
 base    GeneralName, 
 minimum [0] BaseDistance DEFAULT 0, 
 maximum [1] BaseDistance OPTIONAL } 
 
BaseDistance ::= INTEGER (0..MAX)  
NameForms  ::= SEQUENCE { 
     basicNameForms [0] BasicNameForms OPTIONAL, 
     otherNameForms [1] SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL } 
(ALL EXCEPT ({ -- none; i.e., at least one component shall be present -- }))  

      �� ���� ��� 	
��� ����� 
��� �� �� ���� � � �  

BasicNameForms  ::= BIT STRING { 
    rfc822Name     (0), 
 dNSName     (1), 
 x400Address    (2), 
 directoryName    (3), 
 ediPartyName    (4), 
 uniformResourceIdentifier (5), 
 iPAddress     (6), 
 registeredID    (7) }  (SIZE (1..MAX)) 
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 #��\F�.�� A\�V �_�� �%�$E� ��D#"�� 1	J6d�(permittedSubtrees) �� ��D#"�� 1	J6d� 3��)�E(excludedSubtrees) 
 �$�� b�D����/�� ���1�9�� G�oC�� �	h O%� �0�� bIV EF��D ��pV3 �3 G�~�� ��1�� ��-]� G�o@ �-0�� BV 7�8 ���7�h��

� �D�*1 #���1�� #��$)5 �
��8 ��1�9�� G�oC�� B/�7/��*9% �3 . �\F�.�� A\�V �_��3��)�E� ��D#"�� 1	J6d� & �G7�h��  B)$�
 �S #�.D d�� G7�0C�� ����� G!]� ( �$~I�� ����R� ��*% �1 �3 ��)~�:�� G7�0C�� ����� �*% �1 G�7�� G7�0@ ^3

��1�9�� ��o@�� �	
 ( 7��� �~�� O%�.  G7�h��� ��³�� 7��)�%� #I1R �D����� #�.� �j,�C�� ��³�� ��.�3 A\�V �_��
j,�C��� B/�7 . A\�V �_�� ZQ�� O%� ^3 B)$�D ���-]�� �� ��� B.C� ��7�y G��)�]��� �~�-]�� ��1�9�� ��o@�� ��\F�.�

 �� �F���� B.C�� �	
 B/�7��³�� . �\F�.�� A\�V �_�� ������ v	wd� 8	�6�(requiredNameForms)  #3 �� �G7�h��
*1 G7�0C�� ����� G!]� ( �$~I�� ��7�0C�� Z�� ^��8�,�*�� ��³�� N�.@3 �� BQ�� L*1 �~�� x� O%� L.  

 �\F�.�� A\�V �_�� �%�$E� ��D#"�� 1	J6d�(permittedSubtrees) �$~I�� ��7�0C�� Z�� L*1 ����� r)D �G7�h�� 
G!]�� ( . �~�� O%� L*1 ^��8 ��7�0C�� �� G�~�� ^3 A\�V �_��) B$~ ( o%	]��(subject) (� ( �3 Z�%�

 o%	]�� ����)�� v	wd�(subjectAltNames) X O%&� Z$D #3 �� ��~�-]�� ��1�9�� ��o@�� x� ±G7�y O%� B.@ x�
G7��� ��1�9�� ��o@�� �� BQ�� L*1 G�~�� B/�7 . �S ��~�� ��³3 L*1 ^��8 ��7�0C�� �� G�~�� ^3 A\�V �_��

�� �S G7��� N�.@�� !" ��³3 N�.@3 �� G�~�� ^3 B/�7 Z$� #3 �~�:�� ��³3 �� �*D & ��~�-]�� ��1�9�� ��o@
G7��� ��1�9�� ��o@È�� . �#��7�y �° ��~�-]� ���1�� ���o@ #3 bIp� ��9���°��~� B����� ( O%&� B.C� (DN) �

 �*�� ( O%&� B.C� k�/���rfc822�� �G��)�]� ��1�� ��o@3 �D�8 O�D & � �\F�.�� �. ������ v	wd� 8	�6�
(requiredNameForms) ��)�� 7�h� Z� 7F�M��  *����� � F7>�(directoryName)  �*�� ( ��)���rfc822Name. 

 ��³3 &� ^��8 & G7�0@ BV� �*�� ( O%&� �3 B����� ( O%&� !" >
rfc822���)$� !" #�.� � .�\F�.�� A\�V �_�� 
 8	�6������� v	wd�G7�0C�� �	
 Bp� j�_ Z� B)$� �G7�y !"  . �° ��~�-]� ���1�� ���o@ #3 bIp� ��9���

 B����� ( O%&� B.C� �°��~� �#��7�y(DN) �*�� ( O%&� B.C� k�/��� rfc822 ��1�� ��o@3 �D�8 O�D & �
 �\F�.� #�.� &� �G��)�]������� v	wd� 8	�6�h�� G7� . O%� L*1 a$� ^��8 d�� G7�0C���DN O%&� �	
 #�.D� �

DN���)$� G7�0@ #�.� �G7�y �~�-]� ��1�� G�o@ ( b��Q��  . B����� ( O%&� ��³&� IV L*1 ^��8 d�� G7�0C���
(DN) �*�� ( O%&�� rfc822��� �~�-]�� ��1�9�� G�oC�� ( b��Q�� a$� �-0�� �~�� #�.D� � #�.� �x:g d�� G7

���)$� G7�0@ . O%&� !" >
 ��³3 L*1 a$� ^��8 d�� G7�0C���DN O%&� �3 rfc822���)$� b�cD3 #�.� .  
 ������ X5� 1	q��� 7��pf 73��� $�g�� �_l .�	&��� U_l ��A` 2 Z��� O3| 2 �+E��� ;��f� ����� /�3�� E�	��� �_l
 $�(v)����X���   &��� '�((GeneralName) Z(v ;��g�%�: / ) '�(*+��� (directoryName)��	
����� ���	�: 2 .  

 �\F�.�� A\�V �_�� 3��)�E� ��D#"�� 1	J6d�(excludedSubtrees)  ����� �*% �1 G�7�� G7�0@ ^�� �G7�h��
 �$~I�� ����R� ��*% �1 �3 �)~�:�� G7�0C�� ����� G!]� ( �~�� O%� L*1 ^��8� �G7�0C��) B$~ (o%	]�� 

(subject) Z%�� ( �3  o%	]�� ����)�� v	wd�(subjectAltNames)( G7�0@ #�.� ���1�9�� ��o@�� �	
 B/�7 ZQ�� �
���)$� !" . �#��7�y �° ����)�]� ���1�� ���o@ #3 bIp� ��9�� O%&� B.C� �°��~�DN O%&� B.C� k�/��� 

rfc822 . O%� L*1 a$� ^��8 d�� G7�0C���DN���)$� !" #�.� �G7�y G��)�]� ��1�� G�o@ B/�7 ZQ��  . d�� G7�0C���
 �³&� >*.@ IV L*1 ^��8DN� rfc822 G7��� G��)�]�� ��1�9�� G�oC�� B/�7 b��Q�� BQ�� L*1 �-0�� �~�� #�.D� �

���)$� !" #�.� �x, �����.  
 ����1� O%&� B.@ l9\ �� G�D�1 ��³3 G7�0@ �~�:� #�.D) O%&� B.@ ���~ ( �j�_ ( �� *����� � F7>�

(directoryName)b����/ #�V #� �G7�0C�� �� �~�:�� B$~ ( O%&� �( ����� ��³�� �	
 Z�� ����/� 	P��1 �� �
�� ��³�� �� B.C�� �	S O%&� ���$� Z� �$]�� A\�V �_�.  
� �\F�.�� A\�V �_�	�6� ������ v	wd� 8(requiredNameForms) ( �$~I�� ��7�0C�� Z�� ^��8 #3 �� �G7�h�� 

�,�*�� ��³�� N�.@3 �� BQ�� L*1 b��~�� #�.D �~�� O%� L*1 ��7�0C�� ����� G!]�.  
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 aY ( G�]���� ��³�� N�.@3 �� B-��]D #3 �.4 & G	��� F7>�(GeneralName) � ��)���� ���, �S d�� ��³�� N�.@3 &�
 ��' ( b���� ����� �%�$E� ��D#"�� 1	J6d�(permittedSubtrees)  3��)�E� ��D#"�� 1	J6d��(excludedSubtrees). 

Å*D� B.@ �*�� �	
  *����� � F7>�(directoryName).�
 #�.� ��	
 O%&� B.@ B-��]D ����1�  ��-]� G�o@ ��
 B����� ����*�� G�o@  ( ��1�� G�o@ B,�$� ��1��(DIT).  

#r�d� *
b����1�9�� G�oC�� B/�7 ��Q���� �$�-*� ^�*��� F��� �F��D  . �0�� ��P�0��� O%&� �\F�.� Z$� d�� ��³�� Z���
�$��� �	
 ( G���y !" #�.� �G7��� �D�]�� �	
 ��� . �9:�� �-�Q�)��u���, �-�$�� (#r�d� *
O�� B,�$�� d�� >
 

 �-�Q #�V �_�� ���1�9�� G�oC*� �D��	�� G�$��� B,�$�� ^3 �G�1�$��#r�d� �b� ��-]��� G�o@ #�.� �bIp� �~���� ^��]� 
�S ��,���� �$��� Oc� �0�.�� �G�1�$�� G�$1 ��)�]� ��1�9��.  

F&Dd� *
b���-*� >*9]�� F��� �F��D ��1�9�� G�oC�� B/�7 ��Q���� �$ . A8 G!/�� �0�\�.� Z$� d�� ��³�� Z���
�$��� �	
 ( G���y !" #�.� �G7��� �D�]�� . �9:�� �-�Q�F&Dd� *
O�� G��_ B,�$� ^3 �G�1�$�� B,�$� ¢~ >
 

��1�9�� G�oC�� . �\F�.� w��"�*
b�F&Dd� F�~ ��9D &3 >u)�D x\� L*1 N�D  G�oC�� B/�7 ��Q���� �$�-*� >*9% 
��1�9�� . �-�Q A\�V �_��F&Dd� *
b� G�1�Q ��1 �� ��$��� Z�� ��)�]� ��1�9�� ��-]��� G�o@ #�.� �bIp� �~���� ^��]� 

G�@�)� �S ��,���� �$���� ��1�9�� G�oC��.  
 B.@ �} �-�� *����� � F7>�(directoryName) Xv��� 34	5B�� (certificate) ��,��  3�D	
��(base))  >0� �����,�

��1�9�� G�oC�� B/�7 #�.�� �M@��( #�V #� �H�	�! (SEQUENCE) ��)]��� GfF�-�� ��³�� (RDN) O%&� B.CD ^	�� 
 f�-��(DN) b�$,�� �G�1�$�� ( B��.�� H�	���� (SEQUENCE)��  ��³�� �� 7���� l9�� ��RDN �f[� B.C� d�� 

 f�-�� O%&� �� N���(DN) B$~ (  o%	]��(subject) ��  34	5B��(certificate). 7�h��� f�-�� O%I� #�.D �Q� 
 B$~ ( o%	]�� ��34	5B�� ��³�� �� ����J� ���*�D¬_ �RDN ( f�-�� O%&� ( �0q� & x�,��� ( 3�D	
��. B-��]��� 

 ������� G�1�Q n�$� F7>� �0v��0(distinguishedNameMatch)  �-�Q �\��$�3�D	
�� ��³�� �� ���� Z,�����, RDN ( 
n�$� F7>� B$~ ( 7�h��� o%	]��G7�0C�� �� .  

G7�0C�� ���:�� �D�$� �]~ �h�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4� . #�� &�� �b�h�~ O%�D #�, L��D�
 �� r$M�D & �Q G7�0C�� B-��]� ��:$� ^	�� ��³�� #�.� ( ��Q�� �G7�0C�� ����� G!]� ( �$~I�� ��7�0C�� #3

G���:z�� G7�0C�� ����� �*%.  
��.-�� ��³�� N�.@3 Z�-É G���c��, E���� #3 �$,��� ��$�)��� �� �*D &�.  

�]D ^	�� 	�9���� L*1 �� �t�~ x\�, b���%�� #�V� �b�7�h�� Z%���� #�V �_� N�.@3 Z�� ¼��D� E���D #3 G7�0C�� B-�
 ��³�� ��1�� G�o@ �9���� AQ��� l9�, �S #�.D d��)G��)�]� �3 �~�-]� ( B$~ ( �*,�$� �-�Q� �Z%���� (o%	]�� 

 Z%���� ( �3 o%	]�� ����)�� v	wd�(subjectAltNames)G7�0C�� ����� G!]� ( �$~& G7�0@ ^�  . ( �0� �_��
.@G7�0@ (� ��1�� G�o@ �9���� ( AQ��� l9\ ( x, E���� !" O%� B E7�� �� �-V �G7�0C�� �	
 ¼��� ��$~& 

x, E���� !" t�~ Z%�� .���)$� !" G7�0C�� #�.� �G��)�]� ��1�� G�o@ B/�7 G7�0@ �~�� O%� ^3 ZQ� �_�� . �_��
G7�0@ ( k��y !" O%� B.C� ��F��� ��1�� G�o@ A\�V��1�9�� G�oC�� �	
 B
�� �.4 ��$~&  . �\F�.�� A\�V �_��

 ������ v	wd� 8	�6�(requiredNameForms) G7�0C�� �	
 ¼��� #3 �� ��� E���� !" ��³3 N�.@3 a$� �F��� 
x, E���� !" t�~ Z%�� E7�� �� �-V .�� N�.@3 �� BQ�� L*1 �~�� �0qD #3 �� �k�/�� �&��� (� ��³

G!]�� ( G7�h��� �$~I�� ��7�0C�� Z�� ( ��� E�����.  
 O%&� B.C, E���D & G7�0C�� B-��]D ^	�� 	�9���� #�V� �t�~ !" x\�, b���%�� #�V� �b�7�h�� Z%���� #�V �_��

 �\F�.� ( B-��]�� 3�D	
��(base)	P��1 �.4 ���1�9�� G�oC�� �	
 �9���� B
��  .�V �_�� !" x\�, b���%�� Z%���� #
 �\F�.�� ( G7��� ��³�� N�.@3 �� �~�� ^�, E���D & G7�0C�� B-��]D ^	�� 	�9���� #�V� �t�~ v	wd� 8	�6�

 ������(requiredNameForms)X �\F�.� #�V� 	P��1 G7�0C�� B���� �);	Q 2'	^ ������ v	wd� 8	�6�.  
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�� #3 �&��� +�, ( �~ID �� G�~�� G7�0@ �� �pV3 ��:� #3 G7�0C�� ����� �*% �� �*�� �
H�Ê� w�*�� ¶P���
��³�� ���$� �1 ������ ��)*��� ����� �)], �G7�0C�� ����R k�/3 �*% . �V�C*� #3 bIp� ��9���Acme �D�C1 �

G�M��� ��D&��� ( b�1��.  
 �V�C�� #3�Widget  ( �"���� G7�0@ ���� �V�@ ( �DfV��� G7�0C�� ����� �*% Z� ��5�$�Acme �� �D�� �0�.�� �

 �1��Widget  ��7�0@ B-��]� #3Acme�D	�� w�M�¾� #������� #������� O0�*1 r)�D :  
<   ��9�� ��1 ��9�� �� 19 �V�C�� �� Acme=w�M��V U�]Q�� Z�� B)$�� �  
<   ��9�� (20 �V�C�� �� AcmeZ�� #�.� ���D��C�� O]Q ��1 �� �w�M��V ���)$� !" U�]Q�� .  

�����V ��7�0@ �����, j�_ r�$8 �.4 : N�' ���� G7�0C�� ( #�.D �%�$E� ��D#"�� 1	J6(�
(permittedSubtrees) x�� }G�1�$�� :C=US� �O=Acme{ N�'� � 3��)�E� ��D#"�� 1	J6(�(excludedSubtrees) 

 x��}G�1�$��: C=US� �O=Acme ��9��� �OU=20{ .G7�0C�� ( #�.D� N�' ��\�p��  �%�$E� ��D#"�� 1	J6(�
(permittedSubtrees) x�� }G�1�$�� :C=US �O=Acme ��9�� �OU=20 ��D��C��� OU={.  

 rM*�� ^����G��³�� �����$� Z%�� N�-��%� �� �*p�3 L*1 .  
3.2.4.8  �7	�E�� �����
! HK7�!  

7�� �� L{$)� �� ��%��]�� B,�$� �q8 ��� �3 �G7�0C�� �%��% �D�� b���� b�9D��� �*�� ��� d�� �����$��� B$�� �	
 
G7�0C�� ����� G!]� .>*D �-V B$�� �	
 EF��D�:  

 policyConstraints EXTENSION ::= { 
  SYNTAX   PolicyConstraintsSyntax 
  IDENTIFIED BY   id-ce-policyConstraints } 

 PolicyConstraintsSyntax ::= SEQUENCE { 
  requireExplicitPolicy  [0] SkipCerts OPTIONAL, 
  inhibitPolicyMapping  [1] SkipCerts OPTIONAL } 

 SkipCerts ::= INTEGER (0..MAX) 

 �\F�.�� A\�V �_� ��#� �7	�7 o�I(requireExplicitPolicy)� �G7�h��  G7�0@ B-C� G7�0C�� ����� G!]� A\�V
 �D�
 E��� L*1 ^��8 #3 G!]�� ( G7�h��� ��7�0C�� Z�� L*1 �� �G�F-]� G7�0C*� ����� �*% �1 G�7��

G7�0C�� ��%��% ZF%�� ( �N�)$� �%��]*� . B-��]� x)*�D G7�0@ �%��]� �D�
 E��� �
 N�)$�� �%��]�� �D�
 E����
 ����� G!]� B,�$� v1 ��%��]�� j*� �� G�~��� b�m��.� �0�1 �*1z3 �Q #�V ��%��% �D�
 E��� �
 �3 �G7�0C��

 ����� �-�$�� �
 �3 ���%��]�� ����� 01(any-policy). G7�0C�� ����� �*% ��� >
 G�F-]�� G7�0C�� ����� �*%� 
 Z%���� �	
 L*1 �D���� G7�0C*� G���:z��)�� �-�Q A\�V #� �\F�.��#� �7	�7 o�I�9:�� ^��]� ( ����� �*% ���� �

 G7�0C�� ����� G!]� ( ������� G7�0C*� G���:z�� G7�0C��)�9:�� ^��]� & �-�$, ���)��.(  
 �\F�.�� A\�V �_�� �	7	�E�� *�	
! #&%(inhibitPolicyMapping) ���� ��%��]�� B,�$� #3 L*1 N�� >0� �G7�h�� 

� Z�� (G!]�� �	
 �D�0�, >0���� G7�0C�� ����� G!]� ( G�F-]�� G7�0C�� ����� �*% �� 3�)� d�� ��7�0C� . �*%�
 Z%���� �	
 L*1 �D���� G7�0C*� �)~�:�� G7�0C�� ����� �*% ��� >
 G�F-]�� G7�0C�� �����) �\F�.�� �-�Q A\�V #�

�	7	�E�� *�	
! #&%�9:�� ^��]� (*% ���� � G7�0C�� ����� G!]� ( ������� G7�0C*� �)~�:�� G7�0C�� ����� �) ���)��
�9:�� ^��]� & �-�$,.(  

 a-��� �-�Q� �!��"� ��4	5B��)���	J�� ((SkipCerts) G7�0C�� ����� G!]� ( G7�h��� ��7�0C�� 7�1 L*1 N�� 
 �0�D�9� w�*���)�0*
�� ( ±���$� N��9� 3�)D #3 B)Q��.  

G7�0C�� ��:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4� . #�� &�� �b�h�~ O%�D #�, L��D�
G��:z�� G7�0C�� ����� �*% X���@� b�M�M� b�!]9� �]9D & �Q G7�0C�� B-��]�.  
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4.2.4.8   #&% HK7�!"�7	�7 W�"  
����� �-�$�� #3 L*1 N�D b����$� B$�� �	
 7��" �%��% ^3 " �} �-�� �G7�0C*� k�/3 ��%��% Z� b���� bI,�$� v��� &

G�-]� ����� �*% �� b���, G7�0C�� ����� G!]� ( �T�_ !u� G�7�:�� ��7�0C�� Z�� . G�F-]�� G7�0C�� ����� �*%�
 Z%���� �	
 L*1 �D���� G7�0C*� �)~�:�� G7�0C�� ����� �*% ��� >
)Q A\�V #� �\�.�� �-� #&%"�7	�7 W�" ^��]� 

�9:��( G7�0C�� ����� G!]� ( ������� G7�0C*� �)~�:�� G7�0C�� ����� �*% ���� �)�9:�� ^��]� & �-�$, ���)��.(  

 inhibitAnyPolicy  EXTENSION  ::= { 
  SYNTAX   SkipCerts 
 IDENTIFIED BY   id-ce-inhibitAnyPolicy } 

#�.D #3 �.4�G7�0C�� ��:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
  . #�� &�� �b�h�~ O%�D #�, L��D�
G���:z�� G7�0C�� ����� �*% X���@� b�M�M� b�!]9� �]9D & �Q G7�0C�� B-��]�.  

5.8   34	5B�� 8	��@ ��7	7d� �$;	
�� � �	�7����(CRL)  
1.5.8  �	)����  

������ ��)*��� a)��� OP��$��, �CRL:  
 3(   N�,R� OP��Q Z�� ZF)�� L*1 �D�7�Q ��\�.D #3 ��7�0C�� �*-��]� t���CRL OP��$�� ���:�� �1 G�7�:�� 

CRL OP��$�� ZDH�� X�$\ �1 �3 CRL)  G�$9�� �q\�6.8( �� �-P�Q w��" KCV L*1� �CRL �Z,����� �� 
 OP��$*� Z,��� U�Q�3 7�h� �� �, & j�	�CRL.  

w(   OP��$�� >*-��]� +�, �"�D �QCRL �N�,R� >1���� b��)� �N�,À� �9*�¥ �,�o�%� ��)�o�]D #3 ( 
 �-P�$�� ( B$~ 7�h� �� �, & j�	�CRLN�,R� >1�7 �)D .  

t(   ���� �3 b�$~& �0*)� ��, �-��� �b��Q�� b�$�*�� G7�0@ ��~I� r{*�� #3 L*1 G�7�Q �*% �� ���� t���
����hR� �	
 Bp� �� �1�� d�� w�)%�� ��� ��0��� �0��~I:  
<   �� �V��*� ����� ����*�� �h�� & ��$��]� !" ¤5�/ N�,� ���~ ( ������]�� �� F��� ( �)"���

=b���� x\�V  
<  �D��h r�$8 �3 r�Q�� ��q�\�, ��� #��V G7�0@ X�C�� AQ��� E�$DR� Bp� �k�/3 N�-13 ��h�~.  

7(   N�,R� �-P�Q ^��8CRL�
�~�� G7�0@ BV N�,� x�� �*]�� A*%�3 ^	�� »D�����  . +�, j�	V�
 �
v��D �Q d��� �ZQ���� �3 >*�9�� �e*� ?��9�� �F��� ¹�~ ¢� Bp� ������� #�.� ��� d�� ����*���

���/ ��°3 ��_ G7�0C�� B-��]� .�� +�, B� N�,R� »D��� >9.D & 3�%3 ( ��� x\� ��1H��
���� !" ����Q�� ��~I:�� G��� ����3 G�7�:�� ����Q���� Z�� ��)�1� ��&��� . v��D #3 �.4 j�_ Z��

 �Q �0��Q��� B-��%� ^	�� ?��9�� #�V #�� ���Q�� �$��� ��~I:, E���1&� O0�� �� #3 �*-��]�� �~�
Z�Q���� N�:~ ��, �e*� ���� .]-*�� N�,R� �-P�$� �.4 �N�.@R� �	
 {B~ L*1 G�1�CRL #3 

j�_ ( x)�@� ¢� �3 �e*�  ��� ?���� �F��� A)� ¢� �)D �«#�� »D��� L*1 ^��� bI$~ �-c��.  

(   �-P�$�� �� ����J� ����*�� Z� �����]D #3 ��7�0C�� �*-��]� t���CRL��,  r�)� N�' #�C, ���	

����� ��7�0C�� OP��$�� �5�$�� �N�,R� �1 ��u�*)��� ������ ��-P�$�� �	
 ( G7CRL  OQ� x�� #�.D ^	��
 �-P�$��CRLb���~� .  

�(   OP��$�� �Pf� !�u� L*1 �D�7�Q ��\�.D #3 #����:z�� t���CRL >*-��]� ���~�� �G�-�]� G��:, 
 OP��$*� G�D�[� ZQ���� L*1 ��7�0C��CRL� BV ��1 ������ �Pfo��� ( !�u.  
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H(   ���7 OP��Q !��� �.4CRL N�,À� ����� ��%�%3 G�1�Q ��8 Bh3 �� CRL . �*-��]� #�.D #3 ���
 �-P�Q �� b�QI\� ����F��D #3 �� O0�{.4 ZJ� ( ��7�0C��CRL ���7 OP��$�� A\�V #� ������ CRL �G����� 

 ���7 OP��$�� ��:�% ¢�� ��£��� �D3�CRL� ��7�$�.  
?(   OP��$�� �C\ �� ���J�CRL ��7�0C��, ��u�*)� �C\ b�cD3 �*D ��S�,� k�h d�� ��7�0C��, ��u�*)� 

��F��� AQ�� »D��� �� b���)�1� B)$�]�� ( �S�,� ^�o�% d��.  
X(   �-P�Q ( �F�)� ������� �pV3 BP�%� 7��� �*DCRL�S�,� k�h d�� ��7�0C�� �1�-' .  

2.5.8   �$;	
�� � H7���� 8�
%CRL �$;	
�� *���0 �� CRL  
������� Z%���� N�$~ 7F�8:  

 3(   �'(���� +Q�CRLD  
w(  DR����� �5�S  

t(  D��8
�T� ) ,=��� ��'���� �5�S  

7(  D���J��� U�� V-���  


(   �'(���� W�O<� F�2CRLD  

�(  DL������ ,=��� ,X5�  

.(   +(����� 5Y��� �-�@ E5��CRLD  

?(  D�O*�5� �'(�Q  

X(  �
�� �������.  

 B-��]� &3 ���������� N�$�� : �-P�$�� OQ�CRL �-P�$�� r�)� N�'� �CRL �D�
 E���� ���\�$�� ZJ��� Zh��� �
 OP��$�� �5�$�CRL �-P�$�� ( Z%�� N�$MV &� ���7 ����*��� ��)F���� �-P�$��� �CRL N�$�� B-��]� &3 �� �-��, �

� �-P�$�� B/��� ( Z%�� N�$MV &� k�/�CRL.  
1.2.5.8   H7�! �$;	
�� F<1CRL  

 �-P�$�� ( �	
 Z%���� B$~ B$�DCRL �-P�Q BV �� U�q�\�, b��D�f�� Z,��� OQ� CRL �-P�Q ��:�� �1 G�7�� CRL ��� 
 OP��$�� ZDH�� �$\ �3 B����� ( ����� �*% A�\ rD�5 �1CRL .-��]� �-]D �
� �-P�$�� BCRL #�V #� KC�.D #3 

 OP��Q �[���� UI�%� b�cD3 k�h �QCRL �-P�$�� B)Q G�7�� CRL�0�[��� �D��[�  .>*D �-V B$�� �	
 EF��D�:  
 cRLNumber EXTENSION ::= { 
  SYNTAX   CRLNumber 
  IDENTIFIED BY   id-ce-cRLNumber } 

 CRLNumber ::= INTEGER (0..MAX) 

 #�.D�b�-P�7 t�~ !" Z%���� �	
.  
2.2.5.8  +D���� 3#"6 H7�!  

 �-P�$�� B/�� ( �	
 Z%���� B$~ EF��DCRLG7�0C�� N�,� �� >1���� �D��  . >1���� G�9@ B-��]� #3 ��$�)�*� �.4�
��*�� �T�%��% �� b�7���%� ��*%��� �&�,R� L*1 F7��% K�V ��$� >.� . �-V B$�� �	
 E��D�>*D:  

 reasonCode EXTENSION ::= { 
  SYNTAX   CRLReason 
  IDENTIFIED BY   id-ce-reasonCode } 
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 CRLReason ::= ENUMERATED { 
  unspecified    (0), 
  keyCompromise   (1),  
  cACompromise    (2),  
  affiliationChanged   (3),  
  superseded    (4), 
  cessationOfOperation  (5), 
  certificateHold    (6), 
  removeFromCRL  (8), 
  privilegeWithdrawn  (9), 
  aaCompromise    (10) } 

G7�0C�� N�,� ^�� �_�� �)� ������� >1���� G�9@ O�Q�:  
<   G�9@ 4�� �Q(unspecified)���9C�� >1��7 !" k�/3 Ã����� ��7�0@ N�,R �S�-��%� �.4 =G7���   
<   G�9@ #�j�� N	�"� �K#�!(keyCompromise) #3 L*1 N�� >
� �>P�£ #��V G7�0@ N�,R B-��]� 

 �G7�0C�� ( ���:�� �~�:�� �P�:/ �� �!" �3 ��~�:*�  ��� ?��9�� #3 �$���� �� �3 E����� ��
=�e*� �F��� �Q  

<   G�9@ #�j�� 34	5B�� 1���9 ���7 �K#�!(cACompromise) ����� �*% G7�0@ N�,R B-��]� 
 �P�:/ �� �!" �3 ��~�:*�  ��� ?��9�� #3 �$���� �� �3 E����� �� #3 L*1 N�� >
� �G7�0C��

=�e*� �F��� �Q �G7�0C�� ( ���:�� �~�:��  
<   G�9@oE.�� ��r! (affiliationChanged)  ����*��� �� �!" �3 ��~�:�� O%� #3 L*1 N�� ( G7�����

=�e*� �F��� �Q  ��� ?��9�� #�, 7�$�1I� �)% ^3 �h�D & �.�� �NF��� �Q G7�0C��  
<   G�9@ ���)�E�(superseded) 7�$�1I� �)% ^3 �h�D & �.�� ��0�1 +���%� �Q G7�0C�� #3 L*1 N�� 

=�e*� �F��� �Q  ��� ?��9�� #�,  
<   G�9@ *�rB��� S	
�9(cessationOfOperation) ^	�� ��u*� ��H& ��� � G7�0C�� #3 L*1  N�� 

=�e*� �F��� �Q  ��� ?��9�� #�, 7�$�1I� �)% ^3 �h�D & �.�� �x� ����3  
<   G�9@ �	��0>� oO7(privilegeWithdrawn) k�h �Q A���� �3 >��-��� ?��9�� G7�0@ #3 L*1 N�� 

k�h �Q �0�� ?��-�� H����&� #� ��S�,�=x)M%   
<   G�9@ #�j�� 2�.�� ���7 �#�!(aACompromise) +�, #3 �$���� �� �3 E����� �� #3 L*1 N�� 

 A���� �*% �P�:/(AA)�e*� AJF��� �Q �A���� G7�0@ ( ���:�� .  
 N�,� �-P�Q ( B/�� �����, ���q�\&� ���~ ( �� G7�0@ ZJ� �.4CRL >1���� G�9@ L*1 ^��� � 34	5B�� 1	&�'>� 

(certificateHold) . B$�� ���q�\&� ( ZJ��� ��-�*�� G�9@ L*1 B-�CD ��� ��q�\&� ( G7�0@ ZJ� �1 º�*)����
 ��7�0C�� >*-��]� �� ����J� ����*��) G�$9�� �q\�3.2.5.8 .(��q�\&� ( G7�0C�� ZJ� ��:D #3 ��,� �[��� �.4 �

�Ip�� ����%�� �� �~��, G7�0C��������� �:  
 3(   N�,R� �-P�Q ( �
i�$,� �.4CRL G�7�:�� �I����� #�c��D �0�*-��]� B�� �� �(�J� ���h� ^3 #�7 

�3 =��q�\&� ( ZJ��� G��� ����3  
w(   N�,�, ��q�\&� ( ZJ��� �1 �J���%&� �.4)>P�£ ( >1���� #�.D #3 �� ����� �	
 (� �G7�0C�� l9��

7 �~3 �
 ���q�\&� ( G7�0C�� x�� A�J� ^	�� »D����� �
 N�,R� »D��� #�.D� ��D������ N�,R� >1��
�3 =^����/&� ��-�*���� G�9@ Z%�� B$~ �0qD 7��D &�  

t(  �� �~��� �
i�u�� �.4 N�,R� �-P�Q �� B/��� ���HCRL.  
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 >1���� G�9@� �$;	
�� /0 oOE��(removeFromCRL) CRLB-��]�  N�,À� ���7 �-P�$�� Z� a$� delta-CRL)  �q\�
 G�$9��6.8( �-P�$�� ( 7�h�� B/�� ��u�� w�h� L*1 N��� �CRL ( �0�J� ��u�� �3 G7�0C�� ��~I� ��0�\� �)], �
��q�\&� . OP��$�� ( B-��]D �	
 >1���� G�9@ B-� ^	�� B/����delta-CRLN�,À� ��%�%�� �-P�$�� #�.� d��  CRL 

 �-P�Q BV� ��S �*,�$��CRL �$~& )r�)��� N�` �*��V �3 ���7( >1���� G�9@ Z� G7�0C�� l9�� B/�� L*1 ^��8 �
 1	&�'>� � 34	5B��(certificateHold).  

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
3.2.5.8  1	&�'>� � H���� �	$���! 3#"6 HK7�!  

( Z%���� �� B$�� �	
 U�$D �-P�$�� B/�� CRL !,���� L*1 �7�h� ����3 N�D >.� ���-�*��*� bIFo]� �D�
 E��� �
��q�\&� ( �1�J�� G7�0@ 7�h� ��1 �_�g� �h���� . >
 x�� >1���� G�9@ #�.� ÃB/�� L*1 &� r)�D &� � 34	5B��

 1	&�'>�(certificateHold).>*D �-V B$�� �	
 EF��D� :  

 holdInstructionCode EXTENSION ::= { 
  SYNTAX   HoldInstruction 
  IDENTIFIED BY   id-ce-instructionCode } 

 HoldInstruction ::= OBJECT IDENTIFIER 

b�-P�7 t�~ !" Z%���� �	
 #�.D� .��q�\&� ( ZJ��� ��-�*��� �]F�$� ���9@ ^3 �	
 B����� �9���� EF��� &�.  
 ������� �� ��g�)  '�(� ') �(* E���`O� 2 0q�� L��	��" �A�9�: $���O� Y<�DCA " 3)"Z���9�� �`F= 0<��%�."  

4.2.5.8  ��%C]�� G�D }�1	! H7�!  
 �-P�$�� B/�� ( Z%���� �� B$�� �	
 N�DCRL ?��9�� #�.D #3 ZQ���� �� �3 x�� E����� �� #�.D ^	�� »D����� L*1 

 ��e*� �F��� �Q  ���k�/3 w�)%� ���� !" x�� G7�0C�� ��)�1� >u)�D ^	�� »D����� L*1 �3 . »D����� �	
 #�.D �Q�
 �-P�$�� B/�� ( 7����� N�,R� »D��� �� �.,3CRLN�,R� ��*-1 x�� �*]�� A[�1 ^	�� »D����� �
 ^	�� � . EF��D�

>*D �-V B$�� �	
:  

 invalidityDate EXTENSION ::= { 
  SYNTAX   GeneralizedTime 
  IDENTIFIED BY   id-ce-invalidityDate } 

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
 �����1 � ���� x�� 7��pf ~��F �� S�	��i [	 0%��� �_l 2 +�<��� �DE��� . Z��� ~: E�v) �- S�g� �DE��� �_l '�(D �5�

J,� �_l 8�AD ') Z��o3 /"�#� ������� /�q��� 2 �� >-3 2 �AJ� 7���� �- '�i ������ '�: Z��
�: �	 ��E �� �(��D �
�I�& �5D�A: ��< 0	-��.  

 �����2 �  ��G�- 2 �A�% �,�� �����CRL NG��- E��&= �DE�� S�5:�% �	���� x�� �DE�� '�(D ') ��o �- /��� $3f S�w�E CRL 
�5:�% .:b� �DE�� '�(D O) 8B3 NG��5� E��&= �DE�� S�5:�% $�ACRL�5:�9� .  

5.2.5.8   �$;	
�� ��)�! 8	q H7�!CRL  
 ������  1�A��� $����%�" ��G�5� 4	
A� $�� 0%��CRL "u3���.  

r�)� N�' �-P�Q CRL �-P�$�� ( ����� Z%���� U�e�]� d�� �-P�$�� �	
 B/�7 b��F�)� #�.D CRL . OoT N�:~ ��$F�&�
D �-P�$�� �1 +���]CRLb�7�h�� #�V #� �t�~ x\�, O%�D r�)��� N�' #�� �r�)��� N�' Z%�� �-��D & r�)�, .  

 OP�$�� X�Y3 K*�e� r�)��� N�' �1 ��\I1� ��$�� Z%���� �	
 N�-��%� �.4CRL������� :  
<   OP��QCRL% �1 G�7�� ��7�0C, ����� N�,R� ����*�� U�$� ��], =G��~� �*  
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<   OP��QCRL !" G�@�)�=G�D�1 ��*% �1 G�7�� ��7�0C, ����� N�,R� ����*�� U�$�   
<   ���7 OP��Q(delta-CRL) CRL=b�$,�% G�7�:�� N�,R� ����*�� �F�8   
<   ���7 OP��QCRL !" G�@�)� ��%�%3 OP��Q G�1 �F�8 N�,� ����*�� U�$� CRL G��~� �*% �1 G�7�� �

�3G�D�1 ��*% �1 .  

 crlScope EXTENSION ::= { 
  SYNTAX    CRLScopeSyntax 
  IDENTIFIED BY    id-ce-cRLScope } 

 CRLScopeSyntax ::=  SEQUENCE SIZE (1..MAX) OF PerAuthorityScope 

 PerAuthorityScope ::= SEQUENCE { 
  authorityName     [0]  GeneralName OPTIONAL, 
  distributionPoint   [1]  DistributionPointName OPTIONAL, 
  onlyContains    [2]  OnlyCertificateTypes OPTIONAL, 
  onlySomeReasons   [4]  ReasonFlags OPTIONAL, 
  serialNumberRange   [5]  NumberRange OPTIONAL, 
  subjectKeyIdRange   [6]  NumberRange OPTIONAL, 
  nameSubtrees    [7]  GeneralNames OPTIONAL, 
  baseRevocationInfo   [9]  BaseRevocationInfo OPTIONAL 
  } 

 OnlyCertificateTypes ::= BIT STRING { 
  user   (0), 
  authority  (1), 
  attribute  (2) } 

 NumberRange ::= SEQUENCE { 
  startingNumber  [0]  INTEGER OPTIONAL, 
  endingNumber  [1]  INTEGER OPTIONAL, 
  modulus     INTEGER OPTIONAL } 

 BaseRevocationInfo ::= SEQUENCE { 
  cRLStreamIdentifier  [0]  CRLStreamIdentifier OPTIONAL, 
  cRLNumber   [1]  CRLNumber, 
  baseThisUpdate   [2]  GeneralizedTime } 

A\�V �_���  �-P�$CRL �-P�$�� >
 CRL �G�D�1 ��*], ����� ��\�$�� N�,R� ZJ� ����*�� U�$� d�� G�@�)�� !" 
 �� 2, G�1 L*1 ^��� Z%���� #�� ���7 *�� ��)���� 8	q(PerAuthorityScope) BV ��0�� G�1 �3 G�~�� �g �

�£�C, N�,R� �����*�� G7����� ��*]�� �� G�~�� .~�� BV� ��$,�� �� G� ���7 *�� ��)���� 8	q >
 �*], r*���
 �-P�$�� �	S G���:z�� �*]�� !"CRL ���7 �-P�$�� >
 CRL ����� ��\�$�� N�,R� ZJ� �1 ���7 ����*��� U�$� d�� 

 OP��$,CRL �� 2, G�1 L*1 ^��� Z%���� #�� �G��~� �*% �1 G�7�� G�D�1� ��%�%3  ��)���� 8	qX���7 *�� �g 
 OP��$�� �� bG�~�� �0�� G�~�� BVCRL ���7 �-P�$�� �	
 U�$� d�� ��%�%�� CRL�S b����8  . G�1 ��h� �_� ¢~�

 2)�� �� ��$,�����7 *�� ��)���� 8	q � �\F�.�� �-�Q #�� �X���E�� F7� Z�-[ �0]9\ >
 #�.� ���h� #� 
��$,���.  

 �-P�$�� A\�V �_��CRL  ���7 �-P�Q >
CRL OP��$, ����� ��\�$�� N�,R� ZJ� �1 ���7 ����*�� U�$� G�@�)� !" 
CRL �� 2, G�1 L*1 ^��� Z%���� #�� �G�D�1 ��*% �1 G�7�� G�D�1� ��%�%3 X���7 *�� ��)���� 8	q BV �g 

�0�� G�~�� OP��$�� �� bG�~�� CRL ���7 �-P�$�� �	
 U�$� d�� ��%�%�� CRL�S b����8  . �� r,�� BV� *�� ��)���� 8	q
���7 ���7 �-P�$�� ����3 d�� �*]�� !" �*], r*��D CRL �\F�.�� L*1 ^��� #3 �� G�@�)�� !" ���E�� F7�.  

 r,�� BV #�C, >*D �-V N�$�� B-��]�����7 *�� ��)���� 8	�Z%���� ( 7�h��  .P��$�� ���~ ( x\3 �~ID� OCRL 
 ���7 OP��$��� G�@�)�� !"CRL r,�� B.� �.4 �G�@�)�� !" ���7 *�� ��)���� 8	q �� �9*�¥ ��)�V�� L*1 ^��� #3 

�9*�e�� O�$�� �	
� �&�`� �	
.  
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 B$�� 7�����E�� F7�N�,R� ����*�� �£�C, U�$� d�� ��7�0C�� ����3 d�� �*]�� ��h� #� � .�� #�V �_�� B$
 ���E�� F7� �-P�$�� ��:�� O%� >
 ��u���, x�-�Q #�.� �b�)��"CRL.  

 B$�� B-��]D� H������ ��
'(distributionPoint) Z%���� ( ZJ�� �
 �-V ���h� #� � 1�g]t� H������ ��
'
(issuingDistributionPoint).  

 B$�� N�D� c
� W���(onlyContains)XY3 �3 aY L*1 ��h� #�  �-P�$�� ^��8 d�� ��7�0C�� X�CRL �1 ����*�� 
��\�$�� �S�,� ZJ� . �-P�$�� #�� �b�)P�" B$�� �	
 #�V �_��CRL��7�0C�� X�Y3 Z�� �1 ����*�� ^��8 .  

 B$�� B-��]D c
� +D����� L��(onlySomeReasons)X Z%���� ( �J�� �
 �-V ��h� #� 31�]t� H������ ��
'.  
B-��]D �:����  *E�E��� F<1 ��0(serialNumberRange)�h� #� ������V  . ��$� �-�Q #�.� ����1(modulus) 

k��� �� ��-�\&� �� r$M��� B)Q ��$�� �-�Q L*1 �%����� �-�$�� O�]$� �� >Q�)�� 	/�, B]*]��� OQ� +9} �G7�h�� . ´
 B]*]��� OQ� B-8 d�� G7�0C�� v���)+{9e�� (Q�� �-P�$�� r�)� N�' ( ��CRL�0*]*]� OQ� #�V #� �:  

<   �� vV3 �3 ^��]D �D��)�� OQ�(startingNumber) � �� �u�3� �D�0��� OQ�(endingNumber) � ����1
�3 =�D7�h�� �°IV #�\�.D  

<   �� vV3 �3 ^��]D ��D��)�� OQ� #�V #��D�0��� OQ��3 =b�)P�"   
<   �� �u�3���P�0��� OQ�#�  #�V �D��)�� OQ�b�)P�" .  

 �:���� ��]9D o%	]�� N	�"0 ���� S#�0 ��0(subjectKeyIdRange)X x\3 L*1 ��h� #� X*E�E��� F<1 ��0 
G7�0C�� Z%�� ( G7�h��� �-�$�� �
 B-��]�� OQ��� #�V ���p�%�, o%	]�� N	�"0 ���� S#�0 

(subjectKeyIdentifier). !9C��  �	�)�� ��E�7(BIT STRING) Gf�-�� !9C��� �1��$, (DER))  O%��� E	~ ��,
�*-��]�� !" ���)�� #�·3� N���� ( Gf�-�� !9C��� �1��$, !9C��� �-�Q x\3 L*1 x��� �q�D #3 ��(DER)  \�O� 4���

(INTEGER) . �� �9� ��)�� A\�V �_���	�)�� ��E�7^�9� #�·3 ���J� >u)�D ��1�J�� �3 #�-J Bh3 ��  #�.D #
 Bp4 ¶����� !9C����	O�O� ��4�D b�)h�� (INTEGER)XbIp-� :  

03 02 01 f7)  ���)�� �:�1 Bp40-67��� (  
B,�$D �
�  

02 02 00 f7)  ^3247^�C��� U�q��� ( (  
 B$�� B-��]D� F7C� ��D#"�� 1	J6d�(nameSubtrees)XV �O%&� N�.@� �*-��]�� ��~I�&� l9\ ��h� #�  �-

 ZF%�� ( G7�y >
 F7>� �����
!(nameConstraints).  
 B$�� N�D� ��7	7� 8	��9 �	0���0(baseRevocationInfo) X �-P�$�� #3 L*1 ��h� #�CRL ���7 �-P�Q >
 CRL �-�� �

 ���, �0�u� d�� ��7�0C�� �} ���7 *�� ��)���� 8	q(PerAuthorityScope). Z%���� N�-��%�� )�! 8	q �$;	
�� ��
(crlScope) CRL KD���*�  �-P�$,CRL ���7 �-P�Q �£3 L*1 CRL Z%���� N�-��%� �1 K*�} � 	��4 �$;	
�� ���� S#�0

(deltaCRLIdentifier) CRL >*D �� . ���~ >9� �$;	
�� ��)�! 8	qCRLX �\F�.�� N��  ��7	7� 8	��9 �	0���0 L*1
 �-P�$�� �0�� 3�)� d�� �qM*��CRL �����8 ��$�, Z%���� �	
 L*1 �D���� . �-P�Q �� B�� �	
 #3 �� O"��� L*1�CRL �

 �-P�$�� #��CRL Z%���� B�� �-��, �x*V r�)��� N�` �*��V �-P�Q #�.� & �3 #�.� #3 �0�.4 �0��� N���  ���� S#�0
 	��4 �$;	
��CRL ���7 �-P�Q L*1 CRL�� N�` �*��V #�.�� G�7�� x*V r�)� . d�� ��F��� ����*��� #�� �N��~�� BV (�

 ���7 �-P�Q �0��$�CRL Z%���� L*1 ^��8�  �$;	
�� ��)�! 8	qCRL N�o� ����� �*��.�� N�,R� ����*�� �����8 >
 
 �-P�$�� A\�V �_� �-1 �q��� E�:, �r�)���CRL N���  �\F�.�� ( �0����7	7� 8	��9 �	0���0 � bI�� G�7�� �.� � �3

r�)��� N�' l9�� �*��V �-P�$V . Z%���� ����D �� vV3 �\��� �$D��� �	
 ����� 	��4 �$;	
�� /K�)0



ISO/IEC 9594-8:2005 (A) 

52   �������ITU-T X.509 (2005/08)  

(deltaCRLIdentifier) CRL OP��Q ��C\� O0�.4 �*-��]�� #� �CRL »D����� �� b�7���%� �
i�C\�� �b��*y �*��V 
OP��Q ����� �� b&�, AQ���� CRLx*V r�)��� N�` �*��V� ��%�%3  . ���7 OP��$�� U�$� ������� ��*V (�CRL b�-P�7 

� N�' ( ���� ��7�0C,  ��� ��\�$�� N�,R� ZJ�� �����8����� ����H �q� �� b���,� ��F��� r�) . ���~ (� /K�)0
 	��4 �$;	
��CRLX0�� O�D d�� �qM*�� >
 �qM*�� �	
 #�.�  �-P�Q ����� �CRL �� ��:��� ��	
 r�)��� N�` �*��V 
�0��� ���~R� . ���~ ( ��3 �$;	
�� ��)�! 8	qCRLX ����� �q� >
 �qM*�� �	
 #�.��  �-P�$��CRL d�� �0��� N��� 

�	
 r�)��� N�` �*��.�� �-P�$�� >
 #�.� & �3 #�.� #3 �.4.  
���]�� �*]�� �%��]� b��)�� ���7 OP��Q G�1 �C\ �.4 ��CRL ��%�%�� �-P�$�� �C\ B)Q �CRLG�D�[�  . ���7 OP��$�� #�

CRL Z%���� L*1 ^��8 d��  �$;	
�� ��)�! 8	qCRL �� ���~R� �� G���c��, t��8 & ��0���~� �q� �� ���~À�  F<1
 �$;	
��(cRLNumber) CRL �-P�Q ¹�~� CRL� ( G�7�� ��%�%3  N�`��7	7� 8	��9 �	0���0. �-P�$�� OQ� #�.D� 

CRL N�`� ( x��� N��� ��7	7� 8	��9 �	0���0 ���7 �-P�Q ( CRL �� �u�3 �3 ^��]D � �$;	
�� F<1CRL ¹�~� 
 �-P�QCRLx*V r�)��� N�` �*��V G�7�� .  

 Z%���� #3 �~IDH������ ��
' 31�g]t� (issuingDistributionPoint) Z%�����  �$;	
�� ��)�! 8	q(crlScope) CRL �Q 
b��� I-��]�� �D��0� �]��� ��-0��, �-�� #�1H���D . �-P�Q A\�V �_��CRL ��%���� L*1 �� E�� ( ^��8  H������ ��
'

 �$;	
�� ��)�! 8	q� 1�g]t�CRLX �-P�$�� r�)� N�' ( >��-��� ?��9�� G7�0@ 	P��1 Z$� CRL ��_�  A\�V ��_� a$��
b��� ��%���� !D��� r,�� . �-P�$�� A\�V �_��CRL Z%���� L*1 ^��8  2�.�� ���E� 31�g]t� H������ ��
'

(issuingDistributionPoint) X ��%���� �� ^3 L*1 ^��8 & �0�.�� �� 31�g]t� H������ ��
' �$;	
�� ��)�! 8	qCRLX 
b�D��~ r�)��� N�' #�.D &>��-1 ?��9� ��7�0@ L*1 	P��1  . �-P�$�� A\�V �_��CRL ���%���� �� ^3 L*1 ^��8 & 

31�g]t� H������ ��
' �3 � 2�.�� ���E� 31�g]t� H������ ��
' � �$;	
�� ��)�! 8	qCRL X �
 	P��1 r�)��� N�' #�.D
 �-P�$�� N�-��%� �.4� ��*]*� r�)��� N�' B��VCRL�0@ ^� �*]�� �1 G�7�� G7 . Z%���� #�� ���� j�	V� ��
'

 2�.�� ���E� 31�g]t� H������ Z%����� �$;	
�� ��)�! 8	qCRL b��� I-��]�� �D��0� �]��� ��-0��, �-�� #�1H���D �Q . �_��
 �-P�Q A\�VCRL ��%���� L*1 �� E�� ( ^��8  2�.�� ���E� 31�g]t� H������ ��
'��)�! 8	q �$;	
�� �CRL X Z$�

 �-P�$�� r�)� N�' ( A���� G7�0@ 	P��1CRL��_� a$�� ��_� b��� ��%���� !D��� r,�� A\�V  . �-P�$�� A\�V �_��CRL 
 Z%���� L*1 ^��8X31�g]t� H������ ��
' ��%���� �� ^3 L*1 ^��8 & �0�.�� 2�.�� ���E� 31�]� H������ ��
' �3 

 ��)�! 8	q �$;	
��CRLXA�\ ��7�0@ L*1 b�D��~ r�)��� N�' #�.D &  . �-P�$�� A\�V �_� ��3CRL �� ^3 L*1 ^��8 & 
 ���%���� 31�g]�� H������ ��
'�2�.�� ���E� 31�g]t� H������ ��
'�  �$;	
�� ��)�! 8	qCRLX 	P��1 r�)��� N�' #�.D 

�%� �.4� ��*]*� r�)��� N�' B��V �
 �-P�$�� N�-�CRL�*]�� �1 G�7�� G7�0@ ^� .  
 �-P�Q ��7�0C�� N�-��%� U�q\ B-��]D ����1CRL Z%���� L*1 ^��8  �$;	
�� ��)�! 8	q(crlScope) CRL �� r$M�*� 

�-P�$�� r�)� N�' B/�7 Z$� �F�1��� >1����� ���9@� G7�0C�� #3 �� r$M�D #3 x� >u)�D �G7�0C� ��\�$�� ZJ��� CRL �
 Z%���� x���D �-V �$;	
�� ��)�! 8	qCRLX����� �M��� L*1 j�_� :  

 3(  �� �&�' Z5�$� x�F�)D ^	�� r�)��� N�' B/�7 Z$� G7�0C�� #3 �� ��7�0C�� N�-��%� U�q\ r$M�D #3 
 r�)��� XF7C� ��D#"�� 1	J6(�� Xo%	]�� N	�"0 ���� SK#�0 ��� X*E�E��� F<1 ���£3� �$]�� 

 B$�� Z�XH������ ��
' B$�� Z�� c
� W��� �F����� ���)�� #�C, ��7�h� N�~ ( ���7 *�� ��)���� 8	q.  
w(   �-P�$�� A\�V �_�CRL �\F�.�� L*1 ^��8 c
� +D����� L�� Z%���� (  �$;	
�� ��)�! 8	qCRLX 	P��1 �� 

��9@ #3 �� r$M�D #3 ��7�0C�� N�-��%� U�q\ L*1 �-P�$�� �	
 �0�u� d�� >1����� �CRL ���"�, ����� 
r�)��� . OP��Q �{*¬�� �.4 �j�	V ���9C�� �.� � �_��CRL����J�  . �-P�Q ���~� �_� x\3 �~ID�CRL L*1 

 ��%���� �$;	
�� ��)�! 8	q(crlScope) CRL  31�g]t� H������ ��
'�(issuingDistributionPoint)X #�V� 
°IV �\F�.�� L*1 ^��� � c
� +D����� L��(onlySomeReasons)X ( ��-c��� >1����� ���9@ &� #�.� & 

 ��\F�.��c
� +D����� L�� �-P�$�� �0�u� d�� ���9C�� >
 �b��� ��%���� ( CRL.  
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6.2.5.8  ��'	
�� H���� H,#0 H7�!  
 �-P�$�� ( Z%���� �	
 B-��]DCRL�$�� ���, B/�7  �-PCRL >*-��]� �� N�,R� ��u�*)�, ����� ����*��� B$�� �*�%�V 

��7�0C�� . �-P�Q ���, ( �h�D ��	
 x�9:,�CRL��7�0C�� N�,� �1 ��u�*)� L*1 �T�_ >
 ^��8 &  . &3 ���
 �-P�$�� ���, B-��]DCRL ��$����� E��5�� �3 ��7�0C�� �*-��]� Z%���� �	
 L*1 ^��8 d��  �N�,R� ��u�*)�� ���:�-V

�*-��]� �)%���� N�,R� ����*�� #3 L*1 �V�� G�7�V B, . �-P�Q ^3 r����� E��� B-��]D &3 ���CRL L*1 ^��8 
 �-P�$�� N�-��%� Z��]D r����� E��� �.�� �G7�0@ ^� ��\�$�� N�,R� ZJ� �� x, r$M�D b����:�� �
��)�1�, Z%���� �	


CRL���  OP��$�� ZQ��� �D�M�� ����J� G�7�V Z%���� �	
 L*1 �D�CRL��\�$�� N�,R� ZJ� �� r$M�*� �)%���� .  
�������� ������� ��9�����, Z%���� �	
 r*��D�:  

<   �C�� ���W Z%���� �	
 U�$D" OP��$�� �� �-P�QCRL" d�� �*:�� ��_ ����*��� BV B-C�� �Q���� #�.� �
5�� �1�]� �1 �£�h��� d�� ����.�� ����*��� & U3 O0D�� ����� A\�V �_� �� �D�8 L*1 �$����� E��

N�,R� . �-P�Q b�D��7 ��:� #3 �*% ^� bIp� �.-��CRL G7�1� ����� #�.D #3 L*1 ���$��]� G�D�h 
 b����1 �
�����) OP��$�� �� �
!" ����� G7�1� ����� �� �)]���,CRL .(�.4� AQ�� »D��� Oc� #3 �-P�$*� 

 �-P�Q B.� ��8 �/WCRL�0��� B�~3  . �F��D #3 Z��]D ��-P�$�� �	
 G7�0C�� B-��]� O*�]D ����1�
 OP��$�� A\�V #� �1�],CRL��F�y A��H �� ���1 �)e�� ( G7�h���  . �� b�!)V b��fh ���� �	
 BDfD �Q�

 OP��$*� �D���c�� !" ��h��e�%&�CRL . ��7�0C�� >*-��]� j�_ ��� ��9D ���µ� �	
 N�-��%��
 OP��$�� L*1 �I{5� L*1 ��\�.��CRL j�	,� ��D7���� �0���8 G��7 ��Q�3 t��/ �*]�� �1 G�7�:�� 
 �-P�$�� U�q�, �*:�� ���� �]M�DCRL.  

<   ^��0� ZQ�� �� r����� E��� x�h�� G7�1R ���W Z%���� �	
 U�$D�)ZQ��� ^3 �$\ Z%�� ( x��� ��C�� 
 OP��$�� ZDH��CRL����R� �*]� B����� B/�� ( �3  (N�,R� ����*�� �/W ZQ�� �� . Gf��� �	
 �{.��

 �-P�$�� �Pf� �/ BD��� �� ��*]��CRL ( �3 ������ ��7�0C�� ( !����� #�7 ��£���e�]D d�� 
��7�0C�� >*-��]� .)% ( �*]�� U�$�� �-P�$*� r�)� N�' BV� �D�h ZQ�� BV #��)�, j�_ H�Ê� B�

CRLZQ��� j�_ ( x�*1 �p�D #3 �.4  . N�' �1 ��\I1R�, x-T d�� G7�0C�� �\��$� r����� E��� U�$D�
 ����� N�,R� ����*�� L*1 N�:M*� �%���� �D�[� ZQ��� L*1 N�D ^	�� �@��� Z)�D� �r�)���

G7�0C��,G7�0C�� �	S ��~I:��, F�$� d��� �.  
 OP��$�� �� ���]� & k�/3 N�,� �-q\3 B)$�]�� ( x*-��]� #3 �.4� �Z%��*� B,�Q x]9\ �
 Z%�����CRL.  

 statusReferrals EXTENSION ::= { 
  SYNTAX   StatusReferrals 
  IDENTIFIED BY   id-ce-statusReferrals } 

 StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral 

 StatusReferral ::= CHOICE { 
  cRLReferral  [0]  CRLReferral, 
  otherReferral  [1]  INSTANCE OF OTHER-REFERRAL} 

 

 CRLReferral ::= SEQUENCE { 
  issuer    [0]  GeneralName OPTIONAL, 
  location   [1]  GeneralName OPTIONAL, 
  deltaRefInfo  [2]  DeltaRefInfo OPTIONAL, 
  cRLScope     CRLScopeSyntax, 
  lastUpdate   [3]  GeneralizedTime OPTIONAL,  
  lastChangedCRL [4]  GeneralizedTime OPTIONAL} 

 DeltaRefInfo ::= SEQUENCE { 
  deltaLocation  GeneralName, 
  lastDelta   GeneralizedTime OPTIONAL } 

 OTHER-REFERRAL ::= TYPE-IDENTIFIER 
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 B$~ �)D 1�g]t�(issuer) �-P�$�� Z{Q�D ^	�� #��.�� CRL �-P�$�� ��:�� O%� �� !C� x�� ��u��� �-�Q� �CRL ^	�� 
�0�� �0qD.  

 B$~ U�$D� H<g�~�(location)� �Zh��� ���5 x��� xh�D #3 �� ^	�� ZQ���  O%� �-�Q l9\ >
 ��u���, x�-�Q1�g]t�.  
 B$~ U�$D� 	��4 /D ���,#� �	0����(deltaRefInfo) �-P�$�� L*1 x�� N�:�� �.4 �b�D���/ bID�, b��Q�� dCRL �

�$,�]�� ���7 �-P�$*� ^���/ »D��� L*1�.  
 B$~ U�$D� �$;	
�� ��)�! 8	q(cRLScope) CRL �-P�$�� r�)� N�' CRL� x��� N��� >�h��� ZQ��� ( �0�*1 �p��% d�.  

 B$��� |�` #��(lastUpdate) B$~ �-�Q �
  |�O��� �f�(thisUpdate) �-P�$*� CRL�0��� ���~� ¹�~3 A� d�� .  
 B$��� �$�< #��CRL����0  (lastChangedCRL) B$~ �-�Q �
  |�O��� �f�(thisUpdate) �-P�$*� CRL N���� 

��y�0��� ���~� ¹�~3 A�� �
�.  
 �D�S� EF���� #�� H,#0(OTHER-REFERRAL)  N�,� �-q\3 N�-��%�, B)$�]�� ( �-]� d�� Z%���� ��*,�Q U�$D

 OP��$�� �� ���]� & k�/3CRL.  
 �-P�$�� #3 �� �V��*� �b�-P�7 t�~ x\�, Z%���� �	
 O%�D�CRL�0*-��]� � Z%���� �	
 L*1 ^��8 d��  �-q\3 b��0% 

��\�$�� �S�,� ZJ�  �:¦ ��7�0C�� �1 ����*��� ���:�� �
��)�1�, ���7�0C�� N�-��%�.  
 �-P�$�� B-��]D �� U�q��� �	
 #�� ���7�0C�� N�-��%� U�q\ x, E���D� b�7�h�� Z%���� �	
 #�V �_�CRL ���:�-V 

��\�$�� N�,R� ZJ� �1 ����*�-*� .D #3 U�q�*� >u)�D� �� �
!" ���� �Z%���� �	
 ( G7�h��� ����*��� ��� B-��]
��\�$�� N�,R� ZJ� ����*�� �%���� ZQ��� 7�� >.� ��9����� �	
 ��\ t��/ Z$� d�� BP�%���.  

 �-P�$�� B-��]D �� U�q��� �	
 #�� �x, E���D & ��7�0C�� N�-��%� U�q\ �.�� b�7�h�� Z%���� �	
 #�V �_��CRL 
��\�$�� N�,R� ZJ� �1 ����*�-*� ���:�-V . �������� �	
 ��\ t��/ Z$� k�/3 BP�%� B-��]D #3 U�q�*� >u)�D�

��\�$�� N�,R� ZJ� ����*�� �%���� ZQ��� 7�� >.�.  
7.2.5.8   F;��
�� #I	
! ���� S#�0 H7�!CRL  
 B-��]D OP��$�� �5�$� �D�
 E��� B$~CRL�]�� �)D >.�  �-P�$�� OQ� x�� #�.D ^	�� ��CRLb���~� .  

 cRLStreamIdentifier EXTENSION  ::= { 
  SYNTAX   CRLStreamIdentifier 
  IDENTIFIED BY  id-ce-cRLStreamIdentifier } 

 CRLStreamIdentifier ::= INTEGER (0..MAX) 

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
%���� �	
 ( �-�Q BV #�.���*% B.� G��~� Z . OP��$�� �5�$� �D�
 E����CRL �-P�$�� OQ� Z� �~�:��� �CRL �

 �-P�Q B.� �~� �D�
 E��� �D�M�, �-]DCRL �-P�$�� aY �1 �q��� E�:, ������ �*% ^3 �1 G�7�� CRL.  
8.2.5.8  �)!#� �$;	
�� HK7�!  

*¬)�� ��7�0C�� Z,��� #3 L*1 �)���� �-P�$�� Z%�� N�D B$~ ( � ���)� ��4	5B��(revokedCertificates) �-P�Q �� CRL 
N�,R� »D����� ���� ��7�0C�� B]*]� U�Q�� ��� ^�1�:��� ������� r�� K�:� Z,��� �
 .�-V B$�� �	
 E��D� >*D: 

 orderedList EXTENSION  ::= { 
  SYNTAX   OrderedListSyntax 
  IDENTIFIED BY  id-ce-orderedList } 

 OrderedListSyntax ::= ENUMERATED { 
 ascSerialNum  (0), 
 ascRevDate  (1) }  

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
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<   N�D W�D	]��� *E�E��� F<1(ascSerialNum) � ��7�0C�� Z,��� #3 L*1 �-P�Q ( �*¬)�CRL �F��� �
 
���7�0C�� B]*]� U�Q�� ^�1�:��� ������� r�� �\F�.�� �-�Q �� b�7���%�  *E�E��� F<1

(serialNumber)=�-P�$�� ( B/�� B.�   
<   N�D W�D	]��� 8	��@� }�1	! (ascRevDate)� ��7�0C�� Z,��� #3 L*1 �-P�Q ( �*¬)�CRL �F��� �
 

 �\F�.�� �-�Q �� b�7���%� �N�,R� »D����� ^�1�:��� ������� r�� 8	��@� }�1	!(revocationDate) B.� 
�-P�$�� ( B/��.  

 �\F�.�� A\�V �_�� �)!#� �$;	
��(orderedList) �*)�� ��7�0C�� ����� #�C, ����*�� ^3 �h�� #�.� & �G7�h�� !" 
 �-P�$�� (CRL.  

9.2.5.8  	��4 �	0���� HK7�!  
 �-P�$�� ( Z%���� �	
 B-��]DCRL OP��$�� Bh3 �� �CRL #�.� & d�� dCRL OP��$�� #3 �$����� E��5¾� �)D �
� �

 ���7(dCRL) CRL �-P�$�� ( b�cD3 G�]��� #�.� CRLZ%���� �	
 L*1 ^��8 d��  . ��p��� �.4 ^	�� ZQ��� Z%���� U�$D�
 OP��$�� L*1 x��dCRL �-P�$�� x�� ��:�% ^	�� �1��� b�D����/� U�$� �-V ��*:�� ��_ dCRL������� .  

 deltaInfo EXTENSION  ::= { 
 SYNTAX   DeltaInformation 
 IDENTIFIED BY  id-ce-deltaInfo } 

 DeltaInformation  ::=  SEQUENCE { 
  deltaLocation  GeneralName, 
  nextDelta   GeneralizedTime OPTIONAL } 

b�-P�7 t�~ !" ZF%���� �	
 #�.D�.  
10.2.5.8  ��9 o,���� ��4	5B�� H7�!	T	  

 �-P�$�� ( Z%���� �	
 ���DCRL����� AQ�� »D���, B)$�]�� ( �S�,� ^�o�% d�� ��7�0C�� �1 º�*)���  . Z%���� B-��]D�
 8	��@� o,����(toBeRevoked) �h���� ��7�0C�� �1�-'� �G7�0C�� N�,� AQ�� »D���� �G7�0C�� N�,� >1�7 �D�M�� 

�S�,� .3 �-P�Q BV Z��]�� L*1 �3 ���7�0@ B]*]� U�Q�3 �� �1�-' L*1 �3 �G7�0C� ��~� B]*]� OQ� L*1 ^��8 #
 ( ��F��� �\F�.� ��D#� 3#J6(subtree) .A�\ ��7�0@ �3 >��-1 ?��9� ��7�0@ ��7�0C�� #�.� �Q�.  

toBeRevoked  EXTENSION  ::= { 
 SYNTAX  ToBeRevokedSyntax 
 IDENTIFIED BY id-ce-toBeRevoked } 
 
ToBeRevokedSyntax::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup 
 
ToBeRevokedGroup ::= SEQUENCE { 
 certificateIssuer [0] GeneralName OPTIONAL, 
 reasonInfo  [1] ReasonInfo OPTIONAL, 
 revocationTime  GeneralizedTime, 
 certificateGroup  CertificateGroup } 
 
ReasonInfo   ::= SEQUENCE { 
 reasonCode   CRLReason, 
 holdInstructionCode HoldInstruction OPTIONAL } 
 
CertificateGroup ::= CHOICE { 
 serialNumbers  [0] CertificateSerialNumbers, 
 serialNumberRange [1] CertificateGroupNumberRange, 
 nameSubtree  [2] GeneralName } 
 
CertificateGroupNumberRange ::= SEQUENCE { 
 startingNumber [0] INTEGER, 
 endingNumber [1] INTEGER } 
 
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber 
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��� B$�� 734	5B�� 1�g]s0 (certificateIssuer)X�*]�� �D�
 ��h� #� ) A���� �*% U3 G7�0C�� ����� �*% ( d��
 ( G7F���� ��7�0C�� Z�� ����3 	T	��9 o,���� �D�$��(ToBeRevokedGroup) . #�V �_��34	5B�� 1�g]s0 �b���	y 

 �-P�$�� ��:� O%� >
 ��u���, x�-�Q #�.�CRL.  
 B$~ #�V �_�� +D���� �	0���0(reasonInfo)D�
 E��D �0� �b�7�h�� ��7�0C�� N�,� >1��7 � . �	
 #�.D ����1�

 ( �0�D�
 ��F���� ��7�0C�� Z�� #3 L*1 N�D �0� �b�7�h�� N�`� X	T	��9 o,���� �D�$�� ��V	�� >1��*� �S�,� ^�o�%
N�`� �	
 ( . �_�� A\�V +D���� 3#"6(ToBeRevokedGroup) �-�Q L*1 ^��8  1	&�'>� � 34	5B��(reasonCode)X 

 #�.� #3 �.4 1	&�'>� � H���� �	$���! 3#"6(certificateHold)b�cD3 G7�h��  . A\�V �_�� H���� �	$���! 3#"6
 1	&�'>� �(holdInstructionCode) G7�h�� �� G�~�� ^3 ��7�:� ��1 �_�g� �h���� ���hR� L*1 N�� >0� �

 ( G7��� ��7�0C��	T	��9 ����� �D�$��. 	e�D &3 >u)�D�  B$~ ( N�,À� 7��� AQ��� ��c$\� ��, &� ����hR� �	

 8	��@� �D�0(revocationTime).  

 B$~ N�D� 8	��@� �D�0(revocationTime) �� �1�-`� �	
 N�,� �-0�� ^�o�% �D	*�� AQ���� »D����� L*1 
���� !" v��� 	P��1� ���7�0C�� .�� �1��� �	
 #�.D� �1�� �1 b��/� |�O��� �f�(thisUpdate)  �-P�$�� ( 7�h���

CRLZ%���� �	
 L*1 �D����  . #�V �_�� 8	��@� �D�0 �1�� b�$,�% G4	
�� |�O���(nextUpdate) �-P�$�� ( 7�h��� 
CRL �, �� �*)� G7�0C�� v��� #3 �� �Z%���� �	
 L*1 �D���� �0 8	��@� �D �1���|�O���G4	
��  E�5 B)Q �� 

 �-P�Q B-��]D r���CRLZ%���� �	
 L*1 ^��8  . �1�� ( �S�,� ^�o�% ��7�0C�� �	
 #3 �1 b�u�*)� v��D �	
 #�� &��
B)$�]�� ( ��� .#�.� & �3 �0�*,3 �Q G7�0C�� ����� �*% #�.� #3 ��� �N�,R� �1�� ��c$\� ��1� . �Q A\�V #��
� �):� ��0�*,3 OP��$�CRL L*1 G7�0C�� ��~I� ��0�\� �~ �� ��*)�� ��7�0C�� OP��Q ( G7�0C�� �	
 ^��8 ��*)$�]�� 

BQ�� . G7�0C�� �-c�� #3 �0�.4 �B)$�]�� ( �S�,� ^��� A��H �� �0�.�� ��0*)� � G7�0C�� ����� �*% A\�V �_� ��3
 ��7�0C�� �� Z%���� �	
 (CRL� ��$~I��  Z� �.�8	��9 �D�0Z�h���  . ��� � G7�0C�� ����� �*% A\�V �_� ��3

�0C�� 7��)�%� �.-�� �G7�0C�� N�,� ^��� OP��$�� Z�� �� G7CRL�*)� G7�0C�� v��� &3 ��� ��$~I�� .  
 B$�� 7F��D ��4	5B�� �D�$q(certificateGroup) �S�,� �h���� ��7�0C�� �1�-' .`� �	
 7�� d�� ��7�0C�� N�

 ( �0�D�
 ������ �*]�� �T���334	5B�� 1�g]s0 ( �D7��� AQ���� »D����� ( �S�,� �h����� 8	��@� �D�0. 7��D &� 
 ��h��/ ��-.8 x*/�� �D�h BD��� ^3 ��7�0C�� �� �1�-`� �	
 L*1 ^��) Bp�31�g]t� H������ ��
'.(  

 �\�.�� ��h� �_��	<1�X*E�E��� G �1 G�7�:��� B$�� �	
 ( G7����� U�Q��� �	
 B-8 d�� ��7�0C*� �3 G7�0C*� >u)�D 
7��� �1��� ( �S�,� ^�� #3 �7��� G7�0C�� ���:��.  

 �\F�.�� ��h� �_�X*E�E��� G	<1� ��0B]*]� OQ� �� b���, �k��� �	
 ( �0��Q�3 Z$� d�� ��7�0C�� Z�-[ >u)�D  �D��, 
7��� �1��� ( �S�,� ^�� #3 �x�D�£ B]*]� OQ�, Â��0�\�� k���.  

 �\F�.�� ��h� �_�XF7C� ��D#"�� 3#JB�� 7��� O%I� b��,�� �0*��~ �3 �0)~�� O%� #�.D d�� ��7�0C�� Z�-[ >u)�D 
7��� �1��� ( �S�,� ^�� #3 �7��� G7�0C�� ���:�� �1 �7�:��� .� A\�V �_�F7C� ��D#"�� 3#JB�� O%� L*1 ^��8 

 f��(DN) >��-��� ?��9�� G7�0@ �~�� Z� �)~�:��� Gf�-�� ��³�� Z�� ��)�1&�, 	/�� &3 �� �) B$~ ^3 o%	]��
(subject) Z%��� o%	]�� ����)�� v	wd� (subjectAltNames)( B$~ Z� �3  *0	%(holder)A���� G7�0@  .��, ��3 �)]�

 Z%�� ��)�1&�, 	/�D #3 �o�� �k�/�� ��³�� N�.@3 Z�� ��o%	]�� ����)�� v	wd� �>��-��� ?��9�� ��7�0C� 
 B$~�*0	b�A���� ��7�0C�  . G7�0C�� ( b�7�h�� �B���� �3 �~�:*� �)~�:�� ��-]�� �� BQ�� L*1 �~�� #�V �_��

7�8 d�� ��1�9�� G�oC�� B/�7 b��Q��� �\F�.�� �
XF7C� ��D#"�� 3#JB��7��� �1��� ( G7�0C�� �	
 N�,� ��  . �-V�
 Z%�� ���~ ( v	wd� �����
!(nameConstraints) �9���� �)%��� ��-]�� N�.@3 Z�� #�.� & ���D#"�� 3#JB��. 

� E���� ����)�� �1��$� ��J��� ��³�� &� Z%���� �	
 ( B-��]� &3 ����.  
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 �-P�$�� ���:�� �D�$� �]~ �t�~ �D�" �3 b�h�~ #�.D #3 Z%���� �	S �.4CRL . !u, Z%���� �	
 O%�D #�, L��D�
 B�uC��� ( BV�C� ��0� �/ +9e�D j�	,� ��&�,R� �g Z%���� �	
 ( G7����� ����*��� #3 �� b��q\ �t���

��h���� �������� ¸�)��.  
11.2.5.8  q H7�!���)� 34	5B�� �D�$  

 �-P�$�� ( ����� Z%���� U��e�%�, ��S�,� k�h d�� ��7�0C�� �C�� #3 �.4CRL . ��7�0C�� �� �-P�Q BV r������
N�,R� �1��� 7��� G7�0C�� ��:�� �S�,� �h���� . �3 ��7�0C�� B]*]� U�Q�3 �� k�� Oc� #3 �-P�Q B.� �.4�

G�-]� ��1�� G�o@ .4�A�\ ��7�0@ �3 >��-1 ?��9� ��7�0@ ��7�0C�� �	
 #�.� #3 �..  
revokedGroups  EXTENSION  ::= { 
 SYNTAX  RevokedGroupsSyntax 
 IDENTIFIED BY id-ce-RevokedGroups } 
 
RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup 
 
RevokedGroup ::= SEQUENCE { 
 certificateIssuer  [0] GeneralName OPTIONAL, 
 reasonInfo   [1] ReasonInfo OPTIONAL, 
 invalidityDate  [2] GeneralizedTime OPTIONAL, 
 revokedcertificateGroup [3] RevokedCertificateGroup } 
 
RevokedCertificateGroup ::= CHOICE { 
 serialNumberRange NumberRange, 
 nameSubtree  GeneralName } 

 B$�� 7���34	5B�� 1�g]s0 (certificateIssuer) X �*]�� �D�
 ��h� #�)A�\ �*% U3 G7�0C�� ����� �*% ( d��
 ( G7���� ��7�0C�� Z�� ����3���g)t� Uf� (RevokedGroup). x�-�Q #�.� �b���	y G7�0C�� ���:�� #�V �_�� 

 �-P�$�� ��:� O%� >
 ��u���,CRL.  
B$~ #�V �_��  +D���� �	0���0(reasonInfo) �b�7�h����7�0C�� N�,� >1��7 �D�
 E��D �0�  . �	
 #�.D ����1�

 �b�7�h�� B$�� ( �0�D�
 ������ ��7�0C�� Z�� #3 L*1 N�D �0�X��~�)� �D�$�� ( ��V	�� >1��*� A*,3 �Q A\�V 
B$�� �	
 . A\�V �_�� +D���� 3#"6(reasonCode)^��8 1  �-�Q L* 1	&�'>� � 34	5B��(certificateHold)X #3 �.4 

 #�.�1	&�'>� � H���� �	$���! 3#"6 (holdInstructionCode) b�cD3 G7�h�� . A\�V �_�� � H���� �	$���! 3#"6
1	&�'>� ( G7��� ��7�0C�� �� G�~�� ^3 ��7�:� ��1 �_�g� �h���� ���hR� L*1 N�� >0� �G7�h�� ����~�)� �D�$.  

 B$�� N�D� ��%C]�� G�D }�1	!(invalidityDate) ( G7��� ��7�0C�� Z�� x�� b���, v��� ^	�� �1��� L*1 ��h� #� �
��~�)� �D�$�� ���� !" . B$~ ( 7�h��� »D����� �� �.,3 »D����� �	
 #�.D� |�O��� �f�(thisUpdate) ( 7�h��� 

 �-P�$��CRL . ( G7��� ��7�0C�� Z�� v��� #3 >u)�D �b���	y »D����� �	
 #�V �_����~�)� �D�$��  L*1 ����� !"
 ( �)�� »D����� �� b���)�1� BQ��|�O��� �f� �-P�$�� ( 7�h��� CRL . �1�� B)Q G7�0C*� ��\�$�� ZJ��� #�V �_�� �f�

}�1	��� U�q\ �� �)]���, b�h�~ -��%� ��7�0C�� N�) ����� B)Q ¹�~3 �Q #�V ^	�� >-Q��� Z�Q���� #�V �_� �� �D�M�� ^3
 �-P�$�� �	
CRL�S�,� k�h #3 ��, �3 ���� N�f� �� G7�0C�� A\�V �~ k�h �Q �( ����J� ����$� �*�D ���� #�� �

� x�� v��� ^	�� >*�9�� »D����� �D�8� N�,À� ��\�$�� ZJ��� �� r$M�*����� !" ��7�0C�� k�~.  
 B$�� 7F��D� ���)� ��4	5B�� �D�$q(revokedCertificateGroup)�S�,� k�h �Q #�V d�� ��7�0C�� �1�-'  . 7���

 ( G7��� �*]�� �T���3 d�� ��7�0C�� B$�� �	
X34	5B�� 1�g]s0G7�y E��� ( A*,z3�  . �� �1�-`� �	
 7��� &�
��7�0C�� >h��/ O.8 �1 ��:D BD��� ^� Zcg ) Bp� 31�g]t� H������ ��
'(issuingDistributionPoint).(  

 B$�� #�V �_�� *E�E��� G	<1� ��0(serialNumberRange) B]*]�� b���Q�3 B-8 d�� ��7�0C�� Z�� #�� �b�7�h�� 
� G7�0C�� ���:�� �1 G�7��� 7��� k��� B/�7 ��Q�� ��7�0C��r�)�*� �*,�Q v��� �7F��.  
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 �\F�.�� ��h� �_� F7C� ��D#"�� 3#JB��(nameSubtree) X �0*��~ �3 �0)~�� O%� #�.D d�� ��7�0C�� Z�-[ >u)�D
7��� �1��� ( �S�,� ^�� #3 �7��� G7�0C�� ���:�� �1 �7�:��� 7��� O%I� b��,�� . A\�V �_��F7C� ��D#"�� 3#JB�� 

8 f�� O%� L*1 ^��(DN) >��-��� ?��9�� G7�0@ Z� �)~�:��� Gf�-�� ��³�� Z�� ��)�1&�, 	/�� &3 �� �) B$~ ^3
 o%	]��(subject) Z%���  o%	]�� ����)�� v	wd�(subjectAltNames) ( B$~ Z� �3 *0	%(holder)A���� G7�0@ . 

� �k�/�� ��³�� N�.@3 Z�� �� �)]���, ��3 Z%�� ��)�1&�, 	/�D #3 �o�o%	]�� ����)�� v	wd� ?��9�� ��7�0C� 
 B$~� �>��-���*0	b�A���� ��7�0C�  . ( b�7�h�� �B���� �3 �~�:*� �)~�:�� ��-]�� �� BQ�� L*1 �~�� #�V �_��

 �\F�.�� �7�8 d�� ��1�9�� G�oC�� B/�7 b��Q��� G7�0C��XF7C� ��D#"�� 3#JB��#�.� A*,3 �Q G7�0C�� �	
  . ( �-V�
 Z%�� ���~ v	wd� �����
!(nameConstraints)��1�9�� G�oC�� �9���� �)%��� ��³�� N�.@3 Z�� #�.� & � . ���

�� E���� ����)�� �1��$� ��J��� ��³�� &� Z%���� �	
 ( B-��]� &3.  
U�q�� B-�� &�� �b�-P�7 b�h�~ Z%���� �	
 #�.D !" ��7�0C�� �	
 #�, ��/ L*1 �
� ����9D #3 G7�0C�� N�-��%� 

��� �	
 ( �*)� >
� ��*)�Z%� .�b�7�h�� Z%���� �	
 #�.D ����1� �*)�� ��7�0C�� L*1 G��~��� ��&��� �
 #�.D �$� 
 �-P�Q (CRL)  B$�� #� ^3 ���)� ��4	5B��b����/ #�.D()� ��7�0@ 7F��D �Q x\� �3 � ��7�0C�� j*� ��� ����J� �*

 B$~ ( ���)�����)� ��4	5B��.( B$~ ( ���� �*)� G7�0@ 7�� &�  ���)� ��4	5B��Z%���� �	
 (�.  
12.2.5.8   �$;	
�� � 	5��%C� ��5�.� ��4	5B�� H7�!CRL  

 �-P�$�� ( Z%���� �	
 B$~ N�DCRL �-P�$�� #3 L*1 CRL� ��u�*)� L*1 B-�C� ��~I:�� ��0��� ��7�0@ �g N�,.  
expiredCertsOnCRL EXTENSION  ::= { 
 SYNTAX ExpiredCertsOnCRL 
 IDENTIFIED BY id-ce-expiredCertsOnCRL } 
 
ExpiredCertsOnCRL  ::= GeneralizedTime 

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
 �-P�Q r�)� N�' #�CRL �
 Z%���� �	
 L*1 �D��~  �0��~I� A0�\� ��7�0@ N�,R ��\�$�� ZJ��� L*1 B-�C�� ZF%��

�1��� �	
 ��, �3 Z%���� ( 7��� �1��� ( b���� . �-P�$�� r�)� N�` 7���� +�, �D�8 ª �_��CRL)  ���9C, ���
ZDH���� X�$�, �3 >1�����(�0��~I� ��0���� ��7�0C�� L*1 b�cD3 r)�D j�_ #�� � .&� N�,R ��\�$�� ZJ��� ��8 ^�� 

G7�0C�� �	
 ��~I� >0��� #3 7�o� �G7�0@.  
6.8   F;��
�� H���! {	
'CRL 	��4 F;��
�� � �	�7����� (dCRL) CRL  

1.6.8  �	)����  
 �*«��� ¢~ ��-eJ� �*D�5 N�,R� OP��Q �):� #3 �.4��Pfh OP��Q ��$� . �0���e�%& G�D�1 N�*~ �h��� >Y (

 OP��$�� #�[��D �D	*�� ������� 	�9����CRL.  
�$��� GF�9' ��\«_� U�e�]� ��� ���:e@ B-1 ��y �� N��� 	�9���� aY #�.�D . 	�9���� �� a-��� �	S ����� #3 B-���

#����� �Dfe��� L*1 G7��y G��$� . �-P�$�� #�� j�	��CRL r$M�*� �M9��� �� t��8 �0*��.,  r$M��� ´ ��0��~I� ��
G7�0C�� ��~I� �� . �-P�$�� A\�V �_� bID�5 b��Q� �[���� �	
 ��u�]� �Q�CRL�*D�5  . OP��$�� �Pf� �� F�, & b�_�CRL 

a-��� �	
 ( �*.C�� �	
 L*1 �*u�*�.  
%��� �� !)V Oo~ �0�� ¼��D ���7�� ����1 ���F�¥ L*1 ��p�� 	�9���� aY �-��D��I����� ��[��� UF�¥ ^3 �BP� . �	
 (�

 OP��$�� ¼��� ��m�)��CRL �-P�$�� k��y #f�} �~ ���9*/ �-0-V G7�1 CRL �-P�$�� k��y #f�} �~ ���9*/ �-0-V G7�1 
CRL �Q A\�V #� �F�)�� G7�0@ B.� G�~�� ��), ^3 ��0:M9� �F�]� ����1 �$D�, ��0��~I� ���Q� ��, �b��*y A*,3 . #f�}�

�\���� G�V�_ ( ��u�� �	
 .����e�� �� a-��� �	
 �*�D� OP��Q G7�1 CRL��*]�� �� !)V 7�1 �� �)]���, ��F�y  . ���
b�pD�~ �*)�� ��7�0C��, �-P�Q t��e�%� �� &� t��� & x\�� �b�$,�% �*)�� ��7�0C��, �-P�Q B�9��, j*�4 #�V .�� �-P�$�� �	
� d

 ���7 �-P�$�� L1��(dCRL) CRL �-P�Q �� b�F�Q �u�3 #�.� CRL�[����� t��e�%I� �0�� BQ3 7���� �*��� ��*��V .  
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 OP��$�� ZDH�� X�$�, �*� ��_ ������� ��)*���� j�	��CRL ���7 OP��$��,� CRL.  
 3(   OP��$�� 7��Q ( O.M��� �.4 >.�CRL 7��%� ��\�.�� ����� #3 �� � Z�� �1�-' �� ��1�� ��1�-'

 OP��Q �� �G�~�� �*% �1 G�7�:�� ��7�0C��CRL�9*�¥  . �$�, G7�0@ BV ����� �� j�_ 	9�D >.��
 �-P�$�� ZDH��CRL#�.� d�� :  

<   �-P�$�� A�\ ^��� B����� ( bI/�� ���CRL=A*,3 �Q A\�V #� �G7�0C�� �	S N�,� B/�� L*1 x��   
<  �� ���� x�� N�:�� �.4 �A\��\R� ( 7��� Oq��� �D�
 E��� �3 ����.�� �D�, #���1 Bp� �b��Q

 �-P�$�� L*1CRL�*:�� ��_ .  
w(   ��7�0@ ��~I� ���Q� ��1 �r$8 �� t��8 d�� OP��$�� 7�1 +9/ ���7��, r*��� Ã����� ��]M�]�� ��

G7�0C�� ����� G!]� Bp� �G�D�1 .�_ H�Ê� �.4� OP��Q ���:�� !���, jCRL OP��Q ��:D� Z{Q�D �~�� 
CRLG7���� ��*% �� ��7�Q �&�,� L*1 ^��8 .  

t(   OP��Q �� �1�D �*� ���
CRL ��\��V ��7�0C� �&�,�� ��*% ��7�0C� �&�,� >u� �*:9�� 
3 ZQ���� �� #3 �� b��q\ ���7�0C�� ����� ��!]� �[��� B0]D �� ���P�£ �-P�$�� #CRL ����� 

 b��h G!:Q #�.�% �*)�� �*]�� ��7�0C,)G7�1 ����/.( ���\ ��u�� �	S �7�~ �Q�  �>	��9 �$;	<
 ���E��(authorityRevocationList) � 34	5B�� �>	��9 �$;	<(certificateRevocationList).  >.��

 �-P�$�� ( ZJ�D �@�� Uf*D ��	
 B:9�� ��*-1 ��3 �-cDCRL �-P�Q ^3 7�M�� �CRL�-P�$�� �	
 >
  .
k�/3� �-P�Q �, ¹�� >1�@ !" BD�)� ^3 KCV �.4 7��D & &��.  

7(   �-P�Q ���� Uf*DCRL �*-��� G��� �&��� Bh3 �� ) N�-��%� ��% �� G!)V G�5�¥ ���
 #�.� ����1
 �/ ?��9�(�0�\� Z�� L*1 ^��8 d�� �-P�$�� �� b&�, � �D7���� a,��� ���P) G�5�¥ ���
 #�.� & ����1

 �/ ?��9� N�-��%� ��% �� G!)V.(  

(   �-P�Q ���� b�cD3 Uf*D �-VCRL ��Pfh ) O%�, ������dCRL ( d�� ��7�0C�� �� B/���� L*1 &� ^��8 &

 ��%�%3 �-P�Q ����� 	�� �S�,� k�h �Q #�VCRL.  
�(  P��$�� ���~ ( b�cD3 Uf*D ���7 OCRL�����8 L*1 �°��, �-P�$�� �	
 ^��M�% d�� AQ���� »D����� �F�)D #3 .  
H(   �h�D �-P�Q ¹�~3 L*1 ��p��� �.4 �D3 G7�0C�� B/�7 �F�)D >.� �*�CRL)  �-P�Q ¹�~3 bIp�

dCRL.(  
2.6.8   �$;	
�� H���! ��
' � H7���� �>	qCRL 	��4 34	5B�� �� CRL 

>*D �-�� EF���������� Z%���� �&�' :  
 3(  +(����� ,-.�� /��� CRLD  

w(  �������� ,-.�
�� �<��D  

t(   Z�P�� �<��� �������� ,-.�
�� �<��(AA)D  

7(  D���!"�� ����K�  


(   �
�� �'(���� [O�CRLD  

�(  DR���&� [�\
��  

.(   �'(�Q ]��1CRL.  
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 OP��$�� ZDH�� X�$\ �#��%���� B-��]D &3 ���CRL� �-P�Q ¹�~3� CRLG7�0@ ( ��%��V &� � . B-��]� &3 ���
 ���7 �-P�$�� �)�� �A���� �*]� G���:z�� ZDH���� �$\� �G���:z�� ZDH���� �$\ ����%����CRL ( >%�%�� ��M���� �

 �-P�QCRL . �-P�$�� B/�� ( Z%��V &� �G7�0C�� ���:�� �Z%���� B-��]D &�CRL.  
 #�V #��#���} A���� �*]� G��:�� ZDH���� �$\ Z%��� G��:�� ZDH���� �$\ Z%�� #�$)D �-£3 &� ����C�� b�J��"3 

�9*�¥ ��7�0@ L*1 .� �*-��]� �� G�7�:�� >��-��� ?��9�� ��7�0@ L*1 &� r)�� & G��:�� ZDH���� �$\ Z%���/ �3
G7�0C�� ����� ��*% �� .)�D & �-��, G�7�:�� A���� ��7�0@ L*1 A���� �*]� G��:�� ZDH���� �$\ Z%�� r

�*]�� ���:¬� G�7�:�� >��-��� ?��9�� ��7�0@ L*1 j�	V� �A���� ��*]�� �*-��]� . OP��$�� k�~� A\�V �_��
CRL��%���� �D	
 Oc� #3 �0�*1 ���D �Z%���� �� �1���� �D	
 IV >u� ��7�0@ Oc� .  

1.2.6.8   F;��
�� H���! {	
' H7�!CRL  
 OP��$�� ZDH�� X�$\ Z%�� B-��]D &3 ��CRL ��7�0@ (� ��*]�� ��7�0@ ( x��-��%� �.4� �G7�0@ ( Z%��V &� 

A���� ��7�0@ (� �*]�� �
��:� >P�£ #��.� >��-��� ?��9�� . OP��$�� ZDH�� X�$\ �3 �$\ N�`� �	
 EF��D�CRL d�� 
)�DA*,3 �Q G7�0C�� A\�V �_� �� �V���� �0��� xh��D #3 G7�0@ B-��]� >u . �-P�Q L*1 N�:�� G7�0C�� B-��]� Z��]D

CRL �-P�Q L*1 N�:�� x�.4 �3 ��*� ��_ ZDH�� �$\ �� CRL�*]*� B����� B/�� �� ����~ .  
>*D �-V B$�� �	
 EF��D�:  

 cRLDistributionPoints EXTENSION ::= { 
  SYNTAX   CRLDistPointsSyntax 
  IDENTIFIED BY   id-ce-cRLDistributionPoints } 

 CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint  

 DistributionPoint ::= SEQUENCE { 
  distributionPoint [0]  DistributionPointName OPTIONAL, 
  reasons   [1]  ReasonFlags OPTIONAL, 
  cRLIssuer   [2]  GeneralNames OPTIONAL } 

 DistributionPointName ::= CHOICE { 
  fullName     [0]  GeneralNames, 
  nameRelativeToCRLIssuer [1]  RelativeDistinguishedName } 

 ReasonFlags ::= BIT STRING { 
  unused     (0), 
  keyCompromise   (1),  
  cACompromise   (2),  
  affiliationChanged  (3),  
  superseded    (4), 
  cessationOfOperation (5), 
  certificateHold    (6),  
  privilegeWithdrawn  (7), 
  aACompromise   (8) } 

 �\F�.�� 7F�8 H������ ��
'(distributionPoint) �.4 ^	�� ZQ��� �-P�$�� L*1 x�� N�:�� CRL . �\�.�� �	
 A\�V �_��
 �-P�$�� ���:�� O%� �
 ��u���, ZDH���� �$\ O%� #�.D ��)P�"CRL.  

 N�-��%� ��1� *0	��� F7>�(fullName)  O%� N�.@3 ZDH���� �$\ O%� 	/�D #3 �.4 ���u��� ���/ r)�D ����1 �3 BD�)��
G7���� .%&� l9\ �0qD #3 ��� N�' ( �x³� N�.@3 �� �~��, BQ�� L*1 �O H������ ��
'(distributionPoint)  ��

 �-P�$*� G���:z�� ZDH���� �$\ Z%��CRL . bI,�Q O%I� �~�� B.@ BQ�� L*1 #�.D #3 ��7�0C�� U��e�%� U�q\ �� �*D &�
�[��-*� .D ��[��-*� bI,�Q O%&� N�.@3 �� B.@ ^3 �h�D � �_�� �G7�0C�� B-��]D L$)D #3 ��7�0C�� N�-��%� U�q\ Z��]

�*]*� B����� B/�� �3 k�/3 ZDH�� �$\ Bp� ��/W ���:�� �� N�,R� ����*�� L*1 N�:�� ��\�.�� ���� �D�@.  
 �\F�.�� N�-��%� �.4 &�F7>� �$;	
�� 1�g]s0 z9 �)E.�	� �E.�� (nameRelativeToCRLIssuer) CRL &�  A\�V �_�

 �-P�$�� ZDH�� �$\CRL �-P�$�� ���:�� O%& G�@�)� Z,�� B����� ( O%� �0��� ��%3 �Q CRL B����� ( O%� �0��� ��%3 �Q 
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 �-P�$�� ���:�� O%& G�@�)� Z,��CRLB����� (  . �\F�.�� B$�� ������ �	
 (� �$;	
�� 1�g]s0 z9 �)E.�	� �E.�� F7>�
CRLF�-�� O%&�  �-P�$�� ���:�� O%� �� �)]���, Å]��� fCRLB����� ( .  

 �\F�.� N��� +D�����(reasons) �-P�$�� �	
 �0�u� d�� N�,R� >1��7 L*1 CRL . �\F�.� A\�V �_�� +D����� ��)P�"
 �-P�$�� ZDH�� �$\ U�$�CRL �-P�Q ZDH��, �*,�$�� CRLV #� �G7�0C�� �	
 �� B/�� L*1 ^��8 � �Q G7�0C�� �	
 A\�

N�,R� >1�7 �1 �q��� E�:, ��S�,� k�h . �\�.�� �-�Q #�� &��+D����� �$\ �0�u� d�� N�,R� >1��7 L*1 N�� 
 �-P�$�� ZDH��CRL�*,�$�� .  
 �\F�.�� 7�8� �$;	
�� 1�]s0(cRLIssuer) CRL �-P�$�� Z{Q��� ���:�� d�� �*]�� CRL .� �	
 A\�V �_�� ��)P�" �\F�.�

 �-P�$�� ���:�� O%� #�.DCRLG7�0C�� ���:�� O%� �
 ��u���, .  
 ¯�:� t��� !u, O%�D #�, L��D� �G7�0C�� ���:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4�

¸�)�� B�uC���.  
� N�-��%� U�q\ L*1 #�.�� �t�~ x\�, b���%�� Z%���� �	
 #�V �_� ��3 b&�3 �M]D #3 B)Q �G7�0C�� B-��]D &3 ��7�0C�

 �-P�QCRL������ >1����� ���9@ >u� �£3 �� r$M�D� �G�F-]�� ZDH���� X�$\ k�~� ��  . ZDH���� X�$\ B-��]� �-p�~�
 �-P�$�� ����*�� ZDH���CRL � ����� �*% �1 G�7�:�� ��7�0C�� Z�� #�.�� �N�,R� >1��7 ���9@ Z�� �1 G7�0C�

(CA) �\F�.�� L*1 ^��8  F;��
�� H���! {	
'(cRLDistributionPoints) CRL �*% �� �*D & �t�~ Z%��V 
 �-P�Q b�cD3 �C�� #3 G7�0C�� �����CRLG7�0C�� ����� �*% B/�� ��1 �*��V .  

�D & ��7�0C�� N�-��%� U�q\ #�V� �t�~ !" x\�, b���%�� Z%���� �	
 #�V �_� ��3� �	S >u)�D �Z%���� B$~ a-�, E��
#�V �_� &� G7�0C�� B-��]D &3 U�q���:  

<   �-P�Q L*1 B:� #3 Z��]DCRL3� �*]�� �� �*��V  �0�� r$M�D #)3 L*1 ��&��� O�� �-P�$�� �	
 #
CRL �-P�$�� �� G���:z�� ZDH���� �$\ Z%���� N�' w��" �� �*��V >
 G!/�� CRL(�3 =  

<  $M����3 =��*�� �%��]�� �h�� b�,�*� l�� N�,R� #3 �� r  
<  r$M���k�/3 BP�%�, O�D N�,R� #3 �� .  
 �����1 �  NG��- Y�� $��I� Z��oCRL NG��5� ���3 E����� �� �gi) �� �E+�& CRL����3 �+��v Z<) ��  . n: 4	9���3

 NG��5� U_l eE�����CRL3�9� Y�� 05D E��&b� �A�%3 �A�9� �%�	% �	.  
 �����2 �  ��5�� 2 +E��� ����� ���v Z5� 2 +�|� ���� �l ���+ ���v Zi ��� '�(D2.2.5.8��&���� U_l �� .  

2.2.6.8  31�g]t� H������ ��
' H7�!  
 �-P�$�� Z%��� B$�� �	
 7��CRL �-P�$�� ZDH�� �$\ CRLP�$�� �	S >��-��� ?��9�� ��7�0C�  �-CRL �)D� ������ 
 G!/�� �-P�$�� �	
 A\�V #�CRLN�,R� ����*�� �� ��1�� �1�-' L*1 �:�$� �0$�)� #� �3 G��@�)� !"  . #�V �_��

 OP��Q &� B-��]�D &CRL OP��$�� �� �*��.�� �1�-`� #�� �G3f' CRL d�� ��7�0C�� �� �*��.�� �1�-`� >u� G3f`� 
� �� ��CD �-P�$�� ���W U��e�%�, ��\�$�� �S�,� ZJCRL . �� �*��.�� �1�-`� #�.� �	.
� OP��$��CRL �m��.� G3f`� 

 �-P�$�CRL �-P�$�� ���:�� #�V �_� ���7�0C�� �� �1�-`� l9\ #�C, �*��V CRL OP��$�� U�e�]D & CRLG3f`�  .
�1�� �1�-' L*1 b���)� ��:�Q&� #�.D #3 �.4�N�,R� >1��7 �� ��1�� �1�-' L*1 �3 ��7�0C�� B��V �� � . ^���

 �-P�$�� L*1 Z�Q����CRL �-P�$�� ���:z�  ��� ?��9��, CRL �-P�$�� ZDH�� X�$\ #� �CRL ����9�� t��H3 j*�� & 
�� ����� . �-P�Q �} �-�� j�_ Z��CRL �-P�$�� #�� �B����� v1 �1H�� CRL ( #f�g  �-P�$�� ZDH�� �$\ B/��CRL 

 ���:z� B����� B/�� x]9\ �
 #�.D & �Q ^	�� �-P�$��CRL . ZDH���� �$\ B$~� �G��:z�� ZDH���� �$\ B$~ #�V �_��
 �-P�$�� r�)� B$~� �A���� �*]� G��:��CRL �-P�$�� ^��8 #3 �� ��)P�" �0*V �CRL ��7�0@ Z�-[ B/��� L*1 

-��� ?��9�� �-P�$�� ��:� �1 G�7�:��� �0��~I� ��0���� !"� �*)�� >��CRL . G��:z�� ZDH���� �$\ B$~ #�V �_� ��3
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�-P�$�� r�)� B$~�  CRL r�)� B$~ #�.D & �b�7�h�� A���� �*]� G��:z�� ZDH���� �$\ B$~ �.�� ��)P�" �°IV
 �-P�$��CRL>��-��� ?��9�� ��7�0@ L*1 B-�CD .  

 �-P�Q ( ��7�0C�� k�~� �0q� #3 ��,CRL �-P�Q ( �0q� 7��� & �CRLG7�0C�� ��~I� ��0�\� ��, �$~& .  
>*D �-V B$�� �	
 E��D�:  

issuingDistributionPoint EXTENSION  ::= { 
 SYNTAX IssuingDistPointSyntax 
 IDENTIFIED BY id-ce-issuingDistributionPoint } 

IssuingDistPointSyntax ::= SEQUENCE { 

 -- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE, 

 -- the CRL covers both certificate types 

 �� �������!� "��# �$% ���� ����	
 ��� �� ����� �������� ����� ����� ����	
 ��� �� ����  

 �� ���	��� !�"#$ ��� �&'(��# )��*�� "�&'�( "(FALSE))  &+�,-� �./CRL�&'(�# 	0�'1-� �23 �24�   

 distributionPoint      [0] DistributionPointName OPTIONAL, 
 onlyContainsUserPublicKeyCerts     [1] BOOLEAN DEFAULT FALSE, 
 onlyContainsCACerts     [2] BOOLEAN DEFAULT FALSE, 
 onlySomeReasons      [3] ReasonFlags OPTIONAL, 
 indirectCRL       [4] BOOLEAN DEFAULT FALSE } 

 ^��8 �\F�.�� H������ ��
'(distributionPoint)�pV3 �3 O%&� N�.@3 �� �~��, ZDH���� �$\ O%� L*1  . A\�V �_��
�\F�.��  *$��E$�� +0�$D N	�"0 ��4	56 ��D c
� W���(onlyContainsUserPublicKeyCerts) L*1 �1�J�� 

"�)P��" �-P�$�� #�.� �CRL>P�0��� #��.*� >��-��� ?��9�� ��7�0C� �&�,� L*1 ^��8  . �\F�.�� A\�V �_�� W���
 34	5B�� 1���9 34	56 ��D c
�(onlyContainsCACerts)  L*1 �1�J��"�)P��" �-P�$�� #�.� �CRL L*1 ^��8 

� �&�,�G7�0C�� ����� �*% ��7�0C . #��\�.�� A\�V  �_�� *$��E$�� +0�$D N	�"0 34	56 ��D c
� W���
34	5B�� 1���9 ���7 ��4	56 ��D c
� W���� L*1 �-0��*V ��1�J�� "�m5�/" �-P�$�� #�.� �CRL L*1 ^��8 

��7�0C�� >Y I.� �&�,� :0@� >P�0��� #��.*� >��-��� ?��9�� ��7�0@G7�0C�� ����� �*% ��7� . A\�V �_��
 �\F�.�� c
� +D����� L��(onlySomeReasons) �-P�$�� #�.� �G7�h�� CRL ��7�0C� �&�,� L*1 a$� ^��8 

 �-P�$�� #�� &�� �G7F��� >1����� �3 >1��*� >��-��� ?��9��CRL>1����� Z�-[ �&�,� L*1 ^��8  . �\��.�� A\�V �_��
;	
�� �$CRL 3#6	)� �Q (indirectCRL) L*1 �1�J�� "�)P��" �-P�$*� �.4 �CRL ��7�0C� ��u�*)� L*1 ^��8 #3 

 �-P�$�� ���:�� !" ��*% �1 G�7�� >��-1 ?��9�CRL . ( Z%���� �0��)�� B/�� BV �1 ����]�� ����� �*]�� ��3
 �-P�$�� ���:�� B/��CRL �3 B/��� �	
 ( G7�0C*�  G�$9�� ( �~��C�� ��u��� �1��Q Z� �$����� #�.�3.2.6.8 . (�

 �-P�$�� �	
 Bp�CRL �-P�$�� ���:�� �����]� �� #�.D �CRL �-P�$�� #�V �-cD #3 CRL ^��8 �£� �~ �� ��*��V 
-��]-*� >��-1 ?��9� ��7�0@ L*1 a$� ^��� ���@��� Z� �-o]�� �$D�, �&�,R� B/��� Z� L*1 �B W����

X34	5B�� 1���9 ���7 ��4	56 ��D c
�a$� >1����� +�,�  �-P�$*� ��:z�� �	
 �)� d�� ��*]�� Z�� �1 G�7�:�� �
CRL�� ����� >��-��� ?��9�� ��7�0@ ( .  

 OP��$�� A\�V �_�CRL �*)� G7�0@ Z� !u�� >1���� G�9@ A\�V� �>1���� G�9C, G3f' )C�� N�$�\� �))]� �5�$� �� G7�0
 OP��QCRL�/W �5�$� �� ( OP��$�� �5�$� ( G7�0C�� ��$,� ( ���-�%&� ^���c�� �� #�.D �CRL N�,R� >1��� B,�$�� 

 ��1��� �F�8 #3 �� ���$��G4	
�� |�O��� OP��$�� Z�-[ CRL OP��$�� �5�$� ( G7�h���� G7�0C�� �0�� 7�� & d�� CRL 
G�9C� B,�$��G�D�[� >1���� .  

 �-P�$�� A\�V �_��CRL Z%���� L*1 ^��8 31�g]t� H������ ��
' B$�� 7�h� Z� XH������ ��
' L*1 b��~�� b�³� #�� 
 G7�0C�� ( b�7��� ZDH���� �$�� BQ��) Bp�F;��
�� H���! {	
' CRL �$;	< y�%�� XCRL1�g]t�� X( � ��
.� �	w� *�	
�

��41�� H������ �$;	
�� � CRL . B$�� ( &� b�7�h�� #�.D &3 �.4 j�_ ���� �$;	
�� 1�g]s0 z9 �)E.�	� �E.�� F7>�
CRL. �, �\��$� ���h� �� ����� �	
 (� ��³�� f�-�� O%&� B��V L*1 (DN) B$�� �-�Q ���J�, �C��� � F7>�

 �$;	
�� 1�g]s0 z9 �)E.�	� �E.��CRLO%&� ��  ( 7�h��� f�-��  B$~1�g]t� �-P�$�� �� CRL . ��³�� A\�V �_��
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 Gf�� ��³3 >
 �\��$��) ��C\R� B/�7 k�/�� N�.@�� ��³3 l.�,�0	��� v	wd�( � G�1�Q B-��]�3n�$� v	wd� �0v��0 
�-0$,�� �� r$M���� �Df�-�� �³&� �\��$�.  

� L*1 ������� �1��$�� r)�� OP��$�CRLB����� NI/ �� �1H���  . �-P�$�� A\�V �_��CRL ���7 �-P�Q >
 (dCRL) CRL �
 #3 �� A���� NI/ �� �H�� 	��4 8	��9 �$;	<(deltaRevocationList) A���� NI/ �� �3 ��)~�:�� ZDH���� �$�� 

	��4 8	��9 �$;	< �-P�$�� ��:�� B/�� CRL� �$\ ^3 �h�� & A\�V #� � d�� ��7�0C�� �&�~ �.� �-0� �G7�y ZDH�
�-P�$�� �0�u� . �-P�$�� �0�� #�.� d�� ����� ��1 �-���CRL ���7 �-P�Q >
 CRL:  

•   �-P�$�� L*1 ���DCRL �\F�.�� �0�� �C��� �X34	5B�� 1���9 ���7 ��4	56 ��D c
� W��� ^��8 &� 
 Z%���� L*1��E� 31�g]t� H������ ��
'X2�.�� � A���� v1 �H�� #3 ���E�� 8	��9 �$;	< ZDH���� �$�� 

 A���� v1 �3 ��)~�:�����E�� 8	��9 �$;	< �-P�$�� ���:�� B/�� CRL �$\ ^3 �h�� & A\�V #� �
=7�y ZDH��  

•   �-P�$�� L*1 ���DCRL �\F�.�� �0�� �C��� �X34	5B�� 1���9 ���7 ��4	56 ��D c
� W����8�  ^�
 Z%���� L*1X2�.�� ���E� 31�g]t� H������ ��
' �\F�.�� x�� #�.� ^	��  2�.�� ��4	56 ��D W���

 ��D �D���0 *$��E$��"��I	�" X A���� v1 �3���E�� 8	��9 �$;	<  v1 �3 ��)~�:�� ZDH���� �$��
 A�����E�� 8	��9 �$;	<��  �-P�$�� ���:�� B/��CRL3 �h�� & A\�V #� �7�y ZDH�� �$\ ^G=  

•   �-P�$�� L*1 ���DCRL �\F�.�� a$� �0�� d�� �34	5B�� 1���9 ���7 34	56 ��D c
� W��� �1�J�� 
 L*1"�m5�/" A���� v1 �H�� #3 �34	5B�� 8	��9 �$;	<�)~�:�� ZDH���� �$��  A���� v1 �3 � 8	��9 �$;	<

34	5B�� �-P�$�� ���:�� B/�� CRL A\�V #� �G7�y ZDH�� �$\ ^3 �h�� &.  
•   G7�0C�� L*1 ���DCRL �\F�.�� a$� �0�� d�� �34	5B�� 1���9 ���7 ��4	56 ��D c
� W��� �1�J�� 

 L*1"�m5�/ " A���� v1 �H�� #334	5B�� 8	��9 �$;	< A���� v1 �3 ��)~�:�� ZDH���� �$�� �$;	< 8	��9 
34	5B�� �-P�$�� ���:�� B/�� CRL�G7�y ZDH�� �$\ ^3 �h�� & A\�V #� .  

b�-P�7 b�h�~ Z%���� �	
 #�.D . �-P�$�� #3 ���9D #3 Z��]D & Z%���� �	
 O09D & ^	�� G7�0C�� B-��]��CRL ^��8 
������ �*]�� �� �*)�� ��7�0C��, �*��V �-P�Q L*1 . G7�0C���CRL^��8 #3 �� �h�~ ���%�� L*1 ^��8 & d��  

 �-P�$*� ������ B/���� Z�� L*1CRL�*)�� ��7�0C�� Z�� �� B/���� �0�� �� �G���:z�� �*]*� ��,����  : ��7�0@
�*]�� ��7�0@� B-��]��.  

 �����1 � 05� NG��5� eE����� r= $�A:b� L������ P	�
� L�A�9� ������9� �� ZG�%�� CRL Z	�� ��&��� ��A` }E�� U_l.  

 �����2 �  ��G�- L�A�9� ���= L�,` �F=CRL �`�(�� ��	�3 *��%���� ,�
��� -�%." �/�01 2�3 �45 6
%7 �`��(�� 3) 
�8/�09� ��:; �<�� �/�01 2�3 �45 6
%7 Y�� ���q�� "�
G�&" E��&= �A�% L�+��v 0	  ') �� �i��� ') �A�9� Y�� 8B /

_l ��	A�� �� �+��,� ��G�5� UCRL 0%��� Y�� e��W �+���� ��++4%�.  

3.2.6.8  34	5B�� 1�g]s0 HK7�!  
 �-P�$�� B/�� ( Z%���� �	
 7��CRL �-P�Q ( B/�� �~�:�� G7�0C�� ���:�� �CRL �-P�Q ( ^3 �G�@�)� !" CRL 

 �F�)�� �0�� #�.D �$;	
��CRL3#6	)� �Q H���� �$\ Z%�� ( b�1�J�� G���:z�� ZD . ( 7�h�� !" Z%���� �	
 #�V �_��
 �-P�Q �� B/�� N�3CRL �-P�$�� ���:�� �
 ��u���, G7�0C�� ���:�� #�.D �G�@�)� !" CRL . !" Z%���� �	
 #�V �_��

 �-P�$�� �� ����� B/��� ( 7�h��CRLB/��� ( ���:z�� l9\ �
 B/�-*� G7�0C�� ��:� #�.D �G�@�)�� !" r,�]��  .
>*D �-V B$�� �	
 E���D�:  

 certificateIssuer EXTENSION ::= {   
  SYNTAX   GeneralNames  
  IDENTIFIED BY  id-ce-certificateIssuer }  
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b�-P�7 b�h�~ Z%���� �	
 #�.D . �-P�$�� ( B/���� ��]D #3 Z��]D �� �Z%���� �	
 B0� �� 	�9�� #�V �_��CRL B.C, 
��M���7�0C�� �� .  

4.2.6.8   	��4 �$;	
�� |)0 HK7�!CRL  
 ���7 �-P�$�� �)� B$~ EF��DCRL �-P�$, �CRL ���7 �-P�Q �£3 L*1 (dCRL) CRL ��%�%3 �-P�$� �����8 U�$� CRL v��� �

���h�� . ��%�%�� �-P�$���CRL �-P�Q >
 ���h��� CRL �-P�Q �£3 L*1 �~��� ���� �Q A\�V CRL�V  N�' ( �*�
��� r�)� . �-P�$���CRL ���7 �-P�$�� �)� Z%���� L*1 ^��8 d�� CRL G7�0C� ��\�$�� N�,R� ZJ�� �����8 L*1 ^��8 

>$�)��� N�`� �	
 l9\ ( . G�7�:�� ��7�0C�� Z�� L*1 �3 N�,R� >1��7 Z�� L*1 G���c��, �	
 r�)��� N�' B-�CD &�
���� �*% �1 �-P�$�� #�V ���~ ( �-�% & �G7�0C�� �CRL �-P�$�� ZDH�� �$\ >
 CRL . �-P�Q x��-� #�� j�_ Z��

CRL ���7 �-P�$�� �F�)� Z%���� L*1 ^��8 CRL �-P�$�� Z� CRL �\F�.�� ( ���h���  ��7	7d� �$;	
�� F<1CRL 
(BaseCRLNumber)
 �� 	 �-P�Q ¤��.� �Z%���� �CRL` �*��V  �-P�$�� �C\ AQ� ( r�)��� N�dCRL.  

>*D �-V B$�� �	
 EF��D�:  
 deltaCRLIndicator EXTENSION ::= { 
  SYNTAX   BaseCRLNumber 
  IDENTIFIED BY   id-ce-deltaCRLIndicator } 

 BaseCRLNumber ::= CRLNumber 

 OQ� a-��� �-�Q �)�� ��7	7d� �$;	
��CRL�%�%�� �-P�$�� OQ�  �CRL ���7 �-P�$�� �	
 ������ ��%�V ��-�1� d�� 
CRL (dCRL) . �-P�$�� #�.��CRL �-P�Q >
 ���h��� CRL¸��� r�)��� N�` �*��V .  

b�-P�7 b�h�~ Z%���� �	
 #�.D� . N�-��%� O09D & ^	�� G7�0C�� B-��]� L*1 ��� OP��$��dCRL �-P�Q B-��]D &3 �
CRL��� �	
 L*1 ^��8  �-P�$�� #3 �� b��q\ �Z%�CRLB-��]�� �S ZQ��D �-V ��*��V #�.� & �Q .  

5.2.6.8  +7	7d� |�O��� H7�!  
 OP��$�� ( >%�%�� ��M��� Z%�� B-��]DdCRL �����8 ���7 �-P�$�� �	
 �°��, U�$� �D	*�� AQ���� »D����� 7�� >.� �

��\�$�� N�,R� ZJ�� .
 B-��]D &3 >u)�D� OP��$�� ( &� Z%���� �	dCRL Z%���� L*1 ^��8 d��  	��4 �$;	
�� � |)0
CRL (deltaCRLIndicator) . �-P�$���dCRL Z%���� L*1 l.���, ^��8 d��  �$;	
�� ��)�! 8	qCRLX �� t��8 & 

 B$�� #3 �� b��q\ �Z%���� �	
 |�O��� �f� �	7�(baseThisUpdate)Z%���� �� 	q  �$;	
�� ��)�! 8CRL �.4 
x]9\ ��u*� x��-��%�.  

 baseUpdateTime EXTENSION  ::= { 
  SYNTAX   GeneralizedTime 
  IDENTIFIED BY  id-ce-baseUpdateTime } 

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
6.2.6.8   �$;	< y�%� H7�!CRL  

 �-P�Q ¹�~3 Z%�� B-��]D #3 �.4CRLG7�0@ ( Z%��V �3   �-P�Q (CRL .�G7�0C�� ���~ (� �	
 N�-��%� �.4 
�*-��]� G�7�:�� ��7�0C�� (� ��*]� G�7�:�� ��7�0C�� ( Z%���� . �-P�$�� B$�� �	
 7���CRL L*1 �� d�� 

����*�� ¹�~3 L*1 B:� >.� �0��� 7��D #3 G7�0C�� B-��]�1  N�,R� �) �-P�Q �/W L*1 ^3dCRL.(  
E��D�>*D �-V B$�� �	
 :  

 freshestCRL EXTENSION ::= { 
  SYNTAX   CRLDistPointsSyntax 
  IDENTIFIED BY  id-ce-freshestCRL } 
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 a-��� �-�Q #�.�� F;��
�� H���! {	
' o�^#! �D��<(CRLDistPointsSyntax) CRL  X�$\ Z%�� ( ����� >
 �-V 
 OP��$�� ZDH��CRL G�$9�� ( ?��C�� 1.2.6.8.  

G7�0C�� ���:�� �D�$� �]~ �t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4� . �-P�Q ¹�~3 Z%�� ZJ� �_��CRL 
 �-P�Q ¹�~3 �� r$M�D� �M]D #3 B)Q G7�0C�� B-��]D &3 ��7�0C�� N�-��%� U�q\ L*1 �� �b�h�~CRL . �_� ��3

0C�� N�-��%� U�q�� �.-�� �t�~ !" x\�, Z%���� O%� ¹�~3 A\�V �_� �� 7�� >.� ���*y BP�%� B-��]D #3 ��7�
 �-P�QCRL& U3 r$8 �� t��8 .  

7.2.6.8  2�.�� ���E� 31�]� H������ ��
' H7�!  
 �-P�$�� ( Z%��*� N�`� �	
 7��CRL �-P�$�� ZDH�� �$\ CRL �-P�$�� ( G7�h��� A���� ��7�0C� CRL �)D� �Gv���� 

�V �_� ��N�,R� ����*�� �� a$� ��1�� �1�-' L*1 �:�$� �0$�)� #3 �3 G�@�)� !" G!/�� �	
 A\ . #�.D �Q�
N�,R� >1��7 �� ��1�� �1�-' L*1 �3 ��7�0C�� B-' �� ��1�� �1�-' L*1 ��:�Q&� . �-P�$�� L*1 Z{Q�D�CRL 

 �-P�$�� ���:z� >��-��� ?��9�� �%��,CRL#3 �� b��q\ � OP��$�� ZDH�� X�$\ CRL �-P�$�� ���:z� >��-��� ?��9�� �%��, 
CRL OP��$�� ZDH�� X�$\ #3 �� b��q\ �CRL�� ����� ����9�� t��H3 j*�� &  . �-P�$�� �} �-���CRL v1 �1H��� �

 �-P�$�� #f�g �B�����CRL �-P�$�� ZDH�� �$\ B/�� ( CRLB/�� �
 #�.D & �Q ^	�� � �-P�$�� ���:z� B����� CRL .
 �-P�$�� r�)� N�'� �A���� �*]� G���:z�� ZDH���� �$\ Z%���� �G��:z�� ZDH���� �$\ Z%�� #�V �_��CRL ��)P�" �0*V �

 �-P�$�� ^��8 	P��1CRL�-[ B/��� L*1 �0@ Z�-P�$�� ���:�� �1 G�7�:��� �*)�� �0��~I� ��0���� !" A���� ��7 
CRL �-P�$�� r�)� N�' 7��D & �G7�h�� G���:� ZDH���� �$\ �.�� ��-0�*V �)P�" CRLA�\ ��7�0@ �-c�D .  

 �-P�Q ( G7�0@ �0q� #3 ��,�CRL �-P�Q �� �0)@ �.4 �CRLG7�0C�� ��~I� ��0�\� ��, ��$~& .  
>*D �-V B$�� �	
 EF��D�:  

AAissuingDistributionPoint EXTENSION  ::= { 
 SYNTAX AAIssuingDistPointSyntax 
 IDENTIFIED BY id-ce-AAissuingDistributionPoint } 

AAIssuingDistPointSyntax  ::= SEQUENCE { 
 distributionPoint     [ 0 ] DistributionPointName OPTIONAL, 
 onlySomeReasons     [ 1 ] ReasonFlags OPTIONAL, 
 indirectCRL      [ 2 ] BOOLEAN DEFAULT FALSE, 
 containsUserAttributeCerts   [ 3 ] BOOLEAN DEFAULT TRUE, 
 containsAACerts     [ 4 ] BOOLEAN DEFAULT TRUE, 
 containsSOAPublicKeyCerts  [ 5 ] BOOLEAN DEFAULT TRUE } 

 �\F�.�� ^��8H������ ��
'�~�� �� �pV�, �3 O%&� N�.@3 �� �~��, ZDH���� �$\ O%�  . �\F�.�� A\�V �_�� L��
c
� +D����� �-P�$�� #�� �G7�h�� CRL A���� ��7�0@ �&�,� L*1 a$� ^��8  #�� &�� �G7��� >1���*� �3 >1��*�

 �-P�$��CRL� ��7�0@ �&�,� L*1 a$� ^��8  �-P�$�� #�� &�� �G7��� >1���*� �3 >1��*� A���CRL �&�,R� ^��8 
>1����� Z�-[.  

 �\F�.�� A\�V �_�� �$;	
��CRL 3#6	)� �Q (indirectCRL) L*1 �1�J�� "�)P��" �-P�$*� 	P��1 �.4 �CRL ^��8 #3 
�� ���:�� �*% !" ��*% �1 G�7�� ��7�0C� N�,R�, ��u�*)� L*1 �-P�$CRL . BV �1 ����]�� ����� �*]���

 �-P�$�� ���:�� B/�� Z%�� ( ���)� #�.� B/��CRL  ( �~��C�� ��u��� �1��$� b�$)5 �3 B/��� �	
 ( G7����� G7�0C*�
 G�$9��3.2.6.8 . �-P�$�� ��:� �����]� L*1 Z$D ��-P�$�� �	
 Bp� (�CRL �-P�$�� #3 �� �V��D #3 CRLV �*�� �� �

 ���F�)�� Z� �-o]�� �$D�, �&�,R� B/��� Z�� L*1 �
i���~� �~ *$��E$�� 2�.�� ��4	56 ��D W���
(containsUserAttributeCerts) 2�.�� ���7 ��4	56 ��D W���� X(containsAACerts) ��4	56 ��D W���� X

~ +0�$��� N	�"� ���E�� 1�g](containsSOAPublicKeyCerts) c
� +D����� L��� X(onlySomeReasons)X 
 �-P�$*� ��:z�� �	
 E��� d�� ��*]�� Z�� �� ��7�$��CRL�� ����� A���� ��7�0@ ( .  
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 �\F�.�� A\�V �_��*$��E$�� 2�.�� ��4	56 ��D W��� L*1 �1�J�� "�)P��" �-P�$�� #�.� �CRL L*1 ^��8 
�\��.� ����� A���� ��7�0@ �&�,�A�\ ��*% ��	��, >
 A]�� ���P�£ � . �_�� �\F�.�� A\�V ��4	56 ��D W���

2�.�� ���7 L*1 �1�J�� "�)P��" �-P�$�� #�.� �CRL O
 �w�M�� G�7�:�� A���� ��7�0@ �&�,� L*1 ^��8 
A�\ ��*% ��	��,.  
 �\F�.�� A\�V �_��1�g]~ +0�$��� N	�"� ��4	56 ��D W������E�� �  L*1 �1�J�"�)P��" �-P�$�� #�.� �CRL 

 ���:�� �
 #��.� G�7�:�� >��-��� ?��9�� ��7�0@ �&�,� L*1 ^��8 ��H����&� G��7� ���"� �*]��) ��7�0C�� ^3
 Z%���� L*1 ^��8 d�� ���E�� 1�g]h0 ���� S#�0(SOAIdentifier)( .�} �-��� OP��$�� CRL �B����� v1 �1H��� 

r)��������� �1��$��  . �-P�$�� A\�V �_�CRL ���7 �-P�Q >
 (dCRL) CRL�� v1 �0�DH�� ��  A�� F;��
�� 8	��9 �$;	<
 	��4(deltaRevocationList) �-P�$�� ���:�� B/�� ���7 OP��$�� N�,� �-P�Q A���� v1 �3 ��)~�:�� ZDH���� �$�� CRL �

G7�y ZDH�� �$\ ^3 �h�� & A\�V #� �-P�$�� �0�u� d�� ��7�0C�� �&�~ �.� �-0� �CRL . #�.� d�� ����� !" (�
 �-P�$�� �0��CRL ���7 �-P�Q >
 (dCRL) CRL>*D �� r$M�D �:  
•   �-P�$�� #�CRL Z%���� L*1 ^��8 & d�� �31�g]t� H������ ��
' �\F�.�� x�� #�.� ^	��  ��D W���

2�.�� ���7 ��4	56� /� �3 L*1 ^��� �\F�.����E�� 1�g]~ +0�$��� N	�"� ��4	56 ���C��� >
 a$� 
 A���� v1 �H�� #3 ��2�.�� �	��7 8	��9 �$;	< (attributeAuthorityRevocationList) ZDH���� �$�� 

�)~�:�� A���� v1 �3 �2�.�� �	��7 8	��9 �$;	< �-P�$�� ���:�� B/�� CRLh�� & A\�V #� � ^3 �
G7�y ZDH�� �$\.  

•   �-P�$�� #�CRL L*1 ^��8 & d�� �31�g]t� H������ ��
' H7���� �\F�.�� x�� #�.� ^	��  ��D W���
*$��E� 2�' ��4	56 ��C�� ) �\F�.�� #��, �3 Z� 2�.�� ���7 ��4	56 ��D W����/ �\F�.�� �3

�� 1�g]~ +0�$��� N	�"� ��4	56 ��D W��� ���EcD3 ��C��b�( A���� v1 �H�� #3 �� � �$;	<
 2�.�� ��4	56 8	��9(attributeCertificateRevocationList) A���� v1 �3 ��)~�:�� ZDH���� �$�� 

 2�.�� ��4	56 8	��9 �$;	< �-P�$�� ���:�� B/��CRLG7�y ZDH�� �$\ ^3 �h�� & A\�V #� �.  
•   �-P�$�� #�CRL�8 d�� � Z%���� L*1 ^�X31�g]t� H������ ��
'#3 ��  G�$9�� ( 7�y �
 �-V �H�� 

2.2.6.8.  
b�-P�7 b�h�~ Z%���� �	
 #�.D� . �-P�$�� #3 ���9D #3 Z��]D & Z%���� �	
 O09D & ^	�� G7�0C�� B-��]��CRL ^��8 

G7��� �*]*� ��,���� �*)�� ��7�0C*� �*��V �-P�Q L*1 .P��$��� OCRL L*1 ^��8 �� �h�~ ���%�� L*1 ^��8 & d�� 
 OP��$*� ������ B/���� Z��CRL�*)�� ��7�0C�� Z�� �0�� �� �����R� �*]� ��,����  : ��7�0@� B-��]�� ��7�0@

�*]��.  
 �����1 � L������ P	�
� L�A�9� ������9� �� ZG�%�� 05� NG��5� eE����� r= $�A:b� CRLU_l Z	�� ��&��� ��A` }E�� .  
 �����2 �  ��G�- L�A�9� ���= L�,` �F=CRL �`��(�� ��	�3  >��� �<�� �/�01 2�3 6
%7 Y�� ���q��"�
G�& " �`��(��3

*��%���� >��� �/�01 2�3 6
%7 Y�� ���q�� \p "�
G�&"��� �A�% L�+��v 0	  ') �� �i��� ') �A�9� Y�� 8B / �� >
 ��G�5� U_l ��	A��CRL 0%��� Y�� e��W  �+���� >��� ��++4?(basicAttConstraints).  

 �����3 �  ��G�- L�A�9� ���= L�,` �F=CRL �`�(�� ��	�3 �<��� ����@" ,�
��� -�%." �/�01 2�3 6
%7 Y�� ���q�� 
"�
G�&"��v 0	  ') �� �i��� ') �A�9� Y�� 8B / ��G�5� ��	A�� �� �A�9� E���¡� L�+CRL0%��� Y�� e��W   ����A� ��
� ����

���< �(SOAIdentifier).  

9   ���� ������	 
� �����	CRL ������	 ������	� CRL  

 ���7 �-P�$�� ^��8(dCRL) CRL Z%���� L*1  	��4 �$;	
�� |)0(deltaCRLIndicator) CRL Z%���� L*1 �3  8	q
 �$;	
�� ��)�!CRL (crlScope)X �-P�$�� �	
 �0�F�8 d�� ��%�%�� N�,R� ����*�� �)� >.� dCRL.  
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 Z%���� #�V �_��/K�)0  	��4 �$;	
��CRL  �-P�Q ( b�7�h��dCRL >
 �0���8 ^�� d�� ��%�%�� N�,R� ����*�� #�.� �
 ��%�%�� �-P�$��CRL�� �	
 ( G7�h��� ���h��� Z%�� . ��%�%�� �-P�$���CRL Z%���� �0��� B�� d�� 	��4 �$;	
�� /K�)0 

CRL �-P�Q >
 CRL �0$�)� N�' ( �*��V �
��)�1�, G�7�� ) �-P�Q �T�_ F�® A]�� �£� ^3dCRL.  
 Z%���� #�V �_�� �$;	
�� ��)�! 8	qCRL �\F�.�� L*1 ^���� b�7�h��  ��7	7d� 8	��@� �	0���0

(baseRevocationInfo) AQ� �� 	P��1 ���~R� �	
 #�.� ��0���8 ^�� d�� ��%�%�� N�,R� ����*�� �� B�8 d�� 
 �-P�$�� �	
 U�$� ����dCRLx�� b���)�1� �����M���  . �\F�.�� B�8���7	7d� 8	��@� �	0���0 �-P�Q �� CRL #3 �.4 

 �£3 L*1 ����3 �Q #�.� & �3 #�.� �	
 r�)��� N�' ( �*��V) �-P�$�� #�.� �Q ^3CRL ����3 �Q �0�*" N��� 
 ���7 �-P�$VCRL .( �-P�$�� #�� �N��~�� Z�� (dCRL �\F�.�� L*1 ^��8 d�� ��7	7d� 8	��@� �	0���0 �F�8 

 �-P�$�� r�)� N�` �*��V >
 d�� N�,R� ����*��CRL���h���  .-��]� Z��]D� �-P�$�� r)D #3 G7�0C�� BdCRL L*1 
 �-P�QCRL �-P�$�� ���� AQ� l9\ ( ���� �Q A\�V� ��� r�)� N�` �)]���, �*��V >
 CRL ( �0��� N��� 

 �-P�$��dCRL �\F�.�� L*1 �D����  ��7	7d� 8	��@� �	0���0AQ��� �	
 ��, �3.  
&3 �� ��J����� ����*�� ��Q� N�-�~� ��C/� �-P�Q ^��8 CRL Z%���� L*1 b���  	��4 �$;	
�� /K�)0CRL  L*1�

 Z%�����$;	
�� ��)�! 8	q CRL �\F�.�� L*1 ^��� ^	�� ��7	7d� 8	��@� �	0���0. �.4 �.��  �-P�$�CRL #3 
 Z%���� L*1 b��� ^��8 	��4 �$;	
�� /K�)0CRL Z%���� L*1�  �$;	
�� ��)�! 8	qCRL &3 �D�@ � !/�� Z%���� ^���

 �\F�.�� L*1��7	7d� 8	��@� �	0���0.  
 �-P�$� �.4�dCRL �-P�Q #�.� #3 CRL OP��$, ���/ ��F�y N�,� ����*�� L*1 ^��8 #3 �S �.4 #�V #� �G�@�)� !" 

CRL��*% G�1 �1 �3 G�~�� �*% �1 G�7�� ��%�%3  . Z%���� N�-��%� ��� �$;	
�� ��)�! 8	qCRL �F�)� �*�%�V 
 �-P�Q #�VCRL ���7 �-P�Q >
 CRLG�@�)� !"  . ^��� #3 ��� �$;	
�� ��)�! 8	qCRL �\F�.�� �� b��~�� b�$,�� 

 ���7 *�� ��)���� 8	q(PerAuthorityScope) ��%�%�� OP��$�� �� G�~�� B.� CRL ���7 �-P�$�� �S U�$� d�� CRL 
y ����*�� �G�@�)�� !"��F�.  
 �-P�Q r�)� L*1 ���D�dCRL ���� ��\�$�� ZJ��� �Q7 B., ��)�1&�, 	/�D #3 ���h��� ��%�%�� N�,R� ����*�� L*1 

N�,À�.  
<   �
 N�,R� >1�7 #�V Z� G7�0@ N�,� �1 º�*)��� �0qD �Q 1	&�'>� � 34	5B��(certificateHold)X ��� 

 ���7 �-P�Q (CRL�Q ( ����  �-PCRL��� r�)� N�'  �:¦ �*��V  . >.� G��0� �	
 >1���� G�9@�
 ��$,�]�� �0���~ �� �T7�1� �3 ��P�£ G7�0C�� N�,� 7�� r~& ���Q ��q�\�, �G7�0C*� AQ�� N�,� L*1 N��

A*,3 �Q �.� � �� �-V.  
•   �-P�Q ( Ah�73 �Q G7�0@ A\�V �_�CRL)  �-P�Q ���dCRL�-P�Q ����  CRL N�'  �:¦ �*��V 

��� r�)�( N�,R� >1��, �*)� �
��)�1�, � �$;	
�� F<1� X1	&�'>� � 34	5B��CRL�
  n ´ �
 OP��$�� Z�� ( G7�0C�� t��7� �� �b�$~& ��q�\&� ( �0�J� >u�3dCRL ZJ��� ��u�� ��, G�7�:�� 

 #�.D �~� ��q�\&� ( �$;	
�� F<1CRL �-P�$*� CRL  �1 B$D �3 ^��]D ���h��� ��%�%��n .
 �-P�$�� �	
 #3 L*1 ��&�*� B-��]D ^	�� Z%���� �]~�CRL ���7 �-P�Q >
 CRL OQ� #�.D �

 �-P�$��CRL �-P�$� CRL �\F�.�� �-�Q ��� �
 ���h�� ��%�%3  ��7	7d� �$;	
�� F<1CRL 
(BaseCRLNumber) Z%���� (  	��4 �$;	
�� |)0CRL���� � �:���� �-�Q  �$;	
�� F<1CRL ( 

 �\F�.����7	7d� 8	��@� �	0���0 Z%���� ��  �$;	
�� ��)�! 8	qCRL . �-P�$�� ( G7�0C�� t����
 �
 N�,R� >1�7 #�V Z� �$;	
�� /0 oOE��CRL (removeFromCRL) G7�0C�� �.� � �� �

�u� d�� N�,R� >1��7 �~� ��, �-�� ��\�� A*,3 �Q �-P�$�� �0dCRL t��7� �� 	P��1� �
r~I�� N�,R�,  ��� N�,R� >1�7 Z� G7�0C��.  



ISO/IEC 9594-8:2005 (A) 

68   �������ITU-T X.509 (2005/08)  

•   ( 	P��1 �0h��7� �� �b��P�£ �S�,� ª B, ���q�\&� ( ZJ��� �� A)M% �Q G7�0C�� �.� � �_��
 OP��$�� Z��dCRL �0�� #�.D d��  �$;	
�� F<1CRL �� BQ3 ���h��� ��%�%�� � F<1 �$;	
�CRL 

 �-P�$*�CRL ) �-P�Q ���dCRL����  �-P�Q CRL��� r�)� N�' ( �*��V  ( G�� N�� �0�� �0� d��
>P�0��� N�,R� º�*)� . �-P�$�� �	
 #3 L*1 ��&�*� B-��]D ^	�� Z%���� �]~�CRL ���7 �-P�Q >
 

CRL �-P�$�� OQ� #�.D �CRL �-P�$� CRL-�Q ��� �
 ���h�� ��%�%3  �\F�.�� � �$;	
�� F<1
 ��7	7d�CRL Z%���� (  	��4 �$;	
�� /K�)0CRLX �:���� �-�Q ����  �$;	
�� F<1CRL �\�.�� ( 
 �	0���0��7	7d� 8	��@� Z%���� ��  �$;	
�� ��)�! 8	qCRL.  

<   ���7 �-P�Q ( G�� N�� G7�0@ N�,� �1 º�*)��� �0qD �Q�CRL� G�� >0��� #3 B-��� � G7�0C�� ��~I
 �-P�$�� ���� B)QCRL¸��� r�)��� N�'  �:¦ �*��V >
 d�� �������  . #3 �� ������ �	
 Bp� (�

 OP��$�� Z�� ( N�,R� �1 º�*)��� 7�DdCRL �-P�Q ( BQ�� L*1 N�,R� �1 º�*)��� �0qD #3 �� ��$~I�� 
CRL�0C�� r�)� N�'  �:¦ �*��V >
� G�7�� G7.  

 �-P�Q ��C\� �.4CRL�������� ��$D��� �� G�~��, b��*y Â��C\� ��� r�)� N�'  �:¦ ���� AQ��� ( �*��V #�.� :  
<   �-P�$�� t�e�]�dCRL �-P�Q Z� ¶���� ��	
 r�)��� N�'  �:¦ ������ CRL  �:¦ G�7�� �*��V 

 #�.D �r�)��� �� N�`� �	
 �$;	
�� F<1CRL��  �-P�$�� ( 7����� OQ��� �� vV3 �3 ^��]D �0CRL 
 �-P�$�� �0��� B�8 d�� ��%�%��dCRL=  

<   �-P�$�� t�e�]�dCRL �-P�Q Z� ¶���� ��	
 r�)��� N�'  �:¦ ������ CRL �	
  �:¦ �*��V 
 N�`� �-P�Q �� b��*y AmC\3 �Q A\�V �r�)��� ��dCRL #�.D � �$;	
�� F<1CRL�0��  vV3 �3 ^��]D 

 �-P�$�� ( 7����� OQ��� ��CRL �-P�$�� �0��� B�8 d�� ��%�%�� dCRL������ .  

10  34	5B�� 1���9 3�E0 �l	�0 ��v�#,9  
 Z�Q�� �� bIp� r$M�*� ����, >P�£ #��.� >��-��� ?��9�� U��e�%� �� t��� U�q\ ( G7�0C�� ����� G!]� �[��� ^��

 ��{�� >-Q����)�� #��.�� �	
 Bp� .���%���� A--� �$�: ���³�� �����$�� ���%�%�� �����$���� �G7�0C�� ��%��% 
G7�0C�� ����� G!]� �[��� r�� b����_ B$�]��� ½������� 	�9���� B0]� >.� �%��]�� �����$��.  

]� ��~I:, ���QR� ���hR �cD���� X��� �
 ����� fh��� ������G7�0C�� ����� ��! . b�m��.� 	�9���� #�.D #3 ���
���hR� �	
 �1 ¶��\ >h��/ ��*]� �9����� �~ �� . ��$�@& ��� 	�9�� �0*-��]D d�� ���H����� l��$� O�D ��
����� �I�/���� �� b�QI\� �M�M:�� ���h��ez�� �3 t���ez��.  

1.10  3�E� �l	�0 �Ch�g�s0  
�I�/����>
 G7�0C�� ����� G!]� �[��� �����hR� :  

 3(  =G7�0C�� ����� G!]� B.C� d�� ��7�0C�� �1�-'  
   ������ ��	�3 /�+��,� E��&= �\9� 2 �+�<�� �+��v Zi '�(� . 3) n��� �+��,� [�` Y�� e��W �\9� Zi3

�I�& �+��v E��&= �\9� '�(� O /�gi).  

w(  ��9� �Q���� �-�Q ?��9� �D�� EF��� �3 >��-1 ?) G!]� �[��� G�~� �� b��*/�7 b�\f�¥ ?��9�� #�V #�
G7�0C�� �����(=G7�0C�� ����� G!]� ( ��Q�� G7�0@ N�3 �� r$M��� ( B-��]� >.� �  

t(   ����1 ������ ���'2(initial-policy-set)�)�� �G7�0C�� �%��]� �pV3 �3 �~�� 7F�y �� #�.��  ^3 #3 
G7�0C�� ����� G!]� �[��� ���"� G7�0C�� B-��]� �� ���)$� #�.� #3 �.4 ��%��]�� �	
 �� G�~�� .

 ����� �-�$�� 	/�D #3 B/��z�� �	S �.4� ����� 01(any-policy)b������ #�.D #3 �.4 & x�.�� �=  
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7(   �F�)� �-�Q ����1 �45# �����(initial-explicit-policy) �0qD #3 �� ���)$� �%��% 7F�y #�V #� N�� �
=G!]�� ��7�0@ Z�� ( G7�0C�� ��%��% Z%�� B$~ ( �~���  


(   �F�)� �-�Q58� �������� 67��
�� 9�1 (initial-policy-mapping-inhibit)� ��%��]�� B,�$� #�V #� N�� 
=G7�0C�� ����� G!]� ( b���qy  

�(   �F�)� �-�Q� ����� 9�1 58(initial-inhibit-policy) ����� �-�$�� A\�V �_� �-1 N�� � �7	�7 Wd
(anyPolicy) �%��% �� ���/ �-�Q ^� �-P��� v��� �G7�0C�� ��%��% Z%�� ( G7�h�� #�.� �~ �

=�����$�� ��J�/ �1�-' ( G7�h�� G7�0C��  
H(   #������ AQ���� »D�����)/�7 �D�]��� !" �\�V #�G7�0C�� ����� G!]� �[��� G�~� ( b��*(=  
?(   ���'��� ���5��� ��AS&� � ����1 ���'2(initial-permitted-subtrees-set) ����3 �1�-' L*1 ^��8 

 �~�-]� �~�:�� ��³3 �0�� #�.� d�� ��1�9�� ��o@�� EF��� d�� ��1�9�� G�oC�� ��9���� ��) ��
 �*-��]�� ��³�� B.@��1�9�� ��o@�� ����� .( ���D G7�0C�� ����� G!]� B/�7 G7�h��� ��7�0C�� (�

 B/�7 Z$� #3 ���F��� ������ ��1�9�� �
��o@3 #�.� d��� ��� O%� B.@ �S d�� �~�:�� ��³3 Z�� L*1
�	
 ���� O%&� B.C� �~�-]�� ��1�9�� ��o@�� �1�-' .� #3 B/��z�� �	S �.4� �-�$�� L*1 b�cD3 ^��

 ������"�)���� !" "�D��)�� ( ���)$�� �~�:�� ��³3 Z�� L*1 N�� >.� . ��)�� �q\ (�10 ��³3 #�.� �
�� O�Q >
 �~�:��=�~�:*� BD�)�� O%&� Z%�� ( �3 �~�:�� B$~ ( �0q� d�� ��³  

X(   ���O
��� ���5��� ��AS&� � ����1 ���'2(initial-excluded-subtrees-set) �� ����3 �1�-' L*1 ^��8 
 ( G7����� �~�:�� ��³3 �0�� Z$� #3 �.4 & d�� ��1�9�� ��o@�� EF��� d�� ��1�9�� G�oC�� ��9����

G7�0C�� ����� G!]� ( G7�h��� G7�0C�� . L*1 N�D >.� ����/ �1�-' b�cD3 #�.D #3 B/��z�� �	S �.4�
 � x\3=��1�� ��o@� N��9�� ^��% 7��)�%� �D��)�� ( �h�D �.D  

^(   ����1 �7��<� +�� F�MS1(initial-required-name-forms) O%&� N�.@3 �� ����3 �1�-' L*1 ^��8 
 N�.@3 �� b��~�� �~�� O%� BQ�� L*1 ^��8 #3 �� G!]�� ( G7�h��� ��7�0C�� Z�� #3 L*1 N��

F���� ��³���� . ��³3 N�.@3 �h�� & x\3 L*1 N�D >.� ����/ �1�-' b�cD3 #�.D #3 B/��z�� �	S �.4�
��7�0C�� ( �~�:�� ��³� �,�*� �����.  

t ���$9�� ( G7����� O�$�� KQ��� (7� (�
 (�� ( B-��]�� t�f�� �0h��� d�� ��%��]�� ��)*��� L*1< N�-��%& r�)��� 
� >��-1 ?��9�>P�0��� #��.*� x�*1 �F�:.  

 G7�0@ B-��]� B�h ( ��9� >0� j�	� �G!]-*� ��~I:�� ���Q� ��*-1 ( �D7���� >
 �I/��� �	
 #�, �q~I�� ����
G7�0C�� ��%��% �� ������ �1�-o-*� ����� >��-1 ?��9� ( �0�cD d�� x�$� �� F�� . #�V #�-c, j�_ ���� �.4�

� >��-1 ?��9� B�� ��%��% L*1 B-�CD ������ ��%��]�� �1�-' B/���� #�V �_� a$� ���*-��� �� B/��z�� �
 ��
>��-��� ?��9��, rpD G7�0C�� B-��]� . �.4 ���*-��� �� �/W bI/���� B.C� �0]9\ >
 G7�0C�� ����� G!]� A\�V ���

�
�~�� �*���� BV ��%3 L*1 r$M��� �	
 ���h�.  
2.10  s0gj3�E� �l	�0 �	,#  

��h��e��>
 �����hR� :  
 3(  =G7�0C�� ����� G!]� ��~I:�� ���Q� BC� �3 ?�Ê L*1 ��&7  

w(  =BC9�� >1�7 �F�)� ��:�eC� G�9@ ���~I:�� ���Q� BC� ���~ (  
t(   ����� G!]� �0)h�� #�.� d�� �)~�:�� �T�9���� �*]�� �0J�9� ��%��]�� �� �1�-' ����� G7�0C��

 ����� �-�$�� #�.� �3D����� 01  
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7(   Z5�$� �� �*Ç.C� �B-��]�� �0J�9D ��%��]�� �� �1�-' �<���� �!=5�� >�� �������� ���'2
����&� �������� ���'2�D  


(  �45��� ������� *�O��
 �G!]�� B/�7 G7�h�� �*% �3 G7�0C�� B-��]� #�V �_� �-1 N�D ^	��  ^	�� 
=G!]�� ( G7�h�� G7�0@ BV ( ���)$� �%��% 7�M�� #3 �*�D  

�(  3 ¹�� ��%��% B,�$� ^3 �1 �I�:9�G7�0C�� ����� G!]� �[��� ����.  
 ������  L��&�3 N	5 �j	��i /�+��,� Z���9D O) E��¢ L�+��,� $����%� x��` Y5
D ') Z��o /�	���� E��-= ��£ ��� 2

9��+��,� 2 �+�<��� L������� �� �l\p 3) �%�	.  

3.10  3�E� �l	�0 �>�O�0  
����� �&�M�� �� ������� �1�-`� �����hR� B-��]�:=  

 3(   �<���� � �=�5��� �������� ���'2(authorities-constrained-policy-set):  �D�
 ���F��� N��h
� �� _�/�� ��T�9���� ��%��]�� G7�0C�� ����� G!]� ( G7�h��� ��7�0C�) Bp� x�� E�9:��

G7�0C�� ����� G!]� ( G7�h��� ��7�0C�� Bp� G�-1�� �-��, �B,�$��� »D���� �T�9���� ��%��]��(=  
w(   ���'��� ���5��� ��AS&�(permitted-subtrees):EF��� ���1�9�� ��o@�� ��9���� �� �1�-'  

9�� ��o@�� ����� G!]� ( �$~I�� ��7�0C�� ( G7�h��� �~�:�� ��³3 Z�� �0�� Z$� d�� ��1�
 ����� �-�$�� �3 �G7�0C�� �<O�5�� %^(unbounded)D  

t(   ���O
��� ���5��� ��AS&�(excluded-subtrees): �1�-' )����/ ��� ( ��1�9�� ��o@�� ��9���� ��
)�%3 O%� L*1 �0�� BV ^��8k�u�� L-q1 ��D�% ¸F�)�� ��1�� G�oC� >% ( ��1�9�� ��o@�� EF���

=G7�0C�� ����� G!]� ( �$~& G7�0@ ( 7�h�� �~�� O%� ^3 �0�� Z$D &3 �.4 d��  
7(   �7��<� _�`1 F�MS1(required-name-forms): �1�-' )����/ ��� (��³�� N�.@3 ��1�-' �� . BV (�

�.@3 �� �1�-'=�1�-`� ( G7����� ��³�� N�.@3 �� �~�� �� b�³� �$~& G7�0@ BV ^��8 #3 �� ���³�� N  

(   �45# ����� *�O�(explicit-policy-indicator): ( ���)$� �%��% �~��:, 7�M�� #3 Uf*D #�V #� �F�)D 

=G!]�� ( G7�h�� G7�0@ BV  
�(   �%��� W'�(path depth):��M� 7�1  �G7�0C�� ����� G!]� ( G7�h��� ��7�0C�� 7�1 ^��]D 

=�0�[��� A*-�V� d�� ��~�� x��� b���c�  
H(   �������� 67��� 58� *�O�(policy-mapping-inhibit-indicator):=b���qy ��%��]�� B,�$� #�V #� �)D   
?(   ����� 01 58� *�O�(inhibit-any-policy-indicator):V #� �)D  ����� �-�$�� A\� �7	�7 W�

(anyPolicy)=G7�0C, ���/ �%��% ^� �-P��� v���   
X(   ��8
�T� ) �������(pending-constraints):�����$��� �1 �I�:9�  :� ���� �%��%/ B,�$� �q~ �3

� ��%��]��/N��9�� �D��% ����, �):� � �0�.�� ��5��C� >
 d�� ��%��% ^3 �q~ �3 . �h��� ��I�
 L-]� G�~�� ��, ��_ ���F�)� ��8
�T� ) �45# �����(explicit-policy-pendin) 3 ) ����� 01 58��

 ��8
�T�(inhibit-pending and inhibit-any-policy-pending) L1�D ��M� 7�1 �0�� �~�� BV Z�� �
 ��*���� ����!"��)��@�A
�� ((skip-certificates) �� 7�1 >�D ^	�� #3 B)Q �0*
�� >u)�D d�� ��7�0C

N��9�� �D��% �����$��� �):�.  
4.10  ��0���� ��%#0  

�����hR� �-c��0�*� ����� �*~�� G7�0C�� �[��� B~��� �� �*]*% � .L*1 ������ �*~�� B-�C��:  
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 3(   �-�$�� �,��V����� 01 N��h ( �9� K:�� �� �~��� �9� �D7�-��� ( � ����1 ���'2 ��AS&� 
D���'��� ���5���  

w(   N�M��� �������'��� ���5��� ��AS&� �-�$��, D���'��� ���5��� ��AS&� � ����1 ���'2  

t(   N�M��� ���� ���O
��� ���5��� ��AS&� �-�$��, � ����1 ���'2��AS&�D���O
��� ���5���   

7(   N�M��� ���� �7��<�� +�T� F�MS1$��, �-�D�7��<�� ����&� +�T� F�MS1  


(   ���� �45# ����� [O� �-�$��,D����1 �45# �����  

�(   �����%��� W'�=�~�� �-�$��,   
H(   ������������ 67��� 58� [O� �-�$��, D�������� 67��
� 9�1 58�  

?(   ���� ����� 01 58� [O� �-�$��,D9�1 58� �����  

X(   ��I� �������8
�T� ) ������ �-�$��, "�1�J�� !"."  
5.10  34	5B�� �l	�0  

 >
 G7�0@ �/W v���� �B/��-¬V ������ >��-��� ?��9�� N�-��%�, ��Q��� G7�0C��, b���, ��
���, G7�0@ BV ¼��� ´
��P�0��� G7�0C�� .��%� ��7�0@ k�/�� ��7�0C�� ��$, v����.  

1.5.10  /0 +7	7d� �
O�����4	5B��   
G7�0C�� L*1 ������� ��$$M��� r)� .G!]�� ( E7�:� ����1 ��T�_ �� ��Q��� ��7�0C�� B
�� O�D�.  

 3(   #�7��� G7�0C�� �~�� O%�� G7�0C�� ���:�� O%� #3� ����� »D������ #3� ���M� Z�Q���� #3 �� r$M���
� � G7�0C�� #3� ���M� B]*]�,�S�,� �.  

w(  ��~ ( �u�:��, ��%� G7�0@ �3 Z%���� 7�h� �� r$M��� � ��7	7d� �����
���(basicConstraints) X
�� �\F�.�� #3 � 34	5B�� 1���9 ���7(cA)�� �����$��� Z%�� ( G7�h���  L*1 �1�J�� ��%�%"�);	� ."

 �\F�.�� A\�V �_�� 3�E� 8�I ���
!(pathLenConstraint)�� r$M��� �G7�h��  #3  1���9 3�E0
34	5B�� ���$��� �	
 j0��� & ������ )�T�	� G�7�:�� ��%��� ��7�0C�� N�� Z�.(  

t(   ZJ�� �7�h�� !" G7�0C�� ��%��% Z%���� #�V �_� ���E�� /0 ���#"� �	7	�E�� �D�$qL*1  �9:��
)����/ �1�-'( N��[� ( G7�h��� E�9:�� Z�� �C, �������� ���'2�<���� � �=�5��� �.  

7(   �%��% B., r��D �b�7�h�� G7�0C�� ��%��% Z%�� #�V �_�P !" Z%���� ( G7�h�� X�7	�7 W� ��9��� 
 �%��]*� �)~�:�� �%��]��P N��[� �� K� BV ( ��<���� � �=�5��� �������� ���'2 L*1 ^��� 

 �-�$��P . N��[� ( K� ^3 �h�D & #�V �_���'2�<���� � �=�5��� �������� �� �-�$�� L*1 ^��� 
P B/�� (  �7�-1]�%��� W'�[!" � >
 �-�$�� #3  ����� 01 ( �<���� � �=�5��� �������� ���'2
]0 ��%��� W'�[� �%��]�� �D�
 E��� �,��V� �9� K:�� »]�, N��[� �� �D�h K� E�cD 	P��1 P 

 B/�� ( x��9��� Z��-��� 7]W'� �%��� [� ���D�[� K:�.  

(   �-�$�� L*1 ^��� &� �b�7�h�� G7�0C�� ��%��% Z%�� #�V �_�X�7	�7 W� #�V �_� �3  01 58� *�O�

����� x�� #�.D K� ^3 �CD 	P��1 ��T�	� G�7�� ��%� G7�0@ A]�� G7�0C�� A\�V� �b�1�J�� 
 B/�� 7�-���]�%��� W'� [��� �-�$�� L*1 ^3����� 01 7�-��� B/�� x�� ^��� & K� BV x��� 

]�%��� W'� [L*1G7�0C�� ��%��% Z%�� ( G7�h��� O�$�� �� G�~�� .  
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�(   �-�$�� L*1 ^���� �b�7�h�� G7�0C�� ��%��% Z%�� #�V �_�X�7	�7 W� #�V�  ����� 01 58� *�O� !"
 Z� �)~�:��� �%��]�� ��9��� r��� 	P��1 ���J��W��7	�7  N��[� �� K� BV (  ���'2

�<���� � �=�5��� ��������7�-��� B/�� x�� #�.D ] �%��� W'�[ �-�$�� L*1 ^���  ����� 01 �3
G7�0C�� ��%��% Z%�� ( �0q� & �-�Q L*1 ^���.  

H(  � ( 7��� �~�:�� O%� #3 �� r$M��� ��T�	� G�7�� ��%� G7�0@ A]�� G7�0C�� A\�V �_� ^	�� O%&� #�.
 �-�Q x���3���'��� ���5��� ��AS&�G��)�]�� ��1�9�� ��o@�� �-�Q x��� ^	�� O%&� #�.� ( l��� .  

?(   �1�-`� A\�V� ��T�	� G�7�� ��%� G7�0@ A]�� G7�0C�� A\�V �_��7��<�� _�`&� F�MS1 A]�� 
O%&� N�.@3 �� �1�-' BV ( r$M��� �����/ �1�-' ( G7�h���  F�MS13�7��<�� _�`&� O%� 7�h� �� 

 N�.@3 �� �~�� �
 G7�0C�� ( �~���1�-`� ( 7����� O%&�.  
2.5.10  ���7��� ��4	5B�� �l	�0  

 �[��� Bh3 �� ����� �&�M�� �M�M:�� ��J��� ��u, ����$��� B�o]�� ������� N�-1�� k7�� ���%� G7�0@ ���~ (
 G7�0C��������� .G!]�� ( E7�:� ����1 ��T�_ �� ��Q��� ��7�0C�� B
�� O�D�.  

 3(   Z%���� #�V �_� v	wd� �����
!(nameConstraints) �\F�.��� �%�$E� ��D#"�� 1	J6d� 
(permittedSubtrees)  ����� N�M�� �-�Q �1 ����]D �G7�0C�� ( �D7�h�����'��� ���5��� ��AS&� 

�$�,G7�0C�� Z%�� ( ���)�� �-�$�� Z� �$,�]�� x�-�Q Z5.  
w(   Z%���� #�V �_� v	wd� �����
!(nameConstraints) �\F�.� Z� G7�0C�� ( b�7�h��  ��D#"�� 1	J6d�

E� 3��)�(excludedSubtrees) ����� N�M�� �-�Q �1 ����]D ����O
��� ���5��� ��AS&� ��-�h�, 
 �$,�]�� x�-�QG7�0C�� Z%�� ( ���)�� �-�$�� Z�.  

t(   Z%���� #�V �_� v	wd� �����
!(nameConstraints)  ������ v	wd� 8	�6� �'K����
(requiredNameForms) x�-�Q ��-�h� �-�Q �,�*�� ��³�� N�.@3 N�M��� L�D �G7�0C�� ( �D7�h�� 

.@3 �1�-' �� �\F�.�� �1�-`� Z� �$,�]��G7�0C�� Z%�� ( G7��� ��³�� N� . �\F�.�� A\�V �_�� 8	�6�
 ������ v	wd� N�M���  #�� �O%I� �~�� B.@ �� �pV3 L*1 ^��8�7��<�� _�`&� F�MS1 #3 �� !CD 

³���7�0C�� Z�� ( b�7�h�� #�.D #3 �� �Z%���� �	
 ( ���)�� O%&� N�.@3 �� BQ�� L*1 �~��� b� 
�$~I�� . �1�-' �
 ������ G7�0C�� Z%�� �� �-�Q Z� �,�*�� ��³�� N�.@3 N�M��� �-�Q ��-�h� #�.D�

�$~I�� ��7�0C�� Z�-[ �0$$8 �h���� ��)*��� �� !C� ��1�-' . N�M��� bIp� ZJ� �_�� _�`&� F�MS1
�7��<�� f�� O%� 7�h� �*�� �-�Q L*1 ���� (DN) �3  �*5 O%�rfc822 Z%���� #�V� ���7�0C�� ( 

 ��³3 �{*� L*1 N�D �[���� ��Q G7�h��� G7�0C*� ����rfc822 #����� O%� #�.� �� ��³3 �3 (DNS) #�� �
 �D�[� N�M��� ^3 �¶����� ��-�h&��7��<�� _�`&� F�MS1 �S #�.D #3 �� �$~& G7�0@ BV #3 L*1 N�D �

 O%�rfc822  f�� O%� AQ��� l9�, �S #�.D #3 �3(DN) #����� O%� #�.� �� O%� Z� (DNS).  
7(   #�V �_��������� 67��� 58� [O�b�1�J�� :  

<   E�9:�� Z�� ZQ��� �D�M�, �Z%���� ( 7F�y B,�$� BV Bh3 �� ���%��]�� B,�$�� Z%�� BV ¼��D
 N��h ( G7�h����� � �=�5��� �������� ���'2�<�� 7�-��� B/�� �0�� #�.D d�� ] W'�

�%���[K:�� �CD� �Z%���� ( ���:�-*� #����� �%��% �-�Q b�D��]� .  

(    #�V �_��������� 67��� 58� [O� ��J�� !":  

<   E�9:�� Z�� ZQ��� �D�M�, �Z%���� ( 7F�y B,�$� BV Bh3 �� ���%��]�� B,�$�� Z%�� BV ¼��D
h ( G7�h��� N���<���� � �=�5��� �������� ���'2 7�-��� B/�� �0�� #�.D d�� ] W'�
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�%���[ 7����� �~�:*� #����� �%��% �-�Q �,��.,� �Z%���� ( ���:�-*� #����� �%��% �-�Q b�D��]� 
 B/�� ( Z%���� (]�%��� W'�+1 [K:�� l9\ �� .��:z�� #���� �%��% B,�$D Z%���� #�V �_�� �

 BV �� �D�[� B/��� E�cD� ������� K:�� 	P��1 »]�D ��~�:� G�~�� #���� �%��% �� �pV�,
K� . �:���� �-�Q A\�V �_�� �<���� � �=�5��� �������� ���'2]0 ��%��� W'�[ >
  01

3�����  7�-1 ( ��%��]�� B,�$� Z%�� �� ����:z� #���� �%��% BV �D�
 E��� 	P��1 ��.D
]�%��� W'�[ ��.�� �G7�h�� A\�V #� ��9�����, �9��� �UHI�� ��$��, E�9:�� K1�c�� 

 7�-��� B/�� ( Z%���� �� ��~�:*� #����� �%��% �-�Q]�%��� W'�+1[=K:�� l9\ ��   
<   �)�� #�V �_��������� 67��� 58� ��8
�� )��T�	� G�7�� G7�0@ A]�� G7�0C�� A\�V� �b�1�J��  

 ^f9Q  �$\� ^���-�$� ��*���� ����!"�� ZJ�D ��9:*� �D��]� �-�$�� �	
 AM)�3 �_�� ��*,�$�� 
D����!"�� 67��� 58� *�O�  

<   ��$��� #�V �_� *�	
! #&% �	7	�E��(inhibitPolicyMapping)����� 	9�D �G7�0C�� ( b�7�h��  .
 �\F�.�� �-�Q A\�V �_��!K�"� 34	5B�� (SkipCerts) ZJ�D ��9:�� ^��]�  67��� 58� *�O�

����!"�� . �\F�.-*� k�/3 �-�Q ^3 Bh3 ����!K�"� ��4	5B�� �)�� ZJ�D  67��� 58� ��8
�� )
 3����!"�� �-�Q ZJ�����*���� ����!"�� �\F�.-*� �-�Q �u�3 L*1 �*,�$�� �!K�"� ��4	5B�� �-�$*�� 

 N�M�-*� �$,�]����� ����!"����*�)  �)�� #�V #�����!"�� 67��� 58� ��8
�� ) b�9*% b�1�J��.(  
�(  t �*~��� ( N��� !" K� BV �} �-�� (7 �3 ( �I13) Z%�� ^3 �h�D & ����1 K� BV �} ���

G7�0C�� ( B,�$�( 7�-��� �� �%��]�� �D�
 E��� �-�Q »]�� �]�%��� W'�[ 7�-��� �� ]�%��� W'�+1 [
 (K:��.  

H(   #�V �_�a�=�� %^ ����� 01 58� [O�:  

b  #�V �_� ( �)��  ����� 01 58� ��8
�� b�Df9Q �$�� ��T�	� G�7�� A]�� G7�0C�� A\�V� �b�1�J��
 �-�Q ��*���� ����!"�� ZJ�D �b��9� �D��]� �-�$�� �	
 �):� ����1� ��*,�$��D����� 01 58� [O�  

<   ��$��� #�V �_�� #&%�7	�7 W (inhibitAnyPolicy)����� 	9�D �G7�0C�� ( b�7�h��  . A\�V �_�
 �\F�.���!K�"� 34	5B�� (SkipCerts) ZJ�D ��9� �-�Q ��_ ����� 01 58� *�O� . ^3 Bh3 ���

 �\F�.-*� k�/3 �-�Q�!K�"� ��4	5B�� �)�� ZJ�D  3����� 01 58� ��8
�� ) �-�Q ZJ���
*���� ����!"���� �\F�.-*� ��-�$�� �u�3 L*1 �*,�$�� �!K�"� ��4	5B�� N�M�-*� �$,�]�� �-�$*�� 

��*���� ����!"��)  �)�� #�V #� 58� ��8
�� ) ����� 01b�9*% b�1�J��.(  
?(   N�M��� b�Df9Q 7�fD]�%��� W'�[.  

3.5.10  ��#� �7	�7 |)0 �l	�0  
 #�C, ������� �����hR� 	P��, r)���7�0C�� Z��:  

 3(   #�V �_��45# ����� [O���J�� !" :  
<   #�V �_���8
�T� ) �45# ����� [O� G�7�� ��%� G7�0@ A]�� G7�0C�� A\�V� �b�1�J�� 

 �-�Q b�Df9Q �$�� ��T�	���*���� ����!"����*,�$��  ZJ�D �b��9� �D��]� �-�$�� �	
 �):� ����1� 
�45# ����� [O�.  

<  �� ���$��� #�V �_ �����0 ��#� �7	�7(requireExplicitPolicy)����� 	9�D �G7�0C�� ( b�7�h��  .
 �\F�.�� �-�Q A\�V �_� �!K�"� 34	5B��(SkipCerts) ��9:�� ^��]�  ZJ�D�45# ����� [O�. ��� 

 �\�.-*� k�/3 �-�Q ^3 Bh3X�!K�"� ��4	5B�� �)�� ZJ�D ��#� �7	�7 � �X1	&�'> �-�Q ZJ��� 
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������ ����!"�� �\�.-*� ��-�$�� �u�3 L*1 �*,�$�� �!�"� ��4	5B�� N�M�-*� �$,�]�� �-�$*�� 
������ ����!"��)  �)�� #�V #���8
�T� ) �45# �����b�9*% b�1�J�� .(  

<   �\F�.�� A\�V �_�� �����0 ��#� �7	�7(requireExplicitPolicy)�G7�h��  G!]� A\�V� 
 Z�� L*1 Uf*D �G7�0C�� ����R G�F-]� �*% �1 G�7�� G7�0@ L*1 B-�C� G7�0C�� �����

G!]�� ( G7�h��� ��7�0C�� �%��]*� N�)$� �D�
 E��� L*1 G7�0C�� ��%��% Z%�� ( ^��8 #3 .
� x)*�D ^	�� G7�0C�� �%��]� �D�S� E��� �
 �%��]*� N�)$�� �D�S� E���� ����� G!]� B-��]

 �3 ���%��]�� B,�$� v1 ��¾� �m��.� �£3 �£�C, ?F��� �Q #�V �%��]� �D�S� E��� �
 �3 �G7�0C��
 ����� �-�$��"����� 01" . G���:z�� �*]�� ��� #�.� #3 G�F-]�� G7�0C�� ����� �*]� �.4�

 Z%���� �	
 L*1 �D���� G7�0C*�)\F�.�� �-�Q A\�V #� ������0 ��#� �7	�7�9:�� ^��]� ( ���� �
 G7�0C�� ����� G!]� ( �$~I�� G7�0C�� �)~�� >
 d�� G7�0C�� ����� �*%) �-�Q j�_ �)� �-V

�9:�� ^��]� &.(  
4.5.10  ��;	5.�� �l	��  

������� �����hR� 	9�� �G!]�� ( G7�h��� ��7�0C�� Z�� �[��� A� �Q #�.� #3 ��,:  
 3(   7�8�<���� � �=�5��� �������� ���'2 N��h �� �<���� � �=�5��� �������� ���'2. #�V �_�� 

 	P��1 #�.� �b����/ N��[��<���� � �=�5��� �������� ���'2�D�9� �3 ����/ �1�-'  . A\�V �_��
 �<���� � �=�5��� �������� ���'2]0��%��� W'� [ >
 ����� 013 	P��1 #�.�  �������� ���'2

�<���� � �=�5��� >
 ����� 01 . #�� &���<���� � �=�5��� �������� ���'2 ( K� B.� #�.� 
 �D�S� E��� L*1 ^��8 & d�� ��]��� L:Q3 ��*/ ( G7�h��� �-�$�� >
 N��[������ 01.  

w(   �]86'�
��� � �=�5��� �������� ���'2�.C�, ��1�-`� Z5�$� B : � �=�5��� �������� ���'2
����&� �������� ���'2� �<����.  

t(   #�V �_��45# ����� [O�����/ A]�� �������� ��1�-`� �� G�~�� ^3 #3 �� r$M��� O�D �b�7�h��  :
3�<���� � �=�5��� �������� ���'2� 6'�
��� � �=�5��� �������� ���'2.  

� �±E�� Ã��7 G�9@ Z� �BC� ��&7 Z�h��, ����hR� L0�D #3 �� �BC� #3 �$,�]�� ��$$M��� �� �~�� ^� ZQ� �_ [O��
 3�45# ������ 3�<���� � �=�5��� �������� ���'2����'26'�
��� � �=�5��� �������� .  b���\ BC9�� #�V �_��

 #�V �1�� � �=�5��� �������� ���'26'�
� �� �J��9�� ��%��]�� �3 �%��]�� ��5� ( ���� G!]�� #�.� �����/ 
B-��]�� �� ���)$� �%��]�� �� G�~�� ^3 #�.� & �.�� ��*]��.  

 �?�Ê ��&7 Z�h��, 	P��1 ���hR� L0�D ���P�0��� G7�0C�� �� �)]���, BC� #3 �$,�]�� ��$$M��� �� �~�� ^� Z$D � �_��
 �0����45# ����� [O�� �3�<���� � �=�5��� �������� ���'2� 6'�
��� � �=�5��� �������� ���'2.  

11   ������� ������	 ������ �����	 �����(PKI)  

 ���)�� ����*�� B�p-��� B-��]� d�� B����� ��g ����1 ��)�� �	
 7��PKIB����� (  . E���3 �9���� L*1 B-�CD �
�
����*:�� ��_ ������ O�Q ������ �1��Q� ������� ��1�J.  

1.11   ��.)�� *����� � v	$E�� 8	�6�� �	D���� S	.��PKI  
 ���)�� ��1�J�� B�p-�� �*-��]�� ��1�J��� E���3 KD��� >1�9�� ��)�� �	
 �-c�DPKIB����� ( .  
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1.1.11   �	D���� �.�" ���O��� ��.)�� *$��E0PKI"  
J��� K�� ��1�" ���M��� ���)�� B-��]�PKI" ?��9� ��7�0@ w�M�3 #�.� #3 �.4 ��1�J�� B/���� EF��D 

>��-1.  

 pkiUser OBJECT-CLASS ::= { 
  SUBCLASS OF  {top} 
  KIND    auxiliary 
  MAY CONTAIN  {userCertificate} 
  ID     id-oc-pkiUser } 

2.1.11   �	D���� �.�"� 1���9 ���7 ��.)�� � 34	5B�PKI"  
 ��1�J��� K��"���)�� ( G7�0C�� ����� �*% PKI" ��*]V B-�� d�� ��1�J�-*� B/���� KDF��� ( B-��]D 

G7�0C�� �����. 

 pkiCA OBJECT-CLASS ::= { 
  SUBCLASS OF  {top} 
  KIND    auxiliary 
  MAY CONTAIN  {cACertificate | 
       certificateRevocationList | 
       authorityRevocationList | 
       crossCertificatePair } 
 ID      id-oc-pkiCA } 

3.1.11   �	D���� �.� �$;	
�� H���! {	
.� F7>� *�6�CRL  
 ��1�J��� K��"$\� �-P�$�� ZDH�� CRL "�$\ ��7 �*�� #3 �0�.4 d�� ��1�J�-*� B/���� KD��� ( ��9D ZDH�� X

 �-P�$��CRL.  

 cRLDistributionPoint  OBJECT-CLASS  ::= { 
  SUBCLASS OF   { top } 
  KIND     structural 
  MUST CONTAIN   { commonName } 
  MAY CONTAIN   { certificateRevocationList | 
          authorityRevocationList | 
          deltaRevocationList } 
  ID      id-oc-cRLDistributionPoint } 

 O%&� B.@�" �-P�$�� ZDH�� �$\CRL " ��1�J��� K�:, ����� B/���� ��-]� �� �.4 d�� �$D��� 7�� H���! ��
'
 �$;	
��(cRLDistributionPoint) CRL  

 cRLDistPtNameForm  NAME-FORM ::= { 
  NAMES    cRLDistributionPoint 
  WITH ATTRIBUTES  { commonName} 
  ID      id-nf-cRLDistPtNameForm } 

4.1.11   �	D���� �.�" 	��4 �$;	
��CRL"  
 ��1�J��� K��" ���7 �-P�$��CRL" ���7 N�,R� OP��Q �-c�� d�� ��1�J�-*� B/���� KD��� ( ��9D ) ��*% ^3

 G7�0C�� �����(CA) A���� ��*%� (AA)�
!"� . 

 deltaCRL    OBJECT-CLASS ::= { 
  SUBCLASS OF   {top} 
  KIND    auxiliary 
  MAY CONTAIN  {deltaRevocationList} 
  ID     id-oc-deltaCRL } 
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5.1.11   �	D���� �.�"34	5B�� 1���9 � �	71	$� =CD9� 34	5B�� �7	�7 "(CP/CPS)  
 ��1�J��� K��"G7�0C�� �%��% (CP)�� #I1G7�0C�� ����� ( ��%��-��  (CPS) B/���� KD��� ( B-��]D 

� G7�0C�� �%��% L*1 ^��8 d�� ��1�J�-*�/G7�0C�� ����� ( ��%��-�� �1 ����*�� L*1 �3.  
 

 cpCps    OBJECT-CLASS ::= { 
  SUBCLASS OF  {top} 
  KIND    auxiliary 
  MAY CONTAIN  {certificatePolicy | 
       certificationPracticeStmt} 
  ID     id-oc-cpCps } 

6.1.11   �	D���� �.�" ��.)�� � 34	5B�� 3�E0PKI"  
 ��1�J��� K��" ���)�� ( G7�0C�� G!]�PKI " ( ��!]� L*1 ^��8 d�� ��1�J�-*� B/���� KD��� ( B-��]D

 ���)��PKI .�� B/���� Z� ����@&�, G7�1 B-��]���D!]�� ���,  : ���O��� ��.)��PKI 34	5B�� 1���9 ���E� (pkiCA) 
 ���O��� ��.)���PKI��E$�� $ *(pkiUser). 

 pkiCertPath   OBJECT-CLASS ::= { 
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  { pkiPath } 
 ID     id-oc-pkiCertPath } 

2.11  �.)�� �������� ���.�� ���O��� �PKI  
�� KD��� >1�9�� ��)�� �	
 �-c�Dfg ���� d�� ��*����� ���� ���)�� ����*�� �DPKIB����� ( .  

1.2.11   2�'"*$��E� 34	56"  
 �3 G�~�� G7�0@ ����� �*% �1 G�7�� �G7�0@ �� �pV3 L*1 �3 >��-1 ?��9� G7�0@ L*1 B:� #3 B-��]�� Z��]D

�*% �� �pV3 �1 .�� A���� aY ^��"*$��E� 34	56 "(userCertificate)  B:~ d�� >��-��� ?��9�� ��7�0@ L*1
�*% �� �pV3 �� �3 G7�0C�� ����R G�~�� �*% �� B-��]� �0�*1. 

 userCertificate      ATTRIBUTE ::= { 
  WITH SYNTAX     Certificate 
  EQUALITY MATCHING RULE   certificateExactMatch 
  ID        id-at-userCertificate} 

2.2.11   2�'" 34	5634	5B�� 1���9 ���7"  
A�\" 34	5B�� 1���9 ���7 34	56 "(cACertificate) ��7�0C�� �Dfe�� B-��]D �G7�0@ ����� �*]� B����� ( B/�� 

 �T�	� G�7�:��)��h� #� (�G7�0C�� ����R �*]�� �	S G�7�:�� ��7�0C��� G7�h�� G7�0C�� ����R k�/3 ��*% �� 
�£���� l9\ ( . �u�:�� �� ��7�0C�� ���~ (�3 Z%�� L*1 ��7�0C�� �	
 B-�C� #3 �� � ��7	7d� �����
���

(basicConstraints) �*]�� �-�Q L*1� cA L*1 �1�J�� "�)P�� ."E�� ��*y ��%��% ���]� #����� KD��� #�.D�.  

 cACertificate      ATTRIBUTE ::= { 
  WITH SYNTAX     Certificate 
  EQUALITY MATCHING RULE  certificateExactMatch 
  ID        id-at-cAcertificate } 
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3.2.11   2�'"��I	
�� ��4	5B�� ���"  
 ������� 34	5B�� 1���@ ���E�� UfT 314	]��(issuedToThisCA) A���� �� "� ��4	5B�� �����I	
� "

(crossCertificatePair) �� �1 G�7�:�� ��7�0C�� Z�� �Dfg Bh3 �� B-��]� �B����� ( G7�0C�� ����� �*% B/
 �*%CA�T�	� G�7�:�� ��7�0C�� ��1 �� � . �����*� �.4� 34	5B�� 1���@ ���E�� Uf� /D 314	]��(CA) 

(issuedByThisCA) A���� �� "I	
�� ��4	5B�� �����" �*% B/�� CA8 #3 B����� ( � L*1 �D����/� G��:, ^�
 �*]�� �	
 �1 G�7�:�� ��7�0C�� �� ��1�� �1�-'CA ��*]�� �� �
!" �� CA . �*% ����3 �_��CA �� G7�0@ 

 �*%CA �*]�� A\�V� �k�/3 CA �*]�� �� b��)���� Ñ73 A]�� �)~�:�� CA�*]�� L*1 #�.D �G���:z��  CA 
 �:���� ( G7�0C�� Zc� #3 G��:�� ���E�� Uf� /D 314	�CA  A���� ����I	
�� ��4	5B�� ���  ��� �0*/�� ( 

B����� ( . #��:���� �h��� �_�� ���E�� UfT 314	�CA ���E�� Uf� /D 314	�� CA #�.D �A���� �-�Q l9\ ( b��� 
 L*1 b�$)�� ��7�0C�� k�~� ( ���:z�� O%� >��-��� ?��9�� #�.D� �l.���, l.���� �k�/�� G7�0C�� ( �~�:�� O%�

 �� r$M��� L*1 b��7�Q ��7�0C�� k�~� ( �~�:*�l.���, l.���� �k�/�� G7�0C�� ( >-Q��� Z�Q���� . �*:���
 �)��-(forward)#�V  L*1 N��� �$,�]�� ���)�� ( B-��%� �Q  ���E�� UfT 314	�CAXV �-V  �*:�� B-��%� �Q #�
 3�;	D(reverse) L*1 N��� �$,�]�� ���)�� (  ���E�� Uf� /D 314	�CA.  

 �:���� #�.D ����1 ���E�� Uf� /D 314	�(issuedByThisCA) CA �:���� �-�Q �Dfg Uf*D & �b�7�h��  UfT 314	�
 ���E��CA (issuedToThisCA) �-�Q�  #].��� ���E�� Uf� /D 314	�CA  �.4 k�/3 G��)�, �3 ��T�_ A���� �-�Q (

��9*�¥ A�\ d-�Q ( ���� G��~� A�\ �-�Q ( ��� �0�Dfg.  
 �u�:�� �� G7�0C�� A\�V �_�3 Z%���� L*1 ^��8 #3 ��7�0C�� �	
 L*1 �� � ��7	7� �����
!(basicConstraints) 

Z� �-�Q 7�h� CA L*1 �1�J�� "�)P��."  

 crossCertificatePair    ATTRIBUTE ::= { 
  WITH SYNTAX     CertificatePair 
  EQUALITY MATCHING RULE   certificatePairExactMatch 
  ID        id-at-crossCertificatePair } 

 CertificatePair   ::=  SEQUENCE { 
 issuedToThisCA  [0]  Certificate OPTIONAL, 
 issuedByThisCA  [1]  Certificate OPTIONAL 

          -- at least one of the pair shall be present -- } 

       �� ���� ��� 5�6-� 708/ 9� 
��� 
��: �� ��  ��  

 (WITH COMPONENTS { ..., issuedToThisCA PRESENT} |  
 WITH COMPONENTS { ..., issuedByThisCA PRESENT}) 

4.2.11   2�'"��4	5B�� 8	��9 �$;	<"  
�*)�� ��7�0C�� �� �-P�Q L*1 ����� A���� ^���: 

 certificateRevocationList   ATTRIBUTE ::= { 
 WITH SYNTAX     CertificateList 
 EQUALITY MATCHING RULE  certificateListExactMatch 
 ID        id-at-certificateRevocationList } 

5.2.11   2�'"�	��E�� 8	��9 �$;	<"  
 ��7�0@ �� �-P�Q L*1 ����� A���� ^��� �	��7�*)�: 

 authorityRevocationList    ATTRIBUTE ::= { 
 WITH SYNTAX     CertificateList 
 EQUALITY MATCHING RULE   certificateListExactMatch 
 ID        id-at-authorityRevocationList } 
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6.2.11   2�'" 8	��9 �$;	<	��4"  
 �-P�Q L*1 EF��� ����� A���� �� a-��� �	
dCRLB����� B/�� ( : 

 deltaRevocationList    ATTRIBUTE ::= { 
 WITH SYNTAX     CertificateList 
 EQUALITY MATCHING RULE   certificateListExactMatch 
 ID        id-at-deltaRevocationList } 

7.2.11   2�'"�0�D�� �	�0�1��Z�"  
 #��V Z� N�:�I� �S�-��%� �.4 ���H���/ ��$�\� O1��� B����� A�\ EF��D ( G7�y >
 �-V ��7�0@ B-��]D ����, >P�£

�	
 B����� �9���� . f�������ASN.1 A���� �	
 7�� ����� )O�$�� 7����:( 

 supportedAlgorithms ATTRIBUTE ::= { 
 WITH SYNTAX      SupportedAlgorithm 
 EQUALITY MATCHING RULE   algorithmIdentifierMatch 
 ID        id-at-supportedAlgorithms } 

 SupportedAlgorithm ::= SEQUENCE { 
 algorithmIdentifier      AlgorithmIdentifier, 
 intendedUsage     [0]  KeyUsage OPTIONAL, 
 intendedCertificatePolicies  [1]  CertificatePoliciesSyntax OPTIONAL } 

 A���� O�Q �� �-�Q BV�)O�$�� 7����(� � Gf�-�� �-�Q �S #�. ��0�1��Z� ���� S#�(algorithmIdentifier). ����� 
 �-�Q 8	$��7>� H0n�(intendedUsage) ���H���e*� Z�f�� N�-��%&� L*1 ��&7 ) G�$9�� �q\�3.2.2.8 ����� 

�� E����� �&�-��%&� .( �\F�.�� �-�Q 7�8� ��0n� 34	5B�� �	7	�7�0C�� ��%��% ��9��� �b�D����/� ��0��� G7
�0�� G7��� ���H����� N�-��%� �.4 d�� G7�0C�� ��%��%. 

8.2.11   2�'"34	5B�� 1���9 � �	71	$� =CD9" 

 A�\ B-��]D"34	5B�� 1���9 � �	71	$� =CD9 "(certificationPracticeStmt)  #I1�, ����� ����*��� �Dfe��
( ��%��-�� �1 �*%G7�0C�� ����� .  

 certificationPracticeStmt ATTRIBUTE ::= { 
  WITH SYNTAX  InfoSyntax 
  ID     id-at-certificationPracticeStmt } 

 InfoSyntax  ::=  CHOICE { 
 content  DirectoryString {ub-content}, 
 pointer   SEQUENCE { 
  name     GeneralNames, 
  hash     HASH { HashedPolicyInfo } OPTIONAL } } 

 POLICY ::= TYPE-IDENTIFIER 

HashedPolicyInfo  ::=  POLICY.&Type( {Policies} ) 

Policies POLICY ::= {...} -- Defined by implementors -- 

 �� ��;<=!� >/8?: ��  

 �\F�.�� A\�V �_� ����(content)�� ���� L*1 ^��8 >0� �G7�h��  ����� ( ��%��-�� �1 �*]�� #I1R B��.
G7�0C��.  

 �\F�.�� A\�V �_�� #6_0(pointer) �\F�.�� #�� �G7�h��  F7�(name) N�:�� �.4 ZQ��� �� �3 ZQ�� �� 	P��1 B�8 
G7�0C�� ����� ( ��%��-�� �1 �*]�� #I1� �� �e]\ L*1 �0�� . �\F�.�� A\�V �_�� Gg#~�(hash)��  ^��8 >0� �G7�h

>�h��� ZQ��� ( �h�D #3 >u)�D ^	�� G7�0C�� ����� ( ��%��-�� #I1� k��� U�� L*1 . U�9�� �	
 U��e�%� �.4�
���h��� �$����� ��*��.� �� r$M���, U��$*�. 
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9.2.11   2�'"34	5B�� �7	�7"    
B-��]D A�\" 34	5B�� �7	�7" (certificatePolicy)�*�� �Dfe�� G7�0@ �%��% �1 ���.  

 certificatePolicy  ATTRIBUTE ::= { 
 WITH SYNTAX  PolicySyntax 
 ID     id-at-certificatePolicy } 

 PolicySyntax ::=  SEQUENCE { 
 policyIdentifier  PolicyID, 
 policySyntax  InfoSyntax 
}  

 PolicyID ::= CertPolicyId 

 E��� �\F�.�� B-�C����� �7	�E�� (policyIdentifier) ����� �%��]�� �	S Bo]�� ��J��� �D�
 E��� L*1 
G7�0C��,.  

 �\F�.�� A\�V �_� ����(content)G7�0C�� �%��]� B��.�� ���� L*1 ^��8 >0� �G7�h�� .  
 �\F�.�� A\�V �_� #6_0(pointer)  �\F�.�� #�� �G7�h�� F7�(name) ZQ�� �� 	P��1 B�8  N�:�� �.4 ZQ��� �� �3

G7�0C�� �%��% �� �e]\ L*1 �0�� . �\F�.�� A\�V �_�� Gg#~�(hash) G7�0C�� �%��% k��� U��¬� L*1 ^��8 >0� �G7�h�� 
>�h��� ZQ��� ( �h�D #3 >u)�D ^	�� .���h��� �$����� ��*��.� �� r$M���, U��$*� U��¬9�� �	
 U��e�%� �.4�.  

 ������ =l >��� �_l 2 x�� }�E+= E�	� '�� �� 456�: ���9: Z(: x�	5� �Z	�� \p �E���¡� 2 �+�<�� L�	A�� r= �
9��: �	���( .
 �D�¤ 8B3&�.�Z	�� 2 '3RJ��  .3 4��� '�5	�%� �� ��	� �y /7��� �_@ �	��f� Z	�� L���� x��J�%� �(*3/ F���� 2 N(W 3)

3/ L��` 3)��Q-�� . '�i � ?� /]F ���3&�.��+��,� �%�	% �5	¦�� 0� x;���D / �+��,� E��&= 2 L�%E���� '��=(CP/CPS) 
 �6	6�� �5	¦�� �l �{�F �	�&f� ��&���� '�i ��w� �( �	��q= �	��) L�
�A�� u��l ') O= /�	�&f�) �� ��Q-�� �5	¦�� '�(� '�i

���! �A�%.( 

10.2.11  ' 2�" ���O��� ��.)�� 3�E0PKI"    
 ���M��� ���)�� G!]� A�\ B-��]DPKI �Dfe�� ��7�0@ Z,��� �� �0�� BV #�.�� d�� �G7�0C�� ����� ��!]�.    

 pkiPath ATTRIBUTE ::= { 
 WITH SYNTAX  PkiPath 
 ID     id-at-pkiPath } 

 ��J��� K�:� B��7 B/�� ( A���� �	
 �Dfg �.4pkiCA �3 pkiUser)  ���)�� ( G7�0C�� ����� �*%PKI �3 
 ���)�� B-��]�PKI.(  

 B/��� ( A���� �	
 O�Q #f�g ����1pkiCA #��.�� ��7�0@ ��)�]� d�� G7�0C�� ����� ��!]� L*1 ^��8 �£�� �
>P�0��� . �S�-��%� �����D d�� G7�0C�� ����� ��!]� �Dfe�� A���� �	
 B-��]D j�	�� �~�:� d�� �$����� E��5�� ��

 �*]�� �	
CA . ( G7�0@ �/W �~�� �1 G�7�� >P�£ #��V G7�0@ ^3 Z� ����@&�, A���� �	S �-�Q N�-��%� �.4�
A���� �-�Q.  

 B/��� ( A���� �	
 O�Q #f�g ����1�pkiUser #��.�� ��7�0@ ��)�]� d�� G7�0C�� ����� ��!]� L*1 ^��8 �£�� �
�>P�0�� .A���� �	
 x*/�� B-� ^	�� B-��]�� �
 ����� �	
 ( >P�0��� #��.�� #�.D� . B��V A���� �	
 O�Q Bp��

B-��]�� �	S G�7�:�� ��7�0C*� G7�0C�� ����� ��!]�.  
3.11   +0�$��� N	�"$�� ���O��� ��.)�� *����� � �0v��� �D��<(PKI)  

 �1��Q �	
 B����� �9���� 7�8 �05�Y3 d�� ������ Z� �S�-��%� �h���� ������� 34	56(Certificate) ��4	5B�� ���� X
(CertificatePair) ��4	56 �$;	<� X(CertificateList) 34	5B�� �7	�7� X(CertificatePolicy) �0�D�0 ��0�1���� X
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(SupportedAlgorithm)X ������ L*1 .��� �1��Q b�cD3 ��)�� �	
 7��� OP��$�� �3 ��7�0C�� ��$�\� B�0]�� ����CRL d�� 
 OP��$�� �3 ��7�0C�� �, �� ����/ �P�:/ j*��CRLO�$�� G7���� b����\ U�e�]� d��  . ������ ��F]�� G�1�$�� �����

B����� B/��� ( �\�fe�� ��7�0C�� �, �� ��$���� ��$�� ������ ���Q� ��\�.�� �G7�0C��.  
1.3.11  �034	5B�� �I�)�0 �0v�  

 a-��� �� A�\ �-�$, �J���� �-�Q �G7�0C*� �5�)c�� ������� G�1�Q #��$� 34	56(certificate). l)� I, >$��� >
� 
�0@7G��~� G.  

 certificateExactMatch MATCHING-RULE ::= { 
  SYNTAX CertificateExactAssertion 
  ID   id-mr-certificateExactMatch } 

 CertificateExactAssertion ::= SEQUENCE { 
  serialNumber CertificateSerialNumber, 
  issuer   Name } 

 �-�$�� ��	
 ������� G�1�Q Zh���"o;	�"X�J����� �-�$�� ��\F�.� OP��� A���� �-�Q ��\F�.� A\�V #� . 

2.3.11  � �0v��034	5B�  
� �-�Q �G7�0C�� ������ G�1�Q #��$� a-��� �� A�\ �-�$, �J��� 34	56(certificate).� G7�0@ >$��� >
� �G�~ �pV3 �3 

�1���� �P�:/ �� b�7���%�. 

 certificateMatch MATCHING-RULE ::= { 
  SYNTAX CertificateAssertion 
  ID   id-mr-certificateMatch } 

 CertificateAssertion ::= SEQUENCE { 
  serialNumber   [0]  CertificateSerialNumber OPTIONAL, 
  issuer     [1]  Name      OPTIONAL, 
  subjectKeyIdentifier  [2]   SubjectKeyIdentifier  OPTIONAL, 
  authorityKeyIdentifier [3]   AuthorityKeyIdentifier   OPTIONAL, 
  certificateValid   [4]   Time     OPTIONAL, 
  privateKeyValid   [5]   GeneralizedTime   OPTIONAL, 
  subjectPublicKeyAlgID [6]   OBJECT IDENTIFIER  OPTIONAL, 
  keyUsage    [7]   KeyUsage    OPTIONAL, 
  subjectAltName   [8]   AltNameType    OPTIONAL, 
  policy     [9]  CertPolicySet    OPTIONAL, 
  pathToName   [10]   Name     OPTIONAL, 
  subject    [11]  Name     OPTIONAL, 
  nameConstraints  [12]  NameConstraintsSyntax OPTIONAL 
 } 

 AltNameType ::= CHOICE {  
  builtinNameForm ENUMERATED { 
       rfc822Name     (1), 
       dNSName     (2), 
       x400Address     (3), 
       directoryName    (4), 
       ediPartyName    (5), 
       uniformResourceIdentifier  (6), 
       iPAddress     (7), 
       registeredId     (8) }, 
  otherNameForm  OBJECT IDENTIFIER } 

 CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId 

 �-�$�� ��	
 ������� G�1�Q Zh���"�P��" �*,�$�� ��\F�.�� OP��� ��J����� �-�$�� ( G7�h��� ��\F�.�� Z�� A\�V �_� �
����� �M��� L*1 �A���� �-�Q (:  
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 �\�.�� *E�E��� F<1(serialNumber)$�� ( �0�-�Q ^��]� A���� �-�Q ( �\F�.�� �	
 �-�Q A\�V �_� ��-P���  �-�
=�J�����  

 �\�.�� 1�g]t�(issuer)=�J����� �-�$�� ( �0�-�Q ^��]� A���� �-�Q ( �\F�.�� �	
 �-�Q A\�V �_� ��-P���   
 �\�.�� o%	]�� N	�"0 ���� S#�0(subjectKeyIdentifier) A���� �-�Q ( �\F�.�� �	
 �-�Q A\�V �_� ��-P��� 

�-�$�� ( �0�-�Q ^��]� �\�fe���J�����  . E��� Z%�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�V #� ��-P��� #�.� &�
=�~�:�� ?��9� �D�
  

 �\�.�� N	�"0 ���� S#�0���E�� (authorityKeyIdentifier) A���� �-�Q ( �\F�.�� �	
 �-�Q A\�V �_� ��-P��� 
�J����� �-�$�� ( �0�-�Q ^��]� �\�fe�� .�� #�.� &� E��� Z%�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�V #� ��-P�

 ?��9� �D�
�\�fe�� A���� �-�Q ( G7�h�� ��J����� �-�$�� ( G7����� ��\�.�� Z�� �.� � �_� �3 �*]��=  
 �\�.��34	5B�� ��%C� (certificateValid) �_� ��-P���  ��~I:�� G��� B/�7 �J����� �-�$�� A�Q�� A���� �-�$
=�\�fe��  
 �\�.�� Y	Z� N	�"� ��%C�(privateKeyValid) G��� Z%�� �0��)D d�� G��9�� B/�7 �J����� �-�$�� A�Q� �_� ��-P��� 

 A���� �-�Q (  ��� ?��9�� N�-��%� G��� Z%�� �h�D & #�V �_� �3 �\�fe�� A���� �-�Q (  ��� ?��9�� N�-��%�
=�\�fe��  
 �\�.�� o%	]�� +0�$��� N	�"� ��0�1��Z� ���T� S#�0(subjectPublicKeyAlgID) ^��]� A\�V �_� ��-P��� 
 �\F�.� ��0�1��Z�(algorithm) (  ��0�1��Z� ���� S#�0(algorithmIdentifier)  �\�.�� �� N	�"� �	0���0

 o%	]�� +0�$���(subjectPublicKeyInformation) � �-�$�=�\�fe�� A���  
 �\�.�� N	�"� 8	$��7�(keyUsage) ( b�cD3 �1�J�� >
 �J����� �-�$�� ( �1�J��� ���)�� Z�� A\�V �_� ��-P��� 

=�\�fe�� A���� �-�Q ( Z%���� �	
 Bp� �h�D & #�V �_� �3 ��\�fe�� A���� �-�$� ?��9�� N�-��%� Z%��  
 �\�.�� o%	]�� *��� F7�(subjectAltName) BD�)�� O%&� Z%�� L*1 ^��8 �\�fe�� A���� �-�Q A\�V �_� ��-P��� 

 �\F�.� Z� �~�:*� ����)�� v	wd�(AltNames)=�J����� �-�$�� ( �)�� O%&� aY l9��   
 �\�.�� ��7	�E��(policy) �1�-`� 7���3 �� BQ�� L*1 �~�� #�V �_� ��-P���  �	7	�7 �D�$q5B�� ��4	

(CertPolicySet) �J����� G7�0C�� ��� A\�V �_� �3 �\�fe�� A���� �-�Q ( ��7�0C�� ��%��% Z%�� ( �0qD ����$�� 
 ����� �-�$�� L*1 ^��8 �\�fe�� G7�0C�� �����7	�7 W� �\F�.� ( �7	�E�� .#�.� &� ��%��% Z%�� #�V �_� �-P��� 

���� �-�Q ( 7�h�� !" ��7�0C��=�\�fe�� A  
 �\�.�� F7>� z9 3�E0(pathToName) G!]� ��C\� �q� ^	�� ��³�� �����$� Z%�� G7�0C*� #�V �_� &� ��-P��� 

=�J����� O%&� �-�Q �� G7�0C�� �����  
 �\�.�� o%	]��(subject)  ( G7����� �0�-�Q ^��]� A���� �-�Q ( �\�.�� �	
 �-�Q A\�V �_� ��-P���=�J����� �-�$��  
 �\�.�� v	wd� �����
!(nameConstraints)  #�.� ( Z$� �\�fe�� A���� �-�Q ( �~�:�� ��³3 A\�V �_� ��-P���

 �-�Q x��� ^	�� ��³�� #�.� ( Z$� &� ��J����� �-�$�� ( �~�-]�� ��1�9�� ��o@�� �\F�.�� �-�Q x��� ^	�� ��³��
o@�� �\F�.���J����� �-�$�� ( G��)�]�� ��1�9�� ��.  

3.3.11  ��4	5B�� ��n� �I�)�0 �0v��0  
 #��$� a-��� �� A�\ �-�$, �J���� �-�Q ���7�0C�� t�f� �5�)c�� ������� G�1�Q ��� ��4	5B��(CertificatePair). 

��5�$��� ��7�0C�� �� b�h�H l)� I, >$��� >
�.  
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 certificatePairExactMatch MATCHING-RULE  ::= { 
  SYNTAX CertificatePairExactAssertion 
  ID   id-mr-certificatePairExactMatch } 

 CertificatePairExactAssertion ::= SEQUENCE { 
  issuedToThisCAAssertion  [0] CertificateExactAssertion OPTIONAL, 
  issuedByThisCAAssertion  [1] CertificateExactAssertion OPTIONAL } 
  ( WITH COMPONENTS    {..., issuedToThisCAAssertion PRESENT} | 
   WITH COMPONENTS    {..., issuedByThisCAAssertion PRESENT} ) 

 �-�$�� ��	
 ������� G�1�Q Zh���"�P��"��\F�.�� ( G7�h��� ��\F�.�� A\�V �_� � : ���E�� Uf� ��^��� 314	�CA 
(issuedToThisCAAssertion) ���E�� Uf� ��^�! /D 314	�� (issuedToThisCAAssertion) CA ( ��7�h��� 

.�� ( �*,�$�� ��\F�.�� OP��� ��J����� �-�$����\� : ���E�� UfT 314	�(issuedToThisCA) CA Uf� /D 314	�� 
 ���E��(issuedByThisCA) CA�\�fe�� A���� �-�Q ( ������� L*1 �.  
4.3.11  ��4	5B�� ��� �0v��0  
 #��$� a-��� �� A�\ �-�$, �J���� �-�Q ���7�0C�� t�H ������ G�1�Q ��4	5B�� ���(CertificatePair).>$��� >
�  

 G7�0C*� �1���� �P�:/ �� b�7���%� ��5�$��� ��7�0C�� �� b�h��H3 �3 b�h�H ���E�� UfT 314	� G7�0C*� �3 /D 314	�
 ���E�� Uf�CA ��7�0C�� t�H ��.  

 certificatePairMatch MATCHING-RULE ::= { 
  SYNTAX CertificatePairAssertion 
  ID   id-mr-certificatePairMatch } 

 CertificatePairAssertion ::= SEQUENCE { 
  issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL, 
  issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL } 
  ( WITH COMPONENTS    {..., issuedToThisCAAssertion PRESENT} | 
  WITH COMPONENTS    {..., issuedByThisCAAssertion PRESENT} ) 

 �-�Q ��	
 ������� G�1�Q Zh���"�P��"��\�.�� ( G7�h��� ��\�.�� Z�� A\�V �_� � : ���E�� Uf� ��^��� 314	�
CA  ���E�� Uf� ��^�! /D 314	��CAX��\F�.�� ( G7�h��� �*,�$�� ��\F�.�� OP��� ��J����� �-�$�� (  : UfT 314	�

 ���E��CA ���E�� Uf� /D 314	�� CA�\�fe�� A���� �-�Q ( ������� L*1 �.  
5.3.11   �0v��0 �$;	
� �I�)�0��4	5B��  
 #��$� a-��� �� A�\ �-�$, �J���� �-�Q ���7�0C�� �-P�$� �5�)c�� ������� G�1�Q��4	5B�� �$;	<. l)� I, >$��� >
� 
 �-P�QCRLG��~� .  

 certificateListExactMatch MATCHING-RULE ::=  { 
  SYNTAX CertificateListExactAssertion 
  ID   id-mr-certificateListExactMatch } 

 CertificateListExactAssertion ::= SEQUENCE { 
  issuer    Name, 
  thisUpdate   Time, 
  distributionPoint DistributionPointName OPTIONAL } 

 �-�Q ��	
 ������� G�1�Q Zh���"�P��"_� � ( G7�h��� ��\�.�� A\�V � G7�h��� ��\�.�� OP��� �\�fe�� A���� �-�Q
�J����� �-�$�� ( .�\�.�� A\�V �_�� H������ ��
' (distributionPoint)  L*1 b��~�� ÃO%� ¬B.@ OP��� #3 �� �G7�h��

BQ��.  
6.3.11   �0v��0 �$;	<��4	5B��  
 #��$� ������� G�1�Q�-P�$��7�0C��  a-��� �� A�\ �-�$, �J���� �-�Q ����4	5B�� �$;	<. >$��� >
�  OP��Q �3 �-P�Q
CRL�1���� �P�:/ �� b�7���%� .  
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 certificateListMatch MATCHING-RULE ::= { 
  SYNTAX CertificateListAssertion 
  ID   id-mr-certificateListMatch } 

 CertificateListAssertion ::= SEQUENCE { 
  issuer       Name    OPTIONAL, 
  minCRLNumber   [0]  CRLNumber   OPTIONAL, 
  maxCRLNumber   [1]  CRLNumber   OPTIONAL, 
  reasonFlags     ReasonFlags   OPTIONAL, 
  dateAndTime     Time    OPTIONAL, 
  distributionPoint  [2]  DistributionPointName OPTIONAL, 
  authorityKeyIdentifier [3]  AuthorityKeyIdentifier  OPTIONAL } 

 �-�Q ��	
 ������� G�1�Q Zh���"�P��" ( �*,�$�� ��\F�.�� OP��� ��J����� �-�$�� ( G7�h��� ��\F�.�� Z�� A\�V �_� �
����� �M��� L*1 ��\�fe�� A���� �-�Q:  

 �\�.�� 1�g]t�(issuer)�-�$�� ( �0�-�Q ^��]� A���� �-�Q ( �\F�.�� �	
 �-�Q A\�V �_� ��-P��� =�J�����   
 �\�.�� �$;	
�� F<1 #r��(minCRLNumber)�-�Q A\�V �_� ��-P���  x �-P�$�� Z%�� ( G7����� �-�$�� �� �u�3 �3 ^��]�

CRL�\�fe�� A���� �-�Q (  . �-P�$�� OQ� Z%�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�V �_� �-P��� #�.� &�CRL=  
 �\�.�� �$;	
�� F<1 �^�(maxCRLNumber) �-P�$�� Z%�� ( G7����� �-�$�� �� vV3 �3 ^��]� x�-�Q A\�V �_� ��-P��� 

CRL�\�fe�� A���� �-�Q (  . �-P�$�� OQ� Z%�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�V �_� �-P��� #�.� &�CRL=  
 �\�.���1� +D����� �	(reasonFlags)� G�~�� BV A\�V �_� ��-P���  b�cD3 >
 �J����� �-�$�� ( �1�J��� ���)�� �

 ��\�.�� ( �1�J�� +D����� L�� c
�(onlySomeReasons)�\�fe�� A���� �-�Q ( G���:z�� ZDH���� �$\ Z%�� ��  .
 �\�.�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�V �_� b�cD3 �-P��� #�.��+D����� �	��1DH���� �$\ Z%�� (  �G���:z�� Z

 ^��8 & �\�fe�� A���� �-�Q A\�V �_� �3=G���:z�� ZDH���� �$\ Z%�� L*1  
 ������  ��G�- '�i �� Np�� Y��CRL �� �&�� ��	- NG��� �- �,3B�� ���� ��G�5� e��W O) Z��o ~`) O= CRL e) Y�� 

U_l ����� ���v 0� $�A:= �� L��	�
�.  

 �\�.�� }�1	��� 2<����(dateAndTime) �3 ^��]� x�-�Q A\�V �_� ��-P���  �\�.�� ( G7�h��� �-�$�� �1 �/��� �f�
 |�O���(thisUpdate){.)� �£� �3 ��\�fe�� A���� �-�Q ��  �\�.�� ( G7�h��� �-�$�� �1 � G4	
�� |�O���(nextUpdate) 

�\�fe�� A���� �-�Q �� .�V �_� �-P��� #�.� &� �\F�.�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�G4	
�� |�O���  
 �\�.�� H������ ��
'(distributionPoint) �G���:z�� ZDH���� �$\ �\�.�� L*1 ^��8 �\�fe�� A���� �-�Q A\�V �_� ��-P��� 

���� �	
 ( �*,�$�� �-�$�� ^��]� �J����� �-�$�� ( �\�.�� �	
 �-�Q A\�V�=BQ�� L*1 O%&� N�.@3 �� �~��, �Z%  
 �\�.�� ���E�� N	�"0 ���� S#�0(authorityKeyIdentifier) A���� �-�Q ( �\�.�� �	
 �-�Q A\�V �_� ��-P��� 

�J����� �-�$�� ( �0�-�Q ^��]� �\�fe�� . E��� Z%�� L*1 ^��8 & �\�fe�� A���� �-�Q A\�V �_� �-P��� #�.� &�
� �D�
�\�fe�� A���� �-�Q ( G7�h�� �J����� �-�$�� ��\�.� Z�� �.� � �_� �3 ��*]�� ?��9.  
7.3.11  ��0�1��Z� ���� S#�0 �0v��0  

 a-��� �� A�\ �-�$, �J���� �-�Q ����H����� �D�
 E��� ������� G�1�Q #��$� �0�D�0 �	�0�1���
(SupportedAlgorithms).  

 algorithmIdentifierMatch MATCHING-RULE ::=   { 
  SYNTAX AlgorithmIdentifier 
  ID   id-mr-algorithmIdentifierMatch } 

Zh��� �-�$�� G�1�$�� �	
 "�P��" �\F�.�� ^��]� �J����� �-�$�� A\�V �_� � ��0�1��Z� ���� S#�0
(algorithmIdentifier)�\�fe�� A���� �-�Q ( .  
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8.3.11  �� �0v��0	�E�7  
 #��$� ������� G�1�Q�%��]�� a-��� �� A�\ �-�$, �J���� �-�Q � 34	5B�� �7	�7(CertificatePolicy)X A�\ �-�$, �3 

a-��� �� ��	� �7	�7 (privPolicy).  

 policyMatch MATCHING-RULE ::= { 
  SYNTAX PolicyID 
  ID   id-mr-policyMatch } 

Zh��� �-�$�� G�1�$�� �	
 "�P��"� �\F�.�� ^��]� �J����� �-�$�� A\�V �_�  �7	�E�� ���� S#�0(policyIdentifier) 
�\�fe�� A���� �-�Q (.  

9.3.11   �0v��0 ���O��� ��.)�� 3�E0PKI  
 #��$� ������� G�1�Q ��.)�� 3�E0 �0v��(pkiPathMatch) PKI a-��� �� A�\ �-�$, �J���� �-�Q � ��.)�� 3�E0PKI 

(pkiPath). �
��:� G7�0C, 3�)� G!]� ��$�\� Bh3 �� �����-*� G�1�$�� �	
 B-��]D #3 ��7�0C�� N�-��%� U�q�� �.4� 
 �*%CA���� �~�:*� G�7�� G7�0C, >0���� ��� �
 rpD  .  

 pkiPathMatch MATCHING-RULE  ::= { 
  SYNTAX PkiPathMatchSyntax 
  ID   id-mr-pkiPathMatch } 

 PkiPathMatchSyntax ::=  SEQUENCE { 
firstIssuer  Name, 
lastSubject  Name } 

 �-�$�� ��	
 ������� G�1�Q Zh���"�P��" �\F�.�� ( �J����� �-�$�� A\�V �_� � 8�d� 1�g]t�(firstIssuer) Z� r����� 
 N�' ( �*,�$�� ������� 1�g]t�(issuer)Z,����� ( G7�0@ N��  (SEQUENCE) �-�$�� A\�V �_�� ��\�fe�� �-�$�� ( 

 �\F�.�� ( �J�������d� o%	]�� (lastSubject) �*,�$�� ������� Z� r�����  (Z,����� ( G7�0@ �/µ �~�:�� N�' 
(SEQUENCE) ( �\�fe�� �-�$�� . �-�$�� ��	
 ������� G�1�Q Zh���"¤5�/"���
 �� G�~�� ^3 A*C� �_� ���\��$�� .  

10.3.11  �.KE� 3�D	< 34	5B�� �0v��  
 #��$������� ��F]�� G�1�$��A�\ �-�$, �J���� �-�Q �G7�0C��  a-��� �� 34	56 (Certificate). G�~�� G7�0@ >$��� >
� 

�1���� �P�:/ �� b�7���%� ��7�0@ G�1 �3.  

enhancedCertificateMatch MATCHING-RULE  ::= { 
 SYNTAX EnhancedCertificateAssertion 
 ID   id-mr-enhancedCertificateMatch } 

EnhancedCertificateAssertion  ::= SEQUENCE { 
 serialNumber   [0]  CertificateSerialNumber OPTIONAL, 
 issuer     [1]  Name      OPTIONAL, 
 subjectKeyIdentifier  [2]  SubjectKeyIdentifier  OPTIONAL, 
 authorityKeyIdentifier [3]  AuthorityKeyIdentifier   OPTIONAL, 
 certificateValid   [4]  Time     OPTIONAL, 
 privateKeyValid   [5]  GeneralizedTime   OPTIONAL, 
 subjectPublicKeyAlgID [6]  OBJECT IDENTIFIER  OPTIONAL, 
 keyUsage    [7]  KeyUsage    OPTIONAL, 
 subjectAltName   [8]  AltName     OPTIONAL, 
 policy     [9] CertPolicySet    OPTIONAL, 
 pathToName   [10]  GeneralNames   OPTIONAL, 
 subject    [11] Name     OPTIONAL, 
 nameConstraints  [12] NameConstraintsSyntax OPTIONAL 
} 

 ��  �� �� ���� ����� ��� 	0���� 	
��� ���� ���� ��  
(ALL EXCEPT ({ -- none; at least one component shall be present -- })) 
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AltName  ::= SEQUENCE { 
  altnameType AltNameType, 

  altNameValue GeneralName OPTIONAL } 

 O�Q G�1 ¶�7 B����� ( ���9��� ��*-1 ������ 34	5B�� ��^��� �.KE(EnhancedCertificateAssertion) ��9���� ( 
� j�_ ( �� ���@����/��$��� �3 . �-�$�� ��	
 ������� G�1�Q Zh���"�P��" �-�$�� ( G7�h��� ��\F�.�� Z�� A\�V �_� �

����� �M��� L*1 �A���� �-�Q ( �*,�$�� ��\F�.�� Z� r����� �J�����:  
� ��\F�.�� ������������ : *E�E��� F<1(serialNumber) X 1�g]t��(issuer) X N	�"0 ���� S#�0�o%	]�� 

(subjectKeyIdentifier)X ���E�� N	�"0 ���� S#�0� (authorityKeyIdentifier)  X 34	5B�� ��%C��
(certificateValid) Y	Z� N	�"� ��%C�� X(privateKeyValid) �7	�E��� X(policy)	]��� X o%(subject) �����
!� X

 v	wd�(nameConstraints)X ����� >
 �-V ^��  ������� G�1�Q ( �0]9\ ��\F�.-*� 34	5B�� �0v��0(certificateMatch). 

 �\F�.�� o%	]�� *��)�� F7>�(subjectAltName) B$�� L*1 ^��8  B$�� L*1 ^��8 *��)�� F7>� c�
(altNameType) b�D����/��B$�� L*1   *��)�� F7>� �$�<(altNameValue) . B$�� #�.D ����1��$�< *��)�� F7>� 

 ( �)�� O%&� B.@ l9\ >
 x�-�Q #�.� �b�7�h��*��)�� F7>� c�.  
 �\F�.��o%	]�� *��)�� F7>� BQ�� L*1 ������� �5�C�� �~� #�V �_� ��-P��� "b�)P��:"  

<  ����� �-�$�� ^��8 & �\F�.�� L*1 &� �JX*��)�� F7>� c� O%&� Z%�� L*1 �\�fe�� A���� �-�Q ^��8� 
 �\F�.�� Z� ��~�:*� BD�)�� ����)�� v	wd�(AltNames)=�J����� �-�$�� ( �)� �
 �-V a-��� l9��   

<   ��\F�.�� L*1 &� �J����� �-�$�� ^��8 *��)�� F7>� �$�<� *��)�� F7>� c��*V��-0X �-�Q ^��8� 
 �\F�.�� Z� ��~�:*� BD�)�� O%&� Z%�� L*1 �\�fe�� A���� ����)�� v	wd� ( ���)�� �-�$��� a-��� l9��

�J����� �-�$��.  
 �\F�.���o%	]�� *��)�� F7>� BQ�� L*1 ������� X��C�� �� �~�� #�V �_� ��-P��� A]�� "b�)P��:"  

<  A���� �-�Q ^��8 &=�~�:*� BD�)�� O%&� Z%�� L*1 �\�fe��   
<   �\F�.�� �.�� ��~�:*� BD�)�� O%&� Z%�� L*1 �\�fe�� A���� �-�Q ^��8����)�� v	wd� �-c�� & 

=�J����� �-�$�� ( x�D�
 ������ a-��� l9\  
<   ��\F�.�� L*1 �J����� �-�$�� ^��8 F7>� �$�<� *��)�� F7>� c�*V���-0X �\�fe�� A���� �-�Q ^��8� 

 �\F�.�� Z� ��~�:*� BD�)�� O%&� Z%�� L*1 ����)�� v	wd� #3 !" ��J����� �-�$�� ( �)�� a-��� l9��
�J����� �-�$�� ( G7�h��� a-��� �-�Q l9\ L*1 ^��8 & �\�fe�� �-�$��.  

 �\F�.�� ������ #�.� &� Xo%	]�� *��)�� F7>��F��� ��\F�.�� L*1 ^��8 �J����� �-�$�� A\�V �_� �� *��)�� F7>� c�
 *��)�� F7>� �$�<� Z%�� L*1 ^��8 �\�fe�� A���� �-�Q A\�V� ��-0��*V Xo%	]�� *��)�� F7>� �\F�.�� Z� v	wd�

 ����)������ Z��]D & aY �
 a-��� #3 !" ��J����� �-�$�� ( �)�� a-��� l9��������� �D�8 ��u, x� b�-�Q #��$D #3 B� .
�,�*�� ��\��$��, U��$�� L*1 �7�Q !" B����� #� �3 ������� �%��D & O%&� B.@ #µ� j�_ #�.D �Q�.  

 �\F�.��� F7>� z9 3�E0(pathToName)�� G!]� ��C\� �q� ^	�� ��³�� �����$� Z%�� G7�0C�� ( �.D � �� ��-P���  ���
�J����� ��³�� O�Q �� G�~�� ^3 �� G7�0C�� . G7�0@ �¡ �G!]�� B.C� d�� ��7�0C�� �� ��7�0@ t��e�%� ����y ��1 bIp-�

 >
 �0)~�� �-�Q B-��]�"dc=com; dc=corporate; cn=john.smith" d�� ���9��� ��*-1 ( ��V�� t��7� ��9�� �� #�.D �Q �
O%&� �	
 L*1 ^��8 f�-�� (DN) �\F�.�� ( F7>� z9 3�E0 . ^	�� ��³�� �����$� Z%�� L*1 ^��8 d�� �\�fe�� G7�0C���

 G�1�$�� �-�Q A8 G7�h��� ��1�9�� G�oC�� B��V ��)�]D"dc=com; dc=company A" ��~I� ���Q� ��*-1 ( BC9� #3 B-�� 
�]�� G7�0@ �� �)]���, G7�0C�� ����� G!]���V���� �� N�p�� �	S �-P��� !" �-�Q #�.� #3 B-�� �����,� ��	
 B-�.   
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�� ������ ���	
���� ���� ����   

H����� G��7R ��M��� ���)�� x�*1 U�$� #3 �.4 b�%�%3 ��
 E���� A���� G7�0@ ��5� U�$D (PMI) S �.4� #3 ���M��� 2)�� �	
��� ( O.M��� Bp� ��$�)� B-M��_�9.  

 ?��9� G7�0@ v1 �3 �A���� G7�0@ L1�� b��-Q� ��{Q�� ������ �� ���, v1 �*% ����� �� #��., ��� H����� a,��
 >��-1��u�� �	S �~��� EF��� Z%�� L*1 ^��8 . ���W �-c�D� ��	
 B����� �9���� ( E��� A���� ��7�0@ r]\�

 ���%�� �� ����� �1�-' Z� Z%���� ��*,�QG7�0C�� .x��� t��8 & �Q� N�,� �� A���� ��7�0@ t��8 �Q� . ( #�.� �$�
 b��h G!:Q A���� G7�0@ ��~I� ����� �&��� +�,)bIp� rP�Q7(N�,� ��g �� �h��� >9�D �� � . k�~� ��[ �_��

�*-��]�� �):D �b�$,�% G�7�� A�\ G7�0@ N�,� �� �#�V Ã��7 ^� ���*]�� �N�,R� ¹��~ ����� �� �h�~ ( #
�$p*� bI
3 ��� � G7�0@ ��*-��]D I�.� . �*-��]�� º�*)�� �0���e�%� �.4 d�� �����hR� �� �~�� >
 N�,R� OP��Q�

�&�,R�, .L*1� Z%���� ��*,�$� ���W L*1 B-�CD �
� ��9����� �	
 �� ��p�� O]$�� ( 7�y N�,R� OP��Q r]\� �1�-' 
N�,R� OP��Q ���%�� �� .�9����� �	
 ( G7�y ����J� ���%�� ���
� . �.4 �N�,R� �-P�Q� G7�0C�� d��~ ��*V (�

����� �T�m�, ( �S G��9� ����J� ���%�� 7�8 #3 k�/3 ��m�S.  
�	
 x��-��%� B)Q �� G7�0@ ��~I� F�$D #3 A���� ��7�0@ N�-��%� U�q\ t������ r�)�� G7�0C��  . �	� U��$�� �����h��

 ZJ�� ��T�_ �® G7�0C�� ��*��.� �� r$M��� L*1 B-�C� >
� ��9����� �	
 ( k�/�� >
 G7�y ��~I:*� ���QR�
�S Z�f�� N�-��%&� �� �)]���, �0��~I�� ���\�$�� �S�,�.  

� �D����/&� ������� �� b�7�1 ��5R� �	
 �-c�D���m�)�� +�, &� �%��� & d� . L*1 ��h_�-��� KD��� �� O"��� L*1�
�*-��]� G7��� ��h_�-��� ��F\�.� Z�� #�.� & �~ x���e�%� �.4 ��5R� �	
 #3 &� ��*-�.� �£3 . ��m�, ���0�

A���� ��7�0@ N�,� �0�� b�,�*� #�.D & bIp� .�° ���7�� U��e�%�� H����&� +D�9�� ( #�$)�D & ���5R� �	S #��0q� 
�&��� Z�� .�0$��1 L*1 �°	/�� #3 �-0��� t��8 d�� ��m�)*� ?��D �® �9����� �	
 ( #�7��� �°�.  

�1��Q L*1 b���)� _�9��� ( b�-.8 B����� ����*�� #�C, U�$D >.� �A���� ��7�0@ B����� B-��]D�.  

12  ����	 �	���!  

9�� ��7�0@ ����3 ����/ �0�*1 2)� #3 �.4 ��D�S�, KD��� ����/ U�$� >.� ��%�� �~ �� �--:� >��-��� ?��
 ������ ��*��.� Bp� �k�/3)�0��I%(��/����� ��D�]��� �#��.�� #�$��%�� � . #��fD�-�� #����W �9����� �	
 ( �h���

B��~ �� H����� 7��%� a,��.  
� ?��9�� ��7�0C� �.4 ��H����&� A\�V #� ���/�� ���/ G�@�)� U�$� #3 �#��.�� #�$��%� ���/ Z� �*-��]�� >��-��

 �*]�� ��%��� v1 �~�:�� Z� �~�:��CAG���:z��  . Z%�� L*1 ^��8 #3 >��-��� ?��9�� ��7�0C� �.4� ���'
 o%	]�� *�����(subjectDirectoryAttributes)� ��H����&� �-c�D ^	�� >��-��� ?��9�� G7�0@ �~�:� �)~�:� .

 >��-��� ?��9�� G7�0@ ����� �*% �0�� #�.� d�� �&��� ( �)%��� ���µ� �	
 #�.��(CA)*% AQ��� l9�, >
  �
 H����&� +D�9�(AA)>��-��� ?��9�� G7�0@ ��~I� G��� B,�$� H����&� ��~I� G��� #�.�� � . ��\��.�� Z��]� &

0��� A�\ ��*]V B-�� #3 ��P�(AA) . ��)�� ( ������ ���%���� �� �~�� ^3 #�V �_��15 ?��9� G7�0@ ( b�7��� 
 �
 ^	�� >��-��� ?��9�� G7�0@ Z%�� ( G��]�� ��H����&� Z�� L*1 b�cD3 r)�� ��H����&� �	
 #�.� �>��-1 ���'

o%	]�� *�����.  
H����& #�.D ��&��� Oq�� (�>��-��� ?��9�� G7�0C� ��~I:�� G��� Z� U����� & ����\ ��-13 #��.�� �� . b�!pV�

�� !p., �:Q3 ��H����I� ������� ��-1�� #�.� . G7�0@ ��:� d�� �*]�� !" >
 H����&� 7��%� �*% #�.� �� b�!pV�
 �9*�¥ A�\ ��*% b�)��" #�.� �-V �#��.�� l9�� >��-��� ?��9���9*�e�� ��H����&� 7��%�, U�$� d�� >
 . #3 �.4�

 �\��h #�.� &3 �.4 �-V �¸�H ���% L*1 b�-P�Q ��H����&� 7��%� #�.D"�0�� �0)M% �3 ����� ( ��H����&� ZJ� "
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� >��-��� ?��9�� G7�0C� Z����� �-��� Z� ����f��/\ ��*% �1 G�7�:�� #��.�� ��H����� Z� ����f�� �3�9*�¥ A� . ���D�
 H����&� G��7R ���8 ���, �A�\ ��*% �1 G�7�� A�\ ��7�0@ N�-��%�(PMI) G��:, �T��7�� �
i�C\� �.4 ��\�� 

 >��-��� ?��9-*� ���M��� ���)�� �1 �*$�]�(PKI) . ���)�� #�.� �~ �����)�� �, �QI1 AQ��� l9�, �h���(PKI) 
z�� ��D�
 #�$��%& �*-��]�A���� ��7�0@ ( G7����� �*����� �D���:.  

1.12  2�.�� 34	56 ��.�  
U�-��� ?��9�� G7�0@ ���, �1 A���� G7�0@ ���, K*�g . �� G�~�� BV �~�:� G7���� A�\ ��7�0@ �~�:*� #�.D �Q�

����-��� xM���9� ��7�0@ .�-��� ?��9�� G7�0@ ¤C�� d�� >
 �*]�� l9\ #�.� #3 �h��D &� G7�0@� >�)��7�0@ (
���� �	
 !" ��)h���� B:� ��9D �� b�!pV B�9��,� �B-��]-*� A���� . �9*�¥ ��*% �0�� B-M�� d�� �&��� (�
 G7�0C� >u)�D �A���� ��7�0@� >��-��� ?��9�� ��7�0@ ����� �����]�)��7�0@ ( �*% �
��:� d�� >��-��� ?��9��

 G7�0C�� �����(CA)�� � G7�0C)��7�0@ ( A���� �*% �
��:� d�� A����(AA) Z�Q�� ����9� U��e�%�, �0��Q�� O�D #3 
�9*�¥ ���/ . �*% �
 x]9\ #��.�� �0�� #�.D d�� �&��� ( ��3CA �*%� �>��-��� ?��9�� ��7�0@ ��:� AA 

0@ Z�Q��� B-��]D ^	�� ?��9�� #�.D #3 G�C, L���� �A���� G7�0@ ��:� B-��]D ^	�� ?��9�� �1 b�9*�¥ A���� ��7�
>��-��� ?��9�� ��7�0@ Z�Q��� . t��/ G7�0C�� O*�]D ^	�� #��.��� G7�0@ ����� �*% �, B:8 d�� ��7�)�� Z$��

�9����� �	
 ��\.  
>*D �-V A���� G7�0@ EF���:  

 AttributeCertificate ::= SIGNED {AttributeCertificateInfo} 

 AttributeCertificateInfo ::= SEQUENCE 
  { 

  �� �@ 4(A-� v2  
  version      AttCertVersion, -- version is v2 
  holder       Holder, 
  issuer      AttCertIssuer, 
  signature     AlgorithmIdentifier, 
  serialNumber    CertificateSerialNumber, 
  attrCertValidityPeriod  AttCertValidityPeriod, 
  attributes     SEQUENCE OF Attribute, 
  issuerUniqueID    UniqueIdentifier OPTIONAL, 
  extensions     Extensions OPTIONAL 
  } 
 AttCertVersion ::= INTEGER { v2(1) } 

 Holder ::= SEQUENCE 
   { 
   baseCertificateID  [0] IssuerSerial  OPTIONAL, 

 �� B!����C�- ���&?-� D��<!� 	0�'1- �E�E�-� F�G� G
HA  
     -- the issuer and serial number of the holder's Public Key Certificate 

   entityName   [1] GeneralNames  OPTIONAL, 

 �� IG�0 �� ��(�-� FJ�  
     -- the name of the entity or role 
   objectDigestInfo  [2] ObjectDigestInfo OPTIONAL 

    -- used to directly authenticate the holder, e.g., an executable 

    -- at least one of baseCertificateID, entityName or objectDigestInfo shall be present --} 

 ��  ;(<=��- �K�� ���� ��� 
��� 7� �	8��L� ���M� ��,(�J� �&?�E:N����!� 9� :P8?�  
 ��Q�0���� ���: �� �� �R�*�!� 9� 	6��� N����?� �� ���(�-� FJ� �� �	0�'1�- �J�J� :�@ ��  

 ObjectDigestInfo    ::= SEQUENCE { 
  digestedObjectType  ENUMERATED { 
   publicKey   (0), 
   publicKeyCert  (1), 
   otherObjectTypes  (2) }, 
  otherObjectTypeID  OBJECT IDENTIFIER  OPTIONAL, 
  digestAlgorithm   AlgorithmIdentifier, 
  objectDigest   BIT STRING } 
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AttCertIssuer ::= [0] SEQUENCE { 
issuerName    GeneralNames OPTIONAL, 
baseCertificateID  [0] IssuerSerial OPTIONAL, 
objectDigestInfo  [1] ObjectDigestInfo OPTIONAL } 

 �� 	0���� ���� �� �� ���� ��� 	
��� �����  

-- At least one component shall be present 
 ( WITH COMPONENTS { ..., issuerName PRESENT } | 
 WITH COMPONENTS { ..., baseCertificateID PRESENT } | 
 WITH COMPONENTS { ..., objectDigestInfo PRESENT } ) 

 IssuerSerial  ::=  SEQUENCE { 
  issuer  GeneralNames, 
  serial  CertificateSerialNumber, 
  issuerUID UniqueIdentifier OPTIONAL } 

 AttCertValidityPeriod  ::= SEQUENCE { 
  notBeforeTime  GeneralizedTime, 
  notAfterTime  GeneralizedTime } 

 K*�g �r�]��(version)�� �u�� �� A���� G7�0@ º�� �� k�/3  . �1��$� b�$�� G�7�:�� A���� ��7�0@ º�� #�.��
 ��V��)�¡ ( >
 �9����� �	
 �r�]��v2.  
 B$~� *0	b�(holder)A���� G7�0@ B��~ �D�
 B-� .  

 �\F�.��� ��7	7d� 34	5B�� ���� S#�0(baseCertificateID) >��-1 ?��9� G7�0@ �D�
 L*1 ���h� #� �N��  ����/
�	
 A���� G7�0C, ��H����&� L*1 ��V���� ^�� ����1 �B���� �	
 �D�
 #�$��%& �S�-��%� �*D.  

 �\F�.��� =	���� F7�(entityName)O%� �� �pV3 L*1 �3 B��M*� �~�� O%� L*1 ���h� #� �N��  . �\F�.�� A\�V �_��
=	���� F7�B$~ ( G7�h��� G��~��� �\F�.�� >
 b�  X*0	��³�� �	
 �� b��~�� B-8 >��-1 ?��9� G7�0@ ^� �.4 

�	
 A���� G7�0C, ��H����&� L*1 ��V���� ^�� ����1 B���� �	
 �D�
 #�$��%& B-��]� #3 ��S �~�:V . #�.� ����1�
 #��\F�.��=	���� F7�� ��7	7d� 34	5B�� ���� S#�0&� N�-��%� �.4 & ��-0��*V ��7�h��  �
7�8 d�� G7�0C�� 

 �\F�.����7	7d� 34	5B�� ���� S#�0. �\F�.�� t��� ������ �	
 (� =	���� F7� H����&� �� r$M��� �1�]� G�7�V a$� 
������ >��-��� ?��9�� G7�0@ ZQ�� �D�8 L*1.  

 �����1 �  �`��(�� $����%� e�A�D ����� C�D�(GeneralNames)D�6� �l��3  N%� �§ X5� +�9� ���i 2 /����! Y�� Z��I� �
Z��6� ���3 .�_l3Z��I� �_@ L�H�	��� +��%= �	�: Z��I� �D�l '�5	�%� �� �(��� S����� ��(D O  . ����� �+��v E����� N%� $����%�3

�	��� Y�� +����O� Y�� >��� �+��v E����� ]F 0� '����9D ���9�9� N-E3 ��	�� ����� �A�9� �� x�5� �� '�5	�%O� CA ��� 
������ ������ �&�#� �+��,� U_l �lE��&= . 2 L�E�	#� ��: '¨� ]F ���3����� C�D�)  Zg� >	�%	E F
G
?B�$ H�B��3

(IPAddress)(i [	3 S�E3+ Z��I� '�(D ����� ��	% O />�` �+��, Z��� �	�9� 2 �@����%O �
%��� \p S�+���� S�`�	 . ��(,� u��l3
 0� ���)����� C�D�f� $�(v) �� S�\gi ') �l /�� Z��I �D�l c����i �l��3 �@����%O  �@ '�(D O �	�
� U_l 2 �+E��� ;��

;��f� +��%b ��E�& Z	j9� L�	��� 3) L�A�%.  

 �\F�.�� S�T� /D 3n,�0 �	0���0(objectDigestInfo) � B-��]� j�_ ( �� �B���� �D�
 #�$��%& ���h� #� �G�@�)
 	�9��*� B,�Q B��~ ���~) ¶-�D���)�� Bp�applet( . k��y �\��$� B���� #�$��%� O�D S�T� n,�0(objectDigest) �1 fh�� 

F�.�� ( G7��� ���H����� l9\ N�-��%�, H����&� �� r$M��� �
���D d�� �*,�$�� ����*��� �\S�T� /D 3n,�0 �	0���0. 
�	
 A���� G7�0@ ( �0�1 �*��� ��H����&� ��V�� ���"� B���� �� #�$��%&� ª �Q #�.D ��$,��� #�fh��� �h� �_��.  

<   �\F�.� �� ��CD +0�$��� N	�"�(publicKey) X����1�� #��.� >��-��� ?��9-*� U��¬� �h�D  . �Q�
&  ?��9�� U�� ^7�D G�~�� G7�0@ �D�8 �� a$� >��-��� ) G�1 ( �$,��� ?��9� �-�Q �0q� #3 �.4 ^3

��7�0@ .( >��-��� ?��9�� �	
 B�p� L*1 U�9�� w�]~ �� �>��-1 ?��9� A�\ G7�0@ a,�� >.��
>��-1 ?��9� G7�0@ ( b�7�h�� #�.D �Q ^	�� .��¬9�� ���H���/ B�/���� #�.D #3 ���/ G��:, ��� �
 U

 Gf�-�� !9C��� �1��$, !9C���(DER) ( 7��� ?��9� B�p-��  o%	]�� +0�$��� N	�"� �	0���0
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(SubjectPublicKeyInfo). �-c�D �	
 #3 �~ID�  ��0�1��Z� ���� S#�0(AlgorithmIdentifier) 
 j�	V x��� �	�)�� ��E�7(BIT STRING).�~ID� ?��9�� �-�Q A\�V �_� x\3 b�cD3  �*-��]�� >��-��� 

 	P��1 �.-�� �� �):D �>��-1 ?��9� G7�0@ �� Ah�e�%� �Q �U��¬9�� �{���� bI�/����) A\�V �_� ^3
������ >-Q��� Z�Q���� ���H���/ ��-*�� (U��¬9*� ±E�V !" bI�/��� j�_ #�.D #3 . U�¬9*� ��M:�� B/��z���

� ��-*��� �-�Q B-CD #3 �� ����]�� �	
 ( �\F�.�� �1 K*�} #3 �.4 j�	,� ������� N	�"� �	0���0
o%	]�� +0�$���>��-��� ?��9�� G7�0@ ( G7�h��� .  

<   �\F�.�� �� ��CD +0�$��� N	�"� 34	56(publicKeyCert) #�.D� �>��-1 ?��9� G7�0@ U�«9�� ����1 �
 Gf�-�� !9C��� �1��$, !9C��� B��V B-CD U�9��(DER) j�_ ( �� �>��-1 ?��9� G7�0@ L*1 ZQ���� 

Z�Q���� ���,.  
<   �\F�.�� �� ��CD �#�� S�� {	��(otherObjectTypes) ����9�� !" k�/3 E��
3 U�«9�� ����1 �

 >��-��� ?��9�� ��7�0@ �3 ����-���)^3 :���'v�� E��
3 .( aY �D�
 ��$� ��D����/� G��:, ��.4�
E�S� .�.4� ( ����� ��~��� x�1 �*�D E�0*� �D�
 E��� ��� E�S� �� x��� w�*�� �f[� �D�8 

E�S� x�� B-��]D ^	�� ���]��, �U�$� !" �D�S� E��� #�V ���~.  
 B$�� UF�$D� 1�g]t�(issuer) A���� �*% �D�
 (AA)G7�0C�� ��:�� d�� .  
<   �\F�.�� 1�g]t� F7�(issuerName) F�)����:�-*� ��³3 G�1 �3 b�³� ���h� #� ��.  
<   �\F�.�� ��7	7d� 34	5B�� ���� S#�0(baseCertificateID)  �� ���~R�, ���h� #� ����:z�� �F�)�

 >��-1 ?��9� G7�0@�0)~�� ���:z�� �	
 #�.D ����/.  
<   �\F�.��S�T� /D 3n,�0 �	0���0 (objectDigestInfo) �F�)� ���:z�� � ���h� #� ����*�� U��¬� ��$�,

�, ����� �D�S�, KD��������:z�.  
 �\F�.�� H�<����(signature) A���� G7�0@ L*1 b��-Q� Z�Q��*� �*-��]�� �D!9o��� ���H����� �)�.  
 �\F�.�� *E�E��� F<1(serialNumber)( A���� G7�0@ l)� #�7 7F�� ^	�� B]*]��� OQ��� L*1 ^��8  r�)� #���� 
�
���:��.  
 �\F�.�� 2�.�� 34	56 ��%C� 3#��(attrCertValidityPeriod) 8 Gv��� A���� G7�0@ �
����3 L$)� d�� ����f�� G��9�� B-

 r]\ ( �0�1 b�v�� ����� FK$�� H�<����(GeneralizedTime).  
 �\F�.�� ���.��(attributes)*� �)~�:�� ������ L*1 ^��8  �0�*1 rD�:��� ^�� d��� B��M)��H����&� Bp�.(  

 �����2 � >��� ©L��&�3 >��� L�+��v '�i ��� 2 /S�	�� L���� �� 0:���� �_l '�(D ') �(*.  

 �\F�.�� ��%��� 1�g]t� ���� S#�0(issuerUniqueID)  �&��� ( �A���� G7�0@ ���:�� �D�� KD���*� �S�-��%� �.4
������V !" ��:�� �\F�.� �0�� #�.� d.  

 �\F�.�� �	�K7�!(extensions)A���� G7�0@ �� G�D�h �&�' ���J� ���� .  
 ��*,�Q �1��$� b�$�� ������� �	
 B
�� �� �t�~ !" b���%�� Z%���� #�V� �Z%���� B/�7 ���0' ����1 ��0� �_��

 G�$9�� ( �$���� Z%����2.2.12����� ��  ��ITU-T X.519 | ������ �� ISO/IEC 9594-5.  
A���� ��7�0@ B/�7 H����&� x�� ��J��� t_�-��� L*1 b��]�P� b�f�V�� O]$�� �	
 ( ?��C�� A���� G7�0@ ��5� fV�D .

 >��-1 ?��9� G7�0@ B/�7 O]$�� �	
 ( G7��� ��7�0C�� ���%�� ZJ� b�cD3 �.4 �b�$,�% j�	, �F�\ j�_ Z�� U�e�]�
 Z%���� o%	]�� *����� ���'(subjectDirectoryAttributes).  
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2.12  2�.�� 34	56 ���E0  
 A�\ G7�0@ G!]� B$�� G���J ���
 #�.� �Q �a)c��, >��-��� ?��9�� ��7�0@ ���~ ( �-V) #I1À� bIp� ��H����� �1

 �~3 N�V����, (��$�)��� .(���� ������ aY N�-��%� �.4� f������ �� ���ASN.1A�\ G7�0@ G!]� B�p-�� :  

 AttributeCertificationPath  ::=  SEQUENCE { 
  attributeCertificate  AttributeCertificate,  
  acPath     SEQUENCE OF ACPathData OPTIONAL } 

 ACPathData  ::=  SEQUENCE { 
  certificate   [0] Certificate  OPTIONAL, 
  attributeCertificate [1] AttributeCertificate  OPTIONAL } 

13   2�.�� ���7 |� �<C���(AA) ���E�� 1�g]h0� (SOA) 34	5B�� 1���9 ���7� (CA)  
 A���� �*% #�(AA)����� �*%�  G7�0C�� (CA) b��$�� �° )b�D7�� b�)��"� (B��.��, #��*$�]� . ¹��~� #�"�D�
 "

� Á�9�~&�� �.4 �)>u)�D� (\�.D #3� H����&� G��7R ���M��� ���)�� �1 �*:9�� (PMI) . ���)�� �h�� #3 �.4 �	.
�
 >��-��� ?��9-*� ���M���(PKI) ��*]�� �0�� �� �CA ���)�� U�$� #3 B)Q �B��.��, ���Fu@ �):� #3� �PMI . �*]���CA �

£���� B/�7 ��D�0*� �*]�� ��:� >
 A\�V #����H����I� �*]�� ��:� b��������3 A]�� �£3 &� �� . #�.� & j�	��
 �*]��CA �*% >
 G���c��, AA ��\��.�� ^3 7�� ^	�� ���$�� �1 ����]� G���c��, #�.� �� >$��� ��c�Q&�,� �

 A���� �*% �9:, B-�D #3 �.4(AA)) �T�D�
 ��7�0@ ( �-0�� �	S �0��-]�, j�_�.(  
��3 �*]�� ���:�� (SOA) 7��%� �1 ��P�0��� �����]�� x��� 7��� b�\��V ���)�1�, �H����&� �� r$M�� x�� �$p�� ZcD #��V �0� 

��H����&� �� �1�-' . �*]�� �7�:� +�, ( �$p�� x�J� rD�5 �1 ��*]�� ���:�� �*% �� F���, 7����� �~3 U�$D �Q�
 ����� KP����)*% �-��D #�V�,��.�� ��H����& k�/3 �*% �-��D� �G���$�� ��H����& � .( �*]�� ��:��(SOA) �® �
 

 A�\ �*% x��_(AA)��\��.�� �	
 �� ��H����� �0�� ��]� �k�/3 ��\��V �� ��7�0@ ��:D x\� � . v��D �*]�� ��:��
 bI���"G7�0C�� ����� ( �D�	h �*]� " �3"�$p�� �eF%�� "� ( ���)�PKI ( x�$� ZcD H����&� �� b�$$M�� #� �~ �� �

 �*]�� ��:� �0�Q�D d�� ��7�0C��(SOA) . ��*]�� �Q��� #3 ��m�)�� +�, ( Uf*D �Q�CA d�� ��\��.�� ����� �)Q��� 
�*% ���:�-V B-�� #3 �0�.4 .�*�� �	
 O1�� ���W ��5R� �	
 U�$D� .H& �)Q���� #�.� & �Q� �k�/�� ��m�)�� +�, ( ��

�9����� �	
 ��\ t��/ Z$� �Q ��m�)�� �	
 Bp� ( �*% ���:�-V B-�� #3 �0�.4 d�� ��\��.�� 7�8 d�� ����µ��.  
��m�)�� X�Y3 �� �D���� ��)*�� >9D #3 x�.4� �\����, f�-�D ��5R� �	
.  

 3(  ���&� Z�� 7��%� ��m�)�� �� !pV ( �.4 >
 �G�~�� A�\ �*% rD�5 �1 �D7�� ��\��V �� G�@�)� ��H�
�*]�� ���:��.  

w(   ��]� ��7�0@ �����, 7���3 U�$D �~ ����1�� �D����� ���7�� Gf�� #�.� #3 k�/3 ��m�, �*�� �Q�
��	��, O0��� b����73 .��7����� �&�S b��-J G��]� >
 b����� b���7 �M:� d�� ��H����& .� O�D #3 �.4

 k�/3 BP�%� v1 �3 ��	��, ���*� G�7�� A�\ ��7�0@ ( ����� ��H����� 7��%�)bIp� ��*y �I�.C�.(  
t(  H����&� +D�9� BF-8 >
 k�/3 �D����/� Gf�� ��5R� �	S� . �*]�� ��:� ��]D �+D�9���, U��$�� ��1�

 �*]V B-�D #3 �/µ� �
 x� ?�-]� #��V �� b�H�����H����&� +D�9�, ����, �
 U�$�� �A�\ . #3 �.4�
 ����$� 7��D & �>P�£ #��V �� b�!/3 H����&� ��]D #3 �� ��%� A�\ ��*% G�1 v1 +D�9��� �-�]D

j�_ ��, H����&� �F�9D #3 . L*1 G�7�Q #�.� & �Q �3 b�cD3 G�7�Q ��%��� A���� ��*% #�.� �Q�
���� �V�� �9:, B-����
!" �� �0JF�9� d�� ��H����&�  �:¦ H�.  

7(  G7�0C�� ����� �*]V� A�\ �*]V AQ��� l9�, B-�D #3 ^7��� #��.�� l9�� ��m�)�� +�, ( �.4� .
 Z%�� ( b&�-y H����&� #�.D ����1 �x]9\ ^7��� #��.�� Z� t�7f�� >$��� ����� �	
 ���~ Z$�� ���'

 o%	]�� *�����(subjectDirectoryAttributes)>��-1 ?��9� G7�0@ ��  . �D7�� ��\��V B-�� �-��,
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 ����� ��*%� A�\ ��*]V k�/3 ��m�, ( �*:9��G7�0@ . H����&� ��]D �A���� �*% ���~ (�
>��-��� ?��9�� ��7�0@ �� b&�, A���� ��7�0@ U��e�%�,.  

�� ��7�0@ �� !C� A���� ��7�0@ #�.� ����1� ���)�� B-��]� ��
�*��~� �
����:�� �~ �� >��-��� ?��9PKI 
 �*���� #�$��%&)H����&� ^�V��(��-Q��� �D���:z�� ����Q�� �� r$M�*�� �.  

+D�9�*� �h_�Y �9����� �	
 ?�C�� . ����� L*1 G�7�Q A�\ �*% �
 H����&� �²�9� #�.D +D�9��� >h_�Y N�3 (�
 +D�9�� ��7�0@�D�/µ� �� H����&� �	
 . +D�9� ���/ L*1 ��D +D�9�*� ��p�� t_�-����(DS) #��.�� #�.D ��*$�]� 

 k�/3 A�\ �*% O%�, ��7�0@ ��:D �0��)��	��, A�\ G7�0@ ����� L*1 G�7�Q !" �3 G�7�Q #�.� �Q .( Z��]� &�
H����&� �	
 L*1 �T�	, �V�-V B-�� #3 �	
 +D�9��� ���/ .�� ( �"�� d�� E��q*� ���/ G��:, +D�9��� ���/ Z)�

�£���� B/�7 �0cD�9� ^�� d�� ��H����&� �1�-' L*1 �DfV��� G��7R� +�), Á�9�~&� . �� �1�-' bIp� �-]� #�V
 �7���3 ��H����� >*��~ �� b&�, �+D�9���, #���$D +D�9��� ���� ��,�� ��F�¥ G�1 �� �3 �~�� UF�¥ �D�8 O�D #�,

 O�D #3� ��DfV�� ���8 ���, �� b�QI\� ������ �m�, ( �� �F�9�� ��H����&� �� �*��.�� �1�-`� �����Q BD��� j�	� b��)�
��7R�� �%��]��G .�DfD�-�� �h_�-�� b�$�� +D�9��� ���/ ( ��F�e�� �C\ O�D #3 �.4� . �H����&� �*]�� ���:�� ��]��

~3 (O
!" �� H����&� ��J�9D #3 �*���� �&�S �/�D� ���H����� >*��~ �� ��h_�-��� � . �*��~ �*D j�_ Z��
 +D�9�, >
 U�$� A�\ ��7�0@ O0]9\�, O
 ����:D #3 �� b&�, �O0³�, H����&� ��9� #3 +D�9��� ���/ �� ��H����&�

H����&� .H����&� �	
 +D�9��� ���/ B-8 &� Z�� �H����&� �	
 L*1 �V�-V B-�� #3 Z��]� & >0� j�	�� ��T�	� 
�D�/W ��H����� >*��~ O%�, A�\ ��7�0@ ��:� #�, +D�9��� ���� �*]�� ���:�� �/�D �j�_ . ��C�\&� t_�Y ��3

� ��]� �B�9��, B��~ >
 +D�9��� ���e� ������ ���p�%&� Z� N��� t_�-���, x�)@ �0� �/µ� �xcD�9� w�*�� H����&� x��
a$� xcD�9�, ��F�¥ �0�.�� �H����I� b��V�� B-�� #�, �S �/�D & +D�9��� ���/ #3 !" . t��7� �� ����� �	
 (�

 Z%���� ��^�! >(noAssertion)+D�9��� ���/ �� �*]�� ���:�� �� G�7�:�� A���� G7�0@ (  . +D�9��� ���/ L1���
" b����:���@�)� !.  

��,�� A�\ ��*% �� ��H����� �3 b����\ �*]�� ���:�� ��:D ��C��� >h_�Y IV (� . �� 	P��, A���� ��*% �*��
�D�/W �*��~ �� ��H����&� �	
 ���\ �� ��1�� ��1�-' ��:� #3 +D�9��� ���/ . Z��]� ���p�� �C��� t_�Y (�

*1 #�.D� �r$M�� #3 +D�9��� ���/�M�M� �$D�, ^�� +D�9��� #�V �� r$M�D #3 r����� E��� L.  
1.13  2�.�� 34	56 � �	��0>�  

��$D�, H����&� L*1 B:8 #3 ��\��.�� Z��]�:  
<   A�\ G7�0@ ¹��~� v1 ��� #��V �� b�H����� �~�� �\�h �� ��]� #3 A���� �*]� �.4) #�.� �Q

L*1 ���, �3 ��0�� �:��/ G�7�)���� E�5 �� �*5  .( ?��9� ��0� ( G7�0C�� �	
 �Dfg �.4�
��/����, ���Q _�g& �b�$~& �
�[��D #3 �$$M�� �3 H����&� �� r$M�� �.4 �����,� �U�-�*� . O�D �Q�

x)\�h �� �D�� ���h� #�7 �3 #��.�� ���9� #�7 j�_ BV.  
<  �*% �� b�H����� �*D #3 �� #��.� �.4 �-V����� A�\  . �01�h�� �.4 �G7�0C�� �	
 ¹��~� 7�o��

)b��:~ (>F-y 7��� �� _�9��� �*D ����1 �~��� �0��$D ^	�� ������ #��.�� ��.  
#��.�� �� bI�� ��%3 �Q H����&� #3 �� �V���� �)h���� N�-1��, U�$� #3 �� ��$D��� ( t��8 A���� �*% #3 �~ID� .

^��D �Q� �*% rD�:�, �0�)@ ������ t��/ Z$� ����W L*1 j�_ CA?��9�� �D�
 �� K��� t�H X�)��� L*1 .  
 H����&� G��7R ���M��� ���)�� �*:��(PMI) X��C�� �� �~�� ^3 �0�� #�.D d�� ��m�)�� ( A���� ��7�0@ L*1 �-P�$�� 

b������ �������:  
<  �  �/ H����� 7��%� �1 N��]�� #��.�� ��7�0@ ����� �1 N��]�� #��.�� �1 b�9*�¥ #�.D B��~ �

�3 =�~�:�� l9�� >��-��� ?��9��  
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<  �3 =��*]�� �� 7�1 �� �B��~ �� �
7��%� w�*�� H����&� ���\ �� 7�1 �h�D  
<   B��M*� >��-��� ?��9�� G7�0C� ��~I:�� G��� �1 �� H����& ��9�� �-��� K*�})�� �-��� #�.D H����I� ��9

���1 G��:, ��~I:�� G��� �� !p., �u�3(�3 =  
<   >��-��� ?��9�� ��~I� Z� ����f�� #�.� d�� ����f�� B���9�� +�, ����3 a$� b���� H����&� #�.D

k�/3 ��H����� ��~I� Z� �3 B-��]-*�.  
2.13  +0�$��� N	�"� 34	56 � �	��0>�  

)~�:� O�� ��&��� +�, ( �*% ��%��� v1 �~�:*� ��H����&� �CA . ��7�0@ ( G�@�)� ��H����&� �	
 Bp� ZJ�� �Q�
 >��-��� ?��9��)bI�� ���$� ���8 ���, �� !)V O]Q N�-��%� 7��D j�	,�(A�\ ��7�0@ ����� �� b&�, � . �	
 ( H����&� #�.D�

 Z%���� ( b�h��� �&��� o%	]�� *����� ���'(subjectDirectoryAttributes) >��-��� ?��9�� G7�0@ ��.  
�~�� #�.D d�� ��m�)�� ( ���µ� �	
 �*:��b������ ������� X��C�� �� �pV3 �3 :  

<   G7�0C�� ����� �*]V AQ��� l9�, B-�D ^7��� #��.�� l9\(CA) A���� �*%� (AA)�3 =  
<  ?��9�� �-1 Z� K����� H����I� ��9�� �-����3 =G7�0C�� ( 7����� >��-���   
<  �3 =x, ?�-]� !" H����&� +D�9�  
<   G7�0C�� ( G7����� ��H����&� Z�� #�.� �+D�9� ��*-1 BV ( �.�� �x, ?�-]� +D�9���) Z%���� (

o%	]�� *����� ���'( G��:, +D�9���, �*:��� ���%���� Z�� r)��� �+D�9��� ��-*�� l9\ j*�� 
D��]��G7�0C�� ( G7����� ��H����&� Z�� L*1 �.  

14   "���#$	 %&	�' ������	 �����	 ��()*+(PMI)  

1.14  G	��� �-�$.��  
��\��V ��I� �� H����&� G��7R U���� t_�-��� #�.�D :H����&� �� r$M���� H����&� �V��� E�S�.  

�)� ���~ ( �-V �b��-y b�7��� E�S� #�.D #3 �.4�_�9��� ( O.M��� r . �� a-��� �	S #�.D� �E�
 �
 F>-�� 7�����
 G	9�� #�.� �Q rP��5 E��
��) E�S� �$D��� x� ����� ^	�� >Q���� ���[� �
 E�S� #�.D #�V"N�/���, ?�-]��" �3 �

E��
�� rP���� x� ����� ����9y U�q\ ( b�9*� E�S� #�.D #3 �.4 :,��.��� G���$��	�9����� � .( E��
�� X�Y3 ���
+�� !u, r�)� ( b��ÇQ�� b���
 #�.D #3 �.4 t_�-��� �	
 ( k�/��.  

 �/ N�-��%� ���% ( x��H����� L*1 �V�D� �b���/ b�H����� B-� #��V �
 H����&� �V���.  
 >9.� �0�*1 �V��� ��H����&� A\�V #� 7�� #��V �
 H����&� �� r$M�����F���� N�-��%&� ���]� >9.� & �3.  
������� ��,��� B����*� b�$�� �BC9�� �3 ?�o��� �D�8 H����&� �� r$M��� ��$D�:  

<  =H����&� L*1 �ÆV��� H�����  
<  =G	����� H����&� �%��%  
<  =�*� ��_ A\�V #� ���*�9�� ��m�)�� �&�M���  
<   ��_ A\�V #� �E�S� �$D��� ��%�]~�*�.  

 �P�:¦ ��$�D B���� �	
 #�V �~ �� �B���� �	
 ( G7�0C�� ���:�� �0�cD d�� �$p�� �h�7 H����&� B��~ H����� �)D�
���$� BP�%�, G	9��� !" �%��]�� . H����&� B��~ A�\ ��7�0@ �3 G7�0@ ( b�9*u� H����&� �	
 #�.D�) Z%�� ( �3 ���'

o%	]�� *������� G7�0C� x, ����� >��-��� ?��9( �3 �N�,R� �*5 ( H����&� �� r$M��� �� U�$� #3 �.4 d�� �
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bIp� B�����V �k�/3 �*�%�, �1H���. ���, U��e�%� v1 H����&� �D�)� O�D� 2�.�� ^��8 d��  2�.�� c�
(AttributeType)  L*1��$q 2�.�� F�< /0 �D(SET OF AttributeValue).�Q�  �*-��]�� A���� X�Y3 +�)� #�.D 

 ��V�� �1��Q H����� �D�M��)Ò��M�\ ( #�.� #�V �b��h ��], �	O�O� ��4�D(INTEGER) b��~�� �3  �	'��� ��E�7
(OCTET STRING). rM*�� 7��D� �b���$�� �pV3 ��V�� �1��Q �/µ� �0c�)� #�.D �Q� D�0�� b&�p� .  

 �h���� H����&� �%��% 7�8� �3 ����� ±E�
 �$D�5 ��%�]~ Bh3 �� �b����V v��D >.� H����&� �0�*1 #�.D #3 �� d��
��� N�-��%� ���% .�0����3� ������ ��*��.� Bh3 �� �D�§ �� H����&� �%��% t��8� . B$�� ���\�.�� G�1 �h���

�%��]�� .� � �%��]�� ��)�1� G�.� >
 ���� ������ ��\�.�R�� ��5�], B., �09D��� k�h x\� B, �ZQ���� ( b�QI5� �0*$\ �
H����&� �� r$M��� �m�, ( b��*y �� �9�~�� . ��%��]�� +�, ��)�1� G�.� >
 k�/�� ������ ��\�.�R��"���1 " >u)�D�

x�� ������ #�.� #3 >u)�D �3 �U�q��� ( #��V BV �¡ �0*$\ .
 �, �� G�D�1 BP��, �h������\�.�R� ����������  .
B����� ( H����&� �%��% ����*�� �Dfe�� ����g ��\F�.� �9����� �	
 ?�C��.  

��H����&� �� ����� �1�-` N�)$�� �)�1 H����&� �%��% 7F�8 . #3 H����&� �� r$M�� >u)�D ¢� �Q�, 7�8 �£3 ¸�D �	
�
� ��H����&� �� �1�-' #3 ¶���]D #�."����V " H����&� �V�� _�9��� �-c� >.�) r�)��� �3 7���� �3 E�S� x)*5 #�C,

�
!"�.(  
 ��V���� �1��Q �9����� �	
 lF�$� &)����M (H����&� �%��% KD��� Bh3 ��. rM*�� ^���� D �M��� �*p�3 �� t�H L*1 

��u�� �	S �S�-��%� �.4 d�� .k�% A]�� �£�� j�_ Z��a$� �*p�3  . �� ���u�� �	S ��V�� �1��Q ^3 N�-�%� �.4�
�J���� ���� j�_ ( . �� �*~�� B., E����D #3 �� �H����&� �%��% KD���� �*-��]�� ��V���� �1��Q �1 �q��� E�:,�

x�� l)� & b�9D��� H����&� �%��% .��u�� �	S E�S� �D�
 ������ B-��]��.  
PrivilegePolicy ::= OBJECT IDENTIFIER 

 BC9�� �3 ?�o��� �D�M�� �%��]�� �� �,�*�� �\��[� j*� ��*� ��_ A\�V #� ���m�)�� �&�M��� �F�)��) �� AQ��� Bp�
w�]M*� ���� ������ �3 U���� (��*�� BP�%���, �0��� _�9��� H����&� �� r$M��� Z��]D d�� . >
 ��m�)�� �&�M��� B�p��

�B��.��, ��*y ���].  
 B$�� �D�$��� �-�$�� Bp� ��-0�[��� �,�*�� �*�� �3 �$����� ���\ ��*� ��_ A\�V #� �E�S� �$D��� ��%�]~ �F�)� �-V

�$����� k��y �D�% �3 ��	�9�� ?��$�� N����� . �~�:� ¸�3 O%�� ( b���� b�!9C� E�S� �$D��� ��%�]~ !9C� �.4�
@ ( �3�~�:�� ������ E�
 ��D��y� ���, ( b��-J �09�*u� �.4 �3 �E�S� �$D��� �0*-8 A�\ G7�0 . �.4�

�9*�¥ ����%3 G�1 �� �~��, �
!9C� . ���M��� ���)�� r�)� #���� t��/ bIp� �
!9C� �.-��PMI O%���� B/�7 �X.411 
 ������ N7�)� B$~ B/�7 �3 �$���*� �~�:��EDIFACTH����&� �� r$M��� r�)� ( b�)*� b�!9C� �
!9C� �.4 �-V � .

 ���M��� ���)�� B/�7 !9C��� ���h� b�cD3 BD�)V �.4�PMIE�S� �$D�*� �)~�:� A�\ G7�0@ ( � . ��%�]~ B-��]� &�
N�-��%&� ��Q��% +�, ( �E�S� �$D���.  

 r$M�� �, a,� �QI1 ^3 G���c��, �h�� &���/ A�\ �*% ^3� H����� �� . A�\ ��7�0@ ��H����&� >*��� #3 �-V�
 ��*% �1 G�7�� ��7�0@ ��*)$D #3 ��H����&� �� �$$M�-*� �.4 j�	V �G�D�1 �9*�¥ A�\ ��*% �� OS G�7��

��� �� _�9��� �����D >.� ��0��, �-�� b��)���� b�,��� �,���� G���c��, A]�� �G�D�1 A�\ �/ 7.  
G7���� ���"�� �9*�¥ X�Y3 �� ��H����� G��7R A���� G7�0@ ��5� B-��]D #3 �.4� .�	
 ( �*-��]�� ��M*:��� 

 �/ N�-��%� �3 r�)� ^3 �1 �*$�]� >
 �j�_ !"� H����&� �� r$M���� H����&� �V�� Bp� ��9�����.  
1.1.14   ��.)��PMI-	".�� � F�O��� R	�7 �   

 _�9��� ( O.M�*� ^����� ��5� �h�D) ������ITU-T X.812 | ������ ISO/IEC 10181-3 ( �� �*,�$� �1�-' 7��
_�9��� ( O.M��� r�)�, ���/ ��M*:�� . ��M*:��� �9����� �	
 ( �*-��]�� ������ ��M*:�� �, bI,�$� ��
 ���

u, �_�9��� ( O.M��� ��5� ( �*-��]���9����� �	
� t_�-��� �	
 �, �-P�$�� �QI��� ��J�� ��.  
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 ���, U�$D �9����� �	
 ( H����&� �V�-�"�7�)�� "_�9��� ( O.M��� ��5� (.  
 ���, U�$D �9����� �	
 ( H����&� �� r$M����" _�9��� ( O.M��� ( ���$�� �9���(ADF) "_�9��� ( O.M��� ��5� (.  

 �$D���� B,�$� �9����� �	
 ( �S H����� �1 �*�D d�� E�S�"���0�]�� �mD���� "_�9��� ( O.M��� ��5� ( G7���.  
 B,�$� �9����� �	
 ( ��m�)�� �&�M����"���]�� ����*�� "_�9��� ( O.M��� ��5� (.  

 �-c�� #3 �.4 �9����� �	
 ( �%����� H����&� �%��%�"M��� �%��%_�9��� ( O. "�"_�9��� ( O.M��� �%��% �1��Q "
_�9��� ( O.M��� ��5� ( G7�y >
 �-V.  

 H����&� G��7R ���8 ���), �]*̈�% �]\�o�� ��u� ��0�D�§ �,�*�� 7����� �� �-P�Q �.)@ ��u� t_�-��� �	
 ���D(PMI) .
 E�
 �$D�5 �� �,�F�)V B-�D H����&� �� r$M��� #�V� ���D �E�S� �$D��� �	
 N�,R ��)*5 +��D �3 B)$�� ��%�]~

bI�*Q ����D x\� �3 x]9\ E�S� ����D #3 #�7 E�S� �D�§ . rP����, �$*���� ��)*�� Z�� �@�D H����&� �� r$M����
�)%���� E��
�� rP���� �� b&��3 �:F/��� ��)*�� ���� &� �-]D &� �E��
��.  

2.1.14   ��.)��PMIL�#�� G�D R	�7 �   
 _�9��� ( O.M�*� ^����� ��5� �h�D) ������ITU-T X.813 | ������ ISO/IEC 10181-4 ( �� �*,�$� �1�-' 7��

 ���/ ��M*:��+���� U��, . �*-��]�� ��M*:��� �9����� �	
 ( �*-��]�� ������ ��M*:�� �, bI,�$� ��
 ���
��5� ( +���� U�1�9����� �	
� t_�-��� �	
 �, �QI��� ��J�� ��u, �.  

 ���, U�$D �9����� �	
 ( H����&� �V�-�"#�
v�� �~�� " �3"���:¬�� " ��5� (+���� U�1.  
 ���, U�$D �9����� �	
 ( H����&� �� r$M����"#�
v�� B-��]� " �3"O*�]��"  ��5� (+���� U�1.  

 �$D���� B,�$� �9����� �	
 ( �S H����� �1 �*�D d�� E�S�"���0�]�� �mD���� " ��5� ( G7���+���� U�1.  
 B,�$� �9����� �	
 ( ��m�)�� �&�M����"x�� r$M��� O�D �3 #�
v�� x�� UF�$D ^	�� AQ���� »D����� " ��5� (+���� U�1.  
9����� �	
 ( �%����� H����&� �%��%� �-c�� #3 �.4 �" �%��%+���� U�1 ��3 " ��5� (+���� U�1.  

2.14  -	".�� � F�O��� �-��  
�%�]�� E�S� �$D��� �� _�9��� ( O.M��� ���4 K�V O.M��� t_�Y �)D .>
 ��\F�.� lÓ t_�-��� �	S� : �V��

H����&� �%��%� �E�S� �$D���� �H����&� �� r$M���� �H����&� ��m�)�� �&�M���� �) �.C�� �q\�3 .( �
 H����&� �V���
��%�]�� j*�� E�S� �$D���� �H����&� j*�4 ^	�� . ( O.M��� �� H����&� �� r$M��� �.� ��
 �~��C�� ����$����

H����&� �%��]� b�$�� �H����&� �V�� �%��, E�S� �$D��� �� _�9��� .�&� #�.D #3 �.4� ��-¬*���� �°IV ��%�]��� H���
O�$�� ½7����.   

 

  
  
  
  

  
  

 *�B��3 mF�O��� �-��   

�	d	
� LO�6���

H�	��� �%�	% 

�� 456�� 
)H�	���( 

c�@� �5D�A� 
)�������( 
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 fh�� x�D�
 E��D �	�9��*� bI,�Q b���
 #�.D #3 �3 �>��-1 ?��9� G7�0@ x�D�
 E��� b�\��V H����&� �V�� #�.D #3 �.4�
j�_ !"� � �Q L*1 x���:�.  

3.14  L��"��� �-��  
�~3 ���� t��� �Q ( w�*� !" �
� ��D����/&� ��5R� ��h� �~3 �
 �	
� ���m�)�� +�, ( H����&� +D�9� �� b�\�

��m�)�� Z�� .>
 ��\F�.� Z,�3 +D�9��� t_�-��� : �*]�� ���:��� �H����&� �� r$M���(SOA) A���� ��*%� �
 H����&� �V��� �k�/��) B.C�� �q\�4.(  

 

 *�B��4 mL��"��� �-��   

 L*1 ��H����� ��]� d�� ��7�0C*� ���� ���:z�� �
 #�.D �*]�� ���:�� #�� �+D�9��� U�e�]� & ��m�)�� +�, A\�V ��
��H����� >*��~ . �	
 ����, ��9D #3� �A�\ �*]V B-�D #3 H����&� B��� �*]�� ���:�� �/�D ����� �	
 (�

����&� H����&� l9\ L*1 ^��8 ��7�0@ ������, k�/3 ��\��V �� H)x�� ��1�� �1�-' L*1 �3 .( �*]�� ���:¬� �.4�
 +D�9��� �	
 L*1 �����$� ��9D #3)x, ?�-]�� +D�9��� ( ��³�� #�.� �� �� �3 G!]�� N�5 �� F�� #�V .( Z���

0@ rD�5 �1 �Z��]� �	
 ��%��� A���� ��*% �*���� �&�S �/�� #3 ��D�/W ��H����� >*��~ �� �
��:� ��7�
+D�9���, O
���, ����$D #3� A�\ ��*]V ��*-�D #�, . �*% ^3 #3 �
 +D�9��� L*1 �J��9�� ������ �����$��� �~3�

�0�� >
 B-8 �� �pV3 ��H�����, +D�9��� Z��]� & A�\ .��� x�.4 +D�9���, U�$D #��V ^3� L*1 k�/3 �����$� 
���, ��Q���� A���� ��*% ����«$��.  

 �� �0c�), �3 ��H����&� �	
 B., �F�9D >.� ��*]�� ���:�� ( x�$� H����&� �� r$M��� ZcD �+D�9��� N�-��%� ��1�
�D�/W �*��~ �� �0c�, �3 ��H����&� �	
 BV +D�9�, ����, O0c�, U�$D #3 �.4 ��*��~.  

�� ZcD �*]�� ���:�� ( x�$� H����&� �� r$M�(SOA)7����, ����� ��H����&� �� ����� �1�-o� O�T �*]V  . A\�V �_��
 ���7�0C*� +D�9� G!]� �h�D #3 H����&� �� r$M��� L*1 �� ��*]*� ���:z�� �	
 �1 G�7�� A]�� H����&� �V�� G7�0@

 �� H����I� �V��� �	
 �� �
	��*]�� ���:�� �1 G�7�� G7�0@ . �-c�D #3 �� �	
 +D�9��� G!]� ��~I� ���Q��
��H����&� �	
 +D�9�, N���� �]~ �S b�:/�� A\�V �£3� ���H����&� �� >9.D �� �
��1 A�\ �*% BV �� r$M���.  

9��� G!]� #�.� �A���� ��7�0@ rD�5 �1 �0�� ��H����&� B$�� d�� ����� (� ��~I� ���Q� �D�]� �1 GfD�-�� +D�
+D�9��� ��*-1 ( �V��C�� ��\��.*� >��-��� ?��9�� ��7�0@ ��~I� ���QR B-��]� d�� G7�0C�� . j�_ Z�� ��1�\ #��

x�D�§ �D��[� E�S� ���Q Z� �)%���� #�.� >��-1 ?��9� G7�0C� ��~I:�� ���Q� ��*-�� L�� d�� ������.  
]� �.4�>��-1 ?��9� ��7�0@ �� �0*��., �3 A�\ ��7�0@ �� �0*��., �9��� #�.� #3 +D�9��� G! . ^	�� +D�9��� #��V�

A�\ ��7�0@ b�$~& ������, &� �x� b�:/�� #�V #� �+D�9���, U��$�� x�.4 & A�\ G7�0@ ( �H����� L*1 B:� . #��V Bp��,�

�A�9� E���¡�

H�	��� �� 456��>�` �A�% 

H�	��� �� ����� 
)�@ S����� '�i '=(

4gD

�H�	��� �i�D�H�	��� 7����

�G�� '�	i 
H�	��� Z��� 

�H�	��� ��9D
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7�0@ ( �H����� L*1 B:� ^	�� +D�9��� b�$~& ������, &� �x� b�:/�� #�V #� �+D�9���, U��$�� x�.4 & �>��-1 ?��9� G
>��-1 ?��9� ��7�0@ .Z��]� I� ��P�0��� ��\��.�� ��3 �a$� A���� ��*% &� H����&� +D�9� Z��]� &�.  

4.14  1��4d� �-��  
G�@�)� !" G��:, 7���3 �� ��H����� 7��%� ���7�� ���� .@� �3 OS b��~�� b���7 ��]� d�� �7����� �� ���7�� 7��%� ��7�0

x�*1 G7�0C�� ^��8 ����*� A�\ v1 ��:� ���7 �� �pV3 . �9���� ��7�0@ v1 ��7 O%� �� ���/ ��H����� ��]��
A�\ ��7�0@ v1 7���3 ��H����� >*��~ �� ��]� #3 �� b&�, ������ .� G�@�)�� !" �D�]�� �	
 ��M�, bIp� �-]

7���3 �� ���7�� ��]� d�� ��7�0C�� ����� #3 #�7 �� ��� ��7 �� G��]�� ��H����&� . #3 �.4 ���7�� 7��%� ��7�0@�
>��-1 ?��9� ��7�0@ �3 A�\ ��7�0@ #�.� . l�� �.�� �A�\ ��7�0@ #�.� #3 �.-�� ���7�� �9���� ��7�0@ ��3

>��-1 ?��9� ��7�0@ .�_�� v1 ���7�� �� ��H����&� 7��%� ���h� �.4 ��*-��]� !" ���7�� �9���� ��7�0@ A\�V 
 k�/3 BP�%�)bIp� H����� �� r$M�� ��*y �*�.C�,.(  

������� �����hR� ¹�8 #3 �.4�:  
<  =���7�� �� 7�1 ^3 7�8 #3 A�\ �*% ^� �.4  
<  \ ����� 7�8 #3 �9*�¥ A�\ ��*]� �.4=�*:9�� G��:, O
�D��� ����� ��c13 7�8 #3� ���D��� x]9  
<  �/W H����� ^�V b���� ������ �D�c1 +D�9� �.4.  
<  �%��� Z��\ �-1 ^3 �0�� �D�c���� ������ ��1� �.4.  

 A�\ #�.D �A�\ G7�0@ >
 ����� 7��%� G7�0@ A\�V �_�� 1����(role)� G7�0@ �� ������ �\F�.� ( b�7�h�� A��� .
 A�\ #�.D �>��-1 ?��9� G7�0@ >
 ����� 7��%� G7�0@ A\�V �_�� 1���� Z%�� ( b�7�h�� o%	]�� *����� ���'

(subjectDirectoryAttributes). ��H����&� BV #�.� �G!/�� ����� �	
 (�  ?��9�� G7�0@ ( G7�h��� ����JR�
�~�� �� G�@�)� G��]� ��H����� �>��-����� ����� �� G��]� ��H����� A]��� �G7�0C.  

3 a$� �F�)D �H����&� �� r$M��� �� ��7 7��%� G7�0@ U�$D #3 H����&� �V�� Z��]D �	.
�b���/ b���7 j*�4 H����&� �V�� # 
) Bp�"�D��� " �3"^��C�� .("��*� �)~�:�� ��H����&� b�$)]� E��D #3 H����&� �� r$M��� Z��]D� #�.D �Q �3 ��V��� �

x*C� �3 ��/���� ?�o�, ���Q 	e�D ¢~ �k�/3 BP�%�, �0��C�V& b��c� .��u�� �	S ����� �9���� G7�0@ U��e�%� �.4�.  
����� ( G7��� ��H����&� �1��]D >.� O09�� �� k��]� L*1 #�.D #3 H����&� �� r$M��� L*1 ��� . ^�� #3 �.4�

&� �	
 7��%� ���M��� ���)�� B/�7 ����� �� ��H����PMI ���)�� t��/ �3 ����� �9���� G7�0@ �-J PMI)  ��*y �*�.C�,
bIp� .( �	
 a,� �� �.4 d�� ����µ� U�$� �9����� �	
 #�� ������ �9���� G7�0@ ( G�V�� ����� ��H����� A\�V �_��

�*:�� ��_ ����� 7��%� G7�0C, G7�0C�� .4 &��/W #��V ^3 �� ����� �9���� G7�0@ +D�9� �. . ���:�� #�.D #3 �.4�
 �-0c�, �1 �*$�]� G��:, �-T��7� �.4� ������ �9���� G7�0@ ���:�� �1 bI$�]� ����� 7��%� G7�0@) ��c$\� �~ ��

j�_ �� �� �3 N�,R� �3 ��~I:�� .( �0]9\ G7�0C*� �.4�)�� G7�0@ �3 A���� G7�0@>��-��� ?��9 ( #3 G7�0@ #�.�
x]9\ 7�9�� �� G�@�)� k�/3 ��H����� 7��%� L*1 x]9\ AQ��� ( ^��8 #3� ��7 7��%� . #�.� #3 �� N��~�� BV (�

GfD�-�� �*:9�� G7�0@ ����� �9���� G7�0@.  
 ������ �� ����� 2 �	5��� �DRD ') �(* ���3 �	��� E��= 2 E�3+f� $����%� �D��� �\9� +�W �	�G�^�� U_l Zg� 'f /�\9

��:��� r= }��W ���) . ��5�9� '�(� ') ���(*3 /����! >�` L�A�% u�,� ') E3�� �	�t �+��,: �&�#� �D���� �\9� �(*3
E3�� ��&��� �+��v LE�&) �� >��� �A�% ��.  

1.4.14  1���� 2�'  

 H����&� A�\ X�Y3 �9���� #��9����� �	
 ��\ �1 t�g� �r�)� B., ���/ ���]� ���1 G��:, > . ��~��� _�	C���

��7 �� B��~ 7��%� #�C, >*D �-�� 7�y A�\ �
 ��-c�� �	
 ( .�9����� �	
 ��\ t��/ ����� A�\ O�Q �9���� Z$��.  
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 role ATTRIBUTE  ::= { 
 WITH SYNTAX  RoleSyntax 
 ID     id-at-role } 

 RoleSyntax ::= SEQUENCE { 
roleAuthority  [0]  GeneralNames OPTIONAL, 
roleName   [1]  GeneralName }  

 B$~ �B� �	
 H����&� A�\ B-��]D���.������� 7��%� G7�0@ (  . �_�� ?��9� G7�0@ >
 ����� 7��%� G7�0@ A\�V
 Z%���� �B� A���� �	
 N�-��%� �.4 �>��-1� ���'o%	]�� *����G7�0C�� �	
 ( .  

 �\F�.��� 1���� ���7(roleAuthority) G7�0@ ����� �1 ����]� #�.� >.� �� E����� �*]�� 7�8 ���h� #� �
����� �9����.  

 A\�V �_��1���� ���7 �� G��]�� ��H����&� 7�� >.� ��7 �9���� G7�0@ U�e�]D H����&� �� r$M�� #�V� �G7�h�� 
��� ( G7����� ��³�� �� BQ�� L*1 �~�� #�.D #3 �� ���1���� ���7 N�' ( b�7�h��  1�g]t�(issuer) G7�0C� 

����� �	
 �9���� .�� ��H����&� 7�� >.� ����� �9���� G7�0@ !" k�/3 BP�%� U�e�]D H����&� �� r$M��� #�V �_
-c� �,�*�� ����µ� #�� ������ �� G��]�� #�.� ��\F�.�� �	
 ( G�F-]� �*% B)Q �� G��]� ��H����&� �	
 #�V #�

�9����� �	
 ��\ t��/ ��Q��.  
 A\�V �_� ��371���� ���k�/3 BP�%� v1 ����]�� �*]�� �D�
 7�M��� ��)P�"  . ZF%���� #�.D� 34	56 ���� S#�0

 1���� �"���0(roleSpecCertIdentifier) ��%� G7�0@ (7 ����� ( j�_� �a,��� �	
 H�ÊR BP�%��� k�~� �
 ����� 
����� �� ��H����� 7��%R �*-��]� ����� �9���� G7�0@ �0�� #�.� d��.  

 �\F�.��� 1���� F7�(roleName) �	
 L*1 ^��8 d�� ����� 7��%� G7�0@ B��~ x��� b���]� #�.D ^	�� �����, EF��� 
A���� .$M�� B-��%� �_�� O%� �0qD #3 �� ������ �	
 �� G��]�� ��H����&� �D�M�� ��7 �9���� G7�0@ H����� �� r

 B$~ ( ����� �	
 *0	b�(holder)����� �9���� G7�0@ �� .  
5.14   �r��� � �	��0>� /D �	0���0 2�'XML) ���7���� ���6���� �r���(  

���/ ���]� ���1 G��:, >
 ��H����&� �9���� #��9����� �	
 ��\ �1 t�g� �r�)� B.,  . �	
 EF��D & �-��,�
 �u*��, G�9C� ��H����� B$\ x�%��, �.4 �����~� A�\ B.CD x\3 &� �H����&�, ���/ ����*�� ^3 A����XML)  �u*��

���F%���� �D!@���� (A���� ��7�0@ (.  

xmlPrivilegeInfo ATTRIBUTE  ::= { 

 WITH SYNTAX UTF8String -- contains XML-encoded privilege information  
 ID    id-at-xMLPrivilegeInfo } 

 �u*�� ��g KD��� �.4�XML f������, ��� ����� A�\ aY #�C, ASN.1)  7�`� �M��� O*1 f����1 ( ��e���, ����
XSD)  �u*�� ��gXML ������� ��).���� �.)@ ZF-� ( (W3C)(.  

 �u*�� ��3XML ( G7�h��� UTF8String b����_ �0�D�
 EF��� #3 �o��.  
 f������ ( ��g >*D �-���ASN.1 A���� aY E��� "��7 " �u*�� (XML . �9���� x�)���XDS Z� �A���� aY l9�� 

 r,�� �1 N�p�XML . ���e��� >$,�� ¯�� N�p�� �	
�ASN.1� XDSI� ���Q� �.4� � ���7¾� x��~ASN.1 �3 
XDS�-0��*V .  

 b���\ EF��D ��e��� N�p��"���*� "���*� O%�� ������ �*%� ��D�
 E��� Z�.  
CERTIFICATE-ATTRIBUTE DEFINITIONS ::= 
BEGIN 
   Role ::= [UNCAPITALIZED] SEQUENCE { 
        id              [ATTRIBUTE] XML-ID, 
        authorities     SEQUENCE (1..MAX) OF  
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                            authority UTF8String, 
        name            UTF8String } 
 
   XML-ID  ::= UTF8String 

END 

 ��e��� U�$�XSD bID	, b�9D��� ������� )����� B., b�m��.�:(  

<schema xmlns="http://www.w3.org/2000/08/XMLSchema"> 

  <element name="role"> 

    <attribute name="id" type="ID"/> 

    <complexType> 

      <sequence> 

        <element name="authorities"> 

          <complexType> 

            <sequence> 

              <element name="authority" type="string" minOccurs="1" maxOccurs="*"/> 

            </sequence> 

          </complexType> 

        </element> 

        <element name="name" type="string"/> 

      </sequence> 

    </complexType> 

  </element> 

</schema> 

�� a-�� �-�Q >�� #3 �0�.4 d�� ��I13 ��e��� ��9D���� r,�� �� N�p� A�� �r��� � �	��0>� /D �	0���0XML 
(xMLPrivilegeInfo) ����� #�.D �Q ^	��: 

<role id="123" xmlns="http://www.example.org/certificates/attribute"> 

<authorities> 

<authority>Fictitious Organization</authority> 

</authorities> 

<name>manager</name> 

</role> 

15  ,"���#$	 %&	�- %���! ����*  

H����&� G��7� ���"�� ��7�0@ ( ������� ���%���� ¶��� #3 �.4 . b�cD3 7�� ��T�_ �® ���%���� ��9D��� 7��D� Z��
���%�� �0�� �h�� #3 �.4 d�� ��7�0C�� X�Y�, ���/ �1��Q.  
�~�� ^� �.4 & ��*]�� ���:¬� �D�S� E��� Z%�� ���p�%�,� �>��-1 ?��9� G7�0@ ( ¶��� #3 �.4 d�� ���%���� # 

 �0)~�:� b�H����� ��]� G7�0C�� �	
 A\�V �_� &� G7�0C�� �	
 Bp� ( ¶��D #3) Z%���� 7�h� >c�$D �� *����� ���'
 o%	]��(subjectDirectoryAttributes) .( L*1 Z%���� �	
 r)�D� H�� Z%�� ( G7�h��� ��H����&��' *����� ��
Xo%	]�� �_� >��-1 ?��9� G7�0@ ( b�7�h�� ���%���� �	
 �� �~�� ^3 #�V.  

 A���� ��7�0@  �:¦ N�,R� ��u�*)� ����R U�e�]� d�� N�,R� OP��Q�) OP��$��ACRL OP��$��� AARL ( #3 �0�.4
 �-P�$�� ( Z%�� ^3 L*1 ^��8CRL B/�� ( �3 CRL$�� ( EF��� �
 �-V � ( x��-��%& �9����� �	
 �� ��p�� O]

 OP��$��CRL OP��$�� ( �3 CARL.  
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������� �D7���� ( ���%���� ��)�� �	
 7���:  
 3(  ����� �����	 
�	�:H����� ��V��, r*��� ����*�� ��7�0C�� ( ���%���� �	
 B-8 .  

w(  �����	 ����:g ����*�� ��7�0C�� ( ���%���� �	
 B-8  ZJ��� ����*�� x�� �h�� ^	�� ZQ��� �
N�,À� ��\�$��.  

t(  �����	 ������: ZJ��� ����*�� x�� �h�� ^	�� H����&� 7��%� ���:�� ��7�0C�� ( ���%���� �	
 r*��� 
N�,À� ��\�$��.  

7(  �	���	: ��7�0@ x�� �h�� ^	�� ZQ��� �g ����*�� ��7�0C�� ( ���%���� �	
 B-8  K����
)�9���� (�*:�� ��_ �����.  


(  ������	:G��]�� ��H����I� b�$~& +D�9��� L*1 �����$� ��9, ��7�0C�� ( ���%���� �	
 �-]� .  
1.15  +7	7d� �	��0>� 31�49 �	�7�!  

1.1.15  �	)����  
>%�%�� H����&� G��7�, ������� ��)*��� a)���.  

 3(  �Q #����:z�� #�.D #3 ���Q �0�� H����&� L$)D #3 �.4 d�� G��� L*1 �����$� ZJ� L*1 �D�7=��V��*� bI,  
w(  L*1 �D�7�Q #����:z�� #�.D #3 ��=����� ����/ �3 ��F�¥ �� ���0�]� A�\ ��7�0@ �D�8   
t(  � H����&� ^�V�� L*1 �0J��� G��0� ����*�� B$\ �� #����:z�� t��� �Q/�$$M��� L*1 �3 H����&� �� 

=G7�0C�� �	
 #�*-��]D �D	��  
7(  ��]�� H����&� N�-��%� �0�� �.4 �H����&� ��%��% L*1 �����$� ZJ� L*1 �D�7�Q #����:z�� #�.D #3 �.4.  

2.1.15  +7	7d� �	��0>� 31�49 H7�! 8�
%:  
������� Z%���� N�$~ EF���: 

 3(  =G��� K����  
w(  =���0�]�� ����*���  
t(  =B-��]�� º�*)�  
7(  =���)$�� H����&� ��%��%  

(  =�@�)�� !" ���:z��  
�(  ��V���� w��".  

1.2.1.15  3�� ����! HK7�!  
 A�\ �*]� �.4(AA) ��]�� �H����&� B��� �SI/ �.4 d�� ����f�� G��9�� �� F�8 >.� G��� K���� Z%�� B-��]� #3 

*1 ^��8 d�� G7�0C�� (�*1 �V�D #3 �Z%���� �	
 Lx . �.4 & ��H����� ��]� G7�0@ ��:� #3 bIp� A�\ �*]� �.-��
 �1�]�� ��� ��-[� U�D �� ���&� U�D �� &� �0�*1 ��V����9:00 �1�]�� �� b�~�)� 5:00�0q�� ��,  . ��/W b&�p� j����

*% �D�D��� �~3 �0�� ��9D d�� +D�9��� ���~ L*1 r)�Dx�%�i�� �~3 �� GH�hR� ( x,��" G��� ( Z�Q���� �.  

>*D �-V B$�� �	
 E��D�:  
 timeSpecification EXTENSION  ::=  { 

 SYNTAX   TimeSpecification 
 IDENTIFIED BY  id-ce-timeSpecification } 
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�
��:� d�� >��-��� ?��9�� ��7�0@ �3 A���� ��7�0@ ( Z%���� �	
 �h�D �Q ��*]�� �7�:� �0�� �� �A���� ��*% 
-V B-�� �Q ��\��V ��H����� ���V����P�£ ��\��V �3 k�/3 A�\ ��*% B-C� #3 �0�.4  . �	
 �h�D #3 �.4 &�

8 ��7�0@ ( Z%����� ^� B-�� #3 �0�.4 & A�\ ��*]� G�7�� ��7�0@ ( �3 �*]�� ���:¬� �D�S� E��� Z%�� L*1
-V b�cD3H����� ���V�.  

 #�C, #��.�� �	
 ��V�� L*1 &� r)�D & �0� �A�\ �*% �
 #��V �� G�7�� G7�0@ ( b�7�h�� Z%���� �	
 #�V �_�
G7�0C�� ( G7����� ��H����&� .��7�0C�� ����� L*1 G�7�Q A���� �*% �
����3 #�.� d�� ����f�� G��9�� L*1 ���D & �
�.  

%���� �	
 #�V ��� t�~ x\�, Z%���� �	
 O%�D  #3 �� �x�*1 ^��8 d�� G7�0C�� ��~I� G��9� b�c�9g B�9��, �F��D Z) ^3
7��� AQ��� t��/ b���� 7��D & H����&� 7��%� #�, �~��:, 7�� �Z%���� �	
 xh��7�, ���:z�� #�.(  

-09D & H����&� �� r$M��� �.�� b�7�h�� Z%���� �	
 #�V �_��G7�0C�� +��� #3 �� �x.  
1.1.2.1.153�� ����! �0v��0    

 aY �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� G��� K���� ������ G�1�Q #��$� 2�.�� 34	56
(AttributeCertificate).  

 timeSpecificationMatch MATCHING-RULE  ::= { 
 SYNTAX  TimeSpecification 
 ID    id-mr-timeSpecMatch } 

2.2.1.15  ���5�E� �	0���� H7�!  
������ �3 ��F�e�� �� ����� �1�-' E�0�]� #3 A�\ G7�0C� ���0�]�� ����*��� Z%�� ���D . B-��]� &3 >u)�D�

>*D �-V B$�� �	
 EF��D� G7��� ��F�e-*� &� Z%���� �	
 L*1 ^��8 d�� A���� G7�0@:  

 targetingInformation  EXTENSION  ::= { 
 SYNTAX     SEQUENCE SIZE (1..MAX) OF Targets 
 IDENTIFIED BY   id-ce-targetInformation } 

 Targets ::=  SEQUENCE SIZE (1..MAX) OF Target 

 Target : := CHOICE { 
 targetName   [0]  GeneralName, 
 targetGroup  [1]  GeneralName, 
 targetCert   [2]  TargetCert } 

 TargetCert ::= SEQUENCE { 
 targetCertificate  IssuerSerial, 
 targetName   GeneralName OPTIONAL, 
 certDigestInfo  ObjectDigestInfo OPTIONAL } 

 �\F�.�� A\�V �_� S�5�E� F7>�(targetName) G7�h���� ������ �3 ��F�e�� ��³3 U�$� �£�� � d�� ���0�]
�D���� A���� G7�0@ �0��0�]�.  

 �\F�.�� A\�V �_�� ���5�E� �D�$��(targetGroup) A���� G7�0@ �0��0�]� ���0�]� �1�-' O%� U�$� �£�� �G7�h�� 
�D���� .�9����� �	
 t��/ Z$D ��3 �
 ���0�]� �1�-' ( E�
 �D�c1 7�M�� K�V�.  

 �\F�.�� A\�V �_��	5B��34 ���5�E� (targetCert) �� ���~R�, ������ �3 ��F�e�� ��D�
 7�8 �£�� �G7�h�� 
�T7�0@.  

 #3 �0�.4 ��\��V �� ��*]�� �7�:� �0�� �� �A�\ ��*% �1 G�7�� A�\ ��7�0@ ( Z%���� �	
 �h�D #3 �.4�
�P�0��� ��\��.��� A���� ��*% �0�� �� �H����� ���V�-V B-��� . ?��9� ��7�0@ ( Z%���� �	
 �h�D #3 �.4 &�

H����� ���V�-V b�cD3 B-�� #3 �0�.4 & A�\ ��*% �� G�7�� A�\ ��7�0@ ( �3 >��-1.  
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 #��.�� �	
 ��V�� L*1 &� r)�D & x\�� �A�\ �*% �
 #��V �� G�7�� A�\ G7�0@ ( b�7�h�� Z%���� �	
 #�V �_��
7�h��� ��H����I�G7�0C�� ( G .��7�0C�� ����� L*1 A���� �*% G��$� L*1 ���D & �
�.  

b�-P�7 b�h�~ Z%���� �	
 #�.D�.  
 +��� #3 >u)�D �H����&� �� �D7��� �$$M��� �, �� l�� H����&� �� r$M��� �.�� �b�7�h�� Z%���� �	
 #�V �_��

A���� G7�0@.  
.� & �b�7�h�� Z%���� �	
 #�V �_��UF�¥ ^3 �0*)$D #3 �.4� ����0�]� A���� G7�0@ #�.  

3.2.1.15  *$��E� ���)! HK7�!  
��� �@�C�� L*1 xJ�1 >u)�D b�u�*)� t��� #3 A�\ �*]� B-��]�� º�*)� Z%�� ���DB ����1 H����&� � �H����� ��V�D/ �3

�	
 L*1 ^��8 d�� A���� G7�0@ B-��]D ����1 H����&� �� r$M�-*�H����&� .  
>*D �-V B$�� �	
 EF��D�:  

 userNotice  EXTENSION  ::= { 
 SYNTAX     SEQUENCE SIZE (1..MAX) OF UserNotice 
 IDENTIFIED BY   id-ce-userNotice } 

3 �.4 �1 G�7�� >��-1 ?��9� ��7�0@ ( �3 A�\ ��7�0@ ( Z%���� �	
 �h�D # �7�:� �0�� �� �A�\ ��*%
�*]����P�£ ��\��V� �k�/3 A�\ ��*% �0�� �� �H����� ���V�-V B-�� #3 �0�.4 ��\��V �� � . �h�D #3 �.4 &�

 ��*% �1 G�7�:�� A���� ��7�0@ ( �3 �*]�� ���:¬� �D�S� E��� Z%�� L*1 ^��8 d�� ��7�0C�� ( Z%���� �	

H����� ���V�-V b�cD3 B-�� #3 �0�.4 & A�\.  

�_�� #��.�� �	
 ��V�� L*1 &� r)�D & x\�� �A�\ �*% �
 #��V �1 G�7�� G7�0@ ( b�7�h�� Z%���� �	
 #�V 
G7�0C�� ( G7�h��� ��H����I� .��7�0C�� ����� L*1 A���� �*% G��$� L*1 ���D & �
�.  

G7�0C�� ��:� �D�$� �]~ �t�~ !" �3 b�h�~ Z%��� �	
 #�.D #3 �.4�.  
V �_�� G�� BV ( H����&� �� r$M�-*� �@�C�� L*1 B-��]�� ��u�*)� ���� #3 �� �t�~ x\�, b���%�� Z%���� �	
 #�

H����� L*1 �0�� �V�D. H����&� �� r$M��� �� A���� G7�0@ U�$D H����&� �V�� #�V �_�� ) H����&� �� r$M��� #�V ^3
&  �7��]� �� G7�0C�� t�e�]D(��� #3 �� �b�cD3 H����&� �{V�� �@�C�� L*1 B-��]�� ��u�*)� �.  

�t�~ !" x\�, b���%�� Z%���� �	
 #�V �_�� �_� �-1 �q��� E�:, H����&� �V�� �� xM�4 #3 H����&� �� r$M�� �.4 
� H����&� �V�� �@�C�� L*1 & U3 �J���� B-��]�� ��u�*)� A\�V/H����&� �� r$M�-*� �3.  

4.2.1.15  K7�!���)
� �	��0>� �	7	�7 H  
 ��%��% �� G7�y �1�-' Z� N�-��%&� ����3 G��]�� ��H����&� ��V�� �F�$D >.� ���)$�� H����&� ��%��% B$~ B-��]D

H����&�.  
>*D �-V B$�� �	
 E��D�:  

 acceptablePrivilegePolicies EXTENSION ::= { 
 SYNTAX   AcceptablePrivilegePoliciesSyntax 
 IDENTIFIED BY   id-ce-acceptablePrivilegePolicies } 

 AcceptablePrivilegePoliciesSyntax   ::=  SEQUENCE SIZE (1..MAX) OF PrivilegePolicy 

 �7�:� �0�� �� �A�\ ��*% �1 G�7�� >��-1 ?��9� ��7�0@ ( �3 A�\ ��7�0@ ( Z%���� �	
 �h�D #3 �.4
*]����P�£ ��\��V �� �3 k�/3 A�\ ��*% �� �� . �0� �>��-1 ?��9� G7�0@ ( b�7�h�� Z%���� �	
 #�.D ����1�

&   Z%���� ( G7�h��� ��H����&� �} �-�� H����� �V�-V B-��� L*1 �~�:�� G��$� &� ¸�Do%	]�� *����� ���'.  
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t�~ x\�, O%�D �b�7�h�� Z%���� �	
 #�.D ����1�.  
 >
 d�� H����&� �%��% #3 �� �V��D #3 r$M��� L*1 �� �x-09D H����&� �� r$M��� #�V� �b�7�h�� Z%���� �	
 #�V �_��

Z%���� �	
 ( G7��� ��%��]�� �� G�~�� >
 ��H����&� �	
 Z� �\��$�� ��J��.  
 �x-09D & H����&� �� r$M��� #�V� �b�7�h�� Z%���� �	
 #�V �_��G7�0C�� +�� ��.  

5.2.1.15  #6	)� �Q 1�g]t� HK7�!  
G�@�)� !" G��:, H����&� +D�9� ^�� #3 ��m�)�� +�, ( �.4 . �*% ��:� #3 �&��� Bp� ( +D�9��� �\�� �*��

�/W #��V �� x³�, H����&� �0�� �F�9� G7�0@ A�\ .A�\ G7�0@ ( �@�)�� !" ���:z�� B$~ B-��]D� ?��9� G7�0@ ( �3 
A�\ �*% �� �*% ���:�� �1 G�7�� >��-1 . �*]�� ���:�� �� ��F�¥ �)~�:�� A���� �*% #3 ¸�D Z%���� �	
 7�h��

�D�/W +D�9� >¡�� O%�, H����&� ��9� ��7�0@ ��:�� a�%� ��.-V B-�� #3 �	
.  
indirectIssuer EXTENSION ::= { 

 SYNTAX  BOOLEAN 

 IDENTIFIED BY  id-ce-indirectIssuer } 

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
 a-��� �� A�\ �-�$, ^��]��� �~ �� �J���� �-�Q �@�)�� !" ���:z�� ������ G�1�Q #��$��2�.�� 34	56.  

indirectIssuerMatch MATCHING-RULE  ::= { 

SYNTAX BOOLEAN 

ID id-mr-indirectIssuerMatch } 

���h �-�$�� G�1�$�� �	
 Z"o;	�" Z%���� L*1 ^��8 �\�fe�� �-�$�� A\�V �_�  #6	)� �Q 1�g]t�(indirectIssuer) �
�\�fe�� �-�$�� Z� r����� �J����� �-�$�� ( G7�h��� �-�$�� A\�V�.  

6.2.1.15  ��^���� �	�Q H7�!  
 B��~ #3 L*1 N�D �0� �b�7�h�� Z%���� �	
 #�.D ����1 ���\ ( ��F�)�� ��H����&� L*1 ��V���� Z��]D & A���� G7�0@

A���� G7�0@ .>P�0��� #��.*� A���� ��7�0@ ( l��� �A���� �*]� A���� ��7�0@ ( &� B$�� �	
 t��7� �.4 &� .
b�-P�7 t�~ x\�, b���%�� #�.D Z%���� �	
 �h�D ����1�.  

noAssertion EXTENSION ::= { 

SYNTAX NULL 

IDENTIFIED BY  id-ce-noAssertion } 

2.15  �	��0>� 8	��9 �	�7�!  
1.2.15  �	)����  

A���� ��7�0@ N�,�, #������� #�)*��� r*��D:  
 3(   OP��$�� 7��Q ( O.M��� O�D >.�CRL Z�� �1�-' �� ��1�� ��1�-' �:g #3 UHI�� �� #�.D �Q �

A�\ �*% �
��:� d�� ��7�0C�� OP��Q �� �G�~�� CRL=�9*�¥   
w(   7�h� U�1 �A���� ��7�0@ k�~� ( ����)D #3 L*1 �D�7�Q A���� ��7�0@ ���:� #�.D #3 ��

G7�0C�� �	
 #�C, N�,�  ����*��.  
2.2.15  �	��0>� 8	��9 H7�! 8�
%  

#������� Z%���� I$~ EF��D: 

 3(   ��!�"�	 #���$ %�"&CRL'  

w(  (	 )����*� +��,����.  
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1.2.2.15   �$;	
�� H���! {	
' H7�!CRL  
 �-P�$�� ZDH�� X�$\ Z%�� �9����� �	
 �� ��p�� O]$�� E��DCRL>��-��� ?��9�� ��7�0@ ( B-��]D >.� � . #3 �.4�

 t��DA���� ��7�0@ ( b�cD3 B$�� �	
 .-V ��*]�� �7�:� �0�� �� �A�\ ��*% �� G�7�� ��7�0@ ( �h�D �Q� �
��P�£ ��\��V �� G�7�� ��7�0@ ( �h�D �Q.  

 ( �~��C�� �$D��� l9�, b���� Z%���� �	
 ¼��D #3 x�*1 �� ���7�0C�� k�~� ( H����&� �� r$M�� �h�D ����1�
>��-��� ?��9�� ��7�0@ #�C, ��p�� O]$��.  

2.2.2.15  8	��@� �	0���0 �	�Q H7�!  
 ��:� d�� ��m�)�� +�, ( N�,� �� �h�~ ���
 #�.� & �Q �b��h G!:Q ��~I� ����9, A���� ��7�0@ �0��

��7�0C�� . N�,R ��\�$�� ZJ��� �1 ����*�� 7�h� U�1 �1 �)� >.� Z%���� �	
 B-��]� #3 A���� �*% Z��]��
�	
 A���� G7�0@ .>*D �-V B$�� �	
 E��D�:  

 noRevAvail EXTENSION ::=  { 
 SYNTAX     NULL 
 IDENTIFIED BY   id-ce-noRevAvail } 

�*]�� �7�:� �0�� �� �A�\ ��*% �1 ��P�£ ��\��V �� G�7�:�� A���� ��7�0@ ( Z%���� �	
 �h�D #3 �.4� . ���
A���� ��*% �� G�7�� A�\ ��7�0@ ( �3 >��-1 ?��9� ��7�0@ ( Z%���� �	
 �h�D &3.  

!" Z%���� �	
 #�.Db�-P�7 t�~ .  
 ��\�$�� ZJ��� ����*�� �1 M)D #3 H����&� �� r$M�� L*1 #�.D �A�\ G7�0@ ( b�7�h�� Z%���� �	
 #�V �_��

N�,À�.  
3.15  ���E�� 1�g]h0 �	�7�!  

1.3.15  �	)����  
�*]�� �7�:� #������� #�)*��� r*��D:  

 3(  ( G7�0C�� ����� �*% U�$� #3 ^���c�� �� #� B-�� #3 �.4 d�� ��\��.*� ����� �)Q��� ��m�)�� +�, 
=�*% �7�:-V  

w(   �7�:� �
���� d�� H����&� ����� ���� #�.� ��)���� �1��Q� �D�¡ ��9D��� ZJ� ^���c�� �� #�
����]�� �*]��.  

2.3.15  ���E�� 1�g]h0 H7�! 8�
%  
#������� Z%���� I$~ EF��D:  

 3(  ����� ���- /0*�'�����	 �  

w(  1*2�	 34	�.  

1.2.3.15   ���E�� 1�g]~ ���T� S#�0 H7�!(SOA)  
 G��7� ���"� �*% ���:�-V B-�D #3 x�.4 G7�0C�� �~�� #3 �*]�� ��:� �D�S� E��� Z%�� �)DH����&� . �	��

� K��� G7�0@ ��:D #3� �b�H����� ��]� b����\ 7�� #3 G7�0C�� �~�� Z��]D �9:�� B-��]D #3� ������ �	S A���
�*��~ �� ��H����&� ��]� ��7�0@ ��:D >.� x�*1 �F�:�� >��-��� ?��9-*� B,�$��  ��� ?��9�� . #�.� #3 �.4�

 Z%�� Z� >��-1 ?��9� ��7�0@ �3 A�\ ��7�0@ G!/�� ��7�0C�� �	
o%	]�� *����� ���' �	
 OcD ^	�� 
��H����&�.  
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 �	
 #�.D &� B-�� #3 �0�.4 d�� ��\��.�� �D�8 ( �S�-��%& k�/3 ����W x*y B8� ���m�)�� +�, ( b�,�*� Z%����
�*% �7�:-V . �*% �� U�$� ����� �DfV�� �)Q��� �� �0�� ���� t��� d�� ��m�)�� ( &� b�,�*� Z%���� �	
 #�.D &�

�� d�� ��\��.�� �D�� >.� G7�0C�� ������*% �7�:-V B-.  
>*D �-V B$�� �	
 EF��D�:  

 sOAIdentifier EXTENSION  ::= { 
 SYNTAX    NULL 
 IDENTIFIED BY   id-ce-sOAIdentifier } 

 B-��� L*1 B���� �3 �~�:�� G��$� k�/3 BP�%�, 7�M�� ���7�0C�� k�~� ( 7�h�� !" Z%���� �	
 #�.D ����1�
�*% ��:-V.  
D #3 �.4 &��*% ���:¬� G�7�� >��-1 ?��9� G7�0@ ( &� B$�� �	
 �h� . ( �3 A���� ��7�0@ ( �h�D &3 ���

��H����� �)~�� ��P�£ ��\��V �� �3 k�/3 A�\ ��*% �� G�7�� #�.� d�� >��-��� ?��9�� ��7�0@.  
)�� &� �a$� >��-��� ?��9�� ��7�0@ L*1 ��5�$��� ��7�0C�� r)��� G7�0C�� #�� x�*1� �A���� ��7�0@ L*1 r

 �0�.4 & ��*]�� ���:¬� �D�S� E��� Z%�� L*1 ^��8 G7�0@ G���:�� >
 d�� G7�0C�� ����� �*% �� G�7�:�� ��5�$���
Z%���� �	
 ( x�D�
 ������ �*]�� ���:�� �� �$p�� B$\ ���� #3.  

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
1.1.2.3.15���E�� 1�g]h0 ���� S#�0 �0v��0    

 a-��� �� A�\ �-�$, �J���� �-�Q ��*]�� ���:¬� �D�S� E��� ������ G�1�Q #��$�34	56.  

sOAIdentifierMatch MATCHING-RULE ::= { 
 SYNTAX NULL 
 ID   id-mr-sOAIdentifierMatch } 

 �-�$�� G�1�$�� �	
 Zh���"o;	�"�-�$�� A\�V �_� �*]�� ��:� �D�S� E��� Z%�� L*1 ^��8 �\�fe�� .  
2.2.3.15  2�.�� ���� H7�!  

 >.� �b�$~& H����&� �	
 +D�9� Oz.8 d�� ��)������ �1��$�� ��� H����&� A�\ KD��� �� H����&� �� #�$$M��� t���
b���� ��/���� �M� �� ���V��D .�$��� ��9D����� �	
 U�$� #3 �.4� Z$� �1���� BP�%�, H����&� �� �$$M��� �� �1�

�9����� �	
 ��\ t��/) H����&� �� r$M��� b��*y �0*�.C�, U�$D #3 �.4 ^3.(  
 H����&� ���\ ��9D��� H����&� �� �$$M�-*� ���D >.� �*% ���:�� �0*-��]D #3 �.4 ���W Z%���� �	
 U�$D�

��� ��� �1��$�� �� �0)~�:D��)��� .  �/ ��\ >
� �A���� K��� G7�0@ L1�� Z%���� �	
 L*1 ^��8 d�� A���� G7�0@�
A���� ��7�0@ �� . r,�� A���� K��� G7�0@ #�V �� O"��� L*1�2�.�� 34	56>0� ��V���� �1��Q �~ �� :  

<   L*1 ^��8 H�	�!(SEQUENCE) B$~ ( ÃN�/ 	e��'=  
<   �T�	� G�7�� G7�0@)z�� ^3�~�� #��V �° �0�� B����� ���:(=  
<  A���� K��� Z%�� L*1 ^��8.  

>*D �-V B$�� �	
 E��D�:  
 attributeDescriptor EXTENSION  ::= { 

 SYNTAX   AttributeDescriptorSyntax 
 IDENTIFIED BY  {id-ce-attributeDescriptor } } 
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 AttributeDescriptorSyntax  ::= SEQUENCE { 
       identifier      AttributeIdentifier, 
       attributeSyntax               OCTET STRING (SIZE(1..MAX)), 
       name      [0]  AttributeName   OPTIONAL, 
       description   [1]  AttributeDescription    OPTIONAL, 
       dominationRule    PrivilegePolicyIdentifier} 

 AttributeIdentifier  ::= ATTRIBUTE.&id({AttributeIDs}) 

 AttributeIDs ATTRIBUTE  ::= {...} 

 AttributeName  ::= UTF8String(SIZE(1..MAX)) 

 AttributeDescription  ::= UTF8String(SIZE(1..MAX)) 

 PrivilegePolicyIdentifier ::= SEQUENCE { 
  privilegePolicy    PrivilegePolicy, 
  privPolSyntax    InfoSyntax } 

 �\F�.�� #�.�� S#�0 ���T�(identifier) Z%���� �� �0�-�Q d��  ���� 2�.��(attributeDescriptor) �D�
 E��� >
 
A���� aY E��D ^	�� E�S�.  

 �\F�.�� ^��8� 2�.�� o�^#! �D��<(attributeSyntax)����� KD��� L*1  f�ASN.1 KD��� L�D� A���� ��V�� �1��$� 
 f������ASN.1 �\F�.� 7�y �
 �-V �	
  � �	0����56	���	 �7	�8 ������� ( ������ N�FuC�� A��*� ITU-T X.501 | ������ 

ISO/IEC 9594-2.  
 �\F�.��� F7>�(name) �D����/� G��:, ^��8�� x, E����� �.4 �MJ�� �u*, O%� L*1 A���� .  
 �\F�.��� �����(description)�MJ�� �u*, A��*� K�� L*1 �D����/� G��:, ^��8 .  

 �\F�.�� 7�8� o!�#��� 3�D	<(dominationRule) x\�, ��9� H����� #�C, A�\ �1 ����Q ¸�D �_�� "�� BQ3 " H����&�
+D�9���, OP�$�� x*-� ^	�� B,�$�� . �\F�.�� 7�8�0>� �7	�7 �	��(privilegePolicy)% �1��Q L*1 ^��8 d�� �*~��� � �%�

�0�� E�S� �D�
 E��� �%��, H����&� . �\F�.�� ^��8� ��	Z� �7	�E�� o�^#! �D��<(privPolSyntax)  L*1 ���
 �T�	, H����&� �%��%H����&� �%��% x�� Z$� ^	�� ZQ��� L*1 N�D �@�� L*1 ���� .� #�.D ����1� #�.D �b�h��� �@��

�0��� N��� H����&� �%��% ����� ��*��.� �� r$M��� ���D >.� �H����&� �%��]� ^����/� U��¬� b�cD3 b�h���.  
A���� K��� ��7�0@ ( &� Z%���� �	
 �h�D #3 �.4 &� . �3 >��-��� ?��9�� ��7�0@ ( Z%���� �	
 �h�D &3 ���

� !" �A���� ��7�0@ (�*]�� �7�:� �1 �T�	� G�7�:�� ��7�0C�.  
b�-P�7 t�~ !" Z%���� �	
 #�.D�.  

 O09D #3 �� �.4 �*�%� >
 B,�$�� A���� aY KD��� �3 ¹��~� ��1 �*]�� ���:�� �0��� d�� A���� K��� G7�0@�
 +D�9���, r*���� U���� ���$���"^����)��"���M��� ���)�� ( j�	V 	9�D #3� � . Z%���� �	
 L*1 ^��8 d�� A���� ��7�0@�
 A���� B/�7 B����� ( #f��e�� 2�.�� ���� 34	56(attributeDescriptorCertificate)�*]�� ���:�� B����� N�� �� .  

1.2.2.3.152�.�� ���� �0v��0    
 a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� A���� K��� ������ G�1�Q #��$�562�.�� 34	 

(AttributeCertificate).  

 attDescriptor MATCHING-RULE  ::= { 
  SYNTAX  AttributeDescriptorSyntax 
  ID    id-mr-attDescriptorMatch } 

h��� �-�$�� G�1�$�� �	
 Z"o;	�" Z%���� L*1 ^��8 �\�fe�� �-�$�� A\�V �_� � 2�.�� ����
(attributeDescriptor)� A\�V�  �-�$�� ( G7�h��� �*,�$�� ��\�.�� Z� r����� �J����� �-�$�� ( G7�h��� ��\F�.�

�\�fe��.  
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4.15  1��4d� �	�7�!  
1.4.15  �	)����  

���7��, ����� �*��� r*��D:  
<  8 L*1 b��7�Q #�.D #3 H����&� �� r$M��� L*1 �� ���7 7��%� G7�0@ >
 ��7�0C�� k�~� A\�V �_� �D�

��	��, ����� �	
 �� G��]�� ��H����&� L*1 ^��8 d�� �*,�$�� ����� K���� G7�0@ ZQ��.  
2.4.15  1���� H7�! 8�
%  

>*D �-V Z%���� B$~ EF��D:  
<  ����	 3�4�$ 
��9;� ���<	 /0*�.  

1.2.4.15  1���� ����! 34	5B� ���T� S#�0 H7�!  
A�\ �*% Z%���� �	
 B-��]� #3 �.4� ����� �� ��H����&� 7��%� L*1 ^��8 d�� ����� K���� G7�0@ L*1 �@�-V .

 ����� 7��%� G7�0@ ( �h�D #3 �.4 �-V) A�\ L*1 ^��8 G7�0@ ( ^31����.(  
��� ����� �	S �~��-�� ��H����&� �1�-' L*1 B:� #3 ������ 7��%� G7�0@ Z� B����D ^	�� H����&� �� r$M��� L*1 �

x*C� �3 r$M��� ?�Ê ��\�.�� 7�� >.� . N�-��%� �.4 ������ K���� G7�0@ ( ����� �� G��]� ��H����&� A\�V �_��
G7�0C�� ZQ�� �D�M�� B$�� �	
.  

>*D �-V B$�� �	
 EF��D�:  

 roleSpecCertIdentifier EXTENSION ::= 
  { 
  SYNTAX   RoleSpecCertIdentifierSyntax 
  IDENTIFIED BY   { id-ce-roleSpecCertIdentifier } 
 } 

 RoleSpecCertIdentifierSyntax  ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertIdentifier 

 RoleSpecCertIdentifier  ::= SEQUENCE { 
  roleName      [0]  GeneralName, 
  roleCertIssuer     [1]   GeneralName, 
  roleCertSerialNumber   [2]   CertificateSerialNumber OPTIONAL, 
  roleCertLocator     [3]   GeneralNames    OPTIONAL 
  } 

F�.�� �\ F7� 1����(roleName)�� �����, EF� . �\F�.� ( 7����� O%&� x]9\ �
 O%&� �	
 #�.D �Q� *0	b�(holder) 
�� B�� d�� ����� K���� G7�0@ ��Z%���� �	
 �0�.  

 �\F�.���1���� 34	56 1�g]s0 (roleCertIssuer)�0��� N��� ����� K���� G7�0@ ��:� d�� A���� �*% �D�� EF��� .  
 �\F�.��� 1���� 34	56 *E�E! F<1(roleCertSerialNumber)  K���� G7�0C� B]*]��� OQ� L*1 ���h� #� �^��8

����� . x\3 �~ID�� �!u� �_����*� G�D�h K���� G7�0@ ����� >u)�D ���	��, ����� �� G��]�� ��H����& . L*1 ���D�
 �\F�.�� x�� �� �Z%���� �	
 L*1 ^��8 G7�0@ ^3X1���� 34	56 *E�E! F<1 B]*]��� OQ� �� B�8 G7�0C, �0�1 ����]D #3 

 x\3 &� ���m�)�� +�, ( b�,�*� ��*]�� �	
 #�V #�� �D�[�k�/3 ��m�, ( x�� w�"�� !" . �)P�" �\F�.�� �	
 #�.��
����� 7��%� ��7�0@ ����� #3 #�7 ��	��, ����� �� G��]�� ��H����I� ½������� ��M��� ���D �� ����1 G��:,.  

 �\F�.���4K�� 1���� 34	56 H<�0 (roleCertLocator)�S�-��%� �.4 ����*�� L*1 ���h� #� �^��8  ZQ�� �D�M�� 
����� K���� G7�0@.  
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 �h�D #3 �.4� �1 G�7�� >��-1 ?��9� ��7�0@ �3 A�\ ��7�0@ #�.� d�� ����� 7��%� ��7�0@ ( Z%���� �	

H����I� �*��~ ��P�£ ��\��V �� �3 k�/3 A�\ ��*% �� ��*]�� �7�:� �0�� �� �A�\ ��*% . �	
 �h�D &3 ���

 ��7�0@ ( Z%�����*]�� ���:¬� �D�S� E��� Z%�� L*1 ^��8.  
����� K���� G7�0@ ZQ�� 7�� >.� ��h� #� �Z%���� �	
 B-��]D #3 H����&� �� r$M�� �.4�.  

b�7�h�� Z%���� �	
 �.D � �_��:  
 3(  =����� K���� G7�0@ ZQ�� �D�M�� k�/3 BP�%� B-��]� #3 ����  

w(  ���]� & ����W B-��]� #3 ���� ����� �� ��H����&� 7��%� B�)% ( ������ K���� G7�0@ �� ) �.4 ^3
����� ��H����� b��*y H����&� �� r$M��� B.CD #3.(  

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
1.1.2.4.151���� ����! 34	5B� ���T� S#�0 �0v��0    

S� E��� ������ G�1�Q #��$� �� ����� K���� G7�0C� �D� a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ 34	56
 2�.��(AttributeCertificate).  

 roleSpecCertIdMatch MATCHING-RULE  ::= { 
  SYNTAX  RoleSpecCertIdentifierSyntax 
  ID    id-mr-roleSpecCertIdMatch } 

 �-�$�� G�1�$�� �	
 Zh���"o;	�"�8 �\�fe�� �-�$�� A\�V �_�  Z%���� L*1 ^� 1���� ����! 34	5B� ���T� S#�0
(roleSpecCertIdentifier)�\�fe�� �-�$�� ( �*,�$�� ��\F�.�� Z� r����� �J����� �-�$�� ( G7�h��� ��\F�.�� A\�V� �.  

5.15  L��"��� �	�7�!  
1.5.15  �	)����  

��H����&� +D�9�, ������� ��)*��� r*���:  
 3(  � #3 �� ��P�0��� ��\��.*� b���� �A���� �*% ��7�0@ �1 GfD�-�� ��P�0��� ��\��.�� H����� ��7�0@ #�.

��/�� #�7 �� A�\ ��*% �0]9\3 B�� #3 �� . #3 �� F��� �� A���� �*% �.-�� #3 b�cD3 ���
��/�� #�7 �� A�\ ��*% �0]9\3 B�� . ����� F��� �� A���� �*% �.-�� #3 b�cD3 G!]� N�5 

=r~I��� +D�9���  
w(   +D�9� x�� ¹�� #3 �.4 ^	�� �%���� ��³�� #�.� ���� L*1 G�7�Q A���� �*% #�.� #3 ��

H����&� .=7��$�� �	
 U���~� �� r$M��� L*1 b��7�Q H����&� �� r$M��� #�.D #3 ���  
t(  0C�� ��%��% ���� L*1 G�7�Q A���� �*% #�.� #3 �� ��V�� �0*-��]D #3 �� d�� ���)$�� G7�

 k�� H����� +D�9� L*1 #��V�D ����1 O0]9\3 #�$��%& �+D�9��� G!]� �� ��, �-�� b�$~& H����&�
�	
 A���� �*%=  

7(   �	
 #3 �� �V��*� ���:z� �*,�$�� A���� G7�0@ ZQ�� �D�8 L*1 b��7�Q #�.D #3 H����� �� r$M��� L*1 ��
z��=������ G7�0C�� ( 7����� H����&� +D�9�, U�$D ¢~ H����&� �� >9.D �� x� �]��D ���:  


(   +D�9� ���/ �� ���� t���(DS) �	
 UF�¥ #�.D &� ���H����&� +D�9�, ��7�0@ ��:� ��*$�]� 
 �����DS��H����&� �	
 L*1 �V��� �9:, E�:��� L*1 b��7�Q .  
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2.5.15  7�! 8�
%L��"��� H  
������� Z%���� N�$~ EF���:  

 3(  '������	 1*2�	 )	���"$  

w(  '=� >?��@	 A�B	 )	���"$  

t(  '���C"@	 )	��9;�	 )�����  

7(  '�����	 1*& ���- /0*�  


(  '0D�C@	 E, ���F@	  

�(   G7 ����& ���4) A���.(...  

1.2.5.15  ��7	7d� 2�.�� �����
! H7�!  
 #� B$�� �	
 �)D?�-]� +D�9� �
 Z%���� �	
 L*1 ^��8 d�� G7�0C�� ( G��]�� ��H����I� r~I�� +D�9��� #�V .

+D�9��� G!]� N�5 L*1 ��Q �D�8 b�cD3 �.4 j�	V #�V #��.  

 EF��D�	$�� �B>*D �-V :  

 basicAttConstraints EXTENSION ::= 
 { 
   SYNTAX    BasicAttConstraintsSyntax 
   IDENTIFIED BY   { id-ce-basicAttConstraints } 
 } 

 BasicAttConstraintsSyntax ::= SEQUENCE 
  { 
   authority    BOOLEAN DEFAULT FALSE, 
   pathLenConstraint  INTEGER (0..MAX) OPTIONAL 
  } 

 �\F�.�� ���E��(authority)�&� +D�9�, & U3 x� b�:/�� B���� #�V #� �)� �D�h �� H���. �\F�.�� �-�Q A\�V �_�� 
���E�� ^��]� "�);	�" �
� �b�cD3 A�\ �*% 	P��1 B���� #�.D ��$��� G�1��� Z� �����, +D�9���, x� �/��� ���

�*:�� ��_ . �\F�.�� �-�Q A\�V �_�� ���E�� ^��]�"��I	�"£ b�\��V 	P��1 B���� #�.D � +D�9�, x� b�:/�� l��� �b��P�
�H����&.  

 �\F�.-*� #�.D &� 3�E� 8�I ���
!(pathLenConstraint) �\F�.� �-�Q A\�V �_� &� 2�� ^3 ���E�� L*1 �1�J�� 
"�);	�."+D�9��� G!]� ( G7�0C�� �	
 Z)�� #3 �0�.4 d�� A���� �*% ��7�0@ �� Oq1�� 7���� >�� >
�  . N���

7�0C�� �	
 �~�� #3 L*1 �9� �-�$��A���� ��*]� l��� ��P�0��� ��\��.*� a$� ��7�0C�� ����� x�.4 G . ����1�
&   B$~ �0qD3�E� 8�I ���
! G7�0@ ^3 (  G!]� N�� F�~ 7�h� U�1 L*1 bI��7 j�_ #�.D �+D�9��� G!% ��

+D�9��� .G!]�� ( x�*� d�� G7�0C�� �� 3�)D ���$��� N��9� #3 �~ID� .���� ���$� d�� A���� �*% ��7�0@ 7�1 7F�
>P�0��� #��.�� G7�0@� ���$��� �0�� 7����� A���� �*% G7�0@ �, �h�� . +D�9��� G!]� �� Z$�� N�5 b�cD3 7F�� ���$����
>P�0��� #��.�� G7�0@� Z%���� �	
 L*1 �D���� G7�0C�� �, 7�h��� .���� �*% ��7�0@ 7�1 L*1 !��� ^3 x� l��� A

Z%���� �	
 L*1 ^��8 d�� G7�0C��� �$p�� �eF%�� �, +D�9��� G!]� ( G7�h��� . +D�9��� G!]� N�5 #�� x�*1�
Z%���� �	
 ��F�$D ^	�� Z$-*� Oq1�� N��� �� vV3 #�.D #3 �.4 �*��.�� . �*% ��7�0@ 7�1 ( ���$��� O.M�D�

�� A���� �*% G7�0@ �, G7�h��� A����>P�0��� #��.�� G7�0@� ���$��� L*1 �D�� . �� Z$�� �	S >*.�� N��� #�� x�*1�
�pV�� L*1 ��7�0C, ���$��� �-�Q �� vV3 #�.D #3 �.4 G!]��) . ������� ��$��� ( ��7�h��� ��7�0C�� B-CD �	
�

������� ��$��� �, G7�h��� A���� �*% ��7�0@ Z� Z$�� �� Z%���� �	
 �-�Q �
7�1 ��$� d��.(  
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 �7�:� �0�� �� �A���� ��*% �1 G�7�:�� >��-��� ?��9�� ��7�0@ ( �3 A���� ��7�0@ ( Z%���� �	
 �h�D #3 �.4
��P�£ ��\��V �� �3 k�/3 A�\ ��*% �� ��*]�� . E��� Z%�� L*1 ^��8 ��7�0@ ( Z%���� �	
 �h�D &3 ���

�:�� �D�
�*]�� ��.  
 �\�.�� �-�Q A\�V� A�\ G7�0@ ( b�7�h�� Z%���� �	
 #�V �_�����E�� ^��]� "�);	�"X x� b�:/�� B���� #�.D 

 ��7�0@ �����, +D�9� #�7 �.�� �k�/3 ��\��V �� �0�� G7�h��� ��H����&� �F�9� ����, A�\ ��7�0@ �����,
>��-1 ?��9�.  

b�7�h�� Z%���� �	
 #�V �_�� Z%���� #�V� �>��-1 ?��9� G7�0@ (  ��7	7� �����
! (basicConstraints) #3 L*1 N�D
 �	
 �F�9� �$~& >��-1 ?��9� ��7�0@ �����, x� b�:/�� �~�:�� #�.D �G7�0C�� ����� �*% �
 b�cD3 �~�:��

A�\ ��7�0@ �����, x� �/�D & �.�� �k�/3 ��\��V �� ��H����&� .��$� #�V �_�� ��9D �b�7�h�� G!]�� N�5 �
 Z%���� ( 7�h�� ���$� ^3� Z%���� �	
 ( 7��� ���$��� Z5�$� B/�7 a$� �~�:����7	7� �����
! . �	
 #�V �_��

 Z%���� �.�� >��-1 ?��9� G7�0@ ( b�7�h�� Z%������7	7� �����
! �
 �~�:�� #3 L*1 N�D #�V �3 �b�)P�" #�V 
 �>P�£ #��V�-]D &��H����&� +D�9�, !/�� �	S 	P��1 .  

�:�� �D�$� �]~ t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4�G7�0C�� � . B���� #�� &�� �b�h�~ O%�D #�, L��D�
 & ^	�� ��7�0C�� �	
 Bp� H����&� �� r$M��� B-��]D� ��7�0C�� �����, U�$D �Q �A�\ �*% #�.D #�, b�:/�� #�.D

b��0%.  
>*D �� 	P��1 B:� �t�~ x\�, b���%�� #�V� b�7�h�� Z%���� �	
 #�V �_��:  

<   �\F�.�� �-�Q A\�V �_����E�� L*1 �1�J�� !" "�);	�"X &  ��cD�9�� B-��]D x, �F�9�� A���� 7��D
=G�D�h  

<   �\F�.�� �-�Q A\�V �_�����E�� L*1 �1�J�� "�);	�"X �\F�.�� A\�V� � 8�I ���
! 3�E
(pathLenConstraint) +D�9��� G!]� A\�V �_� �� r$M���, 	P��1 H����&� �� r$M��� U�$D �G7�h�� 

 ���$��� U��8 �0�[��� �D��[�3�E� 8�I ���
!.  
 U�q��� L*1 ���D x, E���D & H����&� �� r$M��� #�V� �t�~ !" x\�, b���%��� b�7�h�� Z%���� �	
 #�V �_��1 #3 	P��

-��]D�D�h +D�9�� x��-��%� �.4 x, ��9�� A���� #�V �_� �� 7�M�� k�/3 BP�%� B.  
 �-�Q Z� b�7�h�� #�V �_� �3 �7�h�� !" Z%���� �	
 #�V �_��H�	���� a$� b��P�£ b�\��V #�.D #�, b��F�$� B���� #�.D �����/ 

+D�9� ^�, U�$D #�, B��M*� �-]D &� �A�\ �*% l���A���� G7�0@ ( G7�h��� ��H����I� .  
1.1.2.5.15��7	7d� 2�.�� �����
! �0v��0    

 �����$� ������ G�1�Q #��$� a-��� �� A�\ �-P�$, �J���� �-P�Q ^��]��� �~ �� ��%�%�� A���� 2�.�� 34	56
(AttributeCertificate).  

 basicAttConstraintsMatch MATCHING-RULE  ::= { 
  SYNTAX  BasicAttConstraintsSyntax 
  ID    id-mr-basicAttConstraintsMatch } 

 �-�$�� G�1�$�� �	
 Zh���"o;	�" Z%���� L*1 ^��8 �\�fe�� �-�$�� A\�V �_�� � ��7	7d� 2�.�� �����
!
(basicAttConstraints)��\�.�� Z� r����� �J����� �-�$�� ( G7�h��� ��\�.�� A\�V� ��\�fe�� �-�$�� ( �*,�$�� .  

2.2.5.15  �� �K�"� F7>� �����
! H7�!  
 ��7�0C�� ( G7�h��� �*���� ��³3 Z�� ZQ��� x�� 7�M�� #3 �� ���³3 #�.� L*1 x, �F�9�� O%&� �����$� B$~ N�D

 G!]� �� �������+D�9���.  
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>*D �-V B$�� �	
 EF��D�:  

 delegatedNameConstraints EXTENSION ::= { 
  SYNTAX   NameConstraintsSyntax 
  IDENTIFIED BY   id-ce-delegatedNameConstraints } 

 Z%�� �� ¼��D d�� �$D��� l9�, Z%���� �	
 ¼��D�����
! F7>� (nameConstraints) ��7�0C� >��-��� ?��9�� . �_��
 �\F�.� A\�V�%�$E� ��D#"�� 1	J6d�h��  ��o@�� �	
 ( G7��� �0�*��~ ��³3 d�� A���� ��7�0@ &� B)$� & �G7�

��1�9���*���� A���� �*% �1 G�7�:�� A���� ��7�0@ Z�� B�3 �� � ��3� +D�9��� G!]� ( ������� A���� ��*% �1� 
 �\F�.� A\�V �_�3��)�E� ��D#"�� 1	J6d��7�� A�\ G7�0@ ^3 B)$� I� �G7�h��  �1 �3 �*���� A���� �*% �1 G

��1�9�� ��o@�� �	
 B/�7 �0*��~ O%� Z$D� �+D�9��� G!]� ( ������� A���� ��*% . #��\F�.�� A\�V �_�� 1	J6d�
3��)�E� ��D#"�� 1	J6d�� �%�$E� ��D#"����7�h��  #I1R �D����� L�� ��.,�C�� ��³�� �\�.� #�V� ��-0��*V 

�%&�7��).  
 �7�:� �0�� �� �A�\ ��*% �1 G�7�:�� >��-��� ?��9�� ��7�0@ ( �3 A���� ��7�0@ ( Z%���� �	
 �h�D #3 �.4�

k�/3 A�\ ��*% �� ��*]�� . ^��8 ��7�0@ ( �3 ��P�£ ��\��V �� G�7�� ��7�0@ ( Z%���� �	
 �h�D &3 ���
�*]�� ���:�� �D�
 EF��� Z%�� L*1.  

�� Z%���� #�V �_�� �>��-1 ?��9� G7�0@ ( b�7�h�� Z%���� �	
 #�V �_F7>� �����
! �~�:*� �.4 �j�	V b�7�h�� 
 Z%���� ( 7��� ���$���� Z%���� �	
 ( 7��� ���$��� Z5�$� ( a$� +D�9���, U�$D #3F7>� �����
!.  

�$� �]~ t�~ !" �3 t�~ x\�, Z%���� �	
 O%�D #3 �.4��:�� �D ��A���� G7�0@ . #�� &�� �t���, O%�D #�, L��D�
 x�Q��� ^	�� ��³�� #�.� ( ��Q�� +D�9��� G!]� ( ������� A���� ��7�0@ #3 �� r$M�D & �Q A�\ G7�0C� B-��]��

G��:�� A���� �*%.  
1.2.2.5.15�� �K�"� F7>� �����
! �0v��0    

 �����$� ������ G�1�Q #��$� ^��]��� �~ �� x, �F�9�� O%&� a-��� �� A�\ �-�$, �J���� �-�Q2�.�� 34	56.  

 delegatedNameConstraintsMatch MATCHING-RULE  ::= { 
  SYNTAX  NameConstraintsSyntax 
  ID    id-mr-delegatedNameConstraintsMatch} 

Zh��� �-�$�� G�1�$�� �	
 "o;	�"X�� �-�$�� A\�V �_�  Z%���� L*1 ^��8 �\�fe 2�.�� F7� �����
!
(attributeNameConstraints)X �-�$�� ( G7�h��� ��\�.�� Z� r����� �J����� �-�$�� ( G7�h��� ��\�.�� A\�V� 

�\�fe��.  
3.2.5.15   H7�!���)
� 34	5B�� �	7	�7  

 ��7�0@ Z� +D�9��� ( ����)$�� G7�0C�� ��%��% B$~ B-��]D #�V d�� ���)$�� G7�0C�� ��%��% ( O.M�*� �A����
+D�9� G!]� ( ������ �*��M*� >��-��� ?��9�� ��7�0@ �0)h�� ��:� #3 �� . �� �1�-` A���� �*% 7�����

 ( ��%��]��H����&� ��JF�9D &3 +D�9��� G!]� ( ������ �D��:�� �� �*�� #3 L*1 �
�1�]D �B$�� �	
 G7�h��� ��
 ��%��]��� �~�� �� �pV3 �3 G7���� G7�0C�� ��%��% �� G�~�� �h�� G�7�� >��-1 ?��9� ��7�0@ >*��� &�
 �0)h�� ��:� #3 �� #�V d�� ��%��]�� �0�.�� �A���� G7�0@ �0)h�� ���� d�� ��%��]�� A]�� ��
 �
 G7F����

*��M*� ���)$�� >��-��� ?��9�� ��7�0@������ �.  
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>*D �-V B$�� �	
 EF��D�:  

 acceptableCertPolicies EXTENSION ::= { 
  SYNTAX   AcceptableCertPoliciesSyntax 
  IDENTIFIED BY   id-ce-acceptableCertPolicies } 

 AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId 

 CertPolicyId ::= OBJECT IDENTIFIER 

 A�\ ��*% �� �*]�� �7�:� �0�� �� �A�\ ��*% �1 G�7�� A�\ ��7�0@ ( &� Z%���� �	
 �h�D #3 �.4 &
k�/3 .>��-1 ?��9� G7�0@ ^3 ( �3 ��P�£ ��\��.� A�\ ��7�0@ ( Z%���� �	
 �h�D &3 ��� . +D�9��� ���~ (�

��� ?��9�� ��7�0@ U�e�]D ^	�� �\F�.�� ���� �>��- 34	5B�� �	7	�7(certificatePolicies) ��_ ���%���� �� �
!"� 
��9P����� l9\ ��*:��.  

�h� �_� �t���, Z%���� �	
 O%�D #3 ���.  
 ^�V�� Z�� #3 �� �V��D #3 r$M��� L*1 �� �x-09D H����&� �� r$M��� #�V� b�7�h�� Z%���� �	
 #�V �_��

 ��H����&� G7�0C�� ��%��% �� G�~�� �h�� >��-1 ?��9� G7�0C, O£�$��%� O�D +D�9��� G!]� ( ��, �-�� �D7�����
G�~�� �� �pV3 �3 G7����.  

��� �	
 #�.D ����1�G7�0C�� +�� �� �x-09D & H����&� �� r$M��� �.�� �b�7�h�� Z%�.  
1.3.2.5.15���)
� 34	5B�� �	7	�7 �0v��0    

#��$� a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� ���)$�� G7�0C�� ��%��% ������ G�1�Q 2�.�� 34	56.  

 acceptableCertPoliciesMatch MATCHING-RULE  ::= { 
  SYNTAX  AcceptableCertPoliciesSyntax 
  ID    id-mr-acceptableCertPoliciesMatch } 

 �-�$�� G�1�$�� �	
 Zh���"o;	�" Z%���� L*1 ^��8 �\�fe�� �-�$�� A\�V �_�  X���)
� 34	5B�� �	7	�7 A\�V�
�\�fe�� �-�$�� ( G7�h��� �*,�$�� ��\F�.�� Z� r����� �J����� �-�$�� ( G7�h��� ��\F�.��.  

4.2.5.15  ���E�� 2�.� ���T� S#�0 H7�!  
��&� �F�9� d�� A���� �*% k�� #�.D #3 �� x��� �BQ�� L*1 H����&� l9\ ���H����&� +D�9� ��*-1 ( ��H��

H����&� l9\ +D�9�, ��/���� . Zc� #3 �>P�£ #��V �� �3 k�/3 A�\ �*% �� H����&� +D�9�, U�$� A�\ �*]� �.4
7�0@ ( �3 A���� �*% G7�0@ ( Z%���� �	
>
 �
��:� >P�£ #��V G . b��@�� Z%���� B.CD� L*1 N�D K*�� ��

B,�$�� H����&� �0�� x��� ��%3 �Q �Z%���� L*1 ^��8 d�� G7�0C�� ���:�� #�V d�� G7�0C�� . #3 H����&� �� r$M�� �.4�
 B��~ �� b��.� xcD�9� #�.D >.� H����&� �� >9.D �� �0D��  �G���:z�� A���� �*% #3 �� �V���� Z%���� B-��]D

d�� G7�0C��Z%���� �	
 L*1 ^��8 .  
>*D �-V B$�� �	
 E��D�:  

 authorityAttributeIdentifier EXTENSION  ::=  
  { 
  SYNTAX   AuthorityAttributeIdentifierSyntax 
  IDENTIFIED BY   { id-ce-authorityAttributeIdentifier } 
  } 
 AuthorityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId 
 AuthAttId  ::= IssuerSerial  
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G7�0C�� B��~ �� ��H����� G��, b�cD�9� �-c�� #3 �0�.4 Z%���� �	
 L*1 ^��8 d�� G7�0C��� . �	
 7��%� #�V �_��
 �.4 �G�~�� G7�0@ �� �pV3 ( k�h �Q #�V �G7�0C�� �	
 ����3 d�� A���� �*% �� ��H����&� #3 Z%���� �	S

�@�� �� �pV3 �-c�D.  
 �
!" A�\ ��*% �� A�\ �*% �1 G�7�� >��-1 ?��9� ��7�0@ ( �3 A�\ G7�0@ ( Z%���� �	
 �h�D #3 �.4�

��H����I� �*��~ ��P�£ ��\��V L*1 �3 . ��7�0@ ( �3 �*]�� ���:�� �1 G�7�� ��7�0@ ( Z%���� �	
 �h�D &3 ���
��-1 ?��9� �*]�� ���:�� �D�
 E��� Z%�� L*1 ^��8 >.  

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
1.4.2.5.15��0  v2�.�� ���7 ���� S#�0 �0  

 a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� �*]�� A�\ �D�
 E��� ������ G�1�Q #��$�2�.�� 34	56.  

 authAttIdMatch MATCHING-RULE  ::= { 
  SYNTAX  AuthorityAttirbuteIdentifierSyntax 
  ID    id-mr-authAttIdMatch } 

h��� �-�$�� ������� G�1�Q Z"o;	�" Z%���� L*1 ^��8 �\�fe�� �-�$�� A\�V �_�  ���E�� 2�' ���� S#�0
(authorityAttributeIdentifier)X Z� r����� �J����� �-�$�� ( G7�h��� ��\F�.�� A\�V�  G7�h��� �*,�$�� ��\�.��

�\�fe�� �-�$�� (.  
5.2.5.15  #6	)� �Q 1�g]t� H7�!  

G�@�)� !" G��:, ��m�)�� +�, ( H����&� +D�9� �.4 . ( UF�e�� ��:D #3 +D�9��� �\�� �*D ����� �	
 Bp� (�
 +D�9��� ���/(DS) x�1 �,��\ H����&� �F�9� G7�0@ )x³�, (#��V �� G7�0@ ( �@�)�� !" ���:z�� B$~ B-��]D� �/W 

�*]�� ���:�� �� +D�9��� ���/ ( UF�e�� �� G�7�� >��-1 ?��9� G7�0@ ( �3 A�\ . #3 Z%���� �	
 7�h� ¸�D�
 �)~�:�� A���� �*%)+D�9��� ���/ ( UF�e�� ( G7�0@ ��:�� a�%�V B-�� #�, �	
 �*]�� ��:� �� �S �/��

F�9��D�/W +D�9� >¡�� �1 �,��\ H����&� �.  

indirectIssuer EXTENSION ::= { 
 SYNTAX  NULL 
 IDENTIFIED BY  id-ce-indirectIssuer } 

b�-P�7 t�~ !" Z%���� �	
 #�.D�.  
 a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� �@�)�� !" ��:�� ������ G�1�Q #��$��2�.�� 34	56.  

indirectIssuerMatch MATCHING-RULE  ::= { 
 SYNTAX NULL 
 ID id-mr-indirectIssuerMatch } 

 �-�Q G�1�$�� �	
 Zh���"o;	�" X Z%���� L*1 ^��8 �\�fe�� �-�$�� A\�V �_� #6	)� �Q 1�]�(indirectIssuer) 
� �-�$�� Z� r����� �J����� �-�$�� ( G7�h��� �-�$�� A\�V �_���\�fe�� �-�$�� ( �*,�$�.  

6.2.5.15   /D ��	�' 14	�) F7	�(...  
 �@�)�� !" ���:z�� t��D)+D�9��� ���/ ( UF�e�� (�	
� �A�\ G7�0@ ( Z%���� �	
 d�� A���� �*% L*1 N�D Z%���� 

� +D�9��� �*]*% ��C\�, �-]D� �A���� G7�0@ ��:D #3 +D�9��� ���/ ( UF�e�� �� A)*5�0��~I� ���Q�.  

issuedOnBehalfOf EXTENSION ::= { 
 SYNTAX GeneralName 
 ID id-ce-issuedOnBehalfOf } 
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 �\F�.��� 5�*�	 A�B	(GeneralName) �@�)�� !" ��:�� �� A)*5 d�� A���� �*% O%� >
 )+D�9��� ���/ ( UF�e�� (
�	
 A���� G7�0@ ��:D #3.  

G7�0@ ���:�� L*1 ��� ��*% �1 �,��\ A���� ��7�0@ ����� H����� �*]�� ���:�� �� ��� �Q #�.D #3 ��	
 A���� 
x��\ G7�0@ ( �@�)�� !" ��:�� Z%�� rD�5 �1 �k�/3 A�\.  

+D�9��� G!]� ��~I:�� ���Q� #�-J Bh3 �� �U�f*�� �]~ t�~ !" �3 b�h�~ Z%���� �	
 #�.D #3 �.4�.  

16  # �.��# /	0(-"���#$	 %12  

H����&� G!]� �[��� H����&� �� r$M��� U�$D . A���� ��7�0@ Bh3 �� ��� b�1�\ �*��-�� G�]�� �[��� �1��Q #�.��
>��-��� ?��9�� ��7�0@�.  

!]�� �[��� k�/�� ��\�.�� +�,���)�� �	
 ( �0��� ����� !" G���Q�� ��7�0C�� ����Q�� �� r$M��� >
  ��~I� 
j�_ !"� ��7�0C�� ��~I� �����.  

 G�$9�� ( ?��C�� >%�%�� ���hR��1.16 G�~�� G7�0@ �� K���� d�� H����&� ��!]� ( w�*�� ��~� �
 ��\73 ) ^3
�*]�� ���:�� �� H����&� �V�� �� G�@�)� ���%3 �Q ��H����&� #3( b���]� H����&� #�V �_� &� ���7 �� .� ����� �	
 (

 �� ��F���� ��H����&� ���%3 d�� ����� K���� G7�0@ L*1 N�:�� �*D #3 H����&� �� r$M��� L*1 #�.D ��� �G!/��
 G�$9�� ( ?��C� �
 �-V �����2.16 Z� B{.C� !" r$M��� #�V #� ���\73 ���*� ��F���� ��H����&� . �V�� U�Q �_��

� +D�9�, H����&� G�$9�� ( 7����� +D�9��� G!]� ���h� b�cD3 �*D ���%� A�\ �*% �%��, �H����3.16 . k7�D &�
 ��H����&� A\�V �_� �� 7�M�D #3 B)Q �#�D7�D +D�9��� �[��� ���h�� ����� �[��� ���h�� ���,���� G��:, #����hR� #�	


R� B/�7 N�-��%&� ���% ( �& U3 ����V G�V���>%�%�� ���h.  
1.16  +7	7d� �l	�� v�#,9  

 �� r$M��� ��G!]�� ( G7�h�� G7�0@ BV ( 7����� Z�Q���� . ��7�0@� ����Q���� ��~I� ���Q�, �$*���� �����hR��
G�$9�� �	
 ( G��.� !" >��-��� ?��9�� .( 7�h�� #��V BV �D�
 �� r$M�D #3 H����&� �� r$M��� L*1 ��� �G!]�� 

 ��)�� �����h� b���e�]�10 . ��~I� �� r$M��� G���c��, >1��]D A�\ G7�0@ L*1 Z�Q���� �� r$M��� #3 �~ID�
�0��� N��� >��-��� ?��9�� G7�0@ . �[��� �����h� L*1 �� �A���� ��7�0@ U��e�%�, G��]� ��H����&� #�.� �~�
1 ����3 ���)�1&�, 	/�� #3 G!]�� ���)�� �� ��-���� ������� +�, �H����&� �V�� A���� G7�0C� ��P�0��� ��~I:�� �D�8 ��*-

 ���M���PMI ���M��� ���)��� PKI. ���~I:�� �V��� #3 7�o�� GJK b��)� �G7�0C�� �	
 ( G7����� ��H����&� N�-��%� 
�� �
!" Z�� �*:�� ��_ H����&� �%��% Z� ^�� �\��$�G7�0C�� x�� B-��]� ^	�� ���]�� ( �)~�:��� ����*��� .  

���]�� ( x��-��%& �k���� H����&� ��V�� bI�� ^��D H����&� B��~ #�V #� N�-��%&� ���% 7�� #3 ��� . 7�h��
�D�M��� �	
 ���h� ( x�*1 �-���� x��_ �® b����V l�� �*% ���:�� �¡ �Q���� ��7�0@ �*]*%. �)"� �)� #3 �� B, 

j�_ �� r$M��� O�D #3� G7�0C�� �	
 N�-��%� ( ?�J� B., H����&� B��~ . �	
 Bp� #3 �� �V���� ����W #�� j�_ Z�
�9����� �	
 ��\ t��/ Z$� �b����� b���)�� H����&� B��~ x�)�3 �Q H����I� ��V���� . ��V�� �� r$M��� �.4 �j�_ L*1 N�p��

H����&����]�� �	
 �-J G7�0C�� �	
 N�-��%� ( x�)"� �0�� �)D �G7�0C�� �	
 �� ���~� Z�Q��, H����&� B��~ U�Q �_� .  
 Z%���� L*1 ^��8 &� G!]�� ( G7�h�� A�\ G7�0@ BV +} �-��� #E��0 8	��9 �,�� >(noRevAvail) L*1 �� �

�0C�� �	
 #3 �� �V��D #3 H����&� �� r$M����S�,� �� � G7.  
 ��� L-]�� AQ��� ( ¯�� �
 �V��� H����&� #3 �� �V��D #3 H����&� �� r$M��� L*1"O��$��� AQ�" �.4 ^	�� ���� �

 ( �i��h�18� L� r$M��� ^�� �_�9��� ( O.M��� ���/ ���% (� r,�% AQ� ^3 ( �3 r$M�*� ���� AQ��� ( ^3 �
 AQ��� ( b�-P�7�J��� .���� AQ��� ( �3 r,�% AQ� ( r$M��� ^�� #3 �.4 +���� U�1 ���% >9� j�_ Z�� . ��,�

 Z�-[ ��~I:�� ���� B/�7 Z$D O��$��� AQ� #3 �� �V��D #3 H����&� �� r$M��� L*1 �� ���7�0C�� ��~I� ���Q�
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G!]�� ( �*-��]�� ��7�0C�� .G�~�� ^3 A\�V �_� �j�_ Z�� L*1 ^��8 �G!]�� ( G7�h��� ��7�0C�� ��  Z%����
 2<��� ����!(timeSpecification)#�� � #3 b�cD3 �V�� #3 �0�*1 �� H����&� ��V�� ��Q�3 L*1 �1�J��� �����$��� 

O��$��� AQ� ( b�cD3 ¯�� H����&� ��V��.  
 Z%���� #�V �_� ���5�E� �	0����(targetingInformation) B-��]� G7�0@ ( b�7�h��  L*1 �� �H����� ��V���

����0�]�� �-P�Q ( #�7��� ��-0�� �V��D �D	*�� ����� �3 UF�e�� #3 �� �V��D #3 H����&� �� r$M���.  
 ���7 7��%� G7�0@ >
 G7�0C�� A\�V �_�� G�$9�� ( ?��C�� �[���� ���h� #�.D2.16�&� #3 �� �V��*� b��H&  ��H���

ª �Q �)%�����0�D�
 EF���  . ���:�� �� G�@�)� b���]� #�.D #3 �� b&�, �#��V �� H����&� +D�9� k�h �Q #�V �_��
 G�$9�� ( ?��C�� �[���� ���h� #�.D �H����&� �� r$M��� x, rpD ^	�� �*]��3.16 �Q +D�9��� #3 �� �V��*� b��H& 

�-�*% �$D�, k�h.  
1 ���N�-��%&� ���]� & U3 ����V >
 �
��V�� �D��[� ��H����&� A\�V #� b�cD3 7�� #3 H����&� �� r$M��� L* . Zc��

�
��)�1� >u)�D ��m�, �&�M�� ^3 K���� B-C�� ��D�M��� �	� U��$*� ��HI�� �1��$�� H����&� �%��% . ��H����&� Z���
���� ��H����&� �0�� �� �G�V��� G�$9�� ( ?��C�� ����� ���h� �� ��2.16 G�$9�� ( ?��C�� +D�9��� ���h� ��� 3.16 �

 �*� ��_ ��m�, �&�M�� ^3�)^��[� w�]�� ���� �3 U���� �� AQ��� ^3 ( �D�M�� �H����&� �%��], �0�\��$� ^��
�� N�-��%&� ���]� & U3 ����V A\�V �_� . Z%���� #�V �_��>� �	7	�7 ���)
� �	��0(acceptablePrivilegePolicies) 

 >
 �\��$-*� H����&� �� r$M��� �0��e�]D d�� H����&� �%��% A\�V �_� &� b�Mh�\ H����&� ��V�� #�.D & �b�7�h��
Z%���� �	
 ( G7�h��� ��%��]�� �� G�~��.  

�*)� Z�� H����&� �� r$M��� �� U�$� �r$M��� �Ê �_���*:�� ��_ �*-��]�� ��u.  
2.16  1���� �l	�0 v�#,9  

�� ��H����&� L*1 B:� #3 H����&� �� r$M��� L*1 �� ������ 7��%� G7�0@ >
 �0�*1 �V��� G7�0C�� A\�V �_� ���
����� �� G��]�� . A���� ( H����&� �V�� �� ��]�� ����� O%� �h�D� 1����(role)G7�0C�� ��  .�� �*�.C� A\�V �_

 ��]� d�� ����� K���� G7�0@ ZQ�� 7�� #3 r$M��� t��� �$� �LF-]�� ����� ��H����� bI�� ^��8 & H����&� �� r$M���
����� �	
 �� ��H����&� . A�\ ( G7����� ����*��� U��e�%� �.4�1���� Z%���� (�  1���� ����! 34	56 ���� S#�0

(roleSpecCertIdentifier).  
&� #�.��bG��]� ����� �� G��]�� ��H���� ^�� d�� G�V��� ��H����&� �, G7��� �����, #�.�� �H����&� �V�� �� b��-J 

 ���hR� ( H����&� �%��], �0�\��$� G�$9�� ( 7����� >%�%��1.16 G�V��� ��H����&� �_� �� �D�M�� ���]� & U3 ����V 
��%&�N�-.  
3.16  L��"��� �l	�0 v�#,9  

 �� r$M��� L*1 �� ���%� A�\ �*% rD�5 �1 H����&� �V�� �� �0cD�9� k�h �Q G�V��� ��H����&� A\�V �_�
�� �V���� rD�5 �1 ����� +D�9� G!]� >
 G!]�� #3 �� �V��D #3 H����&�:  

<   >
 +D�9��� G!]� ( G7�0@ ��:� A�\ �*% BV #3=j�_ B�9, �S �/�� �*%  
<   �J��9�� O%&� �����$�� G!]�� �� �)]���, ���� G7�0@ >
 +D�9��� G!]� ( G7�h�� G7�0@ BV #3

=�0�*1  
<   �~ �� ���� >��-1 ?��9� G7�0C, �$���]�� #��V �
 +D�9��� G!]� ( 7�h�� #��V BV #3 ^3

=�%��]�� ( �J��9� �����$�  
<  �h�� & x\3x*-8 d�� H����&� �� vV3 b�H����� ��9� A�\ �*% ^3 .  
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�+D�9��� G!]� ��~I� ���Q�, H����&� �� r$M��� 3�)D #3 B)Q�� ������ L*1 B:� #3 x�*1 #�.D  �.4 >*D �� ��, ^3
 ��/W ��:� ^3 �� H����&� �� r$M��� x�*1 B:� #3 �.4 �3 �H����&� �V�� rD�5 �1 x�����bIp� B�����V . �.4 �-V

k�/3 BP�%�, �3 �,F�)� �$��� ( H����&� �� r$M��� �� ����� ���\ ����.  
<  ������ �*]�� ���:�� Z�Q�� ��~I� ���QR B-��]�� >��-��� r$M��� ?��9� ( �$p�� ���Q� . ���Q� �.4�

1 ?��9� G7�0C, ���� ����� t��/ Z$� BP�%�, ��� �$p�� �	
 �*% �1 �*% ���:�� �� G�7�� >��-
b�9*% �0�� �$p�� ZJ� �Q H����&� �� r$M��� #�.D �G7�0C�� ����� . L*1 G7�0C�� �	
 Bp� ^��8 ����

 Z%���� ���E�� 1�g]h0 ���� S#�0(sOAIdentifier).  
<  ( �~�:*� B����� ���\ Z%�� ( �3 x��\ G7�0@ ( �9C�� �H����&� �V�� H�����>��-��� ?��9�� G7�0@ .  
<  ������ �*]�� ���:�� �� H����&� �V�� �� ��7�0C�� +D�9� G!]�.  
<  ���V�� ^��[� H����I� ��)������ G�1�$�� . �*]�� ���:�� �1 �7�:�� A���� K��� �� �0�*1 N�:�� �.4�

�/ Z$� BP�%� v1 �0�*1 N�:�� �.4 �3 ������� A���� �1 N��]������� t�.  
<  �� �%��%����� t��/ ��Q���� BP�%��� +�, �� �3 B����� �� �0�*1 N�:�� �.4� �H����.  
<  �
!"� ^��[� w�]�� ����� ����� AQ��� �3 »D����� B-C�� d�� ��m�)�� �&�M���.  

 ����hR� �	
 �1 ¶����� >h���� ��*]*� b��9��� ¤��.� 	�9�� ���
 #�.D #3 �� ���H���e*� l��$� �h�D & j�_ Z��
���F�� �I/���� �� �M�M:�� ��h��ez�� t����%& ��� r�)� �0*-��]D d��.  

 G�@�)� !" ���:�� �1 G�7�� A���� ��7�0@ x�� #�.D d�� ����� (�)+D�9��� ���/( b���� F�$D #3 r����� E�*� >u)�D �
>*D �-V +D�9��� �*]*% ��~I�:  

(i  )D O%�� ���:z�� O%� t�e�]D� �>P�0��� #��.*� A���� G7�0C, r����� E��� 3� G7 ����& �����	
(issuedOnBehalfOf).  

(ii  ���:z�� #�, F�$D� ����:z�� A�\ r����� E��� t�e�]D���:�� �
  �@�)� !"  �*]�� ���:z�) Z%���� x�� ^3
0D�C@	 E, ���@	(.  

(iii  ��� E��� t�e�]D A�\ �*]� A���� G7�0@ r��MG7 ����& 
�����	 �1�-' �
��1 A���� �*% #�, F�$D� 
>P�0��� #��.*� G�7�� H����&� ���\ �� �$P��.  

 �*~��� �� r����� E��� 7��D�(ii G7�0@ �� B:D #3 �� 	P��, �*]*]�� ��:D� �A���� �*]� A���� G7�0@ bI-��]� 
7�:�� A���� �*]� A���� �1 G����:���*]�� .  

1.3.16  ��)!�#��� 3�D	
�� �	���0 ���0	�! /0 �
O���  
xcD�9� ^��[� H����&� Z� ��)������ G�1�$�� �~�:�� . N�:M*� ��HI�� �$D�*� &� ��V���� �1��$� & l��$� �h�D &�

��)������ G�1�$�� L*1 . Z��� ��)������ G�1�$�� ��*��.� �� r$M��� �.4 j�_�h�e�]� . G�7�:�� A���� K��� G7�0C� �.4�
 L*1 ^��8 #3 �xcD�9� ^��[� A���� �1 N��]�� �*]�� ���:�� �1G#���)������ G�1�$*�  . H����&� �� r$M��� Z��]D�

 �{��7 »]�D #3 G#"��U�9�� d�*-1 �, #��$D #3� ��h�e�]�� ��)������ G�1�$�� �e]\ �� .,��� ��\�V �_�� r$M��� #�.D ���$
�M�M:�� ��)������ G�1�$�� L*1 B:~ �Q H����&� ��.  

2.3.16  �b	� L��"! 3�E0 �0	<9  
G!]�� ( 7�h�� #��V B.� ��7�0@ L*1 B:� #3� �+D�9��� G!]� �� #3 H����&� �� r$M��� L*1 �� . G!]� ����

]�� ���:�� �� �@�)�� H����&� �V�� �� +D�9����* . L*1 +D�9��� G!]� ( G7�h�� ��%� G7�0@ BV ^��8 #3 ���
 Z%���� ��7	7d� 2�.�� �����
!(basicAttConstraints) L*1 �1�J�� �*]�� �\F�.� Z� "o;	�." #�.D #3 ��� 

 G���' G7�0@ B.� �~�:�� �3 B���� l9\ �
 G7�0@ BV ���:��+D�9��� G!]� ( . Z%���� B-��]D�#�0 2�' ���� S
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 ���E��(authorityAttributeIdentifier)+D�9��� G!]� ( ���`� #��.*� �)%���� G7�0C�� ZQ�� �D�M��  . 7�1 #�.D�
 �@�)�� H����&� �V�� �� #��V BV �� �G!]�� ( ��7�0C��)b��-J( �� �pV�, �DfD & �2 �\F�.�� �-�Q L*1  8�I ���
!

3�E�8 � 7�1 �� F� �����5 ��$\ �, G7�h��� ��%��� ��7�0C�) G7�0@� ���$��� L*1 ^��8 d�� G7�0C�� �, ^3
��P�0��� #��.�� .(����� ( #��7�h��� #��7�0C�� �0��� b���c� ���$��� �	
 �-�Q ^��]D Oq1�� N��� #�.D �®.  

 Z%���� #�V �_�� �� ��"� F7>� �����
!(delegatedNameConstraints) G!]� ��7�0@ �� G�~�� ^3 ( b�7�h�� 
 Z%���� �� ¼��D d�� �$D��� l9�, �����$��� ¼��� �+D�9���F7>� �����
! G7����� G7�0C�� ����� G!]� �[��� ���h� ( 

 ��)�� (10.  
 Z%���� #�V �_�����)
� 34	5B�� �	7	�7�� G!]� ��7�0@ �� G�~�� ^3 ( b�7�h��  �� r$M��� L*1 �� +D�9�

ÃN�� #��V BV #�$��%� #3 �� �V��D #3 H����&� L*1 BQ�� L*1 ^��8 >��-1 ?��9� G7�0C, k�h �Q +D�9��� G!]� ( 
���)$�� ��%��]�� �� G�~��.  

3.3.16  �	��0>� L��"! /0 �
O���  
^	�� H����&� �� vV3 b�H����� �F�9D #3 +D�9� �\�� ^3 Z��]D &�
 x.*�4  . ��)������ G�1�$�� U�$�� K��� ( G7�����

 ����� �-�Q #�.� ¢� 7�8 d�� �1��$�� �1�-' A����"�� BQ3 "xcD�9� ^��[� A���� �-�Q >
 k�/3 �-�Q.  
� �� �@�)�� r$M��� G7�0@ �0�� �� �+D�9��� G�]� ( G7�0@ BV  �:¦ ��V��D #3 H����&� �� r$M��� L*1 �� �H����&

x.*�4 ^	�� H����&� +D�9�, x� �/�� +D�9��� �\�� #3 �� �-�Q �� vV3 A]�� xcD�9� k�h ^	�� H����&� �-�Q #3� �
�\��� �	
 x.*�4 ^	�� H����&�.  

�&�, xcD�9� ^��[� H����&� �\��$� ���7�0C�� �	
 �� G�~�� BV  �:¦ �U�$D #3 H����&� �� r$M��� L*1 ��� H���
H����&�, ����� ��)������ G�1�$*� b�$)5 �+D�9��� �\�� x.*�4 ^	�� . �+D�9��� �\�� x.*�4 ^	�� H����&� L*1 N�:�� �.4�

G!]� ( G���`� G7�0C�� ��G�$9�� ( ?��C� �
 �-V +D�9���  2.16 . ��)������ G�1�$�� �� b�7���%� �DH����&� �\��$� O���
( �~��C�� G�$9�� 1.3.16.  

4.3.16  *B"�� �� N	J.�� ���`  
 �%��], �0�\��$� �I/���� �
��)�1�, U�$� �@�)�� H����&� �V�� ��H����� #�� �A-�Q3 �Q ���� +D�9� G!]� #3 ������,

 G�$9�� ( �Q��� �
 �-V H����&�1.16 b����V b�H����� j*�4 �@�)�� H����&� �V�� �_� �� �D�M�� �N�-��%&� ���]� & U3.  

17   "���#$	 %&	�' ������	 ������ �����	 3���(PMI) 

 ���)�� ����*�� B�p-�� B-��]� d�� B����� ���g ����1 ��)�� �	
 7��PMIB����� (  . E���3 K���� L*1 B-�CD �
�
�*:�� ��_ ������ O�Q ������ �1��Q� ������� ��1�J���.  

1.17  �� S	.�� ��.)�� *����� � �	D��PMI  
 ���)�� ��1�J�� B�p-�� �*-��]�� ��1�J��� E���3 KD��� >1�9�� ��)�� �	
 �-c�DPMIB����� ( .  

1.1.17   �	D���� �.�" ���O��� ��.)�� *$��E0PMI"  
 ��1�J��� K��" ���)�� B-��]�PMI "A�\ ��7�0@ �*��~ #�.� #3 �.4 ��1�J�� B/��� EF��D.  

 pmiUser OBJECT-CLASS ::= {   

 -- a PMI user (i.e., a "holder") )  7�"���� (" PMI ���&?�E�  

    SUBCLASS OF   {top} 
    KIND           auxiliary 
    MAY CONTAIN   {attributeCertificateAttribute} 
    ID              id-oc-pmiUser } 
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2.1.17   �	D���� �.�"�� ���7 ��.)�� � 2�.PMI"  
 ��1�J��� K��" ���)�� ( A���� �*%PMI"A�\ ��*]V B-�� d�� ��1�J��� B/��� KD��� ( B-��]D .  

 pmiAA OBJECT-CLASS ::= {  

 -- a PMI AA 
    SUBCLASS OF  {top} 
    KIND           auxiliary 
    MAY CONTAIN   {aACertificate | 
                    attributeCertificateRevocationList | 
                    attributeAuthorityRevocationList} 
    ID             id-oc-pmiAA } 

3.1.17   �	D���� �.�" ��.)�� � ���E�� 1�g]h0PMI"  
 ��1�J��� K��" ���)�� ( �*]�� ���:��PMI " ��1�J��� B/��� KD��� ( B-��]D�*% �7�:-V B-�� d�� .

 Z%���� L*1 ^��8 >��-1 ?��9� G7�0@ �����, �*% ���:�-V B-�D #3 x� �/�D ^	�� ��J��� #3 �~ID� S#�0
X���E�� 1�g]h0 ���� ��1�J��� K�� L*1 b�cD3 ^���� ��J��� �	
 Bp4 B���*� B/�� ���
 #�.D pkiCA.  

 pmiSOA OBJECT-CLASS ::= {  -- a PMI Source of Authority 

    SUBCLASS OF   {top}  PMI ��(=L-� V 2�J G
HAW�  

    KIND           auxiliary 
    MAY CONTAIN   {attributeCertificateRevocationList | 
      attributeAuthorityRevocationList | 
      attributeDescriptorCertificate} 
    ID              id-oc-pmiSOA } 

4.1.17   �	D���� �.�" �$;	
�� H���! ��
.� 2�' 34	56CRL"  
 ��1�J��� K��" �-P�$�� ZDH�� �$�� A�\ G7�0@CRL" G7�0@ L*1 ^��8 d�� ��1�J��� B/��� KD��� ( B-��]D 

� A�\/A�\ ��*% N�,� �-P�Q �� Z5�$� �3 .�1�]�� K�:�� �	
 B-��]D #3 Z�f�� ��� K�� Z� ����@&�, 
 ��1�J��� ��)�� �$;	
�� H���! ��
'CRL��P��)�� B/���� ��1  . #������ #�V ��� ��4	5B�� 8	��9 �$;	<� 8	��9 �$;	<

�	��E�� B/��� L*1 �3 A���� ��*% N�,� �-P�Q L*1 a$� bIp� ^��8 B/��� ¹��~� �.4 �K�:�� �	
 ( �D����/� 
 ^��8,� OP��Q L*1��)*��� L*1 KQ��� G7���� X�Y3 �� N�.  

 attCertCRLDistributionPt OBJECT-CLASS ::= {   
    SUBCLASS OF   {top} 
    KIND           auxiliary 
    MAY CONTAIN   { attributeCertificateRevocationList | 
                    attributeAuthorityRevocationList } 
    ID              id-oc-attCertCRLDistributionPts } 

5.1.17   �	D���� �.�" ��.)�� � L��"��� 3�E0PMI"  
 ��1�J��� K��" ���)�� ( +D�9��� G!]�PMI" ��!]� L*1 ^��8 #3 �0�.4 d�� ��1�J��� B/��� KD���� B-��]D 

+D�9� .J��� K�� B/��� Z� ����@&�, G7�1 B-��]D� ��)�� ��1�pmiAA.  

 pmiDelegationPath  OBJECT-CLASS ::= { 
  SUBCLASS OF  {top} 
  KIND    auxiliary 
  MAY CONTAIN  { delegationPath } 
  ID     id-oc-pmiDelegationPath } 

6.1.17   �	D���� �.�"�	��0>� �7	�7"  
 ��1�J��� K��"H����&� �%��%"/��� KD���� B-��]D H����&� �%��% �1 ����*�� ^��8 d�� ��1�J��� B.  
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 privilegePolicy  OBJECT-CLASS ::= { 
  SUBCLASS OF  {top} 
  KIND    auxiliary 
  MAY CONTAIN  {privPolicy } 
  ID     id-oc-privilegePolicy } 

7.1.17   �	D���� �.�"�K�$�� �	��0>� �7	�7"  
 ��1�J��� K��"��%�F�-�� H����&� �% " B/�7 �F�-y H����� ��%��% L*1 ^��8 d�� ��1�J��� B/��� KD���� B-��]D

A���� ��7�0@. 

 protectedPrivilegePolicy  OBJECT-CLASS ::= { 
  SUBCLASS OF  {top} 
  KIND    auxiliary 
  MAY CONTAIN  {protPrivPolicy } 
  ID     id-oc-protectedPrivilegePolicy } 

2.17   ���O��� ��.)�� �������� ���.��PMI  
 ���)�� ����� �Dfe�� B-��]� d�� ��*����� ������ KD��� >1�9�� ��)�� �	
 �-c�DPMIB����� ( .  

1.2.17   2�'"2�.�� 34	56"  
��� B����� B/�� ( �\�f¥ >
� ��� B��� G�7�:�� A���� ��7�0@ L*1 ����� A���� ^���B���� �	�  .  

 attributeCertificateAttribute ATTRIBUTE  ::= { 
  WITH SYNTAX     AttributeCertificate 
  EQUALITY MATCHING RULE  attributeCertificateExactMatch 
  ID        id-at-attributeCertificate } 

2.2.17   2�'"2�.�� ���7 34	56"  
�0@ L*1 ����� A���� ^���B���� A���� �*],  ��� B����� B/�� ( �\�f¥ >
� A�\ �*]� G�7�:�� A���� ��7. 

 aACertificate  ATTRIBUTE ::= { 
  WITH SYNTAX     AttributeCertificate 
  EQUALITY MATCHING RULE  attributeCertificateExactMatch 
  ID        id-at-aACertificate } 

3.2.17   2�'"562�.�� ���� 34	"  
 Z%���� L*1 ^��8 d�� �*]�� ��:� �1 G�7�:�� A���� ��7�0@ L*1 ����� A���� ^���2�.�� ���� ^��8� 

 B/�� ( �\�f¥ >
� H����&� ����, ����� ��)������ �1��$��� ���:�� ��V���� �1��Q �9���� L*1 �	
 A���� ��7�0@
z�� �*]�� ���:��  ��� B��������:.  

 attributeDescriptorCertificate ATTRIBUTE  ::= { 
    WITH SYNTAX     AttributeCertificate 
    EQUALITY MATCHING RULE    attributeCertificateExactMatch 
    ID                  id-at-attributeDescriptorCertificate } 

4.2.17   2�'"�.�� ��4	56 8	��9 �$;	<2"  
�*)�� A���� ��7�0@ �� �-P�Q L*1 ����� A���� ^��� . ����R� �*],  ��� B����� B/�� ( OP��$�� �	
 �Dfg �.4�

 B����� ( �/W B/�� ( �3)ZDH���� �$\ Bp�.( 

 attributeCertificateRevocationList  ATTRIBUTE ::= { 
  WITH SYNTAX     CertificateList 
  EQUALITY MATCHING RULE  certificateListExactMatch 
  ID        id-at-attributeCertificateRevocationList} 
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5.2.17   2�'"2�.�� ���7 ��4	56 8	��9 �$;	<"  
A���� ��*% �� G�7�:�� �*)�� A���� ��7�0@ �� �-P�Q L*1 ����� A���� ^��� . B/�� ( �-P�$�� �	
 �Dfg �.4�

����� B����� ( �/W B/�� ( �3 ����R� �*],  ��� B)ZDH���� �$\ Bp�.( 

 attributeAuthorityRevocationList  ATTRIBUTE ::= { 
  WITH SYNTAX     CertificateList 
  EQUALITY MATCHING RULE    certificateListExactMatch 
  ID        id-at-attributeAuthorityRevocationList } 

6.2.17   2�'"L��"��� 3�E0"  
A���� ��7�0@ �� Z,��� �� �0�� BV #�.�� �+D�9� ��!]� L*1 +D�9��� G!]� A�\ ^���. 

 delegationPath  ATTRIBUTE ::= { 
  WITH SYNTAX   AttCertPath 
  ID      id-at-delegationPath } 

 AttCertPath ::= SEQUENCE OF AttributeCertificate 

 A���� �*% �� ��� +D�9� ��!]� L*1 ^��� #3 �.4� �A���� �*],  ��� B����� B/�� ( A���� �	
 �Dfg �.4
k�/3 A�\ ��*% �� �	
 . ��!]� #F�.� ��� �F�9� A�\ ��7�0@ t��e�%� ZD�]� L*1 �1�]D A���� �	
 N�-��%��

b&�-��%� �pV�� +D�9��� .��)*�� �h�� & ��	.
� �Q A���� ( #f�g d�� O�$�� �1�-'� �A���� �	
 N�-��%& ���/ 
&  ����� A�\ �*% ^� +D�9��� ��!]� �� �*��.�� �1�-`� Bp� #�.�.  

7.2.17   2�'"�	��0>� �7	�7"  
 A�\ ^���L*1 H����&� �%��%H����&� ��%��], ����� ����*��� .  

 privPolicy ATTRIBUTE ::= { 
  WITH SYNTAX  PolicySyntax 
  ID     id-at-privPolicy } 

 �\F�.�� ^��8�7	�E�� ���� SK#�0 EF��� L*1 ����� H����� �%��]� Bo]�� E�S� �D�
.  
 �\F�.�� ^��8������H����&� �%��]� B��.�� ���� L*1 ���h� #� �.  

 �\F�.�� A\�V �_��#6_� �\F�.� #�� �G7�h��  F7>�B�8 �� �e]\ x�� �h�� #3 �.4 �ZQ�� �� �pV3 �� �3 ZQ�� �� 
H����&� �%��% . �\F�.�� A\�V �_��Gg#~"�� L*1 ^��8 >0� �G7�h�� Gg#~� ( �0�*1 ��p��� �� d�� H����&� �%��% k��� 
x��� N�y ZQ�� .�0��� N��� �$����� �� B��V r�$M�, U��$*� U�9�� �	
 B-��]D�.  

8.2.17   2�'"�K�$�� �	��0>� �7	�7"  
 A�\ ^���H����&� �%��%�F�-��  A���� G7�0@ B/�7 �F�-y #�.� H����I� ��%��%. 

 protPrivPolicy ATTRIBUTE ::= { 
  WITH SYNTAX   AttributeCertificate 
  EQUALITY MATCHING RULE attributeCertificateExactMatch 
  ID      id-at-protPrivPolicy } 

 A���� ( G7�h��� A���� ��7�0@ #3 �~ID� ��$�� �	��0>� �7	�7(protPrivPolicy) ��D7���� A���� ��7�0@ EI¦ 
��H����� L*1 l��� H����� ��%��% L*1 ^��8 . �D�� #����� �	
 A���� ��7�0@ ( B����� ���:z�� #��\�.�� #�.��

#��.�� l9\ .��� A����� A���� B/�7 G7�h��� A���� G7�0@ ( 7�h�K�$�� �	��0>� �7	�7 A�\ ��� #�.D �	��0>� �7	�7 
 A�\ ������ � �	��0>� �7	�7 �r�XML) ���7���� ���6���� �r���.( 
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9.2.17   2�'"�K�$�� �	��0>� �7	�7"  
 A�\ ^���H����&� �%��%�F�-��   �u*�� (XML%��% ����*�� L*1  �u*�� ( G�9C�� H����&� �XML.  

 xmlPrivPolicy ATTRIBUTE ::= { 
  WITH SYNTAX UTF8String -- contains XML-encoded privilege policy information 
  ID    id-at-xMLPprotPrivPolicy } 

3.17   �	��0>� 31�4@ ���O��� ��.)�� *����� � �0v��� �D��<(PMI) 

)�� �	
 E��D ���M��� ���)��, ����� B����� ����� ������� �1��Q >1�9�� ��(PMI)  
1.3.17  2�.�� 34	5B� �I�)�0 �0v��0 

 a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� A���� G7�0C� �5�)c�� ������� G�1�Q #��$� 2�.�� 34	56
(AttributeCertificate). 

 attributeCertificateExactMatch MATCHING-RULE  ::= { 
  SYNTAX  AttributeCertificateExactAssertion 
  ID    id-mr-attributeCertificateExactMatch } 

 AttributeCertificateExactAssertion ::= SEQUENCE { 
  serialNumber   CertificateSerialNumber, 
  issuer     AttCertIssuer } 

� G�1�$�� �	
 Zh��� �-�$�"o;	�"X �-�$�� ( G7�h��� ��\F�.�� Z� r����� A���� �-�Q ( G7�h��� ��\F�.�� A\�V �_� 
�J�����.  

2.3.17  2�.�� 34	56 �0v��0 

 a-��� �� A�\ �-�$, �J���� �-�Q A���� G7�0@ ������� G�1�Q #��$�2�.�� 34	56X �1 M)�� �	
 ������� G�1�Q ����� 
�� �pV3 ������G7�0C*� �5�)c�� ������� G�1�Q �� b���$.  

 attributeCertificateMatch  MATCHING-RULE  ::=  { 
  SYNTAX  AttributeCertificateAssertion 
  ID    id-mr-attributeCertificateMatch  } 

 AttributeCertificateAssertion  ::=  SEQUENCE  { 
  holder   [0] CHOICE { 
       baseCertificateID  [0]  IssuerSerial, 
       holdertName   [1]  GeneralNames} OPTIONAL, 
  issuer   [1] GeneralNames OPTIONAL, 
  attCertValidity  [2] GeneralizedTime OPTIONAL, 
  attType  [3] SET OF AttributeType OPTIONAL} 

 -- At least one component of the sequence shall be present 

 ��	0���� ���� ��� 	
��� ���� ���� �� ��  

 �-�$�� G�1�$�� �	
 Zh���"o;	�" �-�Q �� �*,�$�� ��\F�.�� OP��� �J����� �-�$�� ( G7�h��� ��\F�.�� Z�� A\�V �_� 
����� �M��� L*1 �A����: 

<   �\F�.�� +7	7d� 34	5B�� ���� S#�0(baseCertificateID) �\F�.�� �-�Q ^��]� �0�-�Q A\�V �_� ��-P��� 
 1�g]t� *E�E!(IssuerSerial)=�\�fe�� A���� �-�Q (  

<   �\F�.�� *0	b� F7�(holderName) �� O%&� �\F�.� L*1 ^��8 �\fe�� A���� �-�Q A\�V �_� ��-P��� 
=�J����� �-�$�� ( �)�� O%&� aY l9\  

<  \F�.�� � 1�g]t�(issuer) aY l9\ �� O%&� �\F�.� L*1 ^��8 �\�fe�� A���� �-�Q A\�V �_� ��-P��� 
( �)�� O%&�=�J����� �-�$��   
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<   �\F�.�� 34	56 ��%C� 2�.��(attCertValidity) ��~I:�� G��� �-J Z$� �0�-�Q A\�V �_� ��-P��� 
=�\�fe�� A���� �-�Q ( G7���  

<  #�.D �\F�.� B.�  2�.�� c�(attType)  �\F�.� ( G7�h�� a-��� �	S A�\ ��J����� �-�$�� ( G7�h��
���.���\�fe�� �-�$�� �� .  

3.3.17  1�g]t� �0v��0/*0	b� 

���:z�� ������ G�1�Q #��$�/B����� B���� d\�.� �J���� �-�Q ^��]��� �~ �� /-��� �� A�\ �-�$, ���:z�� �3 a
2�.�� 34	56. 

 holderIssuerMatch MATCHING-RULE  ::= { 
  SYNTAX  HolderIssuerAssertion 
  ID    id-mr-holderIssuerMatch } 

 HolderIssuerAssertion ::= SEQUENCE { 
  holder   [0]  Holder   OPTIONAL, 
  issuer   [1]  AttCertIssuer  OPTIONAL } 

�� G�1�$�� �	
 Zh��� �-�$"�P��" �*,�$�� ��F\�.�� Z� r����� �J����� �-�$�� ( G7�h��� ��\F�.�� Z�� A\�V �_� �
A���� �-�Q ( G7�h���. 

4.3.17  L��"��� 3�E0 �0v��0  
 G�1�Q #��$� L��"��� 3�E0 �0v��0(delegationPathMatch) a-��� �� A�\ �-�$, �J���� �-�Q ^��]��� �~ �� 

��� 3�E0 L��"(delegationPath). 3�)� G!]� >$��D >.� ��	
 ������� G�1�Q B-��]D #3 H����&� �� r$M�-*� �.4� 
 >P�0��� #��.*� B���� G7�0@ ����3 d�� A���� �*% �� G�7�� G7�0C, >0���� ��0�*% ���:�� �1 G�7�� G7�0C,

�0��~I� ���Q� ^��[�. 

 delegationPathMatch MATCHING-RULE  ::= { 
  SYNTAX  DelMatchSyntax 
  ID    id-mr-delegationPathMatch } 

 DelMatchSyntax ::=   SEQUENCE { 
  firstIssuer  AttCertIssuer, 
  lastHolder  Holder } 

 G�1�$�� �	
 Zh��� �$�
��"o;	�"X �\F�.�� ( �J����� �-�$�� A\�V �_�  8�d� 1�g]t�(firstIssuer) ������� OP��� 
 ( G7��� G7�0@ N�3 �� ���:z�� B$~ ( �*,�$�� H�	����(SEQUENCE) ( �J����� �-�$�� A\�V� ��\fe�� �-�$�� �� 

 �\F�.�� ��d� *0	b�(lastHolder) ( G7��� G7�0@ �/W �� B���� B$~ ( �*,�$�� ������� OP��� H�	���� �-�$�� �� 
�\fe�� . Zh��� �-�$�� G�1�$�� �	
"�I	�"Ui����� �\��$� A*C� �_� .  

 ������ �����	
���� ����� ������� ������ ���� ����� �!�"�� #����$�   

 ���*-1 �D�§� rF-��� #�$��%&� B-C� ������ ������ �� 7��� ��%�V >��-��� ?��9�� G7�0@ ��5� B����� U�e�]D
���� �D�§ j�	V� B������\�fe�� �� . L*1 �F��)�� _�9��� ( O.M��� ��e�� ��%�V A���� G7�0@ ��5� B����� U�e�]D�

�1��Q .B����� ( ������ ������ K*�¥ �,� A���� G7�0@� >��-��� ?��9�� G7�0@ ^��5� ����1 �, �QI��� ��
 EF���� .
�., G7�y B����� �0��$D d�� ����� ������ �������B����� ��9���� �� �*��.�� �1�-`� ( �0*�.  
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18  4�����	 5�����$	  

 B����� >*-��]� �IV� v1 x��� #�	9�D ^	�� �*-��]�� #�$��%� B����� B-M�D(DUA) �-q\3 �IV� #�$��%� B-M�D �-V �
 B�����(DSA) k�/�� �-q\¾�� �*-��]-*� DSA .� �3 a�])�� #�$��%&� U��e�%� �.4� ���)5 �]~ rF-��� #�$��%&

�m�)�� .B����� ( rF-��� #�$��%&�� a�])�� #�$��%I� �01�)F�� �h���� �����hR� ������� ���$9�� ?�C��.  
1.18  c�E)�� =	
��7>� ��v�#,9  

��� ����� 	
��� ���
��� ���� �� ����� ��������� �
�� ��� !�� "�# $�% &
)�'(�
�� (+,�# -. �/
�� 
-�# ��
# 0 �1 �#����� 234 ��� ���� 5�6�� 7��# �89. :;�< $=�>? �4�,� !��� �-�;�< . ���
��� �����

 �
��� �����# �
�� -. A�;� B�;�
� ���
��� C� 	�D $�E 5�6��F� �
���� G(HI. 5�6��' $J� 	
���(DUA) 
 �
��� 5�K; �
���(DSA). ��  �
��� 5�K; �
�� -(DSA) �
��� 5�K>� ��L �
��� (DSA) . ���
��� M�NO PJQ�
G�� �=��H. 	
���:  

 3(   �]�� �-*V� B-��]-*� f�-�� O%&� BD�8)b�D����/� ( �MJ�� �u*,)�F�-y !" (=O��$��� ���"� �:«$¬�� ��  
w(   f�-�� O%&� BD�8���C1 OQ�� �]�� �-*V� B-��]-*� >P/ �»D����� O�/ �3{���, �1�-`� �D�§ O�� #3 L*1 �

=���&� G��~�  
t(  w G�$9�� ( �~��C�� �F�-�� ����*��� BD�8 (� >P��C1 OQ� Z�/ �D�§ O�� #3 L*1 �»D����� O�/ �3

���&� G��~� �{���, �1�-`�.  
 �����1 � ��� ����� 	
����� ��� �� ���� ��� �� ��� ������ ��.  

 �����2 � ������! "�# $%� & �'�� (�)�* ���+ (�,���- /- �0�12� 3�� �� 4�5.  

�F�-y �]�� ��-*V #�.� & ����1 �x, �/��� !" _�9��� ��$�& #���� �� Ñ73 F�~ ����D #3 �� . �	
 v��D &3 ��
�Q���� ����� ��%�V w�*%�� .� f�-�� O%&� �D�§�����1 ����3 �D�% B.C� j�	V �]�� �-*V� B-��]-* .

 ���&� G��~� {N��7 ���1 G��:, #�.� �D�-M*� B-��]� d�� ����H������)�%�.1 !"(" �!b�!pV 	�9���� �*0% �G�{9' .  
 B.C�� �)D�5a�], #�$��%�, U��$*� U���� ���hR� .  

  

 *�B��5 mv�#,9 +$� �Q c�E� =	
��7�   

������� >
 B~�����:  
(1  B-��]� A B-��]� �� �F�% �-*V� f�-�� x³� B%�D ����:�� B=��:«$��   
(2   B-��]�� B%�DB B-��]-*� f�-�� O%&� A �]�� �-*V �� r$M�D >.� �B����� �� ���1f�� ��% �-*V� 

 �0�\��$��-*.��, A���� ( ���9��  #7 �$�^ *$��E�(UserPassword)  ��� B����� B/�� �� 
 B-��]��,A) B����� ( �\��$�� ��*-1 U��e�%�,(=  

6����� 
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(3   B����� �V�D)>9�D �3 ( B-��]-*�B=�����)p�� ��~I�   
(4   B-��]�� �� �x*C� �3 x~�Ê �~ �� #�$��%&� �o��\ N�%�� �.4A.  

�� �-c�D a�])�� #�$��%I� >%�%�� B.C��� �*~�(1 B-��]�� r$M�D #3 ��,� �a$� B ��]�� �-*V� f�-�� O%&� �� 
 �*~��� �-c�D �$�(4.  

1.1.18  ���T	� ��#���� �K�$� �	0���0 ����!  
 B.C�� �J�D6�D�S�, KD���*� �F�-y ����*�� ����� �� �.4 ��o£  . #��{������ f1�  f 2 �°  ���&� ����~� #��{�����) !"

1��%�.) (#��9*�¥ �3 #��$,���(��P��� ��Q�9�& ��J�/� ��D����/� ��P��C��� U�Q���� »D����� U��/3� �.  

 

 *�B��6 mK+$�� c�E)�� =	
��7>�   

2.1.18  K+$�� c�E)�� =	
��7>� v�#,9  
 B.C�� �J�D7 F>-�� a�])�� #�$��%&� ���h�  

  

 *�B��7 m K+$�� c�E)�� =	
��7>� v�#,9  

 ������� >
 ������ B~����) �{����� U��e�%�,f1�D��)�� ( :(  
(1   B-��]� B%�DA �D�S�, E���*� ��-�� x����*�� ����:�� �)�$��]��1( B-��]� �� �B . �D�-�� �����

 �{����� r�)�,(f 1)C�� ( ���)��  B.6� »D����� O�/ B-��]D �~ �/ >P��C��� OQ��� �3) #�.D ����1
bI-��]� (�]�� �-*V ��9/R� F�~ L:Q3 �� ���.��� �� NIQÀ�.  

   B-��]-*� �]�� �-*V �D�§ #�.��AB.C�� �� : 

    Protected1 = f1 (t1A, q1A, A, passwA)) >-��1(  

 

7)8�1

7)8�2

 �6)9�')�� :�;)<� 3%�  A

  =��#�>�0����   t
A

   �)�*�'�� 6)9�')��A   passw
A

 $? ��@�A9�� =��0B�C�;�D E?�? )G��0���#�(  q
A
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   B-��]�� �� �*%��� ����*����B�� �� B.C:  
    Authenticator1 = t1A, q1A, A, Protected1) �$��]��1(  

(2   B-��]�� r$M�DB B-��]�� �0*%�3 d�� �D�S�, KD���*� �F�-�� ����*��� �� A ������, ) O%&� bI-��]�
� »D����� O�/� fF�-��/ B-��]�� �0��Q d�� >P��C��� OQ��� �3A�� �% �-*V �� ��*y �e]\ Z� � B-��]A (

 B-��]�� �% �-*V �� �F�-y ��*y �e]\A) F>-�� B.C�� ��1 .( B-��]�� #��$D�B ^��]��� �~ �� 
 �D�S�, KD���*� ���1f�� ����*���)F>-��1 (b��*y G�{���� �-�$��,.  

(3   B-��]�� �V�DB B-��]-*� >9�D �3 AD�S�, KD���*� �F�-�� ����*��� �� r$M��� �. 

 ������� U��e�%�, vV3 �D�§ ��$�� ���hR� BD��� �.4�f1� f 2 .������� >
 ��]�P��� ��Q��9���:  
(1   B-��]�� B%�DA �D�S�, KD���*� �F�-�� ����JR� x����*�� )�$��]��2( B-��]�� �� B . �D�§ ������

 ���&� G��~� k�/�� �{����� r�)�, ����J�f 2�
 �-V � B.C�� ( �FJ�� 6 . �� ����JR� �D�-�� #�.��
B.C��:  

    Protected2 = f 2 (t2A, q2A, Protected1)) >-��2(  
   B-��]�� �� �*%��� ����*����BB.C�� �� :  
    Authenticator2 = t1A, t2A, q1A, q2A, A, Protected2) �$��]��2(  

 B-��]�� ���D ��\��$�� ���hR�B*y �-�Q  B-��]�� �% �-*.� ��A �-*V Z� ^��]��� �~ �� �£��$D� ��F�-�� ����JR� 
 F>-�� ( G7����� �]��2.  

(2   B-��]�� �V�DB B-��]-*� >9�D �3 A�D�S�, KD���*� ��-�� ����*��� �� r$M��� . 

 ������ I�)9�'<� J0�� (������ �KL & �C�8� (�,���2� A� B��M�? & �N . 6����� O�D (�,���2� �KL PQR� �?�SD�) & �C�8�
 ��M���ITU-T X.511 | T���� 0��9<� ISO/IEC 9594-3�  & ��M���ITU-T X.518 | T���� 0��9<� ISO/IEC 9594-4( ��� �� 4�5 U

 6)9�'<�A 6����� 6)9�'< GV�*� (DUA) 6)9�'<�! G�RQ��? B��� =�WX 6�*� L �K��  6��(DSA) 6)9�'<� ��� �� 4�5 6��Q* �� UB 
6����� =�WS� GV�*� DSA 6)9�'<�! G�RQ��? B 6����� =�WS� �#Y 6�*� L �K�� (DSA).  

3.1.18   2�.�� c�"*$��E� #7 �$�^"  
 A���� aY ^���������� �	 
���E�S� �]�� �-*V L*1  .� �*]*% >
 B-��]�� �% �-*.� A���� �-�Q�E�S� �
7�.  

 userPassword ATTRIBUTE ::= { 
  WITH SYNTAX     OCTET STRING (SIZE (0..ub-user-password)) 
  EQUALITY MATCHING RULE  octetStringMatch 
  ID        id-at-userPassword } 

2.18  �K$�� =	
��7>�  
� �, #�$��%I� B-��]� G�$9�� �	
 ( �~��C�� �����hR� B����� B-��]� B�V(DUA) B����� U�q\ B�V�� (DSA) j�	V� 

B����� U�q\ �IV� �� t��H3 �, .�9����� �	
 ( EF���� >��-��� ?��9�� G7�0@ ��5� �����hR� �	
 U�e�]�� . ����
$*� �,�*�� >��-��� ?��9�� ����*�� b�17��]� x�9:, ��	��, B����� �����hR� �	
 U�e�]� j�_#�$��%&�, U�� . t��7��

�T�	, N�V���v�� ��9���� ( 7F�y B����� �&�V����, ( �*]�� ��_ ��-*��� . ��
 ��F���� �����hR� U��e�%� b�cD3 �.4�
�7��]�� �	
 Bp� b�cD3 B-��]� �B����� !" k�/3 ��$�)� ( rF-��� #�$��%I� . ������hR� �	
 B����� B-��]D ����1�

D �*:�� #�."B-��]� " B����� B-��]� B�V� �� B�� �����hR� �	
 ((DUA) B����� U�q\ B�V� �� �3 (DSA).  
 �-q\3 L1�� !9o��� �-q\3 �� �*P�1 ��9� U�e�]� ��	
 B����� �9���� ( G�-���� rF-��� #�$��%&� �,��$� �$D�5�

 >��-��� ?��9��, !9o���(PKCS) .o��� �-q\3� ����9�� �� t�H L*1 B-�C� G������ !" �£�, b�cD3 K��� d�� �	
 !9
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�D��*$��� !9o��� �-q\3 ( B-��]D ^	�� �~���� ?��9�� �� b&�, � �/ �/µ�� >��-1 �°�~3 . rM*�� >�D�E bI/�� 
#�$��%&� ( G��9� �0*�� d�� ��9:�� ��� �	
 !9o��� �-q\3 �� b�fh�� .>.�� U�q\ �):D PKCS ( N�-��%I� bI,�Q 

 ( N�-��%I� �*,�Q �����9�� t�f� �\F�.�� �~��9�� #�V x� ����D #3 �� �J��� AQ��� ( #�$��%&� �� ��5R� �	

 >��-��� ?��9�� B-��]D #3� �bI-��]� >��-��� ?��9�� #�V #� !9o�*�  ��� ?��9�� B-��]D #3 L*1 �!9o��� #� !9o�*�

bI-��]�  ��� ?��9�� #�V . k�/3 G��)�,�Xp • Xs = Xs • Xp,  �~Xp� Xs  #���e�]� !9o��� j�� !9o�*� #��{��7
 B-��]-*�  ���� >��-��� �~��9��X.  

 ������ �<�! Z�[��� �)WX� 4? ����! G�\�]� 4)^�� U�KL 6����� ��M�? & 7�Q��'? $%�� ��X��?- _�SL /- J��` � 7?)9�� a��
��M�<� �KL & ZQ* 6��9� /- �� U�����Q��� ��b��.  

 !9� U�q\ ^3 L*1 r�)�*� bI,�Q ��5R� #�.D #3 �F�$�� ��� � �/ !9� U�q\ N�-��%� ��9D & �	
 #�$��%&� ��5��
]�� rP���� L*1 3�� d�� ��!u��� B)$�D� �>��-��� ?��9��, �%��� �3 !9o��� ( B:8 d�� U�$��� xh�� �o��\ �*-��

��,�%��� ����$�� �3 �����J�D��� ����$��� . �-0� ��/µ� �-0�� BV �$��]D #3 #I-��]� �"�D ����1 �N�~ BV L*1�
O�*% B.C, #�$��%&� O�D >.� G�~�� !9� ���H���/ #I)$�D .' ���% ( G�~�� ���H���/ ����/� #�� �	.
� �� �1�-

 b�c�, O0c�, #�$��%� L*1 #��3 B., �D�7�$�� �*-��]�� �1�� F�~ L:Q3 �� ZF%�D #3 x\�@ �� ��0c�), �$*���� ��$�)���
O0��, �-�� B�������.  

b���~� b�f�� b�³� B-��]� BV �I��� L*1 #�$��%&� �-��D .��-]��� ��*% �����]� L*1 Gf�-�� ��³�� 7��%� Z$D� .
�91�c� Gf�� ��³3 ��:� & ��-]��� ��*% #3 �� b�$��� B-��]� BV #�.D #3 �� j�	��.  

 ��� x~��9� xVI���, B-��]� BV EF���D� . j*�4 N�:�&� ( x.D�@ #�V #� 7�� #3 �/W B-��]� ���$� ( #�.D�

 N�:�&� ( x.D�@ #3 �V��� ���*��� �	
 U�e�]D #3� � ��� ?��9��B�9��, 7�:$�� B-��]�� � . �	
 #�V KQ��D�

B-��]-*�  ��� ?��9�� �DF�], Á�9�~&� L*1 b���� ��V����.  
 x]9\ �
 #�.D #3 �� ��/W B-��]�  ��� ?��9�� j*�4 N�:�&� ( x.D�@ #�V �D�8 �� B-��]� �.-�D >.��

 �B-��]��,  ��� B����� B/�� �� >��-��� ?��9�� j*�4b&�.@� �pV3 ?��9�� �	
 �M� �� r$M��� �.�� . B)% ���
�
j�	, U��$�� ���� �9*�¥ : >1�9�� ��)�� ?�CD�1.2.18 ��h���, �� B-��]� >��-��� ?��9�� �� �� r$M��� �.4 ��*-1  ��

B����� .*% �b�c�, O0c�, #�$��%� ( �)"���� �*-��]�� �, �h�� #3 ��*-��� �	
 �*��� ( �$p�� X�$\ �� �*:�� �*]
B����� .�V��C� �$� �$\ �D�M�, ��*]*]�� �	
 Bp� ��C\� �.4� . �� �~�� B., �$*��� �	
 �V��C�� �$p�� �$\ #�.��

�$p�� X�$\ �� �*:�� �*]*], �*-��]��.  
1.2.18  *����� /0 �	<C�'� +0�$��� N	�"� ��4	56 ��D 8�]b�  

� ( ��7�0C��, �9��X�Y�� �� ����V B����� B/�� : *$��E� 34	56� 34	5B�� 1���9 ���7 34	56� ��4	5B�� ���
��I	
��.B����� ( ������ ������ �� X�Y�� �	
�  . N�V���v�� ���*-1 l9\ N�-��%�, ������ �	
 B�uC� �.4�

k�/�� ������ L*1 �*-��]�� .�� ��)�� ( X�Y�� �	
 ��9D��� ��� >1�93.3 >1�9�� ��)�� EF��D� �2.11 �	
 �9���� 
������ �� X�Y��.  

 �)
�	�� �*��.�� G7�0C�� ����� ��!]� ������ ����� ( B����� U�$D #3 �� �b�c�, O0c�, #�*-��]�� �$��]D #3 B)Q�
G�P����� .�~ Bh3 �� B����� �� t�e�]� d�� ����*��� Oo~ +9/ b��*-1 �.4 j�_ Z�� �$D���, #�$��%&� �� ����� ��

�������:  
 3(   ����� G!]� �):� ��0]9\ G7�0C�� ����� �*% �0��g ��-0c�, #�$��%� ( #�)"���� #I-��]�� #�V �_�

=G�@�)� �/µ� G7�0@ ��� �-0�� BV Z��]D� �b�0��� b���3 G7�0C��  
w(  ¬*-��]-*� G7�0C�� ����� ��*% A\�V �_���)�F�� ��� ����-��� ����9�� #�f�/� B-��]-*� �.4 �b��)���� �

 G�o@ �	h �,� x��, G7�h��� G7�0C�� ����� ��*% Z�-[ G�P���� ��7�0C��� �)
�	�� ��7�0C���
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 B����� ����*��(DIT) . ����-��� ����9��, ����� L*1 ���1 G��:, B-��]�� #�.D #3 >c�$D �	
�
$� Z,�3 �3 ¹I� ��7�0C,�G7�0C�� ����� ��*% �� a . N�:M*� &� �h�® 	P��1 B-��]�� 7��D &�

=�V��C�� �$p�� �$\ �� b�QI\� G7�0C�� ����� ��!]� L*1  
t(   �_�#�V B-��]�� �	
 Z��]D �G7�0C�� ����R ����� �*% O0�*1 �F�:� �*-��]� b�!pV B:�D B-��]�� 

 G7�0C�� ����� G!]� EF���D #3 �	
 �� G�P���� �*,�$�� G7�0C�� ����� G!]�� �*]�� �	
 �� �)
�	��
=B����� �� �/µ� B-��]�� G7�0@ L*1 a$� N�:�� �� �h�® j�	, �):D� ��*]��  

7(   !:$� �� ^7�D �� �>P��� ��9�� v1 k�/�� L*1 �-0�� BV �F�:� #3 G7�0C�� ����� ��*% Z��]��
0C�� ����� G!]�=G7�  


(   �_�#�V L*1 �D�7�Q #�M):D ��/µ� G7�0@ �-0�� BV EF���� �b�$,�% �-0c�), I:�� �Q #I-��]� 
B����� �� ��o*�� #�7 �-0c�, #�$��%�.  

 ��~I� �� r$M���, �G7�0C�� ����� G!]� �� �/µ� G7�0@ �-0�� BV EF��� #�	*�� #I-��]�� U�$D N��~�� BV (�
��7�0C��.  
1.1.2.18  8	i0  

 B.C�� �J�D8 B����� ����*�� G�o@ �� ��$� b��J����� b&�p� (DIT)b�)���� G7�0C�� ����� ��*% �0�� B.C� � .
 ��*]�� ���� L*1 ��F�)�� ����*��� �\�h �� ���9\�CA ����� �*]� >��-��� ?��9�� E��D B-��]� BV #3 �

� x�~��9� j�	V E��D� �x:g d�� G7�0C�� ���� >��-��.  

  
 *�B��8 m  34	5B�� 1���9 �	��7 o!�#! ��D +��#��� 8	i0(CA)  

 B-��]�� Z��]D �b��)���� �)��� �*-��]-*� G7�0C�� ����� ��*% A\�V �_��A ������� ��7�0C�� L*1 B����� �� B:� #3 
-��]�� �� G7�0C�� ����� G!]� O�$D >.� BB:  

   X<<W>>, W<<V>>, V<<Y>>, Y<<Z>>, Z<<B>> 

 B:� #3 7�o��A G7�0@ k��y ���� ���D �� G7�0C�� ����� G!]� ( ������ L*1 �0M�9D #3 x�.4 ���7�0C�� �	
 L*1 
 B-��]��B >��-��� x~��9� �0�� �� �Bp:  
   Bp = Xp • X<<W>> W<<V>> V<<Y>> Y<<Z>> Z<<B>> 

 L*1 ��� B-��]��A �� b�cD3 B:� #3 B����� �� G7��*� G7�0C�� ����� G!]� O�$D >.� �������� ��7�0C�� L*1 
 B-��]��B B-��]�� �� A:  
   Z<<Y>>, Y<<V>>, V<<W>>, W<<X>>, X<<A>>  
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 B-��]�� O*�]D ����1�B B-��]�� �� ��7�0C�� �	
 A B-��]-*� �.4 �B( ������ L*1 �0M�9D #3  ����� G!]� 
 B-��]�� G7�0@ k��y ���� ���D �� �G7��*� G7�0C��A >��-��� x~��9� �0�� �� �Ap: 

   Ap = Zp • Z<<Y>> Y<<V>> V<<W>> W<<X>> X<<A>> 

�C�� �&�p-�%&� r)�� G�$9�� ( �~1.2.18����� �M��� L*1 :  
 3(   �*-��]�� �� BVA� C ?��9�� bIp� E��D Xp® � B-��]�� Z��]D �A G7�0@ L*1 G�@�)� N�:�� 

 B-��]��C .�� G7�0C�� ����� G!]� ��7�0@ ��� Nf�e��: 

  Cp = Xp • X<<C>>  

 �� G7��*� ����R� G!]� ��7�0@ ��� Nf�} �-V: 

  p = Xp • X<<A>> 

w(   B-��]�� #3 ��J���� �_�A j�_ �� O*�D W<<X>>, Wp, V<<W>>, Vp, U<<V>>, Up, Nf�g �Ô� 
�� G7�0C�� ����� G!]� O�$D >.� B����� �� �0h��e�%� x�*1 �� d�� ����*���: 

  <<Y>>, Y<<Z>>, Z<<B>> 

   B-��]�� L*1 �� d�� ����*��� Nf�g �-VA G7�0C�� ����� G!]� O�$D >.� B����� �� �0h�e�]D #3 
�� G7��*�: 

  <<Y>>, Y<<V>> 

t(  3 ��J���� �_�� B-��]�� #A �*]�� OS �0C� ^	�� �*-��]��, b�!pV B:�D Z E���D #3 	P��1 x�.4 �
 ��7�0C��<<Y>>, Y<<V>>, Y<<Z>>, Z<<Y>>)  G�$9�� ( �0��� EF����� ����-��� ����9�� �� ���J�

w (�I13 .( a$� t�e�]D #3 x�*1 #�.D�Z<<B>> B-��]��, B:�D >.� B����� �� B.  
7(  �_��]�� #3 ��J���� � #��*]�� �-S �0C� �D	*�� �*-X� Z Á�9�~&� �.4 ������� B���� L*1 �° 

 G7�0C��,X<<Z>> �*]��,  ��� B����� B/�� ( X l.���, l.���� �) B.C�� ( �)� �
 �-V8 .(
 B-��]� 7��3 �_��A �� �{$��D #3 BL*1 N�:M*� &� t��� & �: 

  X<<Z>>, Z<<B>> 

  ���� �G7�0C�� ����� G!]� O�$D >.: 

  Z<<X>>  

  G7��*� G7�0C�� ����� G!]� O�$D >.�. 


(   �*-��]�� #3 ��J���� �_�A� C #3 �-0�� B.� �.4 �/µ� G7�0@ �-0�� BV EF���� �b�$,�% I:�� �Q �\�V 
^3 �>��-��� �/µ� ?��9� G�@�)� B-��]D: 

  Cp = Xp • X<<C>> 

  �  
    Ap = Xp • X<<A>>  

��)���� ��QI1 G7�0C�� ����� ��*% �, #�.D & �&��� �*"3 (� . B.C�� ( 7����� >J����&� N�p�� (�9 ��J���� �
 bI-��]�D �*]�� x�*1 ��:� U B-��]�� #�$��%� F7�D E �*]�� x�*1 �F�:� ^	�� W .  ��� B����� B/�� #��
 B-��]��,D G7�0C�� L*1 ^��� U<<D>> B-��]��,  ��� B/���� E G7�0C�� L*1 ^��� W<<E>>.  
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 *�B��9 m34	5B�� 1���@ ��)!�#��� �Q 3�E� 8	i0   

�.�� V G7�0C�� ����� ��*% �0�� A�7�)� #3 r)% d�� G7�0C�� ����� �*% U� W�Q���� �$D�, ����-1 ����9�  .
� #3 j�_ �1 ¶��D� ��7�0C�U<<V>>, V<<U>>, W<<V>>, V<<W>>B����� ( A\f�/�� ����� �Q A\�V  .

 ��7�0C�� #3 ���9���U<<V>>, W<<V>> �*]�� B/�� ( ��\f�/� �Q V G7�0C�� #3� �V<<U>> ( A\f�/� �Q 
 �*]�� B/��U G7�0C�� #3� �V<<W>> �*]�� B/�� ( A\f�/� �Q W.  

 B-��]�� L*1 ���D� #3  B-��]�� �� G7�0C�� ����� G!]� �E . ( �
��~� �-.� ���o�����%� G�1 	9�D #3 x�.4
xh�� ���, O%� ( b�%��Q3 ��7�0C��� �b��¬$�1 ��*]��� �*-��]�� ��)�1� . B-��]�� L*1 �� ���)�1&� �	
 B� (�D #3 

 �� �
	� G!]� �o�� ����)�� O%��� �	
 ( M)��, U�$DU��  E ��!]�� �	
 k�~� #�.� #3 L*1 �  
U<<V>>, V<<W>>, W<<E>> . b�cD3 G7���� G!]� ���Q� �.4�W<<V>>, V<<U>>, U<<D>> #�.� #3 ��, �

�0���Q� A� �Q ���� G!]��.  
2.2.18  �K$�� =	
��7>� ��v�#,9:  

��V���� >
� ���%�%�� #�$��%&� �$D�� ������ X��� �I13 �H�,3 �/ ?��9� �I��� ��)��, �D�S� L*1  . G�1 ���
�
�$D��� �	
 B-��]D ^	�� #�$��%I� ��.� �����h� . d�� �)%���� �����hR� 7�� #3 �F��� r�)� �� 7��D ����1 G��:,�

������ x�%��% Å*� . �F��� k�� ( G��9� #�.� #3 �.4 #�$��%I� �����h� ��I� G�$9�� �	
 ?�C����$�)��� ��.  
 ������ �LK��S�� =cV�� 6�b����! (�,���2� �KL 6����� ��M�? a�A� � . 69�� �� �NS�5 d�#� Z��9? & efQ�� 4�5 g�h $?�

�?�D �0b! P�QR�� �� "�# P�QR�� iX�* ,�% Ug�h.  

 �#�$��%&� ����*�� �&7�)� �� �9*�¥ b�7��13 ��Ip�� �����hR� �	
 �-c��� #���� �� �9*�¥ b�5�Y3 �����, �����
�0�� �V��C-*� .���/ G��:,�:  

 3(   G�$9�� ( ?��C�� ���&� ��~� #�$��%&�1.2.2.18 B-��]� �� ����*�-*� b��~�� bI$\ >c�$D A �� �F��� 
 �/W B-��]�B������� N�����, U�$D� �:  

<   B-��]�� �D�
A��� �Q #�$��%&� �\_� #�V� � B-��]�� �	
 bI�� �
A=  
<   B-��]�� �D�
B� B-��]�� �	
 �� B%�� >.� B�9��, ��13 �Q #�$��%&� �\_� #�V� B=  
<   ��*��.�"�D7F�9��) "a$� G�~�� G�� ���:�� �9� (b����~ ���$��� #�$��%&� �\_�.  

  J� ����� b�cD3 �°!��� �.4 #��!/�� #��9:������� ��5�)�1� ����=B$��� ��*-1 r  
w(   G�$9�� ( ?��C�� ��
��&� >P��� #�$��%&�2.2.2.18�h j�_ ��� >c�$D b�,� B-��]�� �� B �� 

 B-��]��A�  �
� ������� N�����, U�$D����JR�:  
<   B-��]�� bI�� �
��� �Q w��[� ( G7�h��� #�$��%&� �\_� #�VB B-��]�� �� N�%�À� G��� >
� A=  
<  =w��[� ( ��*%�3 �Q #�$��%&� �\_R �D7�9���� ��*��.��� ��9�  
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<  )b�D����/� (F�]���D��\_R� �� ��fh3 #�C, ��7�)��� .  
t(   G�$9�� ( ?��C�� ��
��&� >�I� #�$��%&�3.2.2.18  B-��]�� �� b��D�h bI$\ j�_ ��� >c�$DA �� 

 B-��]��B .� N����� l9�, U�$D x\� �� r$8 �� �h��� #�7 �.�� ��
��&� >P��� #�$��%&� �� U�$D d�
»D����� U��/�, �~�:���.  

 B-��]�� B:� #3 �� �rF-�� #�$��%� �0�� ^�� G�� BV (�A B-��]-*� >��-��� ?��9�� L*1 B ����� G!]� L*1� 
 B-��]�� �� G7��*� G7�0C�� B B-��]�� �� A, U��$�� B)Q �����*�-*� N7�)� ^� . �-V B����� �� b�_�9\ j�_ �*�D �Q�

 G�$9�� ( ?��C� �
2.18 .b�$~& �����hR� K�� ( ����� �	
 �� _�9\ ^3 ��\�� �V	D ���.  
 �m�, ( B-��]� ����f�� �����$�� B-��]� A\�V �_� &� r)�D & ������� ���$9�� ( G��V	�� »D����� U��/3 �� r$M���� ��*y

��P��� ��Q�9��, �0����f� A� �����$�� B-��]� A\�V �3 .������ ( r]��� >����� A�Q���� U��e�%�, L��D j�_ Z��.  
 E��� #�.D #3 ���\73 �~��C�� ��Ip�� �����hR� �� �~�� BV ( ���9D�A ��7�0C�� Z�� ��~I� �� r$8 �Q 

G7�0C�� ����� G!]� ( G7�h���.  
1.2.2.18  U	V>� ��%� =	
��7>�  

 B.C�� ( �)� �
 �-V ������� ����� ^��10:  
(1   B-��]�� �{��DA �
 ��.�D & b�7�1 rA >.�� N�-��%&� ���.� U��e�%�, ��-oS� KC.D >.� B-��]D �

�D�f��� >$F�D.  
(2   B-��]�� B%�DA B-��]�� �� ������� ���%��� B:  

B→A, A{tA, rA, B} 

   �~tA»D����� O�/ �
  . #�.�D�tA�}��� �� �~�� ��  : �\_R� ����� AQ�)^����/� ( ��0�\� AQ��
��~I:�� . �BD�)V ����� B.C�� B-��]D� ����-*� >*��� #�$��%&� #�V �_�"sgnData" x��$D #3 �� 

>-Q��� Z�Q����:  
B→A, A{tA, rA, B, sgnData}  

   ( ����� B.C�� B-��]D�  �/ ?��9-V ���$��� ������ b�$~& �0�� B-��]� d�� �&���) �	
�
 �0*p4 ����*���"encData":(  

B→A, A{tA, rA, B, sgnData, Bp[encData]}  
   ������ N�-��%� ^��D�"encData" >.� ��D��1 B., O�D #3 �� �
����/� #3 L*1 � �/ ?��9-V 

]D �~ b�D�Q b�~��9� bIp� #�.� B$�� ( �)� �
 �-V �!9� U�q\ B-��"sgnData"�\_R� �� .  
(3   B-��]�� U�$D�B������� N�-1��, :  

 3(   ?��9�� L*1 N�:��Ap G!]�� �� BA B-��]�� G7�0@ #3 �� b�$$M�� �A=�0��~I� x��� �   
w(  =��{Q��� ����*��� ��*��.� �� �����,� �Z�Q���� �� r$M���  
t(  M��� B-��]�� #3 �� r$B=7�:$�� �:«$¬�� ��	��, �
   
7(   �
 »D����� O�/ #3 �� r$M���"����"=  

(   7���� #3 �� r$M���rA 7���� B�É j�	, U��$�� �.4� �^����/� �	
� �x��-��%� ��.D � rA �-c�D 

x�-�Q ��\��~� �� r$M�D #3 >*y r�)�� �.4 �b���,��� b��fh.  
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  7���� L$)D� rA O��� x�F�)D ^	�� x��~I� ��0�\� »D��� �� b���� tA . 7���� r����D�rA �fÉ b�-P�7 
 B-��]�� #3 �)D >�,���A �
7�� d�� ����f�� G��9�� ����3 �\_R� ��.D &3 �� tA � U�f� & j�	��

 �� r$M�*� 7���� �-�QrAx]9\ .  
   BV ( N�$��� ���E��� #f�} #3 �N��~�� B »D����� O�/ Z� >�,����� �f[� tA �J�� B.C, 

 �
7�� d�� ����f�� G��9�� ����3 �\_R� �� U��9�� �f[� �-0���tA.  

  

 *�B��10 m U	V>� ��%� =	
��7>�  
2.2.2.18  �	�	V>� +;	.a =	
��7>�  

 B.C�� ( �)� �
 �-V ������� ����� ^��11:  
(1   G�$9�� ( ?��C� �
 �-V1.2.2.18=  
(2   G�$9�� ( ?��C� �
 �-V1.2.2.18=  
(3   G�$9�� ( ?��C� �
 �-V1.2.2.18=  
(4   B-��]�� ���DB �
 ��.�D & b�7�1 rB 7���� ���"� �*��� ���"� B-��]D �rA=  
(5   B-��]�� B%�DB B-��]�� �� ������� #�$��%&� �\_� A:  

B{tB, rB, A, rA}  
   �~tB Bp� EF��D »D��� O�/ �
 tA.  
   ����-*� >*��� #�$��%&� #�V �_� �BD�)V ����� B.C�� B-��]D�"sgnData" Z�Q���� ���D #3 �� �

>-Q���:  
B{tB, rB, A, rA, sgnData}  

   �/ ?��9-V ���$��� ������ b�$~& �0�� B-��]� d�� �&��� ( ����� B.C�� B-��]D�)  ����*��� �	

 �0*p4"encData":(  

B{tB, rB, A, rA, sgnData, Ap[encData]}  
   ������ N�-��%� ^��D�"encData" >.� ��D��1 B., O�D #3 �� �
����/� #3 L*1 � �/ ?��9-V 

 B$�� ( �)� �
 �-V �!9� U�q\ B-��]D �~ b�D�Q b�~��9� bIp� #�.�"sgnData"�\_R� �� .  
(6   B-��]�� U�$D�A������� N�-1��, :  

 3(  =��{Q��� ����*��� ��*��.� �� �����,� �Z�Q���� �� r$M���  
w(   B-��]�� #3 �� r$M���A=7�:$�� �:«$¬�� ��	��, �
   
t(   »D����� O�/ #3 �� r$M���tB �
 "����"=  
7(   7���� #3 �� r$M���rB ^����/� �	
� �x��-��%� ��.D � )\�7 G�$9�� �q ( G��� ��(3 G�$9�� ( 

1.2.2.18.(  
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 *�B��11 m�	�	V>� +;	.a =	
��7>�   
3.2.2.18  �	�	V>� +aCa =	
��7>�  

 B.C�� ( �)� �
 �-V ������� ����� ^��12:  
(1   G�$9�� ( ?��C� �
 �-V2.2.2.18=  
(2   G�$9�� ( ?��C� �
 �-V2.2.2.18 . »D����� O�/ #�.D #3 �.4tA=�9:�� ^��]D   
(3   G�$9�� ( ?��C� �
 �-V2.2.2.18=x�� r$8 �� t��� »D����� O�/ #3 ��1 �� �  
(4   G�$9�� ( ?��C� �
 �-V2.2.2.18=  
(5   G�$9�� ( ?��C� �
 �-V2.2.2.18 . »D����� O�/ #�.D #3 �.4tB=�9:�� ^��]D   
(6  ��C� �
 �-V G�$9�� ( ?2.2.2.18=x�� r$8 �� t��� & »D����� O�/ #3 ��1 �� �  
(7   B-��]�� r$M�DA #3 �� rA N��*� r,�� �
 O*�]�� rA=B%�3 �Q #�V ^	��   
(8   B-��]�� B%�DA B-��]�� �� ������� #�$��%&� �\_� B:  

A{rB,B}  
(9   B-��]�� U�$DB����� N�-1��, :  

 3(   �� r$M���=��{Q��� ����*��� ��*��.� �� �����,� �Z�Q����  
w(   7���� #3 �� r$M���rB N��*� r,�� �
 O*�]�� rB B-��]�� #�V ^	�� B �Q x*%�3.  

 

  

 *�B��12 maCa =	
��7>� �	�	V>� +  

19  ������ � �	
���  

�9��� ( O.M���, �9*�¥ �D��7� ��*% �0�� U�$� �m�, ( 7�h�� B����� ����*�� G�1�Q �� �0�� B.,  ��� �f[� �� _
 B�����(DIB) .������� KP����� U�$� d�� rP���� B-CD _�9��� ( O.M��� ��g �D�8�:  

<  =_�9��� ( O.M��� ����*�� �D�8  
<  =_�9��� ( O.M�*� ����*��� �	
 �
7�8 d�� _�9��� ��$~ 	�9��, ��$���  
<  .M��� ����*�� �\���_�9��� ( O.  
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_�9��� ( O.M�*� ����*��� �	
 �
7�8 d�� _�9��� ��$~ 	�9��, ��$��� r)�D:  
<  =��³��, �$*���� B����� ����*��  
<  =B����� B-��]� ����*��  
<  _�9��� ( O.M��� ����*�� B-C� d�� B����� B�uC� ����*��.  

O.M��� ��g B-��]� #3 �D��7R� ��*]�� Z��]� �0��g �D�~ B., 7F�8 #3 �3 ��0c�, �3 �0*V ��]F�$�� _�9��� ( 
�
�D�$� �]~ _�9��� ( O.M�*� �����.  

 _�9��� ( >%�%�� O.M���(BAC) ������� ( EF���� ITU-T X.501 | ����� ������ ISO/IEC 9594-2 U�$� �$D�5 �
 
B����� ^�D�� �{.� �_�9��� ( O{.8 �-P�Q L*1B�����, a,�*� �$$�� #�$��%&� �D�], ��\�_�� a,� ��  . ��5� B-��]D�

�,���� �	S B-��]�� rF-��� #�$��%&� ��g ��$�� �9����� �	
 ( 7��� >��-��� ?��9�� G7�0@.  
 �1��Q L*1 ¸)�� _�9��� ( O.M����(RBAC) ������� ( EF���� ITU-T X.501 |���� ������  �ISO/IEC 9594-2 �

_�9��� ( O.M��� �����Q _�g� ( �*-��]�� B�
���� ���\ B-� ��9����� �	
 ( E���� A���� G7�0@ ��5� B-��]D .
_�9��� ( >%�%�� O.M��� Z� ����@&�, �1��Q L*1 ¸)�� _�9��� ( O.M��� N�-��%� �.4�.  

20  ������ ������ ���  

G7�0@ ��5� B-��]D �	
 �*]*% ( G7��� B����� �&�V����, Z�� ( �9����� �	
 ( EF���� >��-��� ?��9�� 
��/��� ��,�o�%&�� ��)*�� B-C� d�� ���*-�*� �D����/� �D�§ Bh3 �� ��������� . Z�Q���� �0����� ��*��.��� �D�§ ��3

 ^	�� Z�Q���� �	
 �� r$M���� �B%�-*� >-Q��� x, U�$DB%�-*� >��-��� ?��9�� G7�0@ b���e�]� �:«$¬�� . �D�§ ������
 �� x�*1 N�:�� O�D ^	�� >��-��� ?��9�� U��e�%�, x�� k���� �{9� ^	�� >��-��� ?��9��, !9o��� U��e�%�, �DF�]��

��9�� �%��, 7�:$� �:«$¬�� �!9� j9D� �7�:$�� �:«$�-*� >��-��� ?��9�� G7�0@B,�$��  ��� ?.  
 �� �~�� BV ( G7�y #�.� �N�V���v�� �&7�)� ( �0h��7�� �D�-�� ����1 �*� ��HI�� ��V���� �1��Q� rP�����

��9����� �� �*]*]�� �	
 ( G7�h��� B����� �&�V����,.  
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 �����A  

����	
���� ������ ������� ���� ������ �  
)�� ��� ���� 	
���� ��� �� ���� � ����� ��� |����� ������ �	
( 

 f������ �� ���~� ¹I� B.C, rM*�� �	
 �-c�DASN.1 ����*��� ��1�J�� K��� �-�$��� a-��� ��9D��� Z�� 
 f������ �� �	
 B����� �9���� ( �*-��]��ASN.1 . >
 ���~��� �	
� =	
��7>� 1	I9(AuthenticationFramework) �

34	5B�� �	�7�!� (CertificateExtensions)2�.�� 34	56 �	"�#�!� X (AttributeCertificateDefinitions).  

1.A --   ����	�� ���� ����  --  A.1 Authentication framework module 

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 5} 
DEFINITIONS ::= 
BEGIN 

-- EXPORTS All -- 
-- The types and values defined in this module are exported for use in the other ASN.1 modules contained  

-- within the Directory Specifications, and for the use of other applications which will use them to access  

-- Directory services. Other applications may use them for their own purposes, but this will not constrain 

-- extensions and modifications needed to maintain or improve the Directory service. 

 ��� �������	 
��� ������ ��� � ������ ������ ��!"�   #���� ASN.1�$%���&� '(�� )*����� � �+�,�- .�/0   
 ��*����� #�-�/ 12 3�45�� � 67�� .�/0 #���89�   .��� ;(�� )�< �=�/ >��7" .�/0 #���89� �$%���&� �?�  
 ���$5�&@� *����� �-�/ �A��� �-BC�� #CD������ #������� E%F #������ >�4D ;� G�����	�  .  

IMPORTS 
 id-at, id-nf, id-oc, informationFramework, upperBounds, selectedAttributeTypes, basicAccessControl, 
 certificateExtensions 
  FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5} 

 Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top 
  FROM InformationFramework informationFramework 

 ub-user-password, ub-content 
  FROM UpperBounds upperBounds 

 UniqueIdentifier, octetStringMatch, DirectoryString{}, commonName 
  FROM SelectedAttributeTypes selectedAttributeTypes 

 certificateExactMatch, certificatePairExactMatch, certificateListExactMatch, KeyUsage, GeneralNames,  

          CertificatePoliciesSyntax, algorithmIdentifierMatch, CertPolicyId 
  FROM CertificateExtensions certificateExtensions ; 

-- '-����� H��4�� �+�$I JD���  --  -- public-key certificate definition -- 

Certificate     ::= SIGNED { SEQUENCE { 
 version     [0] Version DEFAULT v1, 
 serialNumber     CertificateSerialNumber, 
 signature      AlgorithmIdentifier, 
 issuer      Name, 
 validity      Validity, 
 subject      Name, 
 subjectPublicKeyInfo   SubjectPublicKeyInfo, 
 issuerUniqueIdentifier  [1] IMPLICIT UniqueIdentifier OPTIONAL, 

--  �,� K2 �L��� K�(� v2 �0 v3 -- if present, version shall be v2 or v3 

 subjectUniqueIdentifier  [2] IMPLICIT UniqueIdentifier OPTIONAL, 

--�,� K2  �L��� K�(�  v2 �0 v3 -- if present, version shall be v2 or v3 

 extensions    [3] Extensions OPTIONAL 

--�,� K2   �L��� K�(� v3 { { --  -- if present, version shall be be v3 -- } } 

Version     ::= INTEGER { v1(0), v2(1), v3(2) } 

CertificateSerialNumber ::= INTEGER 

AlgorithmIdentifier   ::= SEQUENCE { 
 algorithm    ALGORITHM.&id ({SupportedAlgorithms}), 
 parameters   ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL } 
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-- Definition of the following information object set is deferred, perhaps to standardized 

-- profiles or to protocol implementation conformance statements. The set is required to 

-- specify a table constraint on the parameters component of AlgorithmIdentifier. 
 ���0 �&���- #��8A�, ;F �%��M #�ACF2 
�N�A�O )*,P- ������� #�-�%��� Q�R�- JD���  ��45� SO�9� ;F   
 ��G�T����O   .��-B
��U� �D�� V���- G�W #��%��� �A��(- G��, �4=��� �O�%9- �F��W� ���. 

SupportedAlgorithms  ALGORITHM ::= { ... }      

Validity     ::= SEQUENCE { 
 notBefore  Time, 
 notAfter  Time } 

SubjectPublicKeyInfo  ::= SEQUENCE { 
 algorithm    AlgorithmIdentifier, 
 subjectPublicKey  BIT STRING } 

Time  ::=  CHOICE {  
 utcTime     UTCTime,  
 generalizedTime  GeneralizedTime } 

Extensions ::= SEQUENCE OF Extension 
-- For those extensions where ordering of individual extensions within the SEQUENCE is significant, the 

-- specification of those individual extensions shall include the rules for the significance of the order therein 
 ��   */�+ #������� 6���� K�(D �-�5F���������O X���� �F��? *�Y�� �D+���Z� #������� ��� �4=��- K[� )\�- �3 ]�� #+
� ^��� 6����. 

Extension ::= SEQUENCE { 
 extnId  EXTENSION.&id ({ExtensionSet}), 
 critical  BOOLEAN DEFAULT FALSE, 
 extnValue  OCTET STRING 
     -- contains a DER encoding of a value of type &ExtnType 

     -- for the extension object identified by extnId -- } 
 ��   _4Y� ^��`DER) �b���� _4Y��� �F��? ( d�5�� �����ExtnType  
 �� G�W�O +��e� f����� Q�R�- ;-  extnId { --  

ExtensionSet EXTENSION  ::= {  ... } 

EXTENSION ::= CLASS { 
 &id  OBJECT IDENTIFIER UNIQUE, 
 &ExtnType } 
WITH SYNTAX { 
 SYNTAX   &ExtnType 
 IDENTIFIED BY  &id } 

--   ��58�� �+�$Y� .�/0 \OPKI -- other PKI certificate constructs 

Certificates    ::=  SEQUENCE { 
 userCertificate     Certificate, 
 certificationPath    ForwardCertificationPath OPTIONAL} 

ForwardCertificationPath ::=  SEQUENCE OF CrossCertificates 

CrossCertificates   ::=  SET OF Certificate 

CertificationPath   ::=  SEQUENCE { 
 userCertificate     Certificate, 
 theCACertificates    SEQUENCE OF CertificatePair OPTIONAL} 

CertificatePair  ::=  SEQUENCE { 
 forward   [0]  Certificate OPTIONAL, 
 reverse   [1]  Certificate OPTIONAL 

-- g�+�,�- h�b�� ^+�� ;- ���� K�(D K0 6i  { --  -- at least one of the pair shall be present -- } 

 (WITH COMPONENTS { ..., forward PRESENT} |  

 WITH COMPONENTS { ..., reverse PRESENT}) 

--+�$Y�� G�9O2 ��j�?   #�(CRL) -- certificate revocation list (CRL) 

CertificateList  ::=  SIGNED { SEQUENCE { 
 version     Version OPTIONAL, 

-- �L��� K�(� �,� K2  v2 -- if present, version shall be v2 

 signature     AlgorithmIdentifier, 
 issuer     Name, 
 thisUpdate    Time, 
 nextUpdate    Time OPTIONAL, 
 revokedCertificates    SEQUENCE OF SEQUENCE { 
  serialNumber     CertificateSerialNumber, 
  revocationDate     Time, 
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  crlEntryExtensions    Extensions OPTIONAL } OPTIONAL, 
 crlExtensions  [0]   Extensions OPTIONAL }} 

--=0   #�-�%��� #�F�R�- V�5-- -- information object classes -- 

ALGORITHM ::= TYPE-IDENTIFIER 

-- #��%�- #�3 ��!0  --  -- parameterized types -- 

HASH {ToBeHashed}  ::=  SEQUENCE { 
 algorithmIdentifier    AlgorithmIdentifier, 
 hashValue      BIT STRING ( CONSTRAINED BY { 
   -- shall be the result of applying a hashing procedure to the DER-encoded octets -- 

-- _4Y���O ��4Y�� #�A�k"� E%F l�� m��,2 S�89� �n��A K�(D K0 6i  DER --  
-- ]���?  --  ����� ���	 { ( {  -- of a value of --ToBeHashed } ) } 

    

ENCRYPTED-HASH { ToBeSigned }  ::=  BIT STRING ( CONSTRAINED BY { 
 -- shall be the result of applying a hashing procedure to the DER-encoded (see 6.1) octets -- 

 -- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- }) 
--i  _4Y���O ��4Y�� #�A�k"� E%F l�� m��,2 S�89� �n��A K�(D K0 6DER) _4Y��� �F��? �b����) ( �NA�1.6 (--  
--]���?  --  ��
��� ���	-- #�A�k"� ��� E%F _4Y� m��,2 S�89� o -- ( {  

ENCRYPTED { ToBeEnciphered }  ::=  BIT STRING ( CONSTRAINED BY { 
 -- shall be the result of applying an encipherment procedure -- 

 -- to the BER-encoded octets of a value of -- ToBeEnciphered}) 
--_4p m��,2 S�89� �n��A K�(D K0 6i --   
-- _4Y���O ��4Y�� #�A�k"� E%F BER) �����"� _4Y��� �F��?(  

SIGNATURE { ToBeSigned }   ::=  SEQUENCE { 
 algorithmIdentifier    AlgorithmIdentifier, 
 encrypted      ENCRYPTED-HASH { ToBeSigned }} 

 

SIGNED { ToBeSigned }   ::=  SEQUENCE { 
 toBeSigned     ToBeSigned, 
 COMPONENTS OF    SIGNATURE { ToBeSigned }} 

-- PKI object classes -- --F�R��� V�5=0  #�-- 

pkiUser OBJECT-CLASS  ::= { 
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  {userCertificate} 
 ID     id-oc-pkiUser } 
 

pkiCA OBJECT-CLASS   ::= { 
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  {cACertificate | 
      certificateRevocationList | 
      authorityRevocationList | 
      crossCertificatePair } 
 ID     id-oc-pkiCA } 
 

cRLDistributionPoint   OBJECT-CLASS   ::= { 
 SUBCLASS OF    { top } 
 KIND      structural 
 MUST CONTAIN   { commonName } 
 MAY CONTAIN    { certificateRevocationList | 
        authorityRevocationList | 
        deltaRevocationList } 
 ID       id-oc-cRLDistributionPoint } 
 

cRLDistPtNameForm  NAME-FORM  ::= { 
 NAMES     cRLDistributionPoint 
 WITH ATTRIBUTES   { commonName} 
 ID       id-nf-cRLDistPtNameForm } 
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deltaCRL  OBJECT-CLASS  ::= { 
 SUBCLASS OF   {top} 
 KIND     auxiliary 
 MAY CONTAIN   {deltaRevocationList} 
 ID      id-oc-deltaCRL } 
 

cpCps  OBJECT-CLASS  ::= { 
 SUBCLASS OF   {top} 
 KIND     auxiliary 
 MAY CONTAIN   {certificatePolicy | 
       certificationPracticeStmt} 
 ID      id-oc-cpCps } 

 

pkiCertPath  OBJECT-CLASS  ::= { 
 SUBCLASS OF   {top} 
 KIND     auxiliary 
 MAY CONTAIN   { pkiPath } 
 ID      id-oc-pkiCertPath } 
 

-- PKI directory attributes -- -- ��58%� ��%����� #��5�� PKI --  
userCertificate   ATTRIBUTE ::=  { 
 WITH SYNTAX      Certificate 
 EQUALITY MATCHING RULE   certificateExactMatch 
 ID         id-at-userCertificate} 
 
cACertificate    ATTRIBUTE ::=  { 
 WITH SYNTAX      Certificate 
 EQUALITY MATCHING RULE   certificateExactMatch 
 ID         id-at-cAcertificate } 
 
crossCertificatePair  ATTRIBUTE ::=  { 
 WITH SYNTAX      CertificatePair 
 EQUALITY MATCHING RULE   certificatePairExactMatch 
 ID         id-at-crossCertificatePair } 
 
certificateRevocationList ATTRIBUTE ::=  { 
 WITH SYNTAX      CertificateList 
 EQUALITY MATCHING RULE   certificateListExactMatch 
 ID         id-at-certificateRevocationList } 
 
authorityRevocationList ATTRIBUTE ::=  { 
 WITH SYNTAX      CertificateList 
 EQUALITY MATCHING RULE   certificateListExactMatch 
 ID         id-at-authorityRevocationList } 
 
deltaRevocationList ATTRIBUTE ::= { 
 WITH SYNTAX      CertificateList 
 EQUALITY MATCHING RULE   certificateListExactMatch 
 ID          id-at-deltaRevocationList } 
 

supportedAlgorithms  ATTRIBUTE ::= { 
 WITH SYNTAX       SupportedAlgorithm 
 EQUALITY MATCHING RULE   algorithmIdentifierMatch 
 ID          id-at-supportedAlgorithms } 
 
SupportedAlgorithm ::= SEQUENCE { 
   algorithmIdentifier       AlgorithmIdentifier, 
 intendedUsage      [0]  KeyUsage OPTIONAL, 
 intendedCertificatePolicies   [1]  CertificatePoliciesSyntax OPTIONAL } 

 

certificationPracticeStmt ATTRIBUTE ::= { 
 WITH SYNTAX  InfoSyntax 
 ID      id-at-certificationPracticeStmt } 
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InfoSyntax ::= CHOICE { 
 content  DirectoryString {ub-content}, 
 pointer  SEQUENCE { 
  name    GeneralNames, 
  hash    HASH { HashedPolicyInfo } OPTIONAL } } 

 

POLICY ::= TYPE-IDENTIFIER 

HashedPolicyInfo        ::=     POLICY.&Type( {Policies} ) 

Policies POLICY ::= {...} -- Defined by implementors --   -- 45�� �$����D � K� -- 

 

certificatePolicy ATTRIBUTE ::= { 
 WITH SYNTAX  PolicySyntax 
 ID     id-at-certificatePolicy } 

 

PolicySyntax ::= SEQUENCE { 
 policyIdentifier  PolicyID, 
 policySyntax  InfoSyntax 
 } 

 

PolicyID  ::= CertPolicyId  

 

pkiPath  ATTRIBUTE ::= { 
 WITH SYNTAX  PkiPath 
 ID     id-at-pkiPath } 

 

PkiPath  ::= SEQUENCE OF Certificate 

 

userPassword ATTRIBUTE ::= { 
 WITH SYNTAX     OCTET STRING (SIZE (0..ub-user-password)) 
 EQUALITY MATCHING RULE  octetStringMatch 
 ID        id-at-userPassword } 
 

-- object identifier assignments -- 

-- object classes -- 

-- #�+�5�2  Q�R��� �D�� V��---  
-- #�F�R��� V�5=0 --  

id-oc-cRLDistributionPoint   OBJECT IDENTIFIER ::=   {id-oc 19} 
id-oc-pkiUser      OBJECT IDENTIFIER ::=   {id-oc 21} 
id-oc-pkiCA      OBJECT IDENTIFIER ::=   {id-oc 22} 
id-oc-deltaCRL     OBJECT IDENTIFIER ::=   {id-oc 23} 
id-oc-cpCps      OBJECT IDENTIFIER ::=   {id-oc 30} 
id-oc-pkiCertPath     OBJECT IDENTIFIER ::=   {id-oc 31} 

-- name forms-- -- ��	� G�(I0 --  
id-nf-cRLDistPtNameForm   OBJECT IDENTIFIER ::=   {id-nf 14} 

-- directory attributes-- --��� #��5��  ��%��--  
id-at-userPassword    OBJECT IDENTIFIER ::=   {id-at 35}   
id-at-userCertificate    OBJECT IDENTIFIER ::=   {id-at 36} 
id-at-cAcertificate     OBJECT IDENTIFIER ::=   {id-at 37} 
id-at-authorityRevocationList  OBJECT IDENTIFIER ::=   {id-at 38} 
id-at-certificateRevocationList  OBJECT IDENTIFIER ::=   {id-at 39} 
id-at-crossCertificatePair   OBJECT IDENTIFIER ::=   {id-at 40} 
id-at-supportedAlgorithms   OBJECT IDENTIFIER ::=   {id-at 52} 
id-at-deltaRevocationList   OBJECT IDENTIFIER ::=   {id-at 53} 
id-at-certificationPracticeStmt  OBJECT IDENTIFIER ::=   {id-at 68} 
id-at-certificatePolicy    OBJECT IDENTIFIER ::=   {id-at 69} 
id-at-pkiPath      OBJECT IDENTIFIER ::=   {id-at 70} 

END                �	����� 
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2.A --  ������� ���	�� ����  --  A.2 Certificate extensions module 

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 5} 
DEFINITIONS IMPLICIT TAGS ::= 
BEGIN 

-- EXPORTS ALL -- 

IMPORTS 
 id-at, id-ce, id-mr, informationFramework, authenticationFramework, 
  selectedAttributeTypes, upperBounds 
  FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) 
  usefulDefinitions(0) 5} 

 Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, MATCHING-RULE  
  FROM InformationFramework informationFramework 

 CertificateSerialNumber, CertificateList, AlgorithmIdentifier, 
  EXTENSION, Time, PolicyID 
  FROM AuthenticationFramework authenticationFramework 

 DirectoryString {} 
  FROM SelectedAttributeTypes selectedAttributeTypes 

 ub-name 
  FROM UpperBounds upperBounds 

 ORAddress 
  FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) 
  modules(0) mts-abstract-service(1) version-1999 (1) } ; 

-- Unless explicitly noted otherwise, there is no significance to the ordering 

-- of components of a SEQUENCE OF construct in this Specification.  
  

-- public-key certificate and CRL extensions -- 

 �� #�A�(- 6����� \�- �,�D 	  �� �������+�,���   
 ������= q�3 _7 12 �YD r �- )�4=���� ��� �  .  

 �� ��j����� '-����� H��4�� �+�$I #�����  CRL  ��  

authorityKeyIdentifier EXTENSION ::= {        
 SYNTAX   AuthorityKeyIdentifier 
 IDENTIFIED BY  id-ce-authorityKeyIdentifier } 

AuthorityKeyIdentifier ::= SEQUENCE { 
 keyIdentifier    [0] KeyIdentifier    OPTIONAL, 
 authorityCertIssuer   [1] GeneralNames    OPTIONAL, 
 authorityCertSerialNumber [2] CertificateSerialNumber   OPTIONAL } 
 ( WITH COMPONENTS   {..., authorityCertIssuer PRESENT,  
     authorityCertSerialNumber PRESENT} | 
 WITH COMPONENTS  {..., authorityCertIssuer ABSENT, 
     authorityCertSerialNumber ABSENT} ) 

KeyIdentifier ::= OCTET STRING 

subjectKeyIdentifier EXTENSION ::= { 
 SYNTAX   SubjectKeyIdentifier 
 IDENTIFIED BY  id-ce-subjectKeyIdentifier } 

SubjectKeyIdentifier ::= KeyIdentifier 

 

keyUsage EXTENSION ::= { 
  SYNTAX   KeyUsage 
  IDENTIFIED BY   id-ce-keyUsage } 

KeyUsage ::= BIT STRING { 
 digitalSignature  (0), 
 contentCommitment (1), 
 keyEncipherment   (2), 
 dataEncipherment  (3), 
 keyAgreement    (4), 
 keyCertSign    (5), 
 cRLSign     (6), 
 encipherOnly   (7), 
 decipherOnly   (8) } 
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extKeyUsage EXTENSION ::= { 
 SYNTAX   SEQUENCE SIZE (1..MAX) OF KeyPurposeId 
 IDENTIFIED BY  id-ce-extKeyUsage } 

KeyPurposeId ::= OBJECT IDENTIFIER 

privateKeyUsagePeriod EXTENSION ::= { 
 SYNTAX   PrivateKeyUsagePeriod 
 IDENTIFIED BY  id-ce-privateKeyUsagePeriod } 

PrivateKeyUsagePeriod ::= SEQUENCE { 
 notBefore  [0] GeneralizedTime OPTIONAL, 
 notAfter  [1] GeneralizedTime OPTIONAL } 
 ( WITH COMPONENTS {..., notBefore PRESENT} | 
 WITH COMPONENTS  {..., notAfter PRESENT} ) 

certificatePolicies EXTENSION ::= { 
 SYNTAX   CertificatePoliciesSyntax 
 IDENTIFIED BY  id-ce-certificatePolicies } 

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation 

PolicyInformation ::= SEQUENCE { 
 policyIdentifier  CertPolicyId, 
 policyQualifiers SEQUENCE SIZE (1..MAX) OF  
       PolicyQualifierInfo OPTIONAL } 

CertPolicyId ::= OBJECT IDENTIFIER 

PolicyQualifierInfo ::= SEQUENCE { 
 policyQualifierId  CERT-POLICY-QUALIFIER.&id 
       ({SupportedPolicyQualifiers}), 
 qualifier    CERT-POLICY-QUALIFIER.&Qualifier  
       ({SupportedPolicyQualifiers}{@policyQualifierId}) 
       OPTIONAL } 

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= { ... } 

anyPolicy OBJECT IDENTIFIER ::= { 2 5 29 32 0 } 

CERT-POLICY-QUALIFIER ::= CLASS { 
 &id   OBJECT IDENTIFIER UNIQUE, 
 &Qualifier  OPTIONAL } 
WITH SYNTAX { 
 POLICY-QUALIFIER-ID &id 
 [QUALIFIER-TYPE &Qualifier] } 

 

policyMappings EXTENSION ::= { 
 SYNTAX   PolicyMappingsSyntax 
 IDENTIFIED BY  id-ce-policyMappings } 

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE { 
 issuerDomainPolicy  CertPolicyId, 
 subjectDomainPolicy  CertPolicyId } 

 

subjectAltName EXTENSION ::= { 
 SYNTAX   GeneralNames 
 IDENTIFIED BY  id-ce-subjectAltName } 

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName 

GeneralName ::= CHOICE { 
 otherName    [0] INSTANCE OF OTHER-NAME, 
 rfc822Name    [1] IA5String, 
 dNSName     [2] IA5String, 
 x400Address    [3] ORAddress, 
 directoryName    [4] Name, 
 ediPartyName    [5] EDIPartyName, 
 uniformResourceIdentifier [6] IA5String, 
 iPAddress     [7] OCTET STRING, 
 registeredID    [8] OBJECT IDENTIFIER } 
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OTHER-NAME ::= TYPE-IDENTIFIER 

EDIPartyName ::= SEQUENCE { 
 nameAssigner  [0] DirectoryString {ub-name} OPTIONAL, 
 partyName  [1] DirectoryString {ub-name} } 
 

issuerAltName EXTENSION ::= { 
 SYNTAX   GeneralNames 
 IDENTIFIED BY  id-ce-issuerAltName } 

 

subjectDirectoryAttributes EXTENSION ::= { 
 SYNTAX   AttributesSyntax 
 IDENTIFIED BY  id-ce-subjectDirectoryAttributes } 

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute 

 

basicConstraints EXTENSION ::= { 
 SYNTAX   BasicConstraintsSyntax 
 IDENTIFIED BY  id-ce-basicConstraints } 

BasicConstraintsSyntax ::= SEQUENCE { 
 cA      BOOLEAN DEFAULT FALSE, 
 pathLenConstraint   INTEGER (0..MAX) OPTIONAL } 

 

nameConstraints EXTENSION ::= { 
 SYNTAX  NameConstraintsSyntax 
 IDENTIFIED BY  id-ce-nameConstraint } 
 
NameConstraintsSyntax ::= SEQUENCE { 
 permittedSubtrees  [0] GeneralSubtrees OPTIONAL, 
 excludedSubtrees  [1] GeneralSubtrees OPTIONAL, 
 requiredNameForms [2] NameForms OPTIONAL  } 
 
GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree 
 
GeneralSubtree ::= SEQUENCE { 
 base    GeneralName, 
 minimum [0] BaseDistance DEFAULT 0, 
 maximum [1] BaseDistance OPTIONAL } 
 
BaseDistance ::= INTEGER (0..MAX)  

 
NameForms  ::= SEQUENCE { 
     basicNameForms [0] BasicNameForms OPTIONAL, 
     otherNameForms [1] SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL } 
(ALL EXCEPT ({ -- none; i.e., at least one component shall be present -- }))  

 �� �A��(- �,�� ^0 sm'I 	 ����� *?"� E%F ��  
BasicNameForms  ::= BIT STRING { 
    rfc822Name    (0), 
 dNSName   (1), 
 x400Address  (2), 
 directoryName  (3), 
 ediPartyName  (4), 
 uniformResourceIdentifier  (5), 
 iPAddress   (6), 
 registeredID   (7) }  (SIZE (1..MAX)) 
 
policyConstraints EXTENSION ::= { 
 SYNTAX   PolicyConstraintsSyntax 
 IDENTIFIED BY  id-ce-policyConstraints } 
PolicyConstraintsSyntax ::= SEQUENCE { 
 requireExplicitPolicy  [0] SkipCerts OPTIONAL, 
 inhibitPolicyMapping [1] SkipCerts OPTIONAL } 
 
SkipCerts ::= INTEGER (0..MAX) 
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cRLNumber EXTENSION ::= { 
 SYNTAX    CRLNumber 
 IDENTIFIED BY  id-ce-cRLNumber } 
CRLNumber ::= INTEGER (0..MAX) 
 
reasonCode EXTENSION ::= { 
 SYNTAX   CRLReason 
 IDENTIFIED BY  id-ce-reasonCode } 
CRLReason ::= ENUMERATED { 
 unspecified     (0), 
 keyCompromise    (1),  
 cACompromise    (2),  
 affiliationChanged    (3),  
 superseded     (4), 
 cessationOfOperation   (5), 
 certificateHold     (6), 
 removeFromCRL   (8), 
 privilegeWithdrawn   (9), 
 aaCompromise    (10) } 
 
holdInstructionCode EXTENSION ::= { 
 SYNTAX   HoldInstruction 
 IDENTIFIED BY  id-ce-instructionCode } 
HoldInstruction ::= OBJECT IDENTIFIER 
 
invalidityDate EXTENSION ::= { 
 SYNTAX   GeneralizedTime 
 IDENTIFIED BY  id-ce-invalidityDate } 
 
crlScope EXTENSION ::= { 
 SYNTAX    CRLScopeSyntax 
 IDENTIFIED BY   id-ce-cRLScope } 
CRLScopeSyntax ::=  SEQUENCE SIZE (1..MAX) OF PerAuthorityScope 
PerAuthorityScope ::= SEQUENCE { 
 authorityName     [0]  GeneralName OPTIONAL, 
 distributionPoint   [1]  DistributionPointName OPTIONAL, 
 onlyContains    [2]  OnlyCertificateTypes OPTIONAL, 
 onlySomeReasons   [4]  ReasonFlags OPTIONAL, 
 serialNumberRange  [5]  NumberRange OPTIONAL, 
 subjectKeyIdRange   [6]  NumberRange OPTIONAL, 
 nameSubtrees    [7]  GeneralNames OPTIONAL, 
 baseRevocationInfo  [9]  BaseRevocationInfo OPTIONAL 
 } 
OnlyCertificateTypes ::= BIT STRING { 
 user   (0), 
 authority  (1), 
 attribute  (2) } 
NumberRange ::= SEQUENCE { 
 startingNumber [0]  INTEGER OPTIONAL, 
 endingNumber  [1]  INTEGER OPTIONAL, 
 modulus     INTEGER OPTIONAL } 
BaseRevocationInfo ::= SEQUENCE { 
 cRLStreamIdentifier  [0]  CRLStreamIdentifier OPTIONAL, 
 cRLNumber    [1]  CRLNumber, 
 baseThisUpdate   [2]  GeneralizedTime } 
 
statusReferrals EXTENSION  ::= { 
 SYNTAX   StatusReferrals 
 IDENTIFIED BY   id-ce-statusReferrals } 
StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral 
StatusReferral  ::=  CHOICE { 
 cRLReferral  [0]  CRLReferral, 
 otherReferral  [1]  INSTANCE OF OTHER-REFERRAL} 
CRLReferral ::= SEQUENCE  { 
 issuer   [0]  GeneralName OPTIONAL, 
 location   [1]  GeneralName OPTIONAL, 
 deltaRefInfo  [2]  DeltaRefInfo OPTIONAL, 
 cRLScope     CRLScopeSyntax, 
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 lastUpdate  [3]  GeneralizedTime OPTIONAL,  
 lastChangedCRL [4]  GeneralizedTime OPTIONAL} 
DeltaRefInfo  ::=  SEQUENCE { 
 deltaLocation  GeneralName, 
 lastDelta   GeneralizedTime OPTIONAL } 
OTHER-REFERRAL ::= TYPE-IDENTIFIER 
 
cRLStreamIdentifier EXTENSION ::= { 
 SYNTAX   CRLStreamIdentifier 
 IDENTIFIED BY  id-ce-cRLStreamIdentifier } 
 
CRLStreamIdentifier  ::=  INTEGER (0..MAX) 
 
orderedList EXTENSION ::= { 
 SYNTAX   OrderedListSyntax 
 IDENTIFIED BY  id-ce-orderedList } 
OrderedListSyntax  ::= ENUMERATED { 
ascSerialNum  (0), 
ascRevDate  (1) }  
 
deltaInfo EXTENSION ::= { 
 SYNTAX   DeltaInformation 
 IDENTIFIED BY  id-ce-deltaInfo } 
DeltaInformation ::= SEQUENCE { 
 deltaLocation  GeneralName, 
 nextDelta   GeneralizedTime OPTIONAL } 
 
cRLDistributionPoints EXTENSION ::= { 
 SYNTAX   CRLDistPointsSyntax 
 IDENTIFIED BY  id-ce-cRLDistributionPoints } 
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint  
DistributionPoint ::= SEQUENCE { 
 distributionPoint [0]  DistributionPointName OPTIONAL, 
 reasons   [1]  ReasonFlags OPTIONAL, 
 cRLIssuer   [2]  GeneralNames OPTIONAL } 
DistributionPointName ::= CHOICE { 
 fullName     [0]  GeneralNames, 
 nameRelativeToCRLIssuer [1]  RelativeDistinguishedName } 
ReasonFlags ::= BIT STRING { 
 unused     (0), 
 keyCompromise   (1),  
 cACompromise  (2),  
 affiliationChanged  (3),  
 superseded   (4), 
 cessationOfOperation (5), 
 certificateHold    (6), 
 privilegeWithdrawn  (7), 
 aACompromise  (8) } 
 
issuingDistributionPoint EXTENSION  ::= { 
 SYNTAX IssuingDistPointSyntax 
 IDENTIFIED BY id-ce-issuingDistributionPoint } 
  
IssuingDistPointSyntax ::= SEQUENCE { 
 -- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE, 
 -- the CRL covers both certificate types 

�� K��A�(�� tA�T �32 ��
����� ���
�� ������ ������ ��! "#� $�% ������� ��! "#� $�%    

 �� &���'�� (�)*+ ���, %F ��$��%T u�F�R�-E "�./�0" � ��j���� K�(�CRLu9�5�� CT '9L�   

 
 distributionPoint      [0] DistributionPointName OPTIONAL, 
 onlyContainsUserPublicKeyCerts     [1] BOOLEAN DEFAULT FALSE, 
 onlyContainsCACerts     [2] BOOLEAN DEFAULT FALSE, 
 onlySomeReasons      [3] ReasonFlags OPTIONAL, 
 indirectCRL       [4] BOOLEAN DEFAULT FALSE } 
certificateIssuer EXTENSION ::= {    
 SYNTAX   GeneralNames   
 IDENTIFIED BY    id-ce-certificateIssuer }  
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deltaCRLIndicator EXTENSION ::= { 
 SYNTAX   BaseCRLNumber 
 IDENTIFIED BY  id-ce-deltaCRLIndicator } 
BaseCRLNumber ::= CRLNumber 
 
toBeRevoked  EXTENSION  ::= { 
 SYNTAX  ToBeRevokedSyntax 
 IDENTIFIED BY id-ce-toBeRevoked } 
 
ToBeRevokedSyntax::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup 
 
ToBeRevokedGroup ::= SEQUENCE { 
 certificateIssuer [0] GeneralName OPTIONAL, 
 reasonInfo  [1] ReasonInfo OPTIONAL, 
 revocationTime  GeneralizedTime, 
 certificateGroup  CertificateGroup } 
 
ReasonInfo   ::= SEQUENCE { 
 reasonCode   CRLReason, 
 holdInstructionCode HoldInstruction OPTIONAL } 
 
CertificateGroup ::= CHOICE { 
 serialNumbers  [0] CertificateSerialNumbers, 
 serialNumberRange[1] CertificateGroupNumberRange, 
 nameSubtree  [2] GeneralName } 
 
CertificateGroupNumberRange ::= SEQUENCE { 
 startingNumber [0] INTEGER, 
 endingNumber  [1] INTEGER } 
 
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber 
 
revokedGroups  EXTENSION  ::= { 
 SYNTAX  RevokedGroupsSyntax 
 IDENTIFIED BY id-ce-RevokedGroups } 
 
RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup 
 
RevokedGroup ::= SEQUENCE { 
 certificateIssuer  [0] GeneralName OPTIONAL, 
 reasonInfo   [1] ReasonInfo OPTIONAL, 
 invalidityDate   [2] GeneralizedTime OPTIONAL, 
 revokedcertificateGroup [3] RevokedCertificateGroup } 
 
RevokedCertificateGroup ::= CHOICE { 
 serialNumberRangeNumberRange, 
 nameSubtree  GeneralName } 
 
expiredCertsOnCRL EXTENSION  ::= { 
 SYNTAX ExpiredCertsOnCRL 
 IDENTIFIED BY id-ce-expiredCertsOnCRL } 
 
ExpiredCertsOnCRL ::= GeneralizedTime 
baseUpdateTime EXTENSION ::= { 
 SYNTAX   GeneralizedTime 
 IDENTIFIED BY  id-ce-baseUpdateTime } 
 
freshestCRL EXTENSION ::= { 
 SYNTAX   CRLDistPointsSyntax 
 IDENTIFIED BY  id-ce-freshestCRL } 
 
aAissuingDistributionPoint EXTENSION ::= { 
 SYNTAX AAIssuingDistPointSyntax 
 IDENTIFIED BY id-ce-aAissuingDistributionPoint } 
 
AAIssuingDistPointSyntax ::= SEQUENCE { 
 distributionPoint     [ 0 ] DistributionPointName OPTIONAL, 
 onlySomeReasons     [ 1 ] ReasonFlags OPTIONAL, 
 indirectCRL      [ 2 ] BOOLEAN DEFAULT FALSE, 
 containsUserAttributeCerts   [ 3 ] BOOLEAN DEFAULT TRUE, 
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 containsAACerts     [ 4 ] BOOLEAN DEFAULT TRUE, 
 containsSOAPublicKeyCerts  [ 5 ] BOOLEAN DEFAULT TRUE } 
 
inhibitAnyPolicy EXTENSION ::= { 
 SYNTAX  SkipCerts 
IDENTIFIED BY id-ce-inhibitAnyPolicy } 

 

-- PKI matching rules -- -- ��58�� �-m��- �F��? PKI --  
 

certificateExactMatch MATCHING-RULE ::= { 
 SYNTAX  CertificateExactAssertion 
 ID    id-mr-certificateExactMatch } 
CertificateExactAssertion ::= SEQUENCE { 
 serialNumber  CertificateSerialNumber, 
 issuer   Name } 
 
certificateMatch MATCHING-RULE ::= { 
 SYNTAX  CertificateAssertion 
 ID    id-mr-certificateMatch } 
 
CertificateAssertion ::= SEQUENCE { 
 serialNumber   [0] CertificateSerialNumber  OPTIONAL, 
 issuer    [1] Name      OPTIONAL, 
 subjectKeyIdentifier [2] SubjectKeyIdentifier  OPTIONAL, 
 authorityKeyIdentifier [3] AuthorityKeyIdentifier   OPTIONAL, 
 certificateValid   [4] Time      OPTIONAL, 
 privateKeyValid  [5] GeneralizedTime   OPTIONAL, 
 subjectPublicKeyAlgID [6] OBJECT IDENTIFIER  OPTIONAL, 
 keyUsage    [7] KeyUsage     OPTIONAL, 
 subjectAltName  [8] AltNameType    OPTIONAL, 
 policy    [9] CertPolicySet    OPTIONAL, 
 pathToName   [10] Name     OPTIONAL, 
 subject    [11] Name     OPTIONAL, 
 nameConstraints  [12] NameConstraintsSyntax OPTIONAL } 
 
AltNameType ::= CHOICE {  
 builtinNameForm ENUMERATED { 
   rfc822Name     (1), 
   dNSName     (2), 
   x400Address     (3), 
   directoryName    (4), 
   ediPartyName    (5), 
   uniformResourceIdentifier  (6), 
   iPAddress     (7), 
   registeredId     (8) }, 
 otherNameForm OBJECT IDENTIFIER } 
 
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId 
 
certificatePairExactMatch MATCHING-RULE ::= { 
 SYNTAX  CertificatePairExactAssertion 
 ID    id-mr-certificatePairExactMatch } 
 
CertificatePairExactAssertion ::= SEQUENCE { 
 issuedToThisCAAssertion   [0] CertificateExactAssertion OPTIONAL, 
 issuedByThisCAAssertion  [1] CertificateExactAssertion OPTIONAL } 
 ( WITH COMPONENTS    {..., issuedToThisCAAssertion PRESENT} | 
   WITH COMPONENTS    {..., issuedByThisCAAssertion PRESENT} ) 
 
certificatePairMatch MATCHING-RULE ::= { 
 SYNTAX  CertificatePairAssertion 
 ID    id-mr-certificatePairMatch } 
 
CertificatePairAssertion ::= SEQUENCE { 
 issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL, 
 issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL } 
 ( WITH COMPONENTS  {..., issuedToThisCAAssertion PRESENT} | 
   WITH COMPONENTS  {..., issuedByThisCAAssertion PRESENT} ) 
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certificateListExactMatch MATCHING-RULE ::= { 
 SYNTAX  CertificateListExactAssertion 
 ID    id-mr-certificateListExactMatch } 
 
CertificateListExactAssertion ::= SEQUENCE { 
 issuer   Name, 
 thisUpdate  Time, 
 distributionPoint DistributionPointName OPTIONAL } 
 
certificateListMatch MATCHING-RULE ::= { 
 SYNTAX  CertificateListAssertion 
 ID    id-mr-certificateListMatch } 
 
CertificateListAssertion ::= SEQUENCE { 
 issuer      Name   OPTIONAL, 
 minCRLNumber  [0]  CRLNumber  OPTIONAL, 
 maxCRLNumber  [1]  CRLNumber  OPTIONAL, 
 reasonFlags     ReasonFlags  OPTIONAL, 
 dateAndTime     Time   OPTIONAL, 
 distributionPoint  [2]  DistributionPointName OPTIONAL, 
 authorityKeyIdentifier [3]  AuthorityKeyIdentifier OPTIONAL} 
 
algorithmIdentifierMatch MATCHING-RULE ::=   { 
 SYNTAX  AlgorithmIdentifier 
 ID    id-mr-algorithmIdentifierMatch } 
 
policyMatch MATCHING-RULE ::= { 
 SYNTAX  PolicyID 
 ID    id-mr-policyMatch } 
 
pkiPathMatch MATCHING-RULE  ::= { 
SYNTAX  PkiPathMatchSyntax 
ID    id-mr-pkiPathMatch } 
 
PkiPathMatchSyntax ::= SEQUENCE { 
firstIssuer  Name, 
lastSubject  Name } 
 
enhancedCertificateMatch MATCHING-RULE  ::= { 
 SYNTAX EnhancedCertificateAssertion 
 ID   id-mr-enhancedCertificateMatch } 
 
EnhancedCertificateAssertion  ::= SEQUENCE { 
 serialNumber   [0]  CertificateSerialNumber OPTIONAL, 
 issuer    [1]  Name      OPTIONAL, 
 subjectKeyIdentifier [2]  SubjectKeyIdentifier  OPTIONAL, 
 authorityKeyIdentifier [3]  AuthorityKeyIdentifier   OPTIONAL, 
 certificateValid   [4]  Time     OPTIONAL, 
 privateKeyValid  [5]  GeneralizedTime   OPTIONAL, 
 subjectPublicKeyAlgID [6]  OBJECT IDENTIFIER  OPTIONAL, 
 keyUsage    [7]  KeyUsage    OPTIONAL, 
 subjectAltName  [8]  AltName     OPTIONAL, 
 policy    [9] CertPolicySet    OPTIONAL, 
 pathToName   [10]  GeneralNames   OPTIONAL, 
 subject    [11] Name     OPTIONAL, 
 nameConstraints  [12] NameConstraintsSyntax OPTIONAL 
} 
 

(ALL EXCEPT ({-- none; at least one component shall be present -- }))   ������� �A��(- �,�� )m'I 	  *?"� E%F ��  

 

AltName  ::= SEQUENCE { 
  altnameType AltNameType, 
  altNameValue GeneralName OPTIONAL } 
 

-- Object identifier assignments --    �� Q�R��� �D�� V���- #�+�5�2 ��  

id-ce-subjectDirectoryAttributes   OBJECT IDENTIFIER ::= {id-ce 9}  
id-ce-subjectKeyIdentifier    OBJECT IDENTIFIER ::= {id-ce 14} 
id-ce-keyUsage      OBJECT IDENTIFIER ::= {id-ce 15} 
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id-ce-privateKeyUsagePeriod   OBJECT IDENTIFIER ::= {id-ce 16} 
id-ce-subjectAltName     OBJECT IDENTIFIER ::= {id-ce 17} 
id-ce-issuerAltName     OBJECT IDENTIFIER ::= {id-ce 18} 
id-ce-basicConstraints     OBJECT IDENTIFIER ::= {id-ce 19} 
id-ce-cRLNumber      OBJECT IDENTIFIER ::= {id-ce 20} 
id-ce-reasonCode      OBJECT IDENTIFIER ::= {id-ce 21} 
id-ce-instructionCode     OBJECT IDENTIFIER ::= {id-ce 23} 
id-ce-invalidityDate     OBJECT IDENTIFIER ::= {id-ce 24} 
id-ce-deltaCRLIndicator    OBJECT IDENTIFIER ::= {id-ce 27} 
id-ce-issuingDistributionPoint   OBJECT IDENTIFIER ::= {id-ce 28} 
id-ce-certificateIssuer     OBJECT IDENTIFIER ::= {id-ce 29} 
id-ce-nameConstraint     OBJECT IDENTIFIER ::= {id-ce 30 1} 

 
id-ce-cRLDistributionPoints   OBJECT IDENTIFIER ::= {id-ce 31} 
id-ce-certificatePolicies    OBJECT IDENTIFIER ::= {id-ce 32} 
id-ce-policyMappings     OBJECT IDENTIFIER ::= {id-ce 33} 
-- deprecated       OBJECT IDENTIFIER ::= {id-ce 34} 

id-ce-authorityKeyIdentifier    OBJECT IDENTIFIER ::= {id-ce 35} 
id-ce-policyConstraints    OBJECT IDENTIFIER ::= {id-ce 36} 
id-ce-extKeyUsage     OBJECT IDENTIFIER ::= {id-ce 37} 
id-ce-cRLStreamIdentifier    OBJECT IDENTIFIER ::= {id-ce 40} 
id-ce-cRLScope      OBJECT IDENTIFIER ::= {id-ce 44} 
id-ce-statusReferrals     OBJECT IDENTIFIER ::= {id-ce 45} 
id-ce-freshestCRL      OBJECT IDENTIFIER ::= {id-ce 46} 
id-ce-orderedList      OBJECT IDENTIFIER ::= {id-ce 47} 
id-ce-baseUpdateTime     OBJECT IDENTIFIER ::= {id-ce 51} 
id-ce-deltaInfo      OBJECT IDENTIFIER ::= {id-ce 53} 
id-ce-inhibitAnyPolicy     OBJECT IDENTIFIER ::= {id-ce 54} 
id-ce-toBeRevoked     OBJECT IDENTIFIER ::= {id-ce 58} 
id-ce-RevokedGroups     OBJECT IDENTIFIER ::= {id-ce 59} 
id-ce-expiredCertsOnCRL    OBJECT IDENTIFIER ::= {id-ce 60} 
id-ce-aAissuingDistributionPoint  OBJECT IDENTIFIER ::= {id-ce 63} 
 

-- matching rule OIDs --  �� Q�R��� �D�� #�����- �-m��- �F��? ��  

id-mr-certificateExactMatch    OBJECT IDENTIFIER ::= {id-mr 34} 
id-mr-certificateMatch     OBJECT IDENTIFIER ::= {id-mr 35} 
id-mr-certificatePairExactMatch   OBJECT IDENTIFIER ::= {id-mr 36} 
id-mr-certificatePairMatch    OBJECT IDENTIFIER ::= {id-mr 37} 
id-mr-certificateListExactMatch   OBJECT IDENTIFIER ::= {id-mr 38} 
id-mr-certificateListMatch    OBJECT IDENTIFIER ::= {id-mr 39} 
id-mr-algorithmIdentifierMatch   OBJECT IDENTIFIER ::= {id-mr 40} 
id-mr-policyMatch      OBJECT IDENTIFIER ::= {id-mr 60} 
id-mr-pkiPathMatch     OBJECT IDENTIFIER ::= {id-mr 62} 
id-mr-enhancedCertificateMatch   OBJECT IDENTIFIER ::= {id-mr 65} 
 

-- The following OBJECT IDENTIFIERS are not used by this Specification:  ��������� Q�R��� �D�� #�����- �4=���� ��� *���&� 	 :  

-- {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7}, 

-- {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},  

-- {id-ce 22}, {id-ce 25}, {id-ce 26}, {id-ce 30} 

END �	����� 

3.A --   ����!�"�� ����# ����  --  A.3 Attribute Certificate Framework module 

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 5} 
DEFINITIONS IMPLICIT TAGS ::= 
BEGIN 

-- EXPORTS ALL -- 

IMPORTS 
 id-at, id-ce, id-mr, informationFramework, authenticationFramework, 
  selectedAttributeTypes, upperBounds, id-oc, certificateExtensions 
  FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) 
  usefulDefinitions(0) 5} 
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 Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, 
  MATCHING-RULE, AttributeType, OBJECT-CLASS, top 
  FROM InformationFramework informationFramework 

 CertificateSerialNumber, CertificateList, AlgorithmIdentifier, 
  EXTENSION, SIGNED{}, InfoSyntax, PolicySyntax, Extensions, Certificate 
  FROM AuthenticationFramework authenticationFramework 

 DirectoryString{}, TimeSpecification, UniqueIdentifier 
  FROM SelectedAttributeTypes selectedAttributeTypes 

 GeneralName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch 
  FROM CertificateExtensions certificateExtensions 

 ub-name 
  FROM UpperBounds upperBounds 

 UserNotice 
  FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) 
pkix(7) id-mod(0) id-pkix1-implicit-93(4)} 

 ORAddress 
  FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3) 
  modules(0) mts-abstract-service(1) version-1999 (1) } ; 

-- Unless explicitly noted otherwise, there is no significance to the ordering 

-- of components of a SEQUENCE OF construct in this Specification.  

  

-- attribute certificate constructs -- 

 �� #�A�(- 6����� \�- �,�D 	  �� �������+�,���   
 ������= q�3 _7 12 �YD r �- )�4=���� ��� �  .  

� �  t�5�� �+�$I \O ��  
 
AttributeCertificate ::= SIGNED {AttributeCertificateInfo} 
AttributeCertificateInfo ::= SEQUENCE 
 { 

 version      AttCertVersion, -- version is v2     v2 ���� ����	
  

 holder      Holder, 
 issuer     AttCertIssuer, 
 signature     AlgorithmIdentifier, 
 serialNumber    CertificateSerialNumber, 
 attrCertValidityPeriod  AttCertValidityPeriod,  
 attributes     SEQUENCE OF Attribute, 
 issuerUniqueID   UniqueIdentifier OPTIONAL, 
 extensions    Extensions  OPTIONAL 
 } 
 
AttCertVersion ::= INTEGER { v2(1) } 
 
Holder ::= SEQUENCE 
   { 
   baseCertificateID  [0] IssuerSerial   OPTIONAL, 
    -- the issuer and serial number of  the holder's Public Key Certificate 

 ��*-�w%� '-����� H��4�� �+�$I *&%&� �?
� 
�x-       

   entityName   [1] GeneralNames   OPTIONAL,  

    -- the name of the entity or role       
���� �0 K��(�� ��� �� 

   objectDigestInfo  [2] ObjectDigestInfo  OPTIONAL 
    -- used to directly authenticate the holder, e.g., an executable 

-- at least one of baseCertificateID, entityName or objectDigestInfo shall be present --} 

 �� ;- ���45� ;(y *?"� E%F �,�� g�+�,�- K�(D K0 6i ^0 )��I�8- *-�z� K�����	 *���&D  :baseCertificateID �0 entityName  
 ���0   objectDigestInfo ��{  

ObjectDigestInfo    ::= SEQUENCE { 
 digestedObjectType  ENUMERATED { 
  publicKey   (0), 
  publicKeyCert  (1), 
  otherObjectTypes (2) }, 
 otherObjectTypeID  OBJECT IDENTIFIER  OPTIONAL, 
 digestAlgorithm  AlgorithmIdentifier, 
 objectDigest   BIT STRING } 
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AttCertIssuer ::= [0] SEQUENCE { 
      issuerName   GeneralNames  OPTIONAL, 
      baseCertificateID [0] IssuerSerial  OPTIONAL, 
      objectDigestInfo [1] ObjectDigestInfo  OPTIONAL }  
 

-- At least one component shall be present          �� �+�,�- K�(� K0 6i *?"� E%F ����� �A��(-  

 ( WITH COMPONENTS { ..., issuerName  PRESENT } | 
   WITH COMPONENTS { ..., baseCertificateID  PRESENT } | 
   WITH COMPONENTS { ..., objectDigestInfo PRESENT } ) 
 
IssuerSerial  ::=  SEQUENCE { 
 issuer  GeneralNames, 
 serial   CertificateSerialNumber, 
 issuerUID  UniqueIdentifier OPTIONAL } 
AttCertValidityPeriod  ::= SEQUENCE { 
 notBeforeTime  GeneralizedTime, 
 notAfterTime  GeneralizedTime } 
AttributeCertificationPath  ::=  SEQUENCE { 
 attributeCertificate   AttributeCertificate,  
 acPath     SEQUENCE OF ACPathData OPTIONAL } 
ACPathData  ::=  SEQUENCE { 
 certificate   [0]  Certificate  OPTIONAL, 
 attributeCertificate [1]  AttributeCertificate  OPTIONAL } 
 
PrivilegePolicy ::= OBJECT IDENTIFIER 

 

-- privilege attributes --    �� B���-	� #��A ��  

 

role ATTRIBUTE::= { 
  WITH SYNTAX  RoleSyntax 
  ID     id-at-role } 
 
xmlPrivilegeInfo ATTRIBUTE  ::= { 
 WITH SYNTAX UTF8String --contains XML-encoded privilege information  
 ID    id-at-xMLPrivilegeInfo } 
 
RoleSyntax ::= SEQUENCE { 
 roleAuthority  [0]  GeneralNames OPTIONAL, 
 roleName   [1]  GeneralName }  

 

-- PMI object classes --   �� PMI �� V�5=0��58�� #�F�R�-   

 
pmiUser OBJECT-CLASS ::= {   
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  {attributeCertificateAttribute} 
 ID     id-oc-pmiUser 
 } 
 
pmiAA OBJECT-CLASS ::= {  
-- a PMI AA 
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  {aACertificate | 
      attributeCertificateRevocationList | 
      attributeAuthorityRevocationList} 
 ID     id-oc-pmiAA 
 } 
 

pmiSOA OBJECT-CLASS ::= {  -- a PMI Source of Authority PMI ����58%� �9%&�� 
�{|-   

 
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  {attributeCertificateRevocationList | 
      attributeAuthorityRevocationList | 
      attributeDescriptorCertificate} 
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 ID     id-oc-pmiSOA 
 } 
 
 
attCertCRLDistributionPt OBJECT-CLASS ::= {   
 SUBCLASS OF   {top} 
 KIND     auxiliary 
 MAY CONTAIN   { attributeCertificateRevocationList | 
       attributeAuthorityRevocationList } 
 ID      id-oc-attCertCRLDistributionPts 
 } 
 
pmiDelegationPath  OBJECT-CLASS ::= { 
 SUBCLASS OF   {top} 
 KIND     auxiliary 
 MAY CONTAIN   { delegationPath } 
 ID      id-oc-pmiDelegationPath } 
 
privilegePolicy   OBJECT-CLASS ::= { 
 SUBCLASS OF   {top} 
 KIND     auxiliary 
 MAY CONTAIN   {privPolicy } 
 ID      id-oc-privilegePolicy } 
protectedPrivilegePolicy OBJECT-CLASS ::= { 
 SUBCLASS OF  {top} 
 KIND    auxiliary 
 MAY CONTAIN  {protPrivPolicy } 
 ID     id-oc-protectedPrivilegePolicy } 

 

-- PMI directory attributes --  �� PMI ����58%� ��%����� #��5��   

 
attributeCertificateAttribute   ATTRIBUTE  ::= { 
 WITH SYNTAX     AttributeCertificate 
 EQUALITY MATCHING RULE  attributeCertificateExactMatch 
 ID        id-at-attributeCertificate } 
 
aACertificate      ATTRIBUTE ::= { 
 WITH SYNTAX     AttributeCertificate 
 EQUALITY MATCHING RULE  attributeCertificateExactMatch 
 ID        id-at-aACertificate } 
 
attributeDescriptorCertificate  ATTRIBUTE  ::= { 
 WITH SYNTAX     AttributeCertificate 
 EQUALITY MATCHING RULE  attributeCertificateExactMatch 
 ID        id-at-attributeDescriptorCertificate } 
 
attributeCertificateRevocationList  ATTRIBUTE ::= { 
 WITH SYNTAX     CertificateList 
 EQUALITY MATCHING RULE  certificateListExactMatch 
 ID        id-at-attributeCertificateRevocationList} 
 
attributeAuthorityRevocationList ATTRIBUTE ::= { 
 WITH SYNTAX     CertificateList 
 EQUALITY MATCHING RULE  certificateListExactMatch 
 ID        id-at-attributeAuthorityRevocationList } 
 
delegationPath  ATTRIBUTE ::= { 
 WITH SYNTAX  AttCertPath 
 ID     id-at-delegationPath } 
AttCertPath ::= SEQUENCE OF AttributeCertificate 
privPolicy   ATTRIBUTE ::= { 
 WITH SYNTAX  PolicySyntax 
 ID     id-at-privPolicy } 
protPrivPolicy ATTRIBUTE ::= { 
 WITH SYNTAX     AttributeCertificate 
 EQUALITY MATCHING RULE  attributeCertificateExactMatch 
 ID        id-at-protPrivPolicy } 
xmlPrivPolicy ATTRIBUTE ::= { 
 WITH SYNTAX UTF8String --contains XML-encoded privilege policy information 
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 ID   id-at-xMLPprotPrivPolicy }          XML  �� �4Y�� B���-	� ����� ;F #�-�%�- E%F ^��@  

 

 
-- Attribute certificate extensions and matching rules --  ��  t�5�� �+�$I � �-m���� �F��?� #���������  

 

attributeCertificateExactMatch MATCHING-RULE  ::= { 
 SYNTAX  AttributeCertificateExactAssertion 
 ID    id-mr-attributeCertificateExactMatch } 
 
AttributeCertificateExactAssertion ::= SEQUENCE { 
 serialNumber  CertificateSerialNumber, 
 issuer   AttCertIssuer  
 } 
 
attributeCertificateMatch  MATCHING-RULE  ::=  { 
 SYNTAX  AttributeCertificateAssertion 
 ID    id-mr-attributeCertificateMatch  } 
 
AttributeCertificateAssertion  ::=  SEQUENCE  { 
 holder   [0] CHOICE { 
  baseCertificateID [0]  IssuerSerial, 
  holderName   [1]  GeneralNames} OPTIONAL, 
 issuer   [1] GeneralNames OPTIONAL, 
 attCertValidity  [2] GeneralizedTime OPTIONAL, 
 attType   [3] SET OF AttributeType OPTIONAL} 

-- At least one component of the sequence shall be present    �+�,�- K�(� K0 6i *?"� E%F fO����� ;- ����� �A��(- --  

holderIssuerMatch MATCHING-RULE  ::= { 
 SYNTAX  HolderIssuerAssertion 
 ID    id-mr-holderIssuerMatch } 
HolderIssuerAssertion ::= SEQUENCE { 
 holder  [0]  Holder OPTIONAL,  
 issuer  [1]  AttCertIssuer OPTIONAL    
 } 
 
delegationPathMatch MATCHING-RULE  ::= { 
 SYNTAX  DelMatchSyntax 
 ID    id-mr-delegationPathMatch } 
 
DelMatchSyntax ::=   SEQUENCE { 
 firstIssuer  AttCertIssuer, 
 lastHolder  Holder } 
 
sOAIdentifier EXTENSION  ::= { 
 SYNTAX    NULL 
 IDENTIFIED BY  id-ce-sOAIdentifier } 
 
sOAIdentifierMatch MATCHING-RULE ::= { 
 SYNTAX    NULL 
 ID      id-mr-sOAIdentifierMatch } 
 
authorityAttributeIdentifier EXTENSION  ::=  
 { 
 SYNTAX   AuthorityAttributeIdentifierSyntax 
 IDENTIFIED BY  { id-ce-authorityAttributeIdentifier } } 
 
AuthorityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId 
 
AuthAttId ::= IssuerSerial  
authAttIdMatch MATCHING-RULE  ::= { 
 SYNTAX  AuthorityAttributeIdentifierSyntax 
 ID    id-mr-authAttIdMatch } 
 
roleSpecCertIdentifier EXTENSION ::= 
 { 
 SYNTAX   RoleSpecCertIdentifierSyntax 
 IDENTIFIED BY  { id-ce-roleSpecCertIdentifier } } 
RoleSpecCertIdentifierSyntax  ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertIdentifier 
 



ISO/IEC 9594-8:2005 (A) 

   �������ITU-T X.509 (2005/08)  151 

RoleSpecCertIdentifier  ::= SEQUENCE { 
 roleName     [0]  GeneralName, 
 roleCertIssuer    [1]   GeneralName, 
 roleCertSerialNumber  [2]   CertificateSerialNumber OPTIONAL, 
 roleCertLocator   [3]   GeneralNames    OPTIONAL } 
 
roleSpecCertIdMatch MATCHING-RULE  ::= { 
 SYNTAX  RoleSpecCertIdentifierSyntax 
 ID    id-mr-roleSpecCertIdMatch } 
 
basicAttConstraints EXTENSION ::= 
 { 
  SYNTAX   BasicAttConstraintsSyntax  
  IDENTIFIED BY   { id-ce-basicAttConstraints } 
 } 
BasicAttConstraintsSyntax ::= SEQUENCE 
 { 
  authority   BOOLEAN DEFAULT FALSE, 
  pathLenConstraint  INTEGER (0..MAX) OPTIONAL 
 } 
 
basicAttConstraintsMatch MATCHING-RULE  ::= { 
 SYNTAX  BasicAttConstraintsSyntax 
 ID    id-mr-basicAttConstraintsMatch } 
 
delegatedNameConstraints EXTENSION ::= { 
 SYNTAX   NameConstraintsSyntax 
 IDENTIFIED BY   id-ce-delegatedNameConstraints } 
 
delegatedNameConstraintsMatch MATCHING-RULE  ::= { 
 SYNTAX  NameConstraintsSyntax 
 ID    id-mr-delegatedNameConstraintsMatch} 
 
timeSpecification EXTENSION  ::=  { 
 SYNTAX   TimeSpecification 
 IDENTIFIED BY   id-ce-timeSpecification } 
 
timeSpecificationMatch MATCHING-RULE  ::= { 
 SYNTAX  TimeSpecification 
 ID    id-mr-timeSpecMatch } 
 
acceptableCertPolicies EXTENSION ::= { 
 SYNTAX   AcceptableCertPoliciesSyntax 
 IDENTIFIED BY  id-ce-acceptableCertPolicies } 
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId 
CertPolicyId ::= OBJECT IDENTIFIER 
 
acceptableCertPoliciesMatch MATCHING-RULE  ::= { 
 SYNTAX  AcceptableCertPoliciesSyntax 
 ID    id-mr-acceptableCertPoliciesMatch } 
attributeDescriptor EXTENSION  ::= { 
 SYNTAX   AttributeDescriptorSyntax 
 IDENTIFIED BY  {id-ce-attributeDescriptor } } 
 
AttributeDescriptorSyntax  ::= SEQUENCE { 
 identifier      AttributeIdentifier, 
 attributeSyntax   OCTET STRING (SIZE(1..MAX)), 
 name     [0]  AttributeName   OPTIONAL, 
 description  [1]  AttributeDescription    OPTIONAL, 
 dominationRule    PrivilegePolicyIdentifier} 
 
AttributeIdentifier  ::= ATTRIBUTE.&id({AttributeIDs}) 
AttributeIDs ATTRIBUTE  ::= {...} 
AttributeName  ::= UTF8String(SIZE(1..MAX)) 
AttributeDescription  ::= UTF8String(SIZE(1..MAX)) 
 
PrivilegePolicyIdentifier ::= SEQUENCE { 
 privilegePolicy    PrivilegePolicy, 
 privPolSyntax    InfoSyntax } 
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attDescriptor MATCHING-RULE  ::= { 
 SYNTAX  AttributeDescriptorSyntax 
 ID    id-mr-attDescriptorMatch } 
userNotice  EXTENSION  ::= { 
 SYNTAX     SEQUENCE SIZE (1..MAX) OF UserNotice 
 IDENTIFIED BY  id-ce-userNotice } 
 
targetingInformation  EXTENSION  ::= { 
 SYNTAX     SEQUENCE SIZE (1..MAX) OF Targets 
 IDENTIFIED BY  id-ce-targetInformation } 
 
Targets ::= SEQUENCE SIZE (1..MAX) OF Target 
 
Target ::= CHOICE { 
 targetName  [0]  GeneralName, 
 targetGroup  [1]  GeneralName, 
 targetCert   [2]  TargetCert } 
 
TargetCert ::= SEQUENCE { 
 targetCertificate IssuerSerial, 
 targetName  GeneralName OPTIONAL, 
 certDigestInfo  ObjectDigestInfo OPTIONAL } 
 
noRevAvail EXTENSION ::=  { 
 SYNTAX     NULL 
 IDENTIFIED BY  id-ce-noRevAvail } 
 
acceptablePrivilegePolicies EXTENSION ::= { 
 SYNTAX   AcceptablePrivilegePoliciesSyntax 
 IDENTIFIED BY  id-ce-acceptablePrivilegePolicies } 
 
AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy 
 
indirectIssuer EXTENSION ::= { 
 SYNTAX  BOOLEAN 
 IDENTIFIED BY  id-ce-indirectIssuer } 
 
indirectIssuerMatch MATCHING-RULE  ::= { 
 SYNTAX BOOLEAN 
 ID id-mr-indirectIssuerMatch } 
 
noAssertion EXTENSION ::= { 
 SYNTAX NULL 
 IDENTIFIED BY id-ce-noAssertion } 
 
issuedOnBehalfOf EXTENSION ::= { 
 SYNTAX GeneralName 
 IDENTIFIED BY id-ce-issuedOnBehalfOf } 

 

-- object identifier assignments -- -- Q�R��� �D�� V���- #�+�5�2 -- 
 

-- object classes --    -- #�F�R��� V�5=0 -- 
 

id-oc-pmiUser      OBJECT IDENTIFIER ::= {id-oc 24} 
id-oc-pmiAA       OBJECT IDENTIFIER ::= {id-oc 25} 
id-oc-pmiSOA      OBJECT IDENTIFIER ::= {id-oc 26} 
id-oc-attCertCRLDistributionPts   OBJECT IDENTIFIER ::= {id-oc 27} 
id-oc-privilegePolicy     OBJECT IDENTIFIER ::= {id-oc 32} 
id-oc-pmiDelegationPath    OBJECT IDENTIFIER ::= {id-oc 33} 
id-oc-protectedPrivilegePolicy   OBJECT IDENTIFIER ::= {id-oc 34} 
 

-- directory attributes --  --  ��%����� #��5�� -- 
 

id-at-attributeCertificate    OBJECT IDENTIFIER ::= {id-at 58} 
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER ::= {id-at 59} 
id-at-aACertificate      OBJECT IDENTIFIER ::= {id-at 61} 
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id-at-attributeDescriptorCertificate  OBJECT IDENTIFIER ::= {id-at 62} 
id-at-attributeAuthorityRevocationList OBJECT IDENTIFIER ::= {id-at 63} 
id-at-privPolicy      OBJECT IDENTIFIER ::= {id-at 71} 
id-at-role        OBJECT IDENTIFIER ::= {id-at 72} 
id-at-delegationPath     OBJECT IDENTIFIER ::= {id-at 73} 
id-at-protPrivPolicy     OBJECT IDENTIFIER ::= {id-at 74} 
id-at-xMLPrivilegeInfo     OBJECT IDENTIFIER ::= {id-at 75} 
id-at-xMLPprotPrivPolicy    OBJECT IDENTIFIER ::= {id-at 76} 

 

-- attribute certificate extensions -- �� t�5�� �+�$I #����� ��  

id-ce-authorityAttributeIdentifier   OBJECT IDENTIFIER ::= {id-ce 38} 
id-ce-roleSpecCertIdentifier    OBJECT IDENTIFIER ::= {id-ce 39} 
id-ce-basicAttConstraints    OBJECT IDENTIFIER ::= {id-ce 41} 
id-ce-delegatedNameConstraints  OBJECT IDENTIFIER ::= {id-ce 42} 
id-ce-timeSpecification     OBJECT IDENTIFIER ::= {id-ce 43} 
id-ce-attributeDescriptor    OBJECT IDENTIFIER ::= {id-ce 48} 
id-ce-userNotice      OBJECT IDENTIFIER ::= {id-ce 49} 
id-ce-sOAIdentifier     OBJECT IDENTIFIER ::= {id-ce 50} 
id-ce-acceptableCertPolicies   OBJECT IDENTIFIER ::= {id-ce 52} 
id-ce-targetInformation     OBJECT IDENTIFIER ::= {id-ce 55} 
id-ce-noRevAvail      OBJECT IDENTIFIER ::= {id-ce 56} 
id-ce-acceptablePrivilegePolicies  OBJECT IDENTIFIER ::= {id-ce 57} 
id-ce-indirectIssuer     OBJECT IDENTIFIER ::= {id-ce 61} 
id-ce-noAssertion      OBJECT IDENTIFIER ::= {id-ce 62} 
id-ce-issuedOnBehalfOf    OBJECT IDENTIFIER ::= {id-ce 64} 

 

-- PMI matching rules --   �� PMI ��  ������ ��	
��
 �
��  

id-mr-attributeCertificateMatch   OBJECT IDENTIFIER ::= {id-mr 42} 
id-mr-attributeCertificateExactMatch  OBJECT IDENTIFIER ::= {id-mr 45} 
id-mr-holderIssuerMatch    OBJECT IDENTIFIER ::= {id-mr 46} 
id-mr-authAttIdMatch     OBJECT IDENTIFIER ::= {id-mr 53} 
id-mr-roleSpecCertIdMatch    OBJECT IDENTIFIER ::= {id-mr 54} 
id-mr-basicAttConstraintsMatch   OBJECT IDENTIFIER ::= {id-mr 55} 
id-mr-delegatedNameConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 56} 
id-mr-timeSpecMatch     OBJECT IDENTIFIER ::= {id-mr 57} 
id-mr-attDescriptorMatch    OBJECT IDENTIFIER ::= {id-mr 58} 
id-mr-acceptableCertPoliciesMatch  OBJECT IDENTIFIER ::= {id-mr 59} 
id-mr-delegationPathMatch    OBJECT IDENTIFIER ::= {id-mr 61} 
id-mr-sOAIdentifierMatch    OBJECT IDENTIFIER ::= {id-mr 66} 
id-mr-indirectIssuerMatch    OBJECT IDENTIFIER ::= {id-mr 67} 

 

END ������� 
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 �����B  

 ����	
�� ���� ����� ������ ����� �����(CRL) 

) ������� �	
 �� ���� � ����� ����� �	
 ���� |����� ������ �	
( 

1.B  �*��  
 r����� E��� t���)G7�0C�� B-��]� ( #�V #� 7�� >.� �G7�0@ N�,R ��\�$�� ZJ��� �� r$M��� L*1 b��7�Q #�.D #3

& U3 G7�0C�� �	� �$p�� x�.4 . G7�0C�� N�,� �-P�Q�(CRL) �0�� N�:�� �$����� E��5�� Z��]� d�� ����µ� k�~� >
 
N�,R� ����*�� L*1 ..4��9����� �	
 ��\ t��/ Z$� �£3 !" ���u�� �	S k�/3 ����W U��e�%� �.  

G7�0@ N�,R ��\�$�� ZJ��� �� r$M�*� ��7�0C�� N�,� OP��Q �$����� E��5�� U��e�%� �� rM*�� �	
 ���D� . �.4�
N�,R� OP��Q �
����� #�C, ��D�)�� ��%��% �-��� #3 �9*�e�� ��*]*� ., >9� ����� �*]� �.4 bIp� �&��� +�

>
 �
��:� d�� ��7�0C�� �} �-�� ���7�0@ N�,� �-P�Q ��:� #3 k�/3 �*]� �/�� #3 G7�0C�� . +�, ¶��� �Q�
 k�/3 ��*% B-�� �Q �-��, �G�~�� �-P�Q ( G7�0C�� ����� �*% ��7�0@ Z� >P�0��� #��.�� ��7�0@ N�,� ��*]��

�� �	
 B:� L*1�*:9�� OP��Q ( G7�0C.  �� ��1�� ��1�-' �� �T�7�0@ �1�-' �^f� �� ����7R� +�, �o*� �Q�
 �-P�$�� ����R �-q���� ����9�� �, �-P�Q ��M�� ���7 OP��Q k�/3 ��*% ��:� �Q �-��, ���7�0C�� N�,� OP��QCRL .

L*1 G�7�Q #�.� #3 �$����� E��5�� t��8 �j�	� �o��\� ��7�0C�� r�)� N�' �D�8 CRL �V��� >.� ��0h�e�]� d�� 
 >1���,  ��� �%����� G7�0C�� r�)� N�' >u� d�� N�,R� ����*�� �� �*��.�� �1�-`� �
 �
��1 ������ #3 ��

�0)h�� B-�� d�� �%��]�� G�1��� Z� ��*:�� ��_ N�,R� . E��5�� �� ���W rM*�� �	
 U�$D� N�' �D�8 Bh3 �� �$�����
�h�e�]�� ��7�0C�� r�)�.  

 ��7�0C�� N�,� OP��Q U��e�%�, >��-��� ?��9�� ��7�0@ N�,R ��\�$�� ZJ��� �� r$M�*� rM*�� �	
 ��V(CRL) �
 �*��.��� G��*-�� >P�0��� #��.�� ��7�0@ N�,� OP��Q�(EPRL) G7�0C�� ����� ��*% N�,� OP��Q� �(CARL) . Z��

 A���� ��7�0@ N�,� OP��Q U��e�%�, A���� ��7�0@ N�,R ��\�$�� ZJ��� �� r$M�*� K���� �	
 r�)� �.4 j�_
(ACRL) A���� ��*% N�,� OP��Q� �(AARL) . OP��$�� ��)�1� �.4 �rM*�� �	
 ���"��ACRL �� b&�, CRL �
 ��)�1��EPRL OP��Q >
 ACRL*� �*��V� G��*�  OP��$�� ��)�1�� ���P�0��� ��\��.AARL OP��$�� �� b&�, CARL .

 G�$9�� ( G7���� B����� ���\ �*,�$� �.4 �*��� �$D�,�4.B OP��$�� ����, AARL� ACRL 7�8 d�� N�$�� �*,�$�� �
 ���M��� ���)�� L*1 r)�� d�� N�$��, G��:z�� ZDH���� �$\ Z%�� ( ��7�0C�� X�Y3H����&� G��7R.  

1.1.B   ��4	5B�� 8	��9 F;��< {	��(CRL)  
 ��7�0C�� N�,� OP��Q X�Y3 �� �pV3 �3 �~�� aY r����� E�*� �]��D #3 �.4(CRL) N�,R� ��I� �]~ �������� 

G7�0C�� ����� �*% �%��% ( G7�����:  
<  �-P�Q CRL=�*��V� G��*�   
<  �-P�Q CRL  ��P�£ ��\��.�(EPRL) =�*��V� G��*�  
<  �-P�Q  G7�0C�� ����� ��*% N�,�(CARL)=�*��V� G��*�   
<  �-P�Q CRL �3 EPRL �3 CARLZDH���� �$�� =  
<  �-P�Q CRL �3 EPRL �3 CARL G�@�)� !" (ICRL)=  
<  �-P�Q ���7 CRL �3 EPRL �3 CARL=  
<  �-P�Q ���7 (dCRL) CRL �3 EPRL �3 CARLG�@�)� !" =  
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���� �-P�$�� CRL �1 G�7�:�� G7�0C�� ����� �*% ��7�0@� >P�0��� #��.�� ��7�0@ Z�� �-P�Q >0� �*��.��� G��*-�� 
�0*V >1���*� �3 N�,R� >1��7 �� a$� �~�� ^� �*)��� ��*]�� k�~�.  

 �-P�$�� ��3�EPRL G�7�:�� >P�0��� #��.�� ��7�0@ Z�� �-P�Q >0� �*��.��� G��*-��  ^� �*)��� ��*]�� k�~� �1
�0*V >1���*� �3 N�,R� >1��7 �� a$� �~��.  

 �-P�$�� ��3�CARL ^� �*)��� ��*]�� k�~� �1 G�7�:�� G7�0C�� ����� �*% ��7�0@ �-P�Q >0� �*��.��� G��*-�� 
�0*V >1���*� �3 N�,R� >1��7 �� a$� �~��.  

 �-P�$�� ��3�CRL �3 EPRL �3 CARL ��7�0C�� �� ��1�� �1�-' �3 ��7�0C�� Z�� >u� �-P�Q >0� ZDH���� �$�� 
��*]�� k�~� �1 G�7�:�� .!D���� �� 7�1 �� b�7���%� ��1�9�� �1�-`� ���g�.  

 �-P�$�� ��3�CRL �3 EPRL �3 CARL G�@�)�� !" (ICRL) �-P�Q >0� CRL #�.D ��*)� ��7�0@ �-P�Q L*1 ^��8 
c�, �-P�$*� G��:�� �*]�� �1 G�7�� !" �0*V �3 �0CRL�0�*1 ��Q���� .  

 ���7 �-P�$�� ��3�CRL �3 EPRL �3 CARL �-P�Q >0� CRL  �-P�Q L*1 �ID����� L*1 ^��8CRL N�` �*��V A\�V 
 �-P�$�� ( �F���� AQ��� ( ��� r�)�CRL �-P�$�� ( �0��� N�� d�� dCRL . #3 �~ID� �-P�$��CRL �0��� N�� d�� 

 �-P�Q #�.� #3 �.4CRL �-P�Q #�.� #3 �3 L��� r�)��� N�` �*��V dCRL �-P�Q ��C\R b��*y �*-��]� CRL �*��V 
L��� N�o-*�.  

 OP��$�� X�Y3 Z��CRL �I13 G��V	�� ) �-P�$�� ��1 ��dCRL ( OP��$*� X�Y3 >
CRL �0$�)� N�` �*��.�� �F���� . ���
 �-P�$�� B-��]� #3dCRL �-P�Q Z� ����@&�, CRL ZJ�*� �*��V G��� O%� ��u, �N�`� l9�� �*��V >
 �)~�:� 

��7�0C�� N�,R ��\�$��.  
 ���7 �-P�$�� ��3�CRL �3 EPRL �3 CARL �-P�Q >0� G�@�)�� !" CRL �9��� �1�-' L*1 �ID����� L*1 &� ^��8 & 

P�Q �� �-CRL �Q �.D � �0*V �3 ��7�0C�� �	
 +�,� ������� �0$�)� �&�` �*��V >
 �G�~�� �� �pV3 �3 G�~�� 
 G7�0C�� �	S G���:b�� �*]�� �1 ���CRL�0�*1 ��Q���� .  

 EF��D ��9����� �	
 ���% ( �-V ���]�� �	
 (�" �-P�$� r�)��� N�'CRL "�*$�]� �D��), .�
 �°�~3 �1�-' 
 �-P�$�� �0�u� d�� ��7�0C��CRL �-P�$�� �0�u� d�� >1����� ���9@ �1�-' �
 �/µ� ��)��� �CRL  . �D�� �.4�

 �-P�$� r�)��� N�'CRL������� BP�%��� �� G�~�� �� �pV�, �3 G�~��, :  
<   G���:z�� ZDH���� �$\ Z%��(IDP) �-P�$�� ( CRL�3 =  
<  $� k�/3 BP�%��9����� �	
 ��\ t��/ Z.  

2.1.B   �$;	
�� �l	�0CRL  
�_� OP��$�� U�e�]D r��� E�5 #�V CRL U�e�]D #3 x�*1 �� ��*)� ��7�0C�� k�~� A\�V �_� �� �D�M�� ���ÕV 

 �-P�$��)OP��$�� �3 (CRLG7�0C�� �	� �����  . OP��$�� L*1 N�:M*� UHI�� ���hR� rM*�� �	
 ?�CD�CRL��  �)%��
������ B~���� �� 7��, b����� ��0�[���� . v��D #3 �� ����hR� �	
 �1 ¶����� >h���� ��*]*� b��9��� ¤��.�� r�)����

�)~�:�� �9����� �	
� rM*�� �	S b�$,�� b�cD3 . ¶���]D >.�  �/ r�)� �0��e�]D #3 �� d�� ���H����� lF�$�� ��
 ��M:�� t��ez��)G7�0@ N�,R ��\�$�� ZJ��� ^3 ( ����� �I/���� ��)�%��]�� �� B/��z��� �T�_ G7�0C����*��  .( bIp-�

 OP��Q B-��]D #3 �� r�)�� �.4 ��[���� B~��� �� �F��� Z,��� x\3 L*1 ?��C� ���hR� #3 �� O"��� L*1CRL G7�h�� 
�$�� t�e�]D #3 �� b&�, �>*�� �m)�e�� ( OP�CRL G7�0C�� �	
 #�.� #3 �D�@ ���7�0C�� k�~� �0�� ¼��D G�� BV ( 

CRL�%��]�� �3 G7�0C�� ��-*�� �� G�~�� ^3 j0��� &� �G7�0C�� r�)� N�` �*��V .  
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 �� ���$9�� ( �~��C� ������� ������ B~�����2.B �� 5.B��\73 :  
(1   OP��$�� ��-*�� �D�8CRL=  
(2  �$�� �D�8 OP�CRL=��HI��   
(3   OP��$�� L*1 N�:��CRL=  
(4   OP��$�� �[���CRL.  

 �*~��� �D�8(1 OP��$�� X�Y3 �D�8 ( �S�-��%& k�/3 �7�:� �� �3 G7�0C�� �� 	/�� d�� ��-*��� CRL��HI�� .  
 �*~��� U�e�]��(2 OP��$�� �D�M�� ��-*��� O�Q CRL.  

 �*~��� 7�8�(3���� ���\  OP��$�� X�Y3 �0�� t�e�]� d�� B�CRL.  
 �*~��� ?�C��(4 OP��$�� �[��� CRL�)%���� .  

2.B   F;��
�� �	$��0 ���`CRL  
 d�� >
 ��0)h�� r����� E��� B-�D d�� �%��]�� �� G_�/��� ����*��� j�	V� ��T�_ G7�0C�� ( ��P�.�� ����*��� #�

D�M�� ��HI�� ��-*��� U�$� OP��$�� �� �)%���� OP��$�� �CRL�M@���  . X�Y�� �D�M�� ��HI�� >
 ������� ����*����
 �� �)%���� OP��$��CRL:  
<   G7�0C�� aY)G7�0C�� ����� �*% G7�0@ U3 >P�£ #��V G7�0@ >
 B
(=  
<   �-P�$*� �h��� ZDH���� �$\CRL=  
<   �-P�Q ¹�~3CRL=�h�~   
<  � >1����� ���9@�����.  

G7�0C�� ( ��%�%�� �����$��� Z%�� �Ó G7�0C�� aY �D�8 �.4 . A\�V #� N�D �0� b�7�h�� Z%���� #�.D ����1�
>P�£ #��V G7�0@ >
 U3 G7�0C�� ����� �*% G7�0@ >
 G7�0C�� . G7�0@ �
 G7�0C�� aY v���� �b�)P�" Z%���� #�V �_� ��3

>P�£ #��V .& ���*��� �	
� OP��$�� A\�V �_� �� �D�M�� ��HCRL �3 EPRL �3 CARL �� r$M�*� �S�-��%� �.4 
�S�,� �~ �� G7�0C��.  

^��8 G7�0C�� A\�V �_�� �-P�$*� �h��� ZDH���� �$\ Z%�� L*1 CRL #3 r����� E��� G7�0@ �[��� U�q\ L*1 #�.D �
0C�� B-��]D� B:� >.� �Z%���� �	
 O09�D ��7�CRL �-P�$�� ZDH�� �$\ Z%�� �0��� !CD d�� CRL ���9@ �~ �� 

G7�0C�� N�,R ��\�$�� ZJ��� �D�8 ��u, �>1����� . �-P�Q L*1 7�-�1&� bIp� b����V #�.D & �$�CRLG��*� .  
 G7�0@ ¹�~3 Z%�� L*1 ^��8 G7�0C�� A\�V �_��CRL�0C�� U��e�%� r����� E��� Z��]D & ��h�~  �.D � #� G7

 �-P�Q ¹�~3 t�e�%� #3 x� r)% �QCRL�0�� r$8� .  
G7�1 r�)��� �0��$D� ��F����� >1���� ���9@ �%��]�� 7�8� .>1����� ���9@ Z�� L*1 ���9C�� �	
 ^��8 #�, L��D� .

 OP��$�� ^3 �D�M�� ��H& ����*��� �	
�CRL>1����� ���9@ �~ �� ����V #�.� .  
#3 �~ID� N�,R ��\�$�� ZJ��� �� r$M�*� & U3 b��-��� #�.D #3 r����� E��� �� ZQ��D #�V #� ��9� ��� �%��]�� 

 OP��$��dCRL Z%���� #�.D ����1 � �$;	< y�%�CRLG7�0C�� ( b�7�h�� #�.D & ����1 �3 t��� !u, b���%��  .
 �*~��� ?�C��(4 OP��$�� �	
 �[��� dCRL�D����/&� �*~��� �	
 ��\ ( B/�D & j�_ #3 �� O"��� L*1 .  
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3.B   F;��
�� ���`CRL�0�C��   
 G�$9�� ( �~��C�� ��-*��� O�Q 7�82.B OP��$�� X�Y3 x)h�� 7�M�� ^	�� ������ CRL ��\�$�� ZJ��� �� r$M�*� ��HI�� 

����� G7�0@ N�,R . OP��$�� X�Y3 �D�M�, U��$�� �.4�CRL  ���$9�� ( �~��C�� ������� !D���� ��1�-' �� b�7���%�
1.3.B �� 4.3.B��\73 .  

<   �-P�Q ZDH�� �$�� t�~ ��V�� Z� >P�£ #��V G7�0@CRL=  
<   �-P�Q ZDH�� �$�� t�~ ��V�� #��, >P�£ #��V G7�0@CRL=  
<   �-P�Q ZDH�� �$�� t�~ ��V�� Z� G7�0C�� ����� �*% G7�0@CRL=  
<   �-P�Q ZDH�� �$�� t�~ ��V�� #��, G7�0C�� ����� �*% G7�0@CRL.  

 ��Q�)�� ��-*��� Z� B�������) �-P�Q ¹�~� t��� Z%����CRL�F����� >1����� ���9@ �1�-'�  ( G�~�� BV ( ?��C�
���$9�� ��.  

 OP��$�� �� �~�� aY �� �pV3 #3 �~ID�CRL BV ( ��)*��� ��)*� x�.4 ���~ . OP��$�� X�Y3 ����/� #�.D ����1�
CRLx*-��]D >.� �)%���� X�Y�� �� �~�� ^3 ��$�\�, r����� E��� U�$D �b��.� .  
1.3.B   �$;	
�� �,#% H���! ��
' H0 +;	M =	�^ 34	56CRL  

 Z%���� #�V� �>P�£ #��V G7�0@ >
 G7�0C�� A\�V �_� F;��
�� H���! {	
'CRL (cRLDistributionPoints) b�7�h�� 
 L*1 N�:�� �.4 �t���, b���%��� G7�0C�� ( OP��$��CRL������� :  

<   �-P�QCRL OP��$*� G�F-]�� ZDH���� X�$\ �� G�~�� �� CRL ���9@ �� G�~�� �� �pV3 �3 G�~�� >u� �
=�F����� >1�����  

<   �-P�$�� �	
 �.� � �_�CRL�� >1����� ���9@ Z�� >u�  ��\�$�� ZJ��� L*1 N�:�� �.4 �����
 OP��$�� �� ���-� ^3 rD�5 �1 >1����� ���9@ ��$),  ��� N�,À�CRL������� :  

•   OP��QCRL=ZDH���� �$\ �� k�/3   
•   OP��QCRL=�*��V k�/3   
•   OP��QEPRL�*��V k�/3 .  

 �-P�Q ¹�~3 Z%���� #�V �_��CRL%��� G7�0C�� ( b�cD3 b�7�h��  �-P�Q L*1 b�cD3 N�:�� �.4 �t���, b���CRL 
 ¹�~3 �� r$M��� �� �V��*� �Z%���� �	
 ( G�F-]� �pV3 �3 G�~�� ZDH�� �$\ �� �G�~�� �� �pV3 L*1 �3 G�~��

������ >1����� ���9@ Z�-[ N�,R� ����*��.  
2.3.B   +;	M =	�^ 34	56=��� �$;	
�� �,#% H���! ��
' CRL  
\�V �_� Z%���� #�V� �>P�£ #��V G7�0@ >
 G7�0C�� A F;��
�� H���! {	
'CRL l��  #�V �3 G7�0C�� ( b�7�h��

 ^3 rD�5 �1 >1����� ���9C,  ��� N�,À� ��\�$�� ZJ��� L*1 N�:�� �.4 �t���, U�%�� !" x�.�� b�7�h��
 OP��$�� �� ���-�CRL������� :  

<   OP��QCRLDH���� �$\ ��  Z)��h� #�(=  
<   OP��QCRL=�*��V   
<   OP��QEPRL�*��V .  
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 �-P�Q ¹�~3 Z%���� #�V �_��CRL �-P�Q L*1 b�cD3 N�:�� �.4 �t���, b���%��� G7�0C�� ( b�cD3 b�7�h�� CRL 
3 �� r$M��� �� �V��*� �Z%���� �	
 ( G�F-]� �pV3 �3 G�~�� ZDH�� �$\ �� �G�~�� �� �pV3 L*1 �3 G�~�� ¹�~

������ >1����� ���9@ Z�-[ N�,R� ����*��.  
3.3.B   34	56 H���! ��
' H0 34	5B�� 1���9 ���7 �$;	
�� �,#%CRL  

 Z%���� #�V� G7�0C�� ����� �*% G7�0@ >
 G7�0C�� A\�V �_� F;��
�� H���! {	
'CRL  G7�0C�� ( b�7�h�� b���%���
 L*1 N�:�� �.4 �t���, OP��$��CRL/CARL������� :  

<   �-P�QCRL �3 CARL ���9@ �� G�~�� �� �pV3 �3 G�~�� >u� �G�F-]�� ZDH���� X�$\ �� G�~�� �� 
=�F����� >1�����  

<   �-P�$�� �	
 �.� � �_�CRL/CARL  ZJ��� L*1 N�:�� �.4 ������� >1����� ���9@ Z�� >u�
1 >1����� ���9@ ��$),  ��� N�,À� ��\�$�� OP��$�� �� ���-� ^3 rD�5 �CRL/CARL �������:  

•   OP��QCRL/CARL  k�/3=ZDH���� �$\ ��  
•   OP��QCRL=�*��V   
•   OP��QCARL �*��V.  

 �-P�Q ¹�~3 Z%���� #�V �_��CRL �-P�Q L*1 b�cD3 N�:�� �.4 �t���, b���%��� G7�0C�� ( b�cD3 b�7�h�� 
CRL/CARL � �� �pV3 L*1 �3 G�~�� �� r$M��� �� �V��*� �Z%���� �	
 ( G�F-]� �pV3 �3 G�~�� ZDH�� �$\ �� �G�~�

������ >1����� ���9@ Z�-[ N�,R� ����*�� ¹�~3.  
4.3.B   34	56 H���! ��
' =��� 34	5B�� 1���9 ���7 �$;	
�� �,#%CRL  

 Z%���� #�V� G7�0C�� ����� �*% G7�0@ >
 G7�0C�� A\�V �_����! {	
' F;��
�� HCRL !"  �3 G7�0C�� ( 7�h��
 ^3 rD�5 �1 >1����� ���9C,  ��� N�,À� ��\�$�� ZJ��� L*1 N�:�� �.4 �t���, U�%�� !" x�.�� b�7�h�� #�V

 OP��$�� �� ���-�CRL������� :  
<   OP��QCRL/CARL ZDH���� �$\ �� )��h� #�(=  
<   OP��QCRL=�*��V   
<   OP��QCARL*��V �.  

 �-P�Q ¹�~3 Z%���� #�V �_��CRL �-P�Q L*1 b�cD3 N�:�� �.4 �t���, b���%��� G7�0C�� ( b�cD3 b�7�h�� 
CRL/CARL �� r$M��� �� �V��*� �Z%���� �	
 ( G�F-]� �pV3 �3 G�~�� ZDH�� �$\ �� �G�~�� �� �pV3 �3 G�~�� 

������ >1����� ���9@ Z�-[ N�,R� ����*�� ¹�~3.  
4.B   F;��
�� ��D 8�]b�CRL  

 OP��Q t�e�]D r����� E��� #�V �_�CRL OP��$�� �	
 L*1 N�:�� �.4 �B����� �� ����� CRL OP��$�� ZDH�� X�$\ �� 
CRL ������ �� �pV3 �3 �~�� A�\ >
� ��)%���� ������ t��e�%� rD�5 �1 G7�0C�� ��:��  ��� B����� B/�� �� �3 
�������:  

<  Q=��7�0C�� N�,� �-P�  
<  =��*]�� N�,� �-P�Q  
<  ���7 N�,R� �-P�Q.  
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5.B   F;��
�� �l	�0CRL  
 G�$9�� ( �~��C�� ��-*��� ��7 �Q #�.D #3 ��, �OP��$�� �[��� b�f
�h r����� E��� �):D2.B OP��$�� X�Y3 7F�~� �

CRL G�$9�� ( �~��C�� �)%���� 3.B� �1�-' t�e�%�� � OP��$�� �� �)%��CRL G�$9�� ( �~��C�� 4.B . ^��M�%�
 OP��$�� �1�-'CRL �-P�Q L*1 CRL �-P�Q L*1 ^��8 #3 �0�.4 �-V �BQ�� L*1 G�~�� ��%�%3 dCRL�pV3 �3 G�~��  .

 �-P�Q BV �[��� ����3 �V��D #3 r����� E��� L*1 ���CRL� N�' �~ �� �M�M� �-P�$�� �	
 #3 �� ��0$�) .
 �-P�$�� #3 B�9��, 7F�~ �Q #�.D r����� E��� �.��CRL �[���� d*~�� ����3 ������� G7�0C�� r�)� N�` �)%��� 

 ��$,�]��2.B� 3.B . OP��$�� ��~I� �� r$M��� �� j�_ �� ���JR�,�CRL �D�M�� OP��$�� �� r$M��� �� �-V �
�� & U3 A*,3 �Q G7�0C�� A\�V �_� �� ���$9�� ( �~��C� ��$$M��� �	
� 1.5.B �� 4.5.B��\73 :  

1.5.B   �$;	
�� ��%C� 1�#<9CRL	5
�)�! 8	q ��% /0 ��7	7d�   
 G�$9�� ( ?��C� �
 �-V �h�D3.B �� �~�� aY �� �pV3  OP��$��CRL �-P�$V x��-��%� �.4 CRL r$M�*� ���%�%3 
G7�0@ N�,R ��\�$�� ZJ��� �� . OP��$�� X�Y3 �� �~�� �� �pV3 �3 b��~�� U�e�]D #3 r����� E�*� �.4�CRL 

 �-P�$�� ����� �%��% �]~ ���%�%��CRL�
����� �*% �1 G�7�:�� :  
<   OP��QCRL=��\��.�� Z�-[ �*��V   
<   OP��QEPRL=�*��V   
<   OP��QCARL=�*��V   
<   OP��QCRL/EPRL/CARLZDH�� �$\ �� G���]� .  

� ���$9�� ( G7����� X��C�� �1�-' Ö��]� #3 �� ��1.1.5.B �� 4.1.5.B �-P�Q N�-��%� �� r��� E�5 �.-�D >.� 
CRL������ >1����� ���9@ �~ �� �G7�0@ N�,R ��\�$�� ZJ��� �� r$M�*� �
7�-�1� �.4 ��%�%3 .  

 OP��$�� ���~ G�$� BV ( ¼����CRLG�@�)�� !" ��%�%�� .  
1.1.5.B   �$;	
��CRL��0	���   

 �-P�Q #3 7�M�D >.� ������� X��C�� Z�� Ö��]� #3 ��CRL �-P�Q >
 CRL #��.�� ��7�0C� �*��V  ��7�0@� >P�0���
 �-P�$�� ���:�� �0�1 N��]�� G7�0C�� ����� �*%CRL������ >1����� ���9@ Z�-[� �:  

<   ���7 �-P�$�� �@�� Z%�� #�.D #3 ��CRL=7�h�� !"   
<  =G���:z�� ZDH���� �$\ Z%�� b�7�h�� #�.D #3 �.4  
<   ( G7����� ��³�� �~3 U����D #3 ���� �ZDH���� �$\ B$~ L*1 G��:�� ZDH���� �$\ Z%�� ^��� &3 ���

 B$~ Z� ZDH���� �$\ B$~1�g]t� �-P�$�� ( CRL=  
<  �:z�� ZDH���� �$\ Z%�� #�.D #3 ��� ^3 L*1 k��~� �_� ���� ������� N�$�� �� �~�� ^3 L*1 ^��8 & G��

 �-�$�� L*1 G7�h��� N�$�� �� �~�� ^3 ZJ�D & �������� N�$�� �� �~��"o;	�" :
containsUserPublicKeyCerts� / �3containsCACerts� / �3containsUserAttributeCerts� / �3

containsAACerts� / �3containsSOAPublicKeyCerts=  
<   B$�� #�V �_� +D����� ��#"6(reasonCodes) #3 �� �G���:z�� ZDH���� �$\ Z%���� ( b�7�h�� 

=r�)���, ������ >1����� Z�� L*1 >1����� ���9@ B$~ ^���  
<   r�� L*1 ^��� & �3 ^��� #3 G���:z�� ZDH���� �$\ Z%��� �.4 �$;	
��CRL� �Q  3#6	)

(indirectCRL) )x�� r$M��� �� B$�� �	
 t��� & x�*1�.(  
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2.1.5.B   �$;	
��EPRL��0	���   
 �-P�Q #3 �M�D >.� ������� X��C�� Z�� Ö��]� #3 ��CRL �-P�Q >
 EPRL������ >1����� ���9@ Z�-[ �*��V :  

<   ���7 �-P�$�� �@�� Z%�� #�.D #3 ��CRL=7�h�� !"   
<   ��=b�7�h�� G��:�� ZDH���� �$\ Z%�� #�.D #3  
<   ( G7����� ��³�� �~3 U����D #3 ���� �ZDH���� �$\ B$~ L*1 G��:�� ZDH���� �$\ Z%�� ^��� &3 ���

 B$~ Z� ZDH���� �$\ B$~1�g]t� �-P�$�� ( CRL=  
<   B$�� L*1 G��:�� ZDH���� �$\ Z%�� ^��� #3 ��6 ��D W��� *$��E$�� +0�$��� N	�"� ��4	5

(containsUserPublicKeyCerts) . �-�$�� L*1 B$�� �	
 ZJ�D #3 ���"o;	�"=  
<   B$�� #�V �_� +D����� ��#"6(reasonCodes)  ^��� #3 �� G��:�� ZDH���� �$\ Z%���� ( b�7�h��

=r�)���, ������ >1����� Z�� L*1 >1����� ���9@ B$~  
<  4 B$�� L*1 ^��� & �3 ^��� #3 G���:z�� ZDH���� �$\ Z%��� �. �$;	
��CRL 3#6	)� �Q 

(indirectCRL)) B$�� �	
 t��� & x�*1�x�� r$M��� �� (=  
 �-P�$�� N�-��%� �.4 &�CRL>P�£ #��V G7�0@ >
 �~�:�� G7�0@ #3 7F�~ �Q r����� E��� #�V �_� &�  . �_� �	.
�

~� Z%�� L*1 �~�:�� G7�0@ �����7	7d� �����
��� �-�Q #�.� #3 �� cA L*1 �1�J�� "�I	�".  
3.1.5.B   �$;	
��CARL��0	���   

 �-P�Q #3 �M�D >.� ������� X��C�� Z�� Ö��]� #3 ��CRL �-P�Q >
 CARL������ >1����� ���9@ Z�-[ �*��V :  
<   ���7 �-P�$�� �@�� Z%�� #�.D #3 ��CRL=7�h�� !"   
<  =b�7�h�� G��:�� ZDH���� �$\ Z%�� #�.D #3 ��  
<   ( G7����� ��³�� �~3 U����D #3 ���� �ZDH���� �$\ B$~ L*1 G��:�� ZDH���� �$\ Z%�� ^��� &3 ���

 B$~ Z� ZDH���� �$\ B$~1�g]t� �-P�$�� ( CRL=  
<  1 G��:�� ZDH���� �$\ Z%�� ^��� #3 �� B$�� L*34	5B�� 1���9 ���7 ��4	56 ��D W��� . ���

 �-�$�� L*1 B$�� �	
 ZJ�D #3"o;	�"=  
<   B$�� #�V �_� +D����� ��#"6(reasonCodes)  #3 �� �G��:�� ZDH���� �$\ Z%���� ( b�7�h��

=r�)���, ������ >1����� Z�� L*1 >1����� ���9@ B$~ ^���  
<   �$\ Z%��� �.4 B$�� L*1 ^��� & �3 ^��� #3 G���:z�� ZDH���� �$;	
��CRL 3#6	)� �Q 

(indirectCRL)) B$�� �	
 t��� & x�*1�x�� r$M��� �� (=  
 �-P�$�� N�-��%� �.4 &�CARL>P�£ #��V G7�0@ >
 �~�:�� G7�0@ A\�V �_� &�  . G7�0@ ^��8 #3 �� �	.
�

 Z%�� L*1 �~�:�����
�����7	7d� �� �-�Q #�.� #3 L*1 �cA L*1 �1�J�� "�I	�".  
4.1.5.B  
���� F;CRL/EPRL/CARL H���! ��
' z9 3�.�E�  

 �-P�Q #3 �M�D >.� ������� X��C�� Z�� Ö��]� #3 ��CRL >
  OP��$�� �� G�~��CRL  ZDH�� �$\ Z%�� ( ���)��
 OP��$��CRL �-P�Q ¹�~3 Z%���� ( �3 CRL ( G7�0C��:  

<   OP��$*� G��:�� ZDH���� �$\ Z%�� �� ZDH���� �$\ B$~ #�.D #3 ���CRL 7�h�� !" ) ����� ( a$�
 OP��$�� �$\ Z%�� �0�� #�.D & d��CRLb�h�~ ( �$\ B$~ ( G7����� ��³�� �~3 U����D #3 ���� �
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 OP��$�� ZDH�� �$\ Z%�� �� ZDH����CRL�� ( G7����� �3  �-P�Q ¹�~3 Z%CRL �� �~�� Z� G7�0C*� 
 �-P�$*� G���:z�� ZDH���� �$\ Z%�� �� ZDH���� �$\ B$~ ( G7����� ��³��CRL . U����D �j�_ �� b&�, �3

 �-P�$�� ���:�� B$~ ( G7����� ��³�� �~3CRL OP��$�� ZDH�� �$\ �� CRL ( G7����� �3 G7�0C�� ( 
 �-P�Q ¹�~3 Z%��CRL G���:z�� ZDH���� �$\ �� ZDH���� �$\ ( G7����� ��³�� �~3 Z� �(IDP)=  

<   L*1 k��~� �_� ���� �������� N�$�� �� �~�� ^3 L*1 ^��� & G��:z�� ZDH���� �$\ Z%�� #�.D #3 ����
 �-�$�� L*1 G7�h��� N�$�� �� �~�� ^3 ZJ�D & �������� N�$�� �� �~�� ^3"o;	�": 

containsUserPublicKeyCerts� / �3containsCACerts� / �3containsUserAttributeCerts� / �3
containsAACerts� / �3containsSOAPublicKeyCerts G7�0C�� a-�,  ��� B$�� ZJ�D #3 ���� �

 �-�$�� L*1"o;	� ") N��[� �q\�1.BG7�0@ aY B.� r����� B$�� aY  �:¦ (=  
<  #�V �_� B$��  +D����� ��#"6 ZDH�� �$\ Z%�� ( b�7�h�� OP��$��CRL �-P�Q ¹�~3 Z%�� ( �3 

CRL �-P�$*� G��:�� Z�%���� �$\ Z%�� ( 7�h�� !" ��� B$�� �	
 #�.D #3 �� �G7�0C��,  ��� 
CRL\ Z%�� ( �0�*1 �V��� >1����� ���9@ �� BQ�� L*1 G�~�� L*1 ^��� #3 �� ����  ZDH�� �$

 �-P�$��CRL=G7�0C��,  ���   
<   B$�� #�V �_� �$;	
�� 1�g]s0(cRLIssuer) CRL �-P�$�� ZDH���� �$\ Z%�� ( 7�h�� !" CRL  ��� 

 �-P�$�� #�.� #3 �� �G7�0C��,CRLG7�0C�� L*1 A�Q� d�� G7�0C�� ����� �*% l9\ �� ��{Q�� .  
<   B$�� #�V �_� �$;	
�� 1�]0CRL Å]��� Z%���� ( b�7�h�� ) OP��$�� ZDH�� �$\ Z%��CRL Z%�� �3 

 �-P�Q ¹�~3CRL ( �-P�$�� #�.� #3 �� �G7�0C��,  ���CRL �-P�$�� ��:� l9\ �� ��Q�� CRL 
 OP��$�� ZDH�� �$\ Z%�� ( 7F���CRL �-P�Q ¹�~3 Z%�� �3 CRL ^��8 #3 ��� �G7�0C��,  �/ 

 �-P�$��CRL� L*1  B$� �$;	
��CRL 3#6	)� �Q (indirectCRL)G���:z�� ZDH���� �$\ Z%�� ( .  
 ������  ������� �	
�� ���� ����	�� ���� ��� �	��CRL ������ ���� ��� ��� !� ��"��# ��$�%!� ��&' ! (

 )������ *'+�, �-�# *.�, / ����0� *'+���� �-�# ��� 12# /CRL�, / �3  ����4 5	�3 *.CRL 	��' 67�� 
 ������� 8 9�	�0� *'+���� �-�# *.�, * :;��� *'+���� �-�# ��� / ).� <#=>?CRL.  

 8��l�1.B m31�g]t� H7���� ��
' *
b� c$.� ����� 34	5B�� c�   

34	5B�� c�  31�g]t� H������ ��
' *
% 

 >P�£ #��V)>��-��� ?��9�� ( containsUserPublicKeyCerts 

 G7�0C�� ����� �*%(CA) containsCACerts 

 >P�£ #��V)A����(  containsUserAttributeCerts 

 A���� �*%(AA) containsAACerts 

 �*]�� ���:��(SOA) containsSOAPublicKeyCerts 

2.5.B   	��4 �$;	
�� ��%C� 1�#<9CRL	5
�)�! 8	q ��% /0   
��� E�*� �.4 ���7 OP��$�� �� b�cD3 r$M�D #3 r��(dCRL) CRL Z%�� �� w�*� r$M��� �	
 #� ��� � �$;	< y�%�

CRL �-P�$�� ( �3 G7�0C�� ( 7��� t�~ CRL �� r$M��� �*�� r����� E��� �0)h�� B-�D d�� �%��]�� #� ���� �
 �-P�$��dCRL.  

 �� b���7 b��V��� #�.D #3 r����� E�*� �.4� �-P�$�� �� �0.*�4 d�� ����*��� �M�CRL Z�� A\�V #� �G7�0@ �1 
G����]� ������� X��C��:  
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<   �-P�$��CRL=r�)��� N�' �~ �� �G7�0C*� �)%���� �-P�$�� >
 r����� E��� �0��e�]D d�� ��%�%��   
<   ���7 �-P�$��CRL� �)%���� �-P�$�� >
 r����� E��� �0��e�]D d�� =r�)��� N�' �~ �� �G7�0C*  
<   �-P�$��CRL �-P�$�� ����� AQ� ( ���� �Q A\�V ��%�%�� CRL �-P�$�� �0��� B�8 d�� ��%�%�� 

dCRLAQ��� �	
 ��, �3 �.  
 �-P�$�� #�V �D�M�� ������� X��C�� Z�� Ö��]� #3 �� �-VdCRLG7�0C*� �)%��� :  

<  F�)� Z%�� b�7�h�� #�.D #3 �� ���7 �-P�$�� �(dCRL) CRL=  
<   �-P�$�� ����� ��dCRL �-P�$�� ����� ��, CRL��%�%��  . �
 ���� �	
 �-c� d�� ����%�� �~3�

 �-P�$�� OQ� #3 �� r$M���CRL Z%���� (  �$;	
�� F<1CRL �-P�$*� dCRL �-P�$�� OQ� �� vV3 �
 
CRL Z%���� (  �$;	
�� F<1CRL �-P�$*� CRL��  E��� >*$~ #3� �r����� E��� �0*-��]D d�� ��%�%

 F;��
�� #I	
! ����CRL �-P�$�� ( #������D CRL ���7 �-P�$�� (� ��%�%�� CRL . �	
 t��� �Q�
U�Q��� U���/& ����J� ��$�� �[��� �� w�*%�� . �*$�� �\��$� ( �-.D �/W w�*%3 ���
� �f�

|�O���� ( �D7�h���  �-P�$�� (� ��%�%�� �-P�$�dCRL=r����� E��� k�� ��������   
<   �-P�$�� #�.� #3 ��CRL �-P�$�� �£�C, ���� d�� �-P�$�� >
 r����� E��� �0*-��]D d�� ��%�%�� 

 ���7CRL�
��, ���� �-P�Q >
 �3 � . OQ� #3 �� r$M��� �
 ���� �	
 �-c� d�� ����%�� �~3�
 �-P�$��CRL Z%���� (  	��4 �$;	
�� � |)0CRL �-P�$��,  ��� dCRL ^��]D �
  OQ� �� �u�3 �3
 �-P�$��CRL Z%���� (  �$;	
�� F<1CRL �-P�$��,  ��� CRL �r����� E��� �0*-��]D d�� ��%�%�� 

 �*$�� #3� F;��
�� #I	
! ���� S#�0CRL ���7 �-P�$�� (� ��%�%�� �-P�$�� ( CRL#�-P����  . �Q�
U�Q��� U���/& ����J� ��$�� �[��� �� w�*%�� �	
 t��� . �*$�� �\��$� ( �-.D �/W w�*%3 ���
�

|�O��� �f� �-P�$�� ( CRL �-P�$�� (� r����� E��� k�� G������ ��%�%�� CRL !C� d�� ��%�%�� 
 ���7 �-P�$�� �0���CRL ./W w�*%3 b�cD3 ���
� B$~ �\��$� ( �-.D �|�O��� �f� �-P�$�� ( 7�h��� 

CRL Z%����� r����� E��� k�� G������ ��%�%��  +7	7d� |�O��� 2<�(baseUpdateTime) ��7�h� 
 �-P�$�� ( ���7CRLr����� E��� k�� G������ .  

 ������  ����4 ������ A>�' �3 :B���� CD-�� *E-�F'CRL-�? (�E.�.3  ���� ����4 <�E$CRL  ����4 GH�CRL 
 8 I��"��� J�	K�.�? I��?�F�� I,	����� L�2E�.� M �0�N (�E.�.3 ���	
�� ��CRL 8�  ���
�� ��	
� ���� ����

CRL. *.���� ��&' ����� O7P /�  ���	
�� ��CRL������ ��� �
���  ������� / CRL �Q ��� 9	'	R� �E.�.S� 
�� / ���� �����CRL . ��� CDT' ! :B���� CD-���!	��� ������ �����H� CRL <E�� ���U 1E�� 9	'	R� �E.�.S� 

 ����4 * ��$���, )E�' �&�dCRLVD%3 .  

<   ���7 �-P�$�� A\�V �_�CRL ZDH���� �$\ r�)� N�' #�.D �G���:z�� ZDH���� �$\ Z%���� L*1 ^��8 
� Z� b�$]�� G��:�� G�$9�� ( ?��C� �
 �-V �G7�0C�4.1.5.B=�I13   

<   �-P�$�� A\�V �_�dCRL������� ��%���� �� �~�� L*1 ^��8 &  : #I	
��� ���� S#�0
(streamIdentifier)� ' 31�g]t� H������ ��
(issuingDistributionPoint) X &3 �� &� B-��]�
 �-P�Q Z� ����@&�,CRL� G��*� ��%�%3 �*��V.  

3.5.B   �$;	
�� 8���!� ��%C� /0 �
O���CRL��7	7d�   
 �-P�Q #3 �� r$M�*� ������� X��C�� Z�� Ö��]� #3 ��CRL�
���� 	�� NF��� � �£3� �M�M� :  

<  L*1 b��7�Q r����� E��� #�.D�-*� >��-��� ?��9�� L*1 N�:��  �-P�$�� ( x�D�
 ������ ����:CRL 
%� U��e�%�,=#�$��%&� BP�  
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<   �-P�$�� L*1 Z�Q���� �� r$M��� ^��CRL=�$��]�� >��-��� ?��9�� �	
 U��e�%�, ��%�%��   
<   B$~ #�V �_��	��� |�O���Q��� #�.D #3 �� �b�7�h�� =B$�� �	
 �-�$� b�$,�% ���� A  
<  z�� O%� #�.D #3 �� �-P�$�� ( ���:CRLb�-P���� ��:z�� O%� Z�  �� r$M��� ^�� d�� G7�0C�� ( �

 �-P�$�� A\�V �_� &� ��S�,�CRL �-P�$�� ZDH�� �$\ �� �h�e�]� CRL �$\ Z%���� #�V� G7�0C�� ( 
 �-P�$�� ZDH��CRL �\F�.�� L*1 ^���  �$;	
�� 1�g]s0CRL. ��³�� �~3 #�.D #3 �� ������ �	
 (� 

 �\F�.�� ( G7�����$�� ���:�� �-P�CRL �-P�$�� ZDH�� �$\ Z%���� �� CRL ( ���:z�� O%� Z� b�-P���� �
 �-P�$��CRL.  

4.5.B   ��%C� 	��4 �$;	
��CRL �$;	
�� /0 �	

O����  
 ���7 �-P�Q #3 �� r$M�*� ������� X��C�� Z�� Ö��]� #3 ��CRL�
���� 	�� NF��� � �£3� �M�M� :  

<  b��7�Q r����� E��� #�.D �-P�$�� ( x�D�
 ������ ����:�-*� >��-��� ?��9�� L*1 N�:�� L*1 CRL 
=#�$��%&� BP�%� U��e�%�,  

<   ���7 �-P�$�� L*1 Z�Q���� �� r$M��� ��CRL=�$��]�� >��-��� ?��9�� �	
 U��e�%�, ��%�%��   
<   B$~ #�V �_��	��� |�O���,�% ���� AQ��� #�.D #3 �� �b�7�h�� =B$�� �	
 �-�$� b�$  
<   ���7 �-P�$�� ( ���:z�� O%� #�.D #3 ��CRL �� r$M��� ^�� d�� G7�0C�� ( ���:z�� O%� Z� Âz�-P���� 

 ���7 �-P�$�� A\�V �_� &� ��S�,�CRL �-P�$�� ZDH�� �$\ �� �h�e�]� CRL Z%���� #�V� �G7�0C�� ( 
 �-P�$�� ZDH�� �$\CRL� L*1 ^���  �\F�.� �$;	
�� 1�g]s0CRL. �~3 #�.D #3 �� ������ �	
 (� 

 �-P�$�� ���:�� �\F�.�� ( G7����� ��³��CRL ��-P�$�� ZDH�� �$\ Z%���� �� �������� ���:z�� O%� Z� 
 �-P�$�� ( 7�����CRL.  
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 �����C  

 ���� ����� ���!� "� ��#�$CRL  
) �� ����� ����� �	
 ���� ������� �	
 �� ����  |����� ������ �	
( 

 OP��$�� ����R #�h_�Y �h�DCRL OP��Q N�-��%� #��c�$D �dCRL��7�0C�� �� ����� �1�-` .  
 �-P�Q BV B�8 �N��� t_�-��� (dCRL �-P�Q ¹�~3 �� CRL OP��Q G�1 ����� �.4� >��� r�)��� N�` �*��V 

dCRL��� N�` \ r�)3 B)Q �x]9#  �-P�Q ��:�CRLL��� N�`� �	S �*��V G�D�h  . �-P�$�� B-��]��CRL G�D�[� 
 OP��$�� �� �D�[� Z,���*� ��%�V L��� N�`� �	S �*��.��dCRL �-P�$�� B.C� >
� �CRL ¸��� Z%���� ( �0��� N��� 

 �-P�$*�dCRL . �-P�$�� ����� ��1�CRL �*��.�� G�D�[�  �-P�Q b�cD3 ��:� �r�)��� N�o� �����dCRL #�C, ��P�£ 
 �-P�$��CRLr�)��� N�o� ���/ �*��.�� �$,�]�� .  

@ ��p�� t_�-���� �-P�$�� #�., &� x�1 K*�} & �N���, b��h x�)CRL �-P�Q �0��� B�8 d�� CRL G�~�� G���c��, A]�� 
 L�� r�)� N�` �*��V)-P�$� �.4 �^3 �CRL ���7 �-P�Q �9:, ����3 �Q #�.� #3 �0��� N�y CRL .( A\�V �_��

 �-P�$��CRLN�`� �	S �*��V �-P�Q ¹�~3 G���c��, #�.� &3 �0�.4 �L��� r�)��� N�` �*��V �-P�Q >
 �0��� N��� .  
 �-P�Q ¼��D ^	�� ��7�0C�� N�-��%� U�q\�dCRL �-P�Q j*�4 #3 x�*1 �� �CRL #3� �L��� r�)��� N�` �*��V #�.� 

 �-P�$�� ����~ >
 �� ��$, BQ�� L*1 ����~ #�.�CRL�-P�$�� ( �0��� N���  dCRL . �-P�$�� �	
�CRL �*��V >
 d�� 
�%� U�q\ b��*y �
�C\3 �-P�Q �3 ����]�� �*]�� �1 �9:�� �	� G�7�� �-P�Q #�.� #3 �.4 L��� r�)��� N�` N�-�

��7�0C�� . �-P�$�� �, �� �&��� +�, ( ����*��� ( t��7H� Z$D x\3 �~ID�dCRL �-P�$��� CRL �)]���, �*��.�� 
 �-P�Q bIp� j*�4 ��7�0C�� N�-��%� U�q\ #�V �_� �L��� r�)��� N�`CRL �-P�$�� ( �0��� N�y �-P�Q ��, G�7�� A\�V 

dCRL.  
����� N��[� ���D� OP��$�� U��e�%� �� �*p�3 ��I� dCRL . N�p���1 N��� t_�-��� ( �~��C�� �D��*$��� ��e��� �
 

 #&�p��� ��I132� 3�I13 ��p�� t_�-�*� #ID�, #I.@ �° .  
 N�p�� >9�2 OP��Q �*]�� ��:� �CRL OP��$�� B�8� ����D BV �L�� r�)� N�' �� �)]���, �*��V dCRL �-P�$�� �� 

CRLG!/�� B)Q �� �*��.��  . #�	9�D �D	�� �*-��]�� 7�1 +�9g �0�� Uf*D d�� ��m�)�� ( G��9� �$D��� �	
 #�.� �Q�
 �-P�Q �M]� �7��]� �� AQ��� l9�,CRLL�� r�)� N�' �� �)]���, �*��V  . N�p�� (�2 �D	�� #�*-��]�� Z��]D 

 �-P�Q ¹�~3 #�.*�4CRL �-P�$�� #�.*�4 �D	�� #�*-��]�� b�cD3 O0��� �N�`� �� �)]���, �*��V CRL G!/�� B)Q �� 
 �-P�$�� l9\ ��*-��]D #3 �N�`� �� �)]���, �*��.��dCRL .�]�� d1�-' k�� #�.D�� N�,R� ����*�� �-0��*V �*-
� AQ� L��� N�`� �	� ����� ��7�0C�� �1 �*��.�� �-P�$�� ����dCRLOS G������ .  

 N�p�� (�3 OP��$�� ��:� CRL N�p�� ( �-V ��)%3 BV bG�~�� bG�� �L��� r�)��� N�' �� �)]���, �*��.�� 1 #3 !" �
 �-P�Q BVdCRL �-P�$�� �	
 �� U�D3 ��)% B)Q �/��� N�,R� �1 ����*�� G�1�Q �� B�8 dCRL.  

rM*�� �	
 U�$D &� OP��$�� N�-��%� �� N�p� ^3 CRL�� !" �*p��� �	S ��Q�� �1�-' Bp� ����� �	
 #3 !" �G�@�).  
 A]�����*�� �%��]�� L*1 KQ��� ��9*�¥ k�/3 N�.@3 �h�� #3 �.4� ��*p�3 &� N�.@�� �	
 .��� �� d�� B������ 

 ��1 �T�1��������� �*-��]�� 7�1 �%��]�� �	
 ZJ� OP��$�� �� O
_�9\ CRL OP��$�� �D���.�� �CRL ���-�� O%�$�� �
 OP��$��, j]� d�� B����� �-q\3 �,CRL�
!"� #�-.�� ��H ��V���@�� �����7��� �.  
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��� 
 �����1 	 
��� �� ��� ���� 
������ CRL 

����� ������� ��� 
����  

 �����2 	�� �� ��� ���� 
������  
�CRL 

�� ������� ��� 
���!�� "#$%� �� 

 �����3 	 ���&� '������ �� ��� ���� 
������ 

 (� 
$)*�7���+  

  
������CRL
���!��   ���� 
������CRL  
������CRL
���!��   ���� 
������CRL  
������CRL
���!��   ���� 
������CRL 

8 thisUpdate=day 8

 

nextUpdate=day 15

 

crlNumber=8 

thisUpdate=day 8 

 

nextUpdate=day 9 

 

crlNumber=8 

 

BaseCRLNumber=1 

thisUpdate=day 8

 

nextUpdate=day 10

 

crlNumber=8 

thisUpdate=day 8

 

nextUpdate=day 9

 

crlNumber=8 

 

BaseCRLNumber=6 

thisUpdate=day 8 

 

nextUpdate=day 15 

 

cRLNumber=8 

thisUpdate=day 8 

 

nextUpdate=day 9 

 

cRLNumber=8 

 

BaseCRLNumber= 1 
9 ����� �� thisUpdate=day 9 

 

nextUpdate=day 10 

 

crlNumber=9 

 

BaseCRLNumber=8 

����� ��  thisUpdate=day 9

 

nextUpdate=day 10

 

crlNumber=9 

 

BaseCRLNumber=6 

����� �� thisUpdate=day 9 

 

nextUpdate=day 10 

 

cRLNumber=9 

 

BaseCRLNumber= 2 
10 ����� �� thisUpdate=day 10 

 

nextUpdate=day 11 

 

crlNumber=10 

 

BaseCRLNumber=8 

thisUpdate=day 10

 

nextUpdate=day 12

 

crlNumber=10 

thisUpdate=day 10

 

nextUpdate=day 11

 

crlNumber=10 

 

BaseCRLNumber=8 

����� �� thisUpdate=day 10 

 

nextUpdate=day 11 

 

cRLNumber=10 

 

BaseCRLNumber= 3 
11-

14 �	
��� ���� ���� ��� 

15 thisUpdate=day 15

 

nextUpdate=day 22

 

crlNumber=15 

thisUpdate=day 15 

 

nextUpdate=day 16 

 

crlNumber=15 

 

BaseCRLNumber=8 

����� �� thisUpdate=day 15

 

nextUpdate=day 16

 

crlNumber=15 

 

BaseCRLNumber=12 

thisUpdate=day 15 

 

nextUpdate=day 22 

 

cRLNumber=15 

thisUpdate=day 15 

 

nextUpdate=day 16 

 

cRLNumber=15 

 

BaseCRLNumber= 8 
16 ����� �� thisUpdate=day 16 

 

nextUpdate=day 17 

 

crlNumber=16 

 

BaseCRLNumber=15 

thisUpdate=day 16

 

nextUpdate=day 18

 

crlNumber=16 

thisUpdate=day 16

 

nextUpdate=day 17

 

crlNumber=16 

 

BaseCRLNumber=14 

����� ��  thisUpdate=day 16 

 

nextUpdate=day 17 

 

cRLNumber=16 

 

BaseCRLNumber= 9 
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 �����D  

%����&� '�(� %����&� �)��) ��*+,�� "� ��#�$  
) ��� �	
 ���� ������� �	
 �� ���� � ����� ��� |����� ������ �	
( 

1.D  *���  
 �� �1�-' #3 ¶���]D #3 H����&� �� r$M�-*� >u)�D ¢� ?�J� B., �H����&� G��7� �~ �� �H����&� �%��% EF���

 H����&� �V�� _�9��� ��� ��$D >.� ����V >
 ���$�� ��H����&�)��� �3 E�
 �*5 ��r�)� �3 7 .( �1�]� #3 �.4�
 ��%�]~ �~ �� �H����� �V�� ��H����& b��������3 b�-��$� ^�� >.� H����&� �� b�$$M�� H����&� �%��% ��³��� �9�����
 !/�� �	
 H����� G�1��� ��, �H����&� �V�� �*5 BC� �3 ?�Ê ��$� d�� �1��$�� �-c�� �£�V B�9, �w�*�� 7����

7���� ��%�]~�.  
 �H����&� �%��% �D�
 EF��� �.4 ��D�M��� �	
 Bp� ( B-��]� d�� H����&� �%��% ��*��.� #�-J ^���c�� �� #�V ��

B����� B/��� ( �\�f¥� ��{Q�� E��
3 ( B-� #3 B��.��, H����&� �%��]� U��� E�0*� �D�
 E��� B.@ A8 .
&�  ^3 �9����� �	
 lF�$� �¡)��V�� �1��Q (H����&� �%��% �� �*~�� KD���� x��-��%� �.4  �/.  

2.D   �gOh.�� /0 ��i0�)o�^#��� �D��<(  
�J���� ���� �0�� �� ���V�� �1��Q ^3 N�-��%�, H����&� �%��% KD��� �.4 . �.4 ���M���� �� ���p� rM*�� �	
 U�$D�

�%��% #��F��D �D	�� G�1�]� �S�-��%� L*1 �D�C��� ��� �KD����� ��*-�� �~���� ������� K*�¥ O09� L*1 �H����&� �
 Z%�� �3 A���� ��7�0@ U��e�%� v1 H����&� G��7� 	�9�� #3� �a$� N�p�� B�)% L*1 �° ���p�� �D	
 #3 *����� ���'

	]�� o%(subjectDirectoryAttributes) �>��-��� ?��9�� ��7�0@ ( ����	0�> �D	
 7�-�1&  ��M�\ ^3 �3 �D�M��� 
�/W  �/.  

1.2.D  8�d� 8	i�  
 f������ �� ������� ��V���� �1��QASN.1H����&� �%��% KD��� ( B-��]� �*��@ �\�� G�7� N�p� >
 .  

PrivilegePolicySyntax  ::= SEQUENCE { 
 version   Version, 
 ppe   PrivPolicyExpression }  

PrivPolicyExpression  ::= CHOICE { 
 ppPredicate [0] PrivPolicyPredicate, 
 and   [1] SET SIZE (2..MAX) OF PrivPolicyExpression, 
 or    [2] SET SIZE (2..MAX) OF PrivPolicyExpression, 
 not    [3] PrivPolicyExpression, 
 orderedPPE  [4] SEQUENCE OF PrivPolicyExpression } 

 -- Note: "sequence" defines the temporal order in which the  

 -- privilege shall be examined 
  �� ����� :"������� " �	 
��� ���� ������� ���  
  �� ������ ���� ���� 
�	 ��  

PrivPolicyPredicate  ::= CHOICE { 
 present    [0] PrivilegeIdentifier, 
 equality    [1] PrivilegeComparison, -- single/set-valued priv. ��!#$%& �� '��(� !%��� ����� .   

greaterOrEqual   [2] PrivilegeComparison, -- single-valued priv. ��'��(� !%��� ����� .   

lessOrEqual   [3] PrivilegeComparison, -- single-valued priv. �� '��(� !%��� �����.   

subordinate     [4] PrivilegeComparison, -- single-valued priv. ��'��(� !%��� ����� .   

substrings   [5] SEQUENCE {  -- single-valued priv.      ��'��(� !%��� ����� .  

   type      PrivilegeType, 
  initial    [0] PrivilegeValue OPTIONAL, 
  any      [1] SEQUENCE OF PrivilegeValue, 
  final     [2] PrivilegeValue OPTIONAL }, 
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 subsetOf    [6] PrivilegeComparison, -- set-valued priv. ��'��(� !%��� ����� .  

supersetOf   [7] PrivilegeComparison, -- set-valued priv. ��'��(� !%��� ����� .  

nonNullSetInter  [8] PrivilegeComparison, -- set-valued priv.  ��'��(� !%��� ����� .  

 approxMatch     [9] PrivilegeComparison, 

 -- single/set-valued priv. (approximation defined by application) �� '��(� !%��� ����� !#$%& �� )*�+,��� -��� �/���( 
extensibleMatch   [10] SEQUENCE { 

  matchingRule  OBJECT IDENTIFIER, 
  inputs    PrivilegeComparison } } 

 

PrivilegeComparison ::= CHOICE { 

 explicit    [0] Privilege, 

    -- the value(s) of an external privilege identified by  

    -- Privilege.privilegeId is(are) compared with the value(s) 

    -- explicitly provided in Privilege.privilegeValueSet 

�� +1��� ��2�1/ 345�6 ����� 7�8 �� !%�8 9Privilege.privilegeId: 
��  �5����9+1��� ; !(��< !��=� 7���� �� !%����  
�� Privilege.privilegeValueSet  

    byReference [1] PrivilegeIdPair } 

    -- the value(s) of an external privilege identified by  

    -- PrivilegeIdPair.firstPrivilege is(are) compared with  

    -- the value(s) of a second external privilege identified by  

    -- PrivilegeIdPair.secondPrivilege 

��8 �� !%�8 �2�1/ 345�6 ����� 7�9+1��� �  
�� PrivilegeIdPair.firstPrivilege:  �5���7���� �� !%�����  
�� 9+1��� ���1/ �6> 345�6 ������ !<�?� 

PrivilegeIdPair.secondPrivilege  
Privilege   ::= SEQUENCE { 

type    PRIVILEGE.&id ({SupportedPrivileges}), 
values  SET SIZE (0..MAX) OF 
    PRIVILEGE.&Type ({SupportedPrivileges} {@type}) 
} 

 

SupportedPrivileges  PRIVILEGE ::= {  ... } 

PRIVILEGE ::= ATTRIBUTE  

-- Privilege is analogous to Attribute    ��@1AB� CD�E ������  

PrivilegeIdPair ::= SEQUENCE { 
 firstPrivilege  PrivilegeIdentifier, 
 secondPrivilege PrivilegeIdentifier } 

PrivilegeIdentifier ::= CHOICE { 
 privilegeType   [0] PRIVILEGE.&id ({SupportedPrivileges}), 
 xmlTag      [1] OCTET STRING, 
 edifactField   [2] OCTET STRING }\ 

-- PrivilegeIdentifier extends the concept of AttributeType to other  

-- (e.g., tagged) environments, such as XML and EDIFACT 
�� ������ @1F G$H� �I$/ ������ !/$J K�1  
�� L�6� M�N�� OP  )QRS !T�� � ( !UB�� CSXML  
�� V��+��� ��  EDIFACT  

Version   ::= INTEGER { v1(0) } 

 ���)�� ¹��~� ��J�� L*1 ��]y N�p� �1�]D #3 �.4� �7	�7H����&��S�-��%�� .  
�h3 G7�DH L*1 �$����� H����� v���� .�D�D��� ��)V #3 L*1 ��� �
	�9�� w�*�� �%��]�� #3 ���9\ a�])�*�� ��� �D	�9���� 

� �$����� #3� ���7�Df�� L*1 #�$���D �D	�� O
 O0Q�� �)��� O£�7 �� a$� L�) !).� G7�DH L*1 r���D #3 �D��� Z��]D ^3
�1�]� U�1 �D�� �$����� Z��]D & x�.�� ��D	�9���� �D�D��� .( ��)���� ��D��]� ��% ���
 #3 N�p�� �	
 ( ���9���

")¸$��� K���� = "0 �" ^	�9���� �D���� =1 �"�D	�9���� �D�D��� !)V� = "2 �"�D���� = "3 �"�1�]�� U���� �D���� = "4 �
"U���� �D���� = "5.(  

 A���� aY #3 j�_ ��� ���9���")H����&� (" �
 E�
 �D�
 E��� x� �A�\ G7�0@ ( b��)���� k��]� �)D ^	��OID-C 
 A���� aY #3�")��%�]�� (� ^	�� ������ G�1�Q Bo% ( b��)���� k��]� EF��D ^	�� B$~ L*1 ^��"�h�� " w�*��

mailto:{@type}


ISO/IEC 9594-8:2005 (A) 

168   �������ITU-T X.509 (2005/08)  

 �
 E�
 �D�
 EF��� x� �x*D���OID-C) ��]y 	�9�� ( ��$�$~ E�
 �D�
 ������ x�1 ����]�% ^	�� .( !)�����
 �%��% 7�� ����� �&�)��"�h�� L*1 �$����� " �,�*��) !)�� ( �%��]�� �	
 !9C��	��0>� �7	�7b��)]\ �*0% �-0� �
 :  

AND ( NOT ( lessOrEqual ( value corresponding to OID-C, value corresponding to OID-D ) ) 

subsetOf ( value corresponding to OID-C, { 2, 3, 4, 5 } ) ) 

 �)  � )  ����� �� ��	� ) 
����� ������� �����OID-C 
����� ������� ����� �OID-C( (   

   �� ����� ���� )� 
����� ������� ����OID-C �{ 2, 3, 4, 5 }( (   

 �� G7�Df�� L*1 r���-*� Å������ ZJ��� #3 ¸�D �	
 �%��]�� !9C�� L*13 #�.D #3) G��)���, �)��" > �u�3< �3 
^��]D (" N�`� �� >-��D #3 �� G7�Df�� L*1 r���-*� Å������ ZJ��� #3� �x� r¬����� �eC�� ZJ� ��} �D�D��� !)V

 ��D	�9����...U���� �D��� �{ >
 �&�)�� !)���� �	
 O��$� �o��\ #�.� ¢~ �"�)P�� ." ^�� �H����� �\��$� N�3�"���~R�, "
 A���� a-�� �*,�$�� O�$�� �, ��"Å������ ZJ���" �*/���� �\��.*� . >
 H����� �\��$� ����"����"$� ����� �	
 (� � #��

 H����I� �*,�$�� �-�$��"Å������ ZJ���"O�$�� �� ���� �-P�$� G7�Df�� L*1 r���-*�  . �	
 ( H����&� �� r$M��� #�.D�
x� r����� �/µ� �~�:D� G7�Df�� L*1 r����� �°�~3 �~�:D ����\ Z� �%��]�� �	
 �{9CD !)�� �� �h�® ����� . �.4�

�� L*1 r����� A��� G7�Df)A���� G7�0@ ( 7����� ( �-�$�� 	/�D #3{OID-C 3} x� r����� A��� �.4� �) #3 �.4 ^	��
A���� ����� G�1�Q ( bIo]� #�.D ( �-�$�� 	/�D #3{OID-D 3} . G7�Df�� L*1 r���-*� A���� aY �-�Q �\��$��) d��

 ^��]�3N�p�� �	
 (  (�� A�\ a-�� B,�$�� A���� �-�$, x� r���) ^��]� d��3N�p�� �	
 ( b�cD3  ( �-�$�� >��"¤5�/ "
 !)��*�" > �u�3 <^��]D �3 " A�\ #�V �_� ��3 ��p�� �D��� �h3 G7�DH L*1 �$����� ���J� b�c��� x]9\ �D�� N�3 �� �® �

 ^��]D l.���, x� r�����{OID-D 1}1 r���D ¢~ �D�-*� >13 �Q ��/���� #�.D �^	�9���� �D��� �h3 G7�DH L*.  
r,�]�� !)���� �� ����J� N�:~ ��:� b�)�� l��� . !)��*� �p��� �o~ bIp� E�c� #3 �.-��"�" >m�)�� N�M��� #�, N�$� 

">*�9�� AQ��� "�� E�S� aY �� EF��� x�D�
 E��D A�\ ( �{9C��� ���*�� ����$��� �� B��OID-E >-��D #3 �� �
*1 �
 E�
 a-�, �D�S� EF��� A�\ ( �~��� 7�y  �/ N�' LOID-F . �_� a$� �h�� G7�Df, �/�D B.C�� �	��

U����� ��1�% ����3 �*�� ��$� B:~� G����]� �$,�]�� X��C�� A\�V.  
2.2.D  �	i�� 8	i�  

��/ ��$�� ��HI�� !D���� �� �1�-' >
 �S�.@3 a],3 ( ������ �%��]������3 �� . B.C� �_�9��� ( O.M��� �} �-���
 �, �� _�9��� ( O.M��� ��%��% 	9�� d�� BP�%��� �0�� 7�8 �k��]� Z��3 ����3 �%��% �� ��1�� �1�-' ������ �%��]��

���0�]�� ���P����� �D�7�)�� .���� �%��% x, �-]� �~ N�:�&�, _�9��� ( O.M��� BP�%� �-]� #3 ��� +��� #3� ��
����� �%��% �~��� x, �-]� & �~ N�:�&�.  

_�9��� ( O.M��� �����h� �
	e�� d�� �����$�� ��%3 ������ �%��]�� B.C�� . B$\ O�D� ����� ������ �%��]�� ����*��
 ������ ��%��]�� ����*�� K*� rD�5 �1 N�`�,(SPIF).  

 ������ �%��]�� ����*�� K*��(SPIF)�:/��� !" �ID����� �� �D�-�� ����� Z{Q�� ��J�� �
  . K*�� ^����SPIF 
��*
�� A�\ (� ������ �³���� ( G7����� _�9��� ( O.M��� ��-*�� !]9�� �*-��]�� ����*��� L*1 . r����D #3 ���

 �M�, ��*
�� A�\ ( 7����� ������ �%��]�� �D�
 E���)��V�� �1��$,( �-0���� �-V �	�9����, ���/ �&&7 O*1� 
������ �%��]�� . K*� ( ����/ ����3 �%��]� �~�:�� 	�9����,  ��� ��M���� �	
 ���D� ������ �%��]�� ����*��(SPIF).  
 K*�� B$�D�SPIF, �� �����.� �� bI�p� U�$D� ������� �%��]�� �D7��� rD�5 �1 ���%�]��� ��/�����  ������ ��³��*

 ��P�0��� �*-��]�� L*1 �0J�1 ��u� ����3 ��m� Z� ��D��]� L*1 ^��8 ��P�� ��³ B%I% B,�$D� ���)� B.C,
������ �� ��J�� ������ ������ ��$�\� ��1 . �%��]�� �D7��� �~3 ( G���� ����3 �³��� �.4 �® �I,�$��� ^���

b�!]9� �F]9� #3 ������������ �%��]�� �D7��� �� �/W #���� ( b�M�M�  . K*-*� �.4�SPIF N�$® ��*
�� A�\ B,�$D #3 
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���B-��]�� G���Q ���� d�� ����� ��³��� ������ ���% .
 #�V �_�� �:$�� #3 r$� x\�� �r�)�*� bI,�Q B,�$��� �	
 ��J�� B)$D >.� ��HI�� ��:�/���� x� ����� 7�:$��������.  

 ������ �%��]�� ����*�� K*� ^����(SPIF)������� N�$�� L*1 :  
<   �r�]�� �	0���0 *
%(versionInformation) : f������ ( �M��� �u�� �F�)DASN.1.  
<   �	0���0 *
%|�O��� (updateInformation): K*�� �9���� �&&���� �M��� �u�� �)D SPIF.  
<   *
%S#�! �	���0��.0d� �7	�E�� ����  (securityPolicyIdData): r)�D d�� ������ �%��]�� 7F�� 

 K*�� �0�*1SPIF.  
<   *
%�	��0>� ���� S#�0 (privilegeId) : ��3 �m� ( 7�h��� �M��� f�4 ^	�� E�S� �D�
 E��� �)D

��*
�� A�\.  
<   *
% �D��< ��D �)� -	".�� � F�O��� ���� S#�0(rbac) (rbacId) : �m� ��M�\ f�4 E�
 �D�
 E���

 K*�� Z� ����@&�, �*-��]�� ����SPIF.  
<   *
%��.0� �	"�.]! (securityClassifications) : ���\ K��:� Z� ������ ��³���� K��:� B,�$D

�����.�*� �I,�$� b�cD3 U�$�� ��*
��.  
<   *
%��.0d� ��"�� �	w���� �	D�$q (securityCategoryTagSets) : ��³��*� ������ ��m9�� B,�$D

�����.�*� �I,�$� b�cD3 U�$�� ���*
�� ����� ������ ��m9�� Z� ������.  
<   *
%���	��� �	7	�E�� (equivalentPolicies) : K*�� ( �m��.��� ��%��]�� Z�� O1�DSPIF.  
<   *
%�.0d� �7	�E�� ���T� S#�0 �	���0o�r��	� � (defaultSecurityPolicyIdData) : �%��]�� �F�)D

����3 �³�� #��, ����� UI�%� ��1 r)� d�� ������.  
<   *
%�	�7���� (extensions) : G�D�h ��h�~ �)�� ����1 ����J� ���9P��� t��7�, �-]� �$D�5 U�$D

B)$�]�� (.  
 ������ �%��]�� ����*�� K*� KD��� O�D�(SPIF)����� �M��� U��e�%�, : 

SecurityPolicyInformationFile ::= SIGNED {SPIF} 
SPIF ::=  SEQUENCE     { 
 versionInformation    VersionInformationData DEFAULT v1, 
 updateInformation    UpdateInformationData, 
 securityPolicyIdData     ObjectIdData, 
 privilegeId        OBJECT IDENTIFIER, 
 rbacId        OBJECT IDENTIFIER, 
 securityClassifications   [0]  SEQUENCE OF SecurityClassification OPTIONAL, 
 securityCategories    [1]  SEQUENCE OF SecurityCategory  OPTIONAL, 
 equivalentPolicies    [2]  SEQUENCE OF EquivalentPolicy  OPTIONAL, 
 defaultSecurityPolicyIdData  [3]  ObjectIdData OPTIONAL, 
 extensions     [4]  Extensions OPTIONAL } 

VersionInformationData ::= INTEGER { v1(0) } 
 

UpdateInformationData  ::=  SEQUENCE     { 
 sPIFVersionNumber   INTEGER, 
 creationDate     GeneralizedTime, 
 originatorDistinguishedName Name, 
 keyIdentifier     OCTET STRING OPTIONAL } 

ObjectIdData ::= SEQUENCE  { 
 objectId   OBJECT IDENTIFIER, 
 objectIdName  DirectoryString {ubObjectIdNameLength} } 
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SecurityClassification  ::=   SEQUENCE   { 
 labelAndCertValue     INTEGER, 
 classificationName     DirectoryString {ubClassificationNameLength}, 
 equivalentClassifications [0]  SEQUENCE OF EquivalentClassification OPTIONAL, 
 hierarchyValue      INTEGER, 
 markingData    [1]  SEQUENCE OF MarkingData OPTIONAL, 
 requiredCategory   [2]  SEQUENCE OF OptionalCategoryGroup OPTIONAL,  
 obsolete       BOOLEAN DEFAULT FALSE         } 

EquivalentClassification ::= SEQUENCE { 
 securityPolicyId   OBJECT IDENTIFIER, 
 labelAndCertValue   INTEGER, 
 applied     INTEGER { 
         encrypt (0), 
         decrypt (1), 
         both  (2) } } 

MarkingData ::= SEQUENCE { 
 markingPhrase  DirectoryString {ubMarkingPhraseLength} OPTIONAL, 
 markingCodes  SEQUENCE OF MarkingCode OPTIONAL } 

MarkingCode ::= INTEGER { 
 pageTop     (1), 
 pageBottom    (2), 
 pageTopBottom   (3), 
 documentEnd    (4), 
 noNameDisplay   (5), 
 noMarkingDisplay   (6), 
 unused     (7), 
 documentStart    (8), 
 suppressClassName  (9)} 

OptionalCategoryGroup ::= SEQUENCE { 
 operation    INTEGER { 
        onlyOne   (1), 
        oneOrMore  (2), 
        all    (3)}, 
 categoryGroup   SEQUENCE OF OptionalCategoryData } 

OptionalCategoryData ::= SEQUENCE { 
 optCatDataId    OC-DATA.&id({CatData}), 
 categorydata    OC-DATA.&Type({CatData}{@optCatDataId }) } 

OC-DATA ::= TYPE-IDENTIFIER 

CatData OC-DATA ::= {  ... } 

EquivalentPolicy ::= SEQUENCE { 
 securityPolicyId   OBJECT IDENTIFIER, 
 securityPolicyName  DirectoryString {ubObjectIDNameLength} 
 OPTIONAL} 

Extensions ::= SEQUENCE OF Extension 

Extension ::= SEQUENCE { 
 extensionId    EXTENSION.&objId ({ExtensionSet}), 
 critical     BOOLEAN DEFAULT FALSE, 
 extensionValue    OCTET STRING  } 

 N�p� ( ��M���� #3 �~ID�SPIF������� ( #�7�h�� x�� �:�1 B.� �*��.�� K������ KD����� #3� �^���   
ITU-T X.841 | ����� ������ ( ISO/IEC 15816.  

3.D �	��0>� 2�' 8	i0  
a$� >M�J�� N�p� �
� � �/ H����� B$�� B-��]D b���\ ����� N�p�� U�$D . �~�:�� A����� �M��� �	S >*�� K���� �h�D�

 G�$9�� ( x�5.19 ��  �������ITU-T X.501 | ����� ������ ( ISO/IEC 9594-2 . #3 �.4 ��*
3  ��� A���� �	
 B-��
b�\��V �M:� B����� B-��]� B�V� #�.D �Q �LF-]� (DUA) B����� U�q\ B�V�, N�:�&� ���"� (DSA).  
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 �IV� B-CD LF-]� #��.� ��*
3 �M:D #3 ��*
�� A��� �.4�DUA.  

clearance  ATTRIBUTE ::=  { 
 WITH SYNTAX    Clearance 
 ID       id-at-clearance } 

Clearance  ::=  SEQUENCE { 
 policyId    OBJECT IDENTIFIER, 
 classList    ClassList DEFAULT {unclassified}, 
 securityCategories  SET SIZE (1MAX) OF SecurityCategory  OPTIONAL} 

ClassList  ::=  BIT STRING { 
 unmarked   (0), 
 unclassified  (1), 
 restricted   (2), 
 confidential  (3), 
 secret   (4), 
 topSecret   (5) } 

�0��� ��C�� �$����� ( H����&� �	S >*�9�� K������ Z� �~��C� �D7���R� ��\F�.���.  
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 �����E  

-������ .��*��� /*0��� 1� 23��3
 

) � ������� 	
� � ����� � ����� ����� �
� ���� |����� ������ �	
( 

 (��*$��� !9o��� �-q\3 ^	�� ?��9�� l9\ �
 �
!9� ���hR �D�]�� ���%��� B%�� x��e�]D ^	�� ?��9�� #�.D ��D
�
!9� j9, U��$*� >1�C�� ���%��� O*�]� x��e�]D.  

 >��-��� ?��9��, !9o��� �-q\3 ( ��3(PKCS) !9o�*� t�f�� >~��9� �~3 U�e�]D �~ �����9�� �� t�H B-��]�� 
9� �/µ� B-��]D�!9o��� j .  �/ B-��]� ����9�� �� t�H BV a)��D�X . ?��9�� O%�, E����� �~��9�� �~3 #�.D�

 >��-���(Xp) ������ !9� j� Z��]D &� ������ !9o�� B-��]� ^3 x��e�]D #3 �.4� �U�-��� �� b������ �
&�  B-��]��X B�-.��  ��� ?��9�� j*�4 ^	�� (Xs) �)4� f������ j�_ BpD = Xs[Xp[D]] .( ?��9�� E�C�V� B�M�]D�

>��-��� ?��9�� ����� �� b�QI\� b��,�]~  ��� . x��C�V� Z��]D & �����*��� �� �:�1 N�:D� B-��]� BV Z��]D�
 B-��]�� &�X ?��9�� rD�5 �1 �!9o�, Xp .b��% I����D #3 ���¬*-��]� �.4 �G�.9�� Z�%��,� �-0�� BV U�e�]D #�, 

 B.C�� ( �)� �
 �-V ������ !9o�� >��-��� ?��9��1.E.  

  

 *�B��1.E m G	&.�� G��j�7� PKCS��#E�� �	0���� 84	)��   

 B-��]�� j*�4A b����-1 b�~��9� Ap  b���/ b�~��9��As . j*�4� B-��]��B��9�� �� �/W b�-$5 �� �° �Bp� Bs .
 �*-��]�� �� BV E��D�A� B ������� ���*-��� �-0$�)�, �D�]�� ����*��� &7�)�D #3 ) B.C�� ( �*p-��1.E:(  

(1   B-��]�� �"�DA �D�% ���*�� N�%�� ( x B-��]�� �� B . U�$DA ���*��� !9o�, �_� x !9� ?��9� 
 B-��]��B�9`� ���*��� B%�D� � Ge B-��]�� �� B .�����, �	
 Bp4�:  

e = Bp[x] 

(2   B-��]�� Z��]DB G�{9`� ���*��� �	
 !9� j� e ���*��� L*1 �0�� B:� >.� e x~��9� rD�5 �1 �
 !9o��� j9�  ���Bs . B-��]�� #3 �q~I�� ����B ?��9-*� ��~��� j���� �
 Bs �	
 #�V ��� �

�.4 & ?��9�� ���*��� L*1 B:� #3 ��� E�� B�M�]�� �� #�� �b��,3 x��%�� �3 x��C�V� x . �I����
  ��� ?��9��Bs B-��]�� �D�
 �F��D ^	�� �
 B .!9o��� j� ��*-1 Bp�������, :  

x = Bs[e], or x = Bs[Bp[x]] 

                                                      

3  ���� ����	
�� �� ���: DIFFIE (W.) and HELLMAN (M.E.): New Directions in Cryptography, IEEE Transactions on 

Information Theory, IT-22, No. 6, November 1976.  
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 (3   B-��]�� Z��]DB �D�% ���*�� #µ� B%�D #3 x'  B-��]�� ��A !9o��� ?��9� �%��, Ap B-��]-*� A:  

e' = Ap[x'] 

(4   B-��]�� Z��]DA �D�]�� ���*��� L*1 N�:�� x'  G�9`� ���*��� !9� j� rD�5 �1x':  

x' = As[e'], or x' = As[Ap[x']] 

 #I-��]�� �.� ��*�%��� �	��A� B ��D�]�� ����*��� N7�)� �� x� x' . �~� �.4 &� ����*��� ���
 L*1 B:� #3
 #I-��]�� &�A�  B�-0��C�V� �.4 & ����� �-0�~��9� #3 B�9, �.  

�-0�D�
 �� r$M�D #3 ����5 �, �� �D�]�� ����*��� B$\ B0]D ^	�� N7�)��� �	
 Bp� �.4� . #I-��]���A� B ������ 
 ����� !9o��� >~��9� �-0VI���, �D�S�As� Bs . B-��]�� Z��]D b�_�A B-��]�� #�V #� 7�� #3 B ?��9� j*�4 

  ��� !9o���Bs �f[� L*1 x��:® �x ���%��� ( �0*%�3 d�� x���%� �� x' B-��]�� �� G�P���� B . B-��]-*� �)D �	
�A 
  ��� ?��9�� j��� Z� k�h �Q N�:�&� #3Bs . B-��]�� Z��]D�Br$M�D #3 j�	V  B-��]�� �D�
 �� A.  

 �-q\�� +�, j*���PKCS L*1 N�:�� �.4 �® !9o���� !9o��� j� d�*-1 l.1 �� �0�.� �9� D = Xp[Xs[D]] .
.
� B-��]�� &� x*%�D #3 �.4 & ^	�� ����*��� �:�1 �):D �	X X���$� �/W B-��]� BV �� b�) ?��9�� j*�4Xp .(

�_ �� G7�9�%&� �.4��� B�3 �� �V��*� j��-Q��� ����Q��*� b�%�%3 �*:D �-V ����*� . ��5� ( B-��]� #3 �.4 &�
 �-q\�� &� �	
 #�$��%&�PKCS�	
 ���7�)��� �9� j*�� d��  . rM*�� ?�CD�Da-��� �	
 �� ���H���/ .  
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 �����F  

����%���4� 5�6�� �+�7 ��89,�� -�:,� ;+,��  
)
� ���� ������� 	
� � ����� � ����� ����� � |����� ������ �	
( 


 E��D7��%À� >³� Bo% w��" ( �!9o���� #�$��%&� ����H���/ �� G��]�� ��J��� �D�
 ���F��� rM*�� �	 . ���
b��]��� �):D ����1 Bo]�� �	
 Bp� B-��]D #3 Z�f�� . f������ G�~� B.@ ��9D����� 	/���ANS.1 G�-]��  �	�#�0

 �	�0�1��Z�  ���0 ����(AlgorithmObjectIdentifiers).  
  

 

AlgorithmObjectIdentifiers {joint-iso-itu-t ds(5) module(1) algorithmObjectIdentifiers(8) 5} 
DEFINITIONS ::= 
BEGIN 

-- EXPORTS All -- 

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained  

-- within the Directory Specifications, and for the use of other applications which will use them to access  

-- Directory services. Other applications may use them for their own purposes, but this will not constrain 

-- extensions and modifications needed to maintain or improve the Directory service. 

�� ������� 	� 
���� ������ � ������ ��� �������� ��� ������ !"� � #$%��&� ��'��( )�*�� ASN.1�+�,�&�   
�� �'�-.��� 	� ��/0 �( ������� �12��� � ������ ���� 34 5�167� �8��9��� :�; <�� .�'�-.� �87����� �>(  
�������� #��� ?�@ (A ?�B�� �C��+4 D,���� E������( ��;���� �%�'� 	� F�5 	��( ��G #2�� H��0� 
��A .  

IMPORTS 
 algorithm, authenticationFramework 
  FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5} 
 ALGORITHM  
  FROM AuthenticationFramework authenticationFramework ; 

 

-- categories of object identifier -- 

encryptionAlgorithm OBJECT IDENTIFIER ::= {algorithm 1} 
hashAlgorithm  OBJECT IDENTIFIER ::= {algorithm 2} 
signatureAlgorithm OBJECT IDENTIFIER ::= {algorithm 3} 

 

-- synonyms --    �� �$+���� ��  

id-ea OBJECT IDENTIFIER ::= encryptionAlgorithm 
id-ha OBJECT IDENTIFIER ::= hashAlgorithm 
id-sa OBJECT IDENTIFIER ::= signatureAlgorithm 

-- algorithms --     ���IJ���  ����  

rsa ALGORITHM ::= { 
 KeySize 
 IDENTIFIED BY id-ea-rsa } 

KeySize  ::= INTEGER 

-- the following object identifier assignments reserve values assigned to deprecated functions 

��#K(��&� L(��� 34 ��6�&� ��'�� M1N #������ O�P�&� #��� �$��� +�6;4    

id-ea-rsa     OBJECT IDENTIFIER ::=  {id-ea 1} 

id-ha-sqMod-n   OBJECT IDENTIFIER ::=  {id-ha 1} 
id-sa-sqMod-nWithRSA OBJECT IDENTIFIER ::=  {id-sa 1} 

END 
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 �����G  

 "� ��#�$<��	
�� ���!� </=� �����>� �����)�  
) ����� 	
� � ����� � ����� ����� �
� ���� ��� |����� ������ �	
( 

1.G   8	i�1 :��7	7� �����
! 8	$��7�  
 �V�C�� #3 ���9��Widget �1�-' �� �DfV��� G7�0C�� ����� �*% L*1 N7�)�� rD�:� ( �"�� Acme !" ���1��:�� 

 �V�C�� X�%�3 �� b�cD3 �"�� �£3Widget �1 G�7�:�� >P�0��� #��.�� ��7�0@ &� B-��]� &3  G7�0C�� ����� �*%
G7�0C�� ����R �*]�� �	
 �0�*1 �F�:� �G7�0C�� ����R k�/3 �*% �1 G�7�:�� ��7�0C�� l��� ��	
.  

 �V�C�� Z��]�Widget �1�-`� ( G7�0C�� ����R �DfV��� �*]�� �� G7�0@ �
�����, �X�C�� �	
 Å*� #3 Acme 
������� Z%���� B$~ �-�Q L*1 B-�C�:  

��%�%�� �����$��� B$~ �-�Q:  
{ cA TRUE, pathLenConstraint 0 }   

2.G   8	i�2 :�	7	�E�� �����
!� �	7	�E�� *�	
! 8	$��7�  
��.D���� G�M��� ��D&���� ���V d��.~ �, w�*� ����� N7�)��� rD�:��� �D����% #3 ���9��:  

 3(  ��.�� ���.M*� ��,�� G7�0@ ����� �*% �"�� ��D&��� ���.~ ����Q�� N�-��%� L*1 �F�:� #3 ( �D
�M���G L1�� �D��V �%��% �� �)]���, Can/US-Trade=  

w(   L1�� �%��% �
��1 G�M��� ��D&��� ���.~�US/Can-Trade �	
 v��� #3 G���]� �D��.�� ���.��� �
 �0�%��]� �m��.� �%��]��Can/US-Trade=  

t(  �� �D��.�� ���.��� �*�� #3 G�M��� ��D&��� ��7�0@ Z�� �� �*�� ���I% !,��� r�)� ( �"
 �
��D�� �~���G�M��� ��D&��� ��\ ( k�/3 ��%��% �$,�� �
�q~� ��%��]*�.  

 ��D&��� ���.� ��,�� G7�0@ ����� �*% ¯�:� G7�0@ ����� �D��.�� ���.M*� ��,���� G7�0C�� ����� �*% Z��]�
��������� Z%���� B$~ O�Q �0�� #�.� �G�M�:  

G7�0C�� ��%��% B$~ �-�Q:  

{{ policyIdentifier -- object identifier for Can/US-Trade -- }}   Can/US-Trade �� #;���7� O�P�&� #��� :���  

��%��]�� �I,�$� B$~ �-�Q:  

{{ issuerDomainPolicy  -- object identifier for Can/US-Trade -- ,  Can/US-Trade �� #;���7� O�P�&� #��� :���  

 subjectDomainPolicy  -- object identifier for US/Can-Trade -- }} 

��%��]�� �����$� B$~ �-�Q:  

{{ policySet { -- object identifier for Can/US-Trade -- }, requireExplicitPolicy (0),  

Can/US-Trade �� �� :���#;���7� O�P�&� #�  

 inhibitPolicyMapping (0)}} 
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3.G  F7>� �����
! H7�! 8	$��7�  
1.3.G  F7>� �����
! H7�! ��D W��` 34	5B�� R	E'� /0 ��i0�  

 ������ ���	 
�� ����� ������� ��� �	 ������� ����! "�# ��"�$�) %�� &������ �#���� & '	  ��	
�� ���

������ (�� & �#�� ��*���+, -������� ����! �.$� & ��/�� �������� &' -�0���� 1�� ��������� ��	���� 
������� �0����! "�# 2� ������� �3����4 & . �#�� 
�� 6��7 �������� 8�$9	 2� �:�	 �;�<�� =>0 ?;��'

��� ��	����.  

 N�.@3 #�� ��*p��� �	
 a�])� B�)% (�� v	wd� �����(requiredNameForms) �	
 ( O%&� �����$� Z%�� ( 
 L*1 a$� N�� �*p��� F7>�(rfc822Name) rfc822L*1�   n�$� F7>�(directoryName) DN.  

1.1.3.G   �%�$E� ��D#"�� 1	J6d� ��i0�(permittedSubtrees)  
(1-1)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 >� �����
!F7 ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 

 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 
"subjectAltName" ( f�-�� O%&� B.@ ( 7�h��DN �V�C*� G�@�)� b��,�� �3 b�D��]� #�.D ��h� #� 

Acme Inc �M��� ��D&��� ( G) ^3U.S. (i.e., {C=US, O=Acme Inc}(.  

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=US, O=Acme Inc}}} )����( )����( 

(2-1)   G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
!�$~I�� ��7�0C�� Z�-[ ������  G!]� ( G7�h��� 
 �~�� O%� B.� �G7�0C�� �����) �~�:�� B$~ ("subject"  �~�:*� BD�)�� O%&� Z%�� ( �3

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN #�.D ��h� #� �G�@�)� b��,�� �3 b�D��]� �V�C*� 
Acme Inc G�M��� ��D&��� ( ) ^3{C=US, O=Acme Inc}.(  

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=US, O=Acme Inc}, 

maximum 1}} 
)����( )����( 

(3-1)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
�� ����� G!]� �~�� O%� B.� �G7�0C) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �V�C*� b��,�� #�.D ��h� #� �Acme Inc ( 
 G�M��� ��D&���) ^3{C=US, O=Acme Inc}.(  

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=US, O=Acme Inc}, 

minimum 1}} 
)����( )����( 
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(4-1)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �V�C*� b��,�� �3 Øb�D��]� #�.D ��h� #� �Acme Inc 
 G�M��� ��D&��� () ^3{C=US, O=Acme Inc}( �V�C*� b��,�� �3 b�D��]� #�.D �3 �Acme Ltd �.*-�� ( 

 G�M���) ^3{C=UK, O=Acme Ltd}.(  

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=US, O=Acme Inc}}, 

{base(directoryName) 
{C=UK, O=Acme Ltd}}} 

)����( )����( 

2.1.3.G   3��)�E� ��D#"�� 1	J6d� ��i0�(excludedSubtrees)  
(1-2)  �0@ A\�V �_� G7CA Z%�� L*1 ^��8 F7>� �����
! G!]� ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 

 �~�� O%� B.� �G7�0C�� �����) �~�:�� B$~ ("subject"  �~�:*� BD�)�� O%&� Z%�� ( �3
"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN�@�)� b��,�� &� b�D��]� #�.D & ��h� #� � �V�C*� G

Acme Corp ���V ( ) ^3{C=CA, O=Acme Corp}.( 

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

)����( 
{{base(directoryName) 
{C=CA, O=Acme Corp}}} 

)����( 

(2-2)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ������  ( G7�h��� �$~I�� ��7�0C�� Z�-[
 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �V�C*� �@�)� Z,�� ^� b��,�� #�.D & ��h� #� �
Acme Corp ���V ( ) ^3{C=CA, O=Acme Corp}.( 

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

)����( 
{{base(directoryName) 
{C=CA, O=Acme Corp}, 

minimum 2}} 
)����( 

(3-2)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
� �~�� O%� B.� �G7�0C�� ����� G!]) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �V�C*� b�D��]� #�.D & ��h� #� �Acme Corp ( 
 ���V) ^3{C=CA, O=Acme Corp}.( 

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

)����( 
{{base(directoryName) 
{C=CA, O=Acme Corp}, 

maximum 0}} 
)����( 
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(4-2)    �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �V�C*� b��,�� &� b�D��]� #�.D & ��h� #� �Acme 

Corp ���V ( ) ^3{C=CA, O=Acme Corp}( �V�C� b��,�� &� b�D��]� #�.D &� �Asia Acme #�,���� ( 
) ^3{C=JP, O=Asia Acme}.(  

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

)����( 

{{base(directoryName) 
{C=CA, O=Acme Corp}}, 
{base(directoryName) 
{C=JP, O=Asia Acme}}} 

)����( 

 

3.1.3.G  3��)�E�� �%�$E� ��D#"�� 1	J6d� ��i0� 

(1-3)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �V�C*� b��,�� �3 Øb�D��]� #�.D ��h� #� �Acme Inc 
 G�M��� ��D&��� () ^3{C=US, O=Acme Inc}( �D����� M)*� ��-�q���� ���~��� ��1 �� �(R&D) ( 

 �V�C��Acme Ltd���~��� ��S ��,���� ��\��.��� �. 

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=US, O=Acme Inc}}} 

{{base(directoryName) 
{C=US, O=Acme Inc, 

OU=R&D}}} 
)����( 

(2-3)   G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! G!]� ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �~�� O%� B.� �G7�0C�� �����) �~�:�� B$~ ("subject"  �~�:*� BD�)�� O%&� Z%�� ( �3

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN b�D��]� #�.D ��h� #� � G�@�)�� Z,����� �� �~���
 �V�C*�Acme Inc G�M��� ��D&��� ( ) ^3{C=US, O=Acme Inc}( ��-�q���� ��D��C�� G�~� ��1 �� �) ^3

}��D��C�{C=US, O=Acme Inc, OU=.(  

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=US, O=Acme Inc}, 

minimum 1, 
maximum 1}} 

{{base(directoryName) 
{C=US, O=Acme Inc,  

OU=Purchasing}}} 
)����( 

4.1.3.G  ��D#"�� 1	J6d� ��i0��%�$E�  ������ v	wd� 8	�6� H0 3��)�E��  

(1-4)  G7�0@ A\�V �_��*]��  CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �~�� ��³3 �� BQ�� L*1 �~�� #�.D �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject"  Z%�� ( �3

 �~�:*� BD�)�� O%&�"subjectAltName"(.@ ( �
 G7�0C�� ( G7�����  f�-�� O%&� BDN . j�_ Z�
&  ��³3 #�.� ^�, b���$� �~�� O%� ^3 #�.D. 
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nameConstraints ���� 
requiredNameForms 

permittedSubtrees excludedSubtrees 
 ����rfc822   DN 

)����( )����( � �	
 

(2-4)  G7�0@ A\�V �_��*]��  CA Z%�� L*1 ^��8 F7>� �����
! ������  ( G7�h��� �$~I�� ��7�0C�� Z�-[
 �~�:�� ��³3 �� BQ�� L*1 �~�� #�.D �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject"  Z%�� ( �3

 �~�:*� BD�)�� O%&�"subjectAltName"( f�-�� O%&� B.@ ( �
 DN . �
 �~�� O%� BV j�_ ����
 f�-�� O%&� B.@ (DN� b�����]� #�.D � G7��� ��³�� ��.�3 �����$ �%�$E� ��D#"�� 1	J6d	� 1	J6d	��

3��)�E� ��D#"��. 

nameConstraints ���� 
requiredNameForms 

permittedSubtrees excludedSubtrees 

 ����rfc822 DN 

{{base(directoryName) 
{C=JP, O=Asia Acme}}} 

{{base(directoryName) 
{C=JP, O=Asia Acme, 

OU=Marketing}}} 
� �	
 

(3-4)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject"  �~�:*� BD�)�� O%&� Z%�� ( �3

"subjectAltName"(B.@ ( 7�h��  f�-�� O%&� DN ��³�� ��.�3 �����$� b�����]� #�.D ��h� #� �
 G7���3��)�E� ��D#"�� 1	J6d	�� �%�$E� ��D#"�� 1	J6d	�. 

nameConstraints ���� 
requiredNameForms  

permittedSubtrees excludedSubtrees 
 ����rfc822 DN 

{{base(directoryName) 
{C=JP, O=Asia Acme}}} 

{{base(directoryName) 
{C=JP, O=Asia Acme, 

OU=Marketing}}} 
� � 

 ������ 	
��� ����� �� ����� ����� ��� CA 	
��� ���� �� �����! CA ���� "�# ���$ %� 	&��� ��	
 �
��� '*�+ 
 ,-.�� ������
 ����
 �����(requiredNameForms). 

nameConstraints ���� 
permittedSubtrees excludedSubtrees requiredNameForms 

{{base(directoryName) 
{C=JP, O=Asia Acme}}} 

{{base(directoryName) 
{C=JP, O=Asia Acme, 

OU=Marketing}}} 
)����( 

(4-4)   �*]�� G7�0@ A\�V �_�CA Z%�� L*1 ^��8 F7>� �����
!� ��7�0C�� Z�-[ ������  ( G7�h��� �$~I�
 �~�� O%� B.� �G7�0C�� ����� G!]�) �~�:�� B$~ ("subject"  �~�:*� BD�)�� O%&� Z%�� ( �3

"subjectAltName"( f�-�� O%&� B.@ ( 7�h�� DN �� BQ�� L*1 �~�� #�.D ��h� #� � *��)�� F7>�
 o%	]�� O%&� B.C, b�7�h�� F7>�rfc822�� x³� #�V #�� ���³3 #�.� ^�, b���$� l. 
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nameConstraints ���� 
requiredNameForms  

permittedSubtrees excludedSubtrees 
 ����rfc822 DN 

{{base(directoryName) 
{C=JP, O=Asia Acme}}} 

{{base(directoryName) 
{C=JP, O=Asia Acme, 

OU=Marketing}}} 
�	
 � 

(5-4)  *]�� G7�0@ A\�V �_� �CA Z%�� L*1 ^��8 F7>� �����
! ( G7�h��� �$~I�� ��7�0C�� Z�-[ ������ 
 �G7�0C�� ����� G!]� �~�:�� ��³3 �� BQ�� L*1 �~�� #�.D) �~�:�� B$~ ("subject"  Z%�� ( �3
 �~�:*� BD�)�� O%&�"subjectAltName"(  �G7�0C�� (7�h��b�f�-�� O%&� B.@ ( @ ( �3  O%&� B.

rfc822 .B.@ ( 7�h�� �~�� O%� BV�f�-�� O%&�  DN ��³�� ��.�3 �����$� b�����]� #�.D ��h� #� �
G��)�]�� ��1�9�� ��o@��,� �~�-]�� ��1�9�� ��o@��, G7��� . B.@ ( 7�h��� �~�:�� O%� #�.D & �-��,

 O%&�rfc822��³3 #�.� ^�, b���$� . 

nameConstraints ���� 
requiredNameForms 

permittedSubtrees ExcludedSubtrees 
 ����rfc822 DN 

{{base(directoryName) 
{C=JP, O=Asia Acme}}} 

{{base(directoryName) 
{C=JP, O=Asia Acme, 

OU=Marketing}}} 
�	
 �	
 

2.3.G  F7>� �����
! H7�! 	5�� ¡�� ��4	5B�� �l	�0 /D ��i0�  
�C� �~�:�� O%� ��~I� ���Q� O�D K�V G�$9�� �	
 ?) B$~ ( �~�:��"subject" BD�)�� O%&� Z%�� ( �3 

 �~�:*�"subjectAltName" (���3 �[��� �>
 �&�M��� �	
� �G!]�� �[��� ( ����� �&�M�� �� �)]���, G7�0C�� :
�������� 	
���� ������� 	������ 	
���� ������	������ ����� ������ .  

a]�)�*�� �
 ^	�� G!]�� �[��� ( ����� N�M�� 	/�D & � !	������ ����� ����� ������� O�$�� k�% >
� �*p��� �	
 (
 O%&�rfc822 (rfc822Name)X >*����� f�-�� O%&�� (DN) (directoryName) Oq���� 7���� �D�
 E���� �URI 

(uniformResourceIdentifier).  

1.2.3.G   	�4�` ¡�� v	wd� �.�0� ����
!������� ��	
��� ����� F7>� *�6 � DN  
 �~�� O%� BV ������ �	
 () �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 "subjectAltName"( 

7�h��  O%&� B.@ (DN(��]D ��%����� G7�0C�� ( �
���  G!]�� �[��� ( ����� N�M�� �7�� ^	�� ���$���  ������
	������ 	
����.  

(1-1)   �h��O%&� B.C� G�~�� �~�-]� ��1�� G�o@ DN O%&� B.@� �DN ( >��f�� 	������ ����� �����. 

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

{{base(directoryName) 

{C=US, O=Acme Inc}}} 
���� � � �	
 � 
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���)
� ��4	5B�� /0 ��i0�  
1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName (rfc822Name) = manager@purchasing.acme.com 

4 

subject = {} 

subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName (rfc822Name) = manager@purchasing.acme.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Accounting} 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Ltd,OU=Purchasing} 

2 

subject = {} 

subjectAltName (rfc822Name) = manager@purchasing.acme.com 

NOTE – DN missing 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName (directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

4 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName (directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

(2-1)   O%&� B.C� #��~�-]� #���1�� #���o@ �h��DN ( >��f�� 	������ ����� �����. 

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

{{base(directoryName) 
{C=US, O=Acme Inc}}, 

{base(directoryName) 

{C=US, O=Acme Ltd}}} 

���� � � �	
 � 

mailto:manager@purchasing.acme.com
mailto:manager@purchasing.acme.com
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� ��4	5B�� /0 ��i0����)
 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU= Accounting} 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme International, OU=Accounting} 

2 

subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com  

NOTE – DN missing 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting} 

4 
subject = {C=US, O=Acme International, OU=Accounting} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

5 
subject = {C=US, O=Acme International, OU=Accounting} 

subjectAltName(directoryName) = {C=US, O=Acme Corp, OU=Accounting} 

6 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

(3-1)   �h��O%&� B.C� G�~�� �~�-]� ��1�� G�o@ DN� �\F�.��� 	������ ����� ���������/ .  

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

{{base(directoryName) 

{C=US, O=Acme Inc}}} 
���� � ���� 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting} 

6 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Ltd,OU=Purchasing} 

2 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

3 
subject = {C=US, O=Acme Ltd, OU=Accounting} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

4 
subject = {C=US, O=Acme Ltd, OU=Accounting} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

 

2.2.3.G   	�4�` ¡�� v	wd� �.�0� �����
!�������� ��	
��� ����� F7>� *�6 � DN   
 �~�� O%� BV ������ �	
 () �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 "subjectAltName"( 

7�h��  O%&� B.@ (DN��� G7�0C�� ( �
���  G!]�� �[��� ( ����� N�M�� �7�� ^	�� ���$��� (��]D ��%�� ������
 	
������������.  

(1-2)   �h�� ��1�� G�o@ G��)�]�O%&� B.C� G�~�� DN O%&� B.@� �DN ( >��f�� 	������ ����� �����. 

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� � 

{{base(directoryName) 

{C=US, O=Acme Ltd}}} 
� �	
 � 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting} 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 

subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com  

NOTE – DN missing 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

(2-2)   �h���o@#���1�� #����)�]� #��O%&� B.C�  DN O%&� B.@� �DN ( >��f�� 	������ ����� �����. 

� ���	� � ����� ��������� 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� � 

{{base(directoryName) 
{C=US, O=Acme Inc}}, 

{base(directoryName) 

{C=US, O=Acme Ltd}}} 

� �	
 � 

���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme International, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing} 

3 
subject = {C=US, O=Acme International, OU=Purchasing} 

subjectAltName(rfc822Name) = purchasing@acme-international.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme N.Y, OU=Purchasing} 

subjectAltName(rfc822Name) = purchasing@acme-international.com 
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��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

3 

subject = {} 

subjectAltName(rfc822Name) = purchasing@acme-international.com 

NOTE – DN missing 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting} 

5 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing} 

subjectAltName(rfc822Name) = purchasing@acme-international.com 

(3-2)  �h��  ��1�� G�o@G��)�]�O%&� B.C� G�~��  DN �\F�.��� 	������ ����� ���������/ .  

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� � 

{{base(directoryName) 

{C=US, O=Acme Inc}}} 
����� 

 /0 ��i0����)
� ��4	5B�� 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

6 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 
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3.2.3.G   /0 c
� 34��� v	wd� �.�0� �����
!������� ����� ����� 

(1-3)   7�h�O%&� B.@ DN  ( >��f��	������ ����� �����  
���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� � �����  �  �	
 � 

���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=JP, O=Acme Inc, OU=Purchasing} 

3 
subject = {C=JP, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

5 
subject = {C=JP, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

��4	5B�� /0 ��i0��Q ���)
�  

1 

subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

NOTE – DN missing 

2 

subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-ltd.com 

NOTE – DN missing 

(2-3)   7�h�O%&� B.@ DN O%&� �3 rfc822name ( >��f�� 	������ ����� �����  
���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� � ���� � �	
  �	
 � 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(directoryName) = {C=JP, O=Acme Inc, OU=Purchasing} 

3 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

4 

subject = {} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

5 

subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

subjectAltName(rfc822Name) = purchasing@acme-ltd.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 

subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-ltd.com 

NOTE – DN and rfc822 missing 

2 

subject = {} 

subjectAltName(dNSName) = www.acme-ltd.com 

NOTE – DN and rfc822 missing 

  
4.2.3.G   v	wd� �.�0� �����
!� 34��� �� ������������� ��	
� � 34���� v	wd� 8	�6�   

 �~�� O%� BV ������ �	
 () �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 "subjectAltName"( 
7�h��  O%&� B.@ (DN  O%&� �3rfc822 [��� ( ����� N�M�� �7�� ^	�� ���$��� (��]D ��%����� G7�0C�� ( �
��� �
 G!]�� ������ 	
����	������.  

(1-4)   �h�� ��1�� G�o@�~�-]� O%&� B.C� G�~�� DN � O%&� B.C� k�/3 �~�-]� ��1�� G�o@�
rfc822Name . O%&� B.@ 7�h� #�� j�_ ����DN ( >��f�� 	������ ����� �����. 

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

{{base(directoryName) 

{C=US, O=Acme Inc}}, 
{base(rfc822Name) 

.acme.com}} 

���� � � �	
 � 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting} 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 

subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

NOTE – DN missing 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

6 

subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

NOTE – DN missing 

  
(2-4)   �h�� ��1�� G�o@ �~�-]�O%&� B.C� G�~�� DN O%&� B.C� k�/3 �~�-]� ��1�� G�o@� �

rfc822Name . j�_ ������ #�.D �� BQ�� L*1 �~ O%&� B.@DN  O%&� �3rfc822Name ���f��b� ( 
	������ ����� �����. 

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

{{base(directoryName) 
{C=US, O=Acme Inc}}, 

{base(rfc822Name) 

.acme.com}} 

���� � �	
 �	
 � 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(directoryName) = { C=US, O=Acme Inc, OU=Accounting} 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

6 

subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

NOTE – DN and rfc822 missing 

(3-4)   �h�� ��1�� G�o@ �~�-]�O%&� B.C� G�~�� DN O%&� B.C� k�/3 �~�-]� ��1�� G�o@� �
rfc822Name . ( ����f�� O%� N�.@3 �h�� &	������ ����� �����. 

��������� ���	� � ����� � 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

{{base(directoryName) 

 {C=US, O=Acme Inc}}, 
 {base(rfc822Name) 

.acme.com}} 

���� � ���� 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

3 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

  
5.2.3.G   v	wd� �.�0� �����
! 34������������ ��	
��� ����� � 34���� v	wd� 8	�6�   

 �~�� O%� BV ������ �	
 () �~�:�� B$~ ("subject" �~�:*� BD�)�� O%&� Z%�� ( �3 "subjectAltName"( 
7�h��  O%&� B.@ (DN  O%&� �3rfc822  �[��� ( ����� N�M�� �7�� ^	�� ���$��� (��]D ��%����� G7�0C�� ( �
���
 G!]�� ������ 	
������������.  

(1-5)   �h�� ��1�� G�o@G��)�]� O%&� B.C� G�~�� DN�o@� � O%&� B.C� k�/3 �~�-]� ��1�� G
rfc822Name . O%&� B.@ 7�h� #�� j�_ ����DN ( >��f�� 	������ ����� �����.  

 

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� �  
{{base(directoryName) 

 {C=US, O=Acme Inc}}, 

 {base(rfc822Name) 

.acme.com}} 

� �	
 � 

  
  
  



ISO/IEC 9594-8:2005 (A) 

   �������ITU-T X.509 (2005/08)  191 

���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

4 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-ltd.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 

subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

NOTE – DN missing 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

6 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting} 

7 

subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

 ������  ���� ����DN 

(2-5)   �h�� ��1�� G�o@ G��)�]�O%&� B.C� G�~�� DN&� B.C� k�/3 G��)�]� ��1�� G�o@� � O%
rfc822Name . O%&� B.@ �� BQ�� L*1 b��~�� #�� j�_ ����DN O%&� �3 rfc822Name b����f�� #�.D 

 (	������ ����� �����.  

 � ����� ���������	�����  

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� �  
{{base(directoryName) 

{C=US, O=Acme Inc}}, 

{base(rfc822Name) 

.acme.com}} 

�	
 �	
 � 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.org 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

4 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting} 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-ltd.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

6 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting} 

7 

subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

 ������ ���� ���� DN ����	 822rfc  

(3-5)   �h�� ��1�� G�o@ G��)�]�O%&� B.C� G�~�� DN O%&� B.C� k�/3 G��)�]� ��1�� G�o@� �
rfc822Name . ( ����f�� O%� N�.@3 �h�� &�	������ ����� �����.  

���� ���	� � ����� ������ 

required-name-forms 
permitted-subtrees excluded-subtrees 

rfc822 DN URI 

���� �  
{{base(directoryName) 

{C=US, O=Acme Inc}}, 
{base(rfc822Name) 

.acme.com}} 

���� 
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���)
� ��4	5B�� /0 ��i0� 

1 subject = {C=US, O=Acme Ltd, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com 

4 
subject = {} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-inc.com 

5 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(uniformResourceIdentifier) = http://purchasing.www.acme-ltd.com 

��4	5B�� /0 ��i0��Q ���)
�  

1 subject = {C=US, O=Acme Inc, OU=Purchasing} 

2 
subject = {} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

3 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

4 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com 

5 
subject = {C=US, O=Acme Inc, OU=Purchasing} 

subjectAltName(rfc822Name) = manager@purchasing.acme.com 

6 
subject = {C=US, O=Acme Ltd, OU=Purchasing} 

subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting} 
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 �����H  

 ���	
��� ����� 
��� �� ���� ��� �������� ��� !��"��  
) �� ��� �� �	
�� � ��	� ����� ��� ���� ������ |����� ������ �	
( 

 E�0D ���M��� ���)*� ���:�� ��$�)��� #�C, ��0�h�� X�/ ��$� �� rM*�� �	
PKI ��~I:�� ���Q� �[��� �� �)]���, 
��%��]��, �0�QI1 �~ �� G7�0C�� ����� G!]� . ��)�� ?�CD�10) G7�0C�� ����� G!]� �[��� �����h� ( �	
 (

����� ���M��� ���)�� �%��, G7�0C�� ��%��], ����� �[���� ( O.M��� �9PKI��7�0C�� ��D��y v1 .  
 �° G!]�� �[��� �����h� ( �%��]��, �$*��� �*/���� ���� �� rM*�� �	
 ���D 	"�
"� 	
��� #�"�
" 	���$

	
��� 	%�&.*/��z�� #�� ��*/��z�� �D	
 �� ���J�� �����hR� �� � :!	"�
" '� (�� �)�� #�"�
��� *��+�� (�� �)� 
 #��$D �-£�� j�_ Z�� �G!]�� ����3 �%��]��, �$*���� ����*��� �[��� ( #����D �B-��]�� �-0��� �7�)D #3 �.4 �D	*��

rM*�� �	
 ��\ t��/ . B/�z�� ZJ�D ����1�#�"�
��� *��+�� (�� �)��� L*1  �-�$"o;	�" U��e�%� Z�4 �0� �
G!]�� ��~I� ���QR �Mh�\ ���*-1 ( ��%��]�� �I,�$� . B/��z�� ZJ� Z�4 �-��,	"�
" '� (�� �)� �-�$�� L*1 

"o;	�"  ��� �D�S� E��� X�7	�7 Wd�h� #�  (   ��� �D�S� E��� Z� N�)$� Ui��� �D�.� �� ���7�0C�� k�~�
�� �%��]�.  

D� �*:�� ¸�"B-��]��" rM*�� �	
 ( "bI-��]� b�\�]\�" �3 �"b�$�)� " ���M��� ���)�� x��~I� ��Q3PKI.  
��Q��� ������� ��
�D����]���:  

(1  B-��]�� OT d�� ��%��]�� k�~� Bh3 �� �G7�0C�� ����� G!]� ��~I� ���Q� B-��]�� �*�D.  
(2   ��~I� ���Q� B-��]�� �*�D �	
 �.� �-0� �BQ�� L*1 k�~�� �%��% Bh3 �� �G7�0C�� ����� G!]�

�%��]�� . ���)�.4 ( �%��]*� ����J� �[��� U��$�� ^��D B-��]�� #�.D ����1 �D����]�� �	
 N�-��%�
 #�C, ��q\ �0h� N�)Q L*1 �0*V �1�]� >.� �k�/3 ����*�� ��D��y� k�/3 ��:\ ����� U�e�]�

�*������S ���� G7�0C�� ����� G!]� #�.� d�� ��%��]�� k�~R ����� .  
(3  G7�0C�� ����� G!]� #�C, ��)*�� ^3 B-��]-*� l�� . ����� G!]� B)$D #3 ���]� x\� k�/3 G��)�, �3

�%��% ^3 N�)$� G���c��, b����]� #�.D #3 #�7 �� ����1 G��:, ���� #�.� G7�0@.  
(4  3 B-��]�� 7�D x\�� &�� �x-T d�� ��%��]�� �� G�~�� Bh3 �� ���� G7�u0C�� ����� G!]� #�.� #

B-��]�� OT d�� ��%��]*� ���:�� !" ��!]�� ( �q��� G7�1� �� �.-�D #3 �"�D. ��� )�.4 (
 G7�0C�� ����� G!]� #�.� #3 ���1 G��:, B-��]�� �*�D ����1 �D����]��  �	
 N�-��%� �� ����

 ��� �k�/3 ����*�� ��D��y� k�/3 ��:\ ����� �� ���]� �0�.�� �B-��]�� �� ���)$� �%��% Bh3
��%��]�� k�~�, r~& BC� >e�, x� �-]�.  

 ��~I� ���QR �%��� �F�y �� ��HI�� ����*��� L*1 B:� >.� B-�D #3 B-��]�� Z��]D K�V ������� ���$9�� ?�C��
� k�~���!]�.  

1.H  *$��E� 	�4�� �����0 �7	�E� �b	� 34	5B�� 1���9 3�E0  
B-��]�� OT d�� ��%��]�� k�~� Bh3 �� ���� G7�0C�� ����� G!]� #�.� #3 �D����]�� �	
 ( B-��]�� �*�D . (�

Q� �I/���� >*D �-V ZcD #3 B-��]-*� >u)�D ��,�*�� ����*��� L*1 N�:�� B�)% G7�0C�� ����� G!]� ��~I:�� ���
�%��]�� �[��� �$*����:  

 	
���� #�"�
��� 	���$ =}�� �1�-'B-��]�� OT d�� ��%��]{  
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��� 	%�& 	"�
" =o;	�  
B-��]�� OT d�� ��%��]�� �� BQ�� L*1 G�~��� ���� G7�0C�� ����� G!]� #�.� �G!]�� ��~I� ���Q� �Ê �_��. 

 t��� N�M�� ( G7���� ��%��]*� ���� G7�0C�� ����� G!]� #�.��*������ ,- 	/���� #�"�
��� 	���$.  

 �)], G!]�� ��~I� ���Q� ��y �0c�� �Q #�V �_� �G7�0@ ����� G!]� ��$�)��� B-��]� &3 �D����]�� �	
 ( >u)�D�
G7�0C�� �%��], a)��� BC�.4  

2.H  ���9 3�E0�����0 �7	�7 Wd �b	� 34	56 1  
 B-��]�� #3 !" �BQ�� L*1 G�~�� �%��]� ���� G7�0C�� ����� G!]� #�.� #3 �D����]�� �	
 ( B-��]�� �*�D

&  >
 �%��% ^�, O�0D . ���Q� �I/���� >*D �-V ZcD #3 B-��]-*� >u)�D ��,�*�� ����*��� L*1 N�:�� B�)% (�
]� ��~I:���%��]�� �[��� �$*���� G7�0C�� ����� G!:  

 	
���� #�"�
��� 	���$ =}�7	�7 W�{  
 	
��� 	%�& 	"�
" =o;	�  

BQ�� L*1 G�~�� �%��]� ���� G7�0C�� ����� G!]� #�.� �G!]�� ��~I� ���Q� �Ê �_�� . ����� G!]� #�.��
 t��� N�M�� ( G7���� ��%��]*� ���� G7�0C��*������ ,- 	/���� #�"�
��� 	���$.  

 �)], G!]�� ��~I� ���Q� ��y �0c�� �Q #�V �_� �G7�0@ ����� G!]� ��$�)��� B-��]� &3 �D����]�� �	
 ( >u)�D�
G7�0C�� �%��], a)��� BC�.  

3.H   �b	� 34	56 1���9 3�E034	5B�� /D #&.�� S#]�  
 �D����]�� �	
 ( B-��]-*� l��G7�0C�� ����� G!]� #�C, �%��]��, ���/ ��)*�� ^3 . L*1 N�:�� B�)% (�

 �[��� �$*���� G7�0C�� ����� G!]� ��~I:�� ���Q� �I/���� >*D �-V ZcD #3 B-��]-*� >u)�D ��,�*�� ����*���
�%��]��:  

 	
���� #�"�
��� 	���$ =}�7	�7 W�{  
 	
��� 	%�& 	"�
" =�I	�  

�� t��� N�M�� ( G7���� ��%��]�� Bh3 �� ���� G7�0C�� ����� G!]� #�.� �G!]�� ��~I� ���Q� �Ê �_ 	���$
*������ ,- 	/���� #�"�
���.  

 �)], G!]�� ��~I� ���Q� ��y �0c�� �Q #�V �_� �G7�0@ ����� G!]� ��$�)��� B-��]� &3 �D����]�� �	
 ( >u)�D�
��� BC�G7�0C�� �%��], a).  

 A\�V �_� j�_ N�p�� �%��]��, a)��� BC� �D����]�� �	
 ( �0)�:D #3 �.4 G7�0C�� ����� G!]� #3 �q~I�� ����
 ���M��� ���)��) �*% G7�0@ ^3CA!]� ( G7�h�� ����� GG7�0C��  ( ZJ� >1��]�	%�& 	"�
" 0�-. ������ �	
 (� 

�QR �%��� ��y U�$DBC� Z�h��, G!]�� ��~I� �� . �� BC� �)], G7�0C�� ����� G!]� +��� #3 ��$�)�*� >u)�D�
����� �	
.  

                                                      

4   ���� /01� 2 34��! ���.# 5����0� 	��&�+ 64�,� /0� �� �7�� 	&89-� ��,:; /0�)<����� ( 34��! *= ����0� 	��&�+ 64�,�
 ��>�� ?&�)<@�>�� (����0� 	��&�+ 64�,! 	�8 .B�� ����0� 	��&�+ 	
4�,�� <������ ��= : ����!"
 �����

(certificatePolicies) ����#"
 ������$ %(policyMappings) ���#"
 �
���$ %(policyConstraints) ���� &� '��$ %
(inhibitAnyPolicy).B�� ����0� 	��&�+ 	
4�,�� 	�D� <@�>�� ��=*  : 
��� ����� ���	 
������ �� ��	��� �������� ����!

� "# $% ���	 
�������� &'��( $% ���	����. 
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4.H   �b	� 34	56 1���9 3�E0�����0 2E�� 	5.��� ���Q#0 *$��E	� ��	� �7	�E�  
�%��]�� �� G�~��� ���� G7�0C�� ����� G!]� #�.� #3 �D����]�� �	
 ( B-��]�� �"�D x�.�� �B-��]�� OT d�� �

&  B-��]�� OT d�� ��%��]�� �� G�~�� ^� ���:�� !" ��!]�� +��D #3 �D�D . ����*��� L*1 N�:�� B�)% (�
�%��]�� �[��� �$*���� G7�0C�� ����� G!]� ��~I:�� ���Q� �I/���� >*D �-V ZcD #3 B-��]-*� >u)�D ��,�*��:  

��� 	���$ 	
���� #�"�
 =}�� �1�-'B-��]�� OT d�� ��%��]{  
 	
��� 	%�& 	"�
" =�I	�  

 t��� N�M�� ( G7���� ��%��]�� Bh3 �� ���� G7�0C�� ����� G!]� #�.� �G!]�� ��~I� ���Q� �Ê �_�� 	���$
*������ ,- 	/���� #�"�
���.  N�M��� #�, �~ID���� #�"�
��� 	���$*������ ,- 	/� #�.D ��� 1�-���- ( 

 #�.D & ����1 ������ �	
	%�& 	"�
" 0�-b�1�J��  . N�M��� �M9�D #3 r�)�*� >u)�D����$ 	/���� #�"�
��� 	
 *������ ,-B-��]�� �� ���)$� G!]�� A\�V #� 7�� >.� ��P����.  

 >u)�D�], G7�0C�� ����� G!]� +��D #3 r�)�*� �D����]�� �	
 ( ���M��� ���)�� x))]� ^	�� �%��]��, a)���� BC9�� �)
) #�.� ����1 ^3/���� #�"�
��� 	���$ 	����� ,- 	b�1�J�� ���� �%��% �)� #�.D� �����/(.  

�%��]��, a)��� BC� �D����]�� �	
 ( �0)�:D #3 �.4 G7�0C�� ����� G!]� #3 �q~I�� ����._ N�p��  A\�V �_� j�
 ���M��� ���)��) �*% G7�0@ ^3CA����� G!]� ( G7�h�� G7�0C��  ( ZJ� >1��]�	%�& 	"�
" 0�-. ������ �	
 (� 

 ^3 ��%��% ^� ���� !" G!]�� A\�V �_� 	����� ,- 	/���� #�"�
��� 	���$ �����/ ���QR �%��� ��y U�$D
BC� Z�h��, G!]�� ��~I� .D������ �	
 �� BC� �)], G7�0C�� ����� G!]� +��� #3 ��$�)�*� >u)�.  

���
����M��� ���)�� Z� B-��]�� B/���� ��-�h� �
 �%��]��, a)��� BC� �� �/W N�p�  . G7�0@ �)]�� ����1 ¹�� �	
�
 �*]��CA ZJ� ( G7�0C�� ����� G!]� ( G7�h��� "�
��� 	���$� 	%�& 	"�
" 0�-	����� ,- 	/���� #� !" 

 �-��, ����/ *������ ,- 	/���� #�"�
��� 	���$����/ .BC� Z�h��, G!]�� ��~I� ���QR �%��� ��y U�$D� . (�
 ���D G!]�� ��~I� ���Q� ��y B�� ^	�� ��~��� >1���� #�V �_� ����� �	
"BC9��" #3 �
 � 	/���� #�"�
��� 	���$

�� ,-*����G7�0C�� ����� G!]� N�)Q� BC9�� �	
 >{g ���g #3 ��$�)��� Z��]� �����/  . �J��9�� �����$��� L$)��
 �1�-' #�V B�9, �G����]� �*]�� ��#�"�
���  	����� ,- 	/��������/ !" . G!]�� �	S ��$�)��� �~3 N�)Q�
�y �� G!]-*� r�)��� ��$� G7�1� ¤��.D #�V Z� ��~I:�� ���Q� �	
���� #�"�
��� 	���$ ^��]� 	"�
" '� � 	"�
"�

	
��� 	%�& ^��]� "�I	�" �M9� ¤��.D �-V  *������ ,- 	/���� #�"�
��� 	���$ A\�V �_� �� �D�8 ��u, �G7����
���)$� G!]��.  
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 �����I  

#�$%�� &�'($�� 
��� )��� *+���  
) �� ��� ���� ������� ��� �� �	
�� � ��	� ���� |����� ������ �	
( 

 k����, U�f��&� ��, ¶�7 #�(contentCommitment) �?��9�� N�-��%� ���, �� �
!" Z� ?��9�� N�-��%� G7�0@ Z%�� ( 
�0�� G7�0C�� N�-��%� ZQ���� ������ �m�)�� L*1 KQ��� ����3 ���c�$� �� t��� �Q ._�� �m�, ( B��.�� O.M��� �.�3 �

���/ ����3 ���c�$� ^3 ���
 #�.� �� �b���� �� ������� �~�:�� . b�$��� �~�:�� #�.D ����1 bIp� N��� >
 �	
�
B-��]�� #�$��%&� N�V���v� ������ �P�:��, b���� b�$��� �3 bI�� ��{Q��� ������, b���� ..�� O.M��� �.4 � �_�� ( B��

7�:$� !" b���Q�� ����f��&� Z�Q�� 	P��1 �.4 �b���� �� ������� �~�:�� �m�, . �&7�)� N�p�� B�)% L*1 �V	\ #3 �.4�
��1�@ !" ���'��, �\F�.� N�-��%�� �m�% G��:, ¹�8 d�� #�$��%&� . ��� ����� !" ±��m�, Ò�~�� B-��]D ����1�

���c�$�� �� F��� �.4������� �D!,����7�-�1�, ������ :  
<   Z-[� U�1 ?��9� N�-��%� O�Q �, ��7�0C�� ("k����, U�f��&� " �?��9�� N�-��%& k�/3 O�Q �,�

=G7�0C�� �	
 Z� a$� B,�$��  ��� ?��9�� N�-��%��  
<  ��, �0�� #�.� d�� ��7�0C*� �)~�:�� ����� ����9�� N�-��%� �� F��� >��-��� ?��9�� N�-��%� " U�f��&�

k����, "(�.�� ��$��, �0�� O.M�*� �*,�Q� �Q���� v��� d�� ��m�)�� L*1 N�-��%&� �	
 ��:¬Q� ��1�J��.  
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 �����J  

�����(�� ��,- ��%./($- !�+�01 !'+�2  
) � ������� ��� �� �	
�� � ��	� ����� ��� ���� | ������ �	
�����( 

 OP�Q���� ��7�0C�� ��]\3 ��9D���, ��P�o
 �-P�Q rM*�� �	
 U�$DCRL ���1�J��� E���3� ���7�0C�� ���%��� �
�	
 B����� �9���� ( ��F���� ������� �1��Q� �A���� X�Y3� �O%&� N�.@3�.  

  
�'�("
 �)* �+,"
  

 �������� ��	
���� 
��� CRL  Certificate and CRL formats 

3.7 <����0� ��
+; 	EF�: Certificate revocation list 

7 B��E�� G��1�� ����� H�I Public-key certificate format 

1.12 J�.� ����� H�I Attribute certificate format 

  ���
���� �	
���� �
����CRL ���
��� ����� CRL  Certificate, CRL & CRL entry extensions 

6.2.6.8  	EF�: K�8= ����CRL Freshest CRL extension 

3.2.2.8 G��1�� ��E���� ���� Key usage extension 

4.2.2.8 ����� G��1�� ��E���� ���� Extended key usage extension 

1.2.3.8 38�-� /!�4� L�@� ���� Subject alternative name extension 

2.2.3.8 @� ������M-NE� /!�4� L� Issuer alternative name extension 

5.2.6.8 B���O� P&>�� ���� Base update extension 

1.2.4.8 	&���� <��&&Q�� ���� Basic constraints extension 

12.2.5.8  	EF�Q� 2 ���&89R 	&��.�� <����0� ����CRL Expired certificates on CRL extension 

10.2.5.8 �S�
+; 3T��� <����0� ���� To be revoked extension 

8.2.5.8 	4�,�� 	EF�Q� ���� Ordered list extension 

5.2.1.15 ,��4�� 7U ��M-V�� ���� Indirect issuer extension 

2.2.1.15 	������� <������� ���� Targeting information extension 

9.2.5.8 ��� <������� ���� Delta information extension 

4.2.5.8 	&89-� ��# W!��� ���� Invalidity date extension 

3.2.1.15 /E����� X&�4� ���� User notice extension 

7.2.2.8 <���&�� <9+�Q� ���� Policy mappings extension 

2.2.5.15 + YZ�1�� L�@� <��&&Q� ����? Delegated name constraints extension 

2.2.4.8 ��[O� <��&&Q� ���� Name constraints extension 

3.2.4.8 	��&�� <��&&Q� ���� Policy constraints extension 

1.2.5.15 	&���O� J�.� <��&&Q� ���� Basic attribute constraints extension 

1.2.1.15 ��� \&R�� ����� Time specification extension 

4.2.4.8 	��&� �= ,]8 ���� Inhibit any policy extension 

1.2.5.8  	EF�Q� L:� ����CRL  CRL number extension 

4.2.1.15 	�4Q�� ^�&��@� <���&� ���� Acceptable privilege policies extension 

6.2.2.8 ����0� <���&� ���� Certificate policies extension 

3.2.5.15 	�4Q�� ����0� <���&� ���� Acceptable certificate policies extension 
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2.2.5.8 B#��� �,1� ���� Reason code extension 

3.2.5.8 ��]�I@� 2 �_�� <�E&��� �,1� ���� Hold instruction code extension 

6.2.5.15  �# 	4&I ���R ����) L��+(... Issued on Behalf Of extension 

6.2.1.15 �&`a�� b�&U ���� No assertion extension 

2.2.2.15 ��
+c� <������ b�&U ���� No revocation information extension 

5.2.2.8 d�e� G��1�� ��E���� �,�� ���� Private key usage period extension 

4.2.6.8 4� ���� ��� 	EF�Q� PCRL Delta CRL indicator extension 

5.2.5.8  	EF�Q� H&4
� ��f ����CRL  CRL scope extension 

11.2.5.8 	�
4�� <����0� 	#�Ef ���� Revoked group of certificates extension 

6.2.5.8 g�I�Q� �_�� �T,� ���� Status referral extension 

3.2.6.8 �����0� ��-� ��� Certificate issuer extension 

1.2.4.15 �*�� \&R�� ����0 	!�S� h,�� ���� Role specification certificate identifier extension 

1.2.3.15 	
��� ��M-i� 	!�S� h,�� ���� SOA identifier extension 

4.2.5.15 	
��� J�. 	!�S� h,�� ���� Authority attribute identifier extension 

7.2.5.8  LF��Q� ,j�Q� 	!�� h,�� ����CRL CRL stream identifier extension 

1.2.2.8 	
��� G��1� 	!�� h,�� ���� Authority key identifier extension 

2.2.2.8 38�-� G��1� 	!�� h,�� ���� Subject key identifier extension 

3.2.3.8 38�-� /&�� <��I ���� Subject directory attributes extension 

1.2.6.8  LF��Q� �!^�� k�QI ����CRL CRL distribution points extension 

2.2.6.8 ���M-V�� �!^��� 	
QI ���� Issuing distribution point extension 

2.2.3.15 J�.� \R�* ���� Attribute descriptor extension 

 ���� �
���� �
��!�"� #
$%� Object classes and name forms 

4.1.11  <�#�_��� \.R" ��� 	EF�Q�CRL" Delta CRL object class 

2.1.11  <�#�_��� \.R" 	&.4� 2 ����0� ���R; 	
��PKI"  PKI CA object class 

2.1.17  <�#�_��� \.R".4� 2 J�.� 	
�� 	&PKI" PMI AA object class 

7.1.17  <�#�_��� \.R"	&Em� ^�&��@� 	��&�" Protected privilege policy object class 

6.1.17  <�#�_��� \.R"^�&��@� 	��&�" Privilege policy object class 

5.1.11  <�#�_��� \.R"����0� ���R; 2 <����E�� '9#;* ����0� 	��&�" Certificate policy and CPS object class 

4.1.17  <�#�_��� \.R" 	EF�Q� �!^�� 	
Q. J�I �����CRL"  Attribute certificate CRL distribution point object class

1.1.11  <�#�_��� \.R" 	&�>�� 	&.4� /E����PKI" PKI user object class 

1.1.71  <�#�_��� \.R"E���� 	&�>�� 	&.4� /PKI" PMI user object class 

5.1.17  <�#�_��� \.R" 	&.4� 2 n!�1�� �7��PKI" PMI delegation path 

6.1.11  <�#�_��� \.R" 	&.4� 2 ����0� �7��PKI" PKI certificate path object class 

3.1.17  <�#�_��� \.R" 	&.4� 2 	
��� ��-o�PKI" PMI SOA object class 

3.1.11  	EF�Q� �!^�� k�Q. L�@� /p�* <�#�_��� \.RCRL CRL distribution points object class and name form 

 �&���� ���� Directory attributes 

8.2.11  J�I"����0� ���R; 2 <����E�� '9#;" Certification practice statement attribute 

7.2.11  J�I"	��#��� <�&�^���e�" Supported algorithms attribute 

3.2.11  J�I"	�j�Q��� <����0� q*^" Cross-certificate pair attribute 

8.2.17  J�I"	Z&Em� ^�&��@� 	��&�" Protected privilege policy attribute 
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7.2.17  J�I"^�&��@� 	��&�" Privilege policy attribute 

9.2.11  J�I"����0� 	��&�" Certificate policy attribute 

1.2.11  J�I"/E����� �����" User certificate attribute 

1.2.17  J�I"J�.� �����" Attribute certificate attribute 

2.2.11  J�I"����0� ���R; 	
�� �����" CA certificate attribute 

2.2.17  J�I"��J�.� 	
�� ���" AA certificate attribute 

3.2.17  J�I"J�.� \R�* �����" Attribute descriptor certificate attribute 

5.2.11  J�I"<�
��� ��
+; 	EF�:" Authority revocation list attribute 

4.2.11  J�I"<����0� ��
+; 	EF�:" Certificate revocation list attribute 

6.2.11  J�I"��� ��
+; 	EF�:" Delta revocation list attribute 

4.2.17  J�I"J�.� <����� ��
+; 	EF�:" Attribute certificate revocation list attribute 

5.2.17  J�I"J�.� 	
�� <����� ��
+; 	EF�:" AA certificate revocation list attribute 

10.2.11  J�I"�7�� 	&�>�� 	&.4� PKI"  PKI path attribute 

6.2.17  J�I"n!�1�� �7��" Delegation path attribute 

9.2.17  	r�� 2 	Z&Em� ^�&��@� 	��&� J�IXML XML Protected privilege policy attribute 

5.15  	r�� 2 ^�&��@� �# <������ J�IXML  XML privilege information attribute 

 ��'��"� ����( Matching rules 

5.2.1.15  ,��4�� 7U ��M-V�� ����)	�����( Indirect issuer match 

10.3.11 ����0� 	����� 	.Z�s ��#�: Enhanced certificate match 

8.3.11 	��&�� 	����� Policy match 

2.3.11 ����0� 	����� Certificate match 

3.3.17 ��M-V�� 	�����//��D� Holder issuer match 

1.2.2.5.15 ?+ Y�1�� L�@� <��&&Q� 	����� Delegated name constraints match 

1.1.2.5.15 	&���O� J�.� <��&&Q� 	����� Basic attribute constraints match 

1.1.2.1.15 ���� \&R�� 	����� Time specification match 

4.3.11 <����0� q*^ 	����� Certificate pair match 

1.3.2.5.15 	�4Q�� ����0� <���&� 	����� Acceptable certificate policies match 

2.3.17 J�.� ����� 	����� Attribute certificate match 

6.3.11 <����0� 	EF�: 	����� Certificate list match 

9.3.11  �7�� 	����� 	&�>�� 	&.4�PKI PKI Path match 

4.3.17 n!�1�� �7�� 	����� Delegation path match 

3.3.11 <����0� q*u 	j�4v� 	����� Certificate pair exact match 

5.3.11 <����0� 	EF�Q 	j�4v� 	����� Certificate list exact match 

1.3.11 ����0� 	j�4v� 	����� Certificate exact match 

1.3.17 J�.� ����0 	j�4v� 	����� Attribute certificate exact match 

1.1.2.4.15 �*�� \&R�� ����0 	!�S� h,�� 	����� Role specification certificate ID match 

7.3.11 	&�^���e� 	!�� h,�� 	����� Algorithm identifier match 

1.4.2.5.15  	�����J�.� 	
�� 	!�� h,�� AA identifier match 

1.1.2.3.15 	
��� ��M-o� 	!�� h,�� 	����� SOA identifier match 

1.2.2.3.15 J�.� \R�* 	����� Attribute descriptor match 
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 �����K  

��3.��$��4 �5.�($��  
) � ������� ��� �� �	
�� � ��	� ����� ��� ���� |����� �	
����� �( 

 #��-q��� x�*1 A$���� A$���� A�F�� ^	�� ����� BD����� ���C� B���*� �9����� �� ��)�� �	
 �-c��ISO/UEC:  
<   BD�����4>��-��� ?��9��� A���� ��7�0@ ( ���%���� #�C, .  

d�� ������� ���$��� ��)D�:��� B���*� �9����� �	
 �� ��)�� �	
 �-c���/�� �g  ��/�� E�CV ( �0��� ��C�� ��
�9����� �	
 �� ��,���� ��)��, ����� �������:  

<   OQ� ¸$��� �D�:���1)  ��/�� E�CV ¸�D ^	��272 �273 �274 �275 �276 �277 �278 �279(=  
<   OQ� ¸$��� �D�:���2)  ��/�� E�CV ¸�D ^	��284 �285 �286(=  
<   OQ� ¸$��� �D�:���3)  ��/�� E�CV ¸�D ^	��281 �282 �289 �291 �296 �298 �299 �300 �301 �

304 �305.(  
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 �������� 	
�
������ ����� ���� �� ������  

 �*]*]��A  ��Q ( B-��� O�q���&�:�&� l��$�   
 �*]*]��D  �9D���*� ������ Ä7�)��  
 �*]*]��E  �S� ������ �.)C*� U���� B�uC����D�C)�� B������� ������ B�uC�� ��9�  
 �*]*]��F  ��9��S� !" �&�:�&� ����/  
 �*]*]��G  ��-Q��� ��.)C��� �-q\��� xP�%�� N�%�R� �-q\3  
 �*]*]��H  �� �-q\�� ���-]��aP�%��� 7���� ��P�  
 �*]*]��I  ������ �*��.�� ��-Q��� �.)C��  
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