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ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information technology —  —
Message Handling Systems (MHS) — Message transfer system: Abstract service definition and
procedures.

ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology — —
Open Systems Interconnection — The Directory: Overview of concepts, models and services.

ITU-T Recommendation X.501 (2005) | ISO/IEC 9594-2:2005, Information technology — —
Open Systems Interconnection — The Directory: Models.

ITU-T Recommendation X.511 (2005) | ISO/IEC 9594-3:2005, Information technology — —
Open Systems Interconnection — The Directory: Abstract service definition.

ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology — —
Open Systems Interconnection — The Directory: Procedures for distributed operation.

ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology — —
Open Systems Interconnection — The Directory: Protocol specifications.

ITU-T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology — —
Open Systems Interconnection — The Directory: Selected attribute types.

ITU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology — —
Open Systems Interconnection — The Directory: Selected object classes.

ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology — —
Open Systems Interconnection — The Directory: Replication.

ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology —  —
Open Systems Interconnection — The Directory: Use of systems management for
administration of the Directory.
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ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology —
Open Systems Interconnection — Procedures for the operation of OSI Registration Authorities:
General procedures, and top arcs of the ASN.1 Object Identifier tree.

ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology —
Abstract Syntax Notation One (ASN. 1): Specification of basic notation.

ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology —
Abstract Syntax Notation One (ASN.1): Information object specification.

ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology —
Abstract Syntax Notation One (ASN.1): Constraint specification.

ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology —
Abstract Syntax Notation One (ASN.1): Parameterization of ASN. 1 specifications.

ITU-T Recommendation X.690 (2002) | ISO/IEC 8825-1:2002, Information technology —
ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding
Rules (CER) and Distinguished Encoding Rules (DER).

ITU-T Recommendation X.691 (2002) | ISO/IEC 8825-2:2002, Information technology —
ASN. 1 encoding rules: Specification of Packed Encoding Rules (PER).

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology —
Open Systems Interconnection — Security frameworks for open systems: Access control
framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology —
Open Systems Interconnection — Security frameworks for open systems: Non-repudiation
framework.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology —
Remote Operations: Concepts, model and notation.

ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology —
Remote Operations: OSI realizations — Remote Operations Service Element (ROSE) service
definition.
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CCITT Recommendation X.800 (1991), Security Architecture for Open Systems
Interconnection for CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic
Reference Model — Part 2: Security Architecture.
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ENCRYPTED { ToBeEnciphered } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )
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HASH {ToBeHashed} ::= SEQUENCE {
algorithmidentifier Algorithmldentifier,
hashValue BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of -- ToBeHashed } ) }
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ENCRYPTED-HASH { ToBeSigned} ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })
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SIGNATURE { ToBeSigned } n= SEQUENCE {
algorithmidentifier Algorithmidentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}
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SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE { ToBeSigned }}
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Certificate u= SIGNED { SEQUENCE {
version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmidentifier,
issuer Name,
validity Validity,
subject Name,
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subjectPublicKeyinfo SubjectPublicKeylinfo,
issuerUniqueldentifier  [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3 v3 j/‘VZ el 035 ol 5 I -

subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version shall be v2 or v3 v3 j/‘VZ el 035 ol 5 I -
extensions [3] Extensions OPTIONAL
-- if present, version shall be be v3 -- } } {{—-V3 it O ol 5 O -
Version = INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithmlidentifier n= SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the parameters component of Algorithmldentifier.
MC.A uLé.J/Jc ub)ﬁc}//J/M/ulM;L;/MLQ.’- LK'J ‘u&jﬁ quubﬂ/éyf ol ——

—— dajyl g Ay g el 1Sl Oladal) e i) gt il ol 0jY A gty S gl =

-- SupportedAlgorithms ALGORITHM = {..}

Validity n= SEQUENCE {
notBefore Time,
notAfter Time }

SubjectPublicKeyinfo u= SEQUENCE {
algorithm Algorithmidentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension

Extension ::= SEQUENCE {
extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }
&ExinType Lol oo dod (6 pal) piiidd] delsd) DER piid Ao (cpif ——
{ -- extnld ; Jﬂ/@ﬂ/éﬂfub./dﬂ -

ExtensionSet EXTENSION = {..}
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subjectKeyldentifier EXTENSION ::= {
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }
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keyUsage EXTENSION ::={

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {
digitalSignature (0),
contentCommitment 1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}

t b LS 52 (KeyUsage) z sl Jlemi! Lol ol Jlanzul o

S OLS) Olitu) Zodst (3 Alarind) Bad ) Slad ) o Ghocl) ‘(digitalSignature) (o3 1 &3 531 ( i
oS e (3 1)y el Olze) dad 3

ol os ey dl 7 LSJ\ Lad ) olad ol s i) ((contentCommitment) ‘5}&\.’ e\}.!‘j\ (<
3 O 8% coslazsy oJL@.«J\ Joris I V) Lok y and s I ) sk pihe caji\
ca)h oA ot 0Ly Sy Slie B3lga)) Aulew pe Balgad) )\M\ ol Lo & olad Lzl
Aol aid ) (3 ol cand g o ) sl (3 - "L A C" Lol e Gloy a )" - Ll
a3 L1 ALY Sl el am 3 1 LB

(2005/08) ITU-T X.509 e s 32



ISO/IEC 9594-8:2005 (A)

Jgd)\ H}J‘M o))f,a_ﬂ.’ > 7 Vi % LL..AJJ w).ﬂ ol jumy 6}5\" Jj..a.: (UJY\C.;U.’ u\f\lj
U&Cej,\\ & g Jcejl\ @ g gl pl N B 3 S5 Y AL (s 5 13 L 8algadl
SR ade mga O e plasaly C"“ﬂ‘ Jemawl 3z 4} Jig of W) o ) &l LS,
B obl O me o bl O ays 8y e 4 sel) TRl s plszal O els & -(nonRepudiation)
toda J:LU\ a.é.,p\jx L§ 83l < (IXy 62": Zt:.)j\ oda OYYs OP cfv\.ﬁ;:.wi\

Sl Sl Jad @) Sl glall e s e o 25U 1é2 i(keyEncipherment) ) pd (-

o Ll sw )T C:SLLU s ngj cJ.x..a:M.\\ ollens ju:.é:- :(dataEncipherment) Olaall J\.nﬁ €
‘03’\&\ (C oja.d\ );Mﬁwch\ ub#\

¢ oo lade ol 7 lis SIS Jaxsuy i(keyAgreement) = bl QW1 (2

Solgadl e salgad) o) able 85 e i) i(keyCertSign) ¢ bl 83\gd ad g (4
CS}J\MC)JY 4>L>-))\.9¢o>\.€_mj$ ‘M\%du‘fﬂ \.A\J,J\j«..:u o:L@_MJ\ j)d\_{ \l)
4:1}«“ g_} jj-.‘. Y VUJ QP Lauls” j\ \.G_A.ﬁ %5‘ &_A.>.-JJ$ ‘Jl} .OJL@.‘.«J\ L} ‘5};\.’ ?‘j‘j‘}“ ay Y} ‘503)‘
olgadl e w35l 4 a1 p Y

.CRL o5&l e alalud) £33 s 32>:l) :(cRLSign) cRL sl @5}5 G
@5};‘\ Ly Cb:‘}j ixl> Y8 (CRL a5 JJ...,A.: oo el g (A)ﬂ\ iz CRL 43l c_éj} o \l)
Bgw 3 S5 Y S 0B (LBUST o e ol ool 1]y LBslesdl (3 sl pl HYY 2 Y o
‘CRL a3l Jo 235l 4 agns s U1 o) W)

Ledie collaall j\.ﬁ}uj \ﬁ4>- J.u.‘w 3 C\..u u\.Mu CLA\ dL,u\ :(encipherOnly) B%Y1) ﬁ.as‘- (C
(s~ 7 bl Jlomsal &y = 05 Lodis iz 0SS Y) L@\ B o el W1 22 0SS

cuL}axl\ ju&‘- Sl \fm- J.«M & CL.M QLMJ CL.nl\ szu\ :(decipherOnly) Ja3d ﬁa:d\ ot (.59
(A ledl) Jlomza) B 55 Loie D302 all 0555 ) Lasf 2 bl Bl 1 0 S5 s

13/ 5 sﬁbe\ﬂ'ﬂ\mﬂ@ﬁ)\ e gkl (3 Vi) by M\L;\qu&.u Slivl s
g_,:-)Mo;L@.W and g esdy u\jey Q\M\&chﬁb \Jqu\M.,cajl\mdﬁ‘}}cst\d._bu\f
Laalgsd) odd C‘*‘l‘ J ezl A G gga)\ &J‘J‘ i g
6 A ol ge s b (0B I ad gl i Lo Lgd oo T Balgd plasiialy o3 ) a3 e a6 g
J,s);c;jiswm.g;}:.éu e\;&\@mwmﬁ\ Balgh plisiinly a3 ) a3 gl o Gimd) e A
by ) SRl g e el Sl
cﬁ;dbl;fbyc\ml\ Jlamza) OIS 135 L850g2dl o) bl bl (3 boib - il 85lgd &b g ad) fenzad g
<% (basicConstraints) dwlwY! u\.L...n.J\ ro s o (33l o) allay cA wISA dad 0L o Ll Salgd
bl Jleamwl 3 85ae ¢ 21 ol Loyl Jors OF S3lgadl o] dlle ahoasy a5l Jo mzy O
L) e g Y odbeed) LSy Ol V) @id 0B I ad ) ie ((KeyUsage)
.SJW\)MJJJ;EWLCF}.ﬁ)iTJrﬁcﬂjﬂHMdﬂ Uiugij
B Shlg)) ezl ol SNz b Gy o )OS 13 s Gy o e A OIS 13
j\.& ﬁbb \J}aﬂjﬁ cw},\.“ QK \J\ L«‘ ‘\.J-JLLU CL&U JW\ ay 4.1:—* S g_,.>-JJ\ LQJJ\ ij Lis aJL@.MJ\ JM
ol Lfl‘; Ju fz..a_s\ J& 4;),@),\\ 4.,.\5\) CMJJ‘ RV yLﬁ Lle £ dr&g NRCINPRA] Jleszal eU@j ‘T

33 (2005/08) ITU-T X.509 e s



ISO/IEC 9594-8:2005 (A)

kel saaall o) £V 18 6 =Y o) 21 2ad
éo Al C\:-él‘ Jloazu! cio § 4228
GL; L&_{Q;L‘ RES (JJ.&JJ Up\;«\l\ OMJ‘YJ\J j\ ccw\ JLMAM‘C\A}J J\;J AM.JJ
extKeyUsage EXTENSION ::= {

SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER
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privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )
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certificatePolicies EXTENSION ::= {

SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierinfo ::= SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }
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CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }

WITH SYNTAX {
POLICY-QUALIFIER-ID  &id
[QUALIFIER-TYPE  &Qualifier] }
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policyMappings EXTENSION ::= {

SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }
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subjectAltName EXTENSION ::= {

SYNTAX GeneraINames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [11 I1A5String,

dNSName [2] 1A5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,

iPAddress [71 OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [11 DirectoryString {ub-name} }
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issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }
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subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttrlbutesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute
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basicConstraints EXTENSION ::= {

SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }
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nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraint }

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
requiredNameForms [2] NameForms OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {
base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)
NameForms ::= SEQUENCE {

basicNameForms [0] BasicNameForms OPTIONAL,

otherNameForms [1] SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL }
(ALL EXCEPT ({ -- none; i.e., at least one component shall be present -- }))

= LY e sy 8 7 O e b Y -
BasicNameForms ::= BIT STRING {

rfc822Name (0),
dNSName (1),
x400Address (2),
directoryName (3),
ediPartyName (4),
uniformResourceldentifier (5),
iPAddress (6),
registeredID (7) } (SIZE (1..MAX))
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policyConstraints EXTENSION ::= {
SYNTAX PollcyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [11 SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)
53gs fazd B3lgad) o) § s <SSy 83 x5 (requireExplicitPolicy) i po dwlw b 4TS 38T 13
Lpr Biae e pd Of 5l 3 Bl Sblgddl e o (p Gl Blesl) Jlas] dhle e 5 pslo
Jonts allary S3lg Aulend gn O gn Sl Balodl B pa O ey Baledd) Slaln o5 3 o ke Bl
kB e olaldh e sl 51 Ly Jﬁ‘ B O dwlw Lgn O ome ga ol Balgadl o) § s
salgall jlao) dbls L) sUecd) 83l o) bl y .(any-policy) dwlw (sf iold) aad)) sa o (bl
ol Al Ll y ((hall (6 gl 35 oo Ausl b 7S el Sl 0)) e ) I e 25U salel 5l
(RN (5ol Y dedy gy Salendl o) 8 e (3 &L sl o)-b,a&\ aslgad)
£ 52 olbd) b O e Ju5 48 335> 5o (inhibitPolicyMapping) Slwled! oW o 27550 3187 13
R DPRR PN PR PTRppR= P PR R NWI - FYRVING [ VO U S PN R RW I I WPR N RERNETY [FIC S
B8 b IS Ol el e e &gl Sslgal) aaLall Salgad) o] dale L) s SEd Salgsdl s
adly 35Lgadl o) b s (3 AW Salgad) amLall solgadl ) dlale Ly ((iall (6 glud Slubud! o5 12>
(ARl gl Y Rk
53Lgid) ol s (3 8395 sl lslead) sas e JW (SKipCerts) (Aabradly &dll lslgadl Lol i,
Aol Jgmin Ty OF 3 (Lealdy gy si o llall
55 Yy s Ob oo Blendl Shah B e g » 5 \>;> g s 0S5 0 Sy
5 jall 3algtdl s lales B 23 Gmpoms | ks oy ¥ 2 5lga)) fanzons

45 (2005/08) ITU-T X.509 e s



ISO/IEC 9594-8:2005 (A)

"halw 1" Sl g 4.2.4.8
a2 L asletl) (6 T Sl pn 120 U5 2 ¥ "l (61" Aol 2l O e 2y s a1 s 5z
Slendl 53l o] Aok g 3lonne Sl dalis oo ey B3lgtdl ol § s (3 I3 i 3 sLall olsle)) o
(6 gl "l 51" 5 SN s IS Ol e sl s e gL Salgsl) 2 Lall Balgadl o) b L)

(G (6 aled Y dandy Ay aalgadl jls) b e 3 U Bslgid) ALl Salendl jlus) dlalu Wiy (i)

inhibitAnyPolicy EXTENSION ::={
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }
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cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)
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reasonCode EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
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CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }
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holdinstructionCode EXTENSION ::= {

SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER
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invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }
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criScope EXTENSION ::={

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE {
authorityName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [71 GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL
}
OnlyCertificateTypes ::= BIT STRING {
user (0),
authority (1),
attribute (2)}
NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationinfo ::= SEQUENCE {
cRLStreamidentifier [0] CRLStreamldentifier OPTIONAL,
cRLNumber [11 CRLNumber,
baseThisUpdate [2] GeneralizedTime }
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statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral

StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,
otherReferral [1] INSTANCE OF OTHER-REFERRAL}

CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [1] GeneralName OPTIONAL,

deltaReflnfo [2] DeltaRefInfo OPTIONAL,

cRLScope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaRefInfo ::= SEQUENCE {

deltaLocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER
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cRLStreamldentifier EXTENSION u={
SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)
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orderedList EXTENSION a={
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDate 1)}

Lt T s s s 0

(2005/08) ITU-T X.509 e s 54



ISO/IEC 9594-8:2005 (A)

< 3 CRL 436 3 alla ) ub\.emﬂ s ol e (ascSerialNum) uslad! fudud! oy -
Jodedl By WS s ) Bl olales Jebes B, st A Gy
LWl 3 oo Jﬁl (serialNumber)
e s CRL %3G 3 allad) sl b ol e (ascReVDate) @sladl JUa) g J -
JSJ (revocationDate) Juasy) gyt &3S aes ) szl (JUaY) gl gaeladl s A b
ASE g s
bl whsleddl v i 0l Sleshas f a5 055 Y 3595 50 1& (orderedList) &5 b AWl 47 <587 13
.CRL a3l 3

Ws Ol glall g 9.2.5.8

oA OF a1 ) BV L g8 «dCRL 055 Y ol CRL o1,3) JJJMCRL RSl 3 ) s fariy
BYV IR REAV P PSR PR c.,chHML;l;d#&J\CRwa\JL@:\ 5 esia 055 (dCRL) CRL Ws
AU dCRL 2l 4 jdana () de 50 L jlastl 25 LeS™ ciliall i3 dCRL 315380 e 43

deltalnfo EXTENSION n=
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation = SEQUENCE {
deltaLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }
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toBeRevoked EXTENSION ::={
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasonlinfo [1] Reasoninfo  OPTIONAL,
revocationTime GeneralizedTime,
certificateGroup CertificateGroup }
Reasoninfo = SEQUENCE {
reasonCode CRLReasonN,
holdinstructionCode HoldInstruction OPTIONAL }
CertificateGroup = CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [11 CertificateGroupNumberRange,
nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber  [0] INTEGER,
endingNumber [11 INTEGER }

CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber
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revokedGroups EXTENSION ::={
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }
RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup

RevokedGroup ::= SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,
reasonlinfo [1] Reasoninfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup }

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }
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expiredCertsOnCRL EXTENSION ::={
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime ;
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cRLDistributionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer  [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0),

keyCompromise (1),

cACompromise (2),

affiliationChanged (3),

superseded (4),

cessationOfOperation (5),

certificateHold (6),

privilegeWithdrawn (7),

aACompromise (8)}
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issuingDistributionPoint EXTENSION ::={
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certificate types
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distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }
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certificatelssuer EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }
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deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber
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baseUpdateTime EXTENSION n={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }
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freshestCRL EXTENSION n={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }
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AAissuingDistributionPoint EXTENSION ::= {
SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-AAissuingDistributionPoint }

AAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [ 0] DistributionPointName OPTIONAL,
onlySomeReasons [ 1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [ 31 BOOLEAN DEFAULT TRUE,
containsAACerts [ 4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [ 5] BOOLEAN DEFAULT TRUE }
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chis oblgr Olbmol 05 0f (Ko ole ol il Gl PRI &ad) 2l ot Sl gz Ml (it

pkiUser OBJECT-CLASS :={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }

"PKI &) 8 83gad) o) dal” Ol so ) Cae 21011

Olhlus” Joxi ol @le o sl ol s (3 et PRI &l (3 3lgid) ] el wle o5l o
oalgadl sl

pkiCA OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair }
ID id-oc-pkiCA }

CRL LW\ a9 b ol JSoy ©le s ) Cive 3,111

r8 b e A OF LS o) ole s ll ol G s (3 Ak "CRL 23 w5 3k ole po M) Lo

.CRL &3l
cRLDistributionPoint OBJECT-CLASS n={
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN { certificateRevocationList |

authorityRevocationList |
deltaRevocationList }
ID id-oc-cRLDistributionPoint }

s Al ol po ) Ciia 2ol il dens s K6 ) 3k ) sus "CRL AW 55 e V1 Ko
(cRLDistributionPoint) CRL &e\d)

cRLDistPtNameForm NAME-FORM ::={
NAMES cRLDistributionPoint
WITH ATTRIBUTES { commonName}
ID id-nf-cRLDistPtNameForm }

"CRL Ws &Wl" Ole g2 i Cae 41,11

Slabe &y Ws JUaYl w3158 ez ) Ole g peld oIl G w5 (3 Ao "CRL Ws 2" ole o b1 i
a9 (AA) el wllelu g (CA) 3lgid) jlas)

deltaCRL OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }
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cpCps OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }

"PKI &) 831gd1 8 puns” Cle gl ave 6,111

G Slpn Jo 52 ) Ole o sll il G (3 Jemiey PRI &) (3 83lgid) 5 s Sle sl Caio
(PKICA) 8311 jldp) dlabd PKI dwoed! dd) @ o) 2y () Jolal) s 1 22YG S5le Janzasy (PKI )
.(pkiUser) Joaiwoll PKI Leoudl 1 5

pkiCertPath OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }
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userCertificate ATTRIBUTE := {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate}

"8algid) jlko) Ak Balgd" Cwi 2,211

slgad) s Jomnay Balgd o) dlblld L (3 Jal (cACertificate) "85lgdd) jle) dlals B3lgs"
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il O a5 o Slslgdd) sda fozzs OF ot 3 Bl o Slbslgdd) Al 3y Wi a8 3

O o i dnlw Wl O L 5 050y 1L A 5o 90 cA ALl a3 e g (basicConstraints)

cACertificate ATTRIBUTE := {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }
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(CA) 33\l jluoy daludl ada o dpalall slall Shy (A 5 5La)l whblgddl e L (CA b
S alel by sar s O LWl 3 CA alale al "dablill colslgld) T3 <=l e (issuedByThisCA)
B eslgs CA bl o asl 136 .CA wlaludl 0 W pe U CA daled) ods o 5 3Ll wlslgddl o ds b 5 sas
CA bl e 0,5 il CA 2l o Ut ool cd amliall CA abll w5 1 CA b
P Lo (3 dablad a\;L@.:J\ T35 ol e CA daludl sl 8 83l il (3 5lgad) wias OF 5,08l
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crossCertificatePair ATTRIBUTE := {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }
CertificatePair = SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL

-- at least one of the pair shall be present -- }
—= BV e g3 (535 o g st O ot =
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

"Cidlgad! Jlay) LS cw 4.2.11

rllal) wlblgad) e 2B e W) cadl (¢ g2

certificateRevocationList ATTRIBUTE := {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }

"ol Jlayl WS8" s 5.2.11

rillene Olakw Clslgd e 45 «.5L'° kw;L:J\ sy S 5

authorityRevocationList ATTRIBUTE := {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }
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"Wy Jua) A" s 6.2.11

t ) Jode (3 ACRL 2a3B e Olms U cadl o Lol s

deltaRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }

"l seddl Oyl 1" Cw 7211

3 8202 2 LS Obled Jertuy (dn S QL;C" Jla Wlerzal S8 e ) g o) RV WRVFCVS 2y
Hpd) ddazey o) s sus LV ASNLT joe 1 g ol ) Bl

supportedAlgorithms ATTRIBUTE ::= {

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmidentifierMatch

ID id-at-supportedAlgorithms }
SupportedAlgorithm ::= SEQUENCE {

algorithmidentifier Algorithmidentifier,

intendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies [11 CertificatePoliciesSyntax OPTIONAL }

5y (algorithmIdentifier) &)y -1 &2 OB ,al 5o 23 W 0, () ddrzn) cnd) (3 s B IS
Bl 3228 s kil Gy led) aell Jlexe¥l Je @Ys (intendedUsage) oo i) Jloaw¥) icd
Slioly Ul dgnns 53lgtll Glulo dna Ul 831gadl Slubw 15U 203 3udy (8 O ) SY Loz
Ngrs 83020 d ) ) Jlerzasl - S& ) Balgadl bl

"algadl jldeel @ Clujldl UM cw 8.2.11

Olels aold) wleglal) -y ) (certificationPracticeStmt) "8l jllol @ Sloylldl ONel" cw faniny
aslgadl sl (3 ole Ll e bl

certificationPracticeStmt ATTRIBUTE := {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
InfoSyntax u= CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyInfo } OPTIONAL } }
POLICY := TYPE-IDENTIFIER
HashedPolicylnfo 1= POLICY.&Type( {Policies} )
Policies POLICY ::={...} -- Defined by implementors --
—— Jgddl) 45 ay ——

S @ ol ) e dalldh oY ol el s s 2f g 339 50 (content) g2 LS Sl 13
“ REPRA)

Jsad) Se wdlse ) ol m3se J) ddie £ (name) a! &3S O (33 9= 5 (pointer) y o 175U <3187 13
S5E e 33y o (hash) g BSL IS 18]y aalea Hla] 3 ol Ll e alald) Ol e s e L
e AN s plassanl Sy L o A B (3 d g OF i ) Bl o) (3 ol L) O3l 2 b e
o AT ) R LalSS e il oL
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"33lgadl dwl" Cm 9.2.11

B3lgd Anlw o Ol glas - (certificatePolicy) "83lgid) Al Joron

certificatePolicy ATTRIBUTE := {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {
policyldentifier PolicylD,
policySyntax InfoSyntax

PolicylD := CertPolicyld

il duldl ol el Z’f‘pjl\ Ly s e (policyldentifier) dwlwd! &2 b e &S azis

Laslgadl
aalgadl anbd S jadl Je s 5F g8 855 5o (comtent) o gt 3T SIS 1)

Jpad) Ss w3l Ul o s3se U} Bkie |F (mame) ! 7S 0L 355 50 (pointer) b jo 15U <3S 13

3lgtdl Al (s 5 273 e (558 gb (339 5o (hash) pld BTSN ol 1)y L Bslgad) Rl e s e L

o N 38 BT e ol pLal) 2T s sl Sy L e A Sl (3 e g O i
U e as (385 e e Oldams ) Bl BLISH) e i dblay JSG pLAD a ) M (3 05 2155 sl O — A
3l 3 (..<.4 My Gane DLzl o L Lo A W 2ad) ) Sl plassal Sy . W) 3 0y el ol dle (g
(CP/CPS) &slgsdl ] (3 ol ,ld) O5elfasledl Al Ba3 I s pol g p ) O ) o M3 G 3 ERJURIREN T
o ibn N 0SS5 OIS Al S o 13 oY) il ) 055 i S L) 2l ol Sls o V) b
(s il

"PKI dwed) Al § pns” i 10.2.11

lsled i e re JST 0 S ol Balgad) sl ol s g 35 PRI ) i) s oo fomin

pkiPath ATTRIBUTE ::={
WITH SYNTAX PkiPath

ID id-at-pkiPath }
S PKI &l 3 eslgadl il akle) pkiUser s pkiCA g o Canal B frae 3 ocadl s o
(PKI &) Jorias
O wlslgd dazad ) B3lgad) Juwl Ol s o (5522 WL (PKICA e & ool s o3 055 Lk
el ) aml ) LY e Wleszal 31 gz ) 53lgddl o] ol s o i) o) ety S L S
38 =T Clo o 5nle JUA OLS Blgs (of me &1 2aVL cadl 1ib A0 Jlanz) S5y (CA dabd) sl
Lo Aol

OLSY wlslgdr dnzed I 33Lgtdl o] O s Jo (528 G (pkiUser J>bs (3 ool s o3 055 ey
ST cadl s b Jay el s ddre Jag ) o) g AU sl 3 el 0L 0SSl
el 134 5 Ll wolslgal) Sslesdl ) ol s

(PKI) o5 sond) = ldol] Gzl Gd] IV G dasl i sl 8 311

A EPRA] T 933 «(Certificate) dalgd b Q:S'” @ gl & Wlasie) Corl gl gl o) del 8 ol LI 240 4 PP
do sode &)yl 95 3 ((CertificatePolicy) 33\id! dwlww 5 ((CertificateList) <13\ 4odld 5 ((CertificatePair)
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&) CRL o352 5 lslgad slis) Jegnd ol 511 a8l 3 Liasl el Vs 50 U5 e «(SupportedAlgorithm)
fagl b At Ul By el Soias L*f; poind il CRL (31 52)) o oblgddl Gy o ol ailas oAk
) e (3 @y ) olalgad) b ddad) diine Al ge 0] 455 (5algsd)

s5lgal) db pme dasl o 1.3.11

o S a5 sy (certificate) 8l Lol fp el Bad Ao xe A Bolgld] b gl dacloll 302l O,
.3-&.;:-) oslgd

certificateExactMatch MATCHING-RULE ::={
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

Aoy Al A SUTSS W1y el B3 LTS @Il 0] MCale” el codis dacl LI Bl w5
Solgadl daslgo 2.3.11

ST gl saslg Sslgs s as (certificate) 33\gd ool o Cnd Aady Aoy me Aad (330gi)) dngl o 3065 O,
e g aflas U sl

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion

ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber =~ OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [31 AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11]1 Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL

}

AltNameType ::= CHOICE {
builtinNameForm ENUMERATED {

rfc822Name (1),
dNSName (2),
x400Address (3),
directoryName (4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress (7),
registeredid (8) },

otherNameForm OBJECT IDENTIFIER }
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

ALl SUISA) 5 s g al) Al (35 5 ) GBI e sl 13] Sl Al ods el L) Basls w5
AWl e ccad) da
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Z\.a.;.i&\ L} Lgad L“SJL..J el dagd L“; 2\_‘.3§_U oda Al Ly 13) Ca.«.ﬂjﬁ (serialNumber) J.w\...,.".‘\ Vj) Z\.Sjg.\\
92\.@})’&\

¢is g 2l Rand)) (3 Lgzad (6 glud coadl dad 3 &S ods dad <518 13) (il 5o (issuer) ).\.:a.(\ 4 S

call Al A3 Z\JSQ\ sl Aed SlS 13| (ieS) s+ (subjectKeyldentifier) g,.’\...d\ C\.‘:.ﬂ.ﬁ :Ll}b dju Z\.Sjg.\\
O ne pw g o 58 Y Byl cadl Bl oSO el gr 05 Yy Ao gl el (3 Lned (5 glus @yl
el dad L} i.i}g.\\ oda Ao osls 15) Ca.a.ﬂ)ﬁ (authorityKeyldentifier) bl CL’:.R.A :\g'}h Jju Z\.Sjg.\\
gl ol Aed (385 g gn g ) ) (35300 U S e ST 413 o dlll) 2 e & e

Codl e Al 53 eIy Aoy el dedl) by 13 (Aedlse (certificateValid) 3¢l L b S
S%j)ﬁd\

5 o Ly () 8l s Lo 2l dedl) by 13 (dadl o (privateKeyValid) o3 C\:.él\ i xS
call ded & Up\.’% CL:A\ Il 6 b c.uj.? Ao s Y ol 13 )T a.;jj'ﬁvl\ cll ded & up\.’s‘-\ CL:JLU Jlenzl
EZ\JJJ'}'J\

S sl SIS 13) (iadlse (subjectPublicKeyAlgID) w-lall oo soall 7 ldll doojy) Bt & gdt O me 3 Sl
gLl Clboglas 1 ,SU e (algorithmIdentifier) 4e)y 31 &8 O jae (3 (algorithm) &)y -1 27555
¢4 3 l) xd) 4o.d) (subjectPublicKeyInformation) «o>-ball o sal!

2 Laf 2y, & Ryl il (3 de ol Sl e ST I3 dadl e (keyUsage) g ad) Jloasal & S
JiJ.?.S\ V_MY\ cwj.? LA‘F 95):;- Z\ijsv_\\ el dad osls 13] LZ\.A.?\).A (subjectAltName) w\..d.! J..g.b V'*“ Z\.Sjg.\\
(i g bl Aol (3 ) oVl b i (AltNames) o) sl 35S e - Lall

OISl Slubw B0 ae el T e BV e dsly O 1) el (policy) Amslemd) @ SU
oy Al olgadl L colS 13) o @yl codl 2ad 3 obalgad) olelas 5 & sk @il (CertPolicySet)
Sl s 5 OIS 13 Tl g0 08T Vg L Alend! 23S0 (3 Al 8T 2ol 2l e (6 522 By ) B3lesdl U
éw}j’.‘l\ codl 43 Q2 se p5 olslgld)

& pamn elLid) Jja_é éﬂ\ ;LC”‘Y\ Ol C.N)S S:L@,..';.U o5 150 V) LZ\.‘J\}A (pathToName) P.w'ﬂ\ J! 8]-‘-""‘" Z\.Sjg.\\
oy Al W aed 1) Salgall o)

¢ g 2l adl) (383,051 Lgzad (6 sld cond) dad (3 %5 S ol dad ST 13) (el 5e (subject) w-lad) @ S
O o Ay ) cadl dad 3 cLall sl @518 15 il o (nameConstraints) s\eY) Sl 1 S
fad adons ) el O 3 fE Yy oy Al Al (3 A el 2 ) Seea Y &S s e ) sl
g Al dedl (3 sl de s BT

Q\:Le..ﬁ\ C}) ib ooy aﬁs‘-\jﬁ 3.3.11

.(CertificatePair) <15\gad! Q8D Lol e cml A Aoy e dad cbilgldl ij b gl dagl ol 3uels O\l
sbladl wbslgad) s (.»;j o S Py
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certificatePairExactMatch MATCHING-RULE
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

]
~

CA daludi sda uSTW 833l 1S (3 53 g U1 UL sls 13] <ol 2l coda el ) 3els o 3
& w5 sl (issuedToThisCAAssertion) CA dakud! oda AS U o 8;3Le s (issuedToThisCAAssertion)
sda & 8y3le g (issuedToThisCA) CA Aaludl odd 8 ysle @0 S (3 L) SUSU 1 g g all aedl)

Ayl cadl 23 3 (L)) e (issuedByThisCA) CA dakad)

CJ\J\.@.&'&J\ Cj) aﬁs‘-\}n 4.3.11
&5 2y . (CertificatePair) RIEPRA] T BEVCL BV ICIS S DO-F wjju dad (lslgld) B3 u;\yx sasls QJL‘u
o O))L& obL@MU )\ bl edd O))L& a.}w A.GJMA u.é.)t.;@?- J\ \b\...wu\ dnbolazll ub\.@.,wJ\ RS \;—\)J\ j\ \"j)
.Q*JL@.&J\ Cj) o CA bl oda

certificatePairMatch MATCHING-RULE ::= {

SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )
kot oda ST 8 sl 10 SU (3 83 sl L SU e cSlST 13 A" b cods el M) BasB a3
8 dd 83l oSl 3 83 g 5l ALl LTS o1 do g Al Al (3 (CA Aakud) oda ST 0 8y3l0y CA
gl cadl 2ed 3 (J) ) e (CA Akt oda o 8 )5l 5 CA dalld)

Olalgidl Lodld) db seian dosl g0 5.3.11

od N xS g O LB Lol e o Ak B g me Legd claleldd) AW db gl dael L) Busl O,
04> 9 CRL 456
certificateListExactMatch MATCHING-RULE ::= {

SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }

CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

53 3o 11 U S 15 B g ) condl Bad (353 g 5l Ol S SIS 1] I el cods sl fl) Sl w
S a1 o JQ s Ol % (35 4> 5 (distributionPoint) ST HEP S\ RCHES PR PN NI
Y

OIdlgid) dadB desl g0 6.3.11

T aIB Ex oy gl LB L) e e ek B pme Red (Ohalgtdl 2 el Sl [RCERRE
s ge afles 1) Islew) CRL
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certificateListMatch MATCHING-RULE ::={
SYNTAX CertificateListAssertion

ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

@ HRLEL SUTS 1 5 i g all Aedl (383 g U LTS s sl 13) ¢Sl b coda sl Sl s w5
I%L\.:.S\ j;»_ﬂ\ u.l.; LZ\J)?JJ call s
¢ g 2l ad)) (3 Lgzad (6 glud coadl dad (3 &S ods Aad <3S 13 (el 5o (issuer) yeall &S
AU w5 (353 ) Aol pn sl ST (g5l aad SIS 13] (Aedl 5o (MinCRLNumber) 45\l o35 ol % S
(CRL &3l (3 s i o (6522 ¥ g ol cond) dad 387 13) At g0 085 Yy &g ol cndl 303 (3 CRL
B3 5 (3 53 ) el pa ST 5l (6 gl a2ad 1S 13 cedl 5o (MaXCRLNumber) il o8, ST 2,8
¢CRL 3 ) Cw):dl;%;j;;‘y L g el) condl dagd Ol 3] dad) e ojis Yy .4yl el aad 3 CRL
L] < io g Al dadll 3 deso sl L) e sty ST @SS 15 (@ed)se (reasonFlags) ‘;“\}v\j‘ Uy 1,
By pdl cadl dad (35 )0al m Al s e (onlySomeReasons) (S5 jar o U S (3 A o 5
¢ el ) dak w3 (Sl DU :u;‘;\ e st Y wy ) cadl dad @Sl 13 Ll a2 g 0555
66 a0l m ek w5 e 6 Y B Rl ol e ST

@l e CRL a3l ¢ 322 VT ezt & V) (S5l Sty o Aol Led o315 U8 CRL &6 0487 oo o2 )1 e — Al

oda 5 as ae e e lids
Ma 25,80 (3 8550 ) Al o Lo 5 (6 5led wed oIS 13 (Aadl 5o (dateAndTime) <315 w2 S
(nextUpdate) p3Wd) croed) &S00 (3 52 5 il e S5 ) 5l iy ol cndl e e (thisUpdate) Gwoed)
@3l o) LTSN e (6558 Y By pd) o) Al 38T 15) Al 0 0S5 Yy Ly el ) Db e
el s ) i & S e 6528 By ) ol Aa SIS 13 il 4 (distributionPoint) gg) 53) A % S
(W) e V1 KT o ol g e ) s (3 ZLUL 2l (5 gLs 20 g ) 2l (3 S0 s 20 OS5
el s 3 Z\.S)ﬂ\ sds ded ilS 13 (dedl 5o (authorityKeylIdentifier) dal.d! C\:..n.n & on JJ.M Z\.S)Q\
Oore rw g o et ¥yl cadl dad GO 1Y) Al 055 Vo g all Zed)) (3 Lgzed (s glus gl
Byl o) Bad (353 g g0 A g all Aedll SU SO i S8 calaldl ke B s
L)yl 31 By OB pre daslge 7.3.11
Logodn Oyl Lol 0 cw Bd Aogae Aed e )b B O Wl Ll suel O )W
.(SupportedAlgorithms)

algorithmidentifierMatch MATCHING-RULE::= {

SYNTAX  Algorithmldentifier
ID id-mr-algorithmldentifierMatch }

by Lgpr Caa TS ol Rop Al dl S Ol A saeld) eds a5y
g ) cadl 4 (3 (algorithmldentifier)
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dwld) dosl 90 8.3.11

Cx dasdy 9l ((CertificatePolicy) 33\gad) &b Lol o o A &g e ded il das L) 306 O,
.(privPolicy) 4o\ dwlew Lol -

policyMatch MATCHING-RULE  ::={
SYNTAX PolicylD
ID id-mr-policyMatch }

(policyIdentifier) dwle! 498 O jme 78U (¢ gl Bz g al) 2ol 5187 13) ("Il Badl) Sueld) ods o 5

PKI deoedl &l 8 s dosl 90 93,11

PKI &d) 8 pd Loo) o nd Aol 5 5 e dad (pkiPathMatch) PKI &od) 8 pws dos! ol dagl 5l 3020 O )5
W jal 33lgy T3 5 e clim) el o gl sald 5l 0ds Joniey O wlslgad) Jloszal alad -Ssy . (pkiPath)
o) Ll §olo Balgiy gy (8 s a1 CA dlale

pkiPathMatch MATCHING-RULE ::={

SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

PkiPathMatchSyntax ::= SEQUENCE {
firstlssuer Name,
lastSubject Name }

& G355 (firstlssuer) J3Y! ).C.ai\ AP SUNE I WAPYPA Ul PO JCS Ui S PR WL WO ‘;Aﬁ sl L) 328 o 5
Aol 3T 13y gl 2l 3 (SEQUENCE) wbdl 3 53les J5Y (issuer) yiall iz 3 bl ol
el @ oles 2Y Colall Js g Al ola) s 3315 (lastSubject) Y colall Sl (3 asy Al
Lo Ll s e Bul g 6 s 13] (e bl dadl) codn gl Sl 3us 5y 5yl dedl 3 (SEQUENCE)
3\gadl desl ol &l s 10.3.11

31y Bolg m ay (Certificate) 83lgh Laodl o ool dacky D2y e Bod (B3lgd) a2 a0
s e aflas ) blaw) Slblgs sas

enhancedCertificateMatch MATCHING-RULE ::={
SYNTAX EnhancedCertificateAssertion

ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [11 Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [31 AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgIiD [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [71 KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [91 CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax =~ OPTIONAL

= LY e 53 g ity 54K 05T O F e B Y
(ALL EXCEPT ({ -- none, at least one component shall be present -- }))
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AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

<lisl s+ (3 (EnhancedCertificateAssertion) dwws! 831g3d) as T e S el ddes =5
Bl (3 53 g 5l QLTS s oS5 <AL Bl codin Bagl M1 B0 o 5y Bl T/ 5 IS (3 L e )
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AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}
AttributeCertificatelnfo ::= SEQUENCE

{

A
version AttCertVersion, -- version is v2
holder Holder,
issuer AttCertlssuer,
signature Algorithmidentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}

AttCertVersion ::=INTEGER {v2(1) }
Holder ;= SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,

ool o porf] = Leil] 53l foudowill 1) 5 jtlal] ——
-- the issuer and serial number of the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
2153 3 ST o) ==
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL
-- used to directly authenticate the holder, e.g., an executable
-- at least one of baseCertificatelD, entityName or objectDigestInfo shall be present --}
o U S o dicl] G Y e g (o 06 pilen fold] OliceY fartuy ——
g g0 0450 Of g sl o i go Sloglan S LS w5 (33lgtl) il &0 ——
ObjectDigestinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {

publicKey (0),

publicKeyCert (1),

otherObjectTypes (2) },
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmidentifier,
objectDigest BIT STRING }
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AttCertlssuer ::= [0] SEQUENCE {

issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [11 ObjectDigestinfo OPTIONAL }

G350 055G I g 5V e sy 1Ce ——

-- At least one component shall be present
( WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificatelD PRESENT } |
WITH COMPONENTS { ..., objectDigestinfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }
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AttributeCertificationPath ::= SEQUENCE {

attributeCertificate AttributeCertificate,

acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {

certificate [0] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL }
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role ATTRIBUTE ::={

WITH SYNTAX RoleSyntax

ID id-at-role }
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName }
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xmlPrivilegelnfo ATTRIBUTE ::={

WITH SYNTAX UTF8String -- contains XML-encoded privilege information
ID id-at-xMLPrivilegelnfo }
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CERTIFICATE-ATTRIBUTE DEFINITIONS ::=

BEGIN
Role ::= [UNCAPITALIZED] SEQUENCE {
id [ATTRIBUTE] XML-ID,

authorities SEQUENCE (1..MAX) OF
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authority UTF8String,
name UTF8String }

XML-ID ::= UTF8String

END . - -
H(e) oSS B Suds Ly a5 1) XSD dladasd) puis

<schema xmins="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="ID"/>
<complexType>
<sequence>
<element name="authorities">
<complexType>
<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
</element>
</schema>
XML &1 G jleel) o8 Sloghas cndl oo 4ed Jaw of W@J\ ol aladasd) Sliy ad las o Jle
JdW o 55 L6 s (xMLPrivilegelnfo)

<role id="123" xmIns="http://www.example.org/certificates/attribute">
<authorities>

<authority>Fictitious Organization</authority>

</authorities>

<name>manager</name>

</role>
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timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }
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.(AttributeCertificate)

timeSpecificationMatch MATCHING-RULE ::={
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

Bugad) Sl glall o 5 2.2.1.15
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targetingInformation EXTENSION ::={

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets

IDENTIFIED BY id-ce-targetinformation }
Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target : := CHOICE {

targetName [0] GeneralName,

targetGroup [1] GeneralName,

targetCert [2] TargetCert }
TargetCert ::= SEQUENCE {

targetCertificate IssuerSerial,

targetName GeneralName OPTIONAL,

certDigestinfo ObjectDigestinfo OPTIONAL }
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userNotice EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

golas b b ccw ollals o5 8 sle 55 CL:.L» wlslgd 3 }T cw o ollgd 3 cﬂjﬂ\ REQNEY u\bS.g
W g OF S Yy I UL g o 2 e wllabe b K Gl @IS 508 Jans OF LeSs UL ) calakd)
Sllbe oo 8 okall coad) whblgs 3 o Aaled) WAl 1A O g5 e s 5F W) ohlesd 3 gl s
el IS 305 Ll fows O LeSe Y e

DS s aST e V) Gy ¥ 6l ccm Al s OLS o 5 pslo Baled 3 g e esdl s OIS 3],
coblgadl s Je cadiaale §juds de Sn Y oeag aslgadl (383 e sl o sLae
.SJL@,ﬁ‘)mngwccfﬂ.&ji»f@}“ ‘Muﬁdiﬁj
Sfydjwy‘wwuu\&&w\ Qwupﬂdip.;ccﬁmt Lj,wj.»cwjﬂ\u.ad\f\bb
Sl e il 07 () Sl o gl ] ) Balgd o SLas¥) U875 O3 Slasl e L 05T
L@\JLJY\S}ML&“L;&M\QMAU,&JM d\dc(&bwwo;%\cwy

150 Lae ol O pay jlaa¥l a8 50 ) aois OF SLaaW) e i S8z > 8 s Gy o e A s O 130
Uil Hlae) Slulews o 5 4.2.1.15

Slalw oo 3302 20 gat 1o Jlenzall s snd) b jlae¥l ST s SO asall jla) wlela i Jaxzay

IR
acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }
AcceptablePrivilegePoliciesSyntax = SEQUENCE SIZE (1..MAX) OF PrivilegePolicy
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indirectIssuer EXTENSION ::= {

SYNTAX BOOLEAN
IDENTIFIED BY  id-ce-indirectIssuer }
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indirectIssuerMatch MATCHING-RULE ::={

SYNTAX BOOLEAN
IDid-mr-indirectlssuerMatch }
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noAssertion EXTENSION ::= {

SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }
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noRevAvail EXTENSION ::= {

SYNTAX NULL
IDENTIFIED BY id-ce-noRevAuvail }
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sOAldentifier EXTENSION ::={
SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier }
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sOAldentifierMatch MATCHING-RULE ::= {
SYNTAX NULL
ID id-mr-sOAldentifierMatch }
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attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor } }
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AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})
AttributelDs ATTRIBUTE ::={...}
AttributeName ::= UTF8String(SIZE(1..MAX))
AttributeDescription ::= UTF8String(SIZE(1..MAX))
PrivilegePolicyldentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }
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.(AttributeCertificate)
attDescriptor MATCHING-RULE ::={

SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }
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roleSpecCertldentifier EXTENSION ::=

{
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED BY { id-ce-roleSpecCertldentifier }

}
RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertlssuer [1] GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL
}
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.(AttributeCertificate) !

roleSpecCertldMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }
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basicAttConstraints EXTENSION ::=
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax ::= SEQUENCE
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL

}
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basicAttConstraintsMatch MATCHING-RULE ::={
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }
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delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }
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delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax

ID id-mr-delegatedNameConstraintsMatch}
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acceptableCertPolicies EXTENSION ::= {
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER
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acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }
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authorityAttributeldentifier EXTENSION :=

{
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier }

}
AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld
AuthAttid = IssuerSerial
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authAttidMatch MATCHING-RULE ::= {

SYNTAX AuthorityAttirbuteldentifierSyntax
ID id-mr-authAttidMatch }
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indirectissuer EXTENSION ::= {

SYNTAX NULL
IDENTIFIED BY id-ce-indirectlssuer }
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indirectlssuerMatch MATCHING-RULE ::={
SYNTAX NULL
ID id-mr-indirectissuerMatch }
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issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
ID id-ce-issuedOnBehalfOf }
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pmiUser OBJECT-CLASS ::= {
--a PMl user (i.e., a "holder") (' Lol=" (s PMI _laxzacs ——
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN ({attributeCertificateAttribute}
ID id-oc-pmiUser }
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pmiAA OBJECT-CLASS ::={

--a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN ({aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }
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pmiSOA OBJECT-CLASS ::={ -- a PMI Source of Authority

SUBCLASS OF {top} PMI 4l (3 dele jdizes —

KIND auxiliary

MAY CONTAIN ({attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
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attCertCRLDistributionPt OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { attributeCertificateRevocationList |

attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts }
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pmiDelegationPath OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN { delegationPath }
ID id-oc-pmiDelegationPath }
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privilegePolicy OBJECT-CLASS :={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {privPolicy }
ID id-oc-privilegePolicy }
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Lol olslegs
protectedPrivilegePolicy OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {protPrivPolicy }
ID id-oc-protectedPrivilegePolicy }
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attributeCertificateAttribute ATTRIBUTE :={

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

"Cadl il dalgn" C 2.2.17
el b alabay ol I e B w2 Py iblod 5 plall cadl wbslgs Lo kw;L:J\ cadl ¢ g4

aACertificate ATTRIBUTE := {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }
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attributeDescriptorCertificate ATTRIBUTE ::={

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }
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attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList}
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attributeAuthorityRevocationList ATTRIBUTE :={

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }
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delegationPath ATTRIBUTE ::={

WITH SYNTAX AttCertPath
ID id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate
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privPolicy ATTRIBUTE ::={
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }
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protPrivPolicy ATTRIBUTE :={

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE  attributeCertificateExactMatch
ID id-at-protPrivPolicy }
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xmlPrivPolicy ATTRIBUTE :={
WITH SYNTAX UTF8String -- contains XML-encoded privilege policy information
ID id-at-xMLPprotPrivPolicy }
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attributeCertificateExactMatch MATCHING-RULE ::={

SYNTAX AttributeCertificateExactAssertion

ID id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion ::== SEQUENCE {

serialNumber CertificateSerialNumber,

issuer AttCertlssuer }
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attributeCertificateMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
AttributeCertificateAssertion ::= SEQUENCE {
holder [0] CHOICE {
baseCertificatelD [0] IssuerSerial,
holdertName [1] GeneralNames} OPTIONAL,
issuer [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3]1 SET OF AttributeType OPTIONAL}

-- At least one component of the sequence shall be present
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holderlssuerMatch MATCHING-RULE ::={
SYNTAX HolderlssuerAssertion
ID id-mr-holderlssuerMatch }
HolderlssuerAssertion ::= SEQUENCE {
holder [0] Holder OPTIONAL,
issuer [1] AttCertlssuer OPTIONAL }
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delegationPathMatch MATCHING-RULE ::= {

SYNTAX DelMatchSyntax

ID id-mr-delegationPathMatch }
DelMatchSyntax ::= SEQUENCE {

firstlssuer AttCertlssuer,

lastHolder Holder }

oLl Wy (firstIssuer) J N ).C.a.(\ S (3 oy Al dad) IS I3 (Il Al Sl ods o 5
G oy A el il sl ded) 0 (SEQUENCE) ailad) 3 5509 ol Jol o )A-:ai\ Q= & Al
Gl a @l 38350y B3lgd =T e Jolb) i 3 AW ola)l S5 (lastHolder) x5 Y1 o1 w3

23 e s 1] el el sl ol o g 3

ol 33y o smnll il B3l (5L B Jlaszal — ml ) o

Olkes gl y seall OlanY) Jois 2l bkl o sual LIS ) plall Bl bl Wl s,
e ) 3Ll 3 Sl ala o ST ) B3les ) I a3y el olaall Bl SIS, I
I3 2 Sl a2 Gy cad) B3lgd g e ganl) 2 il Boles (5] olis B L BTy sl B

I Sl o e WS s et (3 LSS B3u2 W) sy o) Bol) 21 Sl

121 (2005/08) ITU-T X.509 & !



ISO/IEC 9594-8:2005 (A)

ngU‘ Oy 18

dalas DSy Olacwl Jom LS (DUA) ) glaw NSy e 4l 09y ) Cleanid) Ozl I ey
ik owm ol OLzeY! o o) OlazwY) SREEMW Sy DSA =Y 2y rkenzund) (DSA) I
3 aall Olaaa ¥y ol Olian DU sl o ) sl oY1 W) ol ad) - 5y L)

Lol Sldzal Olel ) 118

e e Gae (BL) e 2dSTs Jemteed) ol clVE e e A2 a5 @i Ll Ol 2l
Olaza¥l Befy Lopme Ole (3 L aladly sda ol AdST pliseza) las Olay iU S ool ey consld)
(DUA) W fomis Sy G 30T SULST Otz (6f Jais 21 it bl 3 oy posiizny (S o)

Oz o) ) S5y (DSA) Jdoll pllad =T JS7y5 (DSA) Jd) sl LSy o s (DSA) J*W‘ rU@ J5 95

POV RPN aaill ) (st 58y Bl aaly (Lylitl) ol BalSTy Jomtadd poll c NI L2 (O

iy is sast] @wgo\ycéﬁjwsﬁj\/} i o35 e RSy Joraeld pall ¥ L2 (2
éoLﬁfY\S.x.;-)

e o OF el oo iy Jlake o) @ (@ A G Bl B sl LS (¢
PIPA B RVSPE RV CIEY

il o2V sy U1l 0555 0f 5k 0 o dm gy ¥ — 1 Ao

ARSI At m 5 3 ) OIS e Sl ] ) 3L s o S = 2 i
e am VI Cg e Wl 0L 0,5 Y Lis e I 8 3Ll ey ol e ool S i OF 2
e ael g J_{w LA™l alSTy fexzenald ,,,_U Rl B clad LIS ol
\fSW\‘d.@_M wj&j\.cc(wjﬁcﬁo) oLy a.k..;-j J\jb 4./:\.90)}.‘4’ Ujgr ‘“L‘*"UJ’M@M uuj)\j;l-\j
Loy QUi LA plal) o YIS KB

X.509_F05

&f%d&w\;\ﬁl—sw\
e@nggo}wwjﬁA\ws&ﬂuMAw (1

fmj\wwdbqéjcJ;JJ\L;iwjpjiuﬂijMﬁA\ﬁwa\&ﬂ 2
AR W s e (UserPassword) Josiodd) o &S cadl 3 b i) 2 JSIL s lac
(U & w o El aes pldsnby A Jorzdly

(2005/08) ITU-T X.509 e s 122



ISO/IEC 9594-8:2005 (A)

fol sl 5o B Jamieald (i o) W ST5 (3

A Jemzad) ) cdzd o sl E e OlaaaY) s Jle ) S8 (4
ol BalSTy pd) W) e B Jenned) g OF ey o (1 A 0 ean el Ol Wl ISCa)
(4 A N ey b
A sdly gl et Sloslas LI g 1.1.18

7£) Y1 b5 O L 125 f1 0Ly L ghly i el e Sl glas 05 s Sk (b 6 IS e
A SBLEY Aol y bl A1 el 26,31y s W plsly Olidlz 5 Oliilaze) (Case S

A » |
N e
passw > >
tl A f ! _L’
N 2 |
qlA gc.;
A 12 >
2 >
2" >
X.509_F06

A RSN oY)

&

passwA AM JMJ\ FNy
R (IR S SO VRN (PO PR EI
(05! Ll Ozl — 6 SN
;&\ Lodl Oz ) ) 2.1.18

(o L) DLz ¢l ) 7 JCad =25

X.509_F07

:seﬁ\ L Oy sl =7 JSJJ\
I 3 1 D sty U s 2l 1

Glad) wls B Jemtew U ((Toaandl) 3dl O oal) ) Sloglas alan (A Jomtoss oy (1
055 Laisy sl 30 Sy mld e Jam G 6 S8 3 il (1) A sk
el S iy B sl U)o JMW Slertns

USE e A el ST a0 S

(1 =) Protectedl =1 (t14, q14, A, passw?)

123 (2005/08) ITU-T X.509 e s



ISO/IEC 9594-8:2005 (A)

(IS e B o) ) bl U1 e slall
(1o52=-1)) Authenticatorl = t14, q14, A, Protected1
! ;)M) sl g A fenzid) L@JMJTL:S.S\ B ghly iy pl) Ladl Slaslall 0 B sl iy (2
(AM» wwwm@ cAM* L@J.xscsj\ ‘\,;,.5\ V;JJ\ My g ey 2l
Lle 50, wju. (1 2 Wsu, iy 2l 2e s L1 ole el
Al el ) Sl gall a gl A Jarzeel) iy o B femsndl 0S8 (3
I o e ) OBl 125 A1 G sl ST R @i o) Y s Sy
Gl wloy B Jenzadl ) (2oaaadl) 2 obL Cayanl) el L3LoY) Gl slas A Jorzdl ey (1
o ALY B 0S5 .6 ISE & s pn LS of2 oY) a6 Y1 D) ks 3L
 JSad)
(2‘_;».4\) Protected2 = /2 (12*, q2*, Protected1)
(el e B ezl () 2l 1 e sl
(2. azdl) Authenticator2 = t14, £24, q1%, q2%, A, Protected2
BalS” e bl o e WLy (e LY A ferned) o 2SO A2 303 B fensd) W iU <) Y
2 (Bl 35
Al G el Bead) Sl all a gl A Jarzeel) i ol B Jessndl 0S8 (2

J aJJ.SE\) J.J.U\ L;_r« u\;\/;—}[\ sda O.Ja_: LA.L&) LW‘).A 3 Bs A \_;\J.A.x_\...\l\ ).,U u\j‘uﬂ\ ol J RN u\;\/,:-}f\ il
QJ& of ﬁ c(ISO/IEC 9594-4 gJ,\J\ Lal) | ITU-T X.518 W}J‘ 3 ISO/IEC 9594-3 L) jLall | ITU-T X.511 w)J\

.(DSA) JJJJ\ ¢U9J f‘F})ﬁd-U\BM\J Ua.a,»DSAJJ-U‘ (’UG-J %S

"Joriadl o ddST Cadt bE 3118
bl aag dhade o femnl e BST cd) ady L Oudl Ll AdST e fenead) e 2lST cnd) bad (o 24

userPassword ATTRIBUTE := {
WITH SYNTAX OCTET STRING (SIZE (0..ub-user-password))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }
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-- A.1  Authentication framework module olecw Yl b su~4 1A --

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Directory services. Other applications may use them for their own purposes, but this will not constrain
-- extensions and modifications needed to maintain or improve the Directory service.

Lg.[muv,gj (JLJ..«L//J :Jj:-jw L;j:-/ASN] u/.bj J MW}/JM :.J}_}.//a.LA J 43/%[//'*4/] 2&)// -
s Sy o8 ol 51,28 (o ot oliker lglanis 6y ) loctst J) 3Ll (3 8 (5 ot oliker ——
WJU[:JVU/ PPNED aé..z/d.v)u/ uD@J&J/j ul&wf//ulc ks u;/qu/‘jwy/ -
IMPORTS
id-at, id-nf, id-oc, informationFramework, upperBounds, selectedAttributeTypes, basicAccessControl,
certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top
FROM InformationFramework informationFramework

ub-user-password, ub-content
FROM UpperBounds upperBounds

Uniqueldentifier, octetStringMatch, DirectoryString{}, commonName
FROM SelectedAttributeTypes selectedAttributeTypes

certificateExactMatch, certificatePairExactMatch, certificateListExactMatch, KeyUsage, GeneralNames,

CertificatePoliciesSyntax, algorithmldentifierMatch, CertPolicyld
FROM CertificateExtensions certificateExtensions ;

-- public-key certificate definition -- - grey/) c Ll dolgds iy p2r —
Certificate ;== SIGNED { SEQUENCE {
version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmidentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeylnfo SubjectPublicKeyinfo,
issuerUniqueldentifier [11 IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3 v3 j/;VZ ka2l O j.C” g O --
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3 v3 j/‘v2 2l O ).C g O -
extensions [3] Extensions OPTIONAL
-- if present, version shall be be v3 -- } } {{-Vv3 &0 jﬁ A4 O] --
Version = INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber := INTEGER
Algorithmidentifier ::== SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
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-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the parameters component of Algorithmldentifier.
i wlli e dewiis Lol oF Alaz oUde) JLbsl ¢ f g0 L) Qujid/éﬁf G ==
i o i gn e S ladal) 35S gl i) o & llos ds pastl ods . JsS 4ig 0 ——
SupportedAlgorithms ALGORITHM ::= {...}

Validity := SEQUENCE {
notBefore Time,
notAfter Time }

SubjectPublicKeylnfo i:= SEQUENCE {
algorithm Algorithmlidentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension
-- For those extensions where ordering of individual extensions within the SEQUENCE is significant, the
-- specification of those individual extensions shall include the rules for the significance of the order therein
e 35 gl o U] Aol it 23 3Y) s gl ailis Al e O ¢ e I3 ppled] i ls Sl s o 04K Laikie =
Extension ::= SEQUENCE {
extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }
ExtnType ool dnd] (3 joal)_jsictill 41,3) DER ity (5328 ==
{-- extnld J=0 Jlé/c,ﬂj;l/éyfy —

ExtensionSet EXTENSION = { ..}
EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }
WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }
-- other PKI certificate constructs PKI &l slg ) (s T o
Certificates = SEQUENCE {
userCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates = SET OF Certificate
CertificationPath = SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePair OPTIONAL}
CertificatePair = SEQUENCE {
forward [0] Certificate OPTIONAL,
reverse [1] Certificate OPTIONAL
-- at least one of the pair shall be present -- } {-- /;jz-fa ij'f/ (E2 5 o Ay BN Jes -

(WITH COMPONENTS { ..., forward PRESENT} |
WITH COMPONENTS { ..., reverse PRESENT})

-- certificate revocation list (CRL) (CRL) <hbslgidl Jlby) 2oils -
CertificateList n= SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version shall be v2 v2 dxn2)l O fC‘ Ly J) -
signature Algorithmidentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
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crlEntryExtensions
crlExtensions [0]

-- information object classes --

Extensions OPTIONAL } OPTIONAL,
Extensions OPTIONAL }}

— Closlell e 5 g0 Sl -

ALGORITHM ::= TYPE-IDENTIFIER

-- parameterized types --

HASH {ToBeHashed}
algorithmidentifier
hashValue

- ladrs b5 LU -

SEQUENCE {
Algorithmldentifier,
BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded octets --
- DER izl § il clislS) o o ol o] ded Gt 0555 Of (5

-- of a value of --ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } u=

{({eop s e

BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

- (1.6 L) (8 pedl giidll delsd) DER il ,@J/uu,:y/u,&f,e;?/mzwujxwd

ENCRYPTED { ToBeEnciphered } n=

(= U ol o i ol o] o7 7 o \grd 5 Mo - i
BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered})

SIGNATURE { ToBeSigned }
algorithmidentifier
encrypted

SIGNED { ToBeSigned }
toBeSigned
COMPONENTS OF

-- PKI object classes --

pkiUser OBJECT-CLASS

e i e ] ke e 00 O -
(el §) izl del38) BER pitilly § il ol oY) s -

n= SEQUENCE {
Algorithmidentifier,
ENCRYPTED-HASH { ToBeSigned }}

= SEQUENCE {
ToBeSigned,
SIGNATURE { ToBeSigned }}

- ole gl Slio -

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {userCertificate}

ID id-oc-pkiUser }

pkiCA OBJECT-CLASS ={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }

cRLDistributionPoint OBJECT-CLASS n={

SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName }

MAY CONTAIN { certificateRevocationList |
authorityRevocationList |
deltaRevocationList }

ID id-oc-cRLDistributionPoint }

cRLDistPtNameForm NAME-FORM u={

NAMES cRLDistributionPoint

WITH ATTRIBUTES
ID

{ commonName}
id-nf-cRLDistPtNameForm }
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deltaCRL OBJECT-CLASS {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }
cpCps OBJECT-CLASS n={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }
pkiCertPath OBJECT-CLASS ={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }
-- PKI directory attributes -- - PKI il I < poid] -
userCertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate}
cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE :=
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }
certificateRevocationList ATTRIBUTE ::=
WITH SYNTAX CertificateL.ist
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }
authorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }
deltaRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }
supportedAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmidentifierMatch
ID id-at-supportedAlgorithms }
SupportedAlgorithm ::= SEQUENCE {
algorithmidentifier Algorithmidentifier,
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [11 CertificatePoliciesSyntax OPTIONAL }
certificationPracticeStmt ATTRIBUTE := {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
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InfoSyntax ::= CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyinfo } OPTIONAL }}

POLICY := TYPE-IDENTIFIER

HashedPolicylnfo = POLICY.&Type( {Policies} )
Policies POLICY ::={...} -- Defined by implementors --

certificatePolicy ATTRIBUTE := {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {
policyldentifier PolicyID,
policySyntax InfoSyntax
}

PolicylD ;== CertPolicyld

pkiPath ATTRIBUTE ::={
WITH SYNTAX PkiPath
ID id-at-pkiPath }

PkiPath ::== SEQUENCE OF Certificate

userPassword ATTRIBUTE ::=
WITH SYNTAX

EQUALITY MATCHING RULE octetStringMatch

ID

-- object identifier assignments --

-- object classes --

id-oc-cRLDistributionPoint
id-oc-pkiUser

id-oc-pkiCA
id-oc-deltaCRL
id-oc-cpCps
id-oc-pkiCertPath

-- name forms--

id-nf-cRLDistPtNameForm

-- directory attributes--

id-at-userPassword
id-at-userCertificate
id-at-cAcertificate
id-at-authorityRevocationList
id-at-certificateRevocationList
id-at-crossCertificatePair
id-at-supportedAlgorithms
id-at-deltaRevocationList
id-at-certificationPracticeStmt
id-at-certificatePolicy
id-at-pkiPath

END

id-at-userPassword }

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :

OBJECT IDENTIFIER :

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
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OCTET STRING (SIZE (0..ub-user-password))

{id-oc 19}
{id-oc 21}
{id-oc 22}
{id-oc 23}
{id-oc 30}
{id-oc 31}

{id-nf 14}

{id-at 35}
{id-at 36}
{id-at 37}
{id-at 38}
{id-at 39}
{id-at 40}
{id-at 52}
{id-at 53}
{id-at 68}
{id-at 69}
{id-at 70}
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-~ A.2  Certificate extensions module lgid lew 37 dd>~4 2.4 --

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 5}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 5}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, MATCHING-RULE
FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier,
EXTENSION, Time, PolicylD
FROM AuthenticationFramework authenticationFramework

DirectoryString {}
FROM SelectedAttributeTypes selectedAttributeTypes

ub-name
FROM UpperBounds upperBounds

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;

-- Unless explicitly noted otherwise, there is no significance to the ordering 35 5ll pe c-;L::f/ Sl sSCo i e gy Y ——
-- of components of a SEQUENCE OF construct in this Specification. i) o U3 i J’/‘*"/‘/ Lo ciio ol ods 3 ——
-- public-key certificate and CRL extensions -- —= CRL iy oo pan)l c Ledll sslgss olew i ——

authorityKeyldentifier EXTENSION ::= {
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,

authorityCertlssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )
Keyldentifier ::= OCTET STRING

subjectKeyldentifier EXTENSION ::= {
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier ::= Keyldentifier

keyUsage EXTENSION ::={

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {

digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}
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extKeyUsage EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

privateKeyUsagePeriod EXTENSION ::={
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [11 GeneralizedTime OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER
PolicyQualifierinfo ::= SEQUENCE {

policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierid})
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }
anyPolicy OBJECT IDENTIFIER := {2529320}
CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }
WITH SYNTAX {

POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &AQualifier] }

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }

subjectAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1]1 1A5String,

dNSName [2] 1A5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] 1A5String,

iPAddress [71 OCTET STRING,

registeredID [81 OBJECT IDENTIFIER }
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OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [1] DirectoryString {ub-name} }

issuerAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraint }

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
requiredNameForms [2] NameForms OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {

base GeneralName,

minimum [0] BaseDistance DEFAULT 0,

maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

NameForms ::= SEQUENCE {
basicNameForms [0] BasicNameForms OPTIONAL,

ISO/IEC 9594-8:2005 (A)

otherNameForms [1] SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL }

(ALL EXCEPT ({ -- none; i.e., at least one component shall be present -- }))

BasicNameForms ::= BIT STRING {

rfc822Name (0),
dNSName (1),
x400Address (2),

directoryName (3),

ediPartyName (4),
uniformResourceldentifier (5),
iPAddress (6),

registeredID (7) } (SIZE (1..MAX))

policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }
PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy  [0] SkipCerts OPTIONAL,
inhibitPolicyMapping  [1] SkipCerts OPTIONAL }

SkipCerts ::= INTEGER (0..MAX)

—= BV e sy 55K i (o e b Y -
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cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ::= INTEGER (0..MAX)

reasonCode EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

criScope EXTENSION ::= {

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE {
authorityName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [51 NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
baseRevocationinfo [91 BaseRevocationinfo OPTIONAL
}
OnlyCertificateTypes ::= BIT STRING {
user (0),
authority (1),
attribute (2) }
NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [11 INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationinfo ::= SEQUENCE {
cRLStreamldentifier [0] CRLStreamidentifier OPTIONAL,
cRLNumber [11 CRLNumber,
baseThisUpdate [2] GeneralizedTime }

statusReferrals EXTENSION ::={

SYNTAX StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }
StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {

cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL}
CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [1] GeneralName OPTIONAL,

deltaReflnfo [2] DeltaReflnfo OPTIONAL,

cRLScope CRLScopeSyntax,
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lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaReflnfo ::= SEQUENCE {

deltaLocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }
OTHER-REFERRAL ::= TYPE-IDENTIFIER
cRLStreamlidentifier EXTENSION ::={

SYNTAX CRLStreamldentifier

IDENTIFIED BY id-ce-cRLStreamldentifier }
CRLStreamldentifier ::= INTEGER (0..MAX)

orderedList EXTENSION  ::={
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }
OrderedListSyntax ::= ENUMERATED {

ascSerialNum (0),
ascRevDate (13}
deltalnfo EXTENSION ::= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation ::= SEQUENCE {
deltaLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }

cRLDistributionPoints EXTENSION ::= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8)}

issuingDistributionPoint EXTENSION ::={
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certificate types

Slalgh o b s gt s Jomanod) 0 goall #llll S3lgd o ol (g gt Ol ST T 13 ==
Cnlead) ST ki CRL ALl 0555 (A" e LageilS” i g g0 83\gd) ylias) dlaks ——

distributionPoint [0] DistributionPointName OPTIONAL,

onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,

onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,

onlySomeReasons [3] ReasonFlags OPTIONAL,

indirectCRL [4] BOOLEAN DEFAULT FALSE }
certificatelssuer EXTENSION ::= {

SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }
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deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }
BaseCRLNumber ::= CRLNumber

toBeRevoked EXTENSION ::={
SYNTAX ToBeRevokedSyntax
IDENTIFIED BYid-ce-toBeRevoked }

ToBeRevokedSyntax::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,

reasonlinfo [11 Reasoninfo OPTIONAL,

revocationTime GeneralizedTime,

certificateGroup CertificateGroup }
Reasoninfo == SEQUENCE {

reasonCode CRLReason,

holdinstructionCode HoldInstruction OPTIONAL }

CertificateGroup ::= CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange[1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,
endingNumber [1]1 INTEGER}
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber
revokedGroups EXTENSION ::={
SYNTAX RevokedGroupsSyntax
IDENTIFIED BYid-ce-RevokedGroups }
RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup

RevokedGroup ::=SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,

reasonlinfo [1] Reasoninfo OPTIONAL,

invalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup[3] RevokedCertificateGroup }
RevokedCertificateGroup ::= CHOICE {

serialNumberRangeNumberRange,

nameSubtree GeneralName }

expiredCertsOnCRL EXTENSION ::={
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BYid-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
baseUpdateTime EXTENSION ::={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

aAissuingDistributionPoint EXTENSION ::= {
SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [ 0] DistributionPointName OPTIONAL,
onlySomeReasons [ 1] ReasonFlags OPTIONAL,
indirectCRL [ 2] BOOLEAN DEFAULT FALSE,

containsUserAttributeCerts [ 3]1 BOOLEAN DEFAULT TRUE,
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[4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [ 5] BOOLEAN DEFAULT TRUE }

inhibitAnyPolicy EXTENSION ::={
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

-- PKI matching rules --

certificateExactMatch MATCHING-RULE ::={
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber
issuer [1] Name
subjectKeyldentifier [2] SubjectKeyldentifier
authorityKeyldentifier [3] AuthorityKeyldentifier
certificateValid [4] Time
privateKeyValid [5] GeneralizedTime
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER

keyUsage [7] KeyUsage
subjectAltName [8] AltNameType
policy [9] CertPolicySet
pathToName [10] Name
subject [11] Name

nameConstraints [12] NameConstraintsSyntax

AltNameType ::= CHOICE {
builtinNameForm ENUMERATED {

rfc822Name (1),
dNSName (2),
x400Address (3),
directoryName (4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress (7),
registeredid (8)}

otherNameForm  OBJECT IDENTIFIER }

CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

certificatePairExactMatch MATCHING-RULE := {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE {
issuedToThisCAAssertion
issuedByThisCAAssertion
( WITH COMPONENTS

WITH COMPONENTS

certificatePairMatch MATCHING-RULE ::={
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL }

[0] CertificateExactAssertion OPTIONAL,
[1] CertificateExactAssertion OPTIONAL }
{..., issuedToThisCAAssertion PRESENT} |
{..., issuedByThisCAAssertion PRESENT} )

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,

issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }

( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

ISO/IEC 9594-8:2005 (A)
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certificateListExactMatch MATCHING-RULE := {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE ::= {

SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {
issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL}
algorithmldentifierMatch MATCHING-RULE = ::= {
SYNTAX Algorithmidentifier
ID id-mr-algorithmldentifierMatch }
policyMatch MATCHING-RULE ::={
SYNTAX PolicylD
ID id-mr-policyMatch }

pkiPathMatch MATCHING-RULE ::={
SYNTAX PkiPathMatchSyntax

ID id-mr-pkiPathMatch }
PkiPathMatchSyntax ::= SEQUENCE {
firstlssuer Name,

lastSubject Name }

enhancedCertificateMatch MATCHING-RULE ::={
SYNTAX EnhancedCertificateAssertion

ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [11 Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgIiD [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax = OPTIONAL

}

(ALL EXCEPT ({-- none; at least one component shall be present -- }))

AltName ::= SEQUENCE {
altnameType  AltNameType,
altNameValue GeneralName OPTIONAL }

-- Object identifier assignments --

id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER :=
id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::=
id-ce-keyUsage OBJECT IDENTIFIER :=
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id-ce-privateKeyUsagePeriod
id-ce-subjectAltName
id-ce-issuerAltName
id-ce-basicConstraints
id-ce-cRLNumber
id-ce-reasonCode
id-ce-instructionCode
id-ce-invalidityDate
id-ce-deltaCRLIndicator
id-ce-issuingDistributionPoint
id-ce-certificatelssuer
id-ce-nameConstraint

id-ce-cRLDistributionPoints
id-ce-certificatePolicies
id-ce-policyMappings

-- deprecated
id-ce-authorityKeyldentifier
id-ce-policyConstraints
id-ce-extKeyUsage
id-ce-cRLStreamldentifier
id-ce-cRLScope
id-ce-statusReferrals
id-ce-freshestCRL
id-ce-orderedList
id-ce-baseUpdateTime
id-ce-deltalnfo
id-ce-inhibitAnyPolicy
id-ce-toBeRevoked
id-ce-RevokedGroups
id-ce-expiredCertsOnCRL
id-ce-aAissuingDistributionPoint

-- matching rule OIDs --

id-mr-certificateExactMatch
id-mr-certificateMatch
id-mr-certificatePairExactMatch
id-mr-certificatePairMatch
id-mr-certificateListExactMatch
id-mr-certificateListMatch
id-mr-algorithmidentifierMatch
id-mr-policyMatch
id-mr-pkiPathMatch
id-mr-enhancedCertificateMatch

-- The following OBJECT IDENTIFIERS are not used by this Specification:

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

-- {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
-- {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

-- {id-ce 22}, {id-ce 25}, {id-ce 26}, {id-ce 30}

END

-- A.3  Attribute Certificate Framework module

{id-ce 16}
{id-ce 17}
{id-ce 18}
{id-ce 19}
{id-ce 20}
{id-ce 21}
{id-ce 23}
{id-ce 24}
{id-ce 27}
{id-ce 28}
{id-ce 29}
{id-ce 30 1}

{id-ce 31}
{id-ce 32}
{id-ce 33}
{id-ce 34}

{id-ce 35}
{id-ce 36}
{id-ce 37}
{id-ce 40}
{id-ce 44}
{id-ce 45}
{id-ce 46}
{id-ce 47}
{id-ce 51}
{id-ce 53}
{id-ce 54}
{id-ce 58}
{id-ce 59}
{id-ce 60}
{id-ce 63}
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{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
{id-mr 60}
{id-mr 62}
{id-mr 65}

.‘E,JL:J/éj..;jl/ Lpn lifre diol gl ods farind Y ——

g_,.&]/ JJLg.J J[A;/ o’;b-j
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AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 5}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --
IMPORTS

id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds, id-oc, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)

usefulDefinitions(0) 5}
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Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE, AttributeType, OBJECT-CLASS, top
FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier,
EXTENSION, SIGNED({}, InfoSyntax, PolicySyntax, Extensions, Certificate
FROM AuthenticationFramework authenticationFramework

DirectoryString{}, TimeSpecification, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

GeneralName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch
FROM CertificateExtensions certificateExtensions

ub-name
FROM UpperBounds upperBounds

UserNotice
FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5)
pkix(7) id-mod(0) id-pkix1-implicit-93(4)}
ORAddress

FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;

-- Unless explicitly noted otherwise, there is no significance to the ordering S sl g0 C-,’L”-’-‘// QU)—Q T
-- of components of a SEQUENCE OF construct in this Specification.

Lo Sl g J) ok 4 L cadolsl) ods 3 ——
-- attribute certificate constructs -- il bolgd o ——

AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}
AttributeCertificatelnfo ::= SEQUENCE

{
version AttCertVersion, -- version is v2 v2 & Gall ——
holder Holder,
issuer AttCertlssuer,
signature Algorithmidentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}

AttCertVersion = INTEGER { v2(1) }

Holder ::= SEQUENCE

{
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public Key Certificate

Soloell o o)) Leil] G3lges fndooi o5 5 ks ——

entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role JJ.U/J/‘JL,Q//,.M/ ——
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g., an executable
-- at least one of baseCertificatelD, entityName or objectDigestInfo shall be present --}

entityName ;/;baseCertiﬁcatelD e aw‘f(rubi//dl; WEYY /;f.-j» 955 of g 9;/‘(.;/;[,,‘ Sl Olezn Y foxiey —~

{—- objectDigestlnfo s/ ——
ObjectDigestinfo ::= SEQUENCE {

digestedObjectType ENUMERATED {

publicKey (0),

publicKeyCert (1),

otherObjectTypes (2)},
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }
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AttCertlssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present 53 m g0 055 I g VI e sy 550 ——

( WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificateID PRESENT } |
WITH COMPONENTS { ..., objectDigestinfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID Uniqueldentifier OPTIONAL }
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }
AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {
certificate [0] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }
PrivilegePolicy ::= OBJECT IDENTIFIER
-- privilege attributes -- == by e ——

role ATTRIBUTE::= {
WITH SYNTAX RoleSyntax
ID id-at-role }

xmlPrivilegelnfo ATTRIBUTE ::={
WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegelnfo }

RoleSyntax ::= SEQUENCE {

roleAuthority [0] GeneralNames OPTIONAL,
roleName [11 GeneralName }

-- PMI object classes -- ——PMI il ol s g Sileof ——

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser
}
pmiAA OBJECT-CLASS ::={
--a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority PMI il ibled) jiles ——

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}
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ID id-oc-pmiSOA
attCertCRLDistributionPt OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { attributeCertificateRevocationList |
attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts

pmiDelegationPath

OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { delegationPath }

ID id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }
protectedPrivilegePolicy ¥ OBJECT-CLASS :={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy }

ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes --

attributeCertificateAttribute
WITH SYNTAX
EQUALITY MATCHING RULE
ID

aAcCertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeDescriptorCertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeCertificateRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeAuthorityRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

——PMI 4l il gl ——

ATTRIBUTE ::={
AttributeCertificate
attributeCertificateExactMatch
id-at-attributeCertificate }

ATTRIBUTE := {
AttributeCertificate
attributeCertificateExactMatch
id-at-aACertificate }

ATTRIBUTE ::={
AttributeCertificate
attributeCertificateExactMatch
id-at-attributeDescriptorCertificate }

ATTRIBUTE ::={

CertificateList
certificateListExactMatch
id-at-attributeCertificateRevocationList}

ATTRIBUTE ::={

CertificateList
certificateListExactMatch
id-at-attributeAuthorityRevocationList }

delegationPath ATTRIBUTE ::= {

WITH SYNTAX AttCertPath

ID id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::={

WITH SYNTAX PolicySyntax

ID id-at-privPolicy }
protPrivPolicy ATTRIBUTE :={

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE
ID
xmlPrivPolicyATTRIBUTE ::={

attributeCertificateExactMatch
id-at-protPrivPolicy }

WITH SYNTAX UTF8String --contains XML-encoded privilege policy information

149
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ID id-at-xMLPprotPrivPolicy } XML iil) jleoY) dwlw po logles Ao gy —

-- Attribute certificate extensions and matching rules -- ot S3lg 3 Al sl) del iy e 5 ——

attributeCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttributeCertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer AttCertlssuer

}

attributeCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttributeCertificateAssertion ::= SEQUENCE {
holder [0] CHOICE {
baseCertificatelD [0] IssuerSerial,
holderName [1] GeneralNames} OPTIONAL,
issuer [11 GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL}

-- At least one component of the sequence shall be present 524 40 jﬁ o = N Y e CJ:;J/ oo ol ‘L‘}C -

holderlssuerMatch MATCHING-RULE ::={
SYNTAX HolderlssuerAssertion
ID id-mr-holderlssuerMatch }
HolderlssuerAssertion ::= SEQUENCE {
holder [0] Holder OPTIONAL,
issuer [1] AttCertlssuer OPTIONAL

}

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
ID id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstlssuer AttCertlssuer,
lastHolder Holder }

sOAldentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier }

sOAldentifierMatch MATCHING-RULE ::= {

SYNTAX NULL

ID id-mr-sOAldentifierMatch }
authorityAttributeldentifier EXTENSION ::=

{

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY { id-ce-authorityAttributeldentifier } }
AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttid
AuthAttid ;1= IssuerSerial
authAttidMatch MATCHING-RULE := {

SYNTAX AuthorityAttributeldentifierSyntax

ID id-mr-authAttidMatch }

roleSpecCertldentifier EXTENSION ::=
{
SYNTAX RoleSpecCertldentifierSyntax

IDENTIFIED BY { id-ce-roleSpecCertldentifier } }
RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier
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RoleSpecCertldentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertlssuer [11 GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber =~ OPTIONAL,

roleCertLocator [3] GeneralNames OPTIONAL }
roleSpecCertidMatch MATCHING-RULE ::={

SYNTAX RoleSpecCertldentifierSyntax

ID id-mr-roleSpecCertldMatch }

basicAttConstraints EXTENSION ::=

SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }

}
BasicAttConstraintsSyntax ::= SEQUENCE

authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL

}

basicAttConstraintsMatch MATCHING-RULE :={
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch}

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

timeSpecificationMatch MATCHING-RULE ::={
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER

acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
attributeDescriptor EXTENSION ::= {

SYNTAX AttributeDescriptorSyntax

IDENTIFIED BY {id-ce-attributeDescriptor } }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})
AttributelDs ATTRIBUTE ::={...}

AttributeName ::= UTF8String(SIZE(1..MAX))
AttributeDescription ::= UTF8String(SIZE(1..MAX))

PrivilegePolicyldentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }
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attDescriptor MATCHING-RULE ::= {

SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }
userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice

IDENTIFIED BY id-ce-userNotice }

targetinginformation EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation }

Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target::=CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert }
TargetCert ::= SEQUENCE {
targetCertificate  IssuerSerial,
targetName GeneralName OPTIONAL,

certDigestinfo ObjectDigestinfo OPTIONAL }

noRevAvail EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

indirectissuer EXTENSION ::= {
SYNTAX BOOLEAN
IDENTIFIED BY id-ce-indirectlssuer }

indirectissuerMatch MATCHING-RULE ::={
SYNTAX BOOLEAN
ID id-mr-indirectlssuerMatch }

noAssertion EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }

issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

-- object identifier assignments -- L T e lolins] --
-- object classes —- - ol dl Slaof -
id-oc-pmiUser OBJECT IDENTIFIER ::=  {id-oc 24}
id-oc-pmiAA OBJECT IDENTIFIER ::=  {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER ::=  {id-oc 26}
id-oc-attCertCRLDistributionPts OBJECT IDENTIFIER ::=  {id-oc 27}
id-oc-privilegePolicy OBJECT IDENTIFIER ::=  {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER ::=  {id-oc 33}
id-oc-protectedPrivilegePolicy OBJECT IDENTIFIER ::=  {id-oc 34}
-- directory attributes -- - L ) -
id-at-attributeCertificate OBJECT IDENTIFIER ::=  {id-at 58}
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER ::=  {id-at 59}
id-at-aACertificate OBJECT IDENTIFIER ::=  {id-at 61}
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id-at-attributeDescriptorCertificate
id-at-attributeAuthorityRevocationList
id-at-privPolicy

id-at-role

id-at-delegationPath
id-at-protPrivPolicy
id-at-xMLPrivilegelnfo
id-at-xMLPprotPrivPolicy

-- attribute certificate extensions --

id-ce-authorityAttributeldentifier
id-ce-roleSpecCertldentifier
id-ce-basicAttConstraints
id-ce-delegatedNameConstraints
id-ce-timeSpecification
id-ce-attributeDescriptor
id-ce-userNotice
id-ce-sOAldentifier
id-ce-acceptableCertPolicies
id-ce-targetinformation
id-ce-noRevAuvail
id-ce-acceptablePrivilegePolicies
id-ce-indirectlssuer
id-ce-noAssertion
id-ce-issuedOnBehalfOf

-- PMI matching rules --

id-mr-attributeCertificateMatch
id-mr-attributeCertificateExactMatch
id-mr-holderlssuerMatch
id-mr-authAttidMatch
id-mr-roleSpecCertldMatch
id-mr-basicAttConstraintsMatch
id-mr-delegatedNameConstraintsMatch
id-mr-timeSpecMatch
id-mr-attDescriptorMatch
id-mr-acceptableCertPoliciesMatch
id-mr-delegationPathMatch
id-mr-sOAldentifierMatch
id-mr-indirectlssuerMatch

END

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::

OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
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{id-at 62}
{id-at 63}
{id-at 71}
{id-at 72}
{id-at 73}
{id-at 74}
{id-at 75}
{id-at 76}

{id-ce 38}
{id-ce 39}
{id-ce 41}
{id-ce 42}
{id-ce 43}
{id-ce 48}
{id-ce 49}
{id-ce 50}
{id-ce 52}
{id-ce 55}
{id-ce 56}
{id-ce 57}
{id-ce 61}
{id-ce 62}
{id-ce 64}

{id-mr 42}
{id-mr 45}
{id-mr 46}
{id-mr 53}
{id-mr 54}
{id-mr 55}
{id-mr 56}
{id-mr 57}
{id-mr 58}
{id-mr 59}
{id-mr 61}
{id-mr 66}
{id-mr 67}
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PrivilegePolicySyntax ::= SEQUENCE {
version Version,
ppe PrivPolicyExpression }
PrivPolicyExpression ::= CHOICE {
ppPredicate  [0] PrivPolicyPredicate,
and [1] SET SIZE (2..MAX) OF PrivPolicyExpression,
or [2] SET SIZE (2..MAX) OF PrivPolicyExpression,
not [3] PrivPolicyExpression,
orderedPPE  [4] SEQUENCE OF PrivPolicyExpression }
-- Note: "sequence" defines the temporal order in which the s s o o ot éJl_J/ " ik ——
-- privilege shall be examined Ley iy o O ——
PrivPolicyPredicate ::= CHOICE {
present [0] Privilegeldentifier, )
equality [1] PrivilegeComparison, -- single/set-valued priv. .4¢ ot 3/ 6l 4 Aoy jlizel ——
greaterOrEqual [2] PrivilegeComparison, -- single-valued priv. .éid> 4 dopds jlis) ——
lessOrEqual [3] PrivilegeComparison, -- single-valued priv. .éid> 4 4oy jlie) ——
subordinate [4] PrivilegeComparison, -- single-valued priv. .éd> 4 dods jlis) ——
substrings [5] SEQUENCE { -- single-valued priv. ool g dads jliel ——
type PrivilegeType,
initial [0] PrivilegeValue OPTIONAL,
any [11 SEQUENCE OF PrivilegeValue,
final [2] PrivilegeValue OPTIONAL },
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subsetOf [6] PrivilegeComparison, -- set-valued priv. .o 3 dads jlis) ——
supersetOf [7]1 PrivilegeComparison, -- set-valued priv. .oile> 3 dnds jlie/ ——
nonNullSetinter [8] PrivilegeComparison, -- set-valued priv. .ét> 3 dads jlze) ——
approxMatch [9] PrivilegeComparison,
-- single/set-valued priv. (approximation defined by application) — (s.bil oous Cy &) is sast J/‘ ol g dods jlizel ——
extensibleMatch [10] SEQUENCE {
matchingRule OBJECT IDENTIFIER,
inputs PrivilegeComparison } }

PrivilegeComparison ::= CHOICE {

explicit [0] Privilege,
-- the value(s) of an external privilege identified by Privilege.privilegeld sl 42 == jlLzsl per o s ——
-- Privilege.privilegeld is(are) compared with the value(s) S 3 inl o m,ul ’ /'*ﬂ/l/; Ll o L ——

-- explicitly provided in Privilege.privilegeValueSet
Privilege.privilegeValueSet ——
byReference [1] PrivilegeldPair }
-- the value(s) of an external privilege identified by pnd)) 45 ool Ll o J/‘i«:j ——
-- PrivilegeldPair.firstPrivilege is(are) compared with S S idll O LS Privi . . ..
dadll O L7 P IdPair firstPrivilege ——
-- the value(s) of a second external privilege identified by el S il Ol rz}/zlege - air firs ”Vf ege
-- PrivilegeldPair.secondPrivilege e "’/fl/"/ Z;"‘Jl" J'@Qd“*’[j‘; -
PrivilegeldPair.secondPrivilege

Privilege ::= SEQUENCE {
type PRIVILEGE.&id ({SupportedPrivileges}),
values SET SIZE (0..MAX) OF

PRIVILEGE.&Type ({SupportedPrivileges} {@type})
}

SupportedPrivileges PRIVILEGE

PRIVILEGE := ATTRIBUTE
-- Privilege is analogous to Attribute <<l L& LY ——

{ ..}

PrivilegeldPair  ::= SEQUENCE {
firstPrivilege Privilegeldentifier,
secondPrivilege  Privilegeldentifier }

Privilegeldentifier ::= CHOICE {

privilegeType [0] PRIVILEGE.&id ({SupportedPrivileges}),
xmiTag [1] OCTET STRING,
edifactField [2] OCTET STRING }\
-- Privilegeldentifier extends the concept of AttributeType to other B e e DL T e ——

-- (e.g., tagged) environments, such as XML and EDIFACT XML &l _feo (eo 25 -~ ol ey ) ——

EDIFACT JsLdl 4f —-
Version ::= INTEGER { v1(0) }

Llenzal 5 SLae¥) Al 2l Sl) o 5 e st Jie deli OF Sy
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OID-C 5 Coan igsn O3 e &) cm 33led 3 U5 S simn 0 ) (lan¥)"y cnd aé OF clls G5 o sid s
Ol Y i e gt @ Olaadl 5056 e (3 L5 (6 grme T o) (Reladl"y cnd) Lk O
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AND ( NOT ( lessOrEqual ( value corresponding to OID-C, value corresponding to OID-D ) )
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( (OID-C el Ablal) 2@l (OID-C 2 pmedd ALl el ) sl of a0l ) Y ) 9
(({2,3,4,5} OID-C aell abll) ad) ) o &5 b 35 5ust

= el N Ll Gl el 08 OF g sl e sl ) e OF gone Mon Buled) iy
MJ_U 251 IR ) e OF g L1 e 3 5el) 1A e Oy o G sl sl w2y o (ol
WYL 6 E Gl Bl Jols ails" a Ve ) s e ds 055 o Pl ) L (i)
O WU ods 3y i 0" o jlael B lie Uy L cabad) ColSU T ) A o I el Laad AU 3 b
oda (3 L) o hmll 0 SGy Ladl) e 32 RS BL ) e el " ) A o I SLaed AL aa )
oSy BN S Ol s 53l e sl Ll (ol o o Bl adn ity g 1] del2 UL
O S5 @l & @1 cad (Ssy {OID-C 3} el dorly OF (ol Salgs (3 2,1 5oL o 3500 wnd
G sk Je 3l sl MJ\J;.:w%LuJ {OID-D 3} iwcdl dxl OF (cadl ©ldans av\pugw%ﬁ
"l Al e (JUl s 3 L@\ 3 sl ) 450351* e bad LG cad) deg (W s 33 sl
i O 13 W gl ) sal e il L] Ladl ) 4l e Jof 02 ot sl o = aol Y il
(el plll ATl o 3y e pel) el W5 et A1 0SS ({OID-D 1} 8 sl -SHL o 31500

el ) Ol " el B o e O O K bl gl U] L] J g | 03 U e
ozs Of 2 COID-E bl 2 o s wipn O ot 3 illy il Ul e Lold) " il 23,0
séiuﬁv\ 3L 5 ey Kl 10k LOID-F sp C2ua laaty 45bl Oms i 3 3l o 22 u,;u J= L
) lela ol (Ul il foam 5 36 s 2Ll by 2l 3187

g Jut 22

JSKas Ll 3 WSl a2 Lady el Slads @i 2 olall s de gaz s WIS Lol (3 2231 2Ll
v LS (3 oSl Sl i ) Bl o Led 302 (6 gt 0 Bl Bl o B 3 A past B Rld)
255 Oy s Bl & e G JLaiVL 3L (3 @Sl Bl g s OF g B0l Lyl oL
e Al Bl o 4y peand Y e Sl

Aol 2o Zuldl Sloghes & 0y S (3 Sl Ol o] bados o) a0l 281 aulad) (Ses
A(SPIF) oY) sl Sl shnn Cile 3 b 8 JIAL

SPIF Calll (s 5y a1 26 oduatad) o Lokl cld @350 ¢ s 50 5o (SPTF) 2 i) e glan iy
G Of gy el a3y 20V A 3 816 Bl 3 oS olidee peid Aleand) Sl e
Lagh o WS il cpol VY5 ley (o 7 dolsh) smn eVl (3 506 21 2l Bsn O e
A(SPIF) e dlodl o glas Cile (3 ciolss el dwslind L liall duidly o) (50 s iy L3 awld)
o) Sl ) S iy Ated) Buledl sl b e bl ast) A o Lo 1515 SPIF Calll s
ol pplemadl o ez o o 4 il 0l o Sl o o 150 ol Lol g op e S
Bl pals AT (3 3050 el A1) S et O (6 F g olball e g so Bl @l clinl e
Jsis i) cm Ll of SPIF Caleld (5605 aed) i) spolin o 2T Olign (3 g s 25 OF s

(2005/08) ITU-T X.509 e s 168



ISO/IEC 9594-8:2005 (A)

dadll O 332 4 ¢ gelasl) wu b s O 131y . femzad) 5ol o a5 ol oAl ol gy 2 Al
collaall ¢ goge by S ae U las A4 35 > il
1JW Jadl Ls (SPIF) el dwledl Slo ghan Cale (s 522

ASN.T 5o 31 (3 =) 4o o i(versionInformation) damall Ol ghas i

SPIF Call) dil sl VYWl el 4 Cne :(updatelnformation) cpoed! Sbs ghas i

Gy ) ) iuldl 332 ((securityPolicyldData) dms¥! dwled! &8 O x5 Olans i~
.SPIF Calll Lk

ol 88 3 sl ol e s SAl B s O xe i H(privilegeld) JheeY) Bisr O pae i
Adal e

W5 g 6 OUs dss O as (rbacld) (rbac) W81 8 e s 34 3 (.ﬁa.d\ b O e i
SPIF Gall) me ) 23Vl dhenzid) oYl

e e RS V) ol Caas L& :(securityClassifications) Il sy Jé
o IS S Liasf pis g e

ol 1Y) ol L (securityCategoryTagSets) &Yl &l Ol Ol ot i
B A Lal pisy el o el el o 2l

SPIF Call) (3 4l ola | &= =4 i(equivalentPolicies) 1B Sl Je

iwledl %o :(defaultSecurityPolicyldData) «utdl dasd) duslodd &y 3dl O oo Olans i
el 2y 0 gk ldass oDl e 3k ) eY)

sl Ol (s b WLl Ll g 2,0k end 32 b pi% ((extensions) Slaw gl fi>

el

P ol plasaaly (SPIF) dn) i) o shae Cale

SecurityPolicylnformationFile ::= SIGNED {SPIF}
SPIF ::= SEQUENCE {

versioninformation VersioninformationData DEFAULT v1,

updatelnformation UpdatelnformationData,

securityPolicyldData ObjectidData,

privilegeld OBJECT IDENTIFIER,

rbacld OBJECT IDENTIFIER,

securityClassifications [0] SEQUENCE OF SecurityClassification OPTIONAL,
securityCategories [11 SEQUENCE OF SecurityCategory OPTIONAL,
equivalentPolicies [2] SEQUENCE OF EquivalentPolicy OPTIONAL,
defaultSecurityPolicyldData [3] ObjectidData OPTIONAL,

extensions [4] Extensions OPTIONAL }

VersioninformationData ::= INTEGER { v1(0) }

UpdatelnformationData ::= SEQUENCE {

sPIFVersionNumber INTEGER,

creationDate GeneralizedTime,

originatorDistinguishedName Name,

keyldentifier OCTET STRING OPTIONAL }
ObjectidData ::= SEQUENCE {

objectld OBJECT IDENTIFIER,

objectidName DirectoryString {ubObjectidNameLength} }
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SecurityClassification ::= SEQUENCE {

labelAndCertValue INTEGER,
classificationName DirectoryString {ubClassificationNameLength},
equivalentClassifications [0] SEQUENCE OF EquivalentClassification OPTIONAL,
hierarchyValue INTEGER,
markingData [11 SEQUENCE OF MarkingData OPTIONAL,
requiredCategory [2] SEQUENCE OF OptionalCategoryGroup OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
EquivalentClassification ::= SEQUENCE {

securityPolicyld OBJECT IDENTIFIER,
labelAndCertValue INTEGER,
applied INTEGER {

encrypt (0),

decrypt (1),

both (2)}}

MarkingData ::= SEQUENCE {
markingPhrase DirectoryString {ubMarkingPhraseLength} OPTIONAL,
markingCodes SEQUENCE OF MarkingCode OPTIONAL }

MarkingCode ::= INTEGER {

pageTop (1),
pageBottom (2),
pageTopBottom (3),
documentEnd (4),
noNameDisplay (5),
noMarkingDisplay (6),
unused (7),
documentStart (8),
suppressClassName (9)}
OptionalCategoryGroup ::= SEQUENCE {
operation INTEGER {
onlyOne (1),
oneOrMore (2),
all (€)) 8
categoryGroup SEQUENCE OF OptionalCategoryData }
OptionalCategoryData ::= SEQUENCE {
optCatDatald OC-DATA.&id({CatData}),
categorydata OC-DATA.&Type({CatData}{@optCatDatald }) }

OC-DATA ::= TYPE-IDENTIFIER
CatData OC-DATA ::={ ...}
EquivalentPolicy ::= SEQUENCE {

securityPolicyld OBJECT IDENTIFIER,
securityPolicyName DirectoryString {ubObjectiIDNameLength}
OPTIONAL}

Extensions ::= SEQUENCE OF Extension
Extension ::= SEQUENCE {

extensionid EXTENSION.&objld ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extensionValue OCTET STRING }
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clearance ATTRIBUTE ::= {

WITH SYNTAX Clearance
ID id-at-clearance }
Clearance ::= SEQUENCE {
policyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},

securityCategories SET SIZE (1MAX) OF SecurityCategory OPTIONAL}
ClassList ::= BIT STRING {

unmarked (0),
unclassified (1),
restricted (2),
confidential (3),
secret (4),
topSecret (5)}
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AlgorithmObjectldentifiers {joint-iso-itu-t ds(5) module(1) algorithmObjectldentifiers(8) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access
-- Directory services. Other applications may use them for their own purposes, but this will not constrain
-- extensions and modifications needed to maintain or improve the Directory service.
535 AIASNL oo ) po 6,5 91 ol ol 3 oo ST il o oy Gt ol anlis 2 2650l o]y LLEY) ——
wlikr leloriad Ly, U] olosst ) Sl Lgatoiznd O g oS i) o Lapé By ¢ JJU Sliol o (3 ——
) Tt ity et 1Bls25) Col S Dkt ol ) Ay S U ST (LS Gl 5l Y (5 ——
IMPORTS
algorithm, authenticationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

ALGORITHM
FROM AuthenticationFramework authenticationFramework ;

-- categories of object identifier --

encryptionAlgorithm OBJECT IDENTIFIER
hashAlgorithm OBJECT IDENTIFIER
signatureAlgorithm  OBJECT IDENTIFIER

{algorithm 1}
{algorithm 2}
{algorithm 3}

-- synonyms -- —— <l e ——
id-ea OBJECT IDENTIFIER ::= encryptionAlgorithm
id-ha OBJECT IDENTIFIER ::= hashAlgorithm
id-sa OBJECT IDENTIFIER ::= signatureAlgorithm
-- algorithms -  —— <l /e ——
rsaALGORITHM := {
KeySize
IDENTIFIED BYid-ea-rsa }
KeySize == INTEGER

-- the following object identifier assignments reserve values assigned to deprecated functions
Bl Syl ) o] ol Lozt L) £ o sl] 4y g0 D s i) —

id-ea-rsa OBJECT IDENTIFIER ::= {id-ea 1}
id-ha-sqMod-n OBJECT IDENTIFIER ::= {id-ha 1}
id-sa-sqMod-nWithRSA OBJECT IDENTIFIER := {id-sa 1}
END
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{{ issuerDomainPolicy -- object identifier for Can/US-Trade -- , Can/US-Trade iwlwd] ¢ s3] 2 38 5 e ——
subjectDomainPolicy -- object identifier for US/Can-Trade -- }}
rolebdl Cld Ja> dad
{{ policySet { -- object identifier for Can/US-Trade -- }, requireExplicitPolicy (0),
Can/US-Trade Mwéy;/ Lpd e ——

inhibitPolicyMapping (0)}}
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{C=JP, O=Asia Acme}}} OU=’Marketing}}} ’ e =

oY) Sl a7 gd ) Sl e o Al 23.G

et ¥l s 3l Usubject” cxlall Ji- 3) colall ool daSlo )3 e iS5 sl i
P C.)Yfﬁ.\\ ola (8 pd) A Las 3 b OV e Al sslgad) adles S ("'subjectAltName" Ll
i bl e ISy steid) 22 i) et Sy i gl de i Lot Y

oo Wl odn (3 U ) (6 g (D pllll let§) JISHT a1 8 ped) Ablan (3 W) J gee ot Y ol

URI Lzl -’)}‘U i on J;’V’j «(directoryName) (DN) g\:\j.\ﬁ J‘.:.«.U v-wy\j «(rfc822Name) rfc822 (""'“y\
.(uniformResourceldentifier)

DN ¥ JK& & D pod/ do pdl jlzes 10302 ) sleo¥1 Sl luli 1.2.3.G

("'subjectAltName" —>Lal L) ooVl o 5 3 o "subject” —>Lall i~ 3) Lo e JST A sl 3
s 315 el adlas 3 WU J et 03058 (o) Akl (3 g5 iw gyl Bolgidl (3 alb s DN VI S8 (3 3 5 50
A gl 4 4]

ALl oY) JIS3T 3 A F DN eV S5 (DN ¥l S 3l g B s 8 3 8 s A 5 (1-1)

8l e (3 WL Y ga

required-name-forms

permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName) -y N . N
{C=US, O=Acme Inc}}} * ~
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ISO/IEC 9594-8:2005 (A)

AP (RO PRA -1t
1 subject = {C=US, O=Acme Inc, OU=Purchasing}
5 subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName (rfc822Name) = manager@purchasing.acme.com
subject = {}
4 subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName (rfc822Name) = manager@purchasing.acme.com
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Accounting}
U dl) p Ol o Al
1 subject = {C=US, O=Acme Ltd,0OU=Purchasing}
subject = {}
2 subjectAltName (rfc822Name) = manager@purchasing.acme.com
NOTE — DN missing
3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName (directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
4 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName (directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName (directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
Ll oY) JISST 3 A DN V) K Ol s Ol 3 06 s A 5 (2-1)
8l ke (3 WU Y ga
) required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
{C=US, O=Acme Inc} }, RS N . N
{base(directoryName) i =
{C=US, O=Acme Ltd}}}
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mailto:manager@purchasing.acme.com
mailto:manager@purchasing.acme.com

ISO/IEC 9594-8:2005 (A)

A gl) OV3\gid) oo Aal

subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU= Accounting}

U pdl) g OIslgadl e Aol

subject = {C=US, O=Acme International, OU=Accounting}

subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

NOTE — DN missing

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting}

subject = {C=US, O=Acme International, OU=Accounting}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

subject = {C=US, O=Acme International, OU=Accounting}

subjectAltName(directoryName) = {C=US, O=Acme Corp, OU=Accounting}

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting}

subjectAltName(rfc822Name) = manager@purchasing.acme.com

A gplbl) LY SIS BTSN g (DN V1 S8 30y B s &8 3 5 mds A 5 (3-1)

$pell 2k len (3 AU Y gome

required-name-forms
822 | DN | URI

permitted-subtrees excluded-subtrees

{{base(directoryName)

SUVEN e
(C=US, O=Acme Inc}} } o :
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ISO/IEC 9594-8:2005 (A)

A gl O1lgidt oo el

1 subject = {C=US, O=Acme Inc, OU=Purchasing}
5 subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
subject = {}
4 subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}
6 subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
U dl) p OIlgadt o Al
1 subject = {C=US, O=Acme Ltd,0U=Purchasing}
5 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
3 subject = {C=US, O=Acme Ltd, OU=Accounting}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
4 subject = {C=US, O=Acme Ltd, OU=Accounting}

subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

DN W1 JSC5 § dubrccead/ e ol jlaes §1 130 1 sl LSl Sl 2.2.3.G

("'subjectAltName" —>Lal Ll V) s 5 3 o "subject” w>Lall i~ 3) >l e JST A sl 3
e U5 ped) adlae 3 U st 0308 () Al (3 gt Ryl B3lg2d) (3 alloy DN o1 (K5 (3 5 5

odried) i il

plll) oY) SIS 3 3 DN ol Sy (DN eVl S 30y 3ntons &8 3 5 s A 5 (12)

$pell aklen (3 UL Y gome

required-name-forms
permitted-subtrees excluded-subtrees 1 f
rfc822 DN URI
IR, {{base(directoryName) N . N
* {C=US, O=Acme Ltd}}} ~
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ISO/IEC 9594-8:2005 (A)

AP (RO PRA -1t

subject = {C=US, O=Acme Inc, OU=Purchasing}

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

subject = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme.com

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

U dl) p Ol o Al

subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

NOTE — DN missing

subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}

A lll) oY) JISHT 3 o J DN Y1 S5 (DN ee¥) IS8 Oldnions Olios 3 OU s o 5 (2-2)
8 k) ad-Lra a3 A oY gte
) required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
C=US, O=Acme Inc} } .
. {C=US, > N y
o {base(directoryName) =
{C=US, O=Acme Ltd}}}

4 gdl) Ot o Al

subject = {C=US, O=Acme International, OU=Purchasing}

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing}

subject = {C=US, O=Acme International, OU=Purchasing}

subjectAltName(rfc822Name) = purchasing@acme-international.com

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme N.Y, OU=Purchasing}

subjectAltName(rfc822Name) = purchasing@acme-international.com

(2005/08) ITU-T X.509 & s
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ISO/IEC 9594-8:2005 (A)

Uil g OIslgdl e el

subject = {C=US, O=Acme Inc, OU=Purchasing}

2 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subject = {}

3 subjectAltName(rfc822Name) = purchasing@acme-international.com
NOTE — DN missing

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Accounting}
subject = {}

s subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme International, OU=Purchasing}
subjectAltName(rfc822Name) = purchasing@acme-international.com

Al bl o le§) SISy DN V) S 305 Sdais 48 3 5 mds A 5 (3-2)
sl 2hlen (3 AU Y e
. required-name-forms
permitted-subtrees excluded-subtrees
822 | DN | URI
SN {{base(directoryName) s
{C=US, O=Acme Inc}}}

W gl O1lgidl oo el

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

5 subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {}

4 subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}

6 subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

U dl) p OIlgadl o Al

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

5 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
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ISO/IEC 9594-8:2005 (A)

G plll) cler¥) SISl o Jad 83081 eV Al Sl 3.2.3.G
G lllf L) ST 3 A DN ¥ S8 555 (1-3)

3 peed) Ak lre 3 AU Y e

) required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI

W gl O1lgidt oo el

subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
subjectAltName(directoryName) = {C=JP, O=Acme Inc, OU=Purchasing}

subject = {C=JP, O=Acme Ltd, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {C=JP, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}

Uil g OIalgadl e el

subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

NOTE — DN missing

subject = {}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-Itd.com

NOTE — DN missing

Dbl ol ¥1 JIS3T 3 A H) rfe822name ) of DN V) K3 505 (2-3)

& ) Z\Q,-l:uégidu-\ oY geie

. required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
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ISO/IEC 9594-8:2005 (A)

A gl O1lgidt oo el

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

5 subject = {}
subjectAltName(directoryName) = {C=JP, O=Acme Inc, OU=Purchasing}
subject =

3 j {}

subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subject = {}

4 subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {}

5 subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

subjectAltName(rfc822Name) = purchasing@acme-Itd.com

U pdl) g OIslgadl e Aol

subject = {}

1 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-Itd.com
NOTE — DN and rfc822 missing

subject = {}

2 subjectAltName(dNSName) = www.acme-Itd.com

NOTE — DN and rfc822 missing

aodaddl sl JSal 3 dbecsad/ e ) jles¥1 G 3481 sl LSl OV 4.2.3.G

("'subjectAltName" —>Lal Ll V) e 5 3 o "subject” w>Lall i~ 3) >l e JST A el 3
s (3 A J e oous (o) i) (3 gy i gyl Bolgid) 3 all 5 rfe822 ) 4 DN — IS 35 s
i o] 2 i) e V1§ )

VUK T A g B2 B S mdy (DN V) S Bl B e ke Smd de g (14)
ALl oY) JISHT 3 A J DN ¥ S8 555 5 O M5 353 5 rfe822Name

3 el Ak lre 3 AU Y e

required-name-forms

permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
{C=US, O=Acme Inc}}, AN N o N
{base(rfc822Name)
.acme.com} }
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ISO/IEC 9594-8:2005 (A)

AP (RO PRA -1t

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

5 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

U dl) p Ol o Al

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

subject = {}
2 subjectAltName(rfc822Name) = manager@purchasing.acme.com

NOTE — DN missing

subject = {C=US, O=Acme Ltd, OU=Purchasing}

3 subjectAltName(rfc822Name) = manager@purchasing.acme.com
subject = {C=US, O=Acme Inc, OU=Purchasing}
N subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
subject = {C=US, O=Acme Ltd, OU=Purchasing}
> subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {}
6 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

NOTE — DN missing

K 6 A g Ao b S iy (DN eV S Sl B g A3 md dm g (244)
¢ Ll rfe822Name ! 4 DN =) K J;SJ\ e a0 U By rfc822Name
bl LY SIS

& ped) adlae (3 AL O gt

) required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
{C=US, O=Acme Inc}}, o Y . N
{base(rfc822Name) * = =
.acme.com} }
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ISO/IEC 9594-8:2005 (A)

A gl O1lgidt oo el

1 subject = {C=US, O=Acme Inc, OU=Purchasing}
5 subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(directoryName) = { C=US, O=Acme Inc, OU=Accounting}
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

U 5dl) p OIlgdl o Al

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
subject = {}

6 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com
NOTE — DN and rfc822 missing

(HAY‘ Jﬁ,:J LS;"; > sons Ao b 5=l 9 (DN (,.M‘w QM Sy A ges LE P 8 S U P (3-4)
bl oY) JL(;/‘L} dal ) - J&sl u> 5 ¥ .rfe822Name

& ped) adlae (3 AL O gt

required-name-forms
permitted-subtrees excluded-subtrees
822 | DN | URI
{{base(directoryName)
{C=US, O=Acme Inc}}, IR U
{base(rfc822Name) :
.acme.com} }
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ISO/IEC 9594-8:2005 (A)

A gl O1lgidt oo el

1 subject = {C=US, O=Acme Inc, OU=Purchasing}
5 subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
3 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme.com
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme.com

U 5dl) p OIlgdl o Al

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com

4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com

aodadl sl JSal & duteccnd) 4o dl) jles ¥l 8302 s oY) AT Sl 5.2.3.G6

(""subjectAltName" —>Lall L) ooV} a5 8 o "subject” _>Lall i~ 3) C>lo e ST Al ol 3
FEE PN L} I J)ﬁﬁ 03Js L“é-JJ\ J":‘:-ZJJ‘ L}M cZ\MJJJ\.U Sb\.@.&.}\ L} JALEJ rfc822 v—nﬂy‘ ji DN (,.MY\ Jg.& L} > gor 98

cocbmazed) dee il et Y13 )
VK 6T A e B B mdy (DN eVl S Basly Bdees ke Smd dm g (195)
ALl oY) JISST 3 (A J DN ¥ S8 5 55 5 O M5 G353 5 . rfe822Name
& ped) adlae (3 AL O gt
required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
SN {C=US, O=Acme Inc}}, y o N
{base(rfc822Name)
.acme.com} }
(2005/08) ITU-T X.509 e s 190



ISO/IEC 9594-8:2005 (A)

AP (RO PRA -1t
1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
5 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}
4 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing.www.acme-ltd.com
U dl) p Ol o Al

1 subject = {C=US, O=Acme Inc, OU=Purchasing}

subject = {}
2 subjectAltName(rfc822Name) = manager@purchasing.acme.com

NOTE — DN missing

subject = {C=US, O=Acme Ltd, OU=Purchasing}

3 subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
6 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}
subject = {}
7 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com

DN g ¥ iy — da>e

C.MY\ Jg.&J nga-i ddriws de 3 5 =39 (DN Vw)‘)!\ J@/BA}-U ddris A 3 8 md do g (2-5)
Ll 50 Ojgi rfc822Name V_My\ )T DN V_M‘y\ }§.':, o J;Y) gsL‘ 1y O 23 359 .rfc822Name
A llf o LY IS 3
§ed) adlan (3 ALY Y s
_ required-name-forms
permitted-subtrees excluded-subtrees
rfc822 DN URI
{{base(directoryName)
C=US, O=Acme Inc}}
dor g Y { > B ‘y
* {base(rfc822Name) = =
.acme.com} }
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A gl O1lgidt oo el

1 subject = {C=US, O=Acme Ltd, OU=Purchasing}

5 subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.org

3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com

4 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Ltd, OU=Accounting}

s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-Itd.com

Uil g OIslgdl o el

1 subject = {C=US, O=Acme Inc, OU=Purchasing}
) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
6 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}
subject = {}
7 subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com
1fe822 g Y3 DN o ¥l 2y — da>Sa

VIS 6 T dates BB Smds (DN V) KE) By Bdaies A3 Smd de g (3-5)
A plll) oY) JISHT (3 2l ) o) JKCT 4 55 Y 5 . rfe822Name

3 peed) Ak lre 3 AU Y e

required-name-forms

permitted-subtrees excluded-subtrees
822 | DN | URI
{{base(directoryName)
IR {C=US, O=Acme Inc}}, S

{base(rfc822Name)
.acme.com} }
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1 subject = {C=US, O=Acme Ltd, OU=Purchasing}
5 subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-ltd.com
4 subject = {}
subjectAltName(uniformResourceldentifier) = http://purchasing. www.acme-inc.com
s subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(uniformResourceldentifier) = http://purchasing.www.acme-ltd.com
U 5dl) p OIlgdl o Al
1 subject = {C=US, O=Acme Inc, OU=Purchasing}
) subject = {}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
3 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
4 subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme-inc.com
s subject = {C=US, O=Acme Inc, OU=Purchasing}
subjectAltName(rfc822Name) = manager@purchasing.acme.com
6 subject = {C=US, O=Acme Ltd, OU=Purchasing}
subjectAltName(directoryName) = {C=US, O=Acme Inc, OU=Accounting}
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Certificate and CRL formats

CRL o138y 3] Gl

Certificate revocation list whblgadl JUa) w36 3.7
Public-key certificate format < ol CL:.&.\\ 3slgd Gawd | 7
Attribute certificate format cadl 83lgd Gus | 1112
Certificate, CRL & CRL entry extensions CRL 4! JFes CRL Aol g 83lgid] o 4

Freshest CRL extension CRL aiB i 5| 6.2.6.8
Key usage extension CL:/LU Jleazs) e 3228
Extended key usage extension o o C\.:él\ Jleszas! oeF| 4228
Subject alternative name extension =lall bl V) s 5| 1.2.3.8
Issuer alternative name extension JRWSA Jedh Y avs| 2238
Base update extension gﬂbﬂy\ o) ol 5.2.6.8
Basic constraints extension il olaad) ot | 1248
Expired certificates on CRL extension CRL 43Ul (3 Lemdlo dgll olslgld) 5| 12258
To be revoked extension Wlay) Col gl olalgsd) &) 102.58
Ordered list extension as i &5 8.2.5.8
Indirect issuer extension el e )J:Aj\ & F| 5.2.115
Targeting information extension dbdgadl ol slall & F| 22,115
Delta information extension L leslall &5 9258
Invalidity date extension -2l pde b mw i | 4.25.8
User notice extension Jorted) &l 57| 3.2.1.15
Policy mappings extension Sleldl oM 5| 7228
Delegated name constraints extension a4 2l ;..MY\ Ol mw 57| 2.2.5.15
Name constraints extension ey Old&y [ 2248
Policy constraints extension eldl oluss [t 3.2.4.8
Basic attribute constraints extension &«»\M;Y\ codl OlALEs [y 1.2.5.15
Time specification extension sl Car 5 &) 12,115
Inhibit any policy extension ol Lﬁt S fos| 4248
CRL number extension CRL a3l 03 &5 1258
Acceptable privilege policies extension 2l jlae¥ ololw 5| 42,115
Certificate policies extension aslgidl olulw 5| 6228
Acceptable certificate policies extension 4l aslgadl olulew &5 32515

198 (2005/08) ITU-T X.509 o 5!




ISO/IEC 9594-8:2005 (A)

ey 8l od

Reason code extension L?.f«\-JJ\ 8 i mu 53| 2.2.5.8
Hold instruction code extension Sasyl C‘pﬁj‘ Slorlad 345 | 3258
Issued on Behalf Of extension (ol o A 3o &P 62515
No assertion extension JJU\ ole g 6.2.1.15
No revocation information extension Iyl ol oo CLe EosF| 22215
Private key usage period extension Bt C\:ﬁl\ Jlerzal 5 2 vy 5228
Delta CRL indicator extension CRL Ws da3ldl (pee 5| 4268
CRL scope extension CRL &3l 3ok Jl2 & 5| 5258
Revoked group of certificates extension b Ll whslgad) de ot oeF| 11258
Status referral extension gy C"ﬁj‘ & e 5| 6258
Certificate issuer extension aslgall jaze ey 3268
Role specification certificate identifier extension o3 G 5 83142 B g4 O jme 57| 1.2.4.15
SOA identifier extension kL) )J:ai EERPANEE Y e F| 12315
Authority attribute identifier extension Lol cad b O e a 5| 42515
CRL stream identifier extension CRL r-?\}fz!\ s g s O oma e #7258
Authority key identifier extension el ~lide B8 B me 5| 1228
Subject key identifier extension L2l gl & pa B jxe ey 2228
Subject directory attributes extension >lall P @ sm &5 3238
CRL distribution points extension CRL (’5‘}55\ &5 bl 5| 1.2.6.8
Issuing distribution point extension SJJ:a-{\ @)jﬂ\ aag & 2.2.6.8
Attribute descriptor extension el Caol o 5| 22315
Object classes and name forms Pl Sl y e gz gl1 Sl

Delta CRL object class "CRL Ws 25" wle ol Cann | 4.1.11
PKI CA object class "PKI )l (3 salgadl o) alaln wle o5l Cais | 2111
PMI AA object class "PKI ) 3 cad) dal” Sleso sl (s | 21017
Protected privilege policy object class "L LVl il Ol po (s | 7.1.17
Privilege policy object class "l el Sleso M Cas | 6.1.17
Certificate policy and CPS object class "algadl o) 3 ol Ll OVl salgldl duln” wle o M s | 501111
Attribute certificate CRL distribution point object class "CRL 454l e daid lgs" olesosll Lo | 4.1.17
PKI user object class "PKI &=l ) Jamzan” ole o ) Cais | 11011
PMI user object class "PKI &=l 4l Jamzan” ole o ) Cais | 1.1.71
PMI delegation path "PKI &l (3 L i) § s Ole g ) s | 5.1.17
PKI certificate path object class "PKI il 3 aslgadl 5 s’ Ol sl o | 6.1.11
PMI SOA object class "PKI &) 3 dalld) jual" ol sodll Cas| 301017
CRL distribution points object class and name form CRL 43 &5 blad oy waj ol so sl Cans| 301011
Directory attributes S g
Certification practice statement attribute "Salgad) sl RSN Ol | 8211
Supported algorithms attribute "l el Sl )" cm | 72,10
Cross-certificate pair attribute "aablal) olslgad) &) 5 ew| 3.2.11
Protected privilege policy attribute "Lt L) b e | 8217
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Privilege policy attribute "l debn" | 7.2.17
Certificate policy attribute "ialgadl dwln | 9211
User certificate attribute ”M\ lgs" cwi| 1.2.11
Attribute certificate attribute "l il ww| 1.2.17
CA certificate attribute "aaleidl ol dle dalgs" wai | 22,11
AA certificate attribute "cadl dble sslgd" cmi| 22,17
Attribute descriptor certificate attribute "cadl Gl g salgs" i | 3217
Authority revocation list attribute "lalldl Uyl 456" | 5.2.11
Certificate revocation list attribute "whslezdl JUa) 2B i | 42,11
Delta revocation list attribute "Wy JUsy) 2" | 6.2.11
Attribute certificate revocation list attribute "eadl wlslgs JUa) 2B | 42,17
AA certificate revocation list attribute "ewdl aale whslgd Jlay 23" | 5.2.17
PKI path attribute "PKI ) dd) 3 g i | 10.2.11
Delegation path attribute " i) § s x| 6.2.17
XML Protected privilege policy attribute XML &l 3 L) eVl dwbew cmi| 92,17
XML privilege information attribute XML &l 3 5la¥) o Ol gdas cai| 515
Matching rules docl g1 uel 44
Indirect issuer match (Bag) 50y oLl e JJ-:Q:U EeF| 52.115
Enhanced certificate match solgadl dnel )l 2l 30l | 10.3.11
Policy match dlnd) dagl 5a | 8.3.11
Certificate match aslgadl daglsa | 2.3.11
Holder issuer match J-‘\-;‘\/J-'\-:ai\ daglga| 3.3.17
Delegated name constraints match 4 ol Y DI Bag) 5o | 1.2.2.5.15
Basic attribute constraints match L,wl.w‘\(\ o) DI dagl ge| 1.1.2.5.15
Time specification match sl (s 5 agl 9o | 1.1.2.1.15
Certificate pair match gl g5 sl ya| 43,11
Acceptable certificate policies match U eal) Solgadl lulas dagl 50| 1.3.2.5.15
Attribute certificate match ol Solgd Al sa| 2317
Certificate list match lslgld) s dacl | 6.3.11
PKI Path match PKI dcdl &l & s dagh 50| 9.3.11
Delegation path match o2 58l 8 s Gagl 50| 4.3.17
Certificate pair exact match hblgadl 7 55 db suias daclsa| 33,11
Certificate list exact match olslgid) Lsld) b guze dnglsa| 5.3.11
Certificate exact match aslgal) i gz daglgo| 1.3.11
Attribute certificate exact match o) aslgid i soze daglga| 1.3.17
Role specification certificate ID match M) G g5 a5lgid 4y 5d1 OB me Gl s | 1.1.2.4.15
Algorithm identifier match Lol sl By g OB me daglga| 7.3.11
AA identifier match Cadldale & ga OB me daclgo| 1.4.2.5.15
SOA identifier match dlalod) jah 408 O3 jre Bach g | 112315
Attribute descriptor match ol Caol g dagl 00| 1.2.2.3.15
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