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- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology
Interconnection — Basic Reference Model: The Basic Model.

- ITU-T Recommendation X.500 (2005) | ISO/IEC 9594-1:2005, Information technology
Interconnection — The Directory: Overview of concepts, models and services.

- ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology
Interconnection — The Directory: Public-key and attribute certificate frameworks.

- ITU-T Recommendation X.511 (2005) | ISO/IEC 9594-3:2005, Information technology
Interconnection — The Directory: Abstract service definition.

- ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology
Interconnection — The Directory: Procedures for distributed operation.

- ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology
Interconnection — The Directory: Protocol specifications.

- ITU-T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology
Interconnection — The Directory: Selected attribute types.

- ITU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology
Interconnection — The Directory: Selected object classes.

- ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology
Interconnection — The Directory: Replication.

- ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

- ITU-T Recommendation X.660 (2004) | ISO/IEC 9834-1:2005, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and top
arcs of the ASN.1 Object Identifier tree.

- ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

- ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

- ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

- ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

- ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:1995, Information technology — Open Systems
Interconnection — Upper layers security model.

- ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Authentication framework.

- ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Access control framework.

- ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems — Non-repudiation framework.
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- CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference Model
— Part 2: Security Architecture.
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OBJECT-CLASS :=  CLASS({
&Superclasses OBJECT-CLASS OPTIONAL,

&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
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&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SUBCLASS OF &Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAY CONTAIN &OptionalAttributes ]

ID &id }

ObjectClassKind ::= ENUMERATED {
abstract (0),
structural (1),
auxiliary (2)}
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MUST CONTAIN  { aliasedEntryName }
ID id-oc-alias }
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{(ATTRIBUTE) adl Sleglan o 2 Lo Lk 51 sl i o 058
ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, --either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,

&collective BOOLEAN DEFAULT FALSE,

&dummy BOOLEAN DEFAULT FALSE,

-- operational extensions --

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
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[ SUBTYPE OF

[ WITH SYNTAX

[ EQUALITY MATCHING RULE

[ ORDERING MATCHING RULE

[ SUBSTRINGS MATCHING RULE

[ SINGLE VALUE
[ COLLECTIVE
[ DUMMY
[ NO USER MODIFICATION
[ USAGE
ID

AttributeUsage ::= ENUMERATED {
userApplications (0),
directoryOperation 1),
distributedOperation (2),
dSAOperation 3)}

&derivation ]

&Type ]
&equality-match ]
&ordering-match ]
&substrings-match ]
&single-valued ]
&collective ]
&dummy ]
&no-user-modification ]
&usage ]

&id }
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objectClass ATTRIBUTE := {

WITH SYNTAX
EQUALITY MATCHING RULE
ID

aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

OBJECT IDENTIFIER
objectldentifierMatch
id-at-objectClass }

DistinguishedName

distinguishedNameMatch

TRUE

id-at-aliasedEntryName }
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MATCHING-RULE ::= CLASS {

&ParentMatchingRules MATCHING-RULE OPTIONAL,

&AssertionType OPTIONAL,

&uniqueMatchindicator ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ PARENT &ParentMatchingRules ]

[ SYNTAX &AssertionType ]

[ UNIQUE-MATCH-INDICATOR &uniqueMatchindicator ]

ID &id }
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objectldentifierMatch MATCHING-RULE ::= {
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ég,ﬂ\h}zﬁd\&#d@ﬁ:}tﬁmswdiﬁ (1

eDITZ\c;J,s.x;GL@A;;SJ\ SR M\J\Ji.:otﬁ (<

gl SO 0L 8 el e il Al usl B i (2
c# A Lld) oSt o) ) 8l s eI ST e 3 Lol DIT &y de 6 4 po2 il 5
Lym;&;g\ DlTkﬁsxwﬁy\Jﬁggj .J;ﬁﬁ\pgﬁ\,wy\wf;w&y\m DIT &z 3466 sy
.J=l (DistinguishedName) j=d! «w RDN 0380 T |
el gl o) e Ll (V) S 5 8 i) oY) JC2) (namedObjectClass) (ool 2 A1 i 0 S
s ¥ 2y s ) Lol W) S e Ol ) el o A G ) Bl L Y] DIT & 3486 e o
Sl 2 Lo a e p Ol (6T ) s s
o ey sdeld)) ods iy gr iy a7 Sy .wu/w/mg,ym;_gowag B&BWJ&MLO:&AJ»M.MW
.J=4ol) (governingStructureRule) &S’ L) dusld
e pil) Lol suels s g bl (SE I DIT &y 326 Benss o mllanay ¢oime Jos, alay Lok
il (ST o il Lalas) (3 DIT 2 30l 5 g Sl 3 (¢ sl 2T 2l sl DIT 6 e (3 V) dr 2 Y 3

thrdall gl 2 ) Ganad eV S8 e -

Sl ey Jiie g Ao pme B 0l o g Yl cllas e g A SaelST ) e gl 2l SasB e W) -

(8 el o) ik
cy o o) bholll o ) a3 o b Ll 5] L (o b Lkl B i) dal Akl pa e Gpeal pds Sl 8
el (3 Sl 8 sl pl) o) Balasd) & sy aakid) o e o ) Labasill fancay
.wu@sxuu;\ﬁy(\}y Biomtons Ay} 3k [l o) o Lol o b e Oy ) A Jorlie 2 o il
.g}k}aﬁdgc}yvuJ@oiélaiﬁy\mQJCL;TOUM\;,J:J,U\MJJ
oo ) alaasal) 211 ARkl (3 Il ek RS Bl sl gas e ol & 0s) das ] e boF - 3y
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DIT i 8468 &l 4o 6.7.13
t L ASNLA Laasy DIT & 340l 55 31 oS ) dsl b e oy
DITStructureRule ::= SEQUENCE {

ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
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nameForm NAME-FORM.&id,
superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }
Ruleldentifier ::= INTEGER
1o3el 8Tal) ASNLT Jaod ikl U iS5 (5.7.13 ol didl (35 5 Lo gl 6l el U L Lo
¢ o A Lbsll e 3T 2 Je DIT & 366 &y BT (ruleldentifier) Sue W) & g2 Olms 0S5 (
(DIT &y el aa S Jotlioll ) s (nameForm) g K8 086 Gilo s (w0
Ly sdeld) aSSE I J el d send) de 5l 22l 4s) 5 (superiorStructureRules) 4 5l Al dst @ 0w (2
LA Blaseall & sy alaidl e DIT & 3456 3o (0 ,SU1 s i
DIT & A8l 8 35 5 Jogd) (STRUCTURE-RULE) &l 3 loall 58 (o i
STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }

WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }

DIT ¢ 35 8usB iy 85 8.13
dole 8 b5 1.8.13
Geledd o 3l Gluol o i jlasl B gat B gn G ol 8 S (2 i) ) e = genll 0502l DIT (5 2l 30658 o 5
oAl e o pes ST O] DIT (5t el 8 3 eelodh) o paidl 7 5 gy Bzl g Byl W g Aol JY) 0 paidl oy
DIT O goas 3485 Ly 15 oy
tade ks @l (s sl 2 A o Ol (T
el 2o S ot lal) 2yl seldl o 3l Ol 0l (L jlest (o
3ol 2a SE1 ot loal) el g delidly (s gl 23l Clol Ledas ol Gl 845 o) sl JY) & padl OL Ll @
¢DIT s 5=

Ao S s had) 2 gl y delilly (50l o A Ol Lol ) Gl 3485 o) &LV o pad) O Lol (o
(DIT s =2l el

Jetae 3y sehll e saanidly ald) aelldly sl o 8 Sl o Al Y (sl cadl Ol LJL::»\ (»
LAl v-<’5

S 2 e SIS e 8a1y DIT (6 522 5056 Sl o b alasd 3 Lo 2ol o (Y 2l

LA o o Rk Bn Sael) ol gs L S8y SV e Saey DIT (6 552 8uelis DIT 5 md (3 e S oS
.J>ll (structuralObjectClass) S 5!

S sl o A Crio iy i 8 ey () ol il G5 e (6 55 (S 28 Ciinad DIT (6 52l 3056 5 g g pis Jl>- 3

o el 2 A o e 38558 SLAAIDIT (st sl 3 el ells e 3o Y

L 0 St (8 gl o A it ol Al e OF ey SIS OB (8 gy 28 it o mla DIT (5 52 325 OV 1 i
DIT 5t 3 Lgad sk 25U DIT gt 5255 e ol O3 ay 813 DIT s 1 555

Olol a e e ezt o Clian OF DIT & 3ael) 5l o4 Lo o 350 DIT s 5t duaeli 82 (=l Sy
.J>-all (objectClass) o A\ Chwe cxi 3 Lot s oSaiyy gz 38 DIT (s 52 3els 75 G sl 2 )
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: b LS (objectClass) 2 M) o oni Lt ol 2 A Sl o e Jorcs 0 gaian 0550 O3 g
(J=all (3 Ly 33 3 4o (ObjectClass) o Al ciiws coni gt ) Lo 4 SLsY il Y1 opadl 0,85 g -
L o)) delll o 3l GLLY (DIT (sl 34l 3 bl il ) ol & Lol W e a2l 8y LVl ol -
coda dsludl > &l Lol (objectClass) (2 &) e coni o 13 Jadb 35 550 50 0,55 OF S6 DIT (s 521 555

DIT (5 21 306l o 2l delilll o0 Sliool o o ) s Lol 20l Y1 sl dnzd ]
DIT ¢ #5134l ddsl oo 2.8.13
LW ASNLA ooy DIT s 52 5aeld) 55 21 S A ael b e ay

DITContentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

iolel 27l ASNL1 Lo ikl U S5 (1.8.13 o ) il (3 8 pe a8 il ool o LB L Lo

S5 3el ade s Ul (sl o Al Lo i 8 2ay (structuralObjectClass) § sl (2 & caie 0 S (1
DIT

sl ade a5 I il e el delld) o 3l Olol 8 Cm (auxiliaries) 3slud) Sl 0 S (O
¢DIT (s 52
o Sz DIT Srl el e pls e gt ) el o LUl (mandatory) AR NP SURS N @
tay Aol deludly (s el o 3l Ol 33y Lgrean ol ol
DIT (5241 8asls ade los ke Lgneiay OF (S o)l Jenzedl o LUT (optional) o3k 0800 Loy (5
o o) el y g sl o A Sl Gy L OF (Ss ol el s Sl
o sl J&Lwl\j Lﬁ;).:;,.?\ u’f““ O M\ Y Jalﬂy Le p is sest (precluded) NESEINY ojﬂ\ q:;ﬁ (»
DIT G g2 50l ade 3boy |
ol o ael ) e Gaasadly 3l Vg dal Y W358 3 sl Jan) Z,;L,,, Lemsn B2l gl sl del g — daS
il @ gl y de i) LUV e s L Wil g
IDIT s 521 451 3 355 Joged (CONTENT-RULE) (6 ) 348 Dl las 2 5 o s
CONTENT-RULE ::= CLASS {

&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

Alud! b8 iy 9,13

tke Gl baf iy (s sy
(Bl oS 5 a8l oy (
Bl AST S 50603 Loy (<
yls) Bl L35 el o5 (2
0lel) 2l 28 5 (5
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tolagh gl o) > 84S o s (2
Bl dad OLE 3 L o 5 (g
bl baod (o2 a s Ban janad ()
Blow dod doslge  1.9.13
Sl Ciy i 2,9.13

(CONTEXT) Blemad! Sl slas 5 6 (i o)y SBL O7a

CONTEXT ::= CLASS {

&Type,

&DefaultValue OPTIONAL,

&Assertion OPTIONAL,

&absentMatch BOOLEAN DEFAULT TRUE,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue ]

[ ASSERTED AS &Assertion ]

[ ABSENT-MATCH &absentMatch ]

ID &id }

daslgp n (2) Y1 230 oSe (ABSENT- MATCH) Sl dssl s s (1) Y1 (DEFAULT-VALUE) cstdly ol A
Ll dagl o Sz e sl S& s (DEFAULT-VALUE) b dondlly C7ne L Y (ABSENT- MATCH) L&l
.(ABSENT- MATCH)

LU 2ol 5l & e Ly oy o5 Sl e 0d Bloy J=de pdws oL 0B (&defaultValue) oty Aol (o 5 Jl>- &
AU Ak lally aied) 2k leal)
T o Bl Sl i gt sl domzd) O Ul st o shassl) 5301 wold) Az Ll - DSA LSy — de
dadl dd-all
Tl g (ULl 15 il ST b5 o Sl o8 U5 (Ul o8 BLSY (EntryModification) s Jadws b (SU adl
14l (&defaultValue) el doody Bme Bldl Lot O 13) condl baf Jo bzl LG Bl Lot S
(Al ) (8defaultValue) ol dedlly Gl baé Oliay i o Ll RN SN e R
Aol o BLd) bk e Ol (Bl baf codl tadd SO 1) coad) bf o db iz cw Al IO il 2
cowdl s ) (&defaultValue) cuidly
i b)) dd-tal
a1 dd-tal
Lé S0 adly (bl ol3 il S I o Bl o8 15 (o BL2Y ((EntryModification) Jode Juas (b IS 2l
(ol bod o dad S 4l ¢ (&defaultValue) ol sl Blan SLd) f OIS 13) ccad) bf e ool LB Bl
(o) Bad ke JI 5 Bl bad el aadd SG ) .3
J» (&defaultValue) catdl iod s 3 Gled) bood 3t 1 Bl a3 3187y Blad) bof cnd) 20 OIS 13 4
(e il Sy Gl
(&Type) Lod! 3 LS LAI3 0,5 Bludl ST S 5 el 5 0L (&Assertion) S W i - (34
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20U O Y W Bl i a & (FALSE) sS” (&absentMatch) <L) dogl 3o Lo 5 g
dag sl gl pds - 3 el dw\uyrguuﬁjokywu;;\ Blad) baf Gl B o cm tas (|
e Wl e (ContextAssertion) G| —1uSs 35 (4S5l (contextType) Gled! faé Sl cni
sy e bl ek ler e coie af e Pl Ll 10 e Bl Laad Gl 3 (fallback) dobaa) 0 SG (©
-l
el 1) 05 BAS 5 Bl 2l 8Tl Uiy Bl 1 naS (Bl i i

5,2 Bl iy ISO/IEC 9594-6 Lall | ITU-T X.520 i 5 (i
DIT Gl Jloriw! Ly 65 10.13

dole 8, 1.10.13
B goced) Bl BUT Lo 5 o 4l Jabasieoll 2 15y 2lalod) W 5 2do 4o 38 DIT Slow ozl
DIT Sl Jlonzad Gy a5 poiay g

tade oy Ul cad) et 0L (

o) i LIS ol Jad o e ol O g ) Bl JY1 G BUT 0y el (o

el S WS ol a8 e Cmlia g ) B bW Bl BUT 0L (et (i
diled Gl y (Gl W18 e 5 cadl DU @osadl 03 0B (me cn oo DIT Glw Jlamisl iy i 39 g o = (3
G DIT Blow Jlomtn) Uiy o3 oS8 ine ond Jaad) Lo o)y DIT Gl Jlonio dlin 055 0F S ¢ o Jabostd a3 13
LA Bl (3 ) DIT Bl Jlamial 8 08 S ) DLl BT Jo

DIT Bl Jlorzw! ddo) 3o 2.10.13

(AW ASNLA sy DIT Glow Jlonza¥ 85,281 oS 3 Aol 8 e
DITContextUse ::= SEQUENCE ({
attributeType ATTRIBUTE.&id,
mandatoryContexts[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

ool 287all ASNL1 Lo o) o STy 1.10.43 o8 il (3 B e o ST Gl ol ol o B L L

& e g gsi jT DIT Sl Jlomiwl ale gloy sl cnd) Lf 4,58 37 (attributeType) ol ké oSG (T
¢ (id-oa-allAttributeTypes) cad! bl

LlS” e bood) o dad & olaza ;55\ Sl LU (mandatoryContexts) &w! #Y) Bl Q;ﬁ; oy (@
(Bl o315 093 o) o 2o 5 8 (0 S Ms G Jl 3y Lo Lais

e Lo cm e e las of Ss &Sl LU (optionalContexts) &)kl Bl 0Ss il (
il JY) BLad) LUT o el 08 i ,@.wpijgj SBL g e 0SU M Gl b (35 oo Lo LS
Ll DIT Bl Jlomznl oL ;w s 0 Lyl sl JY) SBLd) Dl e O S s Gl Jl- (3 s 00
dlate Bl 18 e cn baad cadl ) 0 Gl ccad) Lo

Jlorzwl 2elg 355 Jegwd (DIT-CONTEXT-USE-RULE) DIT Olw Jleaws! 3sB Sligdes 58 e g

DIT L

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,

&Mandatory CONTEXT OPTIONAL,

&Optional CONTEXT OPTIONAL }
WITH SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS &Mandatory ]

[ OPTIONAL CONTEXTS &Optional ] }
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sBoN! iy 11.13
e S gt i 5 s
Ul s st A Clte cml o g (]
el daa) ol i ez o5 (@
12 BaoY) Ole a2t 355 s (FRIENDS) sBloN! Sloglas o 6 Cis sy
FRIENDS ::= CLASS {

&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

Lo ek o bbb sas g Bl e paz d 0 SG OF S8 e e

(Jle
postal FRIENDS ::={
ANCHOR {postalAddress}
FRIENDS { physicalDeliveryOfficeName |
postalCode |
postOfficeBox |
streetAddress }
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(il g (5313 Y) Do glall =3 god qetlll plladl b2 2,14

S 13 ahill 3 s 3 Jlaxzols (subentryNameForm) 41 J=ull ewl |55 (subentry) T APl Ceo g e o
DIT O yozn Aol b 51 DIT sty & ) o lll (Lo

FA JFl g e 12,14

tsh LS Ol g 28 o s» (subentry) (& A Bl 28 (i

subentry OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural
MUST CONTAIN  { commonName | subtreeSpecification }
ID id-sc-subentry }

S Sl et IS5 222,14

pill el o dauly (subentry) &80 JFull Lo iews (subentryNameForm) s 41 Jxull eul S8~

:(commonName)

subentryNameForm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

A ) sl ,;TM\JQ omzes o)
bt AN 8 prid) ddo) ) i) cadl 32,14
ok ST e 12 ) (3 Al ST 5 s 5 sl (subtreeSpecification) & 1 8 peddl Aol b Lasdl
subtreeSpecification ATTRIBUTE ::= {
WITH SYNTAX SubtreeSpecification

USAGE directoryOperation
ID id-oa-subtreeSpecification }

LA ol T ) Slelal) drsls 0S5 of (S Gl (24 e Lo L,

3 Ay} aabie e dladie ('L“jé? (P A e DS 5 e il ] (s BB o) Bline Bl g Bl a1 EUD ey - >
S )oY 55l etll plladt b2 3,14
4oyl aikad) of 0L (administrativeRole) (53] y33 cx a oY) il (652 0F 11wl 3 BTall (1Y) T o)
ST T Ay s s) s dune d-Loaill
1 b LS” (administrativeRole) ¢ 515) 533 sl cndl o

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

: b LS administrativeRole ¢ 315) 533 Lasdl cndl (o

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlinnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea
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A2 ) (3 ) odd gl ST AN BT

S ey ol e U1 sl - pedl s i) 2l el Lal (administrativeRole) & )13] 593 kil condl forin
LY J=ll ¢ Ll (administrativeRole) 5513 593 i & proy () Canall p2 e o) )

Aol dricdl g &y oY) Olllnad] qolldl aledl b2 4,14

U i S s gl (S8 ST (e e 3B i 8 () ;LA\&LLFWA.J&;;M@JML)N N
idane ez ) ST 2 pidl o padl ods mheaiy (6 2T Slglan ey Ye A BLaiS g e LgBlizal (S8 Ol has i
e JST (385 g g0 KIS e ) L) alasdl gl pel (3 03 ST sy 2 )

createTimestamp ATTRIBUTE ::= {
WITH SYNTAX

CH Mo 1.4.14
tJede 48 Sousl Ul 341 (createTimestamp) <3 #1 Joraw Oldowiul Gy

GeneralizedTime

ISO/IEC 8824-1 Jall | ITU-T X.680 o ) o (7 i (& 342 oo

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

modifyTimestamp ATTRIBUTE ::= {

WITH SYNTAX

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-createTimestamp }

e T e 4 Jie oAl w3 1 (createTimestamp) <3 81 Joew Judad oy

GeneralizedTime

ISO/IEC 8824-1 Juall | ITU-T X.680 i 531 0 (z of (< 342 o

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-modifyTimestamp }

Jordo ol e 23 Bl o3 e b JI5 5 Sdozal ) =3 4)) (subschemaTimestamp) & 3 kbsl 31 foew o

subschemaTimestamp ATTRIBUTE ::

WITH SYNTAX

e ST 3 e 2y e T

= {

GeneralizedTime

ISO/IEC 8824-1 Juall | ITU-T X.680 i 531 o (z of (< 342 o

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

¢ (generalizedTimeOrderingMatch) eosll <3 J Cod 3 des) 55 (generalizedTimeMatch) goall &3 g} dagl go sl 3 STns

ITU-T Rec. X.520 | ISO/IEC 9594-6 iz 5!

Joll Jial Lhasdl ©sadl 2,414

) RGN EL I PR I WRT Y PUCN SN Y\ (creatorsName) RERETINY ! J,.M.J sl cadl 2y

creatorsName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION

DistinguishedName
distinguishedNameMatch
TRUE

TRUE
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USAGE directoryOperation
ID id-oa-creatorsName }

BURN(SSRUPSIRNE NI JESPR PR P WENE

FPA e Lgr Ly pad Bladdl 0 adl 34014

Jrall (S e bbbl o5 a4 e BTa (subschemaSubentryList) (& 2 kbsd &3 e W Lasd) )
tdde S8 e 2y
modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

Sy (Sowall e & =l e 58 3T (accessControlSubentryList) 3L (Soull (3 e Ll Lasdl
e IS e sy ) 3355

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

N e R e T 2"~ (collectiveAttributeSubentryList) ST Cad g e Ll Lasd) cnd)
e IS 3 e gy el 3540
collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }

ol Gl B Al Al s & 52 CTx (contextDefaultSubentryList) cotdly Glwd) &3 5l Ldld Lazd) e
e ST e syl 85
contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

355l a3 05y ae ) el o sn "= (serviceAdminSubentryList) &sd3-) 8,15y 6;} Jse LW w\ |
A e o e (sl Sl e ST e gyl
serviceAdminSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-serviceAdminSubentryList }

gW g Aasdl cadl 4414
Bod Oy ool 1 O3 el o a3 dls O 13 L (hasSubordinates) ¢ WY 3 g ezl el
Al e sy e Slagdes 3 m ¥ o) s OLe 3 .CL;T >3 pde FALSE ded (n5 Lok CCL;T 545 45 TRUE
UV s gy (anST 0 Wkl S (3 (Sl B e 093U ¢ LY OIS CL;T 3y o8 33l ad) aadon
S 3 WSl ez w13 L) cndl 0558 s
o gl il ;&ﬁﬁtui@.fﬁpu&w EAEY CL;SJ\@A.»QK ogtui 3y pde Jl= (3 TRUE e sl OF Ko — 3>
o el Aile cliasl 5l ae b e ¢ LY OIS 0) 5l (ISO/IEC 9594-4 Lall [ ITU-T X.518
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hasSubordinates ATTRIBUTE ::={

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }

3y M el aladl bl 514
FA S5l il s g5 O (objectClass) 2 Al e cm OB BLL (Sl Beed Slglas 23 e gl 1)
(accessControlSubentry) 3l (Sl

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

Mady PS;eJ\ iy fagd pr Gets Lo Lol doly ot ACH i 4] jLall o A Caal e d) i) (g2t s
LGl sas ey V_<>;J*\ il22J (accessControlScheme)
FShF Cadl 75 50 eolll allad) bz 6.14
tk ST ol By ol e & ] b daelll de 31 Ial) 3Tad
collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

Y e oy Lol G ad) Ll o a0 Gl e ) il s g2 OB g

Gel U2 e e IS i e Ay plgindl) Loalie e ) Sl o 81 Gl o ) Jl) s 81 sk
LA =l e s eSS (subtreeSpecification) 45 81 § peddl b po cn

sl e dies dsla © g slezuly (collectiveExclusions) & Olslazs! ¢l | rid) ) oy

collectiveExclusions ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

e S sl el M
(OBJECT 2 & 48 Ol (id-oa-excludeAllCollectiveAttributes) il & sadl ad dlasw! il Jloxzal S5
() e dsledl @ saidl) s slaanY ((collectiveExclusions) & Olslaaw! cad iS” Lo o 5 (IDENTIFIER)
eadl Bl Olus eIl alad) L2 714
tk LS Bl OS85 ) el ) BT

contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary
MUST CONTAIN  {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }

:(contextAssertionDefaults) <ty Bl SIUST o ol (o 3 izl o8 il (6 322 O sy
contextAssertionDefaults ATTRIBUTE ::= {

WITH SYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

A Jall @ el M 8 sl GBIl Bl ST W) By Bl oluSTE feasldl S OF 09 Bl ‘..3 LS,
2.2.9.8 oA A 351 el e ] Sl (5l e oSl M e Bl olasTl
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o (367 A a3 ae BTy 67 24 Al (3 (TypeAndContextAssertion) Glwdly kedl SIuST 37a — o>
ASO/EC 9594-3 ,Lall | ITU-T X511 o 53!

add- 313 & 5 god eelll plladl ka2 8,14
serviceAdminSubentry OBJECT-CLASS := {
KIND auxiliary
MUST CONTAIN { searchRules }
ID id-sc-serviceAdminSubentry }

{(searchRules) Coudl ust sl Lasdl condl all 2 ) ol o )l el (5 522 O gy
searchRules ATTRIBUTE ::= {

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-oa-searchRules }

SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString { ub-search } OPTIONAL }

Wy e sasl U et 2 5y e o f &t 8uel 3 U (searchRules) Coudl ds) gl Jasdl cadl Al s
Baddl laé OSL Sl pdey i (id) B LSSl odn 1 Gl 345l Bgn T BB Eg sys ol iog Y
DMD ) 5,)5) Oldas 458 Tze sa dmdld .(dmdld s id 4= (searchRules) &t st 58l U Ss sl 4f) (serviceType)

(46 A A sty

il j o et pladl ka2 9,14

hierarchylLevel ATTRIBUTE ::= {

WITH SYNTAX HierarchyLevel

EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hierarchyLevel }
HierarchylLevel ::= INTEGER

hierarchyBelow ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

HierarchyBelow ::= BOOLEAN

hierarchyParent ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

hierarchyTop ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

HierarchyBelow
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hierarchyBelow }

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyParent }

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyTop }
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subschema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
diTContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
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diTContextUse |

matchingRules |

matchingRuleUse }
ID id-soc-subschema }
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Jl LS DIT s ) 54sl ma J:‘--LU S5# Gen Eot (ObjectClass) 2 A (e cn od plE ol Sl s
0L ((top) &edll ;& 13 sl 4 iae 5 & Lo 4 s» (ObjectClass) 2 &l Cane G dad O Lt ol oy e
el Sl ) ades fa O g (SIS OV L.,a_,\ pie 43 4dll LoV ods & o

G52 oy . xal wellll 5 30l GLoY (objectClass) (2 &1 cawe CRpE e o ez O By I st S
Lt 4l () any Lo s (objectClass) (2 ) Cad n od b dny ot dol] 2aSTUH DIT (6 ) 3256 me Lo o)
A2 i) ol DLl ((top) Al b Wb g Lol A ae o 4 i %s» (objectClass) o Ml (ho i Gad Tn
Sl Gl fodle 3 SIS a8 OloW ads 3y W 3 V) BdE S Lal Olate a8l Ol sl e o8 OB

A e G ST BLoYl 48 e 2T 18 o Ll

A Ll dobw O 7,15
tpad) sy L o) bbsll dnbd alasd) ol AW e i) 5 1l o 5
J:‘-.LQ.U oSy v...«}!\ ol gy J:L\J\ J.;.Lu Olles o @l ol (,_.3 )\.\f 69,&5\ Lol U u‘"i‘d‘ J:'-.LU B odgmse -
SL;;J,&J\ Db u_cjdl
LA bl et ) sl e 3l S e -
o s 3 A G ledl 3 Jessd)y ((DirectoryString) { ub-schema } JJWV dbudd ASN.1 5o ool Laadl) G a5
ISO/IEC 9594-6 ,Lll | ITU-T X.520

LA e Bl I O gl ey (integerFirstComponentMatch) g>-e suad J 5N O dagl po 31 glud) degl g Ltsls
ISO/IEC 9594-6 ,Lall | ITU-T X.520 e 53\ (3 Lyl Ol ~+ (objectldentifierFirstComponentMatch)

U SaS” (description) cie #1038y (el 3 Wl Ss ) (name) ewt) U S e sy L“JL;,*\ e BN
A ae a5l 3 67l A Bl dabd Glaad) @ sadl e s

u}i\\ RES JMWJ .(obsolete) ebu..a ajin U de a5 gl & ‘wfi\ gcjd\ Jolasel) ML.WJ w‘ & gl o e St
Ls_c«ja.ﬁ\wm)\:w M\\}LAJLM J\U:_Mquu).d\ o8 ol ol

DIT 4w 4158 Jasd) Cadl 1.7.15
1 # bk es 4L DIT 4 el 3 (dITStructureRules) DIT i 4ol 4l Jasdl cadl GTn
dITStructureRules ATTRIBUTE ::= {

WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [11 SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

321y DIT &y 366 23 S 37 o od)l suas (dITStructureRules) DIT i us s Lozl ool

6.7.13 ol w3 LUl ASNA &l 257 1 e w5 (dITStructureRule) DIT 4x 3458 b Sy

DIT (s g1 dsd o ol cadl 2,715

cnll ind ST g L o3 bk e & LI DIT s #2) sl (dITContentRule) DIT s g5) ol Jaid) cndl OTn
e G ) sl 2 A el (A B gs ek S
dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContentRules }

DITContentRuleDescription ::= SEQUENCE {
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COMPONENTS OF DITContentRule,

name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }

3315 DIT (5 522 3256 2ad | 378 Co il suazs (dITContentRules) DIT (s 551 usl ) Laid) ol
2813 ol a3 LUl ASNA a3 % 5all) .57 31 (e 4 (dITContentRule) DIT ¢ 81 susl U S,
dasl ) el gl il cadl 3,715
18 b bl e dlead) el usl 3 (matchingRules) desl bl us s Lasdl cnd) (o
matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

identifier MATCHING-RULE.&:id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

ASN.1 S 5 el b = e
Aash sl 3aels 4y 54 7Rl 5 3l & 58 CTae s (matchingRules) des) ) uel 8 i 2 i) (identifier) & sd) e O S
sl — L) Ol ) >l dab @) (o (description) cie ¢ O S (s 522
el (S5 ael 3 S W ASNL L w5 (information) &b shall 0 S (s 22

Lz 5, 52 5 LASN.1 w gLl e se ASNLT e ‘L;JL,&\ gk s ASNLT o)l s ) 2 sls” ASNLA @,ﬁfvuu,;
Pl e Bme ) 55 st SIS gl s cdaod) sl iy Lo 1ol (s Yy ) ol 2 oAl Lol sl o
Q\.L’-) é :\3:&&.‘ ASN.1 .Jauiu.n \.X;-U J":‘j_} M\ e UJ&A U\:B ASN.1 JG-C M \Jl} .o:bﬁ g_,._.‘ffj\ .«\.G\js ;;u“j*.ﬂ wb :\.3.15
oS Lkt 0 ) adadl) dalall 0w 4l (UserDefinedConstraintParameter) Joxios Lgb'a 48 dolss T 0B ¢ Ll

il aasll o A & s Bae ned 05554 (SyntaxConstraint) oS 31 dsl 8 3 48

SyntaxConstraint ::= OBJECT IDENTIFIER

A3 dodas Oy LISO/EC 8824-1 LLall | ITU-T X680 oo sl (3 Jaudlly apuasidlly ASNLA ot ol )y i o 3, — 1 A5
ISO/IEC 8824-3 ,Lall | ITU-T X.682 4 53l (3 (UserDefinedConstraintParameter) Jusiww 0 8 e

o) el Ably gp ool ASNLT iy x5 — 2 Ao
3y e ga 34 Aed JST OTa) Eo i) sasze 4» (matchingRules) dost il uel s i) o
Cadl bUY Jasdl cadl 4715

i p bk e dlaald) el LU (attributeTypes) cad! bUY i) el o

attributeTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
AttributeTypeDescription ::= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypelnformation }

coadl laf 3y sh DAl 5 3 4 pa OTes s (attributeTypes) Cad) bUT w5 403 (identifier) & ) Gas 0 S0
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Py e bl s S d}_’g G ("’B‘ sdxze (attributeTypes) Caad! by gl:i&:}\ el
AttributeTypelnformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [11 MATCHING-RULE.&id OPTIONAL,

orderingMatch [2] MATCHING-RULE.&id OPTIONAL,

substringsMatch  [3] MATCHING-RULE.&id OPTIONAL,

attributeSyntax [4] DirectoryString { ub-schema} OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,

collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,

application AttributeUsage DEFAULT userApplications }

(Multi- el 302l 5 (attributeSyntax) cadl oS ;i 4sl 534 (equalityMatch) 31 slull sl se s (derivation) Slizs¥! b Sy
Slehall 5 8 o Ll &) B o e A LS 3 alll S ) s b (application) et 5 (collective) aslok! 5 valued)
LGl

i o5 pddy B g gocndl oS 5 o) i) ASNL o5 s a5 Al (attributeSyntax) cad) oS 5 W81 B 0 S o2
el gl et 3 Lasd) cadl ol (information) Sl ghall 0 S Cis 5 et ASNL

2 A Sl M\ cedl 5715
(A bbz oo deand) Lol (objectClasses) el N TELY L;MMS\ cadl oy
objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

ObjectClassDescription ::= SEQUENCE {

identifier OBJECT-CLASS.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] ObjectClassinformation }
o2 A o i b OTall 5 A48 3as 5a (ObjectClasses) 2 A Slusl i dad (identifier) & sl yme 0 S
Ml 2 f e Red S DT o il sdeze 5 (ObjectClasses) o M) Do Jasdl cadl

ObjectClassinformation ::= SEQUENCE {
subclassOf SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3]  SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optionals [4]  SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

3 U (optionals) &)L\, (mandatories) &l g3 <U Uiy (kind) ¢ 315 (subclassOf) & 81 cindll U Sy
HE SLlall 8 Gao ey o 18IS o e 2l LS & il 28
Y JSY il Cadl 6.7.15
L}.c}s bk oo dlesdl v...«}!\ Jad (nameForms) v..o’}ﬂ J\g:biﬁ gl:.i,':\;ﬁ\ ) quﬁ
nameForms ATTRIBUTE ::= {

WITH SYNTAX NameFormDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-nameForms }

NameFormDescription ::= SEQUENCE {

identifier NAME-FORM.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] NameForminformation }

2 A o b Ol o Al & s Oles sa (nameForms) e ) JISKET s 2ad (identifier) &gl S 0 S
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EN v_..«\ J_i.; dod Jf d}_’g G v.:EJ\ >4 s» (nameForms) V'“N‘ J&;}g L;L:;v.;:\:}\ el

NameForminformation ::= SEQUENCE ({
subordinate OBJECT-CLASS.&id,
namingMandatoriesSET OF ATTRIBUTE.&id,
namingOptionals SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

by dwed! Oy (mandatoryNamingAttributes) 4l Y1 dwwd) sty (subordinate) s ol S

HUE Sl el 558 o Lty o) 28I o oo A ST & palll 457 A1 i U (optionalNamingAttributes)

das) b1 Bueld Jlomewy hdid) Cad) 77,15

tf A bk 3 sl g 30sB Ll 3das Wl el LUT LY (matchingRuleUse) desl i 3usB Jloazwl i) cond font
matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }

MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0]  SET OF ATTRIBUTE.&id }
sasls 5 OTAll o 4l 458 as 52 (matchingRuleUse) dsst gt 8B Jlariw! wn ied (identifier) & sd) G 0 S
Jag) 5l
el ) 3456 Lgde 3ot o) cad) BUT 2 po2 408 GTny 20d) (information) Sl glas O3S
& sed) 2 A1 Lol M\ cadl 8.7.15

il gl 2 ) o 2y sl (structuralObjectClass) o sod! (2 &) Caind) Lt < DIT 5 i 3 s S
structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-structuralObjectClass }

AaS U1 dedl Basld i) cadl 97,15

WS ) Bl Jass cw o bl o3 e U ) B dbid) el e DIT 5ms @ e S
tdeal LU ad) sues n Ul (governingStructureRule)

governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

Al LY Lasdl cadl 10.7.15
(P Lbz oo dleanad) GL LUl (contextTypes) Glwd! budy M\ ol oy
contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContextDescription ::= SEQUENCE {
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identifier CONTEXT.&id,

name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] Contextinformation }
Bl bof dygh Tall 5 M 4 sa Ces 5 (contextTypes) Bl BUY izl cod) 2 (identifier) 4381 B 0 S
RUCS PINE| WY - PO Jf J;’J‘ G r_:éj\ sdxze (contextTypes) Bl LUy gl:i&:}\ el

Contextinformation ::= SEQUENCE {
syntax DirectoryString { ub-schema } ,
assertionSyntax DirectoryString { ub-schema } OPTIONAL }

Cino Wbty ol B ol e AV LS &l .8 ) 6 L (assertionSyntax) <IASW 4.5 5y (syntax) Sled! LS
) G el s 8
S 5 sl 58 ASNLT Uiy o dani 2 alel (assertionSyntax) OUSHI LS 5y (syntax) Sl 35S 0 IS (s 524
Lo),wa ASNA il )l ()l BT Ll s o ASNLA iy 15 f*‘“ Dy LA e Bl S 5 ST el 35 Sl
1ol el Ao Wy ) iy (3 38Tl el ;Lc»\cbw;),.ﬂ ASN.A Lot sl e ASNA (aranid & ) i
g oS 13) Leda oS A del Oy el Al dls & da.u.a.;- s MJ’U )\ o:ﬁj}w SO gl g cdaaddl %\.c“\ @A\j U—Ip
Jemzed) Wiha 8 didee 2T 0B (LWl ol y 3 @Al ASNT LUT s sty eds femtes e UBoas 103 ASNLT
(SyntaxConstraint) <5 &1 sl ud U Ll 0, & adad) 2dall 055 il (UserDefinedConstraintParameter)
il Gaasdl 2 A s Bae Lgmad 0S5
dd dedas 37aly ISO/IECS824-1 el | ITU-T X 680 deo sl (3 oadly avasadly ASNA olomtie ld,ly Ciy i 3, — 1 a5
S Al usl B 4B O7xl L (ISO/EC 8824-3 \xll | ITU-T X.682 4o 5| (3 (UserDefinedConstraintParameter) foaidl o O a0
:3.7.15 = 4l 42l 3 (SyntaxConstraint)
ol el Abliy gp ol ASNLT iy x5 — 2 Ao

DIT Gl Jloiwt il Cadl 11.7.15
to o Jeazed O S 51 g )l SBL! 0L DIT Glow Jloazw i) cond) fonzn

dITContextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContextUse }
DITContextUseDescription ::= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUselnformation }
cadl Laod 2 Al &8 3Tas s (dITContextUse) DIT Gl Juoasat L) condl i) (identifier) & s Sas 0,50,
o) UL e e s T (id-oa-allAttributeTypes) cdl bUT a2 203 5y ke oy Ul
Dre angn Bl cadl Laf e dliad) (L Vly Y1 GLed) BUT & 8 CTn i (information) e ghas O3S
:(identifier) & 5!

DITContextUselnformation ::= SEQUENCE {
mandatoryContexts[1] =~ SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2]  SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

sBusd dasdl cadl 12.7.15
tosp bk s 6usY cw LUl ole oz 0L (friends) s i) ) ot
friends ATTRIBUTE ::= {

WITH SYNTAX FriendsDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
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USAGE directoryOperation
ID id-soa-friends }
FriendsDescription ::= SEQUENCE {
anchor ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
friends [0] SET OF ATTRIBUTE.&id }

035y B i se e pa @l cnd) Lo o W s ae sa (friends) sBusY) cx ied) (anchor) el 035
el e b cBusV) e BUY 5 8 Ga las ds se 4o (friends) sBueY) cx i (friends) sBaoY)
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Coudl 3usl ddvl 4o 10.16
ol 345 ST 5 Al 5 SearchRule Cowd! 8us W ASN.A wllans Laf any
SearchRule ::= SEQUENCE ({

COMPONENTS OF SearchRuleld,
serviceType [1] OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and : { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }
SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }
ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }

RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) } OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : { },
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }

ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
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contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion
({SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [0] CONTEXT.&id({SupportedContexts}),
and [1] SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {
restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),
restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

s iyl Sl 4 A ill madlol) Ly G Sloslell o 2 a0 sust Cis par

-- SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributeCombination ::= CHOICE {

attribute [0] AttributeType,
and [1] SEQUENCE OF AttributeCombination,
or [2] SEQUENCE OF AttributeCombination,
not [3] AttributeCombination }
ResultAttribute ::= SEQUENCE {
attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,
contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }
ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions  DEFAULT { },
searchOptions [1] SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }
EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER }
RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT {},
tightenings [11 SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum [4] INTEGER DEFAULT 1}
MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution OPTIONAL }

Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
-- object identifier of a mapping-based matching algorithm -- } ),

level INTEGER DEFAULT 0}
MRSubstitution ::= SEQUENCE {
attribute AttributeType,
oldMatchingRule [0] MATCHING-RULE.&id OPTIONAL,
newMatchingRule [11 MATCHING-RULE.&id OPTIONAL }
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b o> (subset) & Al &8 sasl disl 4o Sz (Subset) &S B 4 s0f (imposedSubset) & 5 il is I is o) O S oy
& b e (useSubset) &8 8l i o) Juoamsl gt (3 WS Eats S OSU s s pae U 3y (search)
e e S s Jalntl 5y (allowedSubset) i sowll i ) i gol aie 5 (sl i) v lry Y)Y ((search)

"4 saelis Luls (modifyEntry) Jode Lo Jf (read) 81 3 b

wop G o s ) et s g (default) coidy ded]l o ) 0TS L Ole 5 OUTSG (entryLimit) ool 3 gu 07
3 g das o Soill G gorl) (5 g2l 2ol (max) £2BY! o 4 OIS Ly (sizeLimit) pndl 3 g ass (Sl ooy | 0]
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o2 saelsy Ll (modifyEntry) J&4s e i (read) 8s) 3 b oo e
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s <&y (REQUEST-ATTRIBUTE) b s (SEARCH-RULE) &8 dusl Sl 26 Olol g
el el b 355 et (RESULT-ATTRIBUTE)
SEARCH-RULE ::= CLASS {

&dmdid OBJECT IDENTIFIER,
&serviceType OBJECT IDENTIFIER OPTIONAL,
&userClass INTEGER OPTIONAL,
&lInputAttributeTypes REQUEST-ATTRIBUTE OPTIONAL,
&combination AttributeCombination OPTIONAL,
&OutputAttributeTypes RESULT-ATTRIBUTE OPTIONAL,
&defaultControls ControlOptions OPTIONAL,
&mandatoryControls ControlOptions OPTIONAL,
&searchRuleControls ControlOptions OPTIONAL,
&familyGrouping FamilyGrouping OPTIONAL,
&familyReturn FamilyReturn OPTIONAL,
&additionalControl AttributeType OPTIONAL, &relaxation
RelaxationPolicy OPTIONAL,
&allowedSubset AllowedSubset DEFAULT "111'B,
&imposedSubset ImposedSubset OPTIONAL,
&entryLimit EntryLimit OPTIONAL,
&id INTEGER UNIQUE }
WITH SYNTAX {
DMD ID &dmdid
[ SERVICE-TYPE &serviceType ]
[ USER-CLASS &userClass ]
[ INPUT ATTRIBUTES &InputAttributeTypes ]
[ COMBINATION &combination ]
[ OUTPUT ATTRIBUTES &OutputAttributeTypes ]
[ DEFAULT CONTROL &defaultControls ]
[ MANDATORY CONTROL &mandatoryControls ]
[ SEARCH-RULE CONTROL &searchRuleControls ]
[ FAMILY-GROUPING &familyGrouping ]
[ FAMILY-RETURN &familyReturn ]
[ ADDITIONAL CONTROL &additionalControl ]
[ RELAXATION &relaxation ]
[ ALLOWED SUBSET &allowedSubset ]
[ IMPOSED SUBSET &imposedSubset ]
[ ENTRY LIMIT &entryLimit ]
ID &id }
REQUEST-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&SelectedValues ATTRIBUTE.&Type OPTIONAL,
&DefaultValues SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
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valuesSEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,

&contexts SEQUENCE OF ContextProfile OPTIONAL,
&contextCombination ContextCombination OPTIONAL,
&MatchingUse MatchingUse OPTIONAL,
&includeSubtypes BOOLEAN DEFAULT FALSE }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ SELECTED VALUES &SelectedValues ]
[ DEFAULT VALUES &DefaultValues ]
[ CONTEXTS &contexts ]
[ CONTEXT COMBINATION &contextCombination ]
[ MATCHING USE &MatchingUse ]
[ INCLUDE SUBTYPES &includeSubtypes ] }
RESULT-ATTRIBUTE ::= CLASS {
&attributeType ATTRIBUTE.&id,
&outputValues CHOICE {
selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts ]}
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MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRICTION &Restriction

RULES &Rules

ID &id }
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accessControlScheme ATTRIBUTE := {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-aca-accessControlScheme }
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OPTIONALLY-PROTECTED { Type } ::= CHOICE {
unsigned Type,
signed SIGNED {Type} }

L.Ls (OPTIONALLY-PROTECTED) b)L.."\ goé\ o Yu\.: (OPTIONALLY-PROTECTED-SEQ) b)L..‘»-\ gqé\ eL’:’J\ J.M
Myﬂuwhfcu FIeY uw\wuﬁ

OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {
unsigned Type,
signed [0] SIGNED { Type } }
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gl L et 5f U3 (ACHItem) ACH da ST =6 o (ACHItems) ACH 353 i yomeS 3Ll (Soud) Sloshes e
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tsh LS Ll e S (ASNL 5 3
AClltem ::= SEQUENCE ({

identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst 11 SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)
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Protecteditems ::= SEQUENCE {

entry [0] NULL OPTIONAL,
allUserAttributeTypes 11 NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [31 SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [71 Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [91 INTEGER OPTIONAL,
restrictedBy [10]  SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11]  SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL }
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [11 NULL OPTIONAL,

name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }
ItemPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACllitem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermission ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in ACllitem
protecteditems Protectedltems,
grantsAndDenials GrantsAndDenials }

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {

level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },

other EXTERNAL }

GrantsAndDenials ::= BIT STRING {
-- permissions that may be used in conjunction
-- with any component of Protectedltems
grantAdd (0),
denyAdd (1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

grantRead (4),
denyRead (5),
grantRemove (6),

denyRemove (7),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),
denyBrowse (9),
grantExport (10),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename 17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems
grantCompare (20),
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denyCompare (21),
grantFilterMatch (22),
denyFilterMatch (23),
grantinvoke (24),
denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }
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attributeValueSecurityLabelContext CONTEXT ::={

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SignedSecurityLabel ::= SIGNED {SEQUENCE {
attHash HASH {AttributeTypeAndValue},
issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,
securityLabel SecurityLabel } }

SecurityLabel ::= SET{
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL }
(ALL EXCEPT ( {-- none, at least one component shall be present --}))

SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {
unmarked (0),
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unclassified (1),
restricted (2),
confidential 3),
secret (4),
top-secret (5)}

PrivacyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))
SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory
Aolaznl) Bl o i Ladl S ez Wy 6 2V SBLL S s alne ©ogm slasl o et A Bl Lia Lot V5
sl e doxel) SLaly (Sl Gdard(Us 5 il Gl o3
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clearance ATTRIBUTE := {
WITH SYNTAX Clearance

ID id-at-clearance }

Clearance ::= SEQUENCE {

policyld OBJECT IDENTIFIER,

classList ClassList DEFAULT {unclassified},

securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }
ClassList ::= BIT STRING {

unmarked (0),

unclassified (1),

restricted (2),

confidential (3),

secret (4),

topSecret (5)}
SecurityCategory ::= SEQUENCE {

type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),

value [11 EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::={...}
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c»,@ll (securityCategories) P otdly (classList)
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attributelntegrityinfo ATTRIBUTE ::= {

WITH SYNTAX Attributelntegritylnfo
ID id-at-attributelntegritylnfo}

Attributelntegritylnfo ::= SIGNED { SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer SignerOPTIONAL, -- Authority or data originators name
attribsHash AttribsHash } } -- Hash value of protected attributes

Signer ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] Specificallyldentified }

ThisEntry ::= CHOICE {
onlyOne NULL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,
serial CertificateSerialNumber }

Specificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))

Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1] SelectedTypes
-- Signature protects all attribute values of the selected attribute types
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}
SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
-- Attribute type and values with associated context values for the selected Scope
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attributeValuelntegrityinfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegritylnfo

ID id-avc-attributeValuelntegritylnfoContext }
AttributeValuelntegritylnfo ::= SIGNED { SEQUENCE {

signer SignerOPTIONAL, -- Authority or data originators name

aVlHash AVIHash } } -- Hash value of protected attribute

AVIHash ::= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context values

AttributeTypeValueContexts ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }
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EQUALITY MATCHING RULE accessPointMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }
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specificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificKnowledge }
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MasterAndShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MasterOrShadowAccessPoint ::= SET {

COMPONENTS OF AccessPoint,
category [3] ENUMERATED {
master (0),
shadow (1)} DEFAULT master,

chainingRequired [5] BOOLEAN DEFAULT FALSE }
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nonSpecificKnowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }
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SupplierOrConsumer ::= SET {

COMPONENTS OF AccessPoint,-- supplier or consumer --

agreementiD [3] OperationalBindingID }
Supplierinformation ::= SET {

COMPONENTS OF SupplierOrConsumer, -- supplier --

supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }

supplierKnowledge ATTRIBUTE ::= {

WITH SYNTAX Supplierinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }
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Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }
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SupplierAndConsumers ::= SET {

COMPONENTS OF AccessPoint,-- supplier --

consumers [3] SET OF AccessPoint }
secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers

EQUALITY MATCHING RULE supplierAndConsumersMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }
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ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-ditBridgeKnowledge }

30 La sla LISO/IEC 9594-4 ,Lall | ITU-T X.518 &0 53! (3 ASN.1 Lot -+ (DITBridgeKnowledge) (DIT) ywr & 28 37!
5 | s L dold) ASNLT s o

DitBridgeKnowledge ::= SEQUENCE {

domainLocallD DirectoryString OPTIONAL,
accessPoints MasterAndShadowAccessPoints }
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accessPointMatch MATCHING-RULE := {

SYNTAX Name
ID id-kmr-accessPointMatch }
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masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }
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supplierOrConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX SET{

ae-title [0] Name,
agreement-identifier [2] INTEGER }
ID id-kmr-supplierConsumerMatch }
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supplierAndConsumersMatch MATCHING-RULE ::= {

SYNTAX Name
ID id-kmr-supplierConsumersMatch }
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OPERATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA ]

[ ROLE-B &roleB 1]
ID &id }
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OP-BINDING-COOP ::= CLASS{
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[ APPLIES TO &Operations ] }
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OP-BIND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,

&EstablishParam OPTIONAL,

&modify BOOLEAN DEFAULT FALSE,

&ModifyParam OPTIONAL,

&terminate BOOLEAN DEFAULT FALSE,

&TerminateParam OPTIONAL }
WITH SYNTAX {

[ ESTABLISHMENT-INITIATOR &establish ]

[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[ MODIFICATION-INITIATOR &modify ]

[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }
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establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument
RESULT EstablishOperationalBindingResult
ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-establishOperationalBinding }
EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [1] OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [7] Validity DEFAULT {},
securityParameters [8] SecurityParameters OPTIONAL } }

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }
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Validity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [11 Time } DEFAULT now : NULL,
validUntil [11 CHOICE {
explicitTermination [0] NULL,
time [11 Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime }
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EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindinglD  [1] OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A replies, or Role B replies

initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }
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3 it BN Al B pn iy xd Jasi] g (bindingID) BL5yY1 dyph 3 asd) LY A G i e 2 OF S8
kel B3 VI AU 2l u})i\w@jw@gw.uw‘u,ywbuj\;ubi,\)i.ww@

Ay Ol T e ) 3 4k (accessPoint) 3 el OSG il g

4y OLe J- & (bindingID) bLiyY) g 0TS e Lasdl LY AW s i m e OF U DSA ST Sk

Ig) L)}gﬂ Q3 b s M‘ LLLY Al 48 sl DSA J:f) rRE b (idasll T e (bindingID) -b\-gs).}“
.(establishOperationalBindingResult) A&l LLi ¥ sluyl & o (bindingID) Lbs)Y)

(symmetric) ¢ W L= & (CHOICE) bl Lasy Jaidl LUV sbo ) adaa) o2l DSA S5 4wz (sl 5l 8
LU,V dak e oS 001 @ alll 87 ) OO (roleB-initiates) j3ly B 341, (roleA-initiates) ysby A sl
P o 73 o Aoldh) (ESTABLISHMENT PARAMETER) sloyY! dolas (CHOICE) jba! oo ASN.1 Laf sloniy . s
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o) LUV lad sl | (s L 0) CHOICE jles! Ld Cloni s . omol) (OP-BIND-ROLE) (Jasidl bLiyY) §55 o shes
Ry B! FON P

(il By e ddes 328

(MODIFICATION skl j3lwe (V) Jlms, Jibadl > iy o6 s Bl band Lasd) LU b dbee Jonin
(OP-BIND-ROLE) (hicid bUiyl 95 wlosas 28 (o 236 Jlansnly 3y Jazdl bL Y Ll (i &5 o> INITIATOR)
.(OPERATIONAL-BINDING) i bl 5

o OF L) sl S ol L) BLoYL azsDlo b g il LU,V B O yeze Lhas Sl skl LY b Sy
3 b ae (b O) el e i OF comal) Sy (347 ) i) Lrsd) Sl b 5 Iall S s ke
modifyOperationalBinding OPERATION ::= {
ARGUMENT ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [71 OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL } }
4>y (ID) &1 J= o (bindingType) LWy Jad Jor gy abi ol Ll B3, YI Loy (bindingType) lsy¥) &é o S 32
S o s dalee 2 s sestl 0day L (OpBindingSet) addl DLVl ds e |5 e La e L) JLal Laidl DL Y1 e oYl
cgodne Lok s gf «((ModifyOperationalBindingArgument) kil b3 )

LUV AU aid) 4 Glas Jawy L (bindingID) BLyNY &ga davly Lhaw prn Lais DL B Lgs (o e
St BLYl dsd (version) ol O0Se 05 s (newBindingID) st bl 4 kol Lasd)
.(bindingID) b\5,¥ & 48 okl el w L, el (newBindinglD)

A bl Ll 3 des ad 45 Sla SIS Q) =Y (accessPoint) 3 ikd; Q}Q Ao g g

[

(symmetric) ¢s bW L= s~ (CHOICE) ;b oy Joridl LUV i dded o1 DSA LSy 4 allazy sl 5l
LU,V b Gy m e oS 190V il 257 31 CFas L (roleB-initiates) y3ly B 33415 (roleA-initiates) jdly A y sl
P # o z3se Roldl (MODIFICATION PARAMETER) iad! dedas (CHOICE) ) oo ASNL Laf sloniy . Jrsd
e LUV bé faws (e L O] (CHOICE) jbss! Laf Cdwy . 3Ll (OP-BIND-ROLE) (Jetid bLiyl 555 o e
IPEANUERYINEOR SN EN

Li By L eridl BLOYL aglal (S G dla) gl sy Jl- 3 ((newAgreement) L 3L O (s 55s
(OPERATIONAL-BINDING) il bLi ¥l wlijlas 56 Ciio 73500 (AGREEMENT) GUW! Jlms, dalall odb ASN.1
el s Y Y wledas OB (newAgreement) dur U1 > oy pde Al (3 L Laidl DL Y baasy ol

tle oL J;;;uj (valid) Fle %S oLe @y JAd Bl i i 5,3 OLJ (valid) tle 05 Jlanzel s
(validFrom) ;o 1)bes! d Lo O3S Oy .tz né (validUntil) & # Lo 03 ofy ((now) O e (validFrom) e | ykas!
L els e Lyl U BN Jlay ¢ Jined) (3 w3 e alad ) pkyy 5 g e
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(BAT ad) il (B iy fed W8y I domd) sladen ¢ Joridl LUV s kee ~ 14 > 35
ModifyOperationalBindingResult ::= CHOICE {

null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@.bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResultsSeq } }
sl slr Lo s o e 887l ol Bedas om0 o) DSA LS S&

mridl bLi Y s Lhes 428
sUY jobe (V) Joms sWY) b G ooy o6 i Bl A s8] ) Lasd) BLYI s Rles feasd
S DUyl 335 Sloglas o o 23U Jlemaly iy Jxid) LY Lé iy 45 o> (TERMINATION INITIATOR)
oS8y (BT W) ) aedl) mme a3 Il Sy (OPERATIONAL-BINDING) kiis bUs,l (OP-BIND-ROLE)

W5 b e LA Of dmdl e @3y OF ol

terminateOperationalBinding OPERATION ::= {

ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }

CODE id-op-terminateOperationalBinding }
TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingIlD [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL } }
R.U,&\ J& .+ (bindingType) .b\.,’i)’}[\ i A gy 03U cﬁj&\ gl:.i,i\é\ bLi,Y ke (bindingType) bL;)‘ﬁ\ hai ng,. ENEEY)
& 45 5est) oday (OpBindingSet) (Juiid) bLiy¥l & paf |5 o Lax o L) JLall Lasd) LU WY Lf oYV s2>Y (ID)
colre Laf e & «(TerminateOperationalBindingArgument) w\ Ll s &) T o el
3 3= 5l (version) ylueyl 0% Lalnzy o(bindingID) L3 yY1 & sp danl s La3L4) (’f"j (i DL Al Bsn iy 3 amy
.(bindingID) $\5 ¥\ & 42 3
(symmetric) (s 5 L= xs (CHOICE) ylws! Loy il LU,V o) dlasd );X«a-(\ DSA 57y 4 allaizy ) 5 s
LUV Lk iy m e e S 1Y) & alll 257 3 CTay L (roleB-initiates) j3ly B 53415 (roleA-initiates) y3ly A sl
P o z3sey koldl (TERMINATION PARAMETER) sU4Y! icdas (CHOICE) jbs) oo ASN.T Laé iy . JLasd
Goles Lazd) LYY Lad el sy | O] (CHOICE) jks! aé C3d) . Lol (OP-BIND-ROLE) (i bLiyl 535 lishes
)}Ll\ d"‘ ;Lél

.(terminateAt) Ls s8] 3 =50 2l sy S “3)5 (sl LY 4] o 4 0)
(BT A ) B w5 e 05y AW Gl sl (sl DLV e8] Lass 1 W 3
TerminateOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [11 OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindinglD OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResultsSeq }}}
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LY sl Loy ol e 87al s L&Y ks my OF ) DSAJJ}Q&:JQ)

Laidl blo ¥ ks> 528
(BAT ) il A by fad 08 b/ dadas y abasdl SBL Y S sY Slleal) Jlerzaly glas dSCan e sl LU Y1 s de

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {

problem [0] ENUMERATED {
invalidiD (0),
duplicatelD 1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10) },
bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
agreementProposal[2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
retryAt [3] Time OPTIONAL,
COMPONENTS OF CommonResultsSeq }

2l 3l (problem) ASad! 3l
ol aloall L L) 3 n 5f i) DSA LSy s Wsg llall (3 3lanll izl L3N &5 cinvalidID - (
Al Wyl 0530 0,50 16 ) s Gl 533 g sl Y1 b (3 SUaall a2l bL3 N1 % s cduplicatelD (<
sl Y G sl ) ST dend) Ol s (shrats bL5 ) A sl )Y
sl daadl LU NI Lt DSA STy o< ¥ tunsupportedBindingType (¢
o) I a0 l) s 58 pay idS B s e 3 ales L inotAllowedForRole (>
(s DLV B cL&L 3Ly O = gons 8 155 Joy DSA LS5 15 e i) LUV W) Ades o)
S3ghhay 1Y oy e DLV Led 8Tas cl] ol clu ) Sldas (5T iparametersMissing (2
(BN Jaadl bW Al Ol sl janad =5, ‘roleAssignment (s
i) LUV AU Ll sl o3y a8 linvalidStartTime  (
ks LUV I i A s 8Y) =3, a8 tinvalidEndTime (-
DSA kS5 o @ 5all BVl by 5 ssle] oS Jasd) LLi Y AU GLsY) by 15 b cinvalidAgreement (b
.(agreementProposal) 3! C\ﬁ\ & e
o) LU Yl L Ssle ) olay L) e 531 Lo \::\3 o~ DSA S :currentlyNotDecidable (s
retryAt & D gl sl 3 L 1SS siie i s 3 ellasl Sy 2 sl
ol LU VI AW 4 # sens 8 i) oY \jm Lo o Jerid) LV Al Law 2des :modificationNotAllowed (2
il LU, YI 8 0s] dhes dn alee ;s Sl e (bindingType) bl Jad 0350 00

Laid  bliyl sly b e \;.»J L (agreementProposal) JW! 3 U Jent g
2.28 1l 3 7 ) e B Sledas g dine ds 5e2 ) BY (EstablishOperationalBinding)

W ol BB b (problem) USH) i s AL Li (retryAt) s Dp wel OG0 e O
(EstablishOperationalBinding) L;1.-...’ Ly slwy) b Wyl ssle] s = U <341 oL (currentlyNotDecidable)
- (ModifyOperationalBinding)  ck#id Lyl Joe o
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(ISO/EC 9594-3 ,Lall | ITU-T X.511 o sl o 47 4l Jail) (CommonResultsSeq) & xill mildl syl 035 pacan y

K pall Sl b 3 (SecurityParameters) dwel Sledas 0°SG al O3,y (SecurityParameters) dwsl Clodas
o= R c

Aot ddes 2 S of e o O O] (CommonResultsSeq)

Ll Lo N1 8 y1aY sl by sl 6.28
ool 3 T DSA LS okl DL YI 815 sbied 2y DSA LS wsdl BLEYI 83 o] Lt DSA Sy Jowi
e LU,V 5,0s) blas o ddas 53 44y 400 (32.6.289 1.6.28 (s 4l

3,13 k| &l (dSAOperationalBindingManagementBind) DSA |58  kiidl LLyY1 815) sbw) Bl 0SS O s
DSA k) dles e @ikl 4=l & l.s (dSAOperationalBindingManagementUnbind) DSA (|5 ¢ il blg )
.(DSAUnbind) DSA 3t &b, (DSABind)

WU oda (3 ((ITU-T Rec. X.519 | ISO/IEC 9594-5 Ao 5| Jail) Olizd & gkl bz gl o) ol Bods zie fakt 15 — o>l
Sl Y) 5 o e (3 Sl i) A 5 Y
DSA |5 & il bL3 Y B yls) blayl  1.6.28
el B3I 8 15) 5 3 e ad DSA S 5 hrsdl LY 815 sli] Joris Jant
dSAOperationalBindingManagementBind OPERATION ::= directoryBind
3kw) (3 &l ~o (dSAOperationalBindingManagementBind) DSA S ¢ sl bLiy¥) §yls) skw) b S gollas
AU G gl & (ITU-T Rec. X.511 | ISO/IEC 9594-3 .05l Lily (directoryBind) J-Jb
sda (35 ((ITU-T Rec. X.519 | ISO/IEC 9594-5 & sl ity Olizud &y 5llall lias pid) oY) ol dads jaie fost 25 — o>l
Sl Y) @5 o e (3 Sl i) 5 Y AL
U Ol o 1.1.6.28
AE 0l ze 3 5b 87all Slglall Jlu sl (DirectoryBindArgument) oWl slus) mxs dold) (Credentials) <ol sl e
R ) IS AE Ol 055 G 3L DSA LS 5 Ul o2 DSA LS 5 Aol (Bl k)
sl Ol st 2.1.6.28
Lol AE Ol g &y 5b @0al wlelal) JLe L (DirectoryBindResult) 4! Sbs! &y 2ol (Credentials) <l sid) mos
e JKa AE Ol g 056 O 3L DSA LS5 L) oot DSA S s
DSA |5 ¢ i) sl §,05) slw) clb 2.6.28

5.6.75 4.6.7 e A kil 3 245 ) O8I 2 p2ill 2ad ol oo ) dnd pa ks sle) 3000 dg 5 5,5 BLA (3 LY el
ITU-T Rec. X519 | wosdl o0 2.3.9 o) il 3 TCPAP iy ITU-T Rec. X.519 | ISO/IEC 9594-5 iyl o
ISO/IEC 9594-5
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o A g e Sl
(ol | 2ol ads o e o il a2y
5 Sliol e & paantl) (B Al B Flae e e (S ) 2 A Bpn STal e 8 et s pll) s Sy

sl de 4l 5 sl 3 43,0 5 Madl o2 b 0SS UsefulDefinitions Susde Ciyyw o5 ASNLT d g IS Jady
Aaps

UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

Sl s I lisl e 2 3R oY ASN 5 b Jlanin Y T e il ) ads 2 3SR il LU Aa ——

oA el Oy ol§ ol LW lelonind OF s 2 linkd (So LU olots ) L) lplanzozen & ol linki Jlaxiwl
it 4 L) Gkt Bila) T U Dedrtll g byt AT

ID

OBJECT IDENTIFIER

ds ID

{joint-iso-itu-t ds(5)}

-- categories of information object --

module ID = {ds 1}
serviceElement ID = {ds 2}
applicationContext ID = {ds 3}
attributeType ID = {ds 4}
attributeSyntax ID = {ds 5}
objectClass ID = {ds 6}
-- attributeSet ID = {ds 7}
algorithm ID = {ds 8}
abstractSyntax ID = {ds 9}
-- object ID = {ds 10}
-- port ID = {ds 11}
dsaOperationalAttribute ID = {ds 12}
matchingRule ID = {ds 13}
knowledgeMatchingRule ID = {ds 14}
nameForm ID = {ds 15}
group ID = {ds 16}
subentry ID = {ds 17}
operationalAttributeType ID = {ds 18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles ID = {ds 23}
accessControlAttribute ID = {ds 24}
--rosObject ID = {ds 25}
--contract ID = {ds 26}
--package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
-- securityExchange 1D = {ds 32}
idmProtocol ID = {ds 33}
problem ID = {ds 34}
notification ID = {ds 35}
matchingRestriction ID = {ds 36} -- None are currently defined by this specification
controlAttributeType ID = {ds 37}
keyPurposes ID = {ds 38}
-- modules --
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usefulDefinitions
informationFramework
directoryAbstractService
distributedOperations

-- protocolObjectldentifiers
selectedAttributeTypes
selectedObjectClasses
authenticationFramework
algorithmObjectldentifiers
directoryObjectldentifiers
upperBounds

--dap

--dsp
distributedDirectoryOIDs
directoryShadowOIDs

directoryShadowAbstractService

-- disp

-- dop
opBindingManagement
opBindingOIDs

hierarchicalOperationalBindings

dsaOperationalAttributeTypes
schemaAdministration
basicAccessControl

directoryOperationalBindingTypes

certificateExtensions
directoryManagement
enhancedSecurity

-- directorySecurityExchanges
iDMProtocolSpecification
directorylDMProtocols
attributeCertificateDefinitions
serviceAdministration

{module usefulDefinitions(0) 5}

{module informationFramework(1) 5}
{module directoryAbstractService(2) 5}
{module distributedOperations(3) 5}

{module protocolObjectidentifiers(4) 5}

{module selectedAttributeTypes(5) 5}
{module selectedObjectClasses(6) 5}
{module authenticationFramework(7) 5}
{module algorithmObjectldentifiers(8) 5}
{module directoryObjectldentifiers(9) 5}
{module upperBounds(10) 5}

{module dap(11) 5}

{module dsp(12) 5}

{module distributedDirectoryOIDs(13) 5}
{module directoryShadowOIDs(14) 5}
{module directoryShadowAbstractService(15) 5}
{module disp(16) 5}

{module dop(17) 5}

{module opBindingManagement(18) 5}
{module opBindingOIDs(19) 5}

{module hierarchicalOperationalBindings(20) 5}
{module dsaOperationalAttributeTypes(22) 5}
{module schemaAdministration(23) 5}
{module basicAccessControl(24) 5}

{module directoryOperationalBindingTypes(25) 5}
{module certificateExtensions(26) 5}

{module directoryManagement(27) 5}
{module enhancedSecurity (28) 5}

{module directorySecurityExchanges (29) 5}
{module iDMProtocolSpecification(30) 5}
{module directorylDMProtocols(31) 5}
{module attributeCertificateDefinitions(32) 5}
{module serviceAdministration(33) 5}

-- the following definition is for a module that holds externally defined schema elements not defined
-- using formal ASN.1 notation (see latest version of Implementor's Guide)

externalDefinitions
commonProtocolSpecification
oSIProtocolSpecification
directoryOSIProtocols

-- Synonyms --

id-oc

id-at

id-as

id-mr

id-nf

id-sc

id-oa

id-ob

id-doa
id-kmr
id-soc
id-soa

id-ar

id-aca

id-ac

-- id-rosObject
-- id-contract
-- id-package
id-acScheme
id-ce

id-mgt
id-avc

-- id-se
id-idm

id-pr

id-not
id-mre
id-cat

ID
ID
ID
ID
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{module externalDefinitions(34) }

{module commonProtocolSpecification (35) 5}
{module oSIProtocolSpecification (36) 5}
{module directoryOSIProtocols (37) 5}

objectClass
attributeType
abstractSyntax
matchingRule
nameForm

subentry
operationalAttributeType
operationalBinding
dsaOperationalAttribute
knowledgeMatchingRule
schemaObjectClass
schemaOperationalAttribute
administrativeRoles
accessControlAttribute
applicationContext
rosObject

contract

package
accessControlSchemes
certificateExtension
managementObject
attributeValueContext
securityExchange
idmProtocol

problem

notification
matchingRestriction
controlAttributeType



id-kp
-- obsolete module identifiers --

-- usefulDefinition

-- informationFramework

-- directoryAbstractService
-- distributedOperations

-- protocolObjectldentifiers
-- selectedAttribute Types

- selectedObjectClasses

-- authenticationFramework
-- algorithmObjectldentifiers
-- directoryObjectldentifiers
-- upperBounds

-- dap

-- dsp

ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID
ID

-- distributedDirectoryObjectldentifiersiD

-- unused module identifiers --

-- directoryShadowOIDs

-- directoryShadowAbstractService
-- disp

-- dop

- opBindingManagement

- opBindingOIDs

- hierarchicalOperationalBindings
- dsaOperationalAttribute Types

-- schemaAdministration

-- basicAccessControl

-- operationalBindingOIDs

END -- UsefulDefinitions

keyPurposes

{module 0}
{module 1}
{module 2}
{module 3}
{module 4}
{module 5}
{module 6}
{module 7}
{module 8}
{module 9}
{module 10}
{module 11}
{module 12}
{module 13}

{module 14}
{module 15}
{module 16}
{module 17}
{module 18}
{module 19}
{module 20}
{module 22}
{module 23}
{module 24}
{module 25}

ISO/TEC 9594-2:2005 (A)
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ASN.1 w0 5 Sbe ghall yUbo)
(a0l | B s o S e sl s (K

Sl gles b} iyl (S8 ods I s pe 3 R ASNA g gy fndy Bad il i e Aot gelll M 3y
.ASN.1 4> ; (InformationFramework)

InformationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 5}

DEFINITIONS ::=

BEGIN

-- EXPORTS All --

S s ) Slislsa 23 2 Y ASN Dl 3 Jlanea Y1 S o il i) ads 3 d Rl il LY Aa -

) U5 OF dy (U8 dold) LI lplanis O (5 5] bkt S ) oot ) Sl lglostir ol (60 ldeker Jlanios]
Mg I Gt Gilez) L) Dded)y llyilod]

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-ar, id-at, id-mr, id-nf, id-oa, id-oc, id-sc,
selectedAttributeTypes, serviceAdministration, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

SearchRule
FROM ServiceAdministration serviceAdministration

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

TypeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

booleanMatch, commonName, DirectoryString {}, generalizedTimeMatch,
generalizedTimeOrderingMatch, integerFirstComponentMatch, integerMatch,
integerOrderingMatch, objectldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

ub-search
FROM UpperBounds upperBounds ;

-- attribute data types --
Attribute ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
values SET SIZE (0 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }
AttributeType ::= ATTRIBUTE.&id
AttributeValue ::= ATTRIBUTE.&Type

Context ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{@contextType}),
fallback BOOLEAN DEFAULT FALSE }
AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
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assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET SIZE (1..MAX) OF ContextAssertion } OPTIONAL }

ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF
CONTEXT.&Assertion ({SupportedContexts}{@contextType})}
AttributeTypeAssertion ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
assertedContexts SEQUENCE SIZE (1..MAX) OF ContextAssertion OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the values component of Attribute, the value component
-- of Attribute TypeAndValue, and the assertion component of AttributeValueAssertion.
SupportedAttributes ATTRIBUTE ::= { objectClass | aliasedEntryName, ... }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

-- naming data types --

Name ::= CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttributeTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}),

primaryDistinguished BOOLEAN DEFAULT TRUE,

valuesWithContext SET SIZE (1..MAX) OF SEQUENCE {
distingAttrValue [0] ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,
contextList SET SIZE (1..MAX) OF Context } OPTIONAL }

-- Subtree data types --

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT { },
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }
-- empty sequence specifies whole administrative area

LocalName ::= RDNSequence

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET SIZE (1..MAX) OF CHOICE {

chopBefore [0] LocalName,

chopAfter [11 LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

Refinement ::= CHOICE {

item [0] OBJECT-CLASS.&id,
and [11 SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement }
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-- OBJECT-CLASS information object class specification --

OBJECT-CLASS := CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBCLASS OF &Superclasses ]
[ KIND &kind ]
[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }

ObjectClassKind ::= ENUMERATED {
abstract (0),
structural (1),
auxiliary (2)}

-- object classes --

top OBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN  { objectClass }
ID id-oc-top }

alias OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN  { aliasedEntryName }
ID id-oc-alias }

parent OBJECT-CLASS ::= {

KIND abstract

ID id-oc-parent }
child OBJECT-CLASS ::= {

KIND auxiliary

ID id-oc-child }

-- ATTRIBUTE information object class specification --

ATTRIBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL, --either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,
&collective BOOLEAN DEFAULT FALSE,
&dummy BOOLEAN DEFAULT FALSE,
-- operational extensions --
&no-user-modification BOOLEAN DEFAULT FALSE,
&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[ SUBTYPE OF &derivation ]
[ WITH SYNTAX &Type]

[ EQUALITY MATCHING RULE &equality-match ]
[ ORDERING MATCHING RULE &ordering-match ]
[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ DUMMY &dummy ]

[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]
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ID

AttributeUsage
userApplications
directoryOperation
distributedOperation
dSAOperation

-- attributes --

objectClass ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

ID

aliasedEntryName ATTRIBUTE :

WITH SYNTAX

SINGLE VALUE
ID

&id }

::== ENUMERATED {

(0),
(1),
(2),
(3)}

OBJECT IDENTIFIER
objectldentifierMatch
id-at-objectClass }

={
EQUALITY MATCHING RULE

DistinguishedName
distinguishedNameMatch
TRUE
id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {
&ParentMatchingRules
&AssertionType
&uniqueMatchindicator
&id

WITH SYNTAX {

[ PARENT
[ SYNTAX

[ UNIQUE-MATCH-INDICATOR

ID

-- matching rules --

ISO/TEC 9594-2:2005 (A)

MATCHING-RULE OPTIONAL,
OPTIONAL,
ATTRIBUTE OPTIONAL,

OBJECT IDENTIFIER UNIQUE }

&ParentMatchingRules ]
&AssertionType ]
&uniqueMatchindicator ]
&id }

objectldentifierMatch MATCHING-RULE ::= {
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
ID id-mr-distinguishedNameMatch }

MAPPING-BASED-MATCHING
{ SelectedBy, BOOLEAN:combinable, MappingResult, OBJECT IDENTIFIER:matchingRule } ::=

CLASS {
&selectBy
&ApplicableTo
&subtypesincluded
&combinable
&mappingResults
&userControl
&exclusive
&matching-rule
&id

WITH SYNTAX {
[ SELECT BY
APPLICABLE TO
[ SUBTYPES INCLUDED
COMBINABLE
[ MAPPING RESULTS
[ USER CONTROL
[ EXCLUSIVE
MATCHING RULE
ID

SelectedBy OPTIONAL,
ATTRIBUTE,

BOOLEAN DEFAULT TRUE,
BOOLEAN (combinable),
MappingResult OPTIONAL,
BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT TRUE,

MATCHING-RULE.&id
OBJECT IDENTIFIER

(matchingRule),
UNIQUE }

&selectBy ]
&ApplicableTo
&subtypesincluded ]
&combinable
&mappingResults ]
&userControl ]
&exclusive ]
&matching-rule

&id }
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-- NAME-FORM information object class specification --

NAME-FORM ::= CLASS {
&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }
WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }
DITStructureRule ::= SEQUENCE {
ruleldentifier Ruleldentifier ,
-- shall be unique within the scope of the subschema
nameForm NAME-FORM.&id,

superiorStructureRules  SET SIZE (1..MAX) OF Ruleldentifier OPTIONAL }

Ruleldentifier ::= INTEGER

-- CONTENT-RULE class and DIT content rule data types --

CONTENT-RULE ::= CLASS {

&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }

WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }

DITContentRule ::= SEQUENCE {
structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }
CONTEXT ::= CLASS {
&Type,
&DefaultValue OPTIONAL,
&Assertion OPTIONAL,
&absentMatch BOOLEAN DEFAULT TRUE,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX &Type

[ DEFAULT-VALUE &DefaultValue ]
[ ASSERTED AS  &Assertion ]

[ ABSENT-MATCH &absentMatch ]
ID &id }

DITContextUse ::= SEQUENCE {
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attributeType ATTRIBUTE.&id,
mandatoryContexts[1] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }

DIT-CONTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ MANDATORY CONTEXTS &Mandatory ]
[ OPTIONAL CONTEXTS &Optional ] }
FRIENDS ::= CLASS {
&anchor ATTRIBUTE.&id UNIQUE,
&Friends ATTRIBUTE }
WITH SYNTAX {
ANCHOR &anchor
FRIENDS &Friends }

-- system schema information objects --
-- object classes --

subentry OBJECT-CLASS ::={
SUBCLASS OF {top}

KIND structural

MUST CONTAIN  { commonName | subtreeSpecification }

ID id-sc-subentry }
subentryNameForm NAME-FORM ::= {

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
accessControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }

collectiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }
contextAssertionSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN  {contextAssertionDefaults}

ID id-sc-contextAssertionSubentry }
serviceAdminSubentry OBJECT-CLASS ::= {

KIND auxiliary

MUST CONTAIN { searchRules }

ID id-sc-serviceAdminSubentry }
-- attributes --

subtreeSpecification ATTRIBUTE ::= {
WITH SYNTAX SubtreeSpecification
USAGE directoryOperation
ID id-oa-subtreeSpecification }

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

createTimestamp ATTRIBUTE := {

WITH SYNTAX GeneralizedTime
--as per42.3 b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch

ISO/TEC 9594-2:2005 (A)

(2005/08) ITU-T X.501 e sdl 156



ISO/IEC 9594-2:2005 (A)

ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

modifyTimestamp ATTRIBUTE ::= {
WITH SYNTAX

generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-createTimestamp }

GeneralizedTime

--as per42.3 b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

subschemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX

generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-modifyTimestamp }

GeneralizedTime

--as per42.3 b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

creatorsName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

modifiersName ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

collectiveAttributeSubentryList ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

contextDefaultSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID
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generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaTimestamp }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-creatorsName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-modifiersName }

DistinguishedName
distinguishedNameMatch
TRUE

TRUE

directoryOperation
id-oa-subschemaSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-accessControlSubentryList }

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation

id-oa-collectiveAttributeSubentryList }

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }



serviceAdminSubentryList ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

hasSubordinates ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

collectiveExclusions ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

contextAssertionDefaults ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

searchRules ATTRIBUTE ::={

ISO/TEC 9594-2:2005 (A)

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-serviceAdminSubentryList }

BOOLEAN
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hasSubordinates }

OBJECT IDENTIFIER
objectldentifierMatch
directoryOperation
id-oa-collectiveExclusions }

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

WITH SYNTAX SearchRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-oa-searchRules }
SearchRuleDescription ::= SEQUENCE {
COMPONENTS OF SearchRule,
name [28] SET SIZE (1 .. MAX) OF DirectoryString { ub-search } OPTIONAL,
description [29] DirectoryString { ub-search } OPTIONAL }

hierarchyLevel ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE
ID

HierarchylLevel ::= INTEGER

hierarchyBelow ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID
HierarchyBelow ::= BOOLEAN
hierarchyParent ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
ID

hierarchyTop ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE

HierarchyLevel
integerMatch
integerOrderingMatch
TRUE

TRUE
directoryOperation
id-oa-hierarchyLevel }

HierarchyBelow
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hierarchyBelow }

DistinguishedName
distinguishedNameMatch
TRUE

directoryOperation
id-oa-hierarchyParent }

DistinguishedName
distinguishedNameMatch
TRUE
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USAGE
ID

-- object identifier assignments --
-- object classes --

id-oc-top
id-oc-alias
id-oc-parent
id-oc-child

-- attributes --

id-at-objectClass
id-at-aliasedEntryName

-- matching rules --

id-mr-objectldentifierMatch
id-mr-distinguishedNameMatch

-- operational attributes --

id-oa-excludeAllCollectiveAttributes
id-oa-createTimestamp
id-oa-modifyTimestamp
id-oa-creatorsName
id-oa-modifiersName
id-oa-administrativeRole
id-oa-subtreeSpecification
id-oa-collectiveExclusions
id-oa-subschemaTimestamp
id-oa-hasSubordinates
id-oa-subschemaSubentryList
id-oa-accessControlSubentryList
id-oa-collectiveAttributeSubentryList
id-oa-contextDefaultSubentryList
id-oa-contextAssertionDefault
id-oa-serviceAdminSubentryList
id-oa-searchRules
id-oa-hierarchyLevel
id-oa-hierarchyBelow
id-oa-hierarchyParent
id-oa-hierarchyTop

-- subentry classes --

id-sc-subentry
id-sc-accessControlSubentry
id-sc-collectiveAttributeSubentry
id-sc-contextAssertionSubentry
id-sc-serviceAdminSubentry

-- Name forms --
id-nf-subentryNameForm
-- administrative roles --

id-ar-autonomousArea
id-ar-accessControlSpecificArea
id-ar-accessControlinnerArea
id-ar-subschemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributelnnerArea
id-ar-contextDefaultSpecificArea
id-ar-serviceSpecificArea

directoryOperation
id-oa-hierarchyTop }

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
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{id-oc 0}
{id-oc 1}
{id-oc 28}
{id-oc 29}

{id-at 0}
{id-at 1}

{id-mr 0}
{id-mr 1}

{id-oa 0}
{id-oa 1}
{id-oa 2}
{id-oa 3}
{id-oa 4}
{id-oa 5}
{id-oa 6}
{id-oa 7}
{id-oa 8}
{id-oa 9}
{id-oa 10}
{id-oa 11}
{id-oa 12}
{id-oa 13}
{id-oa 14}
{id-oa 15}
{id-oa 16}
{id-oa 17}
{id-oa 18}
{id-oa 19}
{id-oa 20}

{id-sc 0}
{id-sc 1}
{id-sc 2}
{id-sc 3}
{id-sc 4}

{id-nf 16}

{id-ar 1}
{id-ar 2}
{id-ar 3}
{id-ar 4}
{id-ar 5}
{id-ar 6}
{id-ar 7}
{id-ar 8}
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END -- InformationFramework

END -- InformationFramework
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SchemaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

Sl s A il 2 3R s Y ASN Ol 2 Jlasin Y T e il ) s 2 @SRl il LU Aaf -
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IMPORTS

- from ITU-T Rec. X.501 | ISO/IEC 9594-2

id-soa, id-soc, informationFramework, selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

ATTRIBUTE, AttributeUsage, CONTEXT, DITContentRule, DITStructureRule, MATCHING-RULE,
NAME-FORM, OBJECT-CLASS, ObjectClassKind, objectldentifierMatch
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6
DirectoryString {}, integerFirstComponentMatch, integerMatch,
objectldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ub-schema
FROM UpperBounds upperBounds;

-- types --

DITStructureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [11 SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }
MatchingRuleDescription ::= SEQUENCE {
identifier MATCHING-RULE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } OPTIONAL }

-- describes the ASN.1 syntax
AttributeTypeDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,
name SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
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ObjectClassinformation

NameFormDescription

NameForminformation

Contextinformation

description
obsolete
information [0]

AttributeTypelnformation

derivation
equalityMatch
orderingMatch
substringsMatch
attributeSyntax
multi-valued
collective
userModifiable
application

ObjectClassDescription

identifier

name
description
obsolete
information [0]

subclassOf
kind
mandatories [3]
optionals [4]

identifier

name
description
obsolete
information [0]

subordinate

ISO/TEC 9594-2:2005 (A)

DirectoryString { ub-schema }
BOOLEAN
AttributeTypelnformation }

OPTIONAL,
DEFAULT FALSE,

::== SEQUENCE {

[0] ATTRIBUTE.&id OPTIONAL,

[1] MATCHING-RULE.&id OPTIONAL,

[2] MATCHING-RULE.&id OPTIONAL,

[3] MATCHING-RULE.&id OPTIONAL,

[4] DirectoryString { ub-schema } OPTIONAL,

[51 BOOLEAN DEFAULT TRUE,

[6] BOOLEAN DEFAULT FALSE,

[71 BOOLEAN DEFAULT TRUE,

AttributeUsage DEFAULT userApplications }

:= SEQUENCE {

OBJECT-CLASS.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema }
DirectoryString { ub-schema }

BOOLEAN

ObjectClassinformation }

OPTIONAL,
OPTIONAL,
DEFAULT FALSE,

= SEQUENCE {

SET SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL,
ObjectClassKind DEFAULT structural,
SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL,

SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

SEQUENCE ({
NAME-FORM.&id,
SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,
NameForminformation }

SEQUENCE {
OBJECT-CLASS.&id,

namingMandatoriesSET OF ATTRIBUTE.&id,

namingOptionals

MatchingRuleUseDescription

identifier

name
description
obsolete
information [0]

SET SIZE (1..MAX) OF ATTRIBUTE.&id OPTIONAL }

::= SEQUENCE {

MATCHING-RULE.&:id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema }
DirectoryString { ub-schema }

BOOLEAN

SET OF ATTRIBUTE.&id }

OPTIONAL,
OPTIONAL,
DEFAULT FALSE,

ContextDescription ::= SEQUENCE {
identifier CONTEXT.&id,
name SET SIZE (1..MAX) OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0]

syntax
assertionSyntax

DITContextUseDescription

identifier

name
description
obsolete
information [0]

DITContextUselnformation
mandatoryContexts [1]

optionalContexts

Contextinformation }

::= SEQUENCE {

DirectoryString { ub-schema } ,
DirectoryString { ub-schema } OPTIONAL }

::== SEQUENCE ({
ATTRIBUTE.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,
BOOLEAN DEFAULT FALSE,

DITContextUselnformation }

::== SEQUENCE {
SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL,

[2]1 SET SIZE (1..MAX) OF CONTEXT.&id OPTIONAL }
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-- object classes --

subschema OBJECT-CLASS := {

KIND
MAY CONTAIN

ID

auxiliary

{
dITStructureRules |

nameForms |
diTContentRules |
objectClasses |
attributeTypes |
friends |
contextTypes |
diTContextUse |
matchingRules |
matchingRuleUse }
id-soc-subschema }

-- attributes --

dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

diITContentRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

matchingRules ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

attributeTypes ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

objectClasses ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

nameForms ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

structuralObjectClass ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID
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DITStructureRuleDescription
integerFirstComponentMatch
directoryOperation
id-soa-dITStructureRule }

DITContentRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContentRules }

MatchingRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRules }

AttributeTypeDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-attributeTypes }

ObjectClassDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-objectClasses }

NameFormDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-nameForms }

MatchingRuleUseDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-matchingRuleUse }

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }



governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE

SINGLE VALUE

NO USER MODIFICATION

USAGE
ID

contextTypes ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

INTEGER
integerMatch

TRUE
TRUE

directoryOperation
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id-soa-governingStructureRule }

ContextDescription
objectldentifierFirstComponentMatch
directoryOperation

id-soa-contextTypes }

dITContextUse ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

friends ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE

USAGE
ID

FriendsDescription
anchor
name
description
obsolete
friends [0]

-- object identifier assignments --
-- schema object classes --
id-soc-subschema

-- schema operational attributes --

id-soa-dITStructureRule
id-soa-dITContentRules
id-soa-matchingRules
id-soa-attributeTypes
id-soa-objectClasses
id-soa-nameForms
id-soa-matchingRuleUse
id-soa-structuralObjectClass
id-soa-governingStructureRule
id-soa-contextTypes
id-soa-dITContextUse
id-soa-friends

END -- SchemaAdministration

DITContextUseDescription

objectldentifierFirstComponentMatch
directoryOperation

id-soa-dITContextUse }

FriendsDescription
objectldentifierFirstComponentMatch
directoryOperation

id-soa-friends }

::== SEQUENCE {

ATTRIBUTE.&id,

SET SIZE (1..MAX) OF DirectoryString { ub-schema }
DirectoryString { ub-schema }

BOOLEAN DEFAULT FALSE,

SET OF ATTRIBUTE.&id }

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OPTIONAL,
OPTIONAL,

{id-soc 1}

{id-soa 1}
{id-soa 2}
{id-soa 4}
{id-soa 5}
{id-soa 6}
{id-soa 7}
{id-soa 8}
{id-soa 9}
{id-soa 10}
{id-soa 11}
{id-soa 12}
{id-soa 13}
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ServiceAdministration {joint-iso-itu-t ds(5) module(1) serviceAdministration(33) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --
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IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, informationFramework
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

ATTRIBUTE, AttributeType, CONTEXT, MATCHING-RULE, OBJECT-CLASS,
SupportedAttributes, SupportedContexts
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3
FamilyGrouping, FamilyReturn, HierarchySelections, SearchControlOptions,

ServiceControlOptions
FROM DirectoryAbstractService directoryAbstractService ;

-- types --

SearchRule ::= SEQUENCE ({
COMPONENTS OF SearchRuleld,
serviceType [1] OBJECT IDENTIFIER OPTIONAL,
userClass [2] INTEGER OPTIONAL,
inputAttributeTypes [3] SEQUENCE SIZE (0..MAX) OF RequestAttribute OPTIONAL,
attributeCombination [4] AttributeCombination DEFAULT and : { },
outputAttributeTypes [5] SEQUENCE SIZE (1..MAX) OF ResultAttribute OPTIONAL,
defaultControls [6] ControlOptions OPTIONAL,
mandatoryControls [7] ControlOptions OPTIONAL,
searchRuleControls [8] ControlOptions OPTIONAL,
familyGrouping [9] FamilyGrouping OPTIONAL,
familyReturn [10] FamilyReturn OPTIONAL,
relaxation [11] RelaxationPolicy OPTIONAL,
additionalControl [12] SEQUENCE SIZE (1..MAX) OF AttributeType OPTIONAL,
allowedSubset [13] AllowedSubset DEFAULT "111'B,
imposedSubset [14] ImposedSubset OPTIONAL,
entryLimit [15] EntryLimit OPTIONAL }

SearchRuleld ::= SEQUENCE {
id INTEGER,
dmdid [0] OBJECT IDENTIFIER }

AllowedSubset ::= BIT STRING { baseObject (0), oneLevel (1), wholeSubtree (2) }

ImposedSubset ::= ENUMERATED { baseObject (0), oneLevel (1), wholeSubtree (2) }
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RequestAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),
includeSubtypes [0] BOOLEAN DEFAULT FALSE,
selectedValues [1] SEQUENCE SIZE (0..MAX) OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) OPTIONAL,
defaultValues [2] SEQUENCE SIZE (0..MAX) OF SEQUENCE {
entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }) } OPTIONAL,
contexts [3] SEQUENCE SIZE (0..MAX) OF ContextProfile OPTIONAL,
contextCombination [4] ContextCombination DEFAULT and : { },
matchingUse [5] SEQUENCE SIZE (1..MAX) OF MatchingUse OPTIONAL }
ContextProfile ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValue SEQUENCE SIZE (1..MAX) OF CONTEXT.&Assertion

({SupportedContexts}{@contextType}) OPTIONAL }

ContextCombination ::= CHOICE {

context [0] CONTEXT.&id({SupportedContexts}),
and [11 SEQUENCE OF ContextCombination,
or [2] SEQUENCE OF ContextCombination,
not [3] ContextCombination }

MatchingUse ::= SEQUENCE {
restrictionType MATCHING-RESTRICTION.&id ({SupportedMatchingRestrictions}),
restrictionValue MATCHING-RESTRICTION.&Restriction
({SupportedMatchingRestrictions}{@restrictionType}) }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the components of SupportedMatchingRestrictions

SupportedMatchingRestrictions MATCHING-RESTRICTION ::= {...}

AttributeCombination ::= CHOICE {

attribute [0] AttributeType,

and [11 SEQUENCE OF AttributeCombination,

or [2] SEQUENCE OF AttributeCombination,

not [3] AttributeCombination }
ResultAttribute ::= SEQUENCE {

attributeType ATTRIBUTE.&id ({ SupportedAttributes }),

outputValues CHOICE {

selectedValues SEQUENCE OF ATTRIBUTE.&Type
({ SupportedAttributes }{ @attributeType }),
matchedValuesOnly NULL } OPTIONAL,
contexts [0] SEQUENCE SIZE (1..MAX) OF ContextProfile OPTIONAL }

ControlOptions ::= SEQUENCE {
serviceControls [0] ServiceControlOptions  DEFAULT { },
searchOptions 11 SearchControlOptions DEFAULT { searchAliases },
hierarchyOptions [2] HierarchySelections OPTIONAL }

EntryLimit ::= SEQUENCE {
default INTEGER,
max INTEGER }

RelaxationPolicy ::= SEQUENCE {
basic [0] MRMapping DEFAULT { },
tightenings [1] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
relaxations [2] SEQUENCE SIZE (1..MAX) OF MRMapping OPTIONAL,
maximum  [3] INTEGER OPTIONAL, -- mandatory if tightenings is present
minimum  [4] INTEGER DEFAULT 1}

MRMapping ::= SEQUENCE {
mapping [0] SEQUENCE SIZE (1..MAX) OF Mapping OPTIONAL,
substitution [1] SEQUENCE SIZE (1..MAX) OF MRSubstitution = OPTIONAL }

Mapping ::= SEQUENCE {
mappingFunction OBJECT IDENTIFIER (CONSTRAINED BY { -- shall be an
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-- object identifier of a mapping-based matching algorithm -- } ),

level

MRSubstitution
attribute
oldMatchingRule [0]
newMatchingRule [1]

::= SEQUENCE {

-- ASN.1 information object classes --

SEARCH-RULE ::= CLASS {
&dmdid
&serviceType
&userClass
&InputAttributeTypes
&combination
&OutputAttributeTypes
&defaultControls
&mandatoryControls
&searchRuleControls
&familyGrouping
&familyReturn
&additionalControl
&relaxation
&allowedSubset
&imposedSubset
&entryLimit
&id

WITH SYNTAX {
DMD ID
[ SERVICE-TYPE
[ USER-CLASS
[ INPUT ATTRIBUTES
[ COMBINATION
[ OUTPUT ATTRIBUTES
[ DEFAULT CONTROL
[ MANDATORY CONTROL
[ SEARCH-RULE CONTROL
[ FAMILY-GROUPING
[ FAMILY-RETURN
[ ADDITIONAL CONTROL
[ RELAXATION
[ ALLOWED SUBSET
[ IMPOSED SUBSET
[ ENTRY LIMIT
ID

REQUEST-ATTRIBUTE ::= CLASS {
&attributeType
&SelectedValues
&DefaultValues

&contexts

&contextCombination

&MatchingUse

&includeSubtypes
WITH SYNTAX {

ATTRIBUTE TYPE

[ SELECTED VALUES

[ DEFAULT VALUES

[ CONTEXTS

[ CONTEXT COMBINATION

[ MATCHING USE

[ INCLUDE SUBTYPES

RESULT-ATTRIBUTE ::= CLASS {
&attributeType
&outputValues

INTEGER DEFAULT 0}

AttributeType,
MATCHING-RULE.&id OPTIONAL,
MATCHING-RULE.&id OPTIONAL }

OBJECT IDENTIFIER,

OBJECT IDENTIFIER OPTIONAL,
INTEGER OPTIONAL,
REQUEST-ATTRIBUTE OPTIONAL,
AttributeCombination OPTIONAL,
RESULT-ATTRIBUTE OPTIONAL,
ControlOptions OPTIONAL,
ControlOptions OPTIONAL,
ControlOptions OPTIONAL,
FamilyGrouping OPTIONAL,
FamilyReturn OPTIONAL,
AttributeType OPTIONAL,
RelaxationPolicy OPTIONAL,
AllowedSubset DEFAULT '111'B,
ImposedSubset OPTIONAL,
EntryLimit OPTIONAL,
INTEGER UNIQUE }

&dmdid

&serviceType ]

&userClass ]

&InputAttributeTypes ]

&combination ]

&OutputAttributeTypes ]

&defaultControls ]

&mandatoryControls ]

&searchRuleControls ]

&familyGrouping ]

&familyReturn ]

&additionalControl ]

&relaxation ]

&allowedSubset ]

&imposedSubset ]

&entryLimit ]

&id }

ATTRIBUTE.&id,

ATTRIBUTE.&Type OPTIONAL,
SEQUENCE {

entryType OBJECT-CLASS.&id OPTIONAL,
values SEQUENCE OF ATTRIBUTE.&Type} OPTIONAL,
SEQUENCE OF ContextProfile OPTIONAL,
ContextCombination OPTIONAL,
MatchingUse OPTIONAL,
BOOLEAN DEFAULT FALSE}
&attributeType

&SelectedValues ]
&DefaultValues ]
&contexts ]
&contextCombination ]
&MatchingUse ]
&includeSubtypes ] }

ATTRIBUTE.&id,
CHOICE {
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selectedValues SEQUENCE OF ATTRIBUTE.&Type,
matchedValuesOnly NULL } OPTIONAL,
&contexts ContextProfile OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType
[ OUTPUT VALUES &outputValues ]
[ CONTEXTS &contexts ] }

MATCHING-RESTRICTION ::= CLASS {

&Restriction,

&Rules MATCHING-RULE.&id,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

RESTRICTION &Restriction

RULES &Rules

ID &id }

END -- ServiceAdministration
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BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --
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IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

directoryAbstractService, id-aca, id-acScheme, informationFramework,

selectedAttributeTypes, upperBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}
ATTRIBUTE, AttributeType, ContextAssertion, DistinguishedName, MATCHING-RULE,

objectldentifierMatch, Refinement, SubtreeSpecification, SupportedAttributes
FROM InformationFramework informationFramework

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

Filter
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6
DirectoryString{}, directoryStringFirstComponentMatch, NameAndOptionalUID,

Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

ub-tag
FROM UpperBounds upperBounds ;
-- types --
AClitem ::= SEQUENCE ({
identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE {

protecteditems
itemPermissions
userFirst [1]
userClasses
userPermissions

Precedence ::= INTEGER (0..255)

169

Protectedltems,

SET OF ItemPermission },
SEQUENCE {

UserClasses,

SET OF UserPermission } } }
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Protecteditems ::= SEQUENCE {
entry [0] NULL OPTIONAL,
allUserAttributeTypes [1] NULL OPTIONAL,
attributeType [2] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allAttributeValues [3] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET SIZE (1..MAX) OF AttributeTypeAndValue OPTIONAL,
selfValue [6] SET SIZE (1..MAX) OF AttributeType OPTIONAL,
rangeOfValues [71 Filter OPTIONAL,
maxValueCount [8] SET SIZE (1..MAX) OF MaxValueCount OPTIONAL,
maximmSub [9] INTEGER OPTIONAL,
restrictedBy [10] SET SIZE (1..MAX) OF RestrictedValue OPTIONAL,
contexts [11] SET SIZE (1..MAX) OF ContextAssertion OPTIONAL,
classes [12] Refinement OPTIONAL
}
MaxValueCount ::= SEQUENCE {
type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }
UserClasses ::= SEQUENCE {
allUsers [0] NULL OPTIONAL,
thisEntry [11 NULL OPTIONAL,
name [2] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET SIZE (1..MAX) OF NameAndOptionalUID OPTIONAL,
-- dn component shall be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET SIZE (1..MAX) OF SubtreeSpecification OPTIONAL }
ItemPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermission
precedence

;= SEQUENCE {

Precedence OPTIONAL,

-- defaults to precedence in AClltem
protecteditems Protecteditems,
grantsAndDenials GrantsAndDenials }

AuthenticationLevel ::= CHOICE {
basicLevels SEQUENCE {
level
localQualifier INTEGER OPTIONAL,
signed BOOLEAN DEFAULT FALSE },
other EXTERNAL }

GrantsAndDenials ::= BIT STRING {
-- permissions that may be used in conjunction
-- with any component of Protectedltems
grantAdd (0),
denyAdd 1),
grantDiscloseOnError (2),
denyDiscloseOnError (3),
grantRead (4),
denyRead (5),
grantRemove (6),
denyRemove (7),
-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),
denyBrowse (9),
grantExport (10),
denyExport (11),
grantimport (12),

ENUMERATED { none (0), simple (1), strong (2) },
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denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename (17),
grantReturnDN (18),
denyReturnDN (19),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23),

grantinvoke (24),

denylnvoke (25) }
AttributeTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}) }
-- attributes --

accessControlScheme ATTRIBUTE ::

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

USAGE

ID

prescriptiveAClI ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

entryACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

subentryACl ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

-- object identifier assignments --
-- altributes --

id-aca-accessControlScheme
id-aca-prescriptiveAClI
id-aca-entryAClI
id-aca-subentryACI

-- access control schemes —

basicAccessControlScheme
simplifiedAccessControlScheme
rule-based-access-control
rule-and-basic-access-control
rule-and-simple-access-control

END -- BasicAccessControl

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

directoryOperation
id-aca-accessControlScheme }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-prescriptiveACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACl }

AClitem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACl }

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-aca1}
{id-aca 4}
{id-aca 5}
{id-aca6}

{id-acScheme 1}
{id-acScheme 2}
{id-acScheme 3 }
{id-acScheme 4}
{id-acScheme 5}
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DSAOperationalAttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperationalAttributeTypes(22) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --
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IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

distributedOperations, id-doa, id-kmr, informationFramework, opBindingManagement,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5 }

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement opBindingManagement

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint, DitBridgeKnowledge, MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

bitStringMatch, directoryStringFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes ;

-- data types --
DSEType ::= BIT STRING {
root (0), -- root DSE --
glue 1), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry (3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
nssr (6), -- non-specific subordinate reference --
supr (7), -- superior reference --
Xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (10), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- immediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16), -- DSA Specific subentry --
familyMember (17), -- family member --
ditBridge (18), -- DIT bridge reference --
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writeableCopy (19) }

SupplierOrConsumer ::= SET {
COMPONENTS OF
agreementiD [3]

Supplierinformation ::= SET {
COMPONENTS OF
supplier-is-master [4]

SupplierOrConsumer,
BOOLEAN DEFAULT TRUE,

-- writeable copy --

AccessPoint,-- supplier or consumer --
OperationalBindingID }

-- supplier --

non-supplying-master [5] AccessPoint OPTIONAL }

Consumerinformation ::= SupplierOrConsumer

SupplierAndConsumers ::= SET {
COMPONENTS OF
consumers [3]

-- attribute types --

dseType ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

myAccessPoint ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

superiorKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

specificKknowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
NO USER MODIFICATION
USAGE
ID

nonSpecificKknowledge ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

supplierKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

consumerKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
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AccessPoint,
SET OF AccessPoint }

-- consumer --

-- supplier --

DSEType
bitStringMatch
TRUE

TRUE
dSAOperation
id-doa-dseType }

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint }

AccessPoint
accessPointMatch

TRUE

dSAOperation
id-doa-superiorKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation
id-doa-nonSpecificKnowledge }

Supplierinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
id-doa-supplierKnowledge }

Consumerinformation
supplierOrConsumerinformationMatch
TRUE

dSAOperation
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ID id-doa-consumerKnowledge }

secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE

SupplierAndConsumers
supplierAndConsumersMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }
ditBridgeKnowledge ATTRIBUTE ::= {

WITH SYNTAX DitBridgeKnowledge

EQUALITY MATCHING RULE directoryStringFirstComponentMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-ditBridgeKnowledge }
-- matching rules --
accessPointMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-accessPointMatch }
masterAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
supplierOrConsumerinformationMatch MATCHING-RULE ::= {

SYNTAX SET {

ae-title [0] Name,

agreement-identifier

[2] INTEGER}

ID id-kmr-supplierConsumerMatch }

supplierAndConsumersMatch MATCHING-RULE ::= {

SYNTAX Name

ID id-kmr-supplierConsumersMatch }

-- object identifier assignments --
-- dsa operational attributes --

id-doa-dseType
id-doa-myAccessPoint
id-doa-superiorKnowledge
id-doa-specificKnowledge
id-doa-nonSpecificKnowledge
id-doa-supplierKnowledge
id-doa-consumerKnowledge
id-doa-secondaryShadows
id-doa-ditBridgeKnowledge

-- knowledge matching rules --
id-kmr-accessPointMatch
id-kmr-masterShadowMatch
id-kmr-supplierConsumerMatch
id-kmr-supplierConsumersMatch

END -- DSAOperationalAttributeTypes

OBJECT IDENTIFIER = {id-doa 0}
OBJECT IDENTIFIER = {id-doa 1}
OBJECT IDENTIFIER = {id-doa 2}
OBJECT IDENTIFIER = {id-doa 3}
OBJECT IDENTIFIER = {id-doa 4}
OBJECT IDENTIFIER = {id-doa 5}
OBJECT IDENTIFIER = {id-doa 6}
OBJECT IDENTIFIER = {id-doa 7}
OBJECT IDENTIFIER = {id-doa 8}
OBJECT IDENTIFIER = {id-kmr 0}
OBJECT IDENTIFIER = {id-kmr 1}
OBJECT IDENTIFIER = {id-kmr 2}
OBJECT IDENTIFIER = {id-kmr 3}
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OperationalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 5}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --
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IMPORTS
-- from ITU-T Rec. X.501 | ISO/IEC 9594-2
directoryAbstractService, directoryShadowAbstractService, distributedOperations,
directoryOSIProtocols, enhancedSecurity, hierarchicalOperationalBindings,
commonProtocolSpecification
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

OPTIONALLY-PROTECTED-SEQ
FROM EnhancedSecurity enhancedSecurity

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

-- from ITU-T Rec. X.511 | ISO/IEC 9594-3

CommonResultsSeq, directoryBind, securityError, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

-- from ITU-T Rec. X.518 | ISO/IEC 9594-4

AccessPoint
FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X.519 | ISO/IEC 9594-5
id-err-operationalBindingError, id-op-establishOperationalBinding,
id-op-modifyOperationalBinding, id-op-terminateOperationalBinding,
OPERATION, ERROR
FROM CommonProtocolSpecification commonProtocolSpecification

APPLICATION-CONTEXT
FROM DirectoryOSIProtocols directoryOSIProtocols

-- from ITU-T Rec. X.525 | ISO/IEC 9594-9

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService ;

-- bind and unbind --
dSAOperationalBindingManagementBind OPERATION u= directoryBind

-- operations, arguments and results --
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establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-establishOperationalBinding }
EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingIlD [1] OperationalBindinglD OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}),
valid [71 Validity DEFAULT {},

securityParameters [8] SecurityParameters OPTIONAL } }

OperationalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

Validity ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] Time } DEFAULT now : NULL,
validUntil  [1] CHOICE {
explicitTermination [0] NULL,
time [11 Time } DEFAULT explicitTermination : NULL }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime  GeneralizedTime }

EstablishOperationalBindingResult ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingiD  [1] OperationalBindinglD OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, Role A replies, or Role B replies --
initiator CHOICE {

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),

roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{@bindingType}),

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResultsSeq } }

modifyOperationalBinding OPERATION ::= {

ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError }

CODE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingIlD [1] OperationalBindingID,

accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
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roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
newAgreement [71 OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,

securityParameters
[91 SecurityParameters OPTIONAL } }

ModifyOperationalBindingResult ::= CHOICE {

null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@.bindingType}),
valid Validity OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }
terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }
TerminateOperationalBindingArgument ::= OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingIlD [11 OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] Time OPTIONAL,
securityParameters [6] SecurityParameters OPTIONAL } }
TerminateOperationalBindingResult ::= CHOICE {
null [0] NULL,
protected [1] OPTIONALLY-PROTECTED-SEQ { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }

-- errors and parameters --

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED-SEQ {
OpBindingErrorParam }
CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {

problem [0] ENUMERATED {
invalidiD (0),
duplicatelD 1),
unsupportedBindingType (2),
notAllowedForRole (3),
parametersMissing (4),
roleAssignment (5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),

currentlyNotDecidable (9),
modificationNotAllowed (10) },
bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
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COMPONENTS OF

Time OPTIONAL,
CommonResultsSeq }

-- information object classes --

OPERATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA ]

[ ROLE-B &roleB 1]
ID &id }

OP-BINDING-COOP ::= CLASS {

&applContext APPLICATION-CONTEXT,

&Operations OPERATION OPTIONAL }
WITH SYNTAX {

&applContext

[ APPLIES TO &Operations ] }

OP-BIND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
WITH SYNTAX {
[ ESTABLISHMENT-INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]
[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR
[ TERMINATION-PARAMETER

&terminate ]
&TerminateParam ] }

OpBindingSet OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

END -- OperationalBindingManagement
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EnhancedSecurity { joint-iso-itu-t ds(5) modules(1) enhancedSecurity(28) 5 }

DEFINITIONS IMPLICIT TAGS :=

BEGIN

-- EXPORTS All --

IMPORTS

-- from ITU-T Rec. X.501 | ISO/IEC 9594-2

authenticationFramework, basicAccessControl, certificateExtensions, id-at, id-avc, id-mr,
informationFramework, upperBounds
FROM UsefulDefinitions { joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5 }

Attribute, ATTRIBUTE, AttributeType, Context, CONTEXT, MATCHING-RULE, Name,
objectldentifierMatch, SupportedAttributes
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

-- from ITU-T Rec. X.509 | ISO/IEC 9594-8

Algorithmldentifier, CertificateSerialNumber, HASH{}, SIGNED{}
FROM AuthenticationFramework authenticationFramework

GeneralName, Keyldentifier
FROM CertificateExtensions certificateExtensions

ub-privacy-mark-length
FROM UpperBounds upperBounds ;

OPTIONALLY-PROTECTED { Type } ::= CHOICE {

unsigned Type,

signed SIGNED {Type} }
OPTIONALLY-PROTECTED-SEQ { Type } ::= CHOICE {

unsigned Type,

signed [0] SIGNED { Type } }
attributeValueSecurityLabelContext CONTEXT ::={

WITH SYNTAX SignedSecurityLabel -- At most one security label context can be assigned to an

-- attribute value

ID id-avc-attributeValueSecurityLabelContext }
SignedSecurityLabel ::= SIGNED {SEQUENCE {

attHash HASH {AttributeTypeAndValue},

issuer Name OPTIONAL, -- name of labelling authority

keyldentifier Keyldentifier OPTIONAL,

securityLabel SecurityLabel } }

SecurityLabel ::= SET {
security-policy-identifier SecurityPolicyldentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,
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security-categories SecurityCategories OPTIONAL }
(ALL EXCEPT ( {-- none, at least one component shall be present --}) )

SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {
unmarked (0),
unclassified (1),
restricted  (2),
confidential (3),
secret (4),
top-secret (5)}

PrivacyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))
SecurityCategories ::= SET SIZE (1..MAX) OF SecurityCategory
clearance ATTRIBUTE ::= {

WITH SYNTAX Clearance

ID id-at-clearance }

Clearance ::= SEQUENCE {

policyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
securityCategories SET SIZE (1..MAX) OF SecurityCategory OPTIONAL }

ClassList ::= BIT STRING {
unmarked (0),
unclassified (1),
restricted  (2),
confidential (3),
secret (4),
topSecret (5)}

SecurityCategory ::= SEQUENCE {
type [0] SECURITY-CATEGORY.&id ({SecurityCategoriesTable}),

value [1] EXPLICIT SECURITY-CATEGORY.&Type ({SecurityCategoriesTable} {@type}) }

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::={... }

attributelntegritylnfo ATTRIBUTE ::= {
WITH SYNTAX Attributelntegritylnfo
ID id-at-attributelntegrityinfo }

Attributelntegritylnfo ::= SIGNED { SEQUENCE {
scope Scope, -- Identifies the attributes protected
signer SignerOPTIONAL, -- Authority or data originators name
attribsHash AttribsHash } } -- Hash value of protected attributes

Signer ::= CHOICE {
thisEntry [0] EXPLICIT ThisEntry,
thirdParty [1] Specificallyldentified }

ThisEntry ::= CHOICE {
onlyOne NULL,
specific IssuerAndSerialNumber }

IssuerAndSerialNumber ::= SEQUENCE {

issuer Name,
serial CertificateSerialNumber }

Specificallyldentified ::= SEQUENCE {

name GeneralName,
issuer GeneralName OPTIONAL,
serial CertificateSerialNumber OPTIONAL }

( WITH COMPONENTS { ..., issuer PRESENT, serial PRESENT } |
( WITH COMPONENTS { ..., issuer ABSENT, serial ABSENT }))
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Scope ::= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry
selectedTypes [1] SelectedTypes
-- Signature protects all attribute values of the selected attribute types
}

SelectedTypes ::= SEQUENCE SIZE (1..MAX) OF AttributeType

AttribsHash ::= HASH { SEQUENCE SIZE (1..MAX) OF Attribute }
-- Attribute type and values with associated context values for the selected Scope

attributeValuelntegrityInfoContext CONTEXT ::= {
WITH SYNTAX AttributeValuelntegritylnfo

ID id-avc-attributeValuelntegritylnfoContext }
AttributeValuelntegritylnfo ::= SIGNED { SEQUENCE {

signer SignerOPTIONAL, -- Authority or data originators name

aVlHash AVIHash } } -- Hash value of protected attribute

AVIHash ::= HASH { AttributeTypeValueContexts }
-- Attribute type and value with associated context values

AttributeTypeValueContexts ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{@type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

-- Object identifier assignments --

-- attributes --

id-at-clearance OBJECT IDENTIFIER ::= {id-at 55}
-- id-at-defaultDirQop OBJECT IDENTIFIER ::= {id-at 56}
id-at-attributelntegritylnfo OBJECT IDENTIFIER := {id-at 57}
-- id-at-confKeylnfo OBJECT IDENTIFIER ::= {id-at 60}
-- matching rules --

-- id-mr-readerAndKeylDMatch OBJECT IDENTIFIER ::= {id-mr 43}
-- contexts--

id-avc-attributeValueSecurityLabelContext OBJECT IDENTIFIER := {id-avc 3}
id-avc-attributeValuelntegritylnfoContext OBJECT IDENTIFIER ::= {id-avc 4}

END -- EnhancedSecurity
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subtree2-refinement SubtreeSpecification = {

base b1,

specificationFilter

item id-oc-organizationalPerson }
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rule-0 STRUCTURE-RULE::= {
NAME FORM
ID

rule-1 STRUCTURE-RULE::= {
NAME FORM
SUPERIOR RULES
ID

rule-2 STRUCTURE-RULE::= {
NAME FORM
SUPERIOR RULES
ID

rule-3 STRUCTURE-RULE::= {

DIT & =i &

orgNameForm
0}

orgUnitNameForm
{ rule-0}
1}

orgUniNameForm
{ rule-1}
2}
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NAME FORM orgUniNameForm
SUPERIOR RULES {rule-2}
ID 3}

rule-4 STRUCTURE-RULE::= {
NAME FORM orgPersonNameForm
SUPERIOR RULES { rule-1, rule-2, rule-3 }
ID 4}
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WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

ID id-ex-managerAttribute }
organizationalTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF telephoneNumber

COLLECTIVE TRUE

ID id-ex-organizationalTelephoneNumber }

toab 2 pds 2 I DIT O pevas Al 3 el

organizationRule CONTENT-RULE ::= {
STRUCTURAL OBJECT CLASS id-oc-organization }

organizationalUnitRule CONTENT-RULE ::= {
STRUCTURAL OBJECT CLASS id-oc-organizationalUnit
MAY CONTAIN { organizationalTelephoneNumber } }

organizationalPersonRule CONTENT-RULE ::= {
STRUCTURAL OBJECT CLASS id-oc-organizationalPerson
MUST CONTAIN { manager}
MAY CONTAIN { organizationalTelephoneNumber } }
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descriptionContextRule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE description
MANDATORY CONTEXTS {locale }}

titleContextRule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE title
MANDATORY CONTEXTS { localeContext }
OPTIONAL CONTEXTS { temporalContext } }
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identificationTag:

jgw}\wﬁjdabg\w\uuwéwguy—2&;7\.\\
.(B1

1405305205 10 Zhwe V) o Sl g )T S Jonzy — 3 225

"Public Access — Enable entry access for List and Search on
common name"

Precedence: 10
UserClasses: { allUsers }
authenticationLevel: none

Protecteditems:
grantsAndDenials:

identificationTag:

{(A7)entry}
{ grantBrowse }

"Public Access — Enable filter access for Search”

Precedence: 10
UserClasses: { allUsers }
authenticationLevel: none

Protectedltems:

grantsAndDenials:

identificationTag:

{ (B1) attributeType { commonName },
(B2) allAttributeValues { commonName },
(B3) attributeType { objectClass },

(B4 ) allAttributeValues { objectClass } }

{ grantFilterMatch }

"Public Access — Enable entry access for Read and
Compare operations"

Precedence: 10
UserClasses: { allUsers }
authenticationLevel: none

Protectedltems:
grantsAndDenials:

identificationTag:
Precedence:
UserClasses:

(2005/08) ITU-T

{(C71)entry}
{ grantRead }

"Public Access — Enable attribute access for interrogation operations"
10
{ allUsers }

X.501 e ¢!
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authenticationLevel:

Protecteditems:

grantsAndDenials:

identificationTag:
Precedence:
UserClasses:

authenticationLevel:

Protectedltems:
grantsAndDenials:

identificationTag:
Precedence:
UserClasses:

authenticationLevel:

Protectedltems:
grantsAndDenials:

ISO/TEC 9594-2:2005 (A)

none
{ (D1) attributeType { commonName,
postalAttributeSet,
telephoneNumber,
facsimileTelephoneNumber },
(D2 ) allAttributeValues { commonName,

postalAttributeSet,

telephoneNumber,

facsimileTelephoneNumber } }
{ grantRead, grantCompare }

"Employee Access — Enable attribute access for interrogation operations"
10

subtree with base { C=US, O=ZCC } and chop to

exclude O=BRC subtree

simple

{ (E1) allUserAttributeTypesAndValues }

{ grantRead, grantCompare }

"Employee Access — Enable filter access for Search"
10

subtree with base { C=US, O=ZCC } and chop to
exclude O=BRC subtree

simple

{ (F1) allUserAttributeTypesAndValues }

{ grantFilterMatch }

35h il s 3L ACHItem ACH b o 0,8 Lo sll 2ol DU g3Y1y o geall U g3V L) a il ) o 3T — 4 AlaS
St Dol 3, S e IS0 5Sm) b sb1 S ) e 7 1 S 555 )l i (581 O B s Ol S gl Ui 2 L)

(b nibs Ml s 5 UserClasses

(._<.’d| EprY of JEl 1da PSR LJ»‘SU (J@M‘ .(PF-65 PF-5) oy 2l 5 )3] 445 o)l awledly Olbs o cnill d\-jf-T Ol &

identificationTag:
Precedence:
UserClasses:

authenticationLevel:

Protectedltems:
grantsAndDenials:

identificationTag:
Precedence:
UserClasses:

authenticationLevel:

Protectedltems:

grantsAndDenials:

T il epena a3l AAA dilais (353 e sl B ol ikaid) el a 3L
"Cauchy is superuser (Part 1)"
40
user { C=US, 0=ZCC, OU=Admin, CN=Cauchy }
uniqueldentifier = 12345
strong
{(G7)entry}
{ grantAdd, grantRead, grantRemove, grantBrowse, grantModify,
grantRename}

"Cauchy is superuser (Part 2)"

40

user { C=US, 0=ZCC, OU=Admin, CN=Cauchy }

uniqueldentifier = 12345

strong

{ (H1) allUserAttributeTypesAndValues,

(H2 ) attributeType { entryACl },

(H3) allAttributeValues { entryACl } }

{ grantAdd, grantRead, grantRemove, grantCompare,
grantFilterMatch }

J:-\..\.UJ w;vgdy\&by Lo.é\j M\fj&\ﬁz’j L‘ubMCauchyJ&LMKﬁﬂ ULJJJJ@ a)/\&\ M\ d\ b—‘y
A g o d) yu\épd@yw\ ACl &b slxa ‘y,\ Y e dea) Ol s LACSA-T Ol & )\Jy\ww,d\

Joll 5 f s i 5 el (Sl Sl 1 o) ol (o3 e 3 8 5o ) Badal) ACT e glas szl oS8 Y (L 60
CL:f Gt ACSA-1 Ol & ylsY) daadd LG all (3 (subentryACI)};é} JFALACH Slslas o 5,50 & 21 24

TM A 3 &y a0 (subentryACl) (& J5u ACH Sloslas 23U 3 15Y) abaid) Gl 2 d)) ) e wclal 3 05) 5 S0
Lol a2 =1l L;Lo;’u\f LSS o of T % el ACH e slal el el 3 3 gral) dalud) Of Lol Lom

ACSA-1 O & 15Y) alaiil) aa & )ls) bl we
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DACD-2 Ol o lacdl ACT Sl ghns  2.6.M

P e ls 1Sl UL DACD-2 Olee snr LACSA-T il (5 )5Y) Joll) o o3 s (3 DACD-2 Olboe 3l
Ao o » AUl ALl 3,05 organizationalPerson (g2 je5ed

s s 33ls) 5 (it 4T 8La) [ ws {C=US, 0=ZCC, OU=Admin, CN=Ops} ol O 303] 305 sliael OSGL PF-7
(o o oS R ) g (5% Jote ) L) S ol 1) el ] o 8L L o ey ST s

PF-7 & 24l L SE_DACD2 s 4l =l .~ prescriptiveACI dabadl ACH s (3 0Ll Olia i)

Sl s J gl Y e Uapes AU gl i 093 Band Bale] ol T e PR7 5 A0 Bl (3 e s B3l g — da>Sle
U3) dot g (WU sl (3 ¢ il aslily) azand slal) faad) Ll gl pm e A ool (ks o s S AU
DY) 3 pdadly oLz Y

identificationTag: "Minimal leaf entry administration (Part 1)"
Precedence: 20

UserClasses: userGroup { C=US, O=ZCC, OU=Admin, CN=Ops }
authenticationLevel: strong

Protectedltems: {(J1) entry,

(J2) attributeType {commonName, surname },
(J3) allAttributeValues {commonName, surname } }

grantsAndDenials: { grantAdd, grantRemove }

identificationTag: "Minimal leaf entry administration (Part 2)"
Precedence: 20

UserClasses: userGroup { C=US, O=ZCC, OU=Admin, CN=0Ops }
authenticationLevel: strong

Protectedltems: {(K1)entry}

grantsAndDenials: { grantRename }

DACD-3 O & ol ACT Sloslas  3.6.M

1 G o pall Aol oyt el S8 G gy LACSAC ddail (5 oY) ll o 23 s (3 DACD-3 Olps 35l
iwlw (3 35550 Sl e (telephoneNumber) (&l @) 2522 ACIA-1 dibd awldl (b (JUl) Lo e (ACSA-1 adks
s Say . psee 3L LS (telephoneNumber) il o8y 1l by ¥ (DACD-3 Olkes ez s .DACD-1 Olbes s ond)
R ST S BUON [ SR V- 205

Sl Cadl i gt o oL Ssy (commonName) B el » ACIAT il e d )l pgadll i PF-8
.(facsimileTelephoneNumber) .S'&! (il o3 ), (postalAttributeSet)

{C=US, 0=ZCC, OU=R&D, OU=West, CN=SE_DACD3} 4| = (prescriptiveACl) dw-kdl ACI i (3 &) 2l

.PF-8 5 a4l das
identificationTag: "Delegated control of public access"
Precedence: 10
UserClasses: { allUsers }
authenticationLevel: none
Protecteditems: { (L1 )attributeType { telephoneNumber } }
grantsAndDenials: { denyRead, denyCompare, denyFilterMatch }

sk asd oAl G =l Wl syl dds akle R&D West il npkdl, codl delad Laf ey
RAIC PRIy I S OO | J&:f .(organizationalPerson)

Wl o8y ) cadl LUY s el W) e s Lo 152 Of R&D West & &l pshdly codl byl Ko :PF-9
i by ol ) Jie OF vga s od S (facsimileNumber) S0 o3, (commonName) &l o' 5 (telephoneNumber)
Y sy ) sl 3

B Wy e Ee wed U Je L Ji oUsl (ACHtems) ACI i 3 PF9 5l oo JA s Sa
8M szl 3 - 2l o (entryACl) J>4l ACI ikl y; (telephoneNumber)

identificationTag: "Self-Administration of R&D West employee entries (Part 1)"
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Precedence:
UserClasses:
authenticationLevel:
Protectedltems:
grantsAndDenials:

identificationTag:
Precedence:
UserClasses:
authenticationLevel:
Protectedltems:

grantsAndDenials:

ISO/TEC 9594-2:2005 (A)

20
thisEntry
strong

{(M1)entry}
{ grantModify }

"Self-Administration of R&D West employee entries (Part 2)"

20

thisEntry

strong

{ (N1) attributeType { commonName,
postalAttributeSet,
telephoneNumber,
facsimileTelephoneNumber },

(N2 )allAttributeValues { commonName,
postalAttributeSet,
telephoneNumber,
facsimileTelephoneNumber } }

{ grantAdd, grantRemove }

Jomin & gad iala)l Blaal) e W ysus s {C=US, O=ZCC, OU=R&D, CN=0ps} ¢} mg= 5 378l sl ls 5,450 :PF-10

identificationTag:
Precedence:
UserClasses:
authenticationLevel:
Protecteditems:
grantsAndDenials:

identificationTag:
Precedence:
UserClasses:
authenticationLevel:
Protecteditems:
grantsAndDenials:

ACIA-1 13 Gas sl e 1 1ol Liw LeSs Y ST ACIA-T ke (3 2l [ oo
: LU (ACIItem) ACH s (3 2wl ods o 5V 6 341 Sy

"R&D general administration (Part 1)"

20

userGroup { C=US, 0=ZCC, OU=R&D, CN=Ops }

strong

{(P1)entry }

{ grantModify, grantAdd, grantRemove, grantBrowse,
grantRead, grantRename }

"R&D general administration (Part 2)"

20

userGroup { C=US, O=ZCC, OU=R&D, CN=Ops }

strong

{ (Q17 )allUserAttributeTypesAndValues }

{ grantAdd, grantRemove, grantRead, grantFilterMatch,
grantCompare}

s ;gﬂ ACIA-1 dasd (5,151 |=adl (3 (subentryACl) ‘“5;)5 J,-,-.\l ACI L}T il pilny s b e st Lagd duid) J)L\;:

L)

DACD-4 O\ i bdl ACT Clsdes  4.6.M

U e 25l bl ot bl ks i pny ACSA2 ikl 5 5Y) il o o3 ke (3 DACDA Olis 3]

.ACSA-2 iik:a

.DACD-4 Ol 3 3L} &2 55 Y ¢ o Uapens

DACD-5 Ol deoid) ACT ©beglas  5.6.M

g LY e I 3Ll (Sill 1is DACD s Jorived LACSA-1 2ikail (5151 J=ull e 23 J=de 3 DACD-5 Ol ST

oA iy AU dnld) gdat e ) il s el Ll oy s

{C=US, 0=zCC} d| 5;«@» i) Il 75 05] e Wyt 8 {C=US, 0=ZCC, CN=Ops} <rsdl 5,45 :PF-11

identificationTag:
Precedence:
UserClasses:

&)U ACHItem ACH &y o3 (3 PF-11 5,24 e

"Control of administrative level entries (Part 1)"
40
userGroup { C=US, O=ZCC, CN=Ops }
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authenticationLevel:
Protecteditems:
grantsAndDenials:

identificationTag:
Precedence:
UserClasses:
authenticationLevel:
Protectedltems:

grantsAndDenials:

strong

{ (R7)entry }

{ grantRead, grantBrowse, grantRemove, grantAdd, grantRename,
grantModify }

"Control of administrative level entries (Part 2)"

40

userGroup { C=US, O=ZCC, CN=Ops }

strong

{ (S1) allUserAttributeTypesAndValues,

(S2) attributeType { entryACl },

(S3) allAttributeValues { entryACl } }

{ grantRead, grantRemove, grantAdd, grantCompare,
grantFilterMatch }

subentryACI & J5ul ACI @ pay g ) Dbl 7.M

ACSA-1 &kd g 3y Joull & subentryACI & # J5 A ACI Sloglas  1.7.M

ié«a) 16.M 3,24l ws,4 L4 (subentryACl) &2 J54 ACI (prescriptiveACl) 4wkl ACI ol PF-5 8 ,ad) oy
aalad oY) daid) ae A sl s e 58T S (g8l e ALadll (prescriptiveACH) Aokl ACH e slal
J=ll & (subentryACl) & J5ul ACI 3 iz OF (ACSA-1 ikl & 5! 2hill 4abs & i3] LU &e 3 | (sT5) ACSA-1

identificationTag:
Precedence:
UserClasses:

authenticationLevel:
Protectedltems:
grantsAndDenials:
grantRename}

identificationTag:
Precedence:
UserClasses:

authenticationLevel:
Protectedltems:

grantsAndDenials:

ACSA-1 kil 3 oY) akall el

"Cauchy is superuser (Part 3)"

40

user { C=US, 0O=ZCC, OU=Admin, CN=Cauchy }
uniqueldentifier = 12345

strong

{(G1)entry}
{ grantAdd, grantRead, grantRemove, grantBrowse, grantModify,

"Cauchy is superuser (Part 4)"

40

user { C=US, 0O=ZCC, OU=Admin, CN=Cauchy }
uniqueldentifier = 12345

strong

{ (H1) allUserAttributeTypesAndValues,

(H2) attributeType { entryACl },

(H3) allAttributeValues { entryACl } }

{ grantAdd, grantRead, grantRemove, grantCompare,

grantFilterMatch }
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"Cayley manages subentries in ACIA-1 (Part 1)"

20

user { C=US, 0=ZCC, OU=R&D, OU=West, CN=Cayley }

strong

{(T7)entry }

{ grantRead, grantBrowse, grantRemove, grantAdd,
grantRename, grantModify }
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"Cayley manages subentries in ACIA-1 (Part 2)"

20

user { C=US, O=ZCC, OU=R&D, OU=West, CN=Cayley }

strong

{ (U1) attributeType { prescriptiveACl },

(U2) allAttributeValues { prescriptiveACl } }

{ grantAdd, grantRead, grantRemove, grantCompare,
grantFilterMatch }
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"Restrict self-administration of telephone numbers"

30

thisEntry

none

{ (V1) attributeValue { telephoneNumber = value supplied by
administration } }

{ denyRemove }
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"self-administration of the Administrative Ops group (Part 1)"
30

userGroup { C=US, 0=ZCC, OU=Admin, CN=Ops }
strong

{(W1)entry}
{ grantModify }

"self-administration of the Administrative Ops group (Part 2)"
medium

userGroup { C=US, 0O=ZCC, OU=Admin, CN=Ops }
strong

{ (X1 ) selfValue { uniqueMember } }

{ grantRemove, grantAdd }
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purported name

reference path

related entries

relative distinguished name
request-attribute-profile
request-attribute-type
search-rule

service-type

shadow knowledge
specific administrative area
specific administrative point
structural object class

structural object class of an entry
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subentry
subfilter
subtype

subordinate
subordinate reference
Subschema

subtree

subtree refinement
subtree specification
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superior
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superior structure rule
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user attribute
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