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Summary

This Recommendation | International Standard defines a method for routing messages through the Message Handling
System (MHS).

Sour ce

The ITU-T Recommendation X.412 was approved on the 18 June 1999. The identical text is aso published as
I SO/IEC International Standard 10021-10.
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FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of telecommuni-
cations. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU. The ITU-T is
responsible for studying technical, operating and tariff questions and issuing Recommendations on them with a view to
standardizing telecommunications on a worldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years, establishes the
topics for study by the ITU-T Study Groups which, in their turn, produce Recommendations on these topics.

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are prepared on a
collaborative basis with |SO and |EC.

NOTE

In this Recommendation, the expression "Administration" is used for conciseness to indicate both a telecommunication
administration and a recognized operating agency.

INTELLECTUAL PROPERTY RIGHTS

The ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve the
use of aclaimed Intellectual Property Right. The ITU takes no position concerning the evidence, validity or applicability
of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of the Recommendation
development process.

As of the date of approval of this Recommendation, the ITU had not received notice of intellectua property, protected by
patents, which may be required to implement this Recommendation. However, implementors are cautioned that this may
not represent the latest information and are therefore strongly urged to consult the TSB patent database.

© ITU 2000

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the ITU.
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I ntroduction

This Recommendation | International Standard is one of a series of Recommendations | International Standards defining
Message Handling in a distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the message-transfer-system (MTS) and delivered to one or
more other users (the recipients).

This Recommendation | International Standard defines a method for routing messages through the Message Handling
System (MHS).

This Recommendation | International Standard has been produced by joint ITU-T — ISO/IEC agreement. The corres-
ponding documents are ITU-T Rec. X.412 and |SO/IEC 10021-10.

Vi ITU-T Rec. X.412 (1999 E)



ISO/IEC 10021-10 : 1999 (E)

INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY -
MESSAGE HANDLING SYSTEMS (MHS) —
MHS ROUTING

1 Scope

This Recommendation | International Standard specifies the means by which messages are routed through the MHS, and
supplements the procedures defined in 14.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

Other Recommendations | parts of 1SO/IEC 10021 define other aspects of the MHS. ITU-T Rec. F.400/X.400 | ISO/IEC
10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | ISO/IEC 10021-2 provides an
architectural overview of the MHS. ITU-T Rec. X.411 | ISO/IEC 10021-4 defines the abstract-service of the Message
Transfer System.

2 Normativerefer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendation and Standards indicated below. Members of |EC and 1SO maintain registers of currently
valid International Standards. The Telecommunications Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Presentation references

This Recommendation | International Standard cites the following Presentation specifications:

— ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1: 1998, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2: 1998, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

22 Directory references

This Recommendation | International Standard cites the following Directory specifications:

— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1: 1998, Information technology — Open Systems
Interconnection — The Directory: Overview of concepts, models, and services.

— ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2: 1998, Information technology — Open Systems
Interconnection — The Directory: Models.

— ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6: 1998, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7: 1998, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

ITU-T Rec. X.412 (1999 E) 1
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23 M essage Handling r efer ences

This Recommendation | International Standard cites the following Message Handling System specifications:

— ITU-T Recommendation F.400/X.400 (1999), Message handling services: Message handling system and
Service overview.

ISO/IEC 10021-1: 1999, Information technology — Message Handling Systems (MHS) — Part 1. System
and service overview.

— ITU-T Recommendation X.402 (1999) | ISO/IEC 10021-2: 1999, Information technology — Message
Handling Systems (MHS): Overall architecture.

— ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4: 1999, Information technology — Message
Handling Systems (MHS): Message transfer system: Abstract service definition and procedures.

24 Country Codereferences

This Recommendation | International Standard cites the following Country Code specifications:

— 1S0 3166-1: 1997, Codes for the representation of names of countries and their subdivisions — Part 1.
Country codes.

— ITU-T Recommendation X.121 (1996), International number plan for public data networks.

25 Additional references

This Recommendation | International Standard cites the following specification:

—  ISO/IEC 9945-2: 1993, Information technology — Portable Operating System Interface (POS X) — Part 2:
Shell and Utilities.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 MHS-routing definitions

The following terms are defined in clauses 6 and 7 of this Recommendation | International Standard:
—  connection-group
—  entry-connection-group
—  enumerated connection-group
—  indirect-exit-connection-group
—  key-routing-collective
— local-exit-connection-group
— local-use-tables
—  MHS-routing
-  next-MTA
—  OR-address-element
—  OR-address-subtree
—  routing-advice
—  routing-collective
—  routing-collective-subtree
— routing-MTA
—  transit-exit-connection-group
— unenumerated connection-group

A glossary of these terms appearsin annex I.

2 ITU-T Rec. X.412 (1999 E)



ISO/IEC 10021-10 : 1999 (E)

3.2 MHS definitions

The following terms are defined in ITU-T Rec. X.402 | ISO/IEC 10021-2:

Administration Management Domain (ADMD)
Management Domain (M D)

Message Handling System (MHS)

Message Transfer Agent (MTA)

Message Transfer System (MTYS)
Originator/recipient Address (OR-address)
Private Management Domain (PRMD)
Reliable Transfer Service Element (RTSE)

For the purposes of this Recommendation | International Standard, the term message, where used unqualified, refers
generically to a message, probe, or report.

3.3 Directory definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

Directory Information Tree (DIT)
Directory System Agent (DSA)
Directory User Agent (DUA)
Relative Distinguished Name (RDN)

4 Abbreviations

The abbreviations used in this Recommendation | International Standard are defined in ITU-T Rec. X.402 |
ISO/IEC 10021-2, and ITU-T Rec. X.501 | ISO/IEC 9594-2 (see 3.2 and 3.3), except for the following.

ACSE  Association Control Service Element (ITU-T Rec. X.217 | ISO/IEC 8649)
APS Asynchronous Protocol Specification (ITU-T Rec.X.445)

IP Internet Protocol

LAN Local Area Network

PSAP  Presentation Service Access Point (ITU-T Rec. X.650 | ISO/IEC 7498-3)
WAN  Wide Area Network

X.25 A packet-switched network conforming to ITU-T Rec. X.25

5 Conventions

This Recommendation | International Standard uses the descriptive conventions listed below.

51 Conventionsfor routing model specification

This Recommendation | International Standard uses the following ASN.1-based descriptive conventions for the indicated

pUrpOSES:
a)

b)

To define the data types and values for MHS-routing, ASN.1 itself.

To define the Directory entries for MHS-routing, the OBJECT-CLASS, ATTRIBUTE, NAME-FORM,
STRUCTURE-RULE, and MATCHING-RULE information object classes of ITU-T Rec. X.501 |
ISO/IEC 9594-2.

ITU-T Rec. X.412 (1999 E) 3



ISO/IEC 10021-10 : 1999 (E)

Whenever this Recommendation | International Standard describes a class of data structure having components, each
component is categorized as one of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.

b) Optional (O): An optional component may be present in an instance of the class at the discretion of
the object (e.g. user) supplying that instance.

¢) Conditional (C): A conditional component shall be present in an instance of the class as specified by
this Recommendation | International Standard.

52 General font conventions

Throughout this Recommendation | International Standard, terms are rendered in bold when defined. Terms that are
proper nouns are capitalized, generic terms are not. Multi-word generic terms are hyphenated. Italic font is used for
ASN.1 identifiers defined in other Recommendations | International Standards.

5.3 Font conventions for ASN.1 definitions

Throughout this Recommendation | International Standard, ASN.1 definitions appear in fixed-pitch font (of this
Type) to highlight the difference between normal text and ASN.1 definitions. The font used for ASN.1 definitions is
smaller than that used for normal text.

54 Rulesfor ASN.1 definitions

ASN.1 definitions appear both in the body of this Recommendation | International Standard to aid the exposition, and
again, formally, in annexes for reference. If a difference is found between the ASN.1 used in the exposition and that
formally defined in the corresponding annex, a specification error is indicated.

6 MHS-routing Overview

The purpose of a Message Handling System (MHS) is to enable users to exchange messages on a store-and-forward
basis. A message submitted on behalf of one user, the originator, is conveyed by the Message Transfer System (MTS)
and subsequently delivered to the agents of one or more additional users, the recipients. The MTS comprises a collection
of Message Transfer Agents (MTAS), which are highly distributed, and a message may traverse a number of MTAS on
the journey from its originator to its recipient.

In MHS, the originator does not specify a path through the MTS to reach a recipient, but ssimply specifies a recipient
OR-name (from which the OR-address is obtained). It is the responsibility of each MTA to determine the next MTA to
which the message should be transferred to progress its journey to its recipient. Routing is thus the process of selecting,
given an OR-address, the MTA to which the message should next be transferred.

Other Recommendations | International Standards specify the services provided by MHS, and the protocols used to
transfer messages within the MTS. The means by which an MTA determines an appropriate route that will convey a
message to its recipient is the subject of this Recommendation | International Standard. The various mechanisms defined
herein which enable MTAs to make this determination constitute MHS-routing.

The path taken between an originator and recipient may vary on different occasions, since there will in genera be a
number of possible paths between them, and factors such as congestion and availability may influence route selection.

MTASs acquire routing information by accessing Directory entries whose maintenance is the responsibility of an MHS
administrator. These entries model the various properties of the MHS that are relevant to routing. However,
MHS-routing does not depend on the provision of a fully interconnected Directory.

6.1 Operational characteristics

MHS-routing has the following operational characteristics:

a) In MHS-routing, the OR-address name-space is decoupled from the constraints of hardware organization
(e.g. the assignment of users to particular machines, or the ability of groups of machines to interconnect).
This isin contrast with routing strategies that use OR-address pattern-matching methods to make routing
decisions, which constrain an MHS administrator’s choice in the allocation of OR-addresses to users, and
require users to change their OR-addresses whenever their MTA changes.
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OR-addresses are intended to reflect the organizational hierarchy, and to use only as many levels of
OR-address element as is required to achieve this. However, many organizations have staff distributed
over multiple locations (where staff will necessarily use a local MTA), or have multiple messaging
systems in use (e.g. mainframe-based, integrated office automation systems, and PC LAN email systems)
where staff in any one department are arbitrarily allocated to different systems. Separating the OR-address
hierarchy from the physical topology allows for the assignment to users of addresses which are compact
and related to their organizational role, regardless of their physical location.

MHS-routing supports the range of connection densities possible among MTAs. One extreme is where all
MTAs are connected to a common network and any MTA can connect to any other (e.g. a public
wide-area network). At the other extreme an administrator specifies precisely which MTA pairs are able
to communicate, as if the MTAs were connected by individual cables, regardless of the actual connection
method.

Some MHS ingtallations restrict the topology (e.g. by performing all routing through a central switch
MTA), because of the management cost in maintaining routing information, even when al the MTAs
concerned are connected to a LAN or WAN and could, in principle, exchange messages directly.
However, moving to the fully connected possibility may be undesirable for some organizations, due to
concerns of security and cost optimization.

MHS-routing permits varying degrees of autonomy and segregation in the management of an MHS
system. Many organizations will have the overal MHS managed by a central IT unit, with the
management of individual system components devolved to local administrators. Often, the MHS
management hierarchy will be different from the organizational hierarchy. Typically, the MHS
management reflects geographical locality, while the users are organized into geographically dispersed
business units. In MHS-routing, this practice is accommodated by the use of two separate hierarchies for
these two aspects of MHS organization.

MHS-routing accommodates a range of routing problem sizes, from an organization managing two or
three MTAS, up to a PRMD operating hundreds or thousands of MTAs. An organization might organize
only itsinternal connectivity, using ADMDs or specific bilateral agreements for all external connectivity,
or it might join a more open community which publishes routing information in the Directory and allows
for the open exchange of messages across a common network infrastructure.

MHS-routing does not constrain the choice of routing policies available to an organization. It provides a
framework for the management of relevant routing information such that a range of routing strategies may
be implemented.

MHS-routing provides a balanced trade-off in terms of cost/efficiency. Any scheme which relies on access
to the Directory is likely to be slower to execute than one based purely on local tables held in the MTA.
However, the Directory-based approach should provide the MTA with a better quality of information and
so improve overall efficiency by the determination of optimal routes. For example, in a large PRMD it
may often be infeasible to provide each MTA with customised tables listing every address in the domain,
and consequently messages will take multiple hops towards their destination, passing through central
MTASs that hold the tables. When Directory-based MHS-routing is used, the processing required at the
originating MTA is greater, but is likely to identify a direct route and so enable transfer of the message in
asingle step.

The use of MHS-routing also leads to a more scalable architecture, allowing for medium-capacity MTAs
to be distributed throughout the network rather than depending on a small number of MTAS to perform
central message switching. This scalable approach reduces the risks associated with a single point of
failure on the network.

Components of the model

The different types of information stored in the Directory represent the modelling objects used to represent the MHS.
Use of Directory access-control is not required for the operation of MHS-routing, but it may be employed where it is
required to limit visibility to browsers of the Directory. Equally, information may be stored in a private DIT that has no
connection to the outside world - there is no assumption that a fully interconnected Directory is available. However some
routing policies, particularly those of an unrestricted nature, would benefit from afully interconnected Directory.
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6.2.1 Routing-collective

A routing-collective is a collection of one or more MTAS, under common management, which has collective
responsibility for a portion of the OR-address name-space, and is capable of routing a message to any MTA managed
within the collective. Therefore a routing-collective represents the management structure of some part of the MHS in the
context of routing. By grouping together MTAs under common management control, the routing-collective provides
abstraction (the internal structure of the routing-collective may be concealed from external MTAS) and is useful in
limiting the scope of the information that MTAS need to hold.

The smallest instance of a routing-collective is a single MTA, and indeed each MTA is itself defined as a routing-
collective. The largest instance of a routing-collective will typically be a Management Domain. While a routing-
collective which comprises several PRMDs is not precluded, it is unusual for such PRMDs to be under genuinely
common management control; the more typical case of loose confederations of PRMDs may be handled by other
mechanisms.

Routing-collectives are structured in a hierarchical manner, with the number of levels chosen to suit the organization in
guestion. Small MDs, or MDs of a very uniform nature under the complete control of a central IT management unit, will
require only atwo-level hierarchy. The MD is one routing-collective and contains all the MTAs (each of whichisitself a
routing-collective). More complex MDs will normally require a third level of routing-collective perhaps to group
together al of the MTAs at agiven location, or al those belonging to each department.

Each complete hierarchy of routing-collectives is represented by a DIT subtree, the routing-collective-subtree, which
models their hierarchical relationships. All routing-collectives within a routing-collective subtree co-operate with one
another in performing MHS-routing.

Each routing-collective has an entry in the Directory that indicates the connection-groups (see 6.2.3) by which a message
may be transferred into the routing-collective, and those by which a message may be transferred out of the routing-
collective.

6.2.2 Routing-MTA

A routing-MTA is an MTA that participates in MHS-routing as defined in this Recommendation | International
Standard. By definition, a routing-MTA is the smallest instance of a routing-collective and occupies the lowest level in
the routing-collective hierarchy, i.e. it appears as aleaf of the routing-collective subtree.

The routing-MTA is provided, by local configuration, with its routing-MTA Directory name (a routing-collective name)
and credentials which enable it to read that Directory entry. All other information necessary for MHS-routing may be
acquired from the Directory. As an implementation choice, this information may be retrieved at initialisation, or may be
retrieved dynamically as required. For the purposes of exposition, the former approach is assumed. The caching of
information acquired from the Directory may be necessary for efficient implementation, but is beyond the scope of this
Recommendation | International Standard.

NOTE 1 — Implementors should be aware that out-of-date cached information can lead to routing loops and sub-optimal route
choices. While procedures are specified to resolve routing loops, cache refreshing should also be performed at regular intervals.

A routing-MTA Directory entry indicates the one or more OR-address-subtrees which the routing-MTA’s administrator
has chosen to reflect the routing policy of this MTA, and also indicates the Directory name of the MHS Message
Transfer Agent entry for thisMTA (see A.1.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2).

In order to fulfil its function, a routing-MTA must acquaint itself with knowledge of the other routing-collectives in its
routing-collective-subtree. The minimum knowledge required for a routing-MTA to achieve this is discovered by
collecting information from a specific subset of the routing-collectives in its routing-collective-subtree. These
key-routing-collectives are defined as follows:

— thesiblings of the routing-collective;

— thesiblings of each of the routing-collective' s superior routing-collectives.

NOTE 2 — While knowledge of a routing-collective's key-routing-collectives is required for the operation of
MHS-routing, this information is not recorded explicitly in any Directory entry since it differs for every routing-
collective, and may readily be discovered by inspection.

The reason for this definition of key-routing-collectives may be understood as follows. By the definition of routing-
collective, arouting-MTA must be able to route a message to any of the other MTAs in each routing-collective of which
it is a member; the practical effect is that the routing-MTA must be able to act on routing information that instructs it to
transfer a message to one of the routing-collectives in the same routing-collective-subtree. Hence a simplistic definition
of key-routing-collectives would include all of the routing-collectives in this tree. However, this gives more information
than is dtrictly required. Plainly, the routing-MTA does not need to consider itself as a destination; similarly, an
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instruction to transfer the message to one of the routing-MTA’s superior routing-collectives is meaningless (since the
message has aready arrived in that routing-collective), so these are not considered as key-routing-collectives. One of the
purposes of having more than one level of routing-collective hierarchy is that a routing-MTA does not need to be aware
of the internal structure of routing-collectives in distant parts of the routing-collective-subtree. Hence if one routing-
collective is considered to be a key-routing-collective, its subordinates do not need to be. Excluding these unnecessary
elements leaves the definition which has been adopted.

c3.1] c3.2]

TIS09120-99/d01

Figure 1 — Example of arouting-collective-subtree

Figure 1 illustrates the hierarchical relationships in a routing-collective-subtree. The routing-collective at the base of the
subtree, X, has three immediate subordinate routing-collectives, A, B, and C. In turn, A, B, and C each contain three
immediate subordinate routing-collectives. In the case of A and B, these routing-collectives are also routing-MTAS. In
the case of C, C.1 and C.2 are routing-MTAs, while C.3 is a routing-collective containing two routing-M TAs. The names
of the routing-M TAs are enclosed in boxes. For the routing-MTA B.3, the key-routing-collectivesare B.1, B.2, A, and C.

6.2.3 Connection-group

A connection-group is a group of connections over which messages may be directly exchanged between members of a
set of MTAS, using a specific MHS transfer protocol over a common network. It therefore represents the topology of the
MHS, i.e., how the MTAs are physically interconnected. All MTAs in a connection-group have a network technology
and a message transfer Application Context in common, and have administrative approval to interwork.

A connection-group is represented by specifying its member MTAs. A connection may be created between every pair of
these MTAs. The Directory entry that represents a connection-group may also indicate the specific message transfer
protocol used.

The simplest type of connection-group has just two members: this represents a conventional pair of MTAS that have been
configured to communicate with one another. Larger sets may be constructed for convenience. If a number of MTAs are
connected to a LAN or WAN, such that connections are permitted between any pair of them, they may all be assigned to
a single connection-group, rather than to multiple groups that represent all the individual connections possible.

Connection-groups are of two types, enumerated and unenumerated. An enumerated connection-group is identified by
Directory name, and has an associated list of member MTAS, as described above. An unenumerated connection-group
is aso identified by Directory name, and is typically associated with a network infrastructure such as a public or private
wide-area network (e.g. X.25 or IP). Its membership is defined by self-declaration. The administrator who makes a local
decision to configure an MTA into such a group is implicitly declaring that the MTA will accept connections from any
other MTA on the same network, without prior agreement between MTA administrators.

Each routing-coll ective classifies the connection-groups available to it as follows:
a) an entry-connection-group is one that may be used to transfer messages into the routing-collective.
b) an exit-connection-group is one that may be used to transfer messages out of the routing-collective.

Two types of exit-connection-groups are distinguished: a transit-exit-connection-group is one that may
be used to transfer a message out of the routing-collective, regardless of origin; a local-exit-connection-
group is one that may be used to transfer a message out of the routing-collective, but is available only for
messages originated, or redirected, or DL-expanded within the routing-collective.
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A given connection-group may be classified as both an entry- and exit-connection-group.

An indirect-exit-connection-group is an exit-connection-group which is not directly available to a routing-collective,
but is available through one of its key-routing-collectives.

The connection-groups available to a routing-collective which is not arouting-MTA (i.e. does not occupy aleaf nodein a
routing-collective-subtree), correspond to connection-groups available to one or more of its subordinate routing-
collectives. However, they are not necessarily the complete union of all such subordinate routing-collectives, since, as a
matter of policy, a subordinate routing-collective may confine access to one of its connection-groups to itself and its
subordinates.

Optionally, a security-context may be defined for a connection-group to govern the interactions permitted between
members of that connection-group.

Figure 2 gives an alternative representation of the routing-collectives illustrated in Figure 1, and shows their connection-
groups. The connection-groups CG1, 2, 4 and 5 are shown by indicating every individual connection within routing-
collective X. Additional members of CG3 and CG6 exist within neighbouring routing-collectives.

6.2.4 OR-address-subtree

An OR-address-subtree is a Directory subtree which models a part of the OR-address name-space and associates
routing-advice (see 6.2.5) with names within that name-space.

Directory attributes and object classes are defined corresponding to each element of the OR-address, such that a
Directory name may be constructed by treating each OR-address element as an RDN, and assembling these RDNs in a
prescribed order to form the Directory name. If entries were created in the Directory corresponding to all of the valid
OR-addresses, this would create a subtree of the DIT corresponding to the whole OR-address name-space.

Since it is infeasible to place al routing information in a single Directory subtree (this would assume a fully
interconnected Directory, a fully interconnected MHS, and that all users of Directory-based routing are prepared to
reveal their complete addressing information to the world), it is usual to prefix the RDNs derived from OR-address
elements with some arbitrary Directory name belonging to the administrator preparing the information. This allows
multiple subtrees to be created in different parts of the global DIT, potentially containing information for every valid
OR-address. A subtree may be incomplete, in that two or more subtrees are required to model a complete branch of the
OR-address name-space.

OR-address-subtrees containing different items of routing-advice will be required in various parts of the MHS for the
same set of OR-addresses. This is due to the existence of firewalls, sparse connectivity, and the nature of devolved
management. Different parts of the MHS will require different location-specific guidance to reach the same OR-address.

An administrator creates OR-address-subtrees to indicate the required routing behaviour for each possible OR-address.
The entry corresponding to an OR-address will identify a routing-collective towards which the message should be
transferred. In the simplest case, the routing-collective is the delivering-MTA for that recipient. Alternatively, the
routing-collective might be larger, and contain the delivering-MTA as a subordinate routing-collective. In this case the
message may be transferred to an arbitrary MTA in the routing-collective where more detailed information will be
available to identify the delivering-MTA to which it should finally be transferred. Another possibility is that the
indicated routing-collective is arelaying MTA that the administrator knows is able to handle all addresses in a particular
domain.

Certain OR-addresses have an arbitrary internal structure, and cannot be fully represented in OR-address-subtrees (for
example, one containing a domain defined attribute specifying an address in a foreign messaging environment). To
represent a branch of the subtree that models OR-addresses of this type, an expression-matches attribute may be placed
in the subtree to allow for algorithmic matching of these OR-addresses.

Asit isimpracticable to create entries in each OR-address-subtree for every possible OR-address, an OR-address-subtree
may be incomplete in two ways:. parts of the OR-address name-space may simply be absent from the tree (e.g. a tree
which contains only local users), or whole branches of the tree may be truncated. Portions of the tree that are incomplete
are marked as such, so that an MTA reading information from the tree is able to distinguish between an entry which is
absent because the OR-address is invalid (causing the MTA to declare the message undeliverable), and an entry which is
absent because the administrator has not provided the information (causing the MTA to look elsewhere for more
information).

Portions of an OR-address-subtree may be truncated where the behaviour requested of the MTA is the same at all
subordinate vertices of a vertex. For example, if al addresses within a particular Organizational Unit require transfer to
the same MTA, it is not necessary to create entries for each OR-address in that Organizational Unit. Instead, the routing
information is placed at the vertex in the tree corresponding to that Organizational Unit. The procedures used by the
MTA for reading information from OR-address-subtrees detect when the desired entry cannot be read because the tree
has been truncated, and cause the MTA to consult the leaf node of the truncated tree for routing advice.
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It is entirely practicable to have just one OR-address-subtree for a PRMD (or indeed for a number of co-operating
PRMDs), even if the PRMD has a nesting of routing-collectives within it. However, there will often be a requirement for
multiple OR-address-subtrees, for example, where administrators wish to conceal information about OR-addresses, or for
devolved management of OR-address-subtrees, or for private subtrees that identify locally available relaying and ADMD
services.

TIS09130-99/d02

© routing-collective

connection-group

Figure 2 — Example of arouting-collective and their connection-groups

6.2.5 Routing-advice

The routing-advice present in an entry in an OR-address-subtree provides advice to the routing-MTA that assists it in
arriving at a routing decision for the OR-address corresponding to the entry. It specifies one of the following actions:

a) Transfer the message to the target routing-collective indicated. If this identifies the routing-MTA itself,
then local delivery is attempted.

b) Generate a non-delivery report with the reason and diagnostic codes indicated.

¢) Redirect the message to a preferred address of the MTS-user. The new OR-address is indicated in the
routing-advice.

d) Perform DL-expansion of the OR-address; if this is not possible, transfer the message to the target
routing-collective indicated, which is known to be capable of performing the required DL-expansion.

e) Place the message in an inner-envelope content-type, using the information supplied to construct the
outer-envelope (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4).
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6.2.6 Local usetables

The only configuration information required by a routing-MTA is its routing-collective Directory name, information
needed to access the Directory (e.g., its Directory credentials and the address of alocal DSA), and knowledge of how to
map its exit-connection-groups to appropriate protocol stacks and physical interfaces. On initialization, the routing-MTA
reads the entry identified by its routing-collective Directory name, and follows a procedure that provides it with
knowledge of its complete routing-collective-subtree, and thereby enables it to participate in MHS-routing (see 9.1.5).
Thisinformation is recorded by the routing-MTA in itslocal-use-tables, as follows:

a) The Directory name of this MHS Message Transfer Agent.

b) The names of one or more OR-address-subtrees configured for thisrouting-M TA.

c) A list of the key-routing-collectives of this routing-MTA, each accompanied by the names of one or more
next-MTAs for that key-routing-collective.

d) Thenames of the routing-MTA’s transit- and |ocal-exit-connection-groups.

€) The names of the routing-MTA’s indirect-exit-connection-groups (i.e. those exit-connection-groups
available through its key-routing-collectives), each accompanied by the names of one or more next-MTASs
for that connection-group.

f) For each of the routing-MTA’s entry-connection-groups that is of type enumerated, authentication
information required to identify each possible calling MTA.

6.3 Routing decision overview

When routing a message, the routing-MTA performs the following actions to arrive at a routing decision for each
recipient OR-address in the message:

a)

b)

d)

f)

9)

The routing-MTA transforms the OR-address into a Directory name, and attempts to read the
corresponding entry from the first configured OR-address-subtree. If the read is successful, the routing-
advice associated with the entry is obeyed. If the read fails with a Name Error, and the lowest entry that
was matched contains routing-advice then that advice is followed. If the lowest matching entry does not
contain routing-advice and the next level of the subtree is marked as incomplete, then there may be no
information available in this subtree, and the routing-MTA repeats the procedure using the next
OR-address-subtree (typicaly, a routing-MTA is configured with several). However, if the next level of
the subtree is marked as complete, then the OR-address is invalid and a non-delivery report is generated.

If routing-advice is obtained, this may identify a target routing-collective; alternatively, it may indicate
that the OR-address is invalid, or that redirection of the message is required, or that DL-expansion is
required.

If atarget routing-collective is identified, the routing-MTA checks its local-use-tables (generated when
the routing-MTA was initidized) to determine whether this is a key-routing-collective. If so, the
next-MTA for that routing-collective is known, and the message is transferred to it.

The target routing-collective's Directory entry is read and a list of its entry-connection-groups is retrieved.
If any of this routing-MTA's exit-connection-groups matches one of these entry-connection-groups then
the message is transferred by direct connection. Alternatively, if the routing-MTA’s local-use-tables
identify the target connection-group as belonging to an indirect-exit-connection-group (i.e. an
exit-connection-group offered by a key-routing-collective) then the next-MTA for that connection-group
is known, and the message is transferred to it.

If the actions described above have not identified an MTA to which the message is to be transferred, this
may be because the OR-address-subtree contains unnecessary detail, and has identified an inner routing-
collective of which this MTA has limited knowledge. The routing-MTA discards the last RDN of the
target routing-collective name, thus obtaining the name of the target routing-collective's parent entry.

If the base of the routing-collective-subtree has not yet been reached, the procedure resumes at step c
using the truncated name as the new target routing-collective.

NOTE — Truncation of the target routing-collective name is particularly effective in the case where the first target
routing-collective corresponds to the delivering MTA (for which this routing-MTA knows no route), and a superior
routing-collective is more publicly visible.

Otherwise, the procedure is repeated from step a using the next configured OR-address-subtree.
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6.4 Directory organization

The various information required to support MHS-routing is stored in the Directory according to:
— the access requirements of the routing-M TAs that are users of the information;

—  the management requirements of the various administrators of the information.

For performance reasons, it may be convenient to store each routing-collective-subtree and OR-address-subtree in a
single DSA, using access controls where devolved management is required. However, all the normal capabilities of the
Directory for distributed operation are available. Each routing-collective-subtree is stored in a part of the global DIT (or
private DIT) chosen by the administrator of the subtree.

NOTE 1 — In general, access controls should not be applied selectively to the attributes present in routing-collective or OR-address
entries since these can cause erroneous routing decisions. Where required, access control should be applied to complete entries.

Access to the constituent routing-collective entries of a routing-collective-subtree will be granted to the one or more
administrators who manage these constituent routing-collectives. Every routing-MTA in a routing-collective-subtree
requires read access to al routing-collective entries in that subtree. Other routing-MTAs that are permitted to
communicate with routing-MTAs in the routing-collective will also require read access to these entries. Routing-
collectives change relatively infrequently.

NOTE 2 — In the absence of a globally interconnected Directory, it may be necessary to hold duplicate entries for distant routing-
collectives within a private (unconnected) DIT.

The various OR-address-subtrees used by a routing-MTA may be maintained under different management and stored in
different locations. Only those routing-MTAS that have been configured to use a particular OR-address-subtree require
accessto it.

Connection-groups are not interrelated. Hence the Directory entry representing a connection-group may be stored in any
location at the discretion of the connection-group’s administrator. Every routing-MTA in a routing-collective-subtree
requires access to the entries for each entry- and exit-connection-group for which it is configured.

An MHS Message Transfer Agent entry, which stores protocol information for an MTA, may be stored in any
convenient location. Access to such an entry is required by every other routing-MTA which shares a connection-group
withthe MTA.

6.5 Authentication principles

Associations between MTAS are established by means of the MTA-bind abstract-operation where three authentication
methods are possible: no authentication, simple password, and strong authentication. Each routing-MTA may support
one or more of these methods. The actual method used in any instance of connection is governed by the associated
connection-group.

For the purposes of simple password each routing-MTA has just one password value, which is used in the initiator-
credentials of all MTA-bind operations to other routing-MTAs, and is also used in the responder-credentials when
responding to an MTA-bind from another routing-MTA. This password is stored in the MTA’s MHS-Message Transfer
Agent entry in the Directory. The MTA itself can read the value of the password to use in MTA-bind operations; access
controls may be applied to limit the access of other MTASs to the use of the Compare operation.

NOTE — The denia of read access prevents other MTAs from reading the password into local tables, and so implies a Directory
transaction for each MTA-bind attempt.

Exceptionally, to alow interworking with existing MTAs which are not routing-MTAS, a separate password may be
specified for each connection between a routing-MTA and an MTA without MHS-routing capability. Typicaly, a
non-routing MTA will not have a Directory entry associated with it, and so the administrator responsible for the routing-
MTA will create a 'proxy' Directory entry corresponding to the non-routing MTA; any necessary additional passwords
are stored in that entry.

A routing-MTA may supply its Directory name (i.e. the name of its MHS Message Transfer Agent entry) in the
A-ASSOCIATE service of ACSE used when invoking MTA-bind. Under most circumstances, thisis optional and serves
only to improve the efficiency of the authentication process at the called MTA. However, the administrator may specify
that for a particular connection-group the use of Directory name in A-ASSOCIATE is mandatory, either to inform MTAs
that they can rely on the presence of the Directory name (and so implement optimisations such as reducing the size of
local-use-tables), or in the case of unenumerated connection-groups to give a dightly improved level of authentication.
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7 Routing-collective-subtree

The routing-collective-subtr ee models the high level management framework of an MHS. It provides a mechanism for
storing information that may be accessed by an MTA to assist in making a routing decision.

7.1 Object classes

The following Directory object classes relevant to the routing-collective-subtree are defined in 7.1.1 - 7.1.4:
— the Routing Collective object class;
— the Routing MTA object class;
—  the Connection Group object class;
—  the MTA Information object class.

711 Routing Collective object class

The Routing Collective object class is a structural object class used to represent a collection of one or more MTAS,
under common management, that has collective responsibility for a portion of the OR-address name-space. The attributes
in its entry identify its routing-collective-name, and, to the extent that the relevant attributes are present, its description,
its entry-connecti on-group-names, its transit-exit-connection-group-names, and its local -exit-connection-group-names.

routingCol |l ective OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {routingCol | ecti veNane}
MAY CONTAI N {description | entryConnectionG oupNanme | |ocal ExitConnecti onG oupNane |

transi t Exi t Connecti onG oupNarne}
--at |least one entry-CG and exit-CG should be present--
I D i d-oc-routing-collective }

At least one transit-exit-connection-group-name or local-exit-connection-group-name, and one entry-connection-group-
name attribute should be present in entries of the Routing Collective object-class.

NOTE — Normally, a routing-collective will have access to one or more entry- and exit-connection-groups. Exceptionally, a top-
level routing-collective in a closed network may have access to no entry- or exit-connection-groups.

7.1.2 Routing MTA object class

The Routing MTA object class, a subclass of Routing Collective, is a structural object class used to represent the
smallest instance of a routing-collective, i.e. an MTA that participates in MHS-routing. The attributes in its entry, in
addition to those defined for a Routing Collective, identify the OR-address-subtrees it is to use, and name its MHS
Message Transfer Agent entry.

routi ngMrA OBJECT- CLASS :: = {
SUBCLASS OF {routingColl ective}
MUST CONTAI N {oRAddr essSubtrees | nmHSMessageTr ansf er Agent Nare}
ID id-oc-routing-nta }

7.1.3 Connection Group object class

The Connection Group object class is a structural object class used to represent a group of MTAS that possess the
mutual capability of directly exchanging messages with one another. It therefore represents the physical topology of the
MHS, i.e.,, how the MTAs are physically interconnected. The attributes in its entry identify its common name, indicate
whether it is of type enumerated or unenumerated, and, to the extent that the relevant attributes are present, describe the
connection-group, indicate its connection-type, indicate a password for the connection-group, and enumerate its member-
MTAS (if of type enumerated), and identify its security-context.

connecti onG oup OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {commonName | enumer at edFl ag}
MAY CONTAI N {description | connectionType | groupMIAPassword | nenber MTA |
securityCont ext}
I D i d- oc- connecti on-group }

714 MTA Information object class

The MTA Information object class is an auxiliary object class used to represent the additional information required to
perform MHS-routing. It is intended to be used in objects of class MHS Message Transfer Agent (see A.1.3 of ITU-T
Rec. X.402 | ISO/IEC 10021-2). The attributes in its entry identify its MTA name, its global domain identifier, and, to
the extent that the relevant attributes are present, indicate the MTA password, other specific passwords, and the calling
presentation addresses.
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mrAl nf or mat i on OBJECT- CLASS :: = {
KI ND auxiliary
MUST CONTAI N {nTANane | gl obal Donmi nl dentifier}
MAY CONTAI N {mrAPassword | specificPasswords | callingPSAPs}
ID id-oc-nta-information }

7.2 Attribute types

The attribute types specific to entries of the Routing Collective, Connection Group, Routing MTA, and MTA
Information object classes are defined in 7.2.1 - 7.2.4.

721 Routing Collective attribute types

The attribute types defined below are specific to entries of the Routing Collective object class.

7.21.1 Routing Collective Name attribute type

The Routing Collective Name attribute type specifies an identifier for Routing Collective entries.

routingCol | ecti veName ATTRIBUTE :: = {
SUBTYPE OF comonNane -- see | TU-T X. 520 | ISO | EC 9594-6 --
SI NGLE VALUE TRUE
I D id-at-routing-collective-nane }

NOTE — This attribute is used, rather than Common Name, because it makes possible an optimization in the Routing-decision
procedure.

7.21.2 Connection Group Name attribute type

The Connection Group Name attribute type identifies entries of the Connection Group object class which represent
connection-groups that may be used to transfer a message into, or out of a routing-collective.

connecti onG oupNane ATTRI BUTE :: = {
W TH SYNTAX Di sti ngui shedNane
SI NGLE VALUE FALSE
ID i d- at - connecti on- gr oup- nane }

The following attribute types classify Connection Groups according to the distinctions made by each routing-collective:

a) The Entry Connection Group Name attribute type identifies the connection-groups which may be used
to transfer a message into a routing-collective.

entryConnecti onG oupNane ATTRI BUTE :: = {
SUBTYPE OF connect i onG oupNane
I D i d- at - entry-connecti on-group- nane }

b) The Transit Exit Connection Group attribute type identifies the connection-groups which may be used
to transfer a message out of a routing-collective.

transit Exi t Connecti onG oupNanme ATTRI BUTE :: = {
SUBTYPE OF connect i onG oupNane
I D id-at-transit-exit-connection-group-nane }

¢) The Local Exit Connection Group Name type identifies the connection-groups which may be used to
transfer a message out of a routing-collective, if, and only if, that message originated, or was redirected, or
was DL-expanded within the routing-collective.

| ocal Exi t Connecti onG oupNanme ATTRI BUTE :: = {
SUBTYPE OF connecti onG oupNane
ID i d-at-1local -exit-connection-group-nane }

7.2.2 Routing MTA attribute types
The attribute types defined below are specific to entries of the Routing MTA object class.

7.22.1 OR-address Subtreesattributetype

The OR-address Subtrees attribute type identifies the OR-address-subtrees that have been configured for a routing-
MTA.

ORAddr essSubt r ees ATTRI BUTE :: = {
W TH SYNTAX ORAddr essSubt r eeNanes
SI NGLE VALUE TRUE
I D i d- at - or addr ess-subtrees }
ORAddr essSubt reeNanmes ::= SEQUENCE OF Di sti ngui shedNane
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7.22.2 MHSMessage Transfer Agent Name attribute type

The MHS Message Transfer Agent Name attribute type identifies the MHS Message Transfer Agent entry for a
routing-MTA.

mHSMessageTr ansf er Agent Nane ATTRI BUTE :: = {
SUBTYPE OF di sti ngui shedNane
SI NGLE VALUE TRUE
ID i d- at - mhs- nessage-transfer-agent }

7.2.3 Connection Group attribute types

The attribute types defined below are specific to entries of the Connection Group object class.

7.23.1 Enumerated Flag attribute type

The Enumer ated Flag attribute type indicates whether a connection-group is of type enumerated or unenumerated.

enuner at edFl ag ATTRI BUTE :: = {
W TH SYNTAX BOOLEAN - - True=enuner at ed, Fal se=unenunerated --
SI NGLE VALUE TRUE
ID id-at-enunerated-flag }

7.2.3.2 Connection Typeattributetype

The Connection Type attribute type indicates details of connection information specific to a connection-group: the
application-context, profiles, use of A-ASSOCIATE, use of network address, and the authenti cation method.

connectionType ATTRI BUTE :: = {
W TH SYNTAX Connecti onl nformati on
SI NGLE VALUE TRUE
ID i d-at-connection-type }
Connectionlnformation ::= SET {
appl i cati on- cont ext [0] OBJECT | DENTI FI ER DEFAULT id-ac-nts-transfer,
profiles [1] SET OF OBJECT | DENTI FI ER OPTI ONAL,

dn-used-i n-a-associ ate [2] BOOLEAN DEFAULT TRUE,
net wor k- address-rel i abl e [3] BOOLEAN DEFAULT TRUE,

aut henti cati on- et hod [4] AuthenticationMet hod DEFAULT si npl e- password,
wei ghting-factors [5] INSTANCE OF TYPE- | DENTI FI ER OPTI ONAL }
Aut henti cati onMet hod :: = | NTEGER {
no- aut henti cati on (0),
si npl e- passwor d (1),
strong- aut henti cati on (2) }

si npl eWei ght TYPE- | DENTI FI ER :: = {
{1 NTEGER | DENTI FI ED BY i d-wf-integer} }

The components of connection-information are defined as follows:

a) Application-context (D id-ac-mts-transfer): The MHS application-context used in this connection-group.
This value should be present in the Supported Application Context attribute of each entry of the MHS
Message Transfer Agent object class which represents the member MTAs of the connection-group. By
default, this component identifies the mts-transfer application-context.

b) Profiles (O): The one or more profiles that characterize the Connection Type (see annex H). At least one
of the values of profiles should be present in the Protocol Information attribute of each entry of the MHS
Message Transfer Agent object class which represents the member MTAS of the connection-group. The
profiles component is used to select between the various network addresses present in this entry. The
absence of the profiles component indicates that the profiles are unspecified, and hence that any of the
MTA'’s addresses may be used.

¢) DN-used-in-A-ASSOCIATE (D true): This indicates whether all member MTAS of the connection-group
supply their Directory names (of the MHS Message Transfer Agent entry) in the calling application-
entity-title of the A-ASSOCIATE service (of ACSE) used to invoke MTA-bind. If true, then each of the
member MTASs of the connection-group shall supply its Directory name when using that connection-
group. If true, then application-context shall have the value mts-transfer (since mts-transfer-protocol and
mts-transfer-protocol-1984 do not use ACSE).

If DN is not present in A-ASSOCIATE for an unenumerated connection-group where the authentication-
method is simple-password, then the Group MTA Password attribute must be present in the entry. If DN is
not present in A-ASSOCIATE for an unenumerated connection-group where the authentication-method is
strong-authentication, then certificate must be present in the initiator-credentials argument of MTA-bind.
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NOTE 1 — If set true for an enumerated connection-group, the size of the local-use-tables may be considerably reduced
since only the DNs of other MTAs need be stored, not their compl ete connection information.

NOTE 2 — For unenumerated connection-groups, masguerade is simple and undetectable unless the Directory name is
present in A-ASSOCIATE, and this name used to validate the existing Trace and the calling PSAP. While this check
makes masquerade harder, it does not make it impossible, since the Directory name may identify a bogus entry in the
Directory.

d) Network-address-reliable (D true): This specifies whether the calling network address is required to
match for MTA-bind authentication. The component is false for those network types where the calling
network address is not available or is unpredictable (e.g., the PSTN). If the component is true, and the
Enumerated Flag of the connection-group is false, then the value of DN-used-in-A-ASSOCIATE shall be
true.

NOTE 3 — In an unenumerated connection-group, unless DN-used-in-A-ASSOCIATE is true, then arouting-MTA will
have no means to discover the required calling network address of acalling MTA and will be unable to test the address
actually used.

€) Authentication-method (D simple-password): This indicates the authentication-method used by all
MTASs in the connection-group. Its possible values are: no-authentication, simple-password, and strong-
authentication.

NOTE 4 — In an unenumerated connection-group, the authentication-method strong-authentication requires either that
DN-used-in-A-ASSOCIATE istrue, or that certificate is present in MTA-bind.

f)  Weighting-factors (O): A measure of the relative cost of using this connection-group to route a message.
This may be expressed as a single factor, or may comprise a variety of factors such as time of day, grade
of delivery (priority), and message size. For simple-weight, the more favoured the route, the smaller the
vaue.

NOTE 5 —In a proprietary environment a pricing policy of arbitrary complexity may be recorded in this component.

7.23.3 Group MTA Password attribute type

The Group MTA Password attribute type contains a password used by members of an unenumerated connection-group.
This attribute shall be absent from the connection-group object class if the Enumerated Flag attribute has the value true.
This attribute shall be present if the Enumerated Flag attribute has the value false, and the value of DN-used-in-
A-ASSOCIATE is false. When using a connection-group for which a Group MTA Password attribute is defined, an
MTA’s own MTA Password attribute is disregarded.

NOTE — The presence of this attribute indicates the administrator’s view that not al of the MTAs in the connection-group are
capable of presenting their Directory names in A-ASSOCIATE, or capable of obtaining access to the Directory entries pointed to
by their peers.

gr oupMrAPasswor d ATTRI BUTE :: = {
W TH SYNTAX Passwor d
SI NGLE VALUE TRUE
I D i d- at - group- nt a- password }

7.234 Member MTA attributetype

The Member MTA attribute type identifies the MTASs that are members of an enumerated connection-group. This
attribute shall be present in entries of the Connection Group object class if the Enumerated Flag attribute has the value
true, and shall be absent otherwise.

menber MTA ATTRI BUTE :: = {

W TH SYNTAX Rout i ngMrANane

SI NGLE VALUE FALSE

I D id-at-nmenber-nta }
Rout i ngMI'ANane :: = RoutingCol | ecti veNane
Rout i ngCol | ecti veNane ::= Di stingui shedName

7.2.35 Security Context attribute type

The Security Context attribute type identifies the security-context within which members of a connection-group interact
(see12.1.1.1.1.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4).

securi t yCont ext ATTRI BUTE :: = {
W TH SYNTAX Securi t yCont ext
SI NGLE VALUE TRUE
ID id-at-security-context }
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724 MTA Information attribute types

The attribute types defined below are specific to entries of the MTA Information object class.

7241 MTA Nameattributetype

The MTA Name attribute type identifies the MTA-name used by an MTA when generating trace information, and which
may be used in the arguments and results of MTA-bind.

nTAName ATTRI BUTE :: = {
W TH SYNTAX MTANane
SI NGLE VALUE TRUE
ID id-at-nta-nane }

7.24.2 Global Domain Identifier attributetype

The Global Domain Identifier attribute type identifies the global-domain-identifier used by an MTA when generating
trace information, and, where strong-authentication isin use, in the arguments and results of MTA-bind.

gl obal Domai nl dentifier ATTRI BUTE :: = {
W TH SYNTAX A obal Domai nl dentifier
SI NGLE VALUE TRUE
ID i d-at-gl obal -domain-identifier }

7.24.3 MTA Password attribute type

The MTA Password attribute type identifies the password optionally presented by an MTA when invoking MTA-bind
and returned in response to MTA-bind. This value is used on every occasion when communicating with another routing-
MTA if the associated connection-group’s authentication-method is simple-password, and the connection-group’s Group
MTA Password attribute is absent.

NOTE — Typically, an unenumerated connection-group will possess a Group MTA Password attribute which takes precedence
over theindividual MTA Passwords of its members.

mrAPasswor d ATTRI BUTE :: = {
W TH SYNTAX Passwor d
SI NGLE VALUE TRUE
I D i d-at-nta-password }

7.24.4 Specific Passwordsattribute type

The Specific Passwords attribute type identifies passwords required when communicating with MTAs that do not
support MHS-routing. It may be present in proxy entries created to represent these non-routing MTAS.

speci fi cPasswords ATTRIBUTE :: = {
W TH SYNTAX Speci fi cPasswor d
SI NGLE VALUE FALSE
ID i d-at-specific-passwords }

Speci fi cPassword ::= SET {
routing-coll ective-name RoutingColl ectiveNane,
t hi s-nt a- password [0] Password,
cal | i ng- mt a- passwor d [1] Password }

The component of specific-password are defined as follows:

a) Routing-collective-name (M): The Directory name of the routing-collective for whose use this attribute
valueis provided.

b) ThisMTA-password (M): The password used by this MTA when it initiates an association with a
member of the routing-collective indicated. This value takes precedence over the value of the MTA
Password attribute associated with this entry.

c¢) Calling-MTA-password (M): The password to be used by a caling MTA in the routing-collective
indicated when it initiates an association with this MTA. The value overrides the value of the MTA
Password attribute present in the calling routing-MTA’s entry.

When a routing-MTA communicates with an MTA for which a Specific Passwords attribute is defined, which identifies
the routing-M TA’ s routing-collective, then the calling-MTA-password and this-M TA-password take precedence over the
MTA Password of the routing-MTA and MTA Password of this non-routing MTA. These values also take precedence
over any Group MTA Password defined for the connection-group.
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7.245 Calling PSAPsattributetype

The Calling PSAPs attribute type identifies the presentation address values used by this MTA when it invokes
MTA-bind (where these differ from those given in the Presentation Address attribute of the MHS Message Transfer
Agent entry). It may be used by a called MTA to authenticate the identity of the calling MTA.

cal | i ngPSAPs ATTRI BUTE :: = {
W TH SYNTAX Pr esent at i onAddr ess
SI NGLE VALUE FALSE
ID id-at-calling-psaps }
7.3 Nameforms

The Routing Collective name form, which specifies how entries of object class Routing Collective may be named, and
the Connection Group name form, which specifies how entries of object class Connection Group may be named, are
defined as follows:

routingCol | ecti veNameFor m NAMVE- FORM : : = {

NAMES routingCol | ective
W TH ATTRI BUTES {routingColl ecti veNane}
ID id-nf-routing-collective }
connect i onG oupNaneFor m NAMVE- FORM : : = {
NAMES connecti onG oup
W TH ATTRI BUTES { commonNane}
ID i d- nf - connecti on- group}
8 OR-address-subtree

The OR-address subtreeisaDIT subtree which models part of the OR-address name-space and contains routing-advice
for OR-addresses present within that name-space.

8.1 OR-address Element object class

The OR-address Element object class is an abstract object class, and is the direct superclass of every entry in an
OR-address-subtree. It associates routing-advice with OR-addresses. The attributes in its entry, to the extent that the
relevant attributes are present, indicate an item of routing-advice, an expression-match, a recipient-M D-assigned-
alternate-recipient, and indicate whether all potential immediate subordinate entries of this entry are actually present.

ORAddr essEl enment OBJECT- CLASS :: = {
SUBCLASS OF {top}
KI ND abstract
MAY CONTAI N {routingAdvi ce | expressionMatches | nextLevel Conplete |
reci pi ent MDAssi gnedAl t er nat eReci pi ent}
I D i d- oc- mhs- or - addr ess- el enent }

Each OR-address Element represents a primitive component of the OR-address.

NOTE — For example, the standard attribute personal-name comprises the four OR-address-elements MHS Surname, MHS Given
Name, MHS Initias, and MHS Generation Qualifier.

Some OR-address attributes (e.g. the domain-defined-attributes) have an arbitrary internal structure, and cannot be
treated directly as naming elements, or be represented productively by corresponding OR-address Elements. The
Expression Matches attribute type is provided to enable algorithmic matching of these OR-address attributes.

8.2 OR-address Element attribute types

The attribute types defined below are specific to entries of the OR-address Element object class.

8.21 Routing Advice

The Routing Advice attribute type specifies an item of routing-advice associated with the OR-address that corresponds
to an entry. Thisindicates one of the following:

— aroute for the message;

— anindication that it cannot be delivered to the recipient;
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— the OR-address to which the message is to be redirected,;
— information that will enable the MTA to DL-expand the message or transfer it to its DL-expansion point;

— anindication that the message is to be placed in an inner-envel ope content-type.

routi ngAdvi ce ATTRI BUTE :: = {
W TH SYNTAX Rout i ngAdvi ce
SI NGLE VALUE TRUE
I D i d- at - mhs-routing-advice }

Rout i ngAdvi ce ::= CHO CE {
target-routing-collective [0] TargetRoutingCollective,
non-del i very-information [1] NonDeliveryl nformati on,
alias-redirection [2] AliasRedirection,
dl - expansi on-i nf ormati on [3] DLExpansi onl nf ormati on,
doubl e- envel ope-i nformati on [4] Doubl eEnvel opel nformati on,
S}

An item of routing-advice contains one of the following:

a) Target-routing-collective (C): The name of a target routing-collective to which, it is advised, the
message should be transferred. The local-user -identifier isintended for use by the delivering MTA (i.e. is
relevant only if the routing-MTA is also the delivering MTA). The values of local-user-identifier are
implementati on-specific.

Tar get Routi ngCol | ective ::= SEQUENCE {
target-routing-collective [0] RoutingCollectiveNane,
| ocal -user-identifier [1] Universal O BMPString {ub-Ilocal -user-identifier}
OPTI ONAL }

ub-1ocal -user-identifier INTEGER ::= 128
b) Non-delivery-information (C): Information used to construct the non-delivery report. It consists of a

non-delivery-reason-code, and, optionally, a non-delivery-diagnostic-code, and supplementary-infor-
mation, to be placed in the report generation instruction.

NonDel i veryl nformation ::= SEQUENCE {
reason [0] NonDel i ver yReasonCode,
di agnostic [1] NonDel i veryDi agnosti cCode OPTI ONAL,

suppl ementary-information [2] Suppl enmentaryl nformati on OPTI ONAL }

NOTE - In practice, the Error-processing procedure of ITU-T Rec. X.411 | ISO/IEC 10021-4 may cause redirection
rather than the generation of a non-delivery report.

¢) Aliasredirection (C): An OR-address to which the message is to be redirected. If edit is false, then the
redir ection-addr ess replaces the OR-address present in the message. If edit is true, the new OR-address
is constructed as follows. That part of the OR-address that was used to locate the entry in which thisitem
of routing-advice was found is discarded. The new OR-address is formed by concatenating the
redirection-address with the remaining subordinate elements of the original OR-address.

AliasRedirection ::= SEQUENCE {
redirection-address [0] ORAddress,
edit [1] BOOLEAN DEFAULT TRUE }

NOTE — If edit is false, it will often be useful to set the entry’s Next Level Complete attribute true to prevent the
unintended redirection of addresses which contain OR-address el ements in addition to those intended for redirection.

d) DL-expansion-information (C): Information that enables the routing-MTA to expand the distribution list
identified by the OR-address or to transfer it towards one of its expansion points. DL -expansion-r outing-
collectives identifies the routing-collectives capable of performing the DL expansion. If this identifies this
routing-MTA, or one of its superior routing-collectives, the distribution list may be expanded locally.
DL-name, if present, identifies the Directory entry which holds details of the DL members. If
any-M TA-may-expand is true, then again, the distribution list may be expanded locally. Otherwise, the
message should be routed to one of the DL -expanding-routing-collectives identified.

DLExpansi onl nformation ::= SEQUENCE {
dl - expansi on-routing-collectives [0] SET OF Target RoutingCol |l ective,
dl - name [1] MHSDi stri butionLi st Name OPTI ONAL,

any- nt a- may- expand [2] BOOLEAN DEFAULT FALSE }

MHSDI st ri buti onLi st Name ::= Di stingui shedNane
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€) Double-envelope-information (C): Advises the routing-MTA to place the message in an inner-envelope
content-type (see 8.2.1.1.1.34 of ITU-T Rec. X.411 | ISO/IEC 10021-4), and supplies information to
congtruct the outer-envelope in which the inner-envelope is to be conveyed. This information comprises
the envelope-opener (the Directory name and OR-address of an entity which will extract the original
message from the inner-envelope), and the preference order for security algorithms to be used for content-
confidentiality, message-token-encrypted-data, message-origin-authentication-check, and the signature of
the token. The routing-MTA uses the first algorithm in the preference order which is supported by both
the routing-M TA and by the envel ope-opener. The algorithm-information contains an algorithm-identifier,
and optionally information to select an appropriate Certificate for that algorithm for the originator or
recipient or both (depending on the requirements of the algorithm). Certificate-selector information is
required only if the Directory entry may contain more than one Certificate for the identified algorithm.

Doubl eEnvel opel nfornation ::= SEQUENCE {
envel ope-opener [0] ORAddressAndDi rect or yName,
content-confidentiality-algorithmpreference [1] SEQUENCE OF Al gorithm nformation,
key-encryption-al gorithmpreference [2] SEQUENCE O Al gorithm nfornation

OPTI ONAL,
nessage-origin-algorithmpreference [3] SEQUENCE OF Al gorithm nformation
OPTI ONAL,
token-signature-al gorithmpreference [4] SEQUENCE OF Al gorithm nformation
OPTI ONAL,
-}
ORAddr essAndDi rectoryNane ::= ORName -- with both Directory name and OR-address present
Al gorithm nformati on ::= SEQUENCE {
al gorithmidentifier [0] Algorithmdentifier,

originator-certificate-selector [1] CertificateAssertion OPTI ONAL,
reci pient-certificate-sel ector [2] CertificateAssertion OPTIONAL }

NOTE - The content-confidentiality-algorithm-preference may identify symmetric or asymmetric encryption
agorithms; the key-encryption-algorithm-preference identifies asymmetric encryption algorithms, and is only used
where the selected content-confidentiality-algorithm-preference identifies a symmetric encryption algorithm; the
message-origin-algorithm-preference identifies signature algorithms.

8.2.2 Expression Matches

The Expression M atches attribute type, which is single-valued, contains information which enables a routing-MTA to
relate routing-advice to an OR-address that satisfies an OR-address pattern match expression.

expressi onMat ches ATTRI BUTE :: = {

W TH SYNTAX Expr essi onMat ches

SI NGLE VALUE TRUE

ID i d- at - mhs- expressi on-match }
Expr essi onMat ches ::= SEQUENCE OF Expressi onMatch

Each expression-match is ordered in sequence, such that the first of these that an OR-address satisfies provides the most
pertinent routing-advice for that OR-address.

Expr essi onMat ch :: = SEQUENCE {
filter-set SET OF ORAddressFilter,
routing-advice Rout i ngAdvi ce }
ORAddr essFilter ::= SEQUENCE {
attribute-type CHO CE {
standard-attribute | NTEGER,

domai n-defined-attribute Universal O BWPString {
ub-domai n-defined-attribute-type-1length} },
pattern Ext endedRegul ar Expr essi on }
Ext endedRegul ar Expressi on :: = Universal O BMPString {ub-extended-regul ar - expressi on}

ub- ext ended- r equl ar - expressi on | NTEGER :: = 1024

The components of an expression-match are defined as follows:

a) Filter-set (M): A set of OR-addressfilters. If an OR-address satisfies al the OR-address-ilters in a
filter-set, then the corresponding routing-advice shall apply.

Each OR-addressfilter identifies an attribute-type (standard or domain-defined) and a corresponding
pattern. Each standard-attribute is identified by the Integers used in Figure 2 of ITU-T Rec. X.411 |
ISO/IEC 10021-4 to identify the extension standard attributes. The pattern is constructed as an extended
regular expression, as defined in 1SO/IEC 9945-2.
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b) Routing-advice (M): An item of routing-advice which applies to OR-addresses that satisfy the filter-set.
If the alias-redirection aternative of routing-advice is specified, the value of its edit component will
normally be false.

NOTE — If true, that part of the OR-address that was used to locate the entry in which this Expression Matches attribute
was found is discarded, and the new OR-address is formed by concatenating the redirection-address with the remaining

subordinate elements of the origina OR-address. The value of the matching filter-set is not used in forming the new
OR-address.

8.2.3 Next Level Complete

The Next Level Complete attribute type, which is single-valued, indicates by its presence or absence whether the set of
immediate subordinate entries of the present entry is complete, i.e. whether a subordinate entry is actually present for
every OR-address-element allocated at this point in the OR-address name-space.

next Level Conpl ete ATTRI BUTE :: = {
W TH SYNTAX NULL
SI NGLE VALUE TRUE
I D i d-at - mhs-next -1 evel -conplete }

8.24 Recipient MD Assigned Alter nate Recipient

The Recipient MD Assigned Alternate Recipient attribute type identifies an aternate-recipient, assigned by the
administrator of the OR-address-subtree, to receive messages for unknown or ambiguously addressed recipients with this
OR-address prefix. If redirection to an MD-specified alternate-recipient is required for an OR-address, the
Error-processing procedure, defined in 14.3.6 of ITU-T Rec. X.411 | ISO/IEC 10021-4, makes use of the value of this
attribute, taken from the last OR-address subtree entry read (in the Routing-decision procedure — see 9.1.2).

reci pi ent MDAssi gnedAl t er nat eReci pi ent ATTRI BUTE :: = {
W TH SYNTAX ORNarre
SI NGLE VALUE FALSE
COLLECTI VE TRUE
ID i d-at-mhs-recipi ent-nd- assi gned-al ternate-reci pient }

NOTE 1 — Different values of the attribute may apply within different regions of asingle MD.

NOTE 2 — The attribute is multi-valued to conform to the rules governing the definition of collective attributes but should
normally contain a single value. Where a different value appears in a superior part of the OR-address-subtree, appropriate scope
must be given to the collective attribute so that only a single value appears in any one entry. The effect of multiple values is
undefined and therefore unpredictable.

8.3 OR-address Element subclasses

The OR-address Element object class is an abstract object class that models the common properties of entries in the
OR-address-subtree. The structural object classes derived from this, used to construct entries of each of the OR-address
forms, are defined in 8.3.1-8.3.6.

831 OR-addr ess Subtree Base object class

The OR-address Subtree Base object class is a structural object class used to represent the base of an OR-address-
subtree.

ORAddr essSubt reeBase  OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MUST CONTAI N { commonNane}
ID i d- oc- oraddr ess- subt ree- base }

8.3.2 Common OR-addr ess object classes

The MHS Country, MHS ADMD, and MHS PRMD aobject classes are common to all OR-address forms:

mHSCount ry OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { MHSCount r yNane}
I D i d-oc-mhs-country }
mHSADVD OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { MHSADMDNan®}
ID i d-oc- mhs-adnd }
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nHSPRVD OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MUST CONTAI N { mMHSPRVDNane}
1D i d-oc-mhs-prnmd }

M nemonic OR-addr ess object classes

The MHS Organization, MHS Organizational Unit, MHS Common Name, MHS Surname, MHS Given Name, MHS
Initials, and MHS Generation Qualifier object classes are specific to the Mnemonic OR-address form:

mHSOr gani zat i on

OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI ND structural

MUST CONTAI N {HSOr gani zat i onNane}

I D i d- oc- mhs-organi zation }

mHSOr gani zat i onal Uni t

OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N {MHSOr gani zat i onal Uni t Nane}

ID i d-oc-nmhs-organi zational -unit }
mHSConmonNane OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N { mHSCormmonNaneAt t ri but e}

1D i d- oc- mhs- common- nane }
mHSSur name OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N {mHSSur nanmeAt tri but e}

1D i d- oc- mhs- sur nanme }
mHSG venName OBJECT- CLASS ::= {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N {nHSG venNaneAttri but e}

ID i d- oc- mhs-gi ven-nane }
mHSInitials OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI ND structural

MUST CONTAI N {mHSI nitial sAttribute}

1D id-oc-mhs-initials }
mHSGener ati onQual i fi er OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI ND structural

MJUST CONTAI N {mHSGenerati onQual i fierAttribute}

1D i d-oc-mhs-generation-qualifier }

834 Terminal OR-addr ess object classes

The MHS Network Address, MHS Extended Network Address, MHS Terminal Identifier, and MHS Terminal Type
object classes are specific to the Terminal OR-address form:

mHSNet wor kAddr ess OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI ND structural

MUST CONTAI N { mHSNet wor kAddr essAt tri but e}

ID i d- oc- mhs- net wor k- address }
mHSExt endedNet wor kAddr ess OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N { mHSExt endedNet wor kAddr essAttri but e}

ID i d- oc- mhs- ext ended- net wor k- addr ess }
mHSTer m nal 1 denti fier OBJECT-CLASS ::= {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MUST CONTAI N {mHSTerm nal | dentifierAttribute}

1D id-oc-mhs-termnal -identifier }
mHSTer mi nal Type OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N {mHSTer m nal TypeAttri but e}

1D id-oc-mhs-term nal -type }
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8.35 Numeric OR-address object classes

The MHS Numeric User Identifier object classis specific to the Numeric OR-address form:

mHSNuner i cUser I dentifier OBJECT-CLASS ::= {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MUST CONTAI N {HSNurreri cUserl dentifierAttribute}
I D i d-oc-mhs-nuneric-user-identifier }

8.3.6 Postal OR-addr ess object classes

The MHS PDS Name, MHS Physical Delivery Country, and MHS Postal Code object classes are specific to the Postal
OR-address form:

nHSPDSNane OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MJST CONTAI N { mHSPDSNaneAt t r i but e}
ID i d- oc- mhs- pds- nane }
mHSPhysi cal Del i veryCountry OBJECT- CLASS :: = {
SUBCLASS OF { mHSCount r y}
KI ND structural
1D i d- oc- mhs- physi cal -del i very-country-nane }
mHSPost al Code OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MUST CONTAI N {mHSPost al CodeAttri but e}
1D i d- oc- mhs- post al - code }
8.4 OR-address Element Names

The attributes used to name the various OR-address Elements are defined below. Each is derived from the OR-address
Element Name attribute type.

The OR-address Element Name attribute type, which is single-valued, is the direct supertype of every attribute used to
form the RDN of an entry in an OR-address-subtree.

OoRAddr essEl ement Nane  ATTRI BUTE :: = {
SUBTYPE OF nane -- see | TUT Rec. X.520 | ISOIEC 9594-6 --
SI NGLE VALUE TRUE
ID i d- at - oraddr ess- el ement - nane }

84.1 Common OR-addr ess Element Names

The MHS Country Name, MHS ADMD Name, and MHS PRMD Name attribute types are common to all OR-address
forms:

nmHSCount r yNane ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl ement Nane -- contains | SO 3166 and X. 121 codes only --
W TH SYNTAX DirectoryString {ub-country-nane-nuneric-| ength}
ID i d-at-mhs-country-name }
nHSADVDNane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-domai n-namne-| engt h}
ID i d- at - mhs- adnd- nane }
nHSPRVDNane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-domai n-namne-| engt h}
ID i d- at - mhs- prnd- nane }

84.2 M nemonic OR-addr ess Element Names

The MHS Organization Name, MHS Organizational Unit Name, MHS Common Name Attribute, MHS Surname
Attribute, MHS Given Name Attribute, MHS Initials Attribute, and MHS Generation Qualifier Attribute attribute types
are specific to the Mnemonic OR-address form:

mHSOr gani zat i onNane ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-organization-nane-| engt h}
ID i d- at - mhs- or gani zat i on- nane }
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mHSOr gani zat i onal Uni t Nane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-organizational -unit-name-|ength}
ID i d- at - mhs- organi zati onal -uni t-nane }
mHSConmonNaneAt tri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-common-nane-| engt h}
ID i d- at - mhs- cormon- nane }
mHSSur nanmeAt t ri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-surnane-| ength}
ID i d- at - mhs- surnane }
mHSG venNaneAttri bute ATTRIBUTE :: = {
SUBTYPE OF oRAddr essEl emrent Namre
W TH SYNTAX DirectoryString {ub-given-nane-| ength}
ID i d- at - mhs-gi ven-nane }
mHSInitial sAttribute ATTRIBUTE ::= {
SUBTYPE OF oRAddr essEl emrent Namre
W TH SYNTAX DirectoryString {ub-initials-Iength}
ID id-at-nmhs-initials }
mHSGener ati onQual i fierAttribute ATTRI BUTE ::= {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-generation-qualifier-I|ength}
ID i d-at-nmhs-generation-qualifier }

8.4.3 Terminal OR-address Element Names

The MHS Network Address Attribute, MHS Extended Network Address Attribute, MHS Terminal Identifier Attribute,
and MHS Terminal Type Attribute attribute types are specific to the Terminal OR-address form:

mHSNet wor kAddr essAttri bute ATTRIBUTE :: = {
SUBTYPE OF oRAddr essEl enment Nane
W TH SYNTAX DirectoryString {ub-x121-address-| ength}
I D i d- at - mhs- net wor k- address }

mHSExt endedNet wor kAddr essAttri bute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl enment Nane
W TH SYNTAX DirectoryString {ub-extended-network-address-|ength}
ID i d- at - mhs- ext ended- net wor k- addr ess }

ub- ext ended- net wor k- addr ess-1 ength | NTEGER :: = 256

mHSTer m nal I dentifierAttribute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-term nal -id-Iength}
ID id-at-nmhs-termnal -identifier }

mHSTer m nal TypeAttri bute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-term nal -type-I|ength}
ID id-at-nmhs-termnal -type }

ub-termnal -type-length INTEGER ::= 5

8.4.4 Numeric OR-addr ess Element Names

The MHS Numeric User Identifier Attribute attribute type is specific to the Numeric OR-address form:

mHSNuneri cUserl dentifierAttri bute ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-nuneric-user-id-Iength}
ID i d-at-mhs-nuneric-user-identifier }

8.4.5 Postal OR-addr ess Element Names

The MHS PDS Name Attribute and MHS Postal Code Attribute attributes types are specific to the Postal OR-address
form:

mHSPDSNaneAt tri bute ATTRI BUTE :: = {
SUBTYPE OF ORAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-pds-nane-I ength}
ID i d- at - mhs- pds-nane-attribute }
mHSPost al CodeAttri bute ATTRIBUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-postal-code-I ength}
1D i d- at - mhs- post al - code }
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8.5 Generation of OR-addr ess-element attributes

Each attribute is generated from the corresponding element of an OR-address. Every attribute is a subtype of the
OR-address-element-name attribute type.

Additional rules apply for generation of the following attribute types:

a) MHS Country Name: This attribute holds either a two-character 1SO 3166 alphabetic code or a three
character X.121 numeric code. When constructing an OR-address subtree, where an OR-address has
equivalent 1SO 3166 and X.121 values, the former shall be present in the object entry for MHS Country,
and the latter shall be present as an alias entry.

b) MHS Organizational Unit Name: When constructing an OR-address-subtree, the sequential order of
organi zational-unit-names in the OR-address shall be reflected in the hierarchy of MHS Organizational
Unit objects, with the first of the organizational-unit-names used to form the superior entry and successive
organi zational -unit-names used to form successive subordinate entries.

¢) MHSTerminal Type Attribute: To create avalue of the MHS Terminal Type attribute, the Integer value of
terminal-type is mapped to one of the strings defined in F.3.2.2 of ITU-T Rec. X.402 | ISO/IEC 10021-2.

d) MHS Extended Network Address Attribute: To create a value of this attribute, the value of Extended
Network Address is mapped to a string using the keyword notation defined in F.3.2 of ITU-T Rec. X.402 |
ISO/IEC 10021-2, asif it were an OR-address containing only the Extended Network Address.

NOTE — As ITU-T Rec. X.402 (1995) | ISO/IEC 10021-2:1996 defines notation for only a subset of the Extended
Network Address, the mapping of other variants will be alocal matter.
8.6 OR-address-subtree name forms

The name forms defined below specify how the entriesin an OR-address-subtree may be named.
mHSCount r yNanmeFor m NAME- FORM : : = {

NAMES mHSCount ry

W TH ATTRI BUTES { mMHSCount r yNane}

ID i d-nf-mhs-country }
mHSADVDNaneFor m NAME- FORM : : = {

NAMES nHSADVD

W TH ATTRI BUTES { MHSADMDNane}

1D i d- nf-mhs-adnd }
mHSPRVDNaneFor m NAME- FORM : : = {

NAMES nHSPRVD

W TH ATTRI BUTES { MHSPRVDNane}

1D i d-nf-mhs-prmd }
mHSOr gani zat i onNameFor m NAMVE- FORM : : = {

NAMES mHSOr gani zat i on

W TH ATTRI BUTES {mHSOr gani zat i onNane}

1D i d- nf - mhs- organi zati on }
mHSOr gani zat i onal Uni t NaneFor m NAMVE- FORM : : = {

NAMES mHSOr gani zat i onal Uni t

W TH ATTRI BUTES {MHSOr gani zat i onal Uni t Nane}

ID i d- nf - mhs-organi zational -unit }
mHSConmonNaneFor m NAME- FORM : : = {

NAMES mHSCommonNane

W TH ATTRI BUTES { mMHSCormmonNaneAt t ri but e}

ID i d- nf - mhs- common- nane }
mHSSur nameNaneFor m NAME- FORM : : = {

NAMES mHSSur nanme

W TH ATTRI BUTES {HSSur naneAt tri but e}

ID i d- nf - mhs- surnane }
mHSG venNaneNameForm  NAMVE- FORM :: = {

NAMES nHSG venName

W TH ATTRI BUTES {HSG venNaneAttri but e}

ID i d- nf - mhs- gi ven-nane }
mHSI ni ti al sNameForm NAME- FORM : : = {

NAMES nHSInitials

W TH ATTRI BUTES {nHSI ni tial sAttri bute}

ID id-nf-nmhs-initials }
mHSGener ati onQual i fi er NameFor m NAME- FORM : : = {

NAMES mHSGener ati onQualifier

W TH ATTRI BUTES {mHSGenerati onQual i fierAttribute}

1D i d-nf-mhs-generation-qualifier }

24 ITU-T Rec. X.412 (1999 E)



ISO/IEC 10021-10 : 1999 (E)

mHSNet wor KAddr essNameFor m NAME- FORM : : = {
NAMES mHSNet wor KAddr ess
W TH ATTRI BUTES { mHSNet wor kAddr essAt tri but e}
ID i d- nf - mhs- net wor k- address }
mHSExt endedNet wor kAddr essNanmeFor m NAMVE- FORM : : = {
NAMES mHSExt endedNet wor KAddr ess
W TH ATTRI BUTES { MHSExt endedNet wor kAddr essAttri but e}
ID i d- nf - mhs- ext ended- net wor k- addr ess }
mHSTer m nal | denti fi er NameFor m NAME- FORM : : = {
NAMES mHSTer mi nal I dentifier
W TH ATTRI BUTES {mHSTerm nal | dentifierAttribute}
1D id-nf-mhs-termnal -identifier }
mHSTer m nal TypeNanmeFor m NAMVE- FORM : : = {
NAMES mHSTer m nal Type
W TH ATTRI BUTES {mHSTer m nal TypeAttri but e}
ID id-nf-nmhs-termnal -type }
mHSNuner i cUser | dent i fi er NameFor m NAME- FORM : : = {
NAMES mHSNurrer i cUser | denti fi er
W TH ATTRI BUTES {HSNurreri cUserl dentifierAttribute}
ID i d-nf - mhs-nuneric-user-identifier }
mHSPDSNarmeNanmeFor m NAME- FORM : @ = {
NAMES nHSPDSNane
W TH ATTRI BUTES { mHSPDSNaneAt t ri but e}
ID i d- nf - mhs- pds- nane }
mHSPhysi cal Del i ver yCount r yNameFor m NAMVE- FORM : : = {
NAMES mHSPhysi cal Del i veryCountry
W TH ATTRI BUTES { mMHSCount r yNane}
1D i d- nf - mhs- physi cal -del i very-country }
mHSPost al CodeNameFor m NAVE- FORM : : = {
NAMES nmHSPost al Code
W TH ATTRI BUTES {nHSPost al CodeAttri but e}
ID i d- nf - mhs- post al - code }
9 Procedures

Two categories of procedure are required to support MHS-routing:

a) Procedures followed by the routing-MTA when performing MHS-routing as specified in this
Recommendation | International Standard.

b) Procedures followed by an MHS administrator to maintain the OR-address-subtrees for which the
administrator has responsibility, and to maintain the routing-collectives and connection-groups that are
locally managed.

The procedures defined herein consider routing in terms of an individual recipient. Where a message has more than one
recipient, the proceduresin ITU-T Rec. X.411 | ISO/IEC 10021-4 specify that where the routing instructions for different
recipients (considered separately) identify the same next MTA then a single copy of the message will be transferred to
that MTA. However, it is possible to consider the routing decisions for multiple recipients collectively to attempt a
greater degree of copy optimisation than is achieved by considering the recipients separately. For example, if the
(separate) routing-collectives identified for different recipients share a common parent routing-collective, then it may be
considered desirable to transfer a single copy of the message to that parent routing-collective instead of transferring
multiple separate copies to the individua (child) routing-collectives. However, the desirability of introducing additional
hops to reduce the number of copies transferred depends critically on network bandwidth and cost. This process, often
called Late Fan-Out, is beyond the scope of this standard but it is not precluded.

9.1 Routing-MTA procedures

An MTA that conforms to this Recommendation | International Standard shall be capable of performing the following
procedures:

a) The Front-end procedure (9.1.1). This amends the Front-end procedure definition in 14.3.2 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

b) The Routing-decision procedure (9.1.2). This replaces the Routing-decision procedure definition in 14.3.4
of ITU-T Rec. X.411 | ISO/IEC 10021-4. It contains two additional procedures required for MHS-routing
(see Figure 3). The procedure also affects the Report-routing procedure defined in 14.4.4.4 of ITU-T Rec.
X.411 | ISO/IEC 10021-4.
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0)
d)
€)

f)

)

h)

The OR-address-subtree-read procedure (9.1.3).
The Local-delivery-evaluation procedure (9.1.4).
The Routing-knowledge-acquisition procedure (9.1.5).

The MTA-bind-in procedure (9.1.6). This replaces the MTA-bind-in procedure definition in 14.9.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

The MTA-bind-out procedure (9.1.7). This replaces the MTA-bind-out procedure definition in 14.9.3 of
ITU-T Rec. X.411 | ISO/IEC 10021-4.

The Message-in, Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3 of
ITU-T Rec. X.411 | ISO/IEC 10021-4 shal be performed as modified by clause 9.1.8 of this
Recommendation | International Standard.

The routing-decision procedure normally calls the OR-address-subtree-read procedure at least once, and may call the
Local-delivery-evaluation procedure.

" OR-ADDRESS-
SUBTREE READ

A

ROUTING
DECISION

LOCAL DELIVERY
EVALUATION

A

TIS09140-99/d03

Figure 3— Organization of procedureswithin the Routing-decision procedure

9.1.1 Amendment to the Front-end procedure

The Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4 is amended as follows for an MTA
conforming to this Recommendation | International Standard. Step 5 of 14.3.2.4 (Loop detection) is replaced with the

following:

a)

b)

0)

The trace-information and internal -trace-information is examined to determine whether loop detection will
be performed. If the internal-trace-information is complete (i.e. fully represents the information present in
trace-information), then loop detection will be handled by the Routing-decision procedure, and the Front-
end procedure resumes at step 6.

Otherwise, external trace-information is identified by deleting from the end of trace-information those
elements whose global-domain-identifier corresponds to that of this routing-MTA. In addition, elements
of trace-information generated prior to the most recent DL-expansion, redirection, conversion, or
re-routed action are not considered. Loop detection is undertaken by examining the remaining elements of
this external trace-information. If the global-domain-identifier of any of these trace-information elements
identifies the domain of this routing-MTA, then the message is declared to be looping. The non-delivery-
reason-code is set to transfer-failure, and the non-delivery-diagnostic-code is set to loop-detected. The
procedure then terminates.

Otherwise, the Front-end procedure resumes at step 6.

9.1.2 Routing-decision procedure

The procedure generates a routing instruction for a single message recipient. This definition replaces the Routing-
decision procedure definitionin 14.3.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.2.1 Arguments

a)
b)

A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

The per-message instruction, if any, applicable to this message. Other message fields are also accessible to
the procedure as required.
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9.1.2.2 Resaults

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:
a) delivertoaloca recipient;
b) relay to another MTA,;

C) (generate areport indicating delivery failure. The non-delivery-reason-code and, optionally, non-delivery-
diagnostic-code and supplementary-information are included in the instruction;

d) expand the distribution list represented by this recipient;

e) redirect to apreferred address or to a recipient specified alternate recipient.

9.1.23 Errors

None. Error conditions are recorded in the routing instruction.

9.1.24 Proceduredescription

NOTE 1 — To ensure the security-policy is not violated during routing, the message-security-label should be checked as
appropriate against the security-context, and connection-groups whose security-context is incompatible with that of the message
should be disregarded.

NOTE 2 — This clause describes cases where specific values of supplementary-information are required. Elsewhere, it may be
given other values as alocal matter.

NOTE 3 — Where a set of possible next-MTAs (using different connection-groups) has been determined for a recipient, no
indication is given on the criteria used to select just one of these. In practice, the weighting-factors optionally associated with each
connection-group may be used to determine the most cost-effective choice.

NOTE 4 — As described, this procedure reaches a routing-decision for a single recipient regardless of any other routing-decision
made for another recipient of the same message. As an implementation optimization, however, fina route selection may be
postponed until all recipients have been processed by the route-decision procedure (and a set of possible next-MTAs identified for
each). The splitter procedure then makes the final selection based on maximizing the use of next-MTAs common to multiple
recipients, and so minimizes the number of message transfer operations that the routing-M TA must perform.

The Routing-decision procedure is described in the following steps:

a) If the per-message instruction indicates a relay failure, then the procedure attempts to identify an
alternative next-MTA destination for this recipient. The procedure defined below is followed (from step
d), except that when a next-MTA is selected which matches that indicated in the relay failure, the
procedure discards the selection and continues until it locates an alternative next-MTA destination. If an
aternative destination is found, the message’s internal-trace-information is updated with a re-routed
routing-action to reflect the fact that the message has been re-routed (see 12.3.1 of ITU-T Rec. X.411 |
ISO/IEC 10021-4). If the message would have crossed a domain boundary (if it had been transferred
successfully to the next-MTA) then the trace-information is similarly updated. The procedure returns a
relay instruction to the alternative destination and terminates.

If the procedure defined below (from step d) identifies a candidate next-MTA, the routing-MTA verifies
that this route has not already been attempted, as follows:

1) The routing-MTA performs a Directory Read on the next-MTA’'s MHS Message Transfer Agent
entry, and fetches the global-domain-identifier and MTA-name of the next-MTA.

2) The routing-MTA examines relevant elements of internal-trace-information (if any), i.e. those
elements that were generated subsequent to the last DL-expansion, redirection, conversion, or
re-routed action.

3) For each element in turn, the global-domain-identifier and MTA-name components are compared
which those of the candidate next-MTA. If a match is found, the preceding internal trace element is
examined. If this identifies this routing-MTA, then that route has aready been attempted and found
ineffective, and the procedure will continue its attempt to locate an effective next-M TA.

If the preceding internal trace element identifies some other routing-MTA then the route may be, but
is not certain to be unproductive. This next-MTA is noted as a non-optimal route, and the procedure
continues in an attempt to find a better route.

b) If the per-recipient instruction indicates a delivery failure, then the procedure returns a report generation
instruction for this recipient. The non-delivery-reason-code and non-delivery-diagnostic-code are those
supplied by the Message-delivery or Probe-delivery-test procedures. The procedure then terminates.
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0)

d)

e)

If the recipient is specified by an OR-name which contains only a directory-name (which may happen
following distribution list expansion, if a DL member is specified only by directory-name), the routing-
MTA attempts to acquire the OR-address from the Directory. If the OR-address cannot be determined, the
procedure returns a report generation instruction for this recipient. The non-delivery-reason-code is set to
directory-operation-unsuccessful and the non-delivery-diagnostic-code may be set according to the
problem encountered. The procedure then terminates.

The routing-MTA invokes the OR-address-subtree-read procedure, as defined in 9.1.3, initially using the
first configured OR-address-subtree. If this read does not yield routing-advice, the procedure continues at
step .

One of the following steps is taken according to the routing-advice found:

1)

2)

3)

4)

5)

Target-routing-collective: The routing-advice identifies a target routing-collective for the message.
The routing-MTA compares its own routing-collective name with that of the target routing-
collective, and, if these match, the Local-delivery-evaluation procedure is invoked (see 9.1.4), and
the routing instruction returned by it is inspected. If this contains a relay instruction which specifies a
next-MTA that has been the subject of a previous relay failure for this message, or represents a
non-optimal route, then the procedure continues at step j. Otherwise the routing instruction returned
by the Local-delivery-evaluation procedure is returned and the procedure terminates.

If the target routing-collective is a superior of the routing-MTA (i.e. the name of the routing-MTA
contains that of the target routing-collective), the routing-MTA abandons the present OR-address-
subtree and continues at step j.

Otherwise, the procedure continues at step f.

Non-delivery-information: The routing-advice indicates that delivery to this OR-address is not
possible. The procedure returns a report generation instruction for this recipient. The non-delivery-
reason-code, non-delivery-diagnostic-code, and supplementary-information are set to the corres-
ponding values present in the routing-advice. The procedure then terminates.

Alias-redirection: The routing-advice specifies a preferred address for the recipient to which the
message is to be redirected. The replacement OR-address is constructed as defined in 8.2.1. A
redirection instruction is generated containing the replacement OR-address, with redirection reason
set to alias. The procedure then terminates.

DL-expansion-information: The routing-advice indicates that the recipient is a distribution list. The
message’ s DL-expansion-prohibited argument is examined. If the value is DL-expansion-prohibited,
or the security-policy prohibits the use of a distribution list, then the procedure returns a report
generation instruction for this recipient. The non-delivery-reason-code is set to unable-to-transfer,
and the non-delivery-diagnostic-code is set to DL-expansion-prohibited. The procedure then
terminates.

Otherwise, if one of the DL-expansion-routing-collectives identifies this routing-MTA then the
procedure returns a routing instruction to expand the distribution list, and terminates.

If one of the DL-expansion-routing-collectives identifies a superior of the routing-MTA, or if
any-MTA-may-expand is true, and the routing-MTA is capable of performing the DL expansion and
is so permitted by policy, then the procedure returns a routing instruction to expand the distribution
list, and terminates.

Otherwise, one of the DL-expansion-routing-collectives that is not a superior of the routing-MTA is
selected as the target routing-collective and the procedure continues at step f.

If all the DL-expansion-routing-collectives are superiors of this routing-MTA, and local policy does
not permit expansion of the list then a configuration error isindicated. The procedure returns a report
generation instruction for this recipient with the non-delivery-reason-code set to unable-to-transfer,
and the non-delivery-diagnostic-code set to DL-expansion-failure. The procedure then terminates.

Double-envelope-information: The routing-advice indicates that the message is to be placed in an
inner-envel ope content-type. The Supported Algorithms and User Certificate attributes are read from
the Directory entry identified by the Directory name for the envelope-opener. The MTS-APDU is
encrypted using the first algorithm in the content-confidentiality-algorithm-preference order which is
supported by both the routing-MTA and by the envelope-opener; this may be an asymmetric
algorithm, or if this is a symmetric algorithm then a random content-confidentiality-key is generated
and used to encrypt the content, and a message-token created with this key encrypted using the first
algorithm in the key-encryption-algorithm-preference order which is supported by both the routing-
MTA and by the envel ope-opener (which must be an asymmetric algorithm). The public key which is
used with the asymmetric algorithm is found by using the agorithm-identifier and recipient-
certificate-selector to select an appropriate Certificate of the recipient.
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A new message is created containing the encrypted MTS-APDU in its content, the envelope-opener
as its recipient, and, if message-origin-algorithm-preference is specified, a message-origin-
authentication-check containing a signature of the encrypted content using the first algorithm in the
preference order which is supported by both the routing-MTA and by the envelope-opener together
with the private key of the routing-MTA corresponding to its Certificate identified by originator-
certificate-selector. The procedure then continues at step d using the first configured OR-address-
subtree.

The routing-MTA examines its local-use-tables to determine whether the target routing-collective is a
key-routing-collective. If so, a next-MTA to which the message may be transferred is known. If the next-
MTA has been the subject of a previous relay failure for this message, or represents a non-optimal route,
then the procedure continues at step j. Otherwise, the procedure returns a relay instruction requesting
transfer to that MTA, and terminates.

If the target routing-collective is not a key-routing-collective, its Directory entry is read and a list of the
names of its entry-connection-groups retrieved. Any of the routing-MTA'’s exit-connection-groups that
matches the target-routing-collective' s entry-connection-groups may be used to transfer the message.

If the target routing-collective is arouting-MTA, then this is the next-MTA. Otherwise, the routing-MTA
performs a subtree Search below the target routing-collective for entries of object class routing-MTA,
which contain an entry-connection-group corresponding to any of those matched above. If al candidate
next-MTASs so identified have been the subject of a previous relay failure for this message, or represent
non-optimal routes, then the procedure continues at step h. Otherwise, one of these routing-MTAS is
selected asthe next-MTA. The procedure returns arelay instruction to that MTA and terminates.

NOTE — If this step has selected a route that uses a local-exit-connection-group, but the message in question did not
originate, redirect, or DL-expand at this MTA, then an unauthorized relay is being requested. As a matter of local
policy, the MTA may relay the message regardless, or return it, or seek another route, or generate a non-delivery report.

If no pair of matching connection-groups names is found, the routing-MTA examines its |ocal-use-tables
to discover whether any of the target’s entry-connection-groups are exit-connection-groups available to
one of the routing-MTA'’s key-routing-collectives, i.e. are indirect-exit-connection-groups of this routing-
collective. If so, a next-MTA to which the message may be transferred is known. If the next-MTA has
been the subject of a previous relay failure for this message, or represents a non-optimal route, then the
procedure continues at step i. Otherwise, the procedure returns a relay instruction to that MTA and
terminates.

The routing-MTA abandons the attempt to find a route to the current target routing-collective and selects a
new target routing-collective, as follows. It discards the last RDN of the target routing-collective name,
and so obtains the name of that entry’s parent entry. If the last RDN of this parent entry has an attribute
type of Routing Collective Name, then the truncated name is adopted as the new target routing-collective,
and the procedure continues at step f.

If not al of the configured OR-address-subtrees have been examined, the next subtree is selected and the
procedure resumes at step d.

If all OR-address-subtrees have been examined, and no next-MTA relay has been identified, but one or
more non-optimal next-MTAsS have been identified, then the procedure returns a relay instruction
requesting transfer to the first of these, and terminates.

The routing-MTA considers returning the message to the MTA from which it was first received. If thisis
not prohibited by policy, then the procedure returns a relay instruction requesting transfer to that MTA,
and terminates.

Otherwise, the procedure returns a report generation instruction for this recipient, with the non-delivery-
reason-code set to unable-to-transfer. If a previous relay failure occurred for this recipient, the non-
delivery-diagnostic-code is set according to the relay failure encountered; otherwise, the non-delivery-
diagnostic-code is set to unrecognized-OR-name. The procedure then terminates.

9.1.3 OR-address-subtree-read procedure

This procedure retrieves the routing-advice associated with an OR-address from an entry which represents that
OR-address in an OR-address-subtree.

9.1.3.1 Arguments

a)
b)

The OR-address of a message recipient.

The Directory name of the base vertex of an OR-address-subtree.
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9.1.3.2 Resaults

An item of routing-advice associated with the message recipient's OR-address, or an indication that no routing-advice
was found in this OR-address-subtree for the OR-address presented.

9.1.3.3 Errors

Any of the errors defined for the Directory Read operation.

9.1.34 Proceduredescription

The OR-address-subtree-read procedure is described in the following steps.

30

a)

b)

d)

e

The routing-MTA transforms the OR-address into a purported Directory name. This is done by mapping
elements of the OR-address into corresponding OR-address attributes (see 8.5), and assembling in a
prescribed order the RDNSs thus produced, prefixed with the name of the OR-address-subtree, to form the
purported name (see Annex D). Certain OR-address elements are never used in constructing the purported
name; other elements are used in some OR-address forms but not in others. Only those attributes listed
below shall be used.

According to the OR-address form (as defined in 18.5.5 of ITU-T Rec. X.402 | ISO/IEC 10021-2) taken
by a given OR-address, OR-address elements are assembled in the following order:

—  All OR-address forms: MHS Country, MHS ADMD, MHS PRMD.

—  Mnemonic OR-address form: MHS Organization, MHS Organizational Unit (1), MHS Organiza-
tional Unit (2), MHS Organizational Unit (3), MHS Organizational Unit (4), MHS Common Name,
MHS Surname, MHS Given Name, MHS Initials, MHS Generation Qualifier.

—  Terminal OR-address form: MHS Network Address, MHS Terminal Identifier, MHS Terminal Type.
—  Numeric OR-address form: MHS Numeric User Identifier.
— Postal OR-address form: MHS PDS Name, MHS Physical Delivery Country, MHS Postal Code.

The routing-MTA invokes a Directory Read operation, with the purported name as the object argument,
and the following attributes as the selection argument:

— Routing Advice;
—  Expression Matches;
— Next Level Complete.

If the Read is successful, and the identified entry contains an Expression Matches attribute, then the
OR-address given as an argument of the procedure is compared against the OR-address-filters of each
expression-match. If a match is found, the routing-advice associated with it is returned and the procedure
terminates.

If the Read is successful, and the identified entry contains a Routing Advice attribute, that attribute-value
isreturned and the procedure terminates.

If the Read is successful and the identified entry does not contain a Routing Advice attribute, the Next
Level Complete attribute is inspected, and, if true, a Directory Search operation (one level) is invoked
with its selection argument specifying OR-address attributes. In the result of this Search, only distinct
objects (after al aliases have been dereferenced) are considered.
NOTE 1 — A simple implementation may specify al the OR-address attributes in this selection, while a more
sophisticated implementation might limit the selection to only those OR-address attributes which are permitted to be

subordinate to the identified entry. This choice simply affects the size of the arguments of the Search operation: either
choice will yield the same result, provided that the OR-address-subtree conforms to the structure rules of Annex D.

If the result of this Search shows that the identified entry has precisely one subordinate entry (discounting
aliases which produce additional references to the same entry), then the purported name is replaced by the
Name of this subordinate entry, and the procedure resumes at step b.

NOTE 2 — The above implements the requirement contained in 8.2 of ISO/IEC ISP 10611-1:1996, that an OR-address
which is an unambiguous underspecification of an actua OR-address should be regarded as identifying that
OR-address.

Otherwise the procedure generates an item of routing-advice as follows:
1) The non-delivery-information alternative of routing-advice is chosen.

2) ltsreason component is set to unable-to-transfer.
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3) If theidentified entry has no subordinate entry, then the diagnostic component is set to unrecognized-
OR-name. If the identified entry has two or more subordinate entries, then the diagnostic component
is set to ambiguous-OR-name and the supplementary-information component may be used to indicate
alist of potential values of an additional address element which could be added to disambiguate the
address. For example: "Two addresses have surname 'Jones: choose given name 'James or ‘John™.

NOTE 3 — An appropriate sizeLimit should be used in the Search operation to avoid the Search result returning
more information than could conceivably be accommodated within supplementary-information.

The procedure returns this routing-instruction and terminates.

f)  Asin the case above, but where Next Level Complete is false, then no further information can be obtained
from this OR-address-subtree and the procedure returns an indication that no routing-advice was found for
the specified OR-address, and terminates.

g) If the Read fails with a Name Error, indicating no-such-object, then the routing-MTA invokes a Directory
Read operation with the name returned as the matched component of the Name Error (i.e. the longest part
of the original name that could be matched) as the object argument, and the following attributes as the
selection argument:

— Routing Advice;
—  Expression Matches;
— Next Level Complete.

If the Next Level Complete attribute is false, the procedure resumes at step c. Otherwise, an item of
routing-advice is generated as follows:

1) The non-delivery-information alternative of routing-advice is chosen.
2) ltsreason component is set to unable-to-transfer.

3) Its diagnostic component is set to unrecognized-OR-name, and its supplementary-information
component may be used to indicate those OR-address elements that were successfully matched in
this overspecified address.

The procedure returns this routing-instruction and terminates.
h) If the Read fails with any other error, that error is returned and the procedure terminates.
9.14 L ocal-delivery-evaluation procedure

This procedure generates a routing-instruction for a single message recipient who is purportedly a registered MTS-user
of thisrouting-MTA.

9.1.4.1 Arguments
a) A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

b) The per-message instruction, if any, applicable to this message. Other message fields are also accessible to
the procedure as required.

9.1.4.2 Reaults

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are enumerated in 9.1.2.2.

9.1.43 Errors

None. Error conditions are recorded in the routing instruction.

9.1.4.4 Proceduredescription

The Local-delivery-evaluation procedure is described in step 6 of 14.3.4.4in ITU-T Rec. X.411 | ISO/IEC 10021-4.

NOTE — References to the Routing-decision procedure in step 6 of 14.3.4.4 in ITU-T Rec. X.411 | ISO/IEC 10021-4 should be
read as references to the Local-delivery-evaluation procedure.

9.15 Routing-knowledge-acquisition procedure

This procedure acquires the routing knowledge required by a routing-MTA for the performance of MHS-routing. It is
invoked when the routing-MTA isinitialized.

The procedure has no formal interaction with any other procedure.

NOTE 1 — Local-use-tables should be recomputed at intervals, and whenever the volume of loop detection incidents exceeds some
threshold (which may suggest that the routing-MTA is using out-of-date cached information).
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NOTE 2 — The Directory Information Shadowing Protocol (DISP) may be an effective tool for synchronizing routing information
held in the Directory with routing information cached in routing-M TAs (see ITU-T Rec. X.525 | ISO/IEC 9594-9).

Both the "push” model (shadow supplier-initiated shadowing), and the "pull” model (shadow consumer-initiated shadowing)
may be useful in different cases; "push” may be used where it is critical that routing-MTAs are immediately informed of changes
to routing information stored in the Directory; "pull" may be used where the requirement is to enable a routing-MTA to request
updates at its own convenience.

Use of this technique may have an impact on the design of arouting-MTA and the selection of Directory components to be
co-located with it.

9.1.5.1 Arguments

The Directory name that identifies this routing-collective.

9.15.2 Reaults

The following information, that comprises the routing-MTA'’s local-use-tables:

a)
b)
<)

d)
€)

f)

The Directory name of this MHS Message Transfer Agent.
An ordered list of the names of one or more OR-address-subtrees configured for this routing-MTA.

A list of the key-routing-collectives of this routing-MTA, each accompanied by the names of one or more
next-MTAs for the routing-collective.

A list of the Directory names of the routing-MTA'’ s transit- and local -exit-connection-groups.

An ordered list of the indirect-exit-connection-groups of this routing-MTA, each accompanied by the
names of one or more next-MTAs for the connection-group.

For each of the routing-MTA’s entry-connection-groups that is of type enumerated, authentication
information required to identify each possible calling MTA.

NOTE — The syntax of loca-usetables used to record MHS MTA name, OR-address-subtrees, key-routing-collectives,
connection-groups, and authentication information is a local matter for each MTA and is not prescribed. However, its intended
structure may beillustrated in the following:

EXAMPLE —

Local UseTabl esExanpl e :: = SEQUENCE {
this-nma MHSMessageTr ansf er Agent Nane,
or - addr ess-subtrees ORAddr essSubt r eeNanes,
key-routing-collectives KeyRout i ngCol | ectii ves,
transit-exit-connection-groups SET OF ConnectionG oupNane,
| ocal - exi t-connecti on-groups SET OF Connecti onG oupNane,
i ndirect-exit-connection-groups SEQUENCE OF Connecti on,
entry-connecti on- groups SET OF Authenticationlnformation }
KeyRout i ngCol | ectives ::= SET OF Route
Route ::= SET {
routing-coll ective Rout i ngCol | ecti veNane,
next - nt as SET OF Next MTA }
Next MTA ::= SET {
mhs- nt a- nanme MHSMessageTr ansf er Agent Nane,
connecti on- groups SET OF Connecti onG oupNane }
MHSMessageTr ansf er Agent Nane :: = Di sti ngui shedNanme
Connecti onG oupNane ::= Distingui shedName
Connection ::= SET {
connecti on- group Connect i onG oupNane,
aut henti cati on- net hod Aut hent i cat i onMet hod,
profiles SET OF OBJECT | DENTI FI ER OPTI ONAL,
next - nt as SEQUENCE OF MHSMessageTr ansf er Agent Nanme }
Aut henticationlnformation ::= SET {
entry-connection-group  Connecti onG oupNane,
aut henti cati on- met hod Aut hent i cati onMet hod,
profiles SET OF OBJECT | DENTI FI ER OPTI ONAL,

net wor k- addr ess-rel i abl e BOOLEAN DEFAULT TRUE,

connecti on- group-type CHO CE {
enuner at ed- aut henti cati on SET OF Cal |l i ngMrAAut henti cati on,
unenuner at ed- aut henti cati on CHO CE {

gr oup- nt a- password Passwor d
no- gr oup- password NULL } } }
Cal I i ngMrAAut henti cation ::= SET {
mhs- nt a- name MHSMessageTr ansf er Agent Nane,
cal I'i ng- nt a- name MI'ANane,
cal i ng-nt a- password Password OPTI ONAL,

cal I'i ng- present ati on-address SET OF PresentationAddress OPTI ONAL }
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9.153 Errors

Any Directory Read errors, or inconsistencies in the information retrieved, are reported as errors.

9.1.5.4 Proceduredescription

For the purposes of exposition, the Routing-knowledge-acquisition procedure is regarded as possessing the following

variables:

current-routing-collective;

parent-routing-collective.

The procedure is described in the following steps:

a)

b)

A Directory Read operation is invoked with the name of this routing-collective as the object argument,
and the following attributes as the selection argument:

— MHS Message Transfer Agent Name;
OR-address Subtrees;

—  Transit Exit Connection Group Name;

Local Exit Connection Group Name;

Entry Connection Group Name.
The content of these attributesis recorded in the local-use-tables.
Therouting-MTA identifies its key-routing-collectives and indirect-exit-connection-groups as follows:

1) The routing-MTA initializes the current-routing-collective variable with the Directory name
specified as the argument of the procedure.

2) The routing-MTA discards the last routing-collective-name component of the current-routing-
collective to form the name of the parent-routing-collective. If the terminal RDN of the parent-
routing-collective is not of attribute type routing-collective-name, then the complete routing-
collective-subtree has been examined and the procedure continues at step c.

3) Therouting-MTA invokes a Directory Search operation (one level) relative to the parent entry, which
retrieves the entry-connection-group-names, the routing-collective names, the transit-exit-
connection-group-names, and, if present, the MHS Message Transfer Agent Name of each of the
parent entry’s immediate subordinates. Of these immediate subordinate entries, the siblings of the
current-routing-collective are recorded in the routing-MTA’s local-use-tables as key-routing-
collectives (i.e. the current-routing-collective is itself omitted). The next-MTASs associated with each
of these will be discovered in stepsc and d.

4) For each of the key-routing-collectives found, the routing-MTA identifies each transit-exit-
connection-group of the key-routing-collective, that is not an exit-connection-group of this routing-
MTA, and records this as an indirect-exit-connection-group in the routing-MTA’s local-use-tables
(unless already recorded). The next-M TAs associated with each of these will be discovered in step d.

5) The current-routing-collective variable is assigned the value of the parent-routing-collective variable
and the procedure continues at step b-2.

NOTE 1 - In this way, the procedure identifies the minimal set of routing-collectives that gives it knowledge of
the compl ete routing-collective, i.e. its immediate peers, and those of each of its superior routing-collectives up to
the base vertex of its routing-collective subtree.

For each of these key-routing-collectives, one or more next-MTAs are identified, i.e. MTAs reachable
from this routing-MTA that provides a route to the key-routing-collective. This proceeds in stages. Firstly,
the key-routing-collectives to which a message may be transferred directly are identified.

The following steps are taken for each key-routing-collective:

1) The key-routing-collective’s entry-connection-group-names retrieved in step b-3 are considered. The
routing-MTA’s exit-connection-group names are compared with the key-routing-collective's
entry-connection-group names. If a common connection-group is found, and the key-routing-
collective is a routing-MTA then a next-MTA has been found. The key-routing-collective's MHS
Message Transfer Agent Name attribute (found in b-3) is recorded in the local-use-tables as a next-
MTA for the key-routing-collective.
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2)

3)

If a common connection-group is found, but the key-routing-collective is not a routing-MTA, the
routing-MTA invokes a Directory Search (subtree) to discover a subordinate entry of the
key-routing-collective with object class of Routing MTA, and with the common connection-group as
an entry-connection-group. The MHS Message Transfer Agent Name attributes of any routing-MTASs
discovered are retrieved and recorded in the local-use-tables as next-MTAs for the key-routing-
collective.

NOTE 2 — Where multiple next-MTAs are found for a key-routing-collective, the routing-MTA may, as a loca
meatter, retain all of thesein itslocal-use-tables or retain only a subset.

The procedure continues at step c-1 for the next key-routing-collective until all have been inspected.

d) Next-MTAs are now identified for any remaining key-routing-collectives. Since no direct connection
exists for these key-routing-collectives, they are reachable only via an indirect-exit-connection-group.
Next-MTAs are also identified for the indirect-exit-connection-groups identified in step b-4.

1)

2)

3)

The routing-MTA considers each key-routing-collective for which a next-MTA has just been
identified:
—  For each transit-exit-connection-group available to the key-routing-collective that is an indirect-

exit-connection-group of the routing-MTA, the next-MTAs associated with the key-routing-
collective are recorded as the next-MTAs for the indirect-exit-connection-group.

For each key-routing-collective for which a next-MTA has not yet been identified, the following step
is performed:

—  Those indirect-exit-connection-groups of the routing-MTA for which a next-MTA has been
identified are matched with the key-routing-collective’'s entry-connection-groups. For each
match, the next-MTAs of the key-routing-collective are recorded by copying the next-MTAs of
the indirect-exit-connection-group.

If a next-MTA has now been found for every key-routing-collective and indirect-exit-connection-
group, the procedure resumes at step e.

If this step leaves the local-use-tables unchanged, then a configuration error is indicated and the
procedure terminates.

The procedure continues at step d-1, except that only those key-routing-collectives for which a
next-MTA hasjust been identified in step d-2 are considered.

€) The routing-MTA considers each entry-connection-group (identified in step a), and acquires the authen-
tication information necessary to identify possible calling MTAs of the connection-group.

For each entry-connection-group a Directory Read operation is invoked with the name of the connection-
group as the object argument, and the following attributes as the selection argument:

Enumerated Flag;
Connection Type;
Group MTA Password,;
Member MTA.

The Enumerated Flag is examined:

1)

If the connection-group is of type enumerated, and its connection-type indicates that DN Used in
A-ASSOCIATE has the value false, a Directory Read operation is invoked for each member MTA as
the object argument, (a routing-MTA entry), and the MHS Message Transfer Agent Name attribute
as the selection argument.

A further Directory Read is invoked with each MHS Message Transfer Agent Name as the object
argument, and with the following attributes as the selection argument:

— MTA Name;

—  MTA Password;

—  Specific Passwords;
— Cadling PSAPs;

—  Presentation Address,

—  Protocol Information.
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The routing-MTA compiles a table containing the MHS Message Transfer Agent Name, MTA name,
MTA Password, and calling presentation addresses for each member MTA of each of its
(enumerated) entry-connection-groups.

NOTE 3 — As an implementation choice, the routing-MTA may also compile the same information for members
of connection-groups where DN Used in A-ASSOCIATE is true. Alternatively, it may acquire authentication
information for these MTAs dynamically, when MTA-bind-in is invoked.

If the member MTA’s entry contains a Specific Passwords attribute, and the routing-MTA’ s routing-
collective-name (or any of its superiors in the routing-collective-subtree) matches that present in a
value of Specific Passwords, then the associated password takes precedence over the value present in
the MTA Password attribute.

The presentation addresses are obtained from the Calling PSAPs attribute, if present. Otherwise they
are taken from the Presentation Address attribute. In either case, any addresses whose network typeis
incompatible with that of the connection-group (as indicated in the profiles component of the
Connection Information attribute) are eliminated.

NOTE 4 — In the simple case of symmetric addresses (where calling and called addresses are identical), only a
single attribute is needed. In the asymmetric case, a second attribute is required.

2) If the connection-group is of type unenumerated, its Group MTA Password (if defined), is recorded
in the local-use-tables.

9.1.6 MTA-bind-in procedure

This clause describes the behaviour of the routing-MTA when an MTA-bind is invoked by another MTA. This definition
replaces the MTA-bind-in procedure definitionin 14.9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.1 Arguments
The MTA-bind arguments are defined in 12.1.1.1.1 and listed in Table 28 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.2 Results
The MTA-bind results are defined in 12.1.1.1.2 and listed in Table 29 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.3 Errors
The bind-errors are defined in 12.1.2 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.6.4 Proceduredescription
The MTA-bind-in procedure is described in the following steps:

a) If the routing-MTA’s resources cannot currently support the establishment of a new association, the
procedure returns a Busy bind-error and terminates.

b) Thecalled MTA is presented with the following authentication information:
— anMTA-bind argument of Null, indicating no authentication, or,
— thecaling MTA’s MTA name and simple password, or,

— the calling MTA’s MTA name, and strong authentication arguments (which include the called
MTA’s MTA name and, optionally, global domain identifier.

It may also be presented with additional connection information:

— the calling presentation address, possibly incomplete (for example, on an APS connection the
network address may be absent);

—  possibly, a security-context;

— possibly, a Directory name contained in the calling application-entity-title of the A-ASSOCIATE
service (of the ACSE) that was used to invoke the MTA-bind;

—  possibly, a Directory name from the certificate in the MTA-bind argument, if strong authentication is
used.

The routing-MTA is required to verify the identity of the calling MTA (if authentication isin use),
verify that the calling MTA is a member of one of its entry-connection-groups, verify that the rules
of the entry-connection-group are observed (e.g., the security-context), and determine the correct
MTS-bind response.
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0)

d)

The routing-MTA considers each of its entry-connection-groups to determine which of them may have
been selected by the calling MTA.

1)

2)

3)

4)

The routing-MTA first eliminates those entry-connection-groups whose Connection Type is
incompatible with the type of connection made by the calling MTA (i.e. wrong application-context,
wrong authentication-method, wrong network type, Directory name in A-ASSOCIATE required but
not present).

Any remaining enumerated entry-connection-groups are considered. If the Directory name of the
caling MTA is available, the routing-MTA attempts to match this name with those listed in the local -
use-tables (in enumerated-authentication; see 9.1.5.2). Otherwise, it attempts to match both the MTA
name and calling presentation address with those recorded in the local-use-tables and retrieves the
Directory names associated with these table entries (i.e. the names of the MHS Message Transfer
Agent entries from which the addressing information was originally obtained). Any enumerated
entry-connect-groups which fail to match are eliminated.

Any remaining unenumerated entry-connection-groups are considered. If the simple-password
authentication-method is in use, and the supplied credentials do not match the connection-group’s
Group MTA Password (if present), recorded in unenumerated-authentication, then that connection-
group is eliminated and the next unenumerated entry-connection-group is considered. If strong-
authentication is in use and no Certificate or Directory name is available, the connection-group is
eliminated (unless local procedures allow the strong credentials to be authenticated in this case). If an
unenumerated entry-connection-group satisfies these tests, but no Directory name is available, then
routing-MTA verifies that the security-context presented in the MTA-bind argument is compatible
with that associated with the connection-group. If so, the procedure resumes at step e.

If all entry-connection-groups have been eliminated then the proposed association cannot be
accepted. The routing-MTA returns an authentication-error and the procedure terminates.

Otherwise, one or more pairs of Directory name and connection-group have now been identified. The
Directory name is derived either from A-ASSOCIATE, or by considering known adjacent MTAs in
enumerated connection-groups and retrieving the Directory name from local -use tables.

Each pair of Directory name and connection-group is considered in turn. The routing-MTA verifies that
the Directory entry corresponds to the calling MTA (much of the required information is already available
in the local-use-tables, and some of the checks will have already been made). Alternatively, the routing-
MTA may acquire this information dynamically by invoking a Directory Read with the MHS Message
Transfer Name as the object argument.

1)

2)

3)

4)

The routing-MTA compares the calling presentation address of the connection with those defined for
the MTA (in the Calling PSAPs attribute, if present; otherwise in the Presentation Address attribute),
taking account of the network-address-reliable indicator associated with the connection-group to
determine the required degree of match. If the match fails, the procedure resumes at step d-4.

If no-authentication is specified for this connection-group, or a simple-password is presented which
matches the connection-group’s Group MTA Password, then authentication requirements are
satisfied. Otherwise, the credentials presented in the MTA-bind argument are validated according to
the authenti cation-method in use.

If strong-authentication is in use, the signature of the initiator-bind-token is verified using the public
key from the Certificate, if present; otherwise, from the appropriate value of the calling MTA’s User
Certificate attribute. The Directory name from the subject field of that Certificate is verified to be
that of the calling MTA; the mta-name in the subject-alternate-name field of that Certificate is
verified to correspond to the calling MTA’'s MTA Name and Global Domain Identifier attributes and
to the mta-name present in the initiator-name field of MTA-bind; and the mta-name within the
initiator-bind-token is verified as being the name of this routing-MTA.

If the calling MTA is not arouting-MTA its entry may contain a Specific Passwords attribute; if the
routing-MTA’s routing-collective-name (or any of its superiors in the routing-collective-subtree)
matches that present in a value of Specific Passwords then the corresponding value of thisMTA-
password is matched. If all matches fail, the procedure resumes at step d-4.

The routing-MTA verifies that the security-context presented in the MTA-bind argument is
compatible with that associated with the connection-group. If so, the security-context is satisfied and
the procedure resumes at step e.

If all pairs of Directory name and connection-group have been considered, the routing-MTA returns
an authentication-error and the procedure terminates. Otherwise the next pair is selected and the
procedure repeats step d.

NOTE 1 - If thereis at least one case where the calling MTA satisfies al authentication requirements except for
the security-context, then an unacceptabl e-security-context error is returned rather than authentication-error.
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The routing-MTA establishes the connection and returns an MTA-bind result. If no-authentication was
specified, the same value is returned in the MTA-bind result. For simple authentication, the routing-
MTA’s MTA Password is returned (if the calling MTA is not a routing-MTA then its MHS Message
Transfer Agent may contain a value of Specific Passwords which takes precedence over the routing-
MTA’s MTA Password). If strong authentication is in use, the same signature algorithm is used to
generate a responder-bind-token for the calling MTA.

If the calling MTA’s MHS Message Transfer Agent entry is known, a Directory Read is invoked with
MTA Name and Global Domain Identifier as the selection argument. These attributes are returned as
results. The procedure then terminates.

NOTE 2 — The caling-MTA’s retrieved MTA Name and Global Domain Identifier values may be used subsequently to

verify the accuracy of the Trace-information and Internal -trace-information arguments of the Message-in, Probe-in, and
Report-in procedures.

9.1.7 M TA-bind-out procedure

This clause describes the steps taken by a routing-MTA when it attempts to establish an association with another MTA.
This definition replaces the MTA-bind-out procedure definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

9.1.7.1 Arguments

A relay instruction generated by the Routing-decision procedure, which comprises:

a)

The distinguished name of the MHS Message Transfer Agent with which an association is to be
established.

b) The distinguished names of the one or more Connection Group entries that may be used to establish it.

0)

Optionally, the security-context for the association.

9.1.7.2 Results

An internal identifier for the association established.

9.1.7.3 Errors

The procedure returns afailure indication in the event that an association could not be established.

9.1.7.4 Proceduredescription

The MTA-bind-out procedure is described in the following steps:

a)

The following attributes are retrieved from the MHS Message Transfer Agent entry of the target MTA:
—  MHS Maximum Message L ength;

—  Presentation Address;

— MTA Name,

—  MTA Password;

—  Specific Passwords,

—  Global Domain Identifier;

—  Protocol Information

—  Supported Algorithms (see 6.16 of ITU-T Rec. X.521 | ISO/IEC 9594-7);
—  User Certificate (see 6.17 of ITU-T Rec. X.521 | ISO/IEC 9594-7.

The following attributes are retrieved from the Connection Group entries:

—  Connection Type:

—  Group MTA Password;

—  Security Context.
NOTE 1 — In practice, much of thisinformation is likely to be aready in hand in the local-use-tables.

b) Therouting-MTA verifies that the message is no larger than the maximum message length defined for the

target MTA. If the message istoo large, arelay failure is returned and the procedure terminates.

NOTE 2 — If, subsequently, the Routing-decision procedure is unable to identify an alternative next-M TA destination
for the recipient concerned, areport generation instruction is issued with the non-delivery-reason-code set to unable-to-
transfer, and the non-delivery-diagnostic-code set to content-too-long.
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0)

d)

The routing-MTA selects a suitable connection-group for the association, according to the specified
security-context. The parameters for establishing the connection are determined by matching the
information stored in the MHS Message Transfer Agent and Connection Group entries. The destination
network address is determined by matching the profiles component of connection-information with the
protocol information stored inthe MTA’s entry.

The initiator-credentials are set according to the authentication-method specified for the connection-
group:
— if no-authentication, aNull;

— if simple-authentication, then MTA Password for an enumerated connection-group, or Group MTA
Password (if present) for an unenumerated-connection-group, or calling-MTA-password if an
applicable value of Specific Passwordsis present;

— if strong-authentication, a signature algorithm is selected (from those identified in the target MTA’s
Supported Algorithms attribute which are supported by the routing-MTA, and for which a Certificate
is present in the target MTA’s User Certificate attribute) to generate an initiator-bind-token for the
target MTA, and the appropriate Certificate of the routing-MTA for that algorithm is included.

NOTE 3 — The Certificate may only be omitted if the routing-MTA has only one Certificate for the identified

signature algorithm, and the routing-MTA'’s Directory name is included in the caling name parameter of
A-ASSOCIATE.

The routing-MTA attempts to establish the association using the information retrieved. If the attempt
isunsuccessful, afailureindication is returned and the procedure terminates.

The result returned by the called MTA is examined. The responder-credentials must be of the same type
(no authentication, simple, or strong) as that of the initiator credentials. If strong-authentication is in use,
the following checks are made:

— the signature of the responder-bind-token is verified using the public key from the appropriate
Certificate from the target MTA’s User Certificate attribute;

— the Directory name from the subject field of that Certificate is verified to be that of the target MTA;

— the mta-name in the subject-alternate-name field of that Certificate is verified to correspond to the
target MTA’s MTA Name and Global Domain Identifier attributes and to the mta-name present in
the responder-name field of Bind Result;

—  the mta-name within the responder-bind-token is verified as being the name of this routing-MTA.

If the MTA-name and responder-credentials do not match those supplied in the MHS Message Transfer
Agent entry then the procedure returns a relay failure to the caller, terminates the association, and
terminates. Otherwise, the procedure returns an association identifier, and terminates.

NOTE 4 — If the two-way-aternate dialogue-mode is in use, the routing-MTA aso returns the called-MTA’s
authenticated MTA-name and global-domain-identifier. These may be used subsequently for inward transfers over the
same association to verify the accuracy of the Trace-information and Internal-trace-information arguments of the
Message-in, Probe-in, and Report-in procedures.

9.1.8 Trace verification step

The Trace verification step is performed as an additional step in the existing Procedure Descriptions for the Message-
in, Probe-in, and Report-in procedures defined in 14.10.1, 14.10.2, and 14.10.3, respectively, of ITU-T Rec. X.411 |
I SO/IEC 10021-4. A routing-MTA shall perform this step when Message-in, Probe-in, or Report-in isinvoked:

a)

The routing-MTA compares the last element of Trace (and Internal-trace, if present), with the values of
MTA name and global domain identifier obtained in the performance of the MTA-bind which caused the
establishment of the present association. If matching fails, then as a local matter the routing-MTA may
perform one of the following:

1) Instruct the RTSE to reject the transfer (if still in progress).

2) If currently performing the Message-in or Probe-in procedure, return a report generation instruction
for al recipients for which responsibility is responsible. The non-delivery-reason-code is set to
unable-to-transfer, and the non-delivery-diagnostic-code is set to invalid-arguments. The procedure
then terminates.

3) Using the authenticated values of MTA-name and global-domain-identifier discovered in MTA-bind,
construct additional elements of Trace and Internal-trace to correctly identify the MTA which
transferred the message (or probe, or report) to this routing-MTA.

NOTE — In al cases, the trace verification failure should be reported to the MTA manager for investigation, as it
is caused either by configuration error or by attempted masquerade.
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b) If matching succeeds, or step a-3 is followed, or the MTA name and global domain identifier were not
discovered in the MTA-bind, or local policy permits transfer even where matching fails, then the
Message-in, Probe-in, and Report-in procedures resume at the first step defined in their Procedure
Descriptions.
9.2 Administrative procedures

An MHS administrator follows procedures described in 9.2.1 and 9.2.2 in order to configure an MTA for MHS-routing,
and to construct an OR-address-subtree used to represent a portion of the OR-address name-space.

9.21 Routing-M TA configuration

The MHS administrator performs the follow steps to configure an MTA for MHS-routing:

a)

b)

d)

e

e)

f)

A Directory entry of object class MHS Message Transfer Agent is created (see A.1.3. of ITU-T Rec.
X.402 | ISO/IEC 10021-2). The following attributes associated with the MTA Information auxiliary object
class are assigned:

—  MTA Name;
—  Globa Domain |dentifier;
— MTA Credentids.

A Directory entry of object class Routing MTA is created in the routing-collective-subtree for this
routing-MTA and assigned the following attributes:

—  OR-address Subtrees,

— MHS Message Transfer Agent Name.

The following attributes associated with the object’ s direct superclass, Routing Collective, are assigned:
— Routing Collective Name;

—  Entry Connection Group Name;

—  Description;

—  Transit Exit Connection Group Name;

—  Locd Exit Connection Group Name.

If suitable entries do not already exist, an entry is created for each connection-group referenced. It is
verified that the routing-MTA has been granted access permissions so that all connection-group entries
can be read.

If any of the connection-groups referenced is of type enumerated, its Member MTA attribute is updated to
indicate the addition of this routing-MTA to the connection-group.

Depending on policy, any of the connection-groups referenced above that are not represented in those
associated with the routing-collective’s immediate superior, may be added to the superior’'s entry-
connection-groups, and transit- or local-exit-connection-groups. This procedure may be repeated
recursively up to the base of the routing-collective-subtree.

If required, a new OR-address-subtree is created for the OR-addresses for which the routing-MTA is the
delivering MTA. Alternatively, the OR-addresses are added to an existing OR-address-subtree. The
procedure defined in 9.2.2 is followed (omitting step a of that procedure if an existing subtree is used).

9.2.2 OR-addr ess-subtree construction

To form an OR-address-subtree that represents a collection of OR-addresses, the MHS administrator performs the
following steps:

a)

b)

The administrator creates an arbitrary entry in a part of the Directory to act as the base vertex of the
OR-address subtree. Access-controls may be applied to this entry such that it is accessible only to those
MTAs that will be configured to use the OR-address-subtree.

Each OR-address in the collection is transformed into a Directory name as follows:

For each element of OR-address relevant to routing, there is a corresponding Directory object class
definition (see 8.3). The value of the element is transformed into a value of the attribute defined for the
element (a subtype of the OR-address-element-name attribute type). This is treated as the RDN of an entry
whose immediate superior corresponds either to the base vertex (in the case of MHS Country) or to the
vertex derived from the preceding element of the OR-address. Hence, a series of entriesis created, one for
each relevant element present in the OR-address. The Directory name of the fina entry represents a
complete mapping of the OR-address (see 9.1.3.4).
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¢) A set of OR-address aliases may be presented. These consist of OR-address pairs, the first corresponding
to a preferred name, and the second to an alternative name. An alias entry is created for the second name,
which references the first name.

NOTE — A Directory aliasis not intended to cause an alias Redirection, but is used to specify an aternative OR-address
which isto be routed equivalently.

d) Message originators may use different combinations of Personal Name OR-address elements at different
times to identify personal recipients. To deal with these vagaries, a range of alias requirements exists for
the following OR-address elements: MHS Common Name, MHS Surname, MHS Given Name, MHS
Initials, MHS Generation Qualifier. To accommodate these requirements, the MHS administrator of the
local OR-address name-space may configure the subtree such that entries exist for every combination of
Personal Name elements. This may be accomplished as follows: each Personal Name branch of the tree is
examined, and the highest level entry that unambiguously denotes the user remains an object entry. All
subordinate entries become alias entries that refer to this object entry. Some examples of modelling
Personal Name OR-address elements are given in Figure 4.

€) A set of additional OR-address element attributes is presented. Each presentation has three parts:
1) the name of the entry in which the attribute isto be placed;
2) theattribute type: Routing Advice, Expression Matches, or Next Level Complete;
3) theattribute-value.

Each attribute is created in the specified entry.

&

}

¥

i

4

Entry
Alias

)

NOTE 1 — Example aillustrates the case where a particular Surname is unique in this OR-address-subtree. Alias entries are created
corresponding to the optiona Initials and Given Name elements.

NOTE 2 — In example b, entries exist for two users who share the same Surname and Given Name. The users are distinguished by
their differing Initials.

NOTE 3 —In example ¢, entries exist for two users who share the same surname. The users are distinguished either by their differing
Given Names or by their differing Initials (or both).

Figure 4 — Modédling examplesfor Personal Name elements
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10 Conformance

The requirements an MTA, a DUA, and a DSA shall satisfy when a claim of conformance to this Recommendation |
International Standard is made are identified in 10.1-10.3.

101 Routing-M TA conformance

A routing-MTA implementation shall satisfy the following static requirements:

a) Given its routing-collective Directory name, a routing-MTA shall be capable of acquiring from the
Directory all the information necessary to perform MHS-routing.

b) A DUA incorporated with a routing-MTA shall be capable of supporting the object classes, attribute
types, and matching-rules defined for MHS-routing.

A routing-MTA implementation shall satisfy the following dynamic requirement:

¢) A routing-MTA shall conform to the Front-end procedure defined in 14.3.2 of ITU-T Rec. X.411 |
I SO/IEC 10021-4, as modified by 9.1.1 of this Recommendation | International Standard.

d) A routing-MTA shall conform to the Routing-decision procedure defined in 9.1.2 of this Recommen-
dation | International Standard, which replaces the definition in 14.3.4 of ITU-T Rec. X.411 | ISO/IEC
10021-4.

€) A routing-MTA shall conform to the OR-address-subtree-read and Local-delivery-evaluation procedures
defined in 9.1.3 and 9.1.4, respectively, of this Recommendation | International Standard.

f) A routing-MTA shall conform to the MTA-bind-in procedure defined in 9.1.6 of this Recommendation |
International Standard, which replaces the definition in 14.9.1 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

0g) A routing-MTA shall conform to the MTA-bind-out procedure defined in 9.1.7 of this Recommendation |
International Standard, which replaces the definition in 14.9.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

h) A routing-MTA shall conform to the Trace verification step defined in 9.1.8 of this Recommendation |
International Standard, which supplements the Message-in, Probe-in, and Report-in procedures defined
in 14.10.1, 14.10.2, and 14.10.3 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

10.2 Administrative DUA conformance

A DUA implementation employed to maintain the Directory information used for MHS-routing shall satisfy the
following static requirement:

— An administrative DUA shall be capable of supporting the object classes, attribute types, and matching-
rules defined for MHS-routing, and shall apply consistency checks to ensure the internal consistency of
MHS-routing Directory information.

10.3 DSA conformance

A DSA implementation employed to hold information used for MHS-routing shall satisfy the following static
requirement:

— A DSA shall be capable of supporting the object classes, attribute types, and matching-rules defined for
MHS-routing.
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Annex A

Reference Definition of Object Identifiers
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes various Object Identifiers cited in the ASN.1 modules of subsequent annexes.
All Object Identifiers assigned in this Recommendation | International Standard are assigned in this annex.

MHSRout i ngObj ect I dentifiers {joint-iso-itu-t nhs(6) routing(10) nodul es(0) object-identifiers(0)}
DEFINITIONS :: =

BEG N
-- Prol ogue

-- Exports everything
| MPORTS -- nothing --

I D ::= OBJECT | DENTIFI ER

-- MHS-routing

i d-nmhs-routing ID::= {joint-iso-itu-t nmhs(6) routing(10)} -- not definitive
-- Categories

i d- nod ID::= {id-nhs-routing 0} -- nodul es; not definitive
id-oc ID::= {id-nhs-routing 1} -- object-classes
i d- nf ID::= {id-nhs-routing 2} -- nane-forns
i d-at ID::= {id-nhs-routing 3} -- attributes
id-pro ID::= {id-nhs-routing 4} -- profiles

i d- wf ID::= {id-nhs-routing 5} -- weighting factors
-- Modul es

i d-nod-obj ect-identifiers ID::= {id-nod 0} -- not definitive

i d-nmod-di rectory-objects ID::= {id-npd 1} -- not definitive

i d- nod- or addr ess- subtree ID::= {id-npd 2} -- not definitive

-- Object classes

i d- oc- connecti on- group ID::= {id-oc 0}

i d- oc- mhs- adnd ID::= {id-oc 1}

i d- oc- mhs- conmon- nanme ID::= {id-oc 2}

i d-oc- mhs-country ID::= {id-oc 3}

i d- oc- mhs- ext ended- net wor k- addr ess ID::= {id-oc 4}

i d-oc-mhs-generation-qualifier ID::= {id-oc 5}

i d- oc- mhs- gi ven- nane ID::= {id-oc 6}

id-oc-mhs-initials ID::= {id-oc 7}

i d- oc- mhs- net wor k- addr ess ID::= {id-oc 8}

i d-oc-mhs- nuneric-user-identifier ID::= {id-oc 9}

i d- oc- mhs- or - addr ess- el enent ID::= {id-oc 10}

i d- oc- mhs- organi zati on ID::= {id-oc 11}

i d- oc- mhs-organi zati onal -uni t ID::= {id-oc 12}

i d- oc- mhs- pds- nane ID::= {id-oc 13}

i d- oc- mhs- physi cal -del i very-country-name |ID ::= {id-oc 14}

i d- oc- mhs- post al - code ID::= {id-oc 15}

i d- oc- mhs- prnd ID::= {id-oc 16}

i d- oc- mhs- sur nane ID::= {id-oc 17}

id-oc-mhs-termnal -identifier ID::= {id-oc 18}

i d-oc-mhs-term nal -type ID::= {id-oc 19}
id-oc-nta-information ID::= {id-oc 20}

i d- oc- or addr ess- subt r ee- base ID::= {id-oc 21}
id-oc-routing-collective ID::= {id-oc 22}

id-oc-routing-nta ID::= {id-oc 23}

-- Nane forms

i d- nf - connecti on-group ID::= {id-nf 0O}

i d- nf - mhs-adnd ID::= {id-nf 1}

i d- nf - mhs- conmon- nane ID::= {id-nf 2}

i d- nf-mhs-country ID::= {id-nf 3}

i d- nf - mhs- ext ended- net wor k- addr ess ID::= {id-nf 4}

i d- nf-mhs-generation-qualifier ID::= {id-nf 5}

i d- nf - mhs- gi ven- nanme ID::= {id-nf 6}

id-nf-mhs-initials ID::= {id-nf 7}

i d- nf - mhs- net wor k- addr ess ID::= {id-nf 8}

i d- nf-nmhs-nuneric-user-identifier ID::= {id-nf 9}
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i d- nf - mhs- or gani zati on

i d- nf - mhs- or gani zati onal -uni t

i d- nf - mhs- pds- nane

i d- nf - mhs- physi cal -del i very-country
i d- nf - mhs- post al - code

i d- nf - mhs- prmd

i d- nf - mhs- sur nane

id-nf-mhs-termnal -identifier

i d-nf-mhs-term nal -type
id-nf-routing-collective

-- Attributes

id-at-calling-psaps

i d-at - connecti on- gr oup- nane

i d-at-connection-type

i d-at-entry-connection-group-nane
id-at-enunerated-flag

i d-at-gl obal -domai n-identifier

i d- at - gr oup- nt a- passwor d

i d-at-1ocal -exit-connection-group-nane
i d-at-menber-nta

i d- at - mhs- adnmd- name

i d- at - mhs- conmon- nane

i d- at - mhs-country-nane

i d- at - mhs- expr essi on- mat ches

i d- at - mhs- ext ended- net wor k- addr ess
i d-at - mhs-generation-qualifier

i d- at - mhs- gi ven- nane
id-at-mhs-initials

i d- at - mhs- nessage-transf er-agent

i d- at - mhs- net wor k- addr ess

i d- at - mhs- next -1 evel - conpl ete

i d-at-mhs-nuneric-user-identifier
i d- at - mhs- or gani zat i on- nane

i d- at - mhs- organi zat i onal - uni t - nanme
i d-at - mhs- pds-nane-attribute

i d- at - mhs- post al - code

i d- at - mhs- pr nd- nane

i d-at-nmhs-routing-advice

i d- at - mhs- sur nane
id-at-mhs-termnal -identifier
id-at-nmhs-termnal -type

i d-at-nta-nanme

i d-at - nt a- passwor d

i d- at - or addr ess- el enent - nane

i d-at - or addr ess-subt r ees

id-at-routing-collective-nane
i d-at-security-context
i d-at-specific-passwords

id-at-transit-exit-connection-group-nanme

-- Profiles

i d- pro-x25
id-pro-rfcl006

i d- pro- x445

-- Weighting factors
id-wf-integer

END -- of MHS-Routing Object ldentifiers

000000000000 00000000000000000000O0

id-at-recipi ent-nd-assi gned-al ternate-reci

oA vRw)

lvAvivivivivivivivlv)

Uooo®

=3

en

ISO/IEC 10021-10 : 1999 (E)

{id-nf 10}
{id-nf 11}
{id-nf 12}
{id-nf 13}
{id-nf 14}
{id-nf 15}
{id-nf 16}
{id-nf 17}
{id-nf 18}
{id-nf 19}

{id-at 0}
{id-at 1}
{id-at 2}
{id-at 3}
{id-at 4}
{id-at 5}
{id-at 6}
{id-at 7}
{id-at 8}
{id-at 9}
{id-at 10}
{id-at 11}
{id-at 12}
{id-at 13}
{id-at 14}
{id-at 15}
{id-at 16}
{id-at 17}
{id-at 18}
{id-at 19}
{id-at 20}
{id-at 21}
{id-at 22}
{id-at 23}
{id-at 24}
{id-at 25}
{id-at 26}
{id-at 27}
{id-at 28}
{id-at 29}
{id-at 30}
{id-at 31}
{id-at 32}
{id-at 33}
ID::= {id-at 34}
{id-at 35}
{id-at 36}
{id-at 37}
{id-at 38}

{id-pro 0}
{id-pro 1}
{id-pro 2}

{id-wf 0} -- integer weighting factor
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Annex B

Reference Definition of MHS-routing Directory Objects
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes the object classes, attributes, and name forms specific to MHS-routing. It
usesthe OBJECT-CLASS, ATTRIBUTE, and NAME-FORM information object classes of ITU-T Rec. X.501 |
|SO/IEC 9594-2.

MHSRout i ngDi rect oryObj ects {joint-iso-itu-t nhs(6) routing(10) nodul es(0) directory-objects(1)}
DEFINI TIONS IMPLICI T TAGS :: =

BEG N
-- Prol ogue

-- Exports everything
I MPORTS

-- Information franmework

ATTRI BUTE, Di stingui shedNanme, NAME- FORM OBJECT- CLASS, top

FROM | nf or nat i onFranework {joint-iso-itu-t ds(5) nodul e(1) infornationFranework(1) 3}

-- Selected attribute types

comonNare, description, distingui shedName, Presentati onAddress

FROM Sel ectedAttributeTypes {joint-iso-itu-t ds(5) nodul e(1l) sel ectedAttributeTypes(5) 3}

-- MIS abstract service

A obal Domai nldentifier, InitiatorCredentials, MANanme, ORNanme, Password, ResponderCredentials,
Securi t yCont ext
FROM MTSAbstract Service {joint-iso-itu-t nhs(6) nts(3) nodul es(0) nts-abstract-service(1l)
versi on-1999(1)}

-- MHS Directory objects and attributes

mhs- nessage-transfer-agent
FROM MHSDI r ect or yObj ect sAndAttri butes {joint-iso-itu-t nmhs(6) arch(5) nodul es(0)
directory(1l) version-1999(1)}

-- MHS protocol object identifier

id-ac-mts-transfer
FROM MHSPr ot ocol Ooj ectl dentifiers {joint-iso-itu-t nhs(6) protocol s(0) nodul es(0)
obj ect-identifiers(0) version-1994(0)}

-- MHS-routing object identifiers

id-at-calling-psaps, id-at-connection-group-nane, id-at-connection-type,
id-at-entry-connection-group-nane, id-at-enunerated-flag, id-at-global-domain-identifier,
i d-at-group-nta-password, id-at-I|ocal-exit-connection-group-nane, id-at-menber-nta,
i d- at - mhs- message-transfer-agent, id-at-nta-nanme, id-at-nta-password, id-at-oraddress-subtrees,
i d-at-recipient-nd-assigned-alternate-recipient, id-at-routing-collective-nane,
id-at-security-context, id-at-specific-passwords, id-at-transit-exit-connection-group-nane,
i d- nf-connection-group, id-nf-routing-collective, id-oc-connection-group,
id-oc-nta-information, id-oc-routing-collective, id-oc-routing-nta, id-w-integer

FROM MHSRout i ngObj ect I dentifiers {joint-iso-itu-t nmhs(6) routing(10) nodul es(0)

object-identifiers (0)};

-- OBJECT- CLASSES

routingCol |l ective OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {routingCol | ecti veNane}
MAY CONTAI N {description | entryConnecti onG oupNarme | | ocal Exi t Connecti onG oupNane |

transi t Exi t Connect i onG oupNane}
--at |least one entry-CG and exit-CG should be present--
1D id-oc-routing-collective }
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routi ngMrA OBJECT- CLASS :: = {
SUBCLASS OF {routingCollective}
MUST CONTAI N {oRAddr essSubtrees | nHSMessageTr ansf er Agent Nane}
ID id-oc-routing-nta }
connecti onG oup OBJECT- CLASS :: = {
SUBCLASS OF {top}
MUST CONTAI N {comonNare | enunerat edFl ag}
MAY CONTAI N {description | connectionType | groupMrAPassword | menber MIA |
securityCont ext}
ID i d- oc-connecti on-group }
mrAl nf or mat i on OBJECT- CLASS :: = {
KI ND auxiliary
MUST CONTAI N {nTANare | gl obal Dormai nldentifier }
MAY CONTAI N {mrAPassword | specificPasswords | callingPSAPs}
1D id-oc-nta-information }

-- ATTRI BUTE- TYPES

-- Routing-collective attribute types

routingCol | ecti veName ATTRIBUTE :: = {

SUBTYPE OF comonNane -- see | TU-T X. 520 | |SO | EC 9594-6 --

SI NGLE VALUE TRUE

ID id-at-routing-collective-nane }
connecti onG oupNane ATTRI BUTE :: = {

W TH SYNTAX Di sti ngui shedNane

SI NGLE VALUE FALSE

1D i d- at - connecti on- gr oup- nane }
entryConnecti onG oupNane ATTRI BUTE ::= {

SUBTYPE OF connecti onG oupNane

1D i d-at-entry-connection-group-nane }
transit Exi t Connecti onG oupNanme ATTRI BUTE :: = {

SUBTYPE OF connect i onG oupNane

ID id-at-transit-exit-connection-group-nane }
| ocal Exi t Connecti onG oupNane ATTRI BUTE :: = {

SUBTYPE OF connect i onG oupNane

ID i d-at-1ocal -exit-connection-group-nane }

-- Routing-MIA attribute types

oRAddr essSubt r ees ATTRI BUTE :: = {

W TH SYNTAX ORAddr essSubt r eeNanes

SI NGLE VALUE TRUE

1D i d-at-oraddress-subtrees }
ORAddr essSubt reeNanes ::= SEQUENCE COF Di sti ngui shedNane
mHSMessageTr ansf er Agent Nanme ATTRI BUTE :: = {

SUBTYPE OF di sti ngui shedNane

SI NGLE VALUE TRUE

1D i d- at - mhs- nessage-transfer-agent }

-- Connection-group attribute types

enuner at edFl ag ATTRI BUTE :: = {
W TH SYNTAX BOOLEAN - - True=enuner ated, Fal se=unenunerated --
SI NGLE VALUE TRUE
ID id-at-enunerated-flag }
connecti onType ATTRI BUTE :: = {
W TH SYNTAX Connect i onl nf ormati on
SI NGLE VALUE TRUE
ID i d-at-connection-type }
Connectionlnformation ::= SET {
appl i cati on- cont ext [0] OBJECT | DENTI FI ER DEFAULT id-ac-nts-transfer,
profiles [1] SET OF OBJECT | DENTI FI ER OPTI ONAL,

dn- used-i n-a-associ ate [2] BOOLEAN DEFAULT TRUE,
net wor k- address-rel i abl e [ 3] BOOLEAN DEFAULT TRUE,
aut henti cati on- met hod [4] Authenticati onMet hod DEFAULT si npl e- password,

wei ghting-factors [5] I NSTANCE OF TYPE-| DENTI FI ER OPTI ONAL }
Aut henti cati onMet hod :: = | NTEGER {

no- aut henti cati on (0),

si mpl e- passwor d (1),

strong- aut henti cati on (2) }
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si npl eWi ght TYPE-1 DENTI FI ER :: = {

{I NTEGER | DENTI FI ED BY id-wf-integer} }
gr oupMrAPasswor d ATTRI BUTE :: = {

W TH SYNTAX Passwor d

SI NGLE VALUE TRUE

ID i d- at - group- nt a- password }
menber MTA ATTRI BUTE :: = {

W TH SYNTAX Rout i ngMI'ANane

SI NGLE VALUE FALSE

1D id-at-menber-nta }
Rout i ngMIANane :: = RoutingCol | ecti veNane
Rout i ngCol | ecti veNane ::= Di stingui shedName
securi t yCont ext ATTRI BUTE :: = {

W TH SYNTAX Securi t yCont ext

SI NGLE VALUE TRUE

1D id-at-security-context }

-- MIA-information attribute types

nTAName ATTRI BUTE :: = {
W TH SYNTAX MTANane
SI NGLE VALUE TRUE
ID i d-at-nta-name }
gl obal Domai nl dentifier ATTRI BUTE :: = {
W TH SYNTAX A obal Dorai nl denti fi er
SI NGLE VALUE TRUE
1D i d-at-gl obal -domain-identifier }
nlrAPasswor d ATTRI BUTE :: = {
W TH SYNTAX Passwor d
SI NGLE VALUE TRUE
1D id-at-nta-password }
speci fi cPasswords ATTRI BUTE :: = {
W TH SYNTAX Speci fi cPasswor d
SI NGLE VALUE FALSE
ID i d-at-specific-passwords }
Speci fi cPassword ::= SET {
routing-coll ective-name RoutingColl ectiveNane,
t hi s- nt a- passwor d [0] Password,
cal li ng- nt a- passwor d [1] Password }
cal | i ngPSAPs ATTRI BUTE :: = {
W TH SYNTAX Present ati onAddr ess
SI NGLE VALUE FALSE
ID id-at-calling-psaps }
- - NAME- FORMVS
routingCol | ecti veNameFor m NAME- FORM : : = {
NAMES routingColl ective
W TH ATTRI BUTES {routingCol | ecti veNane}
ID id-nf-routing-collective }
connect i onG oupNaneFor m NAMVE- FORM : : = {
NAMES connecti onG oup
W TH ATTRI BUTES {commonNane}
ID i d- nf-connecti on- group}

END -- of MHS-routing Directory Objects
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Annex C

Reference Definition of MHS-routing OR-addr ess-subtree
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes the object classes, attributes, name forms, and matching rules that define the
OR-address-subtree. It uses the OBJECT-CLASS, ATTRIBUTE, NAME-FORM and MATCHING-RULE information
object classes of ITU-T Rec. X.501 | ISO/IEC 9594-2.

MHSRout i ngORAddr essSubtree {joint-iso-itu-t nmhs(6) routing(10) nodul es(0) oraddress-subtree(2)}
DEFINITIONS I MPLICI T TAGS :: =

BEG N
-- Prol ogue

-- Exports everything
I MPORTS

-- MHS-routing Directory objects
Rout i ngCol | ecti veNane

FROM MHSRout i ngDi rect oryCbj ects {joint-iso-itu-t mhs(6) routing(10) nodul es(0)
di rectory-objects(1)}

-- MIS abstract service

NonDel i ver yDi agnost i cCode, NonDel i ver yReasonCode, ORAddress, ORNane, Reci pi ent Nang,
Suppl ement aryl nf ormati on, Uni versal O BMPSt ri ng{}
FROM MTSAbstract Service {joint-iso-itu-t mhs(6) nmts(3) nmodul es(0) nts-abstract-service(1)
version-1999(1)}

-- MIS upper bounds

ub- common- nane- | engt h, ub-country-nane-nuneric-|ength, ub-domain-defined-attribute-type-length
ub- domai n- defi ned-attri bute-val ue-1ength, ub-domain-nane-|ength
ub-generation-qualifier-length, ub-given-nanme-length, ub-initials-length
ub- nuneri c-user-id-1ength, ub-organization-nane-|ength, ub-organizational-unit-nanme-I|ength
ub- pds- nane- | engt h, ub-postal -code-1ength, ub-surnane-length, ub-termnal-id-length
ub-x121- address- | ength

FROM MTSUpper Bounds {joint-iso-itu-t nmhs(6) nts(3) nodul es(0) upper-bounds(3)

version-1999(1)}

-- MHS-routing object identifiers

i d- at - mhs- adnd- nane, id-at-nmhs-comon-nane, id-at-nhs-country-nane,
i d- at - mhs- expr essi on- mat ches, i d-at - nhs- ext ended- net wor k- addr ess
i d-at-nmhs-generation-qualifier, id-at-nmhs-given-nane, id-at-nmhs-initials
i d- at - mhs- net wor k- addr ess, id-at-nmhs-nuneric-user-identifier, id-at-nhs-organization-nane
i d- at - mhs-organi zati onal -uni t-nanme, id-at-nhs-pds-nanme-attribute, id-at-nhs-postal-code
i d- at - mhs- prnd- nane, id-at-mhs-routing-advice, id-at-mhs-next-I|evel-conplete
i d-at-nmhs-surnane, id-at-nmhs-termnal-identifier, id-at-nmhs-termnal-type
i d- at - oraddress- el ement-nane, id-at-recipient-nd-assigned-alternate-recipient, id-nf-mhs-adnd
i d- nf - mhs- common- nanme, id-nf-nmhs-country, id-nf-nhs-extended-network-address
i d-nf-mhs-generation-qualifier, id-nf-mhs-given-nane, id-nf-mhs-initials
i d- nf - mhs- net wor k- addr ess, id-nf-nhs-nuneric-user-identifier, id-nf-nhs-organization
i d- nf - mhs- organi zati onal -uni t, id-nf-nhs-pds-name, id-nf-nhs-physical-delivery-country,
i d- nf - mhs- post al - code, id-nf-nhs-prnd, id-nf-nhs-surnane, id-nf-nhs-termnal-identifier
id-nf-mhs-term nal -type, id-oc-nhs-adnd, id-oc-nmhs-comon-nane, id-oc-nhs-country,
i d- oc- mhs- ext ended- net wor k- addr ess, id-oc-nhs-generation-qualifier, id-oc-nhs-given-nane,
id-oc-mhs-initials, id-oc-mnmhs-network-address, id-oc-nmhs-nuneric-user-identifier
i d- oc- mhs-or - addr ess- el enent, id-oc-nhs-organi zation, id-oc-nmhs-organizational -unit
i d- oc- mhs- pds- nane, id-oc-mhs-physical -delivery-country-namne, id-oc-nhs-postal-code
i d-oc- mhs-prnd, id-oc-nhs-surnane, id-oc-nmhs-termnal-identifier, id-oc-nmhs-termnal-type
i d- oc- or addr ess- subt r ee- base

FROM MHSRout i ngQbj ectl dentifiers {joint-iso-itu-t nmhs(6) routing(10) nodul es(0)

obj ect-identifiers(0)}

-- Information franmework
ATTRI BUTE, Di stingui shedName, MATCHI NG RULE, NAME- FORM OBJECT- CLASS, top

FROM | nf or nat i onFranework {joint-iso-itu-t ds(5) nodul e(1) infornationFranework(1) 3}
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-- Directory authentication franmework
Al gorithm dentifier

FROM Aut henti cati onFranework {joint-iso-itu-t ds(5) nodul e(1) authenticationFranework(7) 3}

-- Directory certificate extensions
CertificateAssertion

FROM CertificateExtensions {joint-iso-itu-t ds(5) nodul e(1l) certificateExtensions(26) 0}

-- Selected attribute types

comonNare, DirectoryString{}, nanme

FROM Sel ect edAttri buteTypes {joint-iso-itu-t ds(5) nodul e(1l) sel ectedAttributeTypes(5) 3};
- - OR- ADDRESS- SUBTREE

-- OR-address el ement

ORAddr essEl enment OBJECT- CLASS :: = {
SUBCLASS OF {top}
KI ND abstract
MAY CONTAI N {routingAdvi ce | expressionMatches | nextLevel Conplete |
reci pi ent MDAssi gnedAl t er nat eReci pi ent }
ID i d- oc- mhs- or - addr ess- el enent }
routi ngAdvi ce ATTRI BUTE :: = {
W TH SYNTAX Rout i ngAdvi ce
SI NGLE VALUE TRUE
ID i d-at - mhs-routing-advice }
Rout i ngAdvi ce ::= CHO CE {
target-routing-collective [0] TargetRoutingCollective,
non-del i very-information [1] NonDeliveryl nformation,
alias-redirection [2] AliasRedirection,
dl - expansi on-i nformati on [ 3] DLExpansi onl nf or mati on,
doubl e- envel ope-information [4] Doubl eEnvel opel nf or mati on,
}
Tar get Rout i ngCol | ective ::= SEQUENCE {
target-routing-collective [0] RoutingCollectiveNane,
| ocal -user-identifier [1] Universal O BMPString {ub-local-user-identifier} OPTIONAL }
ub-l ocal -user-identifier INTEGER ::= 128
NonDel i veryl nformation ::= SEQUENCE {
reason [0] NonDel i ver yReasonCode,
di agnostic [1] NonbDel i veryDi agnosti cCode OPTI ONAL,
suppl emrent ary-i nf ormati on [2] Suppl enmentaryl nformati on OPTI ONAL }
AliasRedirection ::= SEQUENCE {
redirection-address [0] ORAddress,
edit [1] BOOLEAN DEFAULT TRUE }
DLExpansi onl nformation ::= SEQUENCE {
dl - expansi on-routing-col | ectives [0] SET OF Target RoutingCol | ecti ve,
dl - nanme [1] WMHSD stributionLi st Name OPTI ONAL,
any- nt a- may- expand [2] BOOLEAN DEFAULT FALSE }
MHSDI stri butionLi st Name ::= Di stingui shedNane
Doubl eEnvel opel nformati on :: = SEQUENCE {
envel ope- opener [0] ORAddressAndDirectoryNane,

content-confidentiality-algorithmpreference [1] SEQUENCE OF Al gorithm nfornation,

key-encryption-algorithmpreference [2] SEQUENCE OF Al gorithm nformati on OPTI ONAL,
message-origin-algorithmpreference [3] SEQUENCE OF Al gorithm nformati on OPTI ONAL,
t oken-si gnature-al gorithmpreference [4] SEQUENCE OF Al gorithm nformati on OPTI ONAL,

}
ORAddr essAndDi rectoryNane ::= ORNane -- with both Directory nane and OR-address present --
Al gorithm nformation :: = SEQUENCE {
algorithmidentifier [0] Algorithmdentifier,

originator-certificate-selector [1] CertificateAssertion OPTI ONAL,
recipient-certificate-selector [2] CertificateAssertion OPTI ONAL }
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expressi onivat ches ATTRI BUTE :: = {

W TH SYNTAX Expr essi oniat ches

SI NGLE VALUE TRUE

ID i d- at - mhs- expr essi on- mat ches }
Expr essi onMat ches ::= SEQUENCE OF Expressi onMatch
Expressi onMat ch ::= SEQUENCE {

filter-set SET OF ORAddressFilter,

routing-advice RoutingAdvice }
ORAddressFilter ::= SEQUENCE {

attribute-type CHO CE {

standard-attribute I NTECER,

domai n-defined-attribute Universal O BWString {
ub- domai n-defined-attribute-type-1ength} },

pattern Ext endedRegul ar Expr essi on }
Ext endedRegul ar Expressi on :: = Universal O BMPString {ub-extended-regul ar - expressi on}
ub- ext ended- r eqgul ar - expressi on | NTEGER :: = 1024
next Level Conpl ete ATTRI BUTE :: = {
W TH SYNTAX NULL
SI NGLE VALUE TRUE
ID i d-at - mhs-next -1 evel -conpl ete }
reci pi ent MDAssi gnedAl t er nat eReci pi ent ATTRI BUTE :: = {
W TH SYNTAX ORNarre
SI NGLE VALUE FALSE
COLLECTI VE TRUE
1D i d-at-recipient-nd-assigned-alternate-recipient }

-- OR-address el ement subcl asses

OoRAddr essSubtreeBase OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { commonNane}
ID i d- oc- or addr ess- subtr ee- base }

-- Common OR- address object classes

mHSCount ry OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MUST CONTAI N { mMHSCount r yNane}
ID i d-oc-mhs-country }
mHSADVD OBJECT-CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { MHSADMDNan®}
ID i d-oc- mhs-adnd }
nHSPRVD OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MUST CONTAI N { mMHSPRVDNane}
1D i d-oc-mhs-prnd }

-- Mienoni c OR-address object classes

mHSOr gani zat i on OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N {HSOr gani zat i onNane}

ID i d-oc- mhs-organi zation }
mHSOr gani zati onal Unit OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MUST CONTAI N {mHSOr gani zat i onal Uni t Nane}

1D i d- oc- mhs-organi zational -unit }
nmHSCommonNarre OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N { mHSComonNaneAt t ri but e}

ID i d- oc- mhs- common- nane }
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mHSSur name OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MUST CONTAI N {mHSSur nanmeAt tri but e}
ID i d- oc- mhs- surnane }
nHSG venNare OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N {HSG venNaneAttri but e}
ID i d- oc- mhs-gi ven- narme }
mHSInitials OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MJUST CONTAI N {mHSI nitial sAttribute}
1D id-oc-mhs-initials }
mHSGener ati onQual i fi er OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N {nHSGenerati onQual ifierAttribute}
ID i d-oc- mhs-generation-qualifier }

-- Term nal OR-address object classes

mHSNet wor KAddr ess OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N { mHSNet wor kAddr essAt tri but e}

ID i d- oc- mhs- net wor k- addr ess }
mHSExt endedNet wor kAddr ess OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI'ND structural

MUST CONTAI N { mHSExt endedNet wor kAddr essAttri but e}

ID i d- oc- mhs- ext ended- net wor k- addr ess }
mHSTer m nal 1 denti fier OBJECT-CLASS ::= {

SUBCLASS OF { oRAddr essEl enent }

Kl ND structural

MJUST CONTAI N {mHSTerm nal | dentifierAttribute}

1D id-oc-mhs-termnal -identifier }
mHSTer m nal Type OBJECT- CLASS :: = {

SUBCLASS OF { oRAddr essEl enent }

KI' ND structural

MUST CONTAI N {nHSTer m nal TypeAttri bute}

ID id-oc-nmhs-termnal -type }

-- Nuneric OR-address object classes

mHSNuner i cUser | denti fi er OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
Kl ND structural
MUST CONTAI N {mHSNurreri cUser | dentifierAttribute}
1D i d-oc-mhs-nuneric-user-identifier }

-- Postal OR-address object classes

nHSPDSNane OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI'ND structural
MUST CONTAI N { mMHSPDSNaneAt t ri but e}
ID i d- oc- mhs- pds- nane }
mHSPhysi cal Del i veryCountry OBJECT- CLASS :: = {
SUBCLASS OF { mHSCount r y}
KI ND structural
1D i d- oc- mhs- physi cal -del i very-country-nane }
mHSPost al Code OBJECT- CLASS :: = {
SUBCLASS OF { oRAddr essEl enent }
KI ND structural
MJUST CONTAI N {mHSPost al CodeAttri but e}
1D i d- oc- mhs- post al - code }

-- OR-address el ement nane

OoRAddr essEl ement Nane  ATTRI BUTE :: = {
SUBTYPE OF nane
SI NGLE VALUE TRUE
1D i d- at - or addr ess- el enent - nane }
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-- Common OR-address el enent nanes

mHSCount r yName
SUBTYPE OF
W TH SYNTAX
ID

MHSADNVDNane
SUBTYPE OF
W TH SYNTAX
ID

MHSPRVDNane
SUBTYPE OF
W TH SYNTAX
ID

ATTRI BUTE :: = {

ORAddr essEl ement Nane -- contains | SO 3166 and X. 121 codes only --
DirectoryString {ub-country-nane-nuneric-| ength}

i d-at-mhs-country-nane }

ATTRI BUTE :: = {

oRAddr essEl emrent Narre

DirectoryString {ub-domai n-name-| engt h}
i d- at - mhs- adnd- nane }

ATTRI BUTE :: = {

OoRAddr essEl enent Nane

DirectoryString {ub-donai n-nane-| engt h}
i d- at - mhs- prnd- nane }

-- Menoni ¢ OR-address el ement names

mHSOr gani zat i onNane

ATTRI BUTE :: = {

SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-organization-nane-| engt h}
1D i d- at - mhs- or gani zat i on- nane }
mHSOr gani zat i onal Uni t Nane ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-organizational -unit-name-|ength}
ID i d- at - mhs- organi zati onal -uni t-nane }
mHSConmonNaneAt tri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-comon-nane-| engt h}
ID i d- at - mhs- cormon- nane }
mHSSur naneAttri bute ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-surnane-I ength}
1D i d- at - mhs- sur nanme }
mHSG venNaneAttri bute ATTRIBUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-given-namne-| ength}
ID i d- at - mhs- gi ven-nane }

mHSInitial sAttribute

ATTRI BUTE :: = {

SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-initials-Iength}
1D id-at-mhs-initials }
mHSGener ati onQual i fierAttribute ATTRI BUTE ::= {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-generation-qualifier-I|ength}
ID i d-at-nmhs-generation-qualifier }

-- Term nal OR-address el enment nanes

mHSNet wor KAddr essAttri bute ATTRIBUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-x121-address-| ength}
ID i d- at - mhs- net wor k- addr ess }

mHSExt endedNet wor kAddr essAttri bute ATTRI BUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nanme
W TH SYNTAX DirectoryString {ub-extended-network-address-| ength}
1D i d- at - mhs- ext ended- net wor k- addr ess }

ub- ext ended- net wor k- addr ess-1 ength | NTEGER :: = 256

mHSTer mi nal I dentifierAttribute ATTRIBUTE :: = {
SUBTYPE OF OoRAddr essEl enent Nane
W TH SYNTAX DirectoryString {ub-terminal-id-Iength}
1D id-at-mhs-termnal -identifier }

mHSTer m nal TypeAttri bute ATTRI BUTE ::= {
SUBTYPE OF oRAddr essEl emrent Namre
W TH SYNTAX DirectoryString {ub-term nal -type-I|ength}
ID id-at-nmhs-termnal -type }

ub-termnal -type-length INTEGER ::= 5
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-- Numeric OR-address el enment nanes
mHSNuneri cUserl dentifierAttri bute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-numeric-user-id-Iength}
ID i d-at-nhs-nuneric-user-identifier }
-- Postal OR-address el ement nanes
mHSPDSNaneAt t ri but e ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl ement Namre
W TH SYNTAX DirectoryString {ub-pds-nane-| ength}
ID i d- at - mhs- pds-nane-attribute }
mHSPost al CodeAttri bute ATTRI BUTE :: = {
SUBTYPE OF oRAddr essEl emrent Narre
W TH SYNTAX DirectoryString {ub-postal-code-I ength}
ID i d- at - mhs- post al - code }

-- OR-address-subtree nane forns

mHSCount r yNameFor m

NAME- FORM : : = {

NAMES mHSCount ry

W TH ATTRI BUTES { nHSCount r yNane}

ID i d-nf-nhs-country }
mMHSADMDNaneFor m NAME- FORM : : = {

NAMES mHSADVD

W TH ATTRI BUTES { mHSADNVDNane}

ID i d- nf-nmhs-adnd }
mMHSPRMVDNaneFor m NAME- FORM : : = {

NAMES mHSPRVD

W TH ATTRI BUTES { mHSPRVDNane}

ID id-nf-nmhs-prmd }
mHSOr gani zat i onNaneFor m NAMVE- FORM : @ = {

NAMES mHSOr gani zat i on

W TH ATTRI BUTES {nHSOr gani zat i onNane}

ID i d- nf - mhs- organi zation }
mHSOr gani zat i onal Uni t NaneFor m NAMVE- FORM : : = {

NAMES mHSOr gani zat i onal Uni t

W TH ATTRI BUTES {nHSOr gani zat i onal Uni t Nane}

ID i d- nf - mhs-organi zational -unit }
mHSConmonNaneFor m NAME- FORM : : = {

NAMES mHSConmonNane

W TH ATTRI BUTES {nHSCommonNaneAt tri but e}

ID i d- nf - mhs- common- nane }

mHSSur nameNameFor m

NAME- FORM : : = {

NAMES mHSSur nanme

W TH ATTRI BUTES {nmHSSur naneAttri but e}

ID i d- nf - mhs- surnane }
mHSG venNaneNameForm  NAME- FORM :: = {

NAMES nHSG venName

W TH ATTRI BUTES {nmHSG venNaneAttri but e}

ID i d- nf - mhs- gi ven-nane }
mHSI ni ti al sNameForm NAME- FORM : : = {

NAMES mHSInitials

W TH ATTRI BUTES {nHSInitial sAttri bute}

ID id-nf-nmhs-initials }
mHSCGener at i onQual i fi er NaneFor m NAVE- FORM : : = {

NAMVES mHSGener ati onQual i fi er

W TH ATTRI BUTES {nHSGenerationQualifierAttribute}

ID i d-nf-nhs-generation-qualifier }
mHSNet wor KAddr essNameFor m NAME- FORM : : = {

NAMES mHSNet wor KAddr ess

W TH ATTRI BUTES { nmHSNet wor KAddr essAt t ri but e}

ID i d- nf - mhs- net wor k- addr ess }
mHSExt endedNet wor kAddr essNameFor m NAMVE- FORM : : = {

NAMES mHSExt endedNet wor KAddr ess

W TH ATTRI BUTES { mHSExt endedNet wor kAddr essAt tri but e}

ID i d- nf - mhs- ext ended- net wor k- addr ess }
mHSTer m nal | denti fi er NaneFor m NAMVE- FORM : : = {

NAMES mHSTer m nal | denti fier

W TH ATTRI BUTES {nHSTerm nal | dentifierAttribute}

ID id-nf-mhs-termnal -identifier }
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mHSTer m nal TypeNaneFor m NAVE- FORM : : = {

NAMES mHSTer m nal Type

W TH ATTRI BUTES {nmHSTer m nal TypeAttri but e}

ID id-nf-nmhs-termnal -type }
mHSNuner i cUser | dent i fi er NameFor m NAME- FORM : : = {

NAMES mHSNurrer i cUser | denti fi er

W TH ATTRI BUTES {nmHSNuneri cUserldentifierAttribute}

ID i d-nf-nhs-nuneric-user-identifier }
mHSPDSNaneNanmeFor m NAMVE- FORM : : = {

NAMES nHSPDSNane

W TH ATTRI BUTES {nHSPDSNaneAttri but e}

1D i d- nf - mhs- pds- nanme }
mHSPhysi cal Del i ver yCount r yNameFor m NAMVE- FORM : : = {

NAMES mHSPhysi cal Del i veryCountry

W TH ATTRI BUTES {nmHSCount r yNane}

1D i d- nf - mhs- physi cal -del i very-country }
mHSPost al CodeNanmeFor m NAMVE- FORM : : = {

NAMES mHSPost al Code

W TH ATTRI BUTES {nHSPost al CodeAttri but e}

1D i d- nf - mhs- post al - code }

END -- of MHS-routing OR- address-subtree
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Annex D

OR-address-subtree structure

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex describes the DIT structure of the OR-address-subtree using the name forms defined in 8.6.

The integer identifiers assigned in this annex and used in Figure D.1 are arbitrary and have no global (or standardized)
significance. A particular structure rule identifier has significance only within the scope of the subschema in which it
applies. However, the relationships shown between OR-address elements reflect those defined in 9.1.3.4 and are
normative.

OR-address
Subtree Base

%
MHS Network
Address
26 @

25 24 2
MHS ADMD 33
31
. 3 29
4 30
MHS Numeric
5 User ID
12 MHS Organization )
14
6 10 8 9 13 34
(7 MHS PDS
MHSOrganizational Name
Unit 11 v 35
15 MHS Common
MHS Surname <— 36

18
17 MHS Postal
. Code
MHS Given Name TIS09160-99/d05
19
20 21

MHS Generation 22
Qualifier

from
immediate .
superior Object Class

to
immediate
subordinate

Figure D.1 - OR-address subtree structure
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D.1 Common OR-addr ess elements

NOTE — Certain structure rules may be disallowed under MHS ADMD, for an ADMD value of single space, in those countries

where this value is permitted. Other structure rules may be disallowed under an ADMD value of single zero.
D.1.1  MHSCountry
The attribute MHS Country Name is used for naming.

OR-address Subtree Base may be the immediate superior of entries of object class MHS Country.

srl

NAMVE FORM
I D

D.1.2 MHSADMD

STRUCTURE- RULE :: = {

mHSCount r yNameFor m
1}

The attribute MHS ADMD Name is used for naming.

MHS Country may be the immediate superior of entries of object classMHS ADMD.

sr2  STRUCTURE- RULE :: = {
NAVE FORM MHSADVDNaneFor m
SUPERI OR RULES  {sr1}
I D 2}

D.1.3 MHSPRMD

The attribute MHS PRMD Name is used for naming.

MHS ADMD may be the immediate superior of entries of object class MHS PRMD.

sr3  STRUCTURE- RULE :: = {
NAVE FORM MHSPRVDNaneFor m
SUPERI OR RULES  {sr 2}
I D 3}

D.2 M nemonic OR-addr ess elements

D.21  MHSOrganization

The attribute MHS Organization Name is used for naming.

MHS ADMD or MHS PRMD may be the immediate superior of entries of object class MHS Organization.

sr4  STRUCTURE- RULE :: = {
NAMVE FORM mHSOr gani zat i onNaneFor m
SUPERI OR RULES {sr2}
ID 4}

sr5 STRUCTURE- RULE :: =

NAME FORM
SUPERI OR RULES
ID

mHSOr gani zat i onNaneFor m
{sr3}
51}

D.22 MHSOrganizational Unit

The attribute MHS Organizational Unit Name is used for naming.

MHS Organization or MHS Organizational Unit may be the immediate superior of entries of object class MHS
Organizational Unit.

sr6 STRUCTURE- RULE ::= {
NAMVE FORM mHSOr gani zat i onal Uni t NaneFor m
SUPERI OR RULES  {sr4 | srb5}
ID 6 }

sr7 STRUCTURE- RULE :: =

NAVE FORM
SUPERI OR RULES
I D

mHSOr gani zat i onal Uni t NaneFor m
{sr6}
71
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D.23

The attribute MHS Common Name Attribute is used for naming.
MHS ADMD, MHS PRMD, MHS Organization or MHS Organizational Unit may be the immediate superior of entries

MHS Common Name

of object class MHS Common Name.

D.24

sr8
NAVE FORM
SUPERI OR RULES
ID

sr9
NAVE FORM
SUPERI OR RULES
ID

sri10
NAVE FORM
SUPERI OR RULES
ID

srll
NAVE FORM
SUPERI OR RULES
I D

MHS Surname

STRUCTURE- RULE : :

STRUCTURE- RULE : :

STRUCTURE- RULE

STRUCTURE- RULE ::

mHSConmonNaneFor m

{sr2}

8}
mHSConmonNaneFor m
{sr3}

9}

=
mHSConmonNaneFor m
{sr4 | sr5}

10 }
mHSConmonNaneFor m
{sr6 | sr7}

11 }

The attribute MHS Surname Attribute is used for naming.

MHS ADMD, MHS PRMD, MHS Organization, MHS Organizational Unit, or MHS Common Name may be the

immediate superior of entries of object class MHS Surname.

D.25

The attribute MHS Given Name Attribute is used for naming.

MHS Surname may be the immediate superior of entries of object class MHS Given Name.

= {
mHSG venNameNaneFor m
{sr12 | sr13 | sr14 | sr15 | sr16}

D.26

sri2
NAVE FORM
SUPERI OR RULES
ID

sri3
NAVE FORM
SUPERI OR RULES
ID

srl4
NAVE FORM
SUPERI OR RULES
I D

srl5
NAMVE FORM
SUPERI OR RULES
I D

srl6
NAMVE FORM
SUPERI OR RULES
I D

MHS Given Name

sr17 STRUCTURE- RULE :

NAVE FORM
SUPERI OR RULES
I D

MHS Initials

STRUCTURE- RULE

STRUCTURE- RULE

STRUCTURE- RULE :

STRUCTURE- RULE :

STRUCTURE- RULE

mMHSSur nameNameFor m
{sr2}
12 }

mMHSSur nanmeNameFor m
{sr3}
13 }

mHSSur nanmeNameFor m
{sr4 | srb5}
14 }

mHSSur naneNameFor m
{sr6 | sr7}
15 }

1= {

mHSSur nameNameFor m

{sr8 | sr9 | srl0 | srl1}

16 }

17 }

The attribute MHS Initials Attribute is used for naming.

MHS Surname or MHS Given Name may be the immediate superior of entries of object class MHS Initials.
=

56

sr18 STRUCTURE- RULE

NAME FORM
SUPERI OR RULES
ID

mHSI ni ti al sNanmeFor m

{sr12 | sr13 | sr14 | sr15 | sri6}

18 }
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sr19 STRUCTURE- RULE :: = {
NAMVE FORM mHSI ni ti al sNameFor m
SUPERI OR RULES {sr17}
ID 19 }

D.2.7

MHS Generation Qualifier

The attribute MHS Generation Qualifier Attribute is used for naming.

MHS Surname, MHS Given Name, or MHS Initials may be the immediate superior of entries of object class MHS
Generation Qualifier.

sr20

sr21

sr22

D.3

D.3.1

STRUCTURE- RULE ::

NAVE FORM
SUPERI OR RULES
I D

STRUCTURE- RULE :

mHSGener at i onQual i fi er NaneFor m
{sr12 | sr13 | sr14 | sr15 | sr16}
20 }

1= {

NAMVE FORM mHSGener at i onQual i fi er NaneFor m
SUPERI OR RULES {sr17}
ID 21}

STRUCTURE- RULE ::

NAVE FORM
SUPERI OR RULES
I D

MHS Network Address

mHSGener at i onQual i fi er NaneFor m
{sr18 | sr19}
22}

Terminal OR-address elements

The attribute MHS Network Address Attribute is used for naming.
The base, MHS ADMD, or MHS PRMD may be the immediate superior of entries of object class MHS Network

Address.
sr23 STRUCTURE- RULE :: = {
NAMVE FORM mHSNet wor kAddr essNameFor m
ID 23}
sr24 STRUCTURE- RULE :: = {
NAMVE FORM mHSNet wor kAddr essNameFor m
SUPERI OR RULES {sr2}
ID 24 }
sr25 STRUCTURE- RULE :: =
NAMVE FORM mHSNet wor kAddr essNameFor m
SUPERI OR RULES {sr3}
ID 25}
D.3.2 MHS Terminal Identifier

The attribute MHS Terminal Identifier Attribute is used for naming.

MHS Network Address may be the immediate superior of entries of object class MHS Terminal Identifier.

sr26 STRUCTURE- RULE :: = {

D.3.3

NAVE FORM
SUPERI OR RULES
I D

MHS Terminal Type

mHSTer m nal 1 denti fi er NaneFor m
{sr23 | sr24 | sr25}
26 }

The attribute MHS Terminal Type Attribute is used for naming.

MHS Network Address or MHS Terminal Identifier may be the immediate superior of entries of object class MHS
Terminal Type.

sr27 STRUCTURE- RULE :: = {

NAVE FORM
SUPERI OR RULES

mHSTer m nal TypeNanmeFor m
{sr23 | sr24 | sr25}

ID 27 }
sr28 STRUCTURE-RULE :: =
NAVE FORM mHSTer m nal TypeNanmeFor m
SUPERI OR RULES  {sr 26}
ID 28 }
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D4

D4.1

Numeric OR-address e ements

MHS Numeric User |dentifier

The attribute MHS Numeric User Identifier Attributeis used for naming.

MHS ADMD or MHS PRMD may be the immediate superior of entries of object class MHS Numeric User Identifier.

D.5

D.5.1

sr29 STRUCTURE- RULE :: = {
NAMVE FORM mHSNuner i cUser | denti fi er NameFor m
SUPERI OR RULES {sr2}
ID 29 }

sr30 STRUCTURE- RULE :: =
NAMVE FORM mHSNuner i cUser | denti fi er NameFor m
SUPERI OR RULES {sr3}
ID 30 }

Postal OR-addr ess el ements

MHSPDS Name
The attribute MHS PDS Name Attribute is used for naming.

MHS ADMD or MHS PRMD may be the immediate superior of entries of object class MHS PDS Name.

D.5.2

sr31 STRUCTURE- RULE :: = {
NAMVE FORM mHSPDSNaneNameFor m
SUPERI OR RULES  {sr2}
ID 31}

sr32 STRUCTURE-RULE :: =
NAMVE FORM mHSPDSNaneNameFor m
SUPERI OR RULES  {sr3}
ID 32}

MHS Physical Delivery Country

The attribute MHS Country Name Attribute is used for naming.

MHS ADMD, MHS PRMD or MHS PDS Name may be the immediate superior of entries of object class MHS Physical
Delivery Country.

D.53

sr33 STRUCTURE- RULE :: = {

sr34

sr35

NAVE FORM
SUPERI OR RULES
I D

STRUCTURE- RULE :

NAVE FORM
SUPERI OR RULES
I D

STRUCTURE- RULE :

NAVE FORM
SUPERI OR RULES
I D

MHS Postal Code
The attribute MHS Postal Code Attribute is used for naming.

mHSPhysi cal Del i ver yCount r yNameFor m
{sr2}
331}

={

mHSPhysi cal Del i ver yCount r yNameFor m
{sr3}

34}

={

mHSPhysi cal Del i ver yCount r yNameFor m
{sr31 | sr32}

35}

MHS Physical Delivery Country may be the immediate superior of entries of object class MHS Postal Code.

58

sr36 STRUCTURE-RULE ::= {

NAME FORM
SUPERI OR RULES
ID

mHSPost al CodeNaneFor m
{sr33 | sr34 | sr35}
36 }
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Annex E

Example of extension to the OR-address-subtree schema for MHS Network Address
(This annex does not form an integral part of this Recommendation | International Standard)

Clause 8.5 states that when generating an OR-address-element from an extended network address, the latter is converted
to a string according to the rules of Annex F of ITU-T Rec. X.402 | ISO/IEC 10021-2. Routing advice may subsequently
be derived by applying aregular expression match to the string.

In domains where the numeric OR-address form is in use, however, it may be necessary to make routing decisions
according to specific subfields of the network address, partitioned according to the national numbering plan in use. In
these cases, the OR-address-subtree schema may be extended to model appropriate subfields of the network address.

NOTE — From digit analysis of a presented network address, it should be possible to determine the appropriate rules to partition an
address of that form and so determine the relevant naming attributes that constitute the Directory name.
El Network address subfield object classes

The MHS Network CC, MHS Network NDC, and MHS Network SN object classes are specific to the Terminal
OR-address form:

mHSNet wor KCC OBJECT- CLASS :: = {

SUBCLASS OF {or Addr essEl enent }

KI ND structural

MJST CONTAI N { mHSNet wor kCCNane}

I D i d- oc- mhs-network-cc }
mHSNet wor KNDC OBJECT- CLASS :: = {

SUBCLASS OF {or Addr essEl enment }

KI'ND structural

MUST CONTAI N { mHSNet wor kNDCNane}

ID i d- oc- mhs- net wor k- ndc }
mHSNet wor KSN OBJECT- CLASS :: = {

SUBCLASS OF {or Addr essEl enment }

KI'ND structural

MUST CONTAI N { mHSNet wor k SNNane}

ID i d- oc- mhs- net wor k-sn }

NOTE — These correspond to the country code (CC), national destination code (NDC) and subscriber number (SN) fields defined
inITU-T Rec. E.164.
E.2 Network address subfield Element Names

The MHS Network CC Name, MHS Network NDC Name, and MHS Network SN Name attribute types are specific to
the Terminal OR-address form:

mHSNet wor KCCNanme ATTRI BUTE :: = {
SUBTYPE OF or Addr essEl enment Nane
W TH SYNTAX DirectoryString (SIZE(1..3))
ID i d- at - mhs- net wor k- cc- nane }
mHSNet wor kKNDCNanme ATTRI BUTE: : = {
SUBTYPE OF or Addr essEl enent Nane
W TH SYNTAX DirectoryString
ID i d- oc- mhs- net wor k- ndc- nane }
mHSNet wor kSNNane ATTRI BUTE: : = {
SUBTYPE OF or Addr essEl enent Nane
W TH SYNTAX DirectoryString
1D i d- oc- mhs- net wor k- sn- nane }

E.3 Networ k address subfield name forms

The name forms defined below specify a possible extension to the OR-address-subtree schema to accommodate
partitioned network addresses:

mHSNet wor KCCNarmreFor m NAME- FORM : : = {
NAMES mHSNet wor KCC
W TH ATTRI BUTES { nHSNet wor kCCNane}
I D i d- nf - mhs- network-cc }
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mHSNet wor KNDCNameFor m NAME- FORM : = {

NAMES mHSNet wor KNDC
W TH ATTRI BUTES { mHSNet wor kNDCNane}
ID i d- nf - mhs- net wor k- ndc }
mHSNet wor KSNNarmeFor m NAME- FORM : = {
NAMES mHSNet wor kSN
W TH ATTRI BUTES { mHSNet wor k SNNane}
ID i d- nf - mhs- net work-sn }

E.4 Networ k address subfield structurerules

The following structure rules are defined:

sr37 STRUCTURE-RULE :: =

NAVE- FORM mHSNet wor KCCNameFor m
ID 37 }

sr38 STRUCTURE- RULE :: = {
NAVE FORM mHSNet wor KCCNaneFor m
SUPERI OR RULES {sr2}
1D 38 }

sr39 STRUCTURE- RULE ::= {
NAVE FORM mHSNet wor KCCNaneFor m
SUPERI OR RULES {sr3}
1D 39}

sr40 STRUCTURE- RULE :: = {
NAMVE FORM mHSNet wor kNDCNanmeFor m
SUPERI OR RULES {sr37 | sr38 | sr39}
ID 40 }

sr41 STRUCTURE- RULE :: = {
NAVE FORM mHSNet wor k SNNaneFor m
SUPERI OR RULES {sr 40}
ID 41 }

Figure E.1 illustrates this extension to the OR-address-subtree schema for MHS Network Address.

OR-address
Subtree Base

40

MHS network
NDC

TISO9170-99/d06

Figure E.1 — OR-address subtree schema for MHS Networ k Address
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Annex F

MHS-routing example applications
(This annex does not form an integral part of this Recommendation | International Standard)

The mechanisms provided by Directory-based MHS-routing are intended to cover a wide range of requirements, ranging
from the smallest PRMD with two MTAs (the case of asingle MTA istoo simple to justify this technology), up to very
large PRMDs with devolved management, and is also applicable to public service situations. The examples given below
are intended to show how the mechanisms provided solve the various problems posed by these types of organization —
many alternative configurations are also possible.

F.1 Simple PRMD

This example comprises a smple PRMD with several MTASs (say 10), most of which support mailboxes for usersin the
building or location where the MTA is installed. Some of the MTAs also support external connections to ADMD
services or other PRMDs. Most of the MTAs are connected to an X.25 network, but a few support dial-up APS
connections.

Without MHS-routing, the users would be obliged to use addresses where an Organizational Unit identified the MTA on
which their mailbox resided, and the internal routing would typically require all messages to pass through a central hub,
in order to minimize the maintenance requirements of multiple routing tables. Using MHS-routing, a user can be
assigned an address that reflects organizational structure rather than the location where the user happens to be based, and
the internal routing will typically be direct from source to destination MTA. The reduces the load on the central hub
MTA, and, if replication is used in the DSAS, avoids asingle point of failure.

For this configuration, only one level of routing-collective hierarchy is required - each MTA is a routing-collective, and
there is one additional routing-collective, corresponding to the entire PRMD. If the other parties that offer external
connections do not provide routing information in an accessible Directory, some ‘dummy' routing-collectives will be
required to represent the MTAS in these external domains; these will indicate the information required to establish a
connection to the MTAs in question.

The internal network forms one connection-group; each of the connections to dial-up MTAs is represented as a separate
connection-group, and each connection to an external PRMD or ADMD will also be represented by a connection-group.
All of the MTAs are members of the ‘internal network' connection-group, while only the MTAs at either end of each
external connection (bilateral agreement) are members of the corresponding connection-group. The connection-groups
for the bilateral agreements and ADMD connections are specified as entry- and exit-connection-groups for the ‘whole
PRMD' routing-collective.

One OR-address-subtree is sufficient: this will contain entries for al of the internal users OR-addresses (containing
routing-advice that indicates the delivering MTA for each), but at the top level of the OR-address-subtree the branches
will typically be truncated at Country or PRMD level. There will be entries corresponding to all the destinations offered
by the ADMD, each containing routing-advice pointing to the ‘dummy' routing-collective for the ADMD’s MTA.
Similarly, the entries in the OR-address-subtree representing the PRMDs with bilateral agreements contain routing-
advice pointing to those MTAs.

The local-use-tables used by an MTA for MHS-routing are constructed dynamically by a procedure that reads routing-
collective and connection-group information from the Directory. In this case, the local-use-tables will be very small,
since the MTAs are modest in number and mostly share a connection-group.

F.2 Large PRMD with autonomous departments

This example might apply to alarge corporation where individual departments or business units run their own messaging
systems but connect to a central infrastructure run by a central 1T group, or might apply in similar situations in the public
sector, such as the academic network in a country, with individual Universities operating at various levels of autonomy.

There will be at least two levels of routing-collective hierarchy. Each routing-MTA is itself a routing-collective; in
addition, each department is represented by a routing-collective containing all the MTAs that it manages; and finally,
there is a further routing-collective for the entire domain. Some departments may be sufficiently large that they require
another layer of hierarchy if the MTAs in the department are not managed by a single group. A single layer of hierarchy
does not preclude multiple administrators — the local users on each MTA may be administered by a local operator by
simply granting that person update access to the appropriate parts of the OR-address-subtree. An additional level of
hierarchy is required when the local management is allowed to take autonomous policy decisions, such as setting up
private bilateral links to other PRMDs, imposing network connectivity policies, or keeping their interna structure
entirely confidential.
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Connection-groups will be set up as before to represent physical connectivity and also to realize local policy. For
example, if the MTAs are all connected to a corporate network, but departmental MTAs are not permitted to
communicate directly with external departmental MTAsS, this can be enforced by creating a separate connection-group
for those MTAS.

Most of the MTAs will have two or more OR-address-subtrees: one provided by local management, listing all of the
departmental users, but with no other information (i.e. other domains are totally omitted, rather than given 'dummy'
entries as in the previous example). A second OR-address-subtree will be provided by the corporate administrators,
indicating all of the other departments and the corporate gateways (e.g. ADMD and PRMD links). The corporate
OR-address-subtree will typically be fairly truncated, going down as far as PRMD level for most of the external
connections, and down to Organization or Organizational Unit for all of the internal departments. In the case of the
Organization entries in the corporate OR-address-subtree, there will usually be routing-advice identifying the routing-
collective that encloses each department, but in the case of departments that are prepared to disclose their internal
structure, and allow direct connections to their internal MTAS, the Organization entry may be a Directory alias pointing
to an appropriate entry in the full OR-address-subtree maintained by the department. For external PRMD links, more
detail may be required in the corporate OR-address-subtree if there are multiple connections to the peer domain, to allow
the nearest gateway to be selected. In order to simplify local tables, the corporate OR-address-subtree will normally
contain routing-advice which identifies the gateway MTAS, rather than the MTAs in the destination domains — the
gateway MTASs themselves will be configured to access an additional OR-address-subtree containing al this detailed
information.

F.3 Internal use by ADMDs

It was previously assumed that the routing problem for ADMDs was trivial and easily solved by manual tables.
However, ADMD operators will increasingly have more complex problems to address, as various developments occur:

— Asthe number of customers increases, such that ADMDs need multiple MTAS for customer connections,
there is a need to keep track of which customer is connected to which MTA.

—  Theuse of the 'single space’ ADMD name means that all of the ADMDs in a country need to keep track of
those domains which use single space, regardless of which ADMD(s) they are customers.

— Introduction of internationally-registered domain names requires all ADMDs worldwide to keep track of
users of these domain names as there is no country code to localize the information.

— Irrespective of the use of international names, the existence of multinational organizations will require
counter-intuitive routing behaviour. For example a corporation that is connected to ADMDs in both the
UK and the USA may use addresses:

P=Corp; A=xxx; C=GB and
P=Corp; A=yyy; C=US

The corporation may want ADMD xxx (and idealy al ADMDs in the UK) to route both of these
addresses through the connection between xxx and Corp, rather than routing across the ADMD backbone
to the USA. For commercial reasons, Corp may also wish to use the address (P=Corp; A=xxx; C=DE)
despite not having a physical ADMD connection in Germany. If xxx is a multinational ADMD, it may
offer thisasa service.

These problems can be solved by the community of ADMD operators setting up a private Directory containing a very
simple OR-address-subtree which descends to PRMD level. Each ADMD is represented by a routing-collective, and the
routing-advice present in each entry of the tree identifies the ADM D/routing-collective responsible for that domain.

In large countries, ADMD operators may have customers who require multiple connections to the ADMD, e.g. a USA
east coast and west coast ADMD connection. These customers may prefer that messages enter their domain by means of
the closest entry point. This can be arranged by those customers providing to the ADMD an OR-address-subtree which
provides sufficient detail to identify the preferred entry point (perhaps going down to Organization or Organizational
Unit level). The ADMD may collect all of these customer-provided OR-address-subtrees into one tree suitable for use by
the ADMD’s MTASs, either by giving customers update access to appropriate portions of an ADMD-provided
OR-address-subtree, or by populating such a subtree with Directory aliases pointing to the appropriate portions of
customer-hosted OR-address-subtrees.

F.4 'Public access in a community

Some communities have limited requirement for the tight control implied by the conventiona MHS use of ADMD
connections and bilateral links. Rather than establishing multiple bilateral agreements with all possible communicating
parties, they would prefer simply to publicise their OR-addresses, and the network-address of the MTAs on some public
network, and permit anyone to communicate directly. This scenario typically applies to research communities and similar
groups, and is the model for Internet messaging.
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MHS-routing allows this approach to be applied to MHS messaging. The community must agree one OR-address-
subtree, with each organization being delegated access rights to their portion of it (as happens normally with the global
DIT). Organizations provide sufficient detail in this public OR-address-subtree to identify either their delivering MTAS,
or entry-point gateways (according to network connectivity, and policy), and connection-groups are assigned to the
widely available networks. For example, there might be connection-groups for ‘open access using RFC1006 over IP,
‘open access over public X.25', and 'open access over the European academic X.25 network'. The OR-address-subtree in
the Directory could be based at the actual Directory root (if sufficient worldwide agreement could be achieved for this),
or based in some arbitrary part of the DIT for a more specific community, such as 'European academic networks.

In example F.2, the 'national academic network' would probably configure its MTAs with a total of three OR-address-
subtrees. Firstly, the OR-address-subtree containing local users; secondly, the 'global’ OR-address-subtree for direct
delivery to other 'open' institutions; and finally the centrally-maintained OR-address-subtree giving access to centra
gateways.
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(This annex does not form an integral part of this Recommendation | International Standard)

This annex contains an example of the effect of applying the Routing-knowledge-acquisition procedure defined in 9.1.5
to the routing-collective-subtree illustrated in Figures 1 and 2. Table G.1 shows the entry- and transit-exit-connection-
groups stored in the Directory entries of each routing-collective. Table G.2 shows the key-routing-collectives and

Annex G

Routing knowledge acquisition example

indirect-exit-connection-groups held in the local -use-tables of a specific routing-MTA.

Table G.1 — Connection-groupsin routing-collective examples

Routing-collective Entry-connection-groups Transit-exit-connection-groups
name
X CG3, CG6 CG3, CG6
A CG2 CG2
Al CG2 CG2
A2 CGl CGl
A3 CGl, CG2 CGl, CG2
B CG2, CG3,CG4 CG2, CG3,CG4
B.1 CG2, CG3 CG2, CG3
B.2 CG3,CG4 CG3,CG4
B.3 CG3 CG3
C CG4, CG6 CG4, CG6
C1l CG4, CG5 CG4, CG5
C2 CG5 CG5
C3 CG5, CG6 CG5, CG6
Cc31 CG5, CG6 CG5, CG6
C32 CG5 CG5
NOTE — The fact that the entry- and transit-exit-connection-groups listed for each routing-
collective are identical indicates that al connections in this example are bi-directional. No
| ocal-exit-connection-groups are defined.

Table G.2 — Local-use-tablesfor routing-collective B.3

Key-routing-collective names Next-MTAs

@ B.1 ® MTAB.1
@) B.2 ©) MTA B.2
®) A 12 MTAB.1
® C 13 MTAB.2

I ndirect-exit-connection-groups Next-MTAs
® CG2 (10 MTAB.1
) CG4 an MTA B.2
@ CG6 ) MTA B.2
NOTE — The numbers in parentheses indicate the order in which the
corresponding items of information were discovered in the course of
executing the Routing-knowledge-acquisition procedure.
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Annex H

Profile and Connection-group I dentifiers

(This annex does not form an integral part of this Recommendation | International Standard)

H.1 Common Profiles

MTAs employ avariety of Network and Transport layer protocols to support the message transfer function. In particular,
three profiles are in common use:

—  TPO over X.25(80);
—  TPO over TCP/IP as defined in RFC1006;
— TPOover APS as defined in X.445.

The Object Identifiers corresponding to these profiles are as follows:
i d- pro-x25 OBJECT IDENTIFIER ::= {joint-iso-itu-t mhs(6) routing(10) profiles(4) x25(0)}

i d-pro-rfcl006 OBJECT IDENTIFIER ::= {joint-iso-itu-t mhs(6) routing(10) profiles(4)
rfcl006(1)}

i d- pro-x445 OBJECT IDENTIFIER ::= {joint-iso-itu-t mhs(6) routing(10) profiles(4) x445(2)}
These object identifiers may be assigned to certain Directory attributes to indicate the ability to support a particular
protocol or profile for the Network and Transport layers in some instance of communication:

a) Anentry of the MHS Message Transfer Agent object class may contain the Protocol Information attribute
type defined in 5.9.3 of ITU-T Rec. X.520 | ISO/IEC 9594-6. This attribute qualifies the Presentation
Address attribute by associating profile values with some or all of the network addresses listed in the
nAddresses component of the Presentation Addresses attribute.

b) An entry of the Connection Group object class may contain the Connection Type attribute type defined
in 7.2.3.2. This attribute may contain a profiles component to indicate the protocols or profiles supported
by a connection-group.

H.2 | SP profiles

Various Transport Group profiles have been defined within the framework of ISP standardization and are reproduced in
Table H.1. For further information see 6.1.2 of ISO/IEC TR 10000-2:1995, and 8.2.1 of ISO/IEC 10616:1995.

TableH.1—Transport Group profiles

Group Type Details

TA COTSover CLNS -

TB COTS over CONS Mandatory  Transport  Protocol;
Classes: 0, 2, and 4

TC COTS over CONS Mandatory  Transport  Protocol;
Classes: 0 and 2

TD COTS over CONS Mandatory  Transport  Protocol;
Class. 0

TE COTS over CONS Mandatory  Transport  Protocol;
Class. 2

UA CLTSover CLNS -

uB CLTS over CONS -
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The Object Identifiers assigned to the groups are as follows:
{iso(1) identified-organization(3) ewos(16) eg(2) I1(3) transport-group(1l) tA(1)}
{iso(1) identified-organization(3) ewos(16) eg(2) I1(3) transport-group(l) tB(2)}
{iso(1) identified-organization(3) ewss(16) eg(2) I1(3) transport-group(l) tC(3)}
{iso(1) identified-organization(3) ewos(16) eg(2) I1(3) transport-group(l) tD(4)}
{iso(1) identified-organization(3) ewos(16) eg(2) I1(3) transport-group(1l) tE(5)}
{iso(1) identified-organization(3) ewos(16) eg(2) I1(3) transport-group(1l) uA(6)}
{iso(1) identified-organization(3) ewos(16) eg(2) I1(3) transport-group(l) uB(7)}

H.3 Common profile connection-groups

For each of the profiles defined in H.1, a community of MTAs exists which operates as an "open" (unenumerated)
connection-group employing the corresponding communications technology. To refer to these connection-groups in
MHS-routing, it is necessary to define values for the Directory entries that notionally correspond to them.

The following values, assigned to attributes of the Connection Group object class, apply to the three profiles:
a Common Name: seetable H.2
b) Enumerated Flag: false
¢) Connection Type:
1) Application Context: mts-transfer
2) Profiles: seetable G.2
3) DN-used-in-A-ASSOCIATE: true
4) Network Address Reliable: seetable H.G.2
5) Authentication-method: simple-authentication
d) Group MTA Password: absent
€) Member MTA: absent
f)  Security Context: absent

Table H.2 indicates attribute values that vary according to each profile.

Table H.2 — Per profile attribute values

Connection Type
Profile Common Name Profiles Network-address-
reliable

TPO over X.25(80) {CN="ISO/IEC 10021-10", i d- pro-x25 true
CN="X.25(80)"}

TPO over TCP-IP as defined in {CN="ISO/IEC 10021-10", i d-pro-rfcl006 | true

RFC1006 CN="RFC1006"}

TPO over APS as defined in X.445 {CN="ISO/IEC 10021-10", i d- pr o- x445 false
CN="X.445"}

All routing-MTAS may assume that these three entries exist with the attribute values indicated. Notionally, these entries
exist immediate below the DIT root, and contain a single relative distinguished name (consisting of two values of
Common Name).

The Common Names defined above may be used as values of the Connection Group Name attribute type to identify the
corresponding connection-groups when defining a routing-collective's entry- and exit-connection-groups. The use of
these Connection Group Names does not preclude the use of alternative names within specific communities.
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Annex |

Glossary of terms
(This annex does not form an integral part of this Recommendation | International Standard)

The following terms are used in this Recommendation | International Standard:

connection-group: A group of connections over which messages may be directly exchanged between
members of a set of MTAS, using a specific MHS transfer protocol over acommon network.

entry-connection-group: A connection-group that may be used to transfer messages into a routing-
collective.

enumerated connection-group: A type of connection-group defined by enumerating the Directory names
of itsmember MTAS.

indirect-exit-connection-groups. For a given routing-collective, the exit-connection-groups available
through its key-routing-collectives but not directly available to the routing-collective itself.

key-routing-collectives: For a given routing-collective, the minimal set of routing-collectives in its
routing-collective subtree sufficient to acquaint it with knowledge of the complete subtree.

local-exit-connection-group: A connection-group that may be used to transfer locally originated messages
out of arouting-collective.

local-use-tables. Information required to perform MHS-routing, derived from that constructed by an
administrator, and acquired by an MTA oninitialization.

MHSrouting: By means of the procedures defined in this Recommendation | International Standard, the
process of selecting, given an OR-address, the MTA to which a message should next be sent.

next-MTA: The MHS Message Transfer Agent which is the best route that a routing-MTA is able to
determine for the next stage of message transfer.

OR-address-element: A simple component of an OR-address, e.g. the standard attribute personal-name
comprises the four OR-address elements MHSsurname, MHS-given-name, MHSinitials, and
MHS-generation-qualifier.

OR-address-subtree: A DIT subtree which models a part of the OR-address name-space and contains
routing-advice for OR-addresses present within that name-space.

routing-advice: Information associated with an entry in an OR-address-subtree which provides advice to a
routing-MTA that assistsit in arriving at a routing decision for OR-addresses corresponding to that entry.

routing-collective: A collection of one or more MTAS, under common management, which has collective
responsibility for a portion of the OR-address name-space, and is capable of routing a message to any
MTA managed within the collective.

routing-collective-subtree: A DIT subtree that models the relationships among the contained routing-
collectives of an enclosing routing-collective.

routing-MTA: A routing-collective that comprises a single MTA, and occupies the lowest level in the
routing-collective hierarchy, i.e. it appears as aleaf of the routing-collective subtree.

transit-exit-connection-group: A connection-group that may be used to transfer messages out of a routing-
collective.

unenumerated connection-group: A type of connection-group whose members are typically associated
with a specific network, and whose membership is established by self-declaration.
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