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FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of
telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU.
Some 179 member countries, 84 telecom operating entities, 145 scientific and industrial organizations and
38 international organizations participate in ITU-T which is the body which sets world telecommunications standards
(Recommendations).

The approval of Recommendations by the Members of ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1 (Helsinki, 1993). In addition, the World Telecommunication Standardization Conference (WTSC),
which meets every four years, approves Recommendations submitted to it and establishes the study programme for the
following period.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are prepared
on a collaborative basis with ISO and IEC. The text of ITU-T Recommendation X.411 was approved on
21st of November 1995. The identical text is also published as ISO/IEC International Standard 10021-4.

NOTE

In this Recommendation, the expression “Administration” is used for conciseness to indicate both a telecommunication
administration and a recognized operating agency.

0 ITuU 1997

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the ITU.
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Summary

This Recommendation | International Standard contains an improved version of the P3 Register operation which
introduces support for the Restricted Delivery element of service and adds general extensibility to the Register operation.
The ASN.1 has been fully revised to use the new Recommendations X.680 and X.880, while retaining complete
compatibility with the 1988 and 1992 P1 and P3 protocols. Numerous defect corrections are incorporated.

I ntroduction

This Service Definition is one of a set of Recommendations | International Standards defining Message Handling in a
distributed open systems environment.

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

The MTS comprises a number of message-transfer-agents (MTAS), which transfer messages and deliver them to their
intended recipients.

This Service Definition was developed jointly by ITU-T and ISO/IEC. It is published as common text as
ITU-T Rec. X.411 | ISO/IEC 10021-4.
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ISO/IEC 10021-4 : 1997 (E)
INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY -
MESSAGE HANDLING SYSTEMS (MHS):
MESSAGE TRANSFER SYSTEM: ABSTRACT SERVICE DEFINITION
AND PROCEDURES

SECTION 1 — INTRODUCTION

1 Scope

This Recommendation | International Standard defines the abstract-service provided by the MTS (the MTS Abstract
Service), and specifies the procedures to be performed by MTAs to ensure the correct distributed operation of the MTS.

ITU-T Rec. X.402 | ISO/IEC 10021-2 identifies the other Recommendations | International Standards which define other
aspects of Message Handling Systems.

Access to the MTS Abstract Service defined in this Recommendation | International Standard may be provided by the
MTS Access Protocol (P3) defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The distributed operation of the MTS
defined in this Recommendation | International Standard may be provided by the use of the MTS Transfer Protocol (P1)
also defined in ITU-T Rec. X.419 | ISO/IEC 10021-6. The means by which messages may be routed through the MTS is
specified in ISO/IEC 10021-10.

Section 2 defines the MTS Abstract Service. Clause 6 describes the Message Transfer System Model. Clause 7 provides
an overview of the MTS Abstract Service. Clause 8 defines the semantics of the parameters of the MTS Abstract
Service. Clause 9 defines the abstract-syntax of the MTS Abstract Service.

Section 3 defines the MTA Abstract Service. Clause 10 refines the model of the MTS, first presented in clause 6, to
show that the MTS comprises a number of MTASs that interwork with one another to provide the MTS Abstract Service.
Clause 11 provides an overview of the MTA Abstract Service. Clause 12 defines the semantics of the parameters of the
MTA Abstract Service. Clause 13 defines the abstract-syntax of the MTA Abstract Service.

Section 4 specifies the procedures performed by MTAs to ensure the correct distributed operation of the MTS.

Annex A provides a reference definition of the MTS object identifiers cited in the ASN.1 modules in the body of this
Recommendation | International Standard.

Annex B provides a reference definition of the upper bounds of the size constraints imposed upon variable length data
types defined in ASN.1 modulesin ITU-T Rec. X.411.

Annex C gives the definition of 1988 Message Transfer System Abstract service.

Annex D identifies the technical differences between the ISO/IEC and ITU-T versions of ITU-T Rec. X.411 and
ISO/IEC 10021-4.

2 Nor mative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of 1SO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.
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Open Systems I nter connection

This Service Definition cites the following OSI specifications.

211
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Identical Recommendations | I nternational Standards

— ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1%9frmation technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation

— ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1%8frmation technology — Abstract Syntax
Notation One (ASN.1): Information object specification

— ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1%9frmation technology — Abstract Syntax
Notation One (ASN.1): Constraint specification

— ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1%8frmation technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:199%ormation technology — Remote
Operations — Concepts, model and notation

M essage Handling Systems

This Service Definition cites the following Message Handling System specifications.

221

222

223

2.3

Identical Recommendations | I nternational Standards

— ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1986prmation technology — Message
Handling Systems (MHS): Overall architecture

— ITU-T Recommendation X.413 (1995) | ISO/IEC 10021-5:1986prmation technology — Message
Handling Systems (MHS): Message store: Abstract service definition

— ITU-T Recommendation X.419 (1995) | ISO/IEC 10021-6:1986prmation technology — Message
Handling Systems (MHS): Protocol specifications

—  ITU-T Recommendation X.420 (1996) | ISO/IEC 10031 4hformation technology — Message Handling
Systems (MHS): Interpersonal messaging system
Paired Recommendations | I nternational Standards equivalent in technical content

— ITU-T Recommendation F.400/X.400 (199B)essage handling services: Message handling system and
Service overview.

ISO/IEC 10021-1:1990 +nformation technology — Text Communication — Message-Oriented Text
Interchange Systems (MOTIS) — Part 1. System and service overview
Additional references

— CCITT Recommendation X.408 (1988)Message handling systems. Encoded information type
conversion rules.

— ISO/IEC 10021-19, Information technology — Message Handling Systems (MHS) — Part 10:
MHS Routing

Directory Systems

This Service Definition cites the following Directory System specifications.

231

Identical Recommendations| I nternational Standards

— ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:198frmation technology — Open Systems
Interconnection — The Directory: Overview of concepts, models, and services

— ITU-T Recommendation X.501 (1993) | ISO/IEC 9594-2:19a8fgrmation technology — Open Systems
Interconnection — The Directory: Models

D To be published.

2) Currently at the stage of draft.

2
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ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:198fHrmation technology — Open Systems
Interconnection — The Directory: Authentication framework

— ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:198fgrmation technology — Open Systems
Interconnection — The Directory: Abstract service definition

— ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4: 198frmation technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation

— ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:19a8fgrmation technology — Open Systems
Interconnection — The Directory: Protocol specifications

— ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:198frmation technology — Open Systems
Interconnection — The Directory: Selected attribute types

— ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:198frmation technology — Open Systems
Interconnection — The Directory: Selected object classes

— ITU-T Recommendation X.525 (1993) | ISO/IEC 9594-9:198frmation technology — Open Systems
Interconnection — The Directory: Replication

24 Country codes
This Service Definition cites the following Country Code specifications.
24.1 Additional references

— IS0 3166:1993, Codes for the representation of names of countries.
—  CCITT Recommendation X.121 (199®)ternational numbering plan for public data networks.

25 Telematic services
This Service Definition cites the following Telematic Service specifications.

251 Additional references

— CCITT Recommendation F.170 (199)perational provisions for the international public facsimile
service between public bureaux (bureaufax).

— ITU-T Recommendation T.30 (1993procedures for document facsimile transmission in the general
switched telephone network.

3 Definitions
For the purposes of this Service Definition the definitions given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

4 Abbreviations
For the purposes of this Service Definition the abbreviations given in ITU-T Rec. X.402 | ISO/IEC 10021-2 apply.

5 Conventions

This Service Definition uses the descriptive conventions described below.

51 Terms

Throughout this Service Definition the words of defined terms and the names and values of the parameters of the MTS
Abstract Service and the MTA Abstract Service, unless they are proper names, begin with a lower-case letter and are
linked by a hyphen thus: defined-term. Proper names begin with an upper-case letter and are not linked by a hyphen
thus: Proper Name. The names and values of the parameters of the MTS Abstract Service and the MTA Abstract Service
(including components of O/R address defined in ISO/IEC 10021-2) are pririieldlin

3) Currently under revision.
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5.2 Presence of parameters

In the tables of parametersin clauses 8 and 12, the presence of each parameter is qualified as follows:
— Mandatory (M): A mandatory parameter shall always be present.

— Optional (O): An optional argument shall be present at the discretion of the invoker of the abstract-
operation; an optional result shall be present at the discretion of the performer of the abstract-operation.

— Conditional (C): A conditional parameter shall be present under the circumstances prescribed by this
Service Definition.

Where a conditional parameter shall be present due to some action on the message, probe or report by the
MTS, this is explicitly defined. The presence of other conditional parameters is dependent on the presence
of those parameters in other abstract-operations (for example, the presence of a conditional argument of
the Message-transfer abstract-operation is dependent on the presence of the same optional argument in the
related Message-submission abstract-operation).

5.3 Abstract Syntax definitions

This Service Definition defines the abstract-syntax of the MTS Abstract Service and the MTA Abstract Service using the
Abstract Syntax Notation (ASN.1) defined in ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681 |
ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service
definition conventions described in ITU-T Rec. X.402 | ISO/IEC 10021-2 which use the remote operations notation
defined in ITU-T Rec. X.880 | ISO/IEC 013712-1.

Where there are changes implied to the protocols defined in Recommendation X.411 (1984), these are highlighted in the
Abstract Syntax definitions by meansuniderlining.

SECTION 2 — MESSAGE TRANSFER SYSTEM ABSTRACT SERVICE

6 M essage Transfer System Model

Message Handling provides for the exchange of messages between users on a store-and-forward basis. A message
submitted by one user (the originator) is transferred through the Message Transfer System (MTS) and delivered to one
or more other users (the recipients).

The MTS is described using an abstract model in order to define the services provided by the MTS as a whole — the
MTS Abstract Service.

The MTS is modelled as afject, whose overall behaviour can be described without reference to its internal structure.
The services provided by the MTS object are made availalplertat A type of port represents a particular view of the
services provided by the MTS object.

A user of the MTS is also modelled as an object, which obtains the services provided by the MTS through a port which
is paired with an MTS port of the same type.

A type of port corresponds to a setabbtract-operations which can occur at the port; those which can be performed by
the MTS object (invoked by the MTS-user object), and those which can be invoked by the MTS object (performed by
the MTS-user object).

A port may be symmetrical, in which case the set of operations performed by the MTS object may also be invoked by
the MTS object, and vice versa. Otherwise, the port is asymmetrical, in which case the object is saidstgiéethar

consumer with respect to the type of port. The tersupplier andconsumer are used only to distinguish between the

roles of a pair of ports in invoking or performing operations. The assignment of the terms is usually intuitive when one
object is providing a service used by another object; the service object (e.g. the MTS) is usually regarded as being the
supplier, and the user object (e.g. an MTS-user object) is usually regarded as beiomgstinger .

Before objects can invoke operations on one another, they must be bound into anassstiation. The binding of an
association between objects establishes a relationship between the objects which lasts until the association is released
An association is always released by the initiator of the association. The binding of an association establishes the
credentials of the objects to interact, and thepplication-context and security-context of the association. The
application-context of an association may be one or more types of port paired between the two objects.
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The model presented is abstract. That is, it is not always possible for an outside observer to identify the boundaries
between objects, or to decide on the moment or the means by which operations occur. However, in some cases the
abstract model will be realised. For example, a pair of objects which communicate through paired ports may be located
in different open systems. In this case, the boundary between the objects is visible, the ports are exposed, and the
operations may be supported by instances of OSlI communication.

The MTS object supports ports of three different types: a submission-port, a delivery-port and an administration-port.

A submission-port enables an MTS-user to submit messages to the MTS for transfer and delivery to one or more
recipient MTS-users, and to probe the ability of the MTS to deliver a subject-message.

A delivery-port enables an MTS-user to accept delivery of messages from the MTS, and to accept reports on the delivery
or non-delivery of messages and probes.

An administration-port enables an MTS-user to change long term parameters held by the MTS associated with message
delivery, and enables either the MTS or the MTS-user to change their credentials with one another.

A message submitted by one MTS-user via a submission-port will normally be delivered to one or more recipient
MTS-users via delivery-ports. The originating MTS-user may elect to be notified of the delivery or non-delivery of a
message viaits delivery-port.

Figure 1 models the Message Transfer System (MTS).

Clause 7 provides an overview of the MTS Abstract Service.

Originator

Message-delivery
—

Message-submission

Report delivery
(non-delivery) Message Transfer System

(MTS) Intended-recipients

Non-delivery @

T0712060-91/d01

Figure 1 — Message Transfer System model

7 Message Transfer System Abstract Service overview

This Service Definition defines the following services that comprise the MTS Abstract Service:
MTS Bind and Unbind
a MTS-bind;
b) MTS-unbind.
Submission Port Abstract operations
¢) Message-submission;
d) Probe-submission;
€) Cancel-deferred-delivery;
f)  Submission-control.
Delivery Port Abstract operations
0) Message-delivery;
h)  Report-delivery;
i) Delivery-control.
Administration Port Abstract operations
) Register;
k) Change-credentials.
ITU-T Rec. X.411 (1995 E) 5



| SO/IEC 10021-4 : 1997 (E)

7.1 MTSBind and Unbind

The MTS-bind enables either the MTS-user to establish an association with the MTS, or the MTS to establish an
association with the MTS-user. Abstract-operations other than MTS-bind can only be invoked in the context of an
established association.

The MTS-unbind enables the release of an established association by theinitiator of the association.

7.2 Submission Port

The M essage-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whether or not a
message could be transferred and delivered to one or more recipient MTS-usersif it were to be submitted.

The Cancel-deferred-delivery abstract-operation enables an MTS-user to request cancellation of a message previously
submitted (for deferred-delivery) by invocation of the Message-submission abstract-operation.

The Submission-control abstract-operation enables the MTS to constrain the use of the submission-port abstract-
operations by the MTS-user.

The Message-submission and Probe-submission abstract-operations may cause subsequent invocation of the Report-
delivery abstract-operation by the MTS.

7.3 Delivery Port

The M essage-delivery abstract-operation enablesthe MTS to deliver amessage to an MTS-user.

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user the outcome of a previous
invocation of the Message-submission or Probe-submission abstract-operations. For the Message-submission abstract-
operation, the Report-delivery abstract-operation indicates the delivery or non-delivery of the submitted message. For
the Probe-submission abstract-operation, the Report-delivery abstract-operation indicates whether or not a message
could be delivered if it were to be submitted. The Report-delivery abstract-operation may aso convey a notification of
physical-delivery by aPDS.

The Delivery-control abstract-operation enables an MTS-user to constrain the use of the delivery-port abstract-
operations by the MTS.

74 Administration Port

The Register abstract-operation enables an MTS-user to change long term parameters of the MTS-user held by
the MTS, associated with message delivery.

The Change-credentials abstract-operation enables either an MTS-user to change étdentials with the MTS, or
the MTS to change it'sr edentials with the MTS-user.

8 Message Transfer System Abstract Service Definition
This clause defines the semantics of the parameters of the MTS Abstract Service.

Subclause 8.1 defines the MTS-bind and MTS-unbind. Subclause 8.2 defines the submission-port. Subclause 8.3 defines
the delivery-port. Subclause 8.4 defines the administration-port. Subclause 8.5 defines some common parameter types.

The abstract-syntax of the MTS Abstract Service is defined in clause 9.

8.1 MTS-bind and M TS-unbind

This subclause defines the MTS-bind and MTS-unbind used to establish and release associations between an MTS-usel
and the MTS.

6 ITU-T Rec. X.411 (1995 E)
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8.11 Abstract-bind and Abstract-unbind

This subclause defines the following abstract-bind and abstract-unbind operations:
a MTS-bind;
b) MTS-unbind.

8111 MTSbind

The MTS-bind enables an MTS-user to establish an association with the MTS, or the MTS to establish an association
with an MTS-user.

The MTS-hind establishes the credentials of an MTS-user and the MTS to interact, and the application-context and
security-context of the association. An association can only be released by the initiator of that association (using
MTS-unbind).

Abstract-operations other than MTS-bind can only be invoked in the context of an established association.
The successful completion of the MTS-bind signifies the establishment of an association.

The disruption of the MTS-bind by a bind-error indicates that an association has not been established.
8.1.1.1.1 Arguments

Table 1 lists the arguments of the MTS-bind, and for each argument qualifies its presence and indicates the subclause in
which the argument is defined.

Table 1 — MTS-bind Arguments

Argument Presence Subclause

Bind Arguments
Initiator-name M 811111
Initiator-credentials M 811112
Security-context (0] 811113
M essages-waiting 0] 811114

811111 Initiator-name
This argument contains a name for the initiator of the association. It shall be generated by the initiator of the association.

If the initiator is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS
(sce8.4.1.1.1.1). The initiator-name shall contain the OR-address, and may optionally aso contain the
directory-name, of the MTS-user (OR-addr ess-and-optional-directory-name). The initiator-name shall also indicate
whether the initiator isa UA or an MS.

If the initiator is the MTS (or an MTA — see clause 11), the name M BA-name, which is known to the MTS-user.

811112 I nitiator-credentials

This argument contains theeedentials of the initiator of the association. It shall be generated by the initiator of the
association.

The initiator-credentials may be used by the responder to authenticate the identity of the initiator (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, theitiator-credentials comprise a simplgassword associated with the
initiator-name.

If protected-authentication is used, ihé&iator-credentials comprise gassword protected as described in clause 6 of
ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protectedl or Protected2) and optionally arguments for that protection
process (timel, time2, random1 and random2) which derive their meaning by bilateral agreement.

If strong-authentication is used, thaitiator-credentials comprise aninitiator-bind-token and, optionally, an
initiator -certificate.

ITU-T Rec. X.411 (1995 E) 7
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The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises arandom-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).

The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source
(e.g. acertification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
may be used by the responder to validateititéator -bind-token and to computencrypted-data in theresponder-
bind-token. If the responder is known to have, or have access to, the initiatertificate (e.g.via the
Change-credentials abstract-operation, or via the Directoryinittator -certificate may be omitted.

8.1.1.1.1.3  Security-context

This argument identifies thsecurity-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The security-context comprises one or mowecurity-labels that define the sensitivity of interactions that may occur
between the MTS-user and the MTS for the duration of the association, in line with the security-policy in force. The
security-context shall be one that is allowed by the registeusdr-security-labels of the MTS-user and by the
security-labels associated with the MTA of the MTS.

Once established, theecurity-context of the submission-port and delivery-port can be temporarily restricted using the
Submission-control (see 8.2.1.4.3) and Delivery-control (see 8.3.1.3.1.7) abstract-operations, respectively.

If security-contexts are not established between the MTS-user and the MTS, the sensitivity of interactions that may
occur between the MTS-user and the MTS may be at the discretion of the invoker of an abstract-operation.

811114 Messages-waiting

This argument indicates the number of messages and total number of octets waiting to be delivered by the MTS to the
MTS-user, for eacpriority. It may be generated by the initiator of the association.

This argument shall only be present when the MTS is initiating an association with an MTS-user, and when the
MTS-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.400 and ISO/IEC 10021-1).

81112 Results

Table 2 lists the results of the MTS-bind, and for each result qualifies its presence and indicates the subclause in which
the result is defined.

Table 2 — MTS-bind Results

Result Presence Subclause

Bind Results
Responder-name M 811121
Responder-credentials M 811122
M essages-waiting (@) 811123

8 ITU-T Rec. X.411 (1995 E)
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8.1.1.1.21 Responder-name

This argument contains a name for the responder of the association. It shall be generated by the responder of the
association.

If the responder is an MTS-user, the name is the OR-name of the MTS-user, which is registered with the MTS (see
8.4.1.1.1.1). The responder-name shall contain the OR-address, and may optionally also contain the directory-name,
of the MTS-user (OR-address-and-optional-directory-name). The responder-name shall also indicate whether the
responder isa UA or an MS.

If the responder is the MTS (or an MTA — see clause 11), the nam&43 Amame, which is known to the MTS-user.

8.1.1.1.22  Responder-credentials

This argument contains tloeedentials of the responder of the association. It shall be generated by the responder of the
association.

The responder-credentials may be used by the initiator to authenticate the identity of the responder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, tlhesponder-credentials comprise a simplgassword associated with the
responder-name.

If protected-authentication is used, thesponder -credentials comprise gassword protected as described in clause 6
of ITU-T Rec. X.509 | ISO/IEC 9594-8 (either Protectedl or Protected2) and optionally arguments for that protection
process (timel, time2, random1 and random?2) which derive their meaning by bilateral agreement.

If strong-authentication is used, thesponder-credentials comprise a esponder-bind-token. The responder-bind-

token is atoken generated by the responder of the association.r&mponder-bind-token shall be the same type of
token as theinitiator-bind-token. If the responder -bind-token is anasymmetric-token, thesigned-data comprises a
random-number (which may be related to theandom-number supplied in theinitiator-bind-token). The
encrypted-data of anasymmetric-token may be used to convey secret security-relevant information (e.g. one or more
symmetric-encryption-keys) used to secure the association, or may be absent frespaiineer -bind-token.

Symmetric algorithms may be used within the abasyenmetric-token (see 8.5.8).

8.1.1.1.23 Messages-waiting

This argument indicates the number of messages and total number of octets waiting to be delivered by the MTS to the
MTS-user, for eacpriority. It may be generated by the responder of the association.

This argument shall only be present when the MTS is responding to an association initiated by an MTS-user, and when
the MTS-user subscribes to the Hold for Delivery element-of-service (defined in ITU-T Rec. X.400 and
ISO/IEC 10021-1).

8.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTS-bind are defined in 8.1.2.

8.1.12 MTS-unbind

The MTS-unbind enables the release of an established association by the initiator of the association.

81121 Arguments

The MTS-unbind has no arguments.

81122 Results

The MTS-unbind returns an empty result as indication of release of the association.

8.1.1.2.3 Unbind-errors

There are no unbind-errors that may disrupt the MTS-unbind.
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8.1.2 Bind-errors

This subclause defines the following bind-errors:
a) Authentication-error;
b) Busy;
¢) Unacceptable-dialogue-mode;
d) Unacceptable-security-context.

8.1.2.1 Authentication-error

The Authentication-error bind-error reports that an association cannot be established due to an authentication error; the
initiator’s credentials are not acceptable or are improperly specified.

The Authentication-error bind-error has no parameters.

8.1.22 Busy
The Busy bind-error reports that an association cannot be established because the responder is busy.

The Busy bind-error has no parameters.

8.1.2.3 Unacceptable-dialogue-mode

The Unacceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the association
is unacceptable to the responder (see ITU-T Rec. X.419 | ISO/IEC 10021-6).

The Unacceptable-dialogue-mode bind-error has no parameters.

8.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports thatstoerity-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

8.2 Submission Port

This subclause defines the abstract-operations and abstract-errors which occur at a submission-port.

821 Abstract-operations

This subclause defines the following submission-port abstract-operations:
a) Message-submission;
b) Probe-submission;
c) Cancel-deferred-delivery;

d) Submission-control.

8.21.1 Message-submission

The Message-submission abstract-operation enables an MTS-user to submit a message to the MTS for transfer and
delivery to one or more recipient MTS-users.

The successful completion of the abstract-operation signifies that the MTS has accepted responsibility for the message
(but not that it has yet delivered it to its intended recipients).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot assume responsibility for the
message.

82111 Arguments

Table 3 lists the arguments of the Message-submission abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.
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Table 3 — Message-submission Arguments

Argument Presence Subclause
Originator Argument
Originator-name M 821111
Recipient Arguments
Recipient-name M 821112
Alternate-recipient-allowed (0] 821113
Reci pient-reassignment-prohibited (0] 821114
Originator-requested-alternate-recipient (0] 821115
DL -expansion-prohibited (0] 821116
Disclosure-of-other-recipients (0] 821117
Priority Argument
Priority O 821118
Conversion Arguments
Implicit-conversion-prohibited (0] 821119
Conversion-with-loss-prohibited (0] 8211110
Explicit-conversion (0] 8211111
Delivery Time Arguments
Deferred-delivery-time (0] 8211112
Latest-delivery-time (0] 8211113
Delivery Method Argument
Requested-delivery-method (0] 8211114
Physical Delivery Arguments
Physi cal-forwarding-prohibited (0] 8211115
Physi cal-forwarding-address-request (0] 8211116
Physical-delivery-modes (0] 8211117
Registered-mail-type (0] 8211118
Recipient-number-for-advice (0] 8211119
Physical-rendition-attributes (0] 8211120
Originator-return-address (0] 8211121
Report Request Arguments
Originator-report-request M 8.21.1.1.22
Content-return-reguest 0] 8.21.1.1.23
Physical-delivery-report-request (0] 8211124
Security Arguments
Originator-certificate (0] 8211125
Message-token (0] 8211126
Content-confidentiality-algorithm-identifier (0] 8211127
Content-integrity-check (0] 8211128
M essage-origin-authenti cation-check (0] 8211129
M essage-security-label (0] 8211130
Proof-of -submission-request (0] 8211131
Proof-of -delivery-request (0] 8211132
Content Arguments
Original-encoded-information-types (0] 8211133
Content-type M 8211134
Content-identifier (0] 8211135
Content-correlator (0] 8211136
Content M 8211137
Notification-type (0] 8211138
Service-message (0] 8211139
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8.21.1.1.1 Originator-name

This argument contains the OR-name of the originator of the message. It shall be generated by the originating
MTS-user. If OR-address is not included in originator-name on submission it shall be inserted by the originating
MTA. The originator-name shall remain unchanged in the subsequent progress of the submitted message through

the MTS. Where security arguments use the originator-name, its OR-address shall be generated by the originating
MTS-user.

The originator -name contains the OR-name of an individual originator, i.e. it shall not contain the OR-name of aDL.

821112 Recipient-name

This argument contains the OR-name of a recipient of the message. It shall be generated by the originator of the
message. A value of this argument shall be specified for each recipient of the message.

The recipient-name contains the OR-name of an individual recipient or DL.

8.2.1.1.1.3 Alternaterecipient-allowed

This argument indicates whether the message may be delivered to an alternate-recipient assigned by the recipient-MD, if
the specified recipient-name does not identify an MTS-user. It may be generated by the originator of the message.

This argument may have one of the following values: alter nate-r ecipient-allowed or alter nate-r ecipient-prohibited.

If this argument has the value alter nate-recipient-allowed and the recipient-name (specified by the originator of the
message, or added by DL-expansion, or substituted by redirection to the recipient-assigned-alter nate-recipient or to
the originator-requested-alter nate-recipient, or present by any combination of redirection and expansion) does not
identify an MTS-user, the message may be redirected to an aternate-recipient assigned by the recipient-MD to receive
such messages. If no such aternate-recipient has been assigned by the recipient-MD, or if this argument has the value
alter nate-recipient-prohibited, anon-delivery report shall be generated.

In the absence of this argument, the default alter nate-r ecipient-prohibited shall be assumed.

821114 Recipient-reassignment-prohibited

This argument indicates whether the message may be reassigned to another MTS-user registered as a recipient-
assigned-alter nate-r ecipient by the intended-recipient. It may be generated by the originator of the message.

This argument may have one of the following values:. recipient-reassignment-prohibited or recipient-reassignment-
allowed.

If this argument has the value recipient-reassignment-allowed and the intended-recipient has registered an applicable
r ecipient-assigned-alter nate-r ecipient, the message shall be redirected to that r ecipient-assigned-alter nate-r ecipient.

If this argument has the value recipient-reassignment-prohibited and the intended-recipient has registered an
applicable recipient-assigned-alternate-recipient, then if an originator-requested-alternate-recipient has been
specified by the originator of the message, the message shall be redirected to the originator-requested-alter nate-
recipient, or if no originator-requested-alter nate-recipient has been specified by the originator of the message, a
non-delivery-report shall be generated.

In the absence of this argument, the default r ecipient-r eassignment-allowed shall be assumed.

8.2.1.1.15 Originator-requested-alter nate-recipient

This argument contains the OR-name of the alternate-recipient requested by the originator of the message. It may be
generated by the originator of the message. A different value of this argument may be specified for each recipient of the

message.
The originator -requested-alter nate-r ecipient contains the OR-name of an individual, or DL, alternate-recipient.

If this argument is present and delivery of the message to the recipient-name (specified by the originator of the
message, or added by DL-expansion, or substituted by redirection to a recipient-assigned-alter nate-recipient) is not
possible, the message shall be redirected to the originator -requested-alter nate-recipient specified by this argument.

If an originator-requested-alter nate-recipient has been specified by the originator of the message, the message shall
be redirected to that alternate-recipient in preference to the one assigned by the recipient-MD.
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821116 DL-expansion-prohibited

This argument indicates whether DL-expansion within the MTS shall occur for any recipient-name which denotes
aDL. It may be generated by the originator of the message.

This argument may have one of the following values: DL -expansion-pr ohibited or DL -expansion-allowed.

In the absence of this argument, the default DL -expansion-allowed shall be assumed.

8.21.1.1.7  Disclosure-of-other-recipients

This argument indicates whether the recipient-name of all recipients are to be indicated to each recipient MTS-user
when the message is delivered. It may be generated by the originator of the message.

This argument may have one of the following values: disclosure-of-other-recipients-requested or disclosure-of-
other -recipients-prohibited.

In the absence of this argument, the default disclosur e-of-other -r ecipients-prohibited shall be assumed.

8.21.1.1.8 Priority

This argument specifies the relative priority of the message: normal, non-urgent or urgent. It may be generated by the
originator of the message.

In the absence of this argument, a default priority of normal shall be assumed.

8.21.1.1.9 Implicit-conversion-prohibited

This argument indicates whether implicit-conversion may be performed on the message content. It may be generated by
the originator of the message.

This argument may have one of the following values: implicit-conver sion-prohibited or implicit-conver sion-allowed.
In the absence of this argument, the default implicit-conver sion-allowed shall be assumed.

Seeals08.2.1.1.1.10.

8.2.1.1.1.10 Conversion-with-loss-prohibited

This argument indicates whether encoded-infor mation-type conversion(s) may be carried out on the message content,
if such conversion(s) would result in loss of information. Loss of information is defined in Recommendation X.408.

It may be generated by the originator of the message.

This argument may have one of the following values: conversion-with-loss-prohibited or conversion-with-
loss-allowed.

In the absence of this argument, the default conver sion-with-loss-allowed shall be assumed.

The combined effect of the implicit-conver sion-prohibited and conver sion-with-loss-prohibited arguments relate to
implicit-conversion only and is defined in Table 4.

Table 4 — Combined effect of Conversion Arguments

Implicit conversion Conversion with loss Combined effect
allowed with-loss-allowed allowed
alowed with-loss-prohibited with-loss-prohibited
prohibited with-loss-allowed prohibited
prohibited with-loss-prohibited prohibited
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8.21.1.1.11 Explicit-conversion
This argument indicates the type of conversion of the message content explicitly requested by the originator for the

recipient. It may be generated by the originator of the message. A different value of this argument may be specified for
each recipient of the message.

This argument may have one of the following values: ia5-text-to-teletex, iab-text-to-g3-facsimile, ia5-text-to-g4-
class-1, ia5-text-to-videotex, teletex-to-iab-text, teletex-to-g3-facsimile, teletex-to-g4-class-1, teletex-to-videotex,
videotex-to-ia5-text, or videotex-to-teletex. Other types of explicit-conversion may be defined by addenda or future
versions of this Recommendation | International Standard. Explicit-conversion shall be performed as specified in
Recommendation X.408.

In the absence of this argument, no explicit conversion shall be performed.

NOTE — When specified for a recipient Déxplicit-conversion applies to all members of the DL.

8.21.1.1.12 Deferred-delivery-time

This argument specifies the Time before which the message should not be delivered to the recipient(s). It may be
generated by the originator of the message.

8.21.1.1.13 Latest-delivery-time

This argument contains the Time after which the message should not be delivered to the recipient(s). It may be
generated by the originator of the message.

The handling of non-delivery because of expired latest-delivery-timeisdescribed in 14.3.2.4.

8.21.1.1.14 Requested-delivery-method

This argument indicates the preferred method of delivery of the message to the recipient. It may be generated by the
originator of the message. A different value of this argument may be specified for each recipient of the message.

This argument may have one or more of the following values. any-delivery-method, mhs-delivery, physical-delivery,
telex-delivery, teletex-delivery, g3-facsimile-delivery, gd4-facsimile-delivery, ia5-terminal-delivery, videotex-
delivery, or telephone-delivery.

If more than one value of this argument is specified for a recipient, the sequence of the values shall be assumed to imply
the originator’s order of preference of delivery-methods.

In the absence of this argument, the defanjtdelivery-method shall be assumed.

If the recipient-name generated by the originator of the message contaiiveetor y-name but omits arOR-addr ess,
the MTS may use theequested-delivery-method as an indication of which form @R-address the directory-name
should be mapped to by the MTS (e.g. using the Directory). DRraddress cannot be found, either racipient-
improperly-specified abstract-error or a non-delivery report shall be returned to the originator of the message.

If the originator-suppliedrequested-delivery-method conflicts with the recipient’'s preferred delivery-method
(e.g. as registered in the Directory in the preferredDeliveryMethod attribute), the originagueasted-delivery-
method takes precedence. If the originatorequested-delivery-method conflicts with the originator’'s conversion
requirements (see 8.2.1.1.1.9 to 8.2.1.1.1.11), a non-delivery report shall be returned to the originator of the message.

8.21.1.1.15 Physical-forwarding-prohibited

This argument indicates whether physical-forwarding of the message is prohibited. It may be generated by the originator
of the message if theequested-delivery-method argument specifies that physical-delivery is required to the recipient,

or if the originator of the message suppliedastal-OR-address for the recipient. A different value of this argument

may be specified for each recipient of the message.

This argument may have one of the following valuphysical-forwarding-allowed, or physical-forwarding-
prohibited.

In the absence of this argument, the defaljtsical-for war ding-allowed shall be assumed.
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8.21.1.1.16 Physical-forwarding-address-request

This argument indicates whether the physical-forwarding-address of the recipient is to be returned in the report. 1t may
be generated by the originator of the message if the requested-delivery-method argument specifies that physical-
delivery is required to the recipient, or if the originator of the message supplied a postal-OR-addr ess for the recipient.
A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: physical-forwarding-address-requested or physical-
forwar ding-addr ess-not-requested.

In the absence of this argument, the default physical-for war ding-addr ess-not-requested shall be assumed.

A physical-forwarding-address may be requested when physical-forwarding is prohibited or allowed (see 8.2.1.1.1.15).

8.21.1.1.17 Physical-delivery-modes

This argument indicates the mode of physical-delivery to the recipient to be used. It may be generated by the originator
of the message if the requested-delivery-method argument specifies that physical-delivery is required to the recipient,
or if the originator of the message supplied a postal-OR-address for the recipient. A different value of this argument
may be specified for each recipient of the message.

This argument’s value is the combination of two independent components. If present, the first component shall have one
of the following valuesordinary-mail, special-delivery, express-mail, counter-collection, counter-collection-with-
telephone-advice, counter-collection-with-telex-advice, or counter-collection-with-teletex-advice. If present, the

second component shall have the vatueeau-fax-delivery. When bureau-fax-delivery is requested and the first
component is also present, then the first component is activated by the Bureaufax service.

Bureau-fax-delivery comprises all A to H modes of delivery defined in Recommendation F.170, i.e.:

A — Regular Delivery, B — Special Delivery, C - Express Mail, D - Counter Collection, E — Counter
Collection with telephone advice, F — Telefax, G — Counter Collection with Telex advice, and H — Counter
Collection with Teletex advice.

In the absence of this argument, the defaudinary-mail shall be assumed.

8.2.1.1.1.18 Registered-mail-type

This argument indicates the type of registered mail service to be used to physically deliver the message to the recipient.
It may be generated by the originator of the message ifréhaested-delivery-method argument specifies that
physical-delivery is required to the recipient, or if the originator of the message suppbe@laOR-address for the

recipient. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following valusm-registered-mail, registered-mail, or registered-mail-to-
addr essee-in-per son.

In the absence of this argument, the defaailt-register ed-mail shall be assumed.

8.21.1.1.19 Recipient-number-for-advice

This argument contains the Telephone, Telex or Teletex number of the recipient, to be used in conjunction with the
counter-collection-with-advice and bureau-fax-delivery physical-delivery-modes. It may be generated by the
originator of the message if thequested-delivery-method argument specifies that physical-delivery is required to the
recipient, or if the originator of the message supplipdstal-OR-address for the recipient, and thghysical-delivery-

modes argument specifies aounter-collection-with-advice or bureau-fax-delivery physical-delivery-mode.

A different value of this argument may be specified for each recipient of the message.

8.2.1.1.1.20 Physical-rendition-attributes

This argument indicates thphysical-rendition-attributes of the message. It may be generated by the originator of the
message if theequested-delivery-method argument specifies that physical-delivery is required to the recipient, or if
the originator of the message suppligobatal-OR-address for the recipient. A different value of this argument may be
specified for each recipient of the message.

This argument may have one of the following valuessic. Addenda or future versions of this Recommendation |
International Standard may define other values of this argument. Other values of this argument may be used by bilateral
agreement between MDs.

In the absence of this argument, the deflaadic shall be assumed.
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8.2.1.1.1.21 Originator-return-address

This argument contains the postal-OR-addr ess of the originator of the message. It may be generated by the originator of
the message if the requested-delivery-method argument specifies that physical-delivery is required to one or more
recipients of the message, or if the originator of the message supplied one or more postal-OR-addresses for the
recipients. It may also be generated by the originator of the message if a recipient DL contains, or is likely to contain,
one or more members for whom physical-delivery is required.

The originator-return-address shall contain the postal-OR-address of an individual originator (OR-address),
i.e. shall not contain the directory-name of an individual originator nor the directory-name of aDL.

8.2.1.1.1.22 Originator-report-request

This argument indicates the kind of report requested by the originator of the message. It shall be generated by the
originator of the message. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values:
— no-report: The originator of the message requested the suppression of non-delivery-reports.
— non-delivery-report: A report is returned only in case of non-delivery.

— report: A report isreturned in case of delivery or non-delivery.

The value of this argument may be changed at a DL expansion-point in line with the reporting-policy of the DL. Such a
change may affect the number and type of reports the originator of the message may receive about delivery toaDL.

8.21.1.1.23 Content-return-request

This argument indicates whether the message content is to be returned with any non-delivery-report(s). It may be
generated by the originator of the message.

This argument may have one of the following values: content-return-requestedor content-return-not-requested
In the absence of this argument, the default content-return-not-requestedshall be assumed.

The suppression of non-delivery-reports by the originator of the message (see 8.2.1.1.1.22) takes precedence over a
request for the return of the content

In the case of non-delivery-reports delivered to the owner of a DL (see 8.3.1.2.1.4), the message content shall not be
present.

8.2.1.1.1.24 Physical-delivery-report-regquest

This argument indicates the type of physical-delivery-report requested by the originator of the message. It may be
generated by the originator of the message if the requested-delivery-methodargument specifies that physical-delivery
isrequired to the recipient or if the originator of the message supplied a postal-OR-addressfor the recipient. A different
value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: return-of-undeliverable-mail-by-PDS, return-of-notification-
by-PDS return-of-notification-by-MHS , or return-of-notification-by-MHS-and-PDS.

In the absence of this argument, the default return-of-undeliverable-mail-by-PDS shall be assumed.

8.21.1.1.25 Originator-certificate

This argument contains the certificate of the originator of the message. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the originator of the message.

The originator-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message.

The originator’s public-asymmetric-encryption-key may be used by the recipient(s) of the message to validate the
message-token, if anasymmetric-token is used with an asymmetric algorithm (see 8.5.8).

The originator’'s public-asymmetric-encryption-key may also be used by the recipient(s) of the message, and any MTA
through which the message is transferred, to validatm#ssage-origin-authentication-check.
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8.21.1.1.26 Message-token

This argument contains the token associated with the message. It may be generated by the originator of the message. A
different value of this argument may be specified for each recipient of the message.

If the message-token is an asymmetric-token, the signed-data may comprise:

— any of the following arguments: tieentent-confidentiality-algorithm-identifier, thecontent-integrity-
check, themessage-security-label, and thepr oof-of-delivery-request; and

— amessage-sequence-number, that identifies the position of the message in a sequence of messages from
the originator to the recipient to which theessage-token relates (to provide the Message Sequence
Integrity element-of-service, as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). The first occurrence
of a sequence number can be a random number.

If the message-token is anasymmetric-token, theencrypted-data may comprise:

— a content-confidentiality-key: a symmetric-encryption-key used with thentent-confidentiality-
algorithm-identifier by the originator of the message to encrypt the messagent, and by the
recipient to decrypt the messammtent; and/or

— thecontent-integrity-check: may be included in thencrypted-data if confidentiality of thecontent-
integrity-check is required, and/or if thenessage-security-label is included in theencrypted-data (for
confidentiality of the message-security-label) and the association between the content-integrity-check and
the message-security-label is to be maintained,;

— themessage-security-label: may be included in thencrypted-data if confidentiality of themessage-
security-label is required;

— a content-integrity-key: a symmetric-encryption-key used with thentent-integrity-algorithm-
identifier by the originator of the message to computectimtent-integrity-check, and by the recipient
to validate thecontent-integrity-check;

— a message-sequence-number: as defined for thesigned-data above, but may be included in the
encrypted-data if confidentiality of the sequence is required. The first occurrence of a sequence number
can be a random number.

If the message-token is an asymmetric-token and the signed-data of the message-token includes the content-integrity-
check, the message-token provides for non-repudiation-of-origin of the message content (the Non-Repudiation of Origin
element-of-service, as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). If the signed-data of the message-token
includes both the content-integrity-check and the message-security-label, the message-token provides proof of
association between the message-security-label and the message content.

Symmetric algorithms may be used within the abasgnmetric-token (see 8.5.8). If symmetric algorithms are used
for both the message-token and the content-integrity-check, then the message-token can only support
Non-Repudiation of Origin elements-of-service if the security policy in force provides for the involvement of a third
party acting as a notary.

8.21.1.1.27 Content-confidentiality-algorithm-identifier

This argument contains ahgorithm-identifier, which identifies the algorithm used by the originator of the message to
encrypt the messagentent (to provide the Content Confidentiality element-of-service as defined in ITU-T Rec. X.400
and ISO/IEC 10021-1). It may be generated by the originator of the message.

The algorithm may be used by the recipient(s) of the message to decrypt the roarssage
The content-confidentiality algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

If a symmetric-encryption-algorithm is used, tbantent-confidentiality-key used by the originator to encrypt the
messageontent, and which the recipient may use to decrypt the messagent, may be derived from theessage-
token sent with the message. Alternatively, toatent-confidentiality-key may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the intended-recipient’s public-asymmetric-encryption-key may be used
by the originator of the message to encrypt the messagéent. The recipient may use the recipient's
secret-asymmetric-encryption-key to decrypt the messagent. If an asymmetric-encryption-algorithm is used, the
message can only be addressed to a single recipient, or to a set of recipients which share the same asymmetric-
encryption-key pair.
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8.2.1.1.1.28 Content-integrity-check

This argument provides the recipient(s) of the message with a means of validating that the message content has not been
modified (to provide the Content Integrity element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It
may be generated by the originator of the message. A different value of the argument may be specified for each recipient
of the message.

The content-integrity-check enables content-integrity to be validated on a per-recipient basis using either a symmetric-
or an asymmetric-encryption-algorithm.

NOTE 1 — Themessage-origin-authentication-check provides a means of validating content-integrity on a per-message
basis using an asymmetric-encryption-algorithm.

The content-integrity-check may be included in the signed-data or the encrypted-data of the message-token to
provide for non-repudiation-of-origin of the message content, and proof of association between the message-security-
label and the message content.

The content-integrity-check is computed using the algorithm identified by the content-integrity-algorithm-identifier
(an algorithm-identifier).

The content-integrity-check contains the content-integrity-algorithm-identifier, and an encrypted function
(e.g. acompressed or hashed version) of the message content and conditionally the content-integrity-algorithm-
identifier.

The definition of the content integrity algorithm shall specify both the encryption function and whether or not the
content-integrity-algorithm-identifier isincluded in the input to the encryption function.

NOTE 2 — The content-integrity-check could be computed using the clear (i.e. unencrypted) or the encrypted content. This
choice can be made independently for each occurrence of the content integrity check in the message. This choice istdectated by
security policy in force and may be indicated by content-integrity-algorithm-identifier.

The content-integrity algorithm may be either a symmetric- or an asymmetric-encryption-algorithm.

NOTE 3 — The use of a symmetric-encryption-algorithm may permit simultaneous compression and encryption of the
messageontent.

If a symmetric-encryption-algorithm is used, the content-integrity-key used to compute the content-integrity-check,
and which the recipient may use to validate the content-integrity-check, may be derived from the message-token sent
with the message. Alternatively, the content-integrity-key may be distributed by some other means.

If an asymmetric-encryption-algorithm is used, the originator's secret-asymmetric-encryption-key may be used by the
originator of the message to compute tiomtent-integrity-check. The recipient may use the originator’s public-
asymmetric-encryption-keysiibject-public-key) derived from theoriginator-certificate to validate thecontent-
integrity-check.

8.2.1.1.1.29 Message-origin-authentication-check

This argument provides the recipient(s) of the message, and any MTA through which the message is transferred, with a
means of authenticating the origin of the message (to provide the Message Origin Authentication element-of-service as
defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It may be generated by the originator of the message.

The message-origin-authentication-check provides proof of the origin of the message (Message Origin
Authentication), assurance that the messagéent has not been modified (the Content Integrity element-of-service as
defined in ITU-T Rec. X.400 and ISO/IEC 10021-1), and proof of association betweeredtage-security-label and

the message.

The message-origin-authentication-check is computed using the algorithm (asymmetric-encryption-algorithm and
hash-function) identified by th@essage-origin-authentication-algorithm-identifier (analgorithm-identifier).

The message-origin-authentication-check contains themessage-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: thessage-origin-authentication-algorithm-identifier; the message
content; the content-identifier and themessage-security-label. Optional components are included in tinessage-
origin-authentication-check if they are present in the message.
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If content-confidentiality (see 8.2.1.1.1.27) is aso used, the message-origin-authentication-check is computed using
the encrypted version of the message content (to allow the message-origin-authentication-check to be validated by
other than the intended-recipient (e.g. by an MTA) without compromising the confidentiality of the message content). If
the clear (i.e. unencrypted) version of the message content is used to compute the message-origin-authentication-
check, the message-origin-authentication-check provides for both Message Origin Authentication and
Non-Repudiation of Origin of the message content (a signature), as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1.
If, however, the encrypted version of the message content is used, the message-origin-authentication-check provides
for Message Origin Authentication, but not for Non-Repudiation of Origin of the message content.

The message-origin-authentication-check may be computed by the originator of the message using the originator’s
secret-asymmetric-encryption-key. Theessage-origin-authentication-check may be validated by the recipient(s) of

the message, and any MTA through which the message is transferred, using the public-asymmetric-encryption-key
(subject-public-key) of the originator of the message derived fromdtiginator -certificate.

Addenda or future versions of this Recommendation | International Standard may define other fioessageforigin-
authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
message is transferred to authenticate the origin of the message.

8.21.1.1.30 Message-security-label

This argument associatessecurity-label with the message (or probe). It may be generated by the originator of the
message (or probe), in line with the security-policy in force.

The message-security-label of a report shall be the same as thessage-security-label of the subject-message
(or -probe).

If security-labels are assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports beamiegsage-security-labels may be determined by the security-policy in force. If
security-labels are not assigned to MTS-users, MTAs and other objects in the MHS, the handling, by those objects, of
messages, probes and reports beariegsage-security-labels may be discretionary.

If security-contexts are established between the originator and an MTA (the originating-MTA) of the MTS
(see 8.1.1.1.1.3 and 8.2.1.4.1.5), thessage-secur ity-label that the originator may assign to a message (or probe) may
be determined by theecurity-context (submission-security-context), in line with the security-policy in force. If
security-contexts are not established between the originator and the originating-MTA, the assignmemessge-
security-label to a message (or probe) may be at the discretion of the originator.

If security-contexts are established between two MTAs (see 12.1.1.1.1.3), the transfer of messages, probes or reports
between the MTAs may be determined by thessage-security-labels of the messages, probes or reports, and the
security-context, in line with the security-policy in force. Hecurity-contexts are not established between the MTAs,

the transfer of messages, probes and reports may be at the discretion of the sender.

If security-contexts are established between an MTS-user and an MTA (the delivering-MTA) of the MTS
(see 8.1.1.1.1.3 and 8.3.1.3.1.7), the delivery of messages and reports may be determinedetsagbsecurity-
labels of the messages and reports, andstearity-context (delivery-security-context), in line with the security-policy

in force. If themessage-security-label of a message or report is allowed by the registasedtsecurity-labels of the
recipient, but disallowed by the recipient's curresécurity-context (delivery-security-context), then the
delivering-MTA may hold-for-delivery. Ifsecurity-contexts are not established between the MTS-user and the
delivering-MTA, the delivery of messages and reports may be at the discretion of the delivering-MTA.

8.21.1.1.31 Proof-of-submission-request

This argument indicates whether or not the originator of the message reuooesf-submission (to provide the Proof
of Submission element-of-service) as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1) of the message to the MTS.
It may be generated by the originator of the message.

This argument may have one of the following valupsoof-of-submission-requested or proof-of-submission-
not-requested.

In the absence of this argument, the defatiof-of-submission-not-requested shall be assumed.
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8.21.1.1.32 Proof-of-delivery-request

This argument indicates whether or not the originator of the message requires proof-of-delivery (to provide the Proof of
Delivery element-of-service as defined in ITU-T Rec. X.400 and |SO/IEC 10021-1) of the message to the recipient. It
may be generated by the originator of the message. A different value of this argument may be specified for each
recipient of the message.

This argument may have one of the following values:. proof-of-delivery-requested or proof-of-delivery-
not-requested.

In the absence of this argument, the default pr oof-of-delivery-not-requested shall be assumed.

8.2.1.1.1.33 Original-encoded-infor mation-types

This argument identifies the original encoded-infor mation-types of the message content. It may be generated by the
originator of the message.

The absence of this argument indicates that the original-encoded-information-types of the message content are
unspecified.

8.21.1.1.34 Content-type

This argument identifies the type of the content of the message. It identifies the abstract syntax and the encoding rules
used. It shall be generated by the originator of the message. The content-type shall be either built-in or extended.

A built-in content-type may have one of the following values:

— unidentified: Denotes a content-type unidentified and unconstrained; the use of this unidentified
content-typeis by bilateral agreement between MTS-users.

— external Denotes a content-type which is reserved for use when interworking between 1988 systems
and 1984 systems; it shal only be used with mts-transfer-protocol-1984 (see ITU-T Rec. X.419 |
ISO/IEC 10021-6).

NOTE 1 - The interworking rules ensure that tidernal content-type is never used in conjunction witints-
transfer or mts-transfer-protocol. Although theexternal content-type is designed to allow interworking between
1988 systems through intermediate 1984 systems, a 1984 system may deliver (or sofimbér)teof the external
content-type provided that the MTS-user (or the MTA itself) performs the equivalent of the upgrading
(or downgrading) rules given in ITU-T Rec. X.419 | ISO/IEC 10021-6.

— interpersonal-messaging-1984ldentifies the interpersonal-messaging-1984ontent-type defined in
ITU-T Rec. X.420 | ISO/IEC 10021-7.

— interpersonal-messaging-1988ldentifies the interpersonal-messaging-198&ontent-type defined in
ITU-T Rec. X.420 | ISO/IEC 10021-7.

— edi-messagingldentifies the edim content-typedefined in CCITT Rec. X.435 and 1SO/IEC 10021-9.

—  voice-messagingl dentifies the vm content-typedefined in Recommendation X.440.
An extended content-typeis specified using an object identifier.

One specific value of an extended content-type which has been defined by this Service Definition is:

— inner-envelope An extended content-type that is itself a message (envelope and content). When
delivered to the recipient named on the outer-envelope, the outer-envelope is removed and the content is
deciphered, if needed, resulting in an inner-envelope and its content. The information contained in the
inner-envelope is used to transfer the content of the inner-envelope to the recipients named on the
inner-envelope. The type of the content OCTET STRING is an MTS-APDU (see Figure6 in
ITU-T Rec. X.419| ISO/IEC 10021-6) encoded using the Basic Encoding Rules of ASN.1. [The
inner-envelope and content may be protected by securing the content of the outer-envelope using the
security arguments (see 8.2.1.1.1.25t0 8.2.1.1.1.32)].

Other standardised extended content-typesmay be defined by other MHS Specifications or other Recommendations |
International Standards. Other values of this argument may be used by bilateral agreement between MTS-users.

NOTE 2-In the case where the content confidentiality service is used, the syntax and encoding identified by the
content-type are the syntax and encoding of the content before encryption.
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8.2.1.1.1.35 Content-identifier

This argument contains an identifier for the content of the message. It may be generated by the originator of the
message.

The content-identifier may be delivered to the recipient(s) of the message, and is returned to the originator with any
report(s). This argument is not atered by the MTS.

8.2.1.1.1.36 Content-correlator

This argument contains information to enable correlation of the content of the message by the originator of the message.
It may be generated by the originator of the message.

The content-correlator is not delivered to the recipient(s) of the message, but is returned to the originator with any
report(s). This argument is not altered by the MTS.

8.2.1.1.1.37 Content

This argument contains the information the message is intended to convey to the recipient(s). It shall be generated by the
originator of the message.

Except when conversion is performed, the content of the message is not modified by the MTS, but rather is passed
transparently throughit.

The content may be encrypted to ensure its confidentiality (see 8.2.1.1.1.27).

NOTE - The value of the octet string containing ¢heoded content does not change as the message crosses the MTS.

8.2.1.1.1.38 Notification-type

This argument indicates that the content is a notification, and indicates that it is one of three types of natification
(type-1, type-2 or type-3); the use of these values is defined in the relevant content specification. It may be generated by
the originator of the message, but shall be generated only if the content is a natification as defined in the relevant
content specification.

The notification-type indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.,

8.21.1.1.39 Service-message

This argument indicates that the message is for service purposes. It may be generated by the originator of the message,
but shall be used only by bilateral agreement.

The service-message indication is not delivered to the recipient(s) of the message and is not returned to the originator
with any report(s). Depending upon policy, this argument may be verified by the MTS.

8.21.1.2 Results

Table 5 lists the results of the Message-submission abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 5 — Message-submission Results

Result Presence Subclause
M essage-submission-identifier M 821121
M essage-submission-time M 821122
Originating-MTA-certificate 0] 821123
Proof-of-submission C 821124
Content-identifier C 8211135
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821121 Message-submission-identifier

This result contains an M T S-identifier that uniquely and unambiguously identifies the message-submission. It shall be
generated by the MTS.

The MTS provides the message-submission-identifier when notifying the MTS-user, via the Report-delivery abstract-
operation, of the delivery or non-delivery of the message.

The MTS-user provides the message-submission-identifier when cancelling, via the Cancel-deferred-delivery abstract-
operation, amessage whose delivery it deferred.

821122 Message-submission-time

This result indicates the Time at which the MTS accepts responsibility for the message. It shall be generated by
the MTS.

8.2.1.1.23 Originating-MTA-certificate

This result contains the certificate of the MTA to which the message has been submitted (the originating-MTA). It shall
be generated by a trusted source (e.g. a certification-authority), and may be supplied by the originating-MTA, if the
originator of the message requested proof-of-submission (see 8.2.1.1.1.31) and an asymmetric-encryption-algorithm is
used to compute the proof-of-submission.

The originating-M TA-certificate may be used to convey to the originator of the message a verified copy of the
public-asymmetric-encryption-key (subject-public-key) of the originating-MTA.

The originating-MTA's public-asymmetric-encryption-key may be used by the originator of the message to validate the
pr oof-of -submission.

8.211.24 Pr oof -of -submission

This result provides the originator of the message with proof of submission of the message to the MTS (to provide the
Proof of Submission element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Depending on the
encryption-algorithm used and the security policy in force, this argument may also provide the Non-Repudiation of
Submission element-of-service (as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It shall be generated by the
originating-MTA of the MTS, if the originator of the message requgstedf-of-submission (see 8.2.1.1.1.31).

The proof-of-submission is computed using the algorithm identified by fr@of-of-submission-algorithm-identifier
(analgorithm-identifier).

The proof-of-submission contains theproof-of-submission-algorithm-identifier, and an encrypted function (e.g. a
compressed or hashed version) of pmeof-of-submission-algorithm-identifier, the Message-submission arguments
(see 8.2.1.1.1) of the subject message, anthdssage-submission-identifier andmessage-submission-time.

Receipt of this result provides the originator of the message with Proof of Submission of the message. Non-receipt of
this result provides neither Proof of Submission nor proof of non-submission (unless a secure link and trusted
functionality are employed).

If an asymmetric-encryption-algorithm is used, fh@of-of-submission may be computed by the originating-MTA
using the originating-MTA’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-submission using the originating-MTA'’s public-asymmetric-encryption-kesubj ect-public-key) derived

from theoriginating-M T A-certificate. An asymmetrigr oof-of-submission may also provide for Non-Repudiation of
Submission.
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If a symmetric-encryption-algorithm is used, the symmetric-encryption-key that the originating-MTA used to compute
the proof-of-submission, and which the originator may use to validate the proof-of-submission, may be derived from
the bind-tokens (see 8.1.1.1.1.3 and 8.1.1.1.2.2) exchanged when the association was initiated. Alternatively, the
symmetric-encryption-key used for proof-of-submission may be exchanged by some other means. If a symmetric-
encryption-algorithm is used, then the proof-of-submission can only support Non-Repudiation of Submission if the
security-policy in force provides for the involvement of athird party acting as a notary.

8.2.1.1.3 Abstract-errors

Table 6 lists the abstract-errors that may disrupt the Message-submission abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 6 — Message-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8221
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8.2.25
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.2.9
Remote-bind-error 8.2.2.10

8.2.1.2 Probe-submission

The Probe-submission abstract-operation enables an MTS-user to submit a probe in order to determine whether or not a
message (the subject-message) could be transferred and delivered to one or more recipient MTS-users if it were to be
submitted.

Success of a probe does not guarantee that a subsequently submitted message can actually be delivered, but rather that,
currently, the recipient is valid and the message would encounter no major obstacles to delivery.

For any recipient-names that denote a DL, the Probe-submission abstract-operation determines whether expansion of
the specified DL (but not of any nested DL s) would occur.

For any recipient-names for which redirection would occur, the Probe-submission abstract-operation determines
whether the message could be transferred and delivered to the replacement recipient.

The MTS-user supplies most of the arguments used for message-submission and the length of the content of the subject-
message. The Probe-submission abstract-operation does not culminate in delivery to the intended recipients of the
subject-message, but establishes whether or not the M essage-submission abstract-operation would be likely to do so.

The successful completion of the abstract-operation signifies that the MTS has agreed to undertake the probe (but not
that it has yet performed the probe).

The disruption of the abstract-operation by an abstract-error indicates that the MTS cannot undertake the probe.
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82121 Arguments

Table 7 lists the arguments of the Probe-submission abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

Table 7 — Probe-submission Arguments

Argument Presence Subclause

Originator Argument

Originator-name M 821111
Recipient Arguments

Recipient-name M 821112

Alternate-recipient-allowed (0] 821113

Reci pient-reassignment-prohibited (0] 821114

Originator-requested-alternate-recipient (0] 821115

DL -expansion-prohibited (0] 821116
Conversion Arguments

Implicit-conversion-prohibited (0] 821119

Conversion-with-loss-prohibited (0] 8211110

Explicit-conversion (0] 8211111
Delivery Method Argument

Requested-delivery-method (0] 8211114
Physical Delivery Argument

Physical-rendition-attributes (0] 8211120
Report Request Argument

Originator-report-request M 8211122
Security Arguments

Originator-certificate (0] 8211125

Probe-origin-authenti cation-check (0] 821211

M essage-security-label (0] 8211130
Content Arguments

Original-encoded-information-types (0] 8211133

Content-type M 8211134

Content-identifier (0] 8211135

Content-correlator (0] 8211136

Content-length (0] 821212

Notification-type (0] 8211138

Service-message (0] 8211139

8.2.1.2.1.1  Probe-origin-authentication-check

This argument provides any MTA through which the probe is transferred, with a means of authenticating the origin of
the probe (to provide the Probe Origin Authentication element-of-service as defined in ITU-T Rec. X.400 and
ISO/IEC 10021-1). It may be generated by the originator of the probe.

The probe-origin-authentication-check provides proof of the origin of the probe (Probe Origin Authentication), and
proof of association between the message-security-label and the content-identifier of the subject-message.

The probe-origin-authentication-check is computed using the agorithm identified by the probe-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The probe-origin-authentication-check contains the probe-origin-authentication-algorithm-identifier, and an
asymmetrically-encrypted hashed version of: the probe-origin-authentication-algorithm-identifier; and the
content-identifier and message-security-label of the subject-message. Optional components are included in the probe-
origin-authentication-check if they are present in the probe.
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The probe-origin-authentication-check may be computed by the originator of the probe using the originator’s secret-
asymmetric-encryption-key. The probe-origin-authentication-check may be validated by any MTA through which the
probe is transferred, using the public-asymmetric-encryption-key (subject-public-key) of the originator of the probe
derived from the originator -certificate.

Addenda or future versions of this Recommendation | International Standard may define other forms of probe-origin-
authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
probe is transferred to authenticate the origin of the probe.

821212  Content-length

This argument specifies the length, in octets, of the content of the subject-message. It may be generated by the
originator of the probe.

8.21.2.2 Results

Table 8 lists the results of the Probe-submission abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 8 — Probe-submission Results

Result Presence Subclause
Probe-submission-identifier M 821221
Probe-submission-time M 821222
Content-identifier C 8211135

8.2.1.2.2.1 Probe-submission-identifier

This result contains an M T S-identifier that uniquely and unambiguously identifies the probe-submission. It shall be
generated by the MTS.

The MTS provides the probe-submission-identifier when notifying the MTS-user, via the Report-delivery
abstract-operation, of its ability or otherwise to deliver the subject-message.

8.2.1.2.2.2  Probe-submission-time
This result indicates the Time at which the MTS agreed to undertake the probe. It shall be generated by the MTS.
8.2.1.2.3 Abstract-errors

Table 9 lists the abstract-errors that may disrupt the Probe-submission abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 9 — Probe-submission Abstract-errors

Abstract-error Subclause
Submission-control-violated 8221
Element-of-service-not-subscribed 8222
Originator-invalid 8224
Recipient-improperly-specified 8.2.25
Inconsistent-request 8.2.2.7
Security-error 8.2.2.8
Unsupported-critical-function 8.2.29
Remote-bind-error 8.2.2.10
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8.2.1.3 Cancel-deferred-delivery

The Cancel-deferred-delivery abstract-operation enables an MTS-user to abort the deferred-delivery of a message
previously submitted by that user via the M essage-submission abstract-operation.

The MTS-user identifies the message whose delivery is to be cancelled by means of the message-submission-identifier
returned by the MTS as aresult of the previous invocation of the Message-submission abstract-operation.

The successful completion of the abstract-operation signifies that the MTS has cancelled the deferred-delivery of the
message.

The disruption of the abstract-operation by an abstract-error indicates that the deferred-delivery cannot be cancelled. The
deferred-delivery of a message cannot be cancelled if the message has aready been progressed for delivery and/or
transfer within the MTS. The MTS may refuse to cancel the deferred-delivery of a message, if the MTS provided the
originator of the message with proof-of-submission.

8.21.31 Arguments

Table 10 lists the arguments of the Cancel-deferred-delivery abstract-operation, and for each argument qualifies its
presence and identifies the subclause in which the argument is defined.

Table 10 — Cancel-deferred-delivery Arguments

Argument Presence Subclause
Submission Argument
M essage-submission-identifier M 821311

8.2.1.3.1.1  Message-submission-identifier

This argument contains the message-submission-identifier of the message whose deferred-delivery isto be cancelled. It
shall be supplied by the MTS-user.

The message-submission-identifier (an MTS-identifier) is that returned by the MTS as a result of a previous
invocation of the Message-submission abstract-operation (see 8.2.1.1.2.1), when the message was submitted for
deferred-delivery.

8.2.1.3.2 Results

The Cancel-deferred-delivery abstract-operation returns an empty result as indication of success.

8.2.1.3.3 Abstract-errors

Table 11 lists the abstract-errors that may disrupt the Cancel-deferred-delivery abstract-operation, and for each
abstract-error identifies the subclause in which the abstract-error is defined.

Table 11 — Cancel-deferred-delivery Abstract-errors

Abstract-error Subclause
Deferred-delivery-cancellation-rejected 8.2.2.3
M essage-submission-identifier-invalid 8.2.2.6
Remote-bind-error 8.2.2.10

8.2.1.4 Submission-control

The Submission-control abstract-operation enables the MTS to temporarily limit the submission-port abstract-operations
that the MTS-user may invoke, and the messages that the MTS-user may submit to the MTS via the Message-submission
abstract-operation.

The MTS-user should hold until alater time, rather than abandon, abstract-operations and messages presently forbidden.
26 ITU-T Rec. X.411 (1995 E)



ISO/IEC 10021-4 : 1997 (E)

The successful completion of the abstract-operation signifies that the specified controls are now in force. These controls
supersede any previously in force, and remain in effect until the association is released or the MTS re-invokes the
Submission-control abstract-operation.

The abstract-operation returns an indication of any abstract-operations that the MTS-user would invoke, or any message
types that the MTS-user would submit, were it not for the prevailing controls.

8.2.1.4.1 Arguments

Table 12 lists the arguments of the Submission-control abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.

Table 12 — Submission-control Arguments

Argument Presence Subclause

Submission Control Arguments

Restrict 0] 821411
Permissible-operations (@) 821412
Permissible-lowest-priority 0] 821413
Permi ssible-maximum-content-length (@) 821414
Permissible-security-context 0] 821415

8.2141.1 Restrict

This argument indicates whether the controls on submission-port abstract-operations are to be updated or removed.
It may be generated by the MTS.

This argument may have one of the following values:
— update: The other arguments update the prevailing controls.

— remove: All controls are to be removed; the other arguments are to be ignored.

In the absence of this argument, the default update shall be assumed.

8.214.12 Permissible-operations

This argument indicates the abstract-operations that the MTS-user may invoke on the MTS. It may be generated by
the MTS.

This argument may have the value allowed or prohibited for each of the following:

— message-submission: The MTS-user may/may not invoke the Message-submission abstract-operation;
and

—  probe-submission: The MTS-user may/may not invoke the Probe-submission abstract-operation.
Other submission-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence of this argument, the abstract-operations that the MTS-user may invoke on the MTS are unchanged. If no
previous controls are in force, the MTS-user may invoke both the Message-submission abstract-operation and the
Probe-submission abstract-operation.

821413 Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS-user shall submit to the MTS via the
M essage-submission abstract-operation. It may be generated by the MTS.

This argument may have one of the following values of the priority argument of the Message-submission
abstract-operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS-user shall submit to the MTSiis
unchanged. If no previous controls are in force, the MTS-user may submit messages of any priority.
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8.2.14.14  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS-user shall submit to
the MTS via the Message-submission abstract-operation. It may be generated by the MTS.

In the absence of this argument, the per missible-maximum-content-length of a message that the MTS-user may submit
to the MTS is unchanged. If no previous controls are in force, the content length is not explicitly limited.

8.2.14.15 Permissible-security-context

This argument temporarily limits the sensitivity of submission-port abstract-operations (submission-security-context)
that the MTS-user may invoke on the MTS. It is a temporary restriction of the security-context established when the
association was initiated (see 8.1.1.1.1.3). It may be generated by the MTS.

The permissible-security-context comprises one or more secur ity-labels from the set of security-labels established as
the security-context when the association was established.

In the absence of this argument, the security-context of submission-port abstract-operations is unchanged.

8.2.1.4.2 Results

Table 13 lists the results of the Submission-control abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 13 — Submission-control Results

Result Presence Clause

"Waiting’ Results

Waiting-operations (0] 821421
Waiting-messages (0] 8.21.4.22
Waiting-encoded-information-types (0] 821423
Waiting-content-types (0] 821424

8.2.1.4.2.1  Waiting-operations

This result indicates the abstract-operations being held by the MTS-user, and that the MTS-user would invoke on the
MTSif it were not for the prevailing controls. It may be generated by the MTS-user.

This result may have the value holding or not-holding for each of the following:

— message-submission: The MTS-user is/is not holding messages, and would invoke the Message-
submission abstract-operation on the MTS if it were not for the prevailing controls; and

—  probe-submission: The MTS-user ig/is not holding probes, and would invoke the Probe-submission
abstract-operation on the MTS if it were not for the prevailing controls.

In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submission
to the MTS due to the prevailing controls.

8.2.14.22 Waiting-messages

This result indicates the kind of messages the MTS-user is holding for submission to the MTS, and would submit via the
M essage-submission abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS-user.

This result may have one or more of the following values:

— long-content: The MTS-user has messages held for submission to the MTS which exceed the
per missible-maximum-content-length control currently in force.

— low-priority: The MTS-user has messages held for submission to the MTS of a lower priority than the
per missible-lowest-priority control currently in force.

—  other-security-labels: The MTS-user has messages held for submission to the MTS bearing message-
security-labels other than those permitted by the current security-context.
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In the absence of this result, it may be assumed that the MTS-user is not holding any messages or probes for submission
to the MTS due to the permissible-maximum-content-length, per missible-lowest-priority or permissible-security-
context controls currently in force.

8.21.4.23 Waiting-encoded-infor mation-types

This result indicates the encoded-information-types in the content of any messages held by the MTS-user for
submission to the MTS due to prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the encoded-infor mation-types of any messages held by the MTS-user for submission to
the MTS are unspecified.

821424 Waiting-content-types

This result indicates the content-types of any messages held by the MTS-user for submission to the MTS due to
prevailing controls. It may be generated by the MTS-user.

In the absence of this result, the content-types of any messages held by the MTS-user for submission to the MTS are
unspecified.

8.2.1.4.3 Abstract-errors

Table 14 lists the abstract-errors that may disrupt the Submission-control abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 14 — Submission-control Abstract-errors

Abstract-error Subclause
Security-error 8.2.2.8
Remote-bind-error 8.2.2.10

8.2.2 Abstract-errors

This subclause defines the following submission-port abstract-errors:
a) Submission-control-violated;
b) Element-of-service-not-subscribed;
¢) Deferred-delivery-cancellation-rejected;
d) Originator-invalid;
€) Recipient-improperly-specified;
f)  Message-submission-identifier-invalid;
g) Inconsistent-request;
h)  Security-error;
i)  Unsupported-critical-function;

i)  Remote-bind-error.

8.2.2.1 Submission-control-violated

The Submission-control-violated abstract-error reports the violation by the MTS-user of a control on submission-port
services imposed by the MTS via the Submission-control service.

The Submission-control-violated abstract-error has no parameters.
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8.2.2.2 Element-of-service-not-subscribed

The Element-of-service-not-subscribed service reports that the requested abstract-operation cannot be provided by the
MTS because the MTS-user has not subscribed to one of the elements-of-service the request requires.

The Element-of-service-not-subscribed abstract-error has no parameters.

8.2.2.3 Deferred-delivery-cancellation-r e ected

The Deferred-delivery-cancellation-rej ected abstract-error reports that the MTS cannot cancel the deferred-delivery of a
message, either because the message has already been progressed for transfer and/or delivery, or because the MTS had
provided the originator with proof-of-submission.

The Deferred-delivery-cancellation-rejected abstract-error has no parameters.

8.2.2.4 Originator-invalid

The Originator-invalid abstract-error reports that the message or probe cannot be submitted because the originator is
incorrectly identified.

The Originator-invalid abstract-error has no parameters.
8.2.25 Recipient-improperly-specified

The Recipient-improperly-specified abstract-error reports that the message or probe cannot be submitted because one or
more recipients are improperly specified.

The Recipient-improperly-specified abstract-error has the following parameters, generated by the MTS:
— improperly-specified-recipients: The improperly specified recipient-name(s).
8.2.2.6 Message-submission-identifier-invalid

The Message-submission-identifier-invalid abstract-error reports that the deferred-delivery of a message cannot be
cancelled because the specified message-submission-identifier isinvalid, or identifies a message submitted by another
MTS-user.

The Message-submission-identifier-invalid abstract-error has no parameters.

8.2.2.7 Inconsistent-request

The Inconsistent-request abstract-error reports that the requested abstract-operation cannot be provided by the MTS
because the MTS-user has made an inconsistent request.

The Inconsi stent-request abstract-error has no parameters.

8.2.2.8 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS or
MTS-user because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters:
—  security-problem: An identifier for the cause of the violation of the security-policy.
8.2.2.9 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-submission (see 9.2) but is unsupported by the MTS.

The Unsupported-critical-function abstract-error has no parameters.

8.2.2.10 Remote-bind-error

The Remote-bind-error abstract-error reports that the requested abstract-operation cannot be provided by the MS
because the MS is unable to bind to the MTS, or because there is no association in existence between the MS and
the UA. This abstract-error occurs on an indirect submission to the MTS via an MS, or on invocation by the MTS of a
submission-control abstract-operation viaan MS.

The Remote-bind-error abstract-error has no parameters.
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8.3 Delivery Port

This subclause defines the abstract-operations and abstract-errors which occur at a delivery-port.

831 Abstract-operations
This subclause defines the following delivery-port abstract-operations:
a) Message-delivery;
b) Report-delivery;
c) Délivery-Control.
8.3.1.1 Message-delivery
The Message-delivery abstract-operation enables the MTS to deliver amessage to an MTS-user.

The MTS-user shall not refuse delivery of a message unless the delivery would violate the Delivery-control restrictions
thenin force.

8.3.1.1.1 Arguments

Table 15 lists the arguments of the Message-delivery abstract-operation, and for each argument qualifiesits presence and
identifies the subclause in which the argument is defined.

83.1.1.11 Message-delivery-identifier
This argument contains an M T S-identifier that distinguishes the message from all other messages at the delivery-port. It

shall be generated by the MTS, and shall have the same value as the message-submission-identifier supplied to the
originator of the message when the message was submitted.

831112 Message-delivery-time

This argument contains the Time at which delivery occurs and at which the MTS is relinquishing responsibility for the
message. It shall be generated by the MTS.

In the case of physical delivery, this argument indicates the Time at which the PDAU has taken responsibility for
printing and further delivery of the message.

The value of this argument shall be the same as the value of the message-delivery-time argument reported to the
originator of the message (see 8.3.1.2.1.9) in a delivery-report.

8.3.1.1.1.3 Thisrecipient-name

This argument contains the OR-name of the recipient to whom the message is being delivered. It shall be generated by
theMTS.

The value of this argument shall be the same as the corresponding value of the recipient-name argument (i.e. the one
that caused the message to be delivered to this recipient) which was present in the message immediately prior to
delivery.

The this-recipient-name contains the OR-name of the individual recipient, i.e. shall not contain the OR-name of aDL.

The OR-name of the intended-recipient (if different, and the message has been redirected or DL-expanded) is contained
in the originally-intended-r ecipient-name argument.

83.1.1.14  Originaly-intended-recipient-name

This argument contains the OR-name of the recipient specified by the originator at the time of submission, as modified
by the message-submission procedure (see 14.6.1). It shall be generated by the MTS (at the MTA performing message-
delivery or report-generation) if the originally-specified OR-name of the recipient has been replaced as a result of

DL-expansion or redirection.
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Table 15 — Message-delivery Arguments

Argument Presence Subclause
Delivery Arguments
Message-delivery-identifier M 831111
Message-delivery-time M 831112
M essage-submission-time M 821122
Trace-information 0] 1221113
Internal-trace-information 0] 1221114
Originator Argument
Originator-name M 821111
Recipient Arguments
This-recipient-name M 831113
Originally-intended-recipient-name C 831114
Redirection-history C 831115
Other-reci pient-names C 831116
DL -expansion-history C 831117
Priority Argument
Priority C 821118
Conversion Arguments
Implicit-conversion-prohibited C 821119
Conversion-with-loss-prohibited C 8211110
Converted-encoded-information-types C 831118
Delivery Method Argument
Requested-delivery-method C 8211114
Physical Delivery Argument
Physical-forwarding-prohibited ca 8.2.1.1.1.15
Physical-forwarding-address-request ca 8.2.1.1.1.16
Physical-delivery-modes ca 8.2.1.1.1.17
Registered-mail-type ca 8.2.1.1.1.18
Reci pient-number-for-advice ca 8.2.1.1.1.19
Physical-rendition-attributes ca 8.2.1.1.1.20
Originator-return-address ca 8211121
Physical-delivery-report-request (o] 8.2.1.1.1.24
Security Arguments
Originator-certificate C 8211125
Message-token C 8211126
Content-confidentiality-algorithm-identifier C 8.21.1.1.27
Content-integrity-check C 8.21.1.1.28
M essage-origin-authenti cation-check C 8.21.1.1.29
M essage-security-label C 8211130
Proof-of-delivery-request C 8211132
Content Arguments
Original-encoded-information-types C 8211133
Content-type M 8.21.1.1.34
Content-identifier C 8211135
Content M 8.21.1.1.37
3 Indicates that these arguments are normally absent for non-PD-recipients but may appear in specia
cases (e.g. redirection).
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8.3.1.1.1.5 Redirection-history

This argument documents the redirection events which have occurred during the transfer of the message through
the MTS. It shall be generated by the MTS if redirection has occurred. For each redirection event that has occurred, it
contains the OR-name of the intended recipient prior to the redirection, the time at which redirection occurred, and the
reason for the redirection.

Theredirection-reason has one of the following values:

— recipient-assigned-alternate-recipient: The intended-recipient of the message requested that the
message be redirected to a recipient-assigned-alter nate-r ecipient; the originator of the message did not
prohibit recipient-reassignment (see 8.2.1.1.1.4); the MTS redirected the message to the
r ecipient-assigned-alter nate-r ecipient.

— originator-requested-alter nate-recipient: The message could not be delivered to the intended-recipient
or recipient-assigned-alter nate-recipient (if registered); the originator-requested-alter nate-recipient
argument identified an alternate-recipient requested by the originator of the message; the MTS redirected
the message to the originator -r equested-alter nate-r ecipient.

— recipient-M D-assigned-alter nate-recipient: The recipient-name argument did not identify a recipient
MTS-user; the alter nate-r ecipient-allowed argument generated by the originator of the message allowed
delivery to an alternate-recipient; the MTS redirected the message to an alternate-recipient assigned by the
recipient-MD to receive such messages.

— directory-look-up: The OR-address of the intended-recipient did not identify a recipient MTS-user; the
OR-name of that intended-recipient also contained a dir ector y-name which was used to obtain from the
Directory a different OR-address for that intended-recipient; the MTS redirected the message to the
replacement OR-addr ess for that intended-recipient.

— alias: The recipient-name argument did not contain a preferred address of the specified MTS-user;
the MTS redirected the message to a preferred address of that MTS-user.
NOTE 1 — The distinction between preferred and non-preferred addresses is established by local configuration.

Some systems conforming to earlier versions of this Specification may not support the values alias or
directory-look-up. These values shall not be transmitted to systems that do not support them, except by bilateral
agreement.

NOTE 2 — In order to achieve this, it is recommended that MTA implementations intended for use at the boundary between
old and new systems (e.g. at domain boundaries) be provided with a configurable facility to mooéyirtbetion-history. This

facility would replacealias by recipient-assigned-alternate-recipient or replacedirectory-look-up by originator-assigned-
alternate-recipient as required when transferring to specified adjacent MTAs.

8.3.1.1.1.6  Other-recipient-names

If the originator of the message requested disclosure of other recipients, this argument contains the OR-names of the
originally-specified recipients other than the one (if any) identified by either the originally-intended-recipient-name
argument, if present, or else by the this-recipient-name argument. This argument shall be generated by the MTS if, and
only if, the message-submission abstract-operation had the disclosur e-of-other -recipients argument set to disclosure-
of-other-recipients-requested and thereis at least one such other recipient.
Each other -r ecipient-name contains the OR-name of an individual recipient or aDL.

NOTE - If DL expansion has been performed, @R-names of the DL's members are not disclosed. Thie-name of
the DL is disclosed if, and only if, it is that of an originally-specified recipient.

8.3.1.1.1.7 DL-expansion-history

This argument contains the sequence of OR-names of any DLs which have been expanded to add recipients to the copy
of the message delivered to the recipient and the Time of each expansion. It shall be generated by the MTS if any
DL-expansion has occurred.

8.3.1.1.1.8 Converted-encoded-infor mation-types

This argument identifies the encoded-infor mation-types of the message content after conversion, if conversion took
place. It may be generated by the MTS.

8.31.1.2 Results

Table 16 lists the results of the Message-delivery abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

ITU-T Rec. X.411 (1995 E) 33



| SO/IEC 10021-4 : 1997 (E)

Table 16 — Message-delivery Results

Result Presence Subclause

Proof of Delivery Results

Recipient-certificate (0] 831121
Proof-of-delivery C 831122

8.3.1.1.2.1  Recipient-certificate

This argument contains the certificate of the recipient of the message. It shall be generated by a trusted source (e.g. a
certification-authority), and may be supplied by the recipient of the message, if the originator of the message requested
proof-of-delivery (see 8.2.1.1.1.32) and an asymmetric-encryption-algorithm is used to compute the proof-of-delivery.

The recipient-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key (subject-
public-key) of the recipient of the message.

The recipient's public-asymmetric-encryption-key may be used by the originator of the message to validate the
proof-of-delivery.

8.3.1.1.22  Proof-of-delivery

This argument provides the originator of the message with proof that the message has been delivered to the recipient (to
provide the Proof of Delivery element-of-service as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). Depending on
the encryption-algorithm used and the security-policy in force, this argument may also provide the Non-Repudiation of
Delivery element-of-service (as defined in ITU-T Rec. X.400 and ISO/IEC 10021-1). It shall be generated by the
recipient of the message, if the originator of the message reqpest#ebf-delivery (see 8.2.1.1.1.32).

The proof-of-delivery is computed using the algorithm identified by fveof-of-delivery-algorithm-identifier (an
algorithm-identifier).

The proof-of-delivery contains theproof-of-delivery-algorithm-identifier, and an encrypted function (e.g. a
compressed or hashed version) of tpeoof-of-delivery-algorithm-identifier, the delivery-time, and the
this-recipient-name, the originally-intended-recipient-name, the messageontent, the content-identifier, and the
message-security-label of the delivered message. Optional components are includedpndbfeof-delivery if they are
present in the delivered message. pheof-of-delivery is computed using the messagatent as delivered (i.e. either
unencrypted or encrypted).

Receipt of this argument provides the originator of the message with Proof of Delivery of the message to the recipient.
Non-receipt of this argument provides neither Proof of Delivery nor proof of non-delivery (unless a secure route and
trusted functionality are employed).

If an asymmetric-encryption-algorithm is used, pheof-of-delivery may be computed by the recipient of the message
using the recipient’s secret-asymmetric-encryption-key. The originator of the message may validate the
proof-of-delivery using the recipient’'s public-asymmetric-encryption-keybject-public-key) derived from the
recipient-certificate. An asymmetrigroof-of-delivery may also provide for Non-Repudiation of Delivery.

If a symmetric-algorithm is used, a symmetric-encryption-key is used by the recipient to computetiaf-delivery,

and by the originator to validate theroof-of-delivery. If a symmetric-encryption-algorithm is used, then the
proof-of-delivery can only provide Non-Repudiation of Delivery if the security-policy in force provides for the
involvement of a third party acting as a notary. The means by which the symmetric-encryption-key is distributed is not
currently defined by this Service Definition.

8.3.1.1.3 Abstract-errors

Table 17 lists the abstract-errors that may disrupt the Message-delivery abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.
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Table 17 — Message-delivery Abstract-errors

Abstract-error Subclause
Delivery-control-violated 8321
Security-error 8323
Unsupported-critical-function 8324

8.3.1.2 Report-delivery

The Report-delivery abstract-operation enables the MTS to acknowledge to the MTS-user one or more outcomes of a
previous invocation of the Message-submission or Probe-submission abstract-operations.

For the Message-submission abstract-operation, the Report-delivery abstract-operation indicates the delivery or
non-delivery of the submitted message to one or more recipients.

For the Probe-submission abstract-operation, the Report-delivery abstract-operation indicates whether or not a message
could be delivered, or a DL -expansion could occur, if the message were to be submitted.

A single invocation of the Message-submission or Probe-submission abstract-operation may provoke several
occurrences of the Report-delivery abstract-operation, each covering one or more intended recipients. A single
occurrence of the Report-delivery abstract-operation may report on both delivery and non-delivery to different
recipients.

An invocation of the Message-submission or Probe-submission abstract-operation by one MTS-user may provoke
occurrences of the Report-delivery abstract-operation to another MTS-user, i.e. reports delivered to the owner of aDL.

The MTS-user shall not refuse to accept the delivery of a report unless the delivery of the report would violate the
Delivery-control restrictions then in force.

8.3.1.2.1 Arguments

Table 18 lists the arguments of the Report-delivery abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

8.3.1.2.1.1  Subject-submission-identifier

This argument contains the message-submission-identifier or the probe-submission-identifier of the subject of the
report. It shall be supplied by the MTS.

8.3.1.2.1.2  Actual-recipient-name

This argument contains the OR-name of a recipient of the message. It shall be generated by the originator of the
message, or by the MTS if the message has been redirected or DL-expanded. A different value of this argument shall be
specified for each recipient of the subject to which this report relates.

In the case of a delivery report, the actual-recipient-name is the name of the actual recipient of the message, and has
the same value as the this-recipient-name argument of the delivered message. In the case of a non-delivery-report, the
actual-recipient-name is the OR-name of the recipient to which the message was being directed when the reason for
non-delivery was encountered.

The actual-r ecipient-name may be an originally-specified r ecipient-name, or the OR-name of a replacement recipient
to which the message has been redirected, or the OR-name of a DL-member if the message has been DL-expanded. If
the message has been redirected or DL-expanded, the OR-name of the originally-specified recipient is contained in the
originally-intended-r ecipient-name argument.

The actual-r ecipient-name contains the OR-name of an individual recipient or DL.
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Table 18 — Report-delivery Arguments

Argument Presence Subclause

Subject Submission Argument

Subject-submission-identifier M 831211
Recipient Arguments

Actual-recipient-name M 831212

Originally-intended-recipient-name C 831114

Redirection-history C 831115

Originator-and-DL-expansion-history C 831213

Reporting-DL-name C 831214
Report Envelope Arguments

Redirection-history C 8.3.1.2.15

Trace-information (@) 1221113

Internal-trace-information (@) 1221114
Conversion Arguments

Converted-encoded-information-types C 831216
Supplementary Information Arguments

Supplementary-information C 831217

Physical-forwarding-address C 8312138
Delivery Arguments

Message-delivery-time C 8.3.1.2.19

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8312111

Non-delivery-diagnostic-code C 8312112
Security Arguments

Recipient-certificate C 831121

Proof-of-delivery C 831122

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-origin-authentication-check C 8312114

M essage-security-label C 8211130
Content Arguments

Original-encoded-information-types C 8211133

Content-type C 8.3.1.21.15

Content-identifier C 8211135

Content-correlator C 8211136

Returned-content C 8.3.1.2.1.16

8.3.1.2.1.3  Originator-and-DL-expansion-history

This argument contains a sequence of OR-names and associated times which document the history of the origin of the
subject-message. The first OR-name in the sequence is the OR-name of the originator of the subject, and the remainder
of the sequence is a sequence of OR-names of the DLs that have been expanded in directing the subject towards the
recipient (the latter being the same as the DL -expansion-history). It shall be generated by the originating-MTA of the
report if any DL-expansion has occurred on the subject.

The originator-and-DL -expansion-history contains the OR-name of the originator of the subject and each DL, and
the Time at which the associated event occurred.

8.3.1.2.1.4  Reporting-DL-name

This argument contains the OR-name of the DL that forwarded the report to the owner of the DL. It shall be generated
by a DL-expansion-point (an MTA) when forwarding a report to the owner of the DL, in line with the reporting-policy
of theDL.
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Thereporting-DL -name contains the OR-name of the DL forwarding the report.

8.3.1.215 Redirection-history

This argument documents the redirection events which have occurred during the transfer of the report through the MTS.
It shall be generated by the MTS if redirection of the report has occurred. For each redirection event that has occurred, it
contains the report-destination-name prior to the redirection, the time at which redirection occurred, and the reason for
the redirection. The values for redirection-reason are defined in 8.3.1.1.1.5, except that originator-requested-
alternate-recipient is not applicable to reports.

NOTE — In Table 18 the Recipient Argument Redirection-history contains the Redirection-history of the subject of the
report, whereas the Report Envelope Argument Redirection-history contains the Redirection-history of the report itself.

8.3.1.21.6 Converted-encoded-infor mation-types

This argument identifies the encoded-infor mation-types of the subject-message content after conversion, if conversion
took place. For areport on a message, this argument indicates the actual encoded-infor mation-types of the converted
message content. For areport on a probe, this argument indicates the encoded-infor mation-types the subject-message
content would have contained after conversion, if the subject-message were to have been submitted. It may be generated
by the MTS. A different value of this parameter may be specified for each recipient of the subject to which the report
relates.

8.3.1.2.1.7  Supplementary-information

This argument may contain information supplied by the originator of the report, as a printable string. It may be generated
by the originating-MTA of the report or an associated access-unit. A different value of this argument may be specified
for each intended recipient of the subject to which the report relates.

Supplementary-information may be used by a Teletex-access-unit or a Teletex/Telex conversion facility. It may
contain a Received Answer-back, Telex Transmission Duration, or Note and Received Recorded Message as a printable
string.

Supplementary-information may also be used by other access-units, or by the originating-MTA of the report itself, to
convey printable information to the originator of the message.

8.3.1.2.1.8 Physical-forwarding-address

This argument contains the new postal-OR-addr ess of the physical-recipient of the message. It may be generated by the
associated PDAU of the originating-MTA of the report, if the originator of the message requested the
physical-forwarding-address of the recipient (see 8.2.1.1.1.16). A different value of this argument may be specified for
each intended recipient of the subject-message to which the report relates.

8.3.1219 Message-delivery-time

This argument contains the Time at which the subject-message was (or would have been) delivered to the recipient
MTS-user. It shall be generated by the MTS if the message was (or would have been) successfully delivered. A different
value of thisargument may be specified for each intended-recipient of the subject to which the report relates.

In the case of physical delivery, this argument indicates the Time at which the PDAU has taken responsibility for
printing and further delivery of the message.

If the subject-message was delivered, the value of this argument should be the same as the value of the
message-delivery-time argument of the delivered message (see 8.3.1.1.1.2).

83.1.21.10 Type-of-MTS-user

This argument indicates the type of recipient MTS-user to which the message was (or would have been) delivered. It
shall be generated by the MTS if the message was (or would have been) successfully delivered. A different value of this
argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:
— public: A UA owned by an Administration.
—  private: A UA owned by other than an Administration.
— ms. A message-store.
— DL: A distribution-list.
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8312111

PDAU: A physical-delivery-access-unit (PDAU).
physical-recipient: A physical-recipient of a PDS.
other: An access-unit of another kind.

Non-delivery-reason-code

This argument contains a code indicating the reason the delivery of the subject-message failed (or, in the case of a probe,
would have failed). It shall be generated by the MTS if the message was (or would have been) unsuccessfully delivered.
A different value of this argument may be specified for each intended-recipient of the subject to which the report relates.

This argument may have one of the following values:

transfer-failure: Indicates that, while the MTS was attempting to deliver or probe delivery of the
subject-message, some communication failure prevented it from doing so.

unable-to-transfer: Indicates that, due to some problem with the subject itself, the MTS could not deliver
or probe delivery of the subject-message.

conversion-not-performed: Indicates that a conversion necessary for the delivery of the subject-message
was (or would be) unable to be performed.

physical-rendition-not-performed: Indicates that the PDAU was unable to physically render the
subject-message.
physical-delivery-not-performed: Indicates that the PDS was unable to physically deiver the
subject-message.

restricted-delivery: Indicates that the recipient subscribes to the restricted-delivery element-of-service
(as defined in ITU-T Rec. X.400 and 1 SO/IEC 10021-1) which prevented (or would prevent) the delivery
of the subject-message.

directory-operation-unsuccessful: Indicates that the outcome of a required Directory operation was
unsuccessful.

deferred-delivery-not-performed: Indicates that a request for deferred delivery of the subject-message
was unable to be performed.

Other non-delivery-reason-codes may be specified in addenda or future versions of this Recommendation |
International Standard.

Further information on the nature of the problem preventing delivery is contained in the non-delivery-diagnostic-code

argument.

8312112

Non-delivery-diagnostic-code

This argument contains a code indicating the nature of the problem which caused delivery or probing of delivery of the
subject-message, to fail. It may be generated by the MTS if the message was (or would have been) unsuccessfully
delivered. A different value of this argument may be specified for each intended-recipient of the subject to which the

report relates.

This argument may have one of the following values:

unrecognised-OR-name: The recipient-name argument of the subject does not contain an OR-name
recognised by the MTS.

ambiguous-OR-name: The recipient-name argument of the subject identifies more than one potential

recipient (i.e. is ambiguous).
MT S-congestion: The subject could not be progressed, due to congestion in the MTS.

loop-detected: The subject was detected looping within the MTS.

recipient-unavailable: The recipient MTS-user was (or would be) unavailable to take delivery of the

subject-message.

maximum-time-expired: The maximum time for delivering the subject-message, or performing the

subject-probe, expired.

encoded-infor mation-types-unsupported: The encoded-information-types of the subject-message are

unsupported by the recipient MTS-user.

content-too-long: The content-length of the subject-message is too long for the recipient MTS-user to

take delivery (exceeds the deliverable-maximum-content-length).
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conversion-impractical: A conversion required for the subject-message to be delivered is impractical.

implicit-conver sion-prohibited: A conversion required for the subject-message to be delivered has been
prohibited by the originator of the subject (see 8.2.1.1.1.9).

implicit-conver sion-not-subscribed: A conversion required for the subject-message to be delivered has
not been subscribed to by the recipient.

invalid-arguments: One or more arguments in the subject was detected as being invalid.

content-syntax-error: A syntax error was detected in the content of the subject-message (not applicable
to subject-probes).

size-constraint-violation: Indicates that the value of one or more parameters(s) of the subject violated the
size constraints defined in this Service Definition, and that the MTS was not prepared to handle the
specified value(s).

protocol-violation: Indicates that one or more mandatory argument(s) were missing from the subject.

content-type-not-supported: Indicates that processing otantent-type not supported by the MTS was
(or would be) required to deliver the subject-message.

too-many-recipients. Indicates that the MTS was (or would be) unable to deliver the subject-message
due to the number of specified recipients of the subject-message (see 8.2.1.1.1.2).

no-bilateral-agreement: Indicates that delivery of the subject-message required (or would require) a
bilateral agreement where no such agreement exists.

unsupported-critical-function: Indicates that a critical function required for the transfer or delivery of
the subject-message was not supported by the originating-MTA of the report.

conversion-with-loss-prohibited: A conversion required for the subject-message to be delivered would
have resulted in loss of information; conversion with loss of information was prohibited by the originator
of the subject (see 8.2.1.1.1.10).

line-too-long: A conversion required for the subject-message to be delivered would have resulted in loss
of information because the original line length was too long.

page-split: A conversion required for the subject-message to be delivered would have resulted in loss of
information because an original page would be split.

pictorial-symbol-loss: A conversion required for the subject-message to be delivered would have
resulted in loss of information because of a loss of one or more pictorial symbols.

punctuation-symbol-loss: A conversion required for the subject-message to be delivered would have
resulted in loss of information because of a loss of one or more punctuation symbols.

alphabetic-character-loss: A conversion required for the subject-message to be delivered would have
resulted in loss of information because of a loss of one or more alphabetic characters.

multiple-information-loss: A conversion required for the subject-message to be delivered would have
resulted in multiple loss of information.

recipient-reassignment-prohibited: Indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited redirectiaredpient-assigned-
alternate-recipient (see 8.2.1.1.1.4).

redirection-loop-detected: The subject-message could not be redirected to a replacement recipient
because that recipient had previously redirected the message (redirection-loop).

DL-expansion-prohibited: Indicates that the MTS was (or would be) unable to deliver the
subject-message because the originator of the subject prohibited the expansion of DLs (see 8.2.1.1.1.6).

no-DL -submit-permission: The originator of the subject (or the DL of which this DL is a member, in the
case of nested DLs) does not have permission to submit messages to this DL.

DL -expansion-failure: Indicates that the MTS was unable to complete the expansion of a DL.

physical-rendition-attributes-not-supported: The PDAU does not support the physical-rendition
attributes requested (see 8.2.1.1.1.20).

undeliver able-mail-physical-delivery-address-incorrect: The subject-message was undeliverable
because the specified recipiqustal-OR-addr ess was incorrect.

undeliver able-mail-physical-delivery-office-incorrect-or-invalid: The subject-message was
undeliverable because the physical-delivery-office identified by the specified recipastal-
OR-address was incorrect or invalid (does not exist).
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undeliver able-mail-physical-delivery-address-incomplete: The subject-message was undeliverable
because the specified recipigustal-OR-addr ess was incompletely specified.

undeliver able-mail-recipient-unknown: The subject-message was undeliverable because the recipient
specified in the recipieqtostal-OR-addr ess was not known at that address.

undeliver able-mail-recipient-deceased: The subject-message was undeliverable because the recipient
specified in the recipieqtostal-OR-address is deceased.

undeliver able-mail-or ganization-expired: The subject-message was undeliverable because the recipient
organization specified in the recipigristal-OR-addr ess has expired.

undeliver able-mail-recipient-refused-to-accept: The subject-message was undeliverable because the
recipient specified in the recipiepostal-OR-addr ess refused to accept it.

undeliver able-mail-recipient-did-not-claim: The subject-message was undeliverable because the
recipient specified in the recipiepbstal-OR-addr ess did not collect the mail.

undeliver able-mail-r ecipient-changed-addr ess-per manently: The subject-message was undeliverable
because the recipient specified in the recipjogtal-OR-address had changed address permanently
('moved"), and forwarding was not applicable.

undeliver able-mail-r ecipient-changed-address-temporarily: The subject-message was undeliverable
because the recipient specified in the recippamstal-OR-address had changed address temporarily (‘'on
travel'), and forwarding was not applicable.

undeliver able-mail-r ecipient-changed-temporary-address. The subject-message was undeliverable
because the recipient specified in the recipipodtal-OR-address had changed temporary address
(‘'departed'), and forwarding was not applicable.

undeliver able-mail-new-address-unknown: The subject-message was undeliverable because the
recipient has moved and the recipient’'s new address is unknown.

undeliver able-mail-recipient-did-not-want-forwarding: The subject-message was undeliverable
because delivery would have required physical-forwarding which the recipient did not want.

undeliver able-mail-originator-prohibited-forwarding: The physical-forwarding required for the
subject-message to be delivered has been prohibited by the originator of the subject-message
(see 8.2.1.1.1.15).

secure-messaging-error: The subject could not be progressed because the message security label would
violate the security-policy in force, which goes against the security context.

unable-to-downgrade: The subject could not be transferred because it could not be downgraded (see
Annex B of ITU-T Rec. X.419 | ISO/IEC 10021-6).

unable-to-complete-transfer: Receiving system has indicated that it is permanently unable to complete
transfer of the subject; for example, when the transfer is of such a size that it could never be accepted.

transfer-attempts-limit-reached: The maximum number or time duration of repeat attempts to transfer
the subject was reached.

incorrect-natification-type: The subject-message containedasification-type argument which did not
correspond to itsontent.

Other non-delivery-diagnostic-codes may be specified in addenda or future versions of this Recommendation |
International Standard.

8.3.1.2.1.13 Reporting-MTA-certificate

This argument contains theertificate of the MTA that generated the report. It shall be generated by a trusted source
(e.g. a certification-authority), and may be supplied by the reporting-MTA épar t-origin-authentication-check is

supplied.

The reporting-M TA-certificate may be used to convey a verified copy of the public-asymmetric-encryption-key
(subject-public-key) of the reporting-MTA.

The reporting-MTA'’s public-asymmetric-encryption-key may be used by the originator of the message, and any MTA
through which the report is transferred, to validater tpr t-origin-authentication-check.
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8.3.1.2.1.14 Report-origin-authentication-check

This argument provides the originator of the subject-message (or -probe), and any other MTA through which the report
is transferred, with a means of authenticating the origin of the report (to provide the Report Origin Authentication
element-of-service as defined in ITU-T Rec. X.400 and | SO/IEC 10021-1). It may be generated by the reporting-MTA if
amessage- (or probe-) origin-authentication-check was present in the subject.

The report-origin-authentication-check provides proof of the origin of the report (Report Origin Authentication), and
proof of association between the message-security-label and the report.

The report-origin-authentication-check is computed using the algorithm identified by the report-origin-
authentication-algorithm-identifier (an algorithm-identifier).

The report-origin-authentication-check contains the report-origin-authentication-algorithm-identifier and an
asymmetrically-encrypted hashed version of:

— thereport-origin-authentication-algorithm-identifier;
— thecontent-identifier of the subject;
— themessage-security-label of the subject;
— and all values of the following (per-recipient) arguments:
— theactual-recipient-name;
— theoriginally-intended-recipient-name; and:
—  for a delivery-report:
— themessage-délivery-time;
— thetype-of-MTS-user;

— therecipient-certificate if requested by the originator of the message for recipients to which
the report relates;

— theproof-of-delivery if requested by the originator of the message for recipients to which the
report relates and if the report is on a message; or

—  for a non-delivery-report:
— thenon-delivery-reason-code; and

—  thenon-delivery-diagnostic-code.
Optional components are included in tigport-origin-authentication-check if they are present in the report.

The report-origin-authentication-check may be computed by the reporting-MTA using the reporting-MTA'’s secret-
asymmetric-encryption-key. Theport-origin-authentication-check may be validated by the originator of the subject,
and any MTA through which the report is transferred, using the reporting-MTA’s public-asymmetric-encryption-key
(subject-public-key) derived from theeporting-M T A-certificate.

Addenda or future versions of this Recommendation | International Standard may define other fepust-af igin-
authentication-check (e.g. based on symmetric-encryption-techniques) which may be used by MTAs through which the
report is transferred to authenticate the origin of the report.

8.3.1.21.15 Content-type

This argument identifies the type of tlwentent of the message (see 8.2.1.1.1.34). It shall be generated by the
reporting-MTA. This argument may be absent on reception only if the report has been originated from or transferred
through a 1984 system.

8.3.1.2.1.16 Returned-content

This argument contains thentent of the subject-message if the originator of the subject-message indicated that the
content was to be returned (see 8.2.1.1.1.23). It shall be generated by the originator of the message, and may be returned
by the MTS (if the reporting-MTA or originating-MTA supports the Return of Content element-of-service).

This argument may only be present if there is at least one non-delivery report in the Report-delivery, and if the recipient
of the report is the originator of the subject-message [and not, for example, the owner of a DL (see 8.3.1.2.1.4)].

This argument shall not be present if amgoded-infor mation-type conversion has been performed on dbetent of
the subject-message.
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8.3.1.22 Results

The Report-delivery abstract-operation returns an empty result as indication of success.

8.3.1.2.3 Abstract-errors

Table 19 lists the abstract-errors that may disrupt the Report-delivery abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 19 — Report-delivery Abstract-errors

Abstract-error Subclause
Delivery-control-violated 8321
Security-error 8.3.2.3
Unsupported-critical-function 8324

8.3.1.3 Delivery-control

The Delivery-control abstract-operation enables the MTS-user to temporarily limit the delivery-port abstract-operations
that the MTS may invoke, and the messages that the MTS may deliver to the MTS-user via the Message-delivery
abstract-operation.

The MTS shall hold until alater time, rather than abandon, abstract-operations and messages presently forbidden.

The successful completion of the abstract-operation signifies that the specified controls are now in force. These controls
supersede any previously in force, and remain in effect until the association is released, the MTS-user re-invokes the
Delivery-control abstract-operation, or the MTS-user invokes the administration-port Register abstract-operation to
impose constraints more severe than the specified controls.

The abstract-operation returns an indication of any abstract-operations that the MTS would invoke, or any message types
that the MTS would deliver or report, wereit not for the prevailing controls.

8.3.1.3.1 Arguments

Table 20 lists the arguments of the Delivery-control abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

Table 20 — Delivery-control Arguments

Argument Presence Subclause
Delivery Control Arguments

Restrict 0] 831311
Permissible-operations (0] 831312
Permissible-lowest-priority 0] 8.3.1.3.13
Permi ssible-encoded-information-types (0] 831314
Permissible-content-types (@) 8.3.1.3.15
Permi ssible-maximum-content-length (0] 8.3.1.3.16
Permi ssible-security-context (@) 8.3.1.3.17

8.3.1.3.1.1 Restrict

This argument indicates whether the controls on delivery-port abstract-operations are to be updated or removed. It may
be generated by the MTS-user.
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This argument may have one of the following values:
— update The other arguments update the prevailing controls.

— remove All temporary controls are to be removed (the default controls registered with the MTS by
means of the administration-port Register abstract-operation shall apply); the other arguments are to be
ignored.

In the absence of this argument, the default update shall be assumed.

8.3.1.3.1.2  Permissible-operations

This argument indicates the abstract-operations that the MTS may invoke on the MTS-user. It may be generated by
the MTS-user.

This argument may have the value allowed or prohibited for each of the following:
— message-deliveryThe MTS may/may not invoke the Message-delivery abstract-operation; and
—  report-delivery: The MTS may/may not invoke the Report-delivery abstract-operation.

Other delivery-port abstract-operations are not subject to controls, and may be invoked at any time.

In the absence of this argument, the abstract-operations that the MTS may invoke on the MTS-user are unchanged. If
there has been no previous invocation of the Delivery-control abstract-operation on the association, the default control
registered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.3  Permissible-lowest-priority

This argument contains the priority of the lowest priority message that the MTS shall deliver to the MTS-user via the
Message-delivery abstract-operation. It may be generated by the MTS-user.

This argument may have one of the following values of the priority argument of the Message-submission abstract-
operation: normal, non-urgent or urgent.

In the absence of this argument, the priority of the lowest priority message that the MTS shall deliver to the MTS-user
is unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the association, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.4  Permissible-encoded-information-types

This argument indicates the encoded-infor mation-types that shall appear in messages that the MTS shall deliver to the
MTS-user viathe Message-delivery abstract-operation. It may be generated by the MTS-user.

The argument comprises acceptable-encoded-information-types, unacceptable-encoded-infor mation-types
and exclusively-acceptable-encoded-infor mation-types, each of which identifies a list of specific encoded-
infor mation-types; see8.4.1.1.1.3.1.

In the absence of this argument, the per missible-encoded-information-types that the MTS may deliver to the MTS-
user are unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation

shall apply.
8.3.1.3.1.5  Permissible-content-types

This argument indicates the only content-types that shall appear in messages that the MTS shall deliver to the MTS-user
viathe Message-delivery abstract-operation. It may be generated by the MTS-user.

The per missible-content-types specified shall be among those allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliver able-content-types).

In the absence of this argument, the permissible-content-types that the MTS may deliver to the MTS-user are
unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the association, the
default control registered with the MTS by means of the administration-port Register abstract-operation shall apply.

8.3.1.3.1.6  Permissible-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS shall deliver to the
MTS-user viathe Message-delivery abstract-operation. It may be generated by the MTS-user.

The per missible-maximum-content-length shall not exceed that allowed long-term due to a previous invocation of the
administration-port Register abstract-operation (deliver able-maximum-content-length).
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In the absence of this argument, the per missible-maximum-content-length of a message that the MTS may deliver to
the MTS-user is unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation

shall apply.
8.3.1.3.1.7 Permissible-security-context

This argument temporarily limits the sensitivity of delivery-port abstract-operations (delivery-security-context) that the
MTS may invoke on the MTS-user. It is atemporary restriction of the security-context established when the association
was initiated (see 8.1.1.1.1.4). It may be generated by the MTS-user.

The permissible-security-context comprises one or more secur ity-labels from the set of security-labels established as
the security-context when the association was established.

In the absence of this argument, the security-context of delivery-port abstract-operations is unchanged.

8.3.1.32 Results

Table 21 lists the results of the Delivery-control abstract-operation, and for each result qualifies its presence and
identifies the subclause in which the result is defined.

Table 21 — Delivery-control Results

Result Presence Subclause

"Waiting Results
Waiting-operations (@) 831321
Waiting-messages (@) 8.3.1.32.2
Waiting-encoded-information-types (@) 8.3.1.3.23
Waiting-content-types (@) 8.3.1.324

8.3.1.3.2.1  Waiting-operations

This result indicates the abstract-operations being held by the MTS, and that the MTS would invoke on the MTS-user if
it were not for the prevailing controls. It may be generated by the MTS.

This result may have the value holding or not-holding for each of the following:

— message-delivery The MTS is/is not holding messages, and would invoke the Message-delivery
abstract-operation on the MTS-user if it were not for the prevailing controls; and

—  report-delivery: The MTS ig/lis not holding reports, and would invoke the Report-delivery abstract-
operation on the MTS-user if it were not for the prevailing controls.

In the absence of this result, it may be assumed that the MTS is not holding any messages or reports for delivery due to
the prevailing controls.

8.3.1.3.2.2  Waiting-messages

This result indicates the kind of messages the MTS is holding for delivery to the MTS-user, and would deliver via the
Message-delivery abstract-operation, if it were not for the prevailing controls. It may be generated by the MTS.

This result may have one or more of the following values:

— long-content The MTS has messages held for delivery to the MTS-user which exceed the permissible-
maximum-content-length control currently in force.

—  low-priority : The MTS has messages held for delivery to the MTS-user of a lower priority than the
permissible-lowest-priority control currently in force.

— other-security-labels The MTS has messages held for delivery to the MTS-user bearing message-
security-labelsother than those permitted by the current security-context.

In the absence of this result, it may be assumed that the MTS is not holding any messages for delivery to the MTS-user
due to the permissible-maximum-content-length, permissible-lowest-priority or permissible-security-context
controls currently in force.
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8.3.1.3.23 Waiting-encoded-infor mation-types

This result indicates the encoded-infor mation-types in the content of any messages held by the MTS for delivery to
the MTS-user due to prevailing controls. It may be generated by the MTS.

In the absence of this result, the encoded-infor mation-types of any messages held by the MTS for delivery to the MTS-
user are unspecified.

8.3.1.3.24  Waiting-content-types

This result indicates the content-types of any messages held by the MTS for delivery to the MTS-user due to prevailing
controls. It may be generated by the MTS.

In the absence of this result, the content-types of any messages held by the MTS for delivery to the MTS-user are
unspecified.

8.3.1.3.3 Abstract-errors

Table 22 lists the abstract-errors that may disrupt the Delivery-control abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 22 — Delivery-control Abstract-errors

Abstract-error Subclause
Control-violates-registration 8322
Security-error 8323
Operation-refused 8.3.25

8.3.2 Abstract-errors

This subclause defines the following delivery-port abstract-errors:
a) Délivery-control-violated;
b) Control-violates-registration;
c) Security-error;
d) Unsupported-critical-function;
€) Operation-refused.
8.3.2.1 Delivery-control-violated

The Delivery-control-violated abstract-error reports the violation by the MTS of a control on delivery-port abstract-
operations imposed by the MTS-user viathe Delivery-control abstract-operation.

The Deliver-control-violated abstract-error has no parameters.

8.3.2.2 Control-violates-registration

The Control-violates-registration abstract-error reports that the MTS is unable to accept the controls that the MTS-user
attempted to impose on delivery-port abstract-operations because they violate existing registration parameters.

The Control-violates-registration abstract-error has no parameters.

8.3.2.3 Security-error

The Security-error abstract-error reports that the requested abstract-operation could not be provided by the MTS-user
because it would violate the security-policy in force.

The Security-error abstract-error has the following parameters, generated by the MTS-user:
—  security-problem: An identifier for the cause of the violation of the security-policy.
8.3.2.4 Unsupported-critical-function

The Unsupported-critical-function abstract-error reports that an argument of the abstract-operation was marked as
critical-for-delivery (see 9.2) but is unsupported by the MTS-user.
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The Unsupported-critical-function abstract-error has no parameters.

8.3.25 Operation-refused

The Operation-refused abstract-error indicates that the MTS has refused to perform an operation due to local policy. The
Operation-refused error has two parameters, the refused-ar gument and the r efusal-r eason, generated by the MTS.

The refused-argument parameter indicates which argument of the operation caused the refusal to perform. For the
Delivery-control operation it shall indicate one of the arguments listed in Table 20, or one of the component arguments
of deliverable-class, or an extension argument. For the Register operation it shall indicate one of the arguments listed in
Table 23, or an extension argument.

Therefusal-reason parameter shall have one of the following values:

— facility-unavailable: The user has attempted to use a facility which the MTS does not make available to
its users.

— facility-not-subscribed: The user has attempted to use a facility which is subject to subscription, and to
which the user has not subscribed.

— parameter-unacceptable: The user has specified a parameter value which the MTS cannot accept.

84 Administration Port

This subclause defines the abstract-operations and abstract-errors which occur at an administration-port.

84.1 Abstract-operations

This subclause defines the following administration-port abstract-operations:
a) Register;

b) Change-credentials.

84.1.1 Register

The Register abstract-operation enables an MTS-user to make long-term changes to various parameters of the MTS-usel
held by the MTS concerned with delivery of messages to the MTS-user, and to retrieve the current settings of these
parameters.

Such changes remain in effect until overridden by re-invocation of the Register abstract-operation. However, some
parameters may be temporarily overridden by invocation of the Delivery-control abstract-operation.
NOTES

1  This abstract-operation shall be invoked before any other submission-port, delivery-port or administration-port
abstract-operation may be used, or an equivalent registration by local means shall have taken place.

2 This abstract-operation does not encompass the standing parameters implied by the Alternate Recipient Assignment
element-of-service defined in ITU-T Rec. X.400 and ISO/IEC 10021-1. The manner in which those parameters are supplied and
modified are alocal matter.

3 Mechanisms other than register may be used to assign values to any of the registration parameters.

4 Thedefinition of the Register abstract-operation for usein a 1988 Application Context isin Annex C.

84.1.11 Arguments

Table 23 lists the arguments of the Register abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

841111 User-name

This argument contains th@R-name of the MTS-user, if theuser-name is to be changed. It may be generated by
the MTS-user.

An MD is not required to provide MTS-users with the ability to change their@Rsmame. If it does so, the MD may
restrict that ability. It may prohibit certain MTS-users from changing tbBinames, or it may restrict the scope of the
change to a locally defined subset of the components of@feinames. A proposed neWR-name shall be rejected if
its OR-address is already assigned to another MTS-user or a DL.

In the absence of this argument, tser-name of the MTS-user remains unchanged.
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Table 23 — Register Arguments

Argument Presence Subclause

Registration Arguments
User-name o 841111
User-address 0] 841112
Deliverable-classes 0] 841113
Recipient-assigned-redirections (@) 841114
Restricted-delivery (@) 84.1.1.15
Retrieve-registrations (@) 84.1.1.1.6
Default Delivery Control Arguments 841117
Permissible-operations (@) 8.3.13.1.2
Permissible-lowest-priority (@) 8.3.13.13
Permi ssible-encoded-information-types (@) 831314
Permi ssible-content-types (@) 8.3.1.3.15
Permi ssible-maximum-content-length (@) 8.3.1.3.1.6

84.1.1.1.2 User-address

This argument contains the user-addr ess of the MTS-user, if it isrequired by the MTS and if it is to be changed. It may
be generated by the MTS-user.

The user-addressmay contain one of the following forms of address of the MTS-user:
— theX.121-address and/or thelT SAP-ID (transport service access point identifier); or

— thePSAP-address (presentation service access point address).

Other forms ofuser-address may be defined in addenda or future versions of this Recommendation | International
Standard.

In the absence of this argument, thser-addr ess of the MTS-user (if any) remains unchanged.

84.11.13 Deliver able-classes

This argument contains all the sets of criteria that determine which messages shall be delivered to the MTS-user, if any
of these criteria are to be changed. If present, this argument replaces the previously regsterable-classes. It
may be generated by the MTS-user.

Each set of criteria forms @eliverable-class. The deliverable-class optionally containssncoded-infor mation-types-
constraints, deliverable-content-types, deliverable-maximum-content-length, anddeliverable-security-labels. The

absence of values for a particular component indicates that no restriction on values of that component exists in this
deliverable-class.

The MTS shall deliver a message to the MTS-user only if the message meets all the criteria in at least one
deliverable-class in the registered set.

In the absence of this argument, thetiver able-classes shall remain unchanged.

8.4.1.1.1.3.1 Encoded-information-types-constraints

This component indicates tieacoded-infor mation-types that the MTS shall permit to appear in messages delivered to
the MTS-user, if they are to be constrained withdeldver able-class.

The component comprisesacceptable-encoded-information-types, unacceptable-encoded-information-types,
andexclusively-acceptable-encoded-information-types, each of which identifies a list of specific
encoded-infor mation-types.

If a message has mocoded-infor mation-types it will always satisfy angncoded-infor mation-types-constraints.

If the encoded-information-types of the message to be delivered are incompatible withertiseded-infor mation-
types-constraints, then the message does not satisfy the constraints dithier able-class, and no other criteria of the
deliverable-class need be considered.
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The MTS determines whether a message satisfies the encoded-infor mation-types-constraints of a deliverable-class
according to the procedure defined in 14.3.4.4, item 6, c).

The encoded-information-types in a message to be delivered are regarded as those which would be present in the
message after all conversions (if any) have been performed.

Depending on local requirements or the capabilities provided by a user's computing environment, a user may choose one
of the following registrations which:

a) Allows delivery of all messages independent ofdt@ded-infor mation-types they contain. In this case
no encoded-infor mation-types-constraints need be registered.

b) Allows delivery of all messages except those which contain at leashcwoed-infor mation-type in the
set of registeredunacceptable-encoded-infor mation-types. In this case noacceptable-encoded-
infor mation-types or exclusively-acceptable-encoded-infor mation-types need be registered.

NOTE 1 - For example, this registration may be appropriate for an MS-user that does not support the Voice body
part, in order to prevent messages containing large Voice body parts from consuming the storage space available for
delivered messages.

¢) Allows delivery of the message if it contains at least one of the registered acceptable-encoded-
information-types. In this case no unacceptable-encoded-information-types or exclusively-
acceptable-encoded-infor mation-types need be registered.

NOTE 2 — For example, an IPMS-user may require that all messages containing an IA5 Text body part are delivered.
After reading the IA5 Text body parts, the user may be able to evaluate the importance of the information contained
in the other body parts, and decide whether to seek other means to process these body parts.

d) Requires al encoded-information-types in the message to be registered as exclusively-acceptable-
encoded-information-types, and rejects as undeliverable otherwise. In this case, acceptable-encoded-
infor mation-types or unacceptable-encoded-infor mation-types need be registered.

NOTE 3 — This may be appropriate if the user's UA supports a relatively small set of encoded-information-types.
This is identical to the service supported by the Register-88 abstract-operation.

e) Allows delivery of the message if it does not contain any the registered unacceptable-encoded-
information-types, and either contains at least one encoded-infor mation-type registered in acceptable-
encoded-information-types, or only contains encoded-information-types registered as exclusively-
acceptable-encoded-information-types. In this case, unacceptable-encoded-information-types,
acceptable-encoded-infor mation-types, and exclusively-acceptable-encoded-infor mation-types may
all be registered.

NOTE 4 — This satisfies the requirements in b), c), and d). For example, an IPMS-user may use this combination to
ensure that Voice body parts are never delivered, File Transfer body parts are always delivered (subject to the
absence of Voice body parts), and where neither of these body part types is present, only those messages containing a
prescribed set of body parts are delivered.

The MTS will return an error if the MTS-user attempts to register an encoded-infor mation-type both in unacceptable-
encoded-information-types and in either of acceptable-encoded-information-types or exclusively-acceptable-
encoded-infor mation-types.

The acceptable-encoded-infor mation-types and exclusively-acceptable-encoded-infor mation-types also indicate the
possible encoded-infor mation-types which implicit conversion may usefully produce.

In the absence of this component, the encoded-infor mation-types-constraints shall be unconstrained.

8.4.1.1.1.3.2 Dédliverable-content-types

This component indicates the content-types that the MTS shall permit to appear in messages delivered to the MTS-user,
if they are to be constrained within a deliver able-class.

If the content-length of the message to be delivered exceeds that specified by the deliverable-maximum-
content-length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered. The MTS-user may register to receive the unidentified content-type.

In the absence of this component, the deliver able-content-types shall be unconstrained.

8.4.1.1.1.3.3 Deliverable-maximum-content-length

This component contains the content-length, in octets, of the longest-content message that the MTS shall permit to
appear in messages delivered to the MTS-user, if it isto be constrained within a deliver able-class.
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If the content-length of the message to be delivered exceeds that specified by the deliver able-maximum-content-
length, then the message does not satisfy the constraints of this deliverable-class and no other criteria of the
deliverable-class need be considered.

In the absence of this component, the deliver able-maximum-content-length of messages shall be unconstrained.

8.4.1.1.1.3.4 Dédliverable-security-labels
This component contains the security-labels of the MTS-user, if they are to be constrained within a deliver able-class.

If the security-labels of the message to be delivered do not match those specified by the deliver able-security-labels,
then the message does not satisfy the constraints of this deliverable-class and no other criteria of the deliverable-class
need be considered.

Some security-policies may only permit the deliverable-security-labels to be changed in this way if a secure link is
employed. Other local means of changing the deliver able-security-labels in a secure manner may be provided.

In the absence of this component, the deliverable-security-labels shall be unconstrained.

84.1.1.14 Recipient-assigned-redirections

This argument contains, if the assignment of alternate-recipients is to be changed, an ordered list of the OR-names of
recipient-assigned-alter nate-recipients and, optionally, one or more redirection-classes associated with each
aternate-recipient. If this argument is present, its value completely replaces any previous assignment of alternate-
recipients. It may be generated by the MTS-user.

If one or more recipient-assigned-alter nate-r ecipients is specified, then each message (or report) for the MTS-user
shall be redirected to the first aternate-recipient for which the message (or report) meets the criteria in one of the
redir ection-classes associated with that alternate-recipient. Those messages (or reports) meeting the criteria of none of
the redirection-classes for any recipient-assigned-alter nate-recipient shall continue to be delivered to the MTS-user.
The order of aternate-recipients is specified by the MTS-user. The absence of any redirection-classes indicates an
aternate-recipient to which all messages (and reports), except those meeting more specific redirection-classes
associated with preceding aternate-recipients, shall be redirected. The absence of the recipient-assigned-
alter nate-recipient indicates delivery to the MTS-user.

NOTE - If present in theecipient-assigned-redirections list, the absentedirection-class should be last in the list as no
later elements will ever be used.

The redirection-class optionally contains a maximum content-length and optionally sets of values for each of:
encoded-information-types, content-type, deliverable-security-labels, restriction, and priority. The absence of
values for a particular type indicates that no restriction on values of that type exists in this redirection-class. The
redirection-class also indicates the types of MHS information object to which the redirection-class applies: messages
only, reports only, or both messages and reports.

The recipient-assigned-alter nate-r ecipient shall contain the OR-name of the aternate-recipient.

If the recipient-assigned-redirections argument contains a single element with both the recipient-assigned-alter nate-
recipient and the redir ection-class absent, then no r ecipient-assigned-redirections is registered.

When recipient-assigned-redirections and deliverable-classes are both registered, redirection takes precedence over
delivery restrictions.

In the absence of this argument, the r ecipient-assigned-redirections, if any, remain unchanged.

84.1.1.15 Restricted-delivery

This argument indicates the OR-names of other MTS-users from whom the MTS-user is willing (or unwilling) to
receive messages, if restricted-delivery isto be changed. It comprises an ordered list of restrictions. If the restricted-
delivery argument is present, its value completely replaces any previous registered value. It may be generated by the
MTS-user.

The MTS shall reject as undeliverable any message for the MTS-user which originates from, or is redirected by, or is
dl-expanded by another MTS-user from which the MTS-user does not consent to accept delivery. Each restriction may
specify a source which is permitted or which is disallowed, either as a complete OR-name or as an OR-name pattern.
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If one or more restriction is registered, then the sources (originator-name, redirection-history, DL-expansion-
history) of each message are compared to the ordered list of restrictions until a match occurs. The comparison stops
immediately a match when arestriction occurs, and the message is delivered if permitted or rejected as undeliverable if
not permitted. If there is no matching restriction the message is delivered.

Procedures for determining exact and pattern matches of OR-names are specified in ITU-T Rec. X.402 |
ISO/IEC 10021-2.

The MTS-user may register to receive all messages, which is the state before any restricted-delivery registration, by
specifying asingle restriction in which all source-types are permitted and the source-name omitted.

Where restricted-delivery and recipient-assigned-redirections are both registered, redirection takes precedence over
restricted-delivery.

In the absence of this argument, restricted-delivery shall remain unchanged.

84.1.1.1.6 Retrieveregistrations

This argument indicates the individual registrations that the MTS-user requests to be returned in the result of the
Register abstract-operation. It may be generated by the MTS-user.

The result returned reflects the state of registered information after all other arguments of Register have been processed.

This argument contains an element corresponding to each of the other arguments of Register, each of which, if set,
requests the registered value of the corresponding argument.

In the absence of this argument, no registration information is requested.

8.4.1.1.1.7  Default-delivery-control-arguments

The default control arguments are the same as the arguments of the Delivery-control abstract-operation, and are defined
in 8.3.1.3.1. Except for restrict and per missible-security-context, they may be generated by the MTS-user.

The default controls are registered as arguments of the Register abstract-operation. These defaults come into effect at the
beginning of an association, and remain in effect until they are overridden by an invocation of the Delivery-control
abstract-operation.

The default control arguments shall not admit messages whose delivery are prohibited by the prevailing registered
values of the encoded-information-types-constraints argument, the deliverable-content-types argument or the
deliver able-maximum-content-length argument.

8.4.1.12 Results

The Register abstract-operation returns an empty result unless an extension result is present, or the retrieve-
registrations argument was present in the invocation. In the latter case, those registrations identified in the retrieve-
registrations argument are returned.

The results are identical to the arguments of the Register abstract-operation listed in Table 23 except that retrieve-
registrationsis absent.

84.1.1.3 Abstract-errors

Table 24 lists the abstract-errors that may disrupt the Register abstract-operation, and for each abstract-error identifies
the subclause in which the abstract-error is defined.

Table 24 — Register Abstract-errors

Abstract-error Subclause
Register-rejected 8421
Remote-bind-error 8.2.2.10
Operation-refused 8325
Security-error 8.3.2.3
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8.4.1.2 Change-credentials

The Change-credentials abstract-operation enables the MTS-user to change the MT&-ederisals held by
the MTS, or enables the MTS to change the MTB&slentials held by the MTS-user.

Thecredentials are exchanged during the establishment of an association for the mutual authentication of identity of the
MTS-user and the MTS.

The successful completion of the abstract-operation signifies thetethentials have been changed.

The disruption of the abstract-operation by an abstract-error indicates thegdbeatials have not been changed, either
because the oldedentials were incorrectly specified or that the nemedentials are unacceptable.

84.12.1 Arguments

Table 25 lists the arguments of the Change-credentials abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined

Table 25 — Change-credentials Arguments

Argument Presence Subclause

Credential Arguments

Old-credentials M 841211
New-credentials M 8.4.1.21.2

8.4.1.21.1 Old-credentials

This argument contains the current (old) credentials of the invoker of the abstract-operation, held by the performer of
the abstract-operation. It shall be generated by the invoker of the abstract-operation.

If only simple-authentication is used, the credentials comprise a simple password associated with the user-name,
or MTA-name, of the invoker.

If strong-authentication is used, the credentials comprise the certificate of the invoker, generated by a trusted source
(e.g. acertification-authority), and supplied by the invoker.

8.4.1.2.1.2 New-credentials

This argument contains the proposed new credentials of the invoker of the abstract-operation, to be held by the
performer of the abstract-operation. It shall be generated by the invoker of the abstract-operation.

The security policy in force may restrict the type (i.e. simple or strong) of new-credentials.
8.4.1.2.2 Results

The Change-credential s abstract-operation returns an empty result as indication of success.
8.4.1.2.3 Abstract-errors

Table 26 lists the abstract-errors that may disrupt the Change-credentials abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table 26 — Change-credentials Abstract-errors

Abstract-error Subclause
New-credential s-unacceptable 8.4.2.2
Old-credentials-incorrectly-specified 84.23
Remote-bind-error 8.2.2.10
Security-error 8323
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8.4.2 Abstract-errors

This subclause defines the following administration-port abstract-errors:
a) Register-rejected;
b) New-credentials-unacceptable;
¢) Old-credentias-incorrectly-specified.

8.4.2.1 Register-reected

The Register-rejected abstract-error reports that the requested parameters cannot be registered because one or more are
improperly specified.

The Register-rejected abstract-error has no parameters.
8.4.2.2 New-credentials-unacceptable

The New-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the
new-cr edentials are unacceptable.

The New-credential s-unacceptable abstract-error has no parameters.

8.4.2.3 Old-credentials-incorrectly-specified

The Old-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the
current (old-) credentials were incorrectly specified.

The Old-credentials-incorrectly-specified abstract-error has no parameters.

85 Common parameter types

This subclause defines a number of common parameter types of the MTS Abstract Service.

851 MTS-identifier

MT S-identifiers are assigned by the MTS to distinguish between messages and probes at the MTS Abstract Service, and
between messages, probes and reports within the MTS.

The MTS-identifier assigned to a message at a submission-port (message-submission-identifier) is identical to the
corresponding message-identifier at a transfer-port and corresponding message-delivery-identifier at a delivery-port.
Similarly, the M T S-identifier assigned to a probe at a submission-port (probe-submission-identifier) isidentical to the
corresponding probe-identifier at a transfer-port. MTS-identifiers are also assigned to reports at transfer-ports
(report-identifier).

An MTS-identifier comprises:

— alocal-identifier assigned by the MTA, which unambiguously identifies the related event within the MD;

— the global-domain-identifier of the MD, which ensures that tHd TS-identifier is unambiguous
throughout the MTS.

85.2 Global-domain-identifier
A global-domain-identifier unambiguously identifies an MD within the MHS.

A global-domain-identifier is used to ensure that &80T S-identifier is unambiguous throughout the MTS, and for
identifying the source of &race-infor mation-element.

In the case of an ADMD, alobal-domain-identifier consists of thecountry-name and theadministration-
domain-name of the MD.

In the case of a PRMD, global-domain-identifier consists of theountry-name and, optionally, th@dministration-
domain-name of the associated ADMD, pluspaivate-domain-identifier. Theprivate-domain-identifier is a unique
identification of the PRMD, and may be identical to the PRMprs/ate-domain-name. As a national matter, this
identification may be either relative to the country denoted bgdhetry-name or relative to the associated ADMD. If

the identification is relative to the associated ADMD, then &datinistration-domain-name shall be present. Where
theadministration-domain-name is optional in the Abstract Service but mandatory in the abstract syntax, and no value
is specified, it shall be encoded as a single space (see 18.3.1 in ITU-T Rec. X.402 | ISO/IEC 10021-2).
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NOTE — The distinction betweeprivate-domain-identifier and private-domain-name has been retained for backward
compatibility with Recommendation X.411 (1984). Often they will be identical.

85.3 MTA-name

An MTA-nameisan identifier for an MTA that uniquely identifiesthe MTA within the MD to which it belongs.

854 Time

A Time parameter is specified in terms of UTC (Coordinated Universal Time), and may optionally also contain an offset
to UTC to convey the local time. The precision of the time of day is to either one second or one minute, determined by
the generator of the parameter.

8.5.5 OR-name

An OR-name identifies the originator or recipient of a message according to the principles of naming and addressing
described in ITU-T Rec. X.402 | ISO/IEC 10021-2.

At a submission-port, an OR-name comprises an OR-address, or a directory-name, or both (OR-address-and-or -
directory-name). At al other types of port, an OR-name comprises an OR-address and, optionally, a dir ectory-name
(OR-address-and-optional-directory-name). A directory-name and an OR-address may each denote an individual
originator or recipient, or aDL.

A directory-name is as defined in ITU-T Rec. X.501 | ISO/IEC 9594-2. The MTS uses the dir ectory-name only when
the OR-addressis absent or invalid.

An OR-address comprises a number of standard-attributes selected from those defined in ITU-T Rec. X.402 |
ISO/IEC 10021-2, and optionally a number of attributes defined by the MD to which the originator/recipient subscribes
(domain-defined-attributes).

In the abstract syntax definition in clause 9, the standard attributes are represented by built-in-standar d-attributes and
by extension-standard-attributes and the domain-defined attributes are represented by built-in-domain-defined-
attributes and by extension-domain-defined-attributes.

Clause 18.5 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies severa OR-address forms. These define which standard
and domain-defined attributes may be used together to construct avalid OR-addr ess.

Clause 18.3 of ITU-T Rec. X.402 | ISO/IEC 10021-2 specifies rules indicating the character sets — numeric, printable,
and teletex — from which the values of a particular standard attribute may be drawn, and it also defines the valid
combinations of the different variants of that standard attribute in the abstract syntax.

8.5.6 Encoded-information-types

The encoded-information-types of a message are the kind(s) of information that appear irortent. Both basic
encoded-information-types and externally-definedencoded-information-types may be specified, otherwise the
encoded-information-types of a message armspecified.

The basicencoded-information-types are those originally defined in the Recommendation X.411 (1984). The
unknown type is used to indicate aencoded-information-type which is not in this instance indicated by an
externally-definedencoded-infor mation-type, and is other than the following types. Tiaé-text (teleprinter) type is
defined in Recommendation T.50. Tg&facsimile type is defined in Recommendations T.4 and T.30.gPhelass-1

type is defined in Recommendations T.5, T.6, T.400 and T.503teldtex type is defined in Recommendations F.200,
T.61 and T.60. Thevideotex type is defined in Recommendations T.100 and T.101. Simple-formattable-
document (sfd) type and thdéelex type were defined in Recommendation X.420 (1984) (SFD and TLX body parts are
no longer defined in any CCITT Recommendation). Thi&ed-mode type is defined in Recommendations T.400
and T.501.

NOTE 1 — The unknown encoded information type is provided to represent externally-defineatled-infor mation-
types when downgrading for 1984 systems (and remains present after a subsequent upgrade), and also for use in cases where nc
externally-definedncoded-infor mation-type has been defined for a particular type of information.

Externally-defined encoded-infor mation-types are those which are not basic encoded-infor mation-types.

In the abstract syntax definition in clause 9, the encoded-infor mation-types are the logical union of built-in-encoded-
information-types and extended-encoded-information-types. The latter are those to which object-identifiers have
been allocated by an appropriate authority. They include both standardised and privately-defined encoded-infor mation-

types.
ITU-T Rec. X.411 (1995 E) 53



| SO/IEC 10021-4 : 1997 (E)

A basic encoded-information-type may be represented equivalently by a bit in the built-in-encoded-
information-types or by an extended-encoded-information-type. Annex A acts as the registration authority for the
object-identifiers to be used as the extended-encoded-information-type registrations of the basic encoded-
infor mation-types.

An externally-defined encoded-infor mation-type is always represented by an extended-encoded-infor mation-type.
Other standards define object-identifiers that may be used as extended-encoded-infor mation-types.

Non-basic-parameters are defined for the g3-facsimile and teletex basic encoded-infor mation-types for backwards
compatibility with the Recommendation X.411 (1984) only. It is recommended that for each required combination of a
basic encoded-information-type and a specific set of non-basic-parameters, an externally-defined encoded-
infor mation-type be defined and used in preference.

NOTE 2 — Non-basic-parameters are likely to be removed from a future version of this Recommendation | International
Standard.

The non-basic-parameters for g3-facsimile correspond to the three- or four-octet Facsimile Information Field (FIF)
conveyed by the Digita Command Signal (DCS) defined in Recommendation T.30. The parameters are:
two-dimensional, fine-resolution, unlimited-length, b4-length, a3-width, b4-width and uncompr essed.

The non-basic-parameters for teletex correspond to the non-basic terminal capability conveyed by the Command
Document Start (CDS) defined in Recommendation T.62. The parameters are: optional graphic-char acter -sets, optional
control-character-sets, optional page-formats, optional miscellaneous-terminal-capabilities, and a private-use
parameter.

Where non-basic-par ameter s are indicated, these parameters represent the logical 'OR’ of the non-basic-parameter s of
each instance on the encoded-infor mation-type in a message content. Thus, this parameter only serves to indicate
whether there is encoded-infor mation-type compatibility, or whether conversion is required. If conversion is required,
the message content shall be inspected to determine which non-basic-parameters apply to any instance of the
encoded-information-type.

8.5.7 Certificate

A certificate may be used to convey a verified copy of the public-asymmetric-encryption-key of the subject of the
certificate.

A certificate contains one or more items of certification information. Each instance of certification information contains
the following parameters:

—  signature-algorithm-identifier: An algorithm-identifier for the algorithm used by the certification-
authority that issued the certificate to compute the signature.

— issuer Thedirectory-name of the certification-authority that issued the certificate.

— validity: A date and time of day before which the certificate should not be used, and a date and time of
day after which the certificate should not be relied upon.

— subject Thedirectory-name of the subject of the certificate.
—  subject-public-key. The public-asymmetric-encryption-keys of the subject.
— algorithm: The algorithm-identifiers , associated with a subject-public-key.

— signature An asymmetrically encrypted, hashed version of the above parameters computed by the
certification-authority that issued the certificate using the algorithm identified by the signature-
algorithm-identifier and the certification-authority’s secret-asymmetric-encryption-key.

If the originator and a recipient ofcartificate are served by the same certification-authority, the recipient may use the
certification-authority’s public-asymmetric-encryption-key to validatectnéificate, and derive the originator’s public-
asymmetric-encryption-keifbj ect-public-key).

If the originator and a recipient ofcartificate are served by different certification-authorities, the recipient may require
a return-certification-path to authenticate the originatmarsificate. Thecertificate may therefore include an associated
certification-path.

The certification-path may comprise dorward-certification-path which includes the certificate of the certification-
authority that issued theertificate, together with the certificates of all of its superior certification-authorities. The
forward-certification-path may also include the certificates of other certification-authorities, cross-certified by either
the certification-authority that issued ttertificate, or any of its superior certification-authorities.
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A recipient of the certificate may complete the required return-certification-path between the recipient and the originator

of the certificate by appending the recipient’s own reverse-certification-path téotlvear d-cer tification-path supplied

by the originator, at a common-point-of-trust. The reverse-certification-path includes the reverse-certificate of the
certification-authority of the recipient of theertificate, together with the reverse-certificates of all of its superior
certification-authorities. The reverse-certification-path may also include the reverse-certificates of other certification-
authorities, cross-certified by the certification-authority of the recipient ofcéhgficate, or any of its superior
certification authorities.

The return-certification-path thus formed allows the recipient ot¢hiéficate to validate each certificate in the return-
certification-path in turn, to derive the public-asymmetric-encryption-key of the certification-authority that issued the
certificate. The recipient may then use the public-asymmetric-encryption-key of the certification-authority that
issued thesertificate to validate thesertificate, and derive the originator's public-asymmetric-encryption-lseipject-

public-key).
The form of acertificate is defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 as the datadgyiéficates.

Addenda or future versions of this Recommendation | International Standard may define other key distribution
techniques (e.g. based on symmetric-encryption-techniques).

8.5.8 Token

A token may be used to convey to the recipient of tblkeen protected security-relevant information. Ttaken
provides authentication of public security-relevant information, and confidentiality and authentication of secret security-
relevant information.

The type of aoken is identified by atoken-type-identifier. One type oftoken is currently defined by this Service
Definition: an asymmetric-token. Other types oftoken may be defined by addenda or future versions of this
Recommendation | International Standard; for exanipkesns based on symmetric-encryption techniques.

An asymmetric-token contains the following parameters:

— signature-algorithm-identifier: An algorithm-identifier for the algorithm used by the originator of the
token to compute the signature.

— recipient-name Either the OR-address-and-or-directory-nameof the intended-recipient of the token
or, when MTASs use strong authentication during a bind, the MTA-name and optionally the global-
domain-identifier.

— time: The date and time of day when the token was generated.
— signed-data Public security-relevant information.

— encryption-algorithm-identifier : An algorithm-identifier for the algorithm used by the originator of the
token to compute the encrypted-data.

— encrypted-data Secret security-relevant information encrypted by the originator of the token using the
algorithm identified by the encryption-algorithm-identifier and the public-asymmetric-encryption-key
of the intended-recipient of the token.

— signature An asymmetrically encrypted, hashed version of the above parameters computed by the
originator of the token using the algorithm identified by the signature-algorithm-identifier and the
originator’s secret-asymmetric-encryption-key.

The form of aoken is further defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Symmetric algorithms may be used within #sgmmetric-token definition provided that:

— the algorithm (in either theignature-algorithm-identifier or theencryption-algorithm-identifier) is
used to identify a registered symmetric cryptographic algorithm;

— the management of symmetric keys (e.g. key distribution) is performed externally to the MTS.

NOTES

1  When symmetric algorithms are used for signed-data, the message origin authentication check, as defined in
ITU-T Rec. X.402 | ISO/IEC 10021-2, is not provided by the token. The token only provides proof that the message was signed by a
holder of the symmetric key (i.e. amember of aclosed user group).

2  The signature-algorithm-identifier and the encryption-algorithm-identifier can be individualy defined and,
therefore, a mixture of symmetric and asymmetric algorithms can be used with the token.

8.5.9 Security-label
Security-labels may be used to associate security-relevant information with objects within the MTS.
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Security-labels may be assigned to an object in line with the security-policy in force for that object. The security-policy
may also define how security-labels are to be used to enforce that security-policy.

Within the scope of this Service Definition, security-labels may be associated with messages, probes and reports
(see8.2.1.1.1.30), MTS-users (see 8.4.1.1.1.3.4), MDs, MTAs and associations between an MTS-user and an MD
(or MTA) (see 8.1.1.1.1.4), or between MDs (or MTAS) (see 12.1.1.1.1.3). Beyond the scope of this Service Definition,
a security-policy may, as a local matter or by bilateral agreement, additionally assign security-labels to other objects
within the MTS (e.g. secure routes).

A security-label comprises a set of security-attributes. The security-attributes may include a security-policy-
identifier, a security-classification, aprivacy-mark, and a set of security-categories.

A security-policy-identifier may be used to identify the security-policy in force to which the security-label relates.

If present, a security-classification may have one of a hierarchical list of values. The basic security-classification
hierarchy is defined in this Service Definition, but the use of these values is defined by the security-policy in force.
Additional values of security-classification, and their position in the hierarchy, may also be defined by a security-policy
as a local matter or by bilatera agreement. The basic security-classification hierarchy is, in ascending order:
unmarked, unclassified, restricted, confidential, secret, top-secret.

If present, a privacy-mark is a printable string. The content of the printable string may be defined by a security-policy,
which may define alist of values to be used, or allow the value to be determined by the originator of the security-label.
Examples of privacy-marksinclude: IN CONFIDENCE’ and IN STRICTEST CONFIDENCE'.

If present, the set of security-categories provide further restrictions within the context of a security-classification
and/or privacy-mark, typically on a’need-to-know’ basis. The security-categories and their values may be defined by a
security-policy as alocal matter or by bilateral agreement. Examples of possible security-categories include caveats to
the security-classification and/or privacy-mark (e.g. PERSONAL -',’STAFF -, '"COMMERCIAL -, etc.), closed-
user-groups, codewords, etc.

8.5.10 Algorithm-identifier

An algorithm-identifier identifies an algorithm and any algorithm-parameters required by the algorithm. It shall
also define the ASN.1 encoding rules used.

An algorithm-identifier may be drawn from an international register of algorithms, or defined by bilateral agreement.

85.11 Password
A password comprises either an | A5 String or an Octet String.

Where the octets of an Octet String value are the encoding in an 8-bit environment of the characters of an IA5 String
value, the choice between the A5 String and the Octet String representations shall be considered insignificant.

NOTES

1  This equivalence rule does not prohibit a password from being an Octet String value which is not the encoding of
any |A5 String value.

2 "Encoding in an 8-hit environment" means that the most significant bit in each octet is zero and not a parity bit; thisis
the encoding of 1A5 String characters used by ASN.1 Basic Encoding Rules. An A5 String password should have the top bit of each
octet set to zero before writing it as the value of a User Password attribute, which is defined by the Directory ITU-T Rec. X.520 |
1SO/IEC 9594-6 to be an Octet String. The equivalence ruleis designed to facilitate the use of this Directory attribute.

3 Where ASN.1 Basic Encoding Rules are used, two passwords can be compared as follows. The octets of each
password value are extracted from its BER encoding (which may be primitive or constructed); the extraction technique is the same for
both A5 String and Octet String. If the extracted values are equal octet by octet, then the two passwords match.

9 Message Transfer System Abstract Syntax Definition

The abstract-syntax of the MTS Abstract Service is defined in Figure 2. Those aspects of the 1988 version of the MTS
Abstract Service which differ from the 1994 version are defined in Annex C.

The abstract-syntax of the MTS Abstract Service is defined using the Abstract Syntax Notation (ASN.1) defined in
ITU-T Rec. X.680| ISO/IEC 8824-1, ITU-T Rec. X.681| ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
I SO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.
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The abstract-syntax definition of the MTS Abstract Service has the following major parts:

— Prologue Declarations of the exports from, and imports to, the MTS Abstract Service module (see
Figure 2, Parts 1 to 2).

— Objects and PortsDefinitions of the MTS and MTS-user objects, and their submission-, delivery- and
administration-ports (see Figure 2, Parts 2 to 3).

—  MTS-bind and MTS-unbin®efinitions of the MTS-bind and MTS-unbind used to establish and release
associations between an MTS-user and the MTS (see Figure 2, Parts 3 to 4).

— Submission PartDefinitions of the submission-port abstract-operations. Message-submission, Probe-
submission, Cancel-deferred-delivery and Submission-control; and their abstract-errors (see Figure 2,
Parts4to 7).

— Delivery Port Definitions of the delivery-port abstract-operations: Message-delivery, Report-delivery and
Delivery-control; and their abstract-errors (see Figure 2, Parts 7 to 9).

— Administration Port Definitions of the administration-port abstract-operations. Register and
Change-credentials; and their abstract-errors (see Figure 2, Parts 9 to 11).

— Message Submission Envelopefinition of the message-submission-envelope (see Figure 2, Part 11).
—  Probe Submission Envelaggefinition of the probe-submission-envel ope (see Figure 2, Part 12).

— Message Delivery Envelodeefinition of the message-delivery-envelope (see Figure 2, Parts 12 to 13).
— Report Delivery Envelop®¢finition of the report-delivery-envelope (see Figure 2, Parts 13 to 14).

—  Envelope FieldDefinitions of envelope fields (see Figure 2, Parts 14 to 16).

—  Extension FieldsDefinitions of extension-fields (see Figure 2, Parts 17 to 22).

— Common Parameter Typd3efinitions of common parameter types (see Figure 2, Parts 23 to 29).
NOTES

1  The module implies a number of changes to the P3 protocol defined in Recommendation X.411 (1984). These
changes are highlighted by means of underlining. For the delivery-control and register operations these changes are shown only in
Annex C.

[2 The module applies size constraints to variable-length data types using the SIZE subtyping extension of ASN.1.
Violation of a size constraint constitutes a protocol violation.|]

9.1 Extension mechanism

A mechanism is defined in Figure 2 (Part 17) to enable extensions to be defined. Where extensions may appear, a
parameterized information object set indicates those extensions defined in this Service Definition which may be present,
but other extensions defined elsewhere (e.g. privately, or by addenda or future versions of this Recommendation |
International Standard) may also be included.

NOTE — Only extensions defined in this Recommendation | International Standard, and addenda or future versions of this
Recommendation | International Standard, may be identified by ExtensionType.standard-extension. All extensions defined elsewher
are identified by ExtensionType.private-extension

9.2 Criticality mechanism

Each extension-field defined in Figure 2 (Parts 13 to 18) carries with it an indication of its criticality for submission,
transfer and delivery. The values of criticality may be set when the extension-field is generated.

The criticality mechanism is designed to support controlled transparency of extended functions. A non-critical function
may be ignored, but shall not be discarded except when delivering or downgrading (see ITU-T Rec. X.419 |
ISO/IEC 10021-6, Annex B) a message, while a critical function must be known and performed correctly for normal
procedures to continue.

NOTE — Messages with critical or non-critical functions may be rejected on submission with the submission error Element-
of-service-not-subscribed when the function corresponds to an element of service to which the user has not subscribés not which
available for subscription.

In general, an argument of an abstract-operation marked critical for the port type shall be correctly handled by the
performer of the abstract-operation, or an error reported in an appropriate way. The invoker of an abstract-operation
shall also correctly handle any functions marked critical for the port type.
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If the abstract-operation is one that reports an unsuccessful outcome, failure to correctly perform a critical function is
reported by returning an Unsupported-critical-function abstract-error. If an abstract-operation is not one that reports an
unsuccessful outcome, an abstract-operation (e.g. a report) shall be invoked to convey the unsuccessful outcome of the
previous operation (e.g. using the unsupported-critical-function non-delivery-diagnostic-code of areport).

An extension that appearsin the result of an abstract-operation shall not be marked critical for the port type.

In the case of critical-for-submission, the MTS shall correctly perform the procedures defined for a function marked as
critical-for-submission in a Message-submission or Probe-submission abstract-operation, or shal return an
Unsupported-critical-function abstract-error.

In the case of critical-for-transfer, areceiving MTA shall correctly perform the procedures defined for a function in a
message or probe marked as critical-for-transfer, or shal return a non-delivery-report with the non-delivery-
diagnostic-code set to unsupported-critical-function. An MTA unable to support a function marked critical-for-
transfer in a report shall discard the report (a local policy or agreement may require that this action be audited). An
extension marked as critical-for-transfer that appears as an argument of a Message-submission or Probe-submission
operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation at a transfer-port.

In the case of critical-for-delivery, a delivering-MTA shall correctly perform the procedures defined for a function
marked as critical-for-delivery, or shall not deliver the message or probe and shall return a non-delivery-report with the
non-delivery-diagnostic-code set to unsupported-critical-function. A recipient MTS-user shall correctly perform the
procedures defined for a function marked as critical-for-delivery or shall return an Unsupported-critical-function
abstract-error. An extension marked as critical-for-delivery that appears as an argument of a Message-submission or
Probe-submission operation shall appear unchanged in a resulting Message-transfer or Probe-transfer operation at a
transfer-port. An extension marked as critical-for-delivery that appears as an argument of a Message-transfer or Probe-
transfer operation shall appear unchanged in any resulting Message-transfer or Probe-transfer operation at a transfer-
port.

An MTA generating a report shall not copy unsupported critical functions from the subject into the report. When
generating areport, an MTA shall indicate the criticality (for transfer and/or delivery) of any supported functions copied
from the subject into the report; the criticality of a function in a report may be different from its criticality in the
subject.

If the MTA or MTS-user cannot correctly perform the procedures defined for a function marked critical-for-delivery in
areport, then the report shall be discarded.

The procedures related to extension-fields and their criticality indications are further defined in clause 14.

This Service Definition defines by means of the information object class notation of ASN.1 the recommended setting of
the criticality indication of extension-fields to be supplied by the originator of a message. The originator of a message
or probe may choose, on a per-message basis, or in accordance with some local policy (e.g. a security-policy), to set the
criticality indication of an extension-field to other than that defined in this Service Definition, either to relax or further
congtrain its criticality.

Table 27 identifies the possible alternatives open to an MTA for al the combinations of criticality.
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Table 27 — MTA Actions on Criticality
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CRITICAL FOR: SUBMIT* FRONT END* EAEELSI%AECI;?EE GnggYI\Té +
Submission Transfer Ddlivery Subclause 14.6 | Subclause 14.3.2 | Subclause 14.7
AR E AR A,R,D A,D
X AR E AR A, N A, N
X AR E A, N AR, D A, N
X X AR E A, N A, N A, N
X A E AR A,R,D A,D
X X A E AR A, N A, N
X X A E A, N A,R,D A, N
X X X A E A, N A, N A, N

+

O Z2 mMm O >» X

See Figures 6 and 7 for these labels
See ITU-T Rec. X.419 | ISO/IEC 10021-6, Annex B

Criticality bit set to critical
Act on semantics

Discard extension and Deliver or Downgrade as applicable

submission-Error (element-of-service-not-subscribed)

Non-deliver messages or probes, discard reports (unsupported-critical-function)

Relay or deliver as applicable retaining the extension intact, but no action on the semantics
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MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstr act-ser vice(1)

version-1994(0) }

DEFINITIONSIMPLICIT TAGS ::=

BEGIN

Prologue

Exports everything

IMPORTS

60

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT, ERROR, OPERATION, OPERATION-PACKAGE,
ROS-OBJECT-CLASS
FROM Remote-Oper ations-I nfor mation-Objects { joint-iso-itu-t remote-oper ations(4)
infor mationObj ects(5) version1(0) }

emptyUnbind
FROM Remote-Oper ations-Useful-Definitions { joint-iso-itu-t remote-oper ations(4)
useful-definitions(7) version1(0) }

-- MTA Abstract Service

inter nal-trace-infor mation, trace-infor mation
FROM MTAAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mta-abstract-service(2) ver sion-1994(0) }

-- MS Abstract Service Extension

forwar ding-request
FROM M SAbstractService{ joint-iso-itu-t mhs(6) ms(4) modules(0) abstr act-service(1)
version-1994(0) }

-- Object Identifiers

id-att-physicalRendition-basic, id-cp-mts-connect, id-ct-mts-access, id-ct-mts-for ced-access, id-ot-mts,
id-ot-mts-user, id-pt-administration, id-pt-delivery, id-pt-submission, id-tok-asymmetricT oken
FROM M T SObjectl dentifiers{ joint-iso-itu-t mhs(6) mts(3) modules(0)
obj ect-identifiers(0) }

-- Operation and Error Codes

err-control-violates-registration, err-deferred-delivery-cancellation-r g ected, err-delivery-control-violated,
err-element-of-service-not-subscribed, err-inconsistent-request, err-message-submission-identifier-invalid,
err-new-credentials-unacceptable, err-old-credentials-incorrectly-specified, err-oper ation-refused,
err-originator-invalid, err-recipient-improperly-specified, err-register-rejected, err-remote-bind-error,
err-security-error, err-submission-control-violated, err-unsupported-critical-function, op-cancel-deferred-delivery,
op-change-credentials, op-delivery-control, op-message-delivery, op-message-submission, op-probe-submission,
op-register, op-report-delivery, op-submission-control

FROM M T SAccessProtocol { joint-iso-itu-t mhs(6) protocols(0) modules(0)

mts-access-protocol (1) version-1994(0) }

Figure 2 (Part 1 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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-- Directory Definitions

Name
FROM InformationFramework { joint-iso-itu-t ds(5) module(1)
informationFramework(1) 2}

PresentationAddress
FROM SelectedAttributeTypes{joint-iso-itu-t ds(5) module(1)
selectedAttributeTypes(5) 2}

ALGORITHM, Algorithmldentifier, Certificates, ENCRYPTED { }, SSGNATURE { }, SIGNED { }
FROM AuthenticationFramework {joint-iso-itu-t ds(5) module(1)
authenticationFramework(7) 2}

-- Upper Bounds

ub-bit-options, ub-built-in-content-type, ub-built-in-encoded-infor mation-types, ub-common-name-length,
ub-content-id-length, ub-content-length, ub-content-types, ub-country-name-alpha-length,
ub-country-name-numeric-length, ub-deliver able-class, ub-diagnostic-codes, ub-dl-expansions,
ub-domain-defined-attributes, ub-domain-defined-attribute-type-length, ub-domain-defined-attribute-value-length,
ub-domain-name-length, ub-encoded-infor mation-types, ub-extension-attributes, ub-extension-types,
ub-e163-4-number -length, ub-e163-4-sub-addr ess-length, ub-gener ation-qualifier-length, ub-given-name-length,
ub-initials-length, ub-integer -options, ub-local-id-length, ub-mta-name-length, ub-mts-user-types,
ub-numeric-user-id-length, ub-or ganization-name-length, ub-or ganizational-units,

ub-or ganizational-unit-name-length, ub-orig-and-dl-expansions, ub-passwor d-length, ub-pds-name-length,
ub-pds-parameter -length, ub-pds-physical-addr ess-lines, ub-postal-code-length, ub-privacy-mark-length,
ub-queue-size, ub-reason-codes, ub-recipients, ub-recipient-number -for-advice-length, ub-redirections,
ub-redirection-classes, ub-restrictions, ub-security-categories, ub-security-labels, ub-security-problems,
ub-supplementary-info-length, ub-sur name-length, ub-terminal-id-length, ub-tsap-id-length,

ub-unfor matted-addr ess-length, ub-x121-addr ess-length

FROM M T SUpperBounds{ joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3) };

Objects

MHS-OBJECT ::= ROS-OBJECT-CLASS

mtsMHS-OBJECT ::={

INITIATES { mtsforced-access-contract }
RESPONDS { mts-access-contract }
ID id-ot-mts}

mts-user MHS-OBJECT ::={

INITIATES { mts-access-contract }
RESPONDS { mts-for ced-access-contract }
ID id-ot-mts-user }

Contracts

mts-access-contract CONTRACT ::={

CONNECTION mts-connect
INITIATOR CONSUMER OF  { submission | delivery | administration }
ID id-ct-mts-access }

mts-for ced-access-contract CONTRACT ::={

CONNECTION mts-connect
RESPONDER CONSUMER OF  { submission | delivery | administration }
ID id-ct-mts-for ced-access }

Figure 2 (Part 2 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Connection package

mts-connect CONNECTION-PACKAGE ::={

BIND mts-bind

UNBIND mts-unbind

ID id-cp-mts-connect }
Ports

PORT ::= OPERATION-PACKAGE

submission PORT ::={

CONSUMER INVOKES { message-submission | probe-submission | cancel-deferred-delivery }
SUPPLIER INVOKES  { submission-control }
ID id-pt-submission }

delivery PORT ::={

CONSUMER INVOKES { delivery-control }
SUPPLIER INVOKES { message-delivery | report-delivery }
ID id-pt-delivery }

administration PORT ::={

OPERATIONS { change-credentials}
CONSUMER INVOKES { register }
ID id-pt-administration }

MTS-bind and MTS-unbind

ABSTRACT-OPERATION ::= OPERATION

ABSTRACT-ERROR ::= ERROR
mts-bind ABSTRACT-OPERATION ::={

ARGUMENT MTSBindArgument
RESULT MTSBindResult
ERRORS { mts-bind-error } }

MTSBindArgument ::= SET {

initiator-name ObjectName,

messages-waiting [1] EXPLICIT MessageswWaiting OPTIONAL,
initiator-credentials [2] Initiator Credentials,

secur ity-context [3] SecurityContext OPTIONAL,

extensions [5] SET OF ExtensionField {{ MTSBindExtensions}} DEFAULT {}1}

MTSBindExtensions EXTENSION ::={ PrivateExtensions, ... }

-- May contain private extensions and future standardised extensions

MTSBindResult ::= SET {

responder -name ObjectName,

messages-waiting [1] EXPLICIT MessagesWaiting OPTIONAL,

responder -credentials [2] Responder Credentials,

extensions [3] SET OF ExtensionField {{ MTSBindResultExtensions}} DEFAULT {1}

MTSBindResultExtensions EXTENSION ::={ PrivateExtensions, ... }

-- May contain private extensions and future standardised extensions

mts-bind-error ABSTRACT-ERROR ::={

PARAMETER INTEGER {

busy (0),
authentication-error 2),
unacceptable-dialogue-mode 3,
unacceptable-security-context (4) } (0..ub-integer-options) }

mts-unbind ABSTRACT-OPERATION ::=emptyUnbind

62

Figure 2 (Part 3 of 29) — Abstract Syntax Definition of the MTS Abstract Service

ITU-T Rec. X.411 (1995 E)



ISO/IEC 10021-4 : 1997 (E)

-- Association Control Parameters

ObjectName ::= CHOICE {

user-agent ORAddressAndOptional DirectoryName,
mTA [0] MTAName,
message-stor e [4] ORAddr essAndOptional DirectoryName}

M essagesWaiting ::= SET {

urgent [0] DeliveryQueue,
normal [1] DeliveryQueue,
non-urgent [2] DeliveryQueue}

DeliveryQueue::= SET {

messages [0] INTEGER (0..ub-queue-size),
octets[1] INTEGER (0..ub-content-length) OPTIONAL }

Initiator Credentials ::= CHOICE {

simple Password,
strong [0] StrongCredentials (WITH COMPONENTS{

bind-token PRESENT }),

protected [1] ProtectedPassword }

Responder Credentials::= CHOICE {

simple Password,
strong [0] StrongCredentials (WITH COMPONENTS{
bind-token }),

protected [1] ProtectedPassword }

Password ::= CHOICE {

iab-string | A5String (SI ZE (0O..ub-passwor d-length)),
octet-string OCTET STRING (SIZE (0..ub-password-length)) }

StrongCredentials::= SET {

bind-token [0] Token OPTIONAL,
certificate [1] Certificates OPTIONAL }

ProtectedPassword ::= SET {

signature SIGNATURE { SET {
password Password,
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL,
random1[2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL }},
timel [0] UTCTime OPTIONAL,
time2 [1] UTCTime OPTIONAL,
random1[2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL }

SecurityContext ::= SET SIZE (1..ub-security-labels) OF SecurityL abel
-- Submission Port

message-submission ABSTRACT-OPERATION ::={

ARGUMENT M essageSubmissionAr gument
RESULT M essageSubmissionResult
ERRORS { submission-control-violated |

element-of-service-not-subscribed |
originator-invalid |
recipient-improper ly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }

INVOKE-PRIORITY {416]|7}

CODE op-message-submission }

Figure 2 (Part 4 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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M essageSubmissionArgument ::= SEQUENCE {

envelope M essageSubmissionEnvelope,
content Content }

M essageSubmissionResult ::= SET {

message-submission-identifier M essageSubmissionl dentifier,

message-submission-time [0] M essageSubmissionTime,

content-identifier Contentldentifier OPTIONAL,

extensions[1] SET OF ExtensionField {{ M essageSubmissionResultExtensions}} DEFAULT {1}

M essageSubmissionResultExtensions EXTENSION ::={
-- May contain the following extensions, private extensions, and future standardised extensions:

originating-M TA-certificate |
proof-of-submission |
PrivateExtensions, ... }

probe-submission ABSTRACT-OPERATION ::={

ARGUMENT ProbeSubmissionArgument
RESULT ProbeSubmissionResult
ERRORS { submission-control-violated |

element-of-service-not-subscribed |
originator-invalid |
recipient-improperly-specified |
inconsistent-request |
security-error |
unsupported-critical-function |
remote-bind-error }

INVOKE-PRIORITY {5}

CODE op-probe-submission }

ProbeSubmissionArgument ::= ProbeSubmissionEnvelope

ProbeSubmissionResult ::= SET {

probe-submission-identifier ProbeSubmissionl dentifier,

probe-submission-time [0] ProbeSubmissionTime,

content-identifier Contentldentifier OPTIONAL,

extensions[1] SET OF ExtensionField {{ ProbeResultExtensions}} DEFAULT {11}

ProbeResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

cancel-deferred-delivery ABSTRACT-OPERATION ::={

ARGUMENT CancelDeferredDeliveryArgument
RESULT CancelDeferredDeliveryResult
ERRORS { deferred-delivery-cancellation-rgjected |

message-submission-identifier-invalid |
remote-bind-error }
INVOKE-PRIORITY {3}
CODE op-cancel-deferred-delivery }

CancelDeferredDeliveryArgument ::= M essageSubmissionl dentifier
CancelDeferredDeliveryResult ::= NULL
submission-control ABSTRACT-OPERATION ::={

ARGUMENT SubmissionControlArgument
RESULT SubmissionControlResult
ERRORS{ security-error | remote-bind-error }
INVOKE-PRIORITY {3}

CODE  op-submission-control }

SubmissionControlArgument ::= SubmissionControls
SubmissionControlResult ::= Waiting

Figure 2 (Part 5 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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submission-control-violated ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-submission-control-violated }

element-service-not-subscribed ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-element-of-service-not-subscribed }

deferred-delivery-cancellation-rejected ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-deferred-delivery-cancellation-r g ected }

originator-invalid ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-originator-invalid }

recipient-improperly-specified ABSTRACT-ERROR ::={

PARAMETER Improper lySpecifiedRecipients

CODE err-recipient-improperly-specified }
ImproperlySpecifiedRecipients::= SEQUENCE SIZE (1..ub-recipients) OF RecipientName

message-submission-identifier-invalid ABSTRACT-ERROR ::={
PARAMETER NULL
CODE err-message-submission-identifier-invalid }

inconsistent-request ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-inconsistent-request }

security-error ABSTRACT-ERROR ::={

PARAMETER SecurityProblem
CODE err-security-error }

SecurityProblem ::= INTEGER (0..ub-security-problems)

unsupported-critical-function ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-unsupported-critical-function }

remote-bind-error ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-remote-bind-error }

- Submission Port Parameters

M essageSubmissionldentifier ::= M TSl dentifier
M essageSubmissionTime::= Time
ProbeSubmissionldentifier ::= MTSl dentifier
ProbeSubmissionTime::= Time

SubmissionControls::= Controls (WITH COMPONENTS{

per missible-content-types ABSENT,
per missible-encoded-infor mation-types ABSENT })
Waiting ::= SET {

waiting-oper ations [0] Operations DEFAULT { },
waiting-messages [1] WaitingM essages DEFAULT { },

ISO/IEC 10021-4 : 1997 (E)

waiting-content-types[2] SET SIZE (0..ub-content-types) OF ContentType DEFAULT {1},

waiting-encoded-infor mation-types Encodedl nformationTypes OPTIONAL }

Figure 2 (Part 6 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Operations::=BIT STRING {

probe-submission-or -report-delivery (0),
message-submission-or-message-delivery (1) } (SIZE (0..ub-bit-options))

-- holding 'one’, not-holding ' zero’

WaitingMessages ::=BIT STRING {
long-content (0),
low-priority (1),
other-security-labels (2) } (SIZE (0..ub-bit-options))

-- Delivery Port
message-delivery ABSTRACT-OPERATION ::={
ARGUMENT M essageDeliver yAr gument
RESULT MessageDel i ver yResul t
ERRORS { delivery-control-violated | security-error |

unsupported-critical-function }
INVOKE-PRIORITY {416]7}
CODE op-message-delivery }

M essageDeliveryArgument ::= SEQUENCE {

COMPONENTS OF MessageDeliveryEnvelope,
content Content }

MessageDeliveryResult ::= SET {

recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery [1] IMPLICIT ProofOfDelivery OPTIONAL,

extensions [2] SET OF ExtensionField {{ M essageDeliveryResultExtensions}} DEFAULT { } }

M essageDeliveryResultExtensions EXTENSION ::={ PrivateExtensions, ... }
-- May contain private extensions and future standar dised extensions

report-delivery ABSTRACT-OPERATION ::={

ARGUMENT ReportDeliveryArgument
RESULT ReportDeliveryResult
ERRORS { delivery-control--violated | security-error |

unsupported-critical-function }
INVOKE-PRIORITY {5}
CODE op-report-delivery }

ReportDeliveryArgument ::= SET {

COMPONENTS OF ReportDeliveryEnvelope,
retur ned-content [0] Content OPTIONAL }

ReportDeliveryResult ::= CHOICE {
empty-result NULL,

extensions SET SIZE (1..MAX) OF ExtensionField {{ ReportDeliveryResultExtensions}} }

ReportDeliveryResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

delivery-control ABSTRACT-OPERATION ::={

ARGUMENT DeliveryControl Argument

RESULT DeliveryControlResult

ERRORS { control-violates-registration | security-error | operation-refused }
INVOKE-PRIORITY {3}

CODE op-delivery-control }

DeliveryControlArgument ::= SET {

COMPONENTS OF DeliveryControls,
extensions [6] SET OF ExtensionField {{ DeliveryControlExtensions}} DEFAULT {}}

DeliveryControlExtensions EXTENSION ::={ PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

Figure 2 (Part 7 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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DeliveryControlResult ::= SET {

COMPONENTS OF Waiting,
extensions [6] SET OF ExtensionField {{ DeliveryControlResultExtensions}} DEFAULT { } }

DeliveryControlResultExtensions EXTENSION ::= { PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

delivery-control-violated ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-delivery-control-violated }

control-violatesregistration ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-control-violates-registration }

operation-refused ABSTRACT-ERROR ::={

PARAMETER RefusedOper ation
CODE  err-operation-refused }

RefusedOperation ::= SET {

refused-argument CHOICE {
built-in-argument [1] RefusedArgument,
refused-extension EXTENSION.&id },
refusal-reason [2] RefusalReason }

RefusedArgument ::= INTEGER {

user-name (0),

user-address (1),

deliverable-content-types (2),

deliver able-maximum-content-length (3),

deliver able-encoded-infor mation-types-constraints (4),
deliverable-security-labels (5),
recipient-assigned-r edir ections (6),

restricted-delivery (7),

retrieve-registrations (8), -- value 9 reserved for possible future extension to Register arguments
restrict (10),

per missible-operations (11),

per missible-lowest-priority (12),

per missible-encoded-infor mation-types (13),

per missible-content-types (14),

per missible-maximum-content-length (15),

per missible-security-context (16) } (0..ub-integer -options)

RefusalReason ::= INTEGER {

facility-unavailable (0),
facility-not-subscribed (1),
parameter -unacceptable (2) } (0..ub-integer-options)

-- Delivery Port Parameters
RecipientCertificate ::= Certificates

ProofOfDelivery ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProofOfDeliveryAlgorithmldentifier,

delivery-time MessageDeliveryTime,

this-recipient-name ThisRecipientName,

originally-intended-r ecipient-name Originallyl ntendedRecipientName OPTIONAL,
content Content,

content-identifier Contentldentifier OPTIONAL,

message-security-label MessageSecuritylL abel OPTIONAL }}

ProofOfDeliveryAlgorithmldentifier ::= Algorithmldentifier
DeliveryControls::= Controls

Figure 2 (Part 8 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Controls::= SET {
restrict [0] BOOLEAN DEFAULT TRUE,
-- update ' TRUE', remove ' FALSE'

per missible-operations[1] Operations OPTIONAL,

per missible-maximum-content-length [2] ContentLength OPTIONAL,

per missible-lowest-priority Priority OPTIONAL,

per missible-content-types[4] ContentTypes OPTIONAL,

per missible-encoded-infor mation-types Per missibleEncoded| nformationTypes OPTIONAL,
per missible-security-context [5] SecurityContext OPTIONAL }

-- NOTE — The Tags [0], [1] and [2] are altered for the Register operation only.

PermissibleEncoded| nformationTypes ::= Encodedl nfor mationTypesConstraints
- Administration Port

register ABSTRACT-OPERATION ::={

ARGUMENT Register Argument
RESULT Register Result
ERRORS { register-regected | remote-bind-error | operation-refused |

security-error }
INVOKE-PRIORITY {5}
CODE op-register }

Register Argument ::= SET {

user-name User Name OPTIONAL,

user-address [0] User Address OPTIONAL,

deliverable-class SET SIZE (1..ub-deliver able-class) OF DeliverableClass OPTIONAL,
default-delivery-controls[2] EXPLICIT DefaultDeliveryControls OPTIONAL,
redirections [3] Redirections OPTIONAL,

restricted-delivery [4] RestrictedDelivery OPTIONAL,

retrieve-registrations[5] RegistrationTypes OPTIONAL,

extensions [6] SET OF ExtensionField {{ RegisterExtensions}} DEFAULT {} }

Register Extensions EXTENSION ::={ PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

Register Result ::= CHOICE {

empty-result NULL,
non-empty-result SET {
registered-information [0] Register Argument (WITH COMPONENTS{

retrieve-registrations ABSENT} ) OPTIONAL,
extensions[1] SET OF ExtensionField {{ Register ResultExtensions}} DEFAULT {}}}

Register ResultExtensions EXTENSION ::={ PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

change-credentials ABSTRACT-OPERATION ::={

ARGUMENT ChangeCredentialsArgument
RESULT NULL
ERRORS { new-credentials-unacceptable | old-credential s-incorr ectly-specified |

remote-bind-error | security-error }
INVOKE-PRIORITY {5}
CODE op-change-credentials }

ChangeCredentialsArgument ::= SET {

old-credentials[0] Credentials,
new-credentials [1] Credentials}

register-rejected ABSTRACT-ERROR ::={

PARAMETER NULL
CODE err-register-rejected }
new-cr edentials-unacceptable ABSTRACT-ERROR ::={
PARAMETER NULL
CODE err-new-credentials-unacceptable }

Figure 2 (Part 9 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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old-credentials-incorrectly-specified ABSTRACT-ERROR ::={

PARAMETER  NULL
CODE err-old-credentials-incorr ectly-specified }

-- Administration Port Parameters
UserName ::= ORAddressAndOptional Dir ectoryName

UserAddress::= CHOICE {
x121 [0] SEQUENCE {
x121-address NumericString (SIZE (1..ub-x121-address-length)) OPTIONAL,
tsap-id PrintableString (SIZE (1..ub-tsap-id-length)) OPTIONAL },
presentation [1] PSAPAddress}

PSAPAddress ::= PresentationAddress

DeliverableClass::= MessageClass (WITH COMPONENTS {

priority ABSENT,
objects ABSENT,
applies-only-to ABSENT })

DefaultDeliveryControls::= Controls (WITH COMPONENTS{

restrict ABSENT,
per missible-security-context ABSENT })

Redirections ::= SEQUENCE SIZE (1..ub-redirections) OF RecipientRedirection

RecipientRedirection ::= SET {

redirection-classes [0] SET SIZE (1..ub-redirection-classes) OF RedirectionClass OPTIONAL,
recipient-assigned-alter nate-recipient [1] RecipientAssignedAlter nateRecipient OPTIONAL }

RedirectionClass::= MessageClass

MessageClass ::= SET {
content-types [0] ContentTypes OPTIONAL,
maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] Encodedl nformationTypesConstraints OPTIONAL,
security-labels[3] SecurityContext OPTIONAL,
priority [4] SET OF Priority OPTIONAL,
objects[5] ENUMERATED { messages (0), reports (1), both (2), ... } DEFAULT both,

- 1997 (E)

applies-only-to [6] SEQUENCE OF Restriction OPTIONAL, -- Not considered in the case of Reports --

extensions[7] SET OF ExtensionField {{ MessageClassExtensions}} DEFAULT {}}

Encodedl nfor mationTypesConstraints ::= SEQUENCE {

unacceptable-eits [0] ExtendedEncodedInformationTypes OPTIONAL,
acceptable-eits [1] ExtendedEncodedlnformationTypes OPTIONAL,
exclusively-acceptable-eits  [2] ExtendedEncodedl nformationTypes OPTIONAL }

M essageClassExtensions EXTENSION ::={ PrivateExtensions, ... }
-- May contain private extensions and future standardised extensions

RecipientAssignedAlter nateRecipient ::= ORAddressAndOr DirectoryName
RestrictedDelivery ::= SEQUENCE SIZE (1..ub-restrictions) OF Restriction

Restriction ::= SET {
permitted BOOLEAN DEFAULT TRUE,
source-type BIT STRING {
originated-by (0),
redirected-by (1),
dl-expanded-by (2) } DEFAULT { originated-by, redirected-by, dl-expanded-by },
sour ce-name ExactOr Pattern OPTIONAL }

ExactOrPattern ::= CHOICE {

exact-match [0] ORName,
pattern-match [1] ORName}

Figure 2 (Part 10 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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RegistrationTypes::= SEQUENCE {

standard-parameters[0] BIT STRING {

user-name (0),

user-address (1),
deliverable-class (2),
default-delivery-controls (3),
redirections (4),

restricted-delivery (5) } OPTIONAL,

extensions[1] SET OF EXTENSION.&id ({ RegisterExtensions}) OPTIONAL }

Credentials::= CHOICE {

simple Password,
strong [0] StrongCredentials (WITH COMPONENTS{

certificate}) }
Message Submission Envelope

M essageSubmissionEnvelope ::= SET {

COMPONENTS OF Per M essageSubmissionFields,
per-recipient-fields [1] SEQUENCE SIZE (1..ub-recipients) OF
Per RecipientM essageSubmissionFields }

Per M essageSubmissionFields ::= SET {

originator-name Originator Name,

original-encoded-infor mation-types Original Encodedl nformationTypes OPTIONAL,
content-type ContentType,

content-identifier Contentldentifier OPTIONAL,

priority Priority DEFAULT normal,

per-message-indicator s Per M essagel ndicators DEFAULT { },

deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,

extensions [2] SET OF ExtensionField {{ PerM essageSubmissionExtensions}} DEFAULT {}}

Per M essageSubmissionExtensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:

recipient-reassignment-prohibited |
dl-expansion-prohibited |

conver sion-with-loss-prohibited |
latest-delivery-time |
originator-return-address |
originator-certificate |
content-confidentiality-algorithm-identifier |
message-or igin-authentication-check |
message-security-label |
proof-of-submission-request |
content-correlator |

forwarding-request -- for MS Abstract Service only -- |
PrivateExtensions, ... }

Per RecipientM essageSubmissionFields ::= SET {

recipient-name RecipientName,

originator-report-request [0] Originator ReportRequest,

explicit-conversion [1] ExplicitConversion OPTIONAL,

extensions[2] SET OF ExtensionField {{ Per RecipientM essageSubmissionExtensions }}
DEFAULT {1}

Per RecipientM essageSubmissionExtensions EXTENSION ::={
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-- May contain the following extensions, private extensions, and future standardised extensions:

originator-requested-alter nate-recipient |
requested-delivery-method |
physical-forwar ding-prohibited |
physical-forwar ding-address-request |
physical-delivery-modes |
registered-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
physical-delivery-report-request |
message-token |
content-integrity-check |
proof-of-delivery-request |
PrivateExtensions, ... }

Figure 2 (Part 11 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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Probe Submission Envelope

ProbeSubmissionEnvelope::= SET {

COMPONENTS OF Per ProbeSubmissionFields,
per -recipient-fields [3] SEQUENCE SIZE (1..ub-recipients) OF
Per RecipientProbeSubmissionFields }

Per ProbeSubmissionFields::= SET {

originator-name Originator Name,

original-encoded-infor mation-types Original Encodedl nformationTypes OPTIONAL,
content-type ContentType,

content-identifier Contentldentifier OPTIONAL,

content-length [0] ContentL ength OPTIONAL,

per-message-indicator s Per M essagel ndicators DEFAULT { },

extensions[2] SET OF ExtensionField {{ Per ProbeSubmissionExtensions}} DEFAULT {}}

Per ProbeSubmissionExtensions EXTENSION ::={

-- May contain the following extensions, private extensions, and future standardised extensions:

recipient-reassignment-prohibited |
dl-expansion-prohibited |

conver sion-with-loss-prohibited |
originator-certificate |
message-security-label |
content-correlator |
probe-origin-authentication-check |
PrivateExtensions, ... }

Per RecipientProbeSubmissionFields::= SET {

recipient-name RecipientName,

originator-report-request [0] Originator ReportRequest,

explicit-conversion [1] ExplicitConversion OPTIONAL,

extensions[2] SET OF ExtensionField {{ PerRecipientProbeSubmissionExtensions}} DEFAULT {}}

Per RecipientProbeSubmissionExtensions EXTENSION ::={

-- May contain the following extensions, private extensions, and future standardised extensions:

originator-requested-alter nate-recipient |
requested-delivery-method |
physical-rendition-attributes|
PrivateExtensions, ... }

Message Delivery Envelope

M essageDeliveryEnvelope ::= SEQUENCE {

message-delivery-identifier MessageDdliveryldentifier,
message-delivery-time M essageDeliveryTime,
other-fields Other M essageDeliveryFields }

OtherMessageDéliveryFields ::= SET {

content-type DeliveredContentType,

originator-name DeliveredOriginator Name,

original-encoded-infor mation-types [1] OriginalEncoded| nformationTypes OPTIONAL,
priority Priority DEFAULT normal,

delivery-flags[2] DeliveryFlags OPTIONAL,

other -recipient-names [3] Other RecipientNames OPTIONAL,

this-recipient-name[4] ThisRecipientName,

originally-intended-r ecipient-name [5] Originallyl ntendedRecipientName OPTIONAL,
conver ted-encoded-infor mation-types [6] ConvertedEncodedl nformationTypes OPTIONAL,
message-submission-time [7] M essageSubmissionTime,

content-identifier [8] Contentldentifier OPTIONAL,

extensions[9] SET OF ExtensionField {{ MessageDeliveryExtensions }} DEFAULT {}}
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M essageDeliver yExtensions EXTENSION ::={

-- May contain the following extensions, private extensions, and future standar dised extensions;

conver sion-with-loss-prohibited |
requested-delivery-method |
physical-forwar ding-prohibited |
physical-forwar ding-addr ess-request |
physical-delivery-modes |

register ed-mail-type |
recipient-number-for-advice |
physical-rendition-attributes |
originator-return-address |
physical-delivery-report-request |
originator-certificate |

message-token |
content-confidentiality-algorithm-identifier |
content-integrity-check |

message-or igin-authentication-check |
message-security-label |
proof-of-delivery-request |
redirection-history |
dl-expansion-history |
trace-information |
internal-trace-information |
PrivateExtensions, ... }

Report Déelivery Envelope

ReportDeliveryEnvelope ::= SET {

COMPONENTS OF PerReportDeliveryFieds,
per-recipient-fields SEQUENCE SIZE (1..ub-recipients) OF Per RecipientReportDeliveryFields}

Per ReportDeliveryFields::= SET {

subject-submission-identifier SubjectSubmissionldentifier,

content-identifier Contentldentifier OPTIONAL,

content-type ContentType OPTIONAL,

original-encoded-infor mation-types OriginalEncodedl nformationTypes OPTIONAL,
extensions[1] SET OF ExtensionField {{ ReportDeliveryExtensions}} DEFAULT {}}

ReportDeliveryExtensions EXTENSION ::={

-- May contain the following extensions, private extensions, and future standar dised extensions;

message-security-label |
content-correlator |
redirection-history |
originator-and-DL -expansion-history |
reporting-DL-name |

reporting-M TA-certificate |

repor t-origin-authentication-check |
trace-information |
internal-trace-information |
PrivateExtensions, ... }

Per RecipientReportDeliveryFields::= SET {

actual-recipient-name [0] ActualRecipientName,

report-type [1] ReportType,

conver ted-encoded-infor mation-types ConvertedEncodedl nfor mationTypes OPTIONAL,
originally-intended-recipient-name [2] Originallyl ntendedRecipientName OPTIONAL,
supplementary-information [3] Supplementarylnformation OPTIONAL,

extensions [4] SET OF ExtensionField {{ Per RecipientReportDedliveryExtensions}} DEFAULT {1}

Per RecipientReportDeliver yExtensions EXTENSION ::={
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-- May contain the following extensions, private extensions, and future standar dised extensions:

redirection-history |
physical-forwarding-address |
recipient-certificate |
proof-of-delivery |
PrivateExtensions, ... }

Figure 2 (Part 13 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ReportType::= CHOICE {
delivery [0] DeliveryReport,
non-delivery [1] NonDeliveryReport }

DeliveryReport ::= SET {
message-delivery-time [0] M essageDeliveryTime,
type-of-MTS-user [1] TypeOfMTSUser DEFAULT public}

NonDeliveryReport ::= SET {
non-delivery-reason-code [0] NonDeliveryReasonCode,
non-delivery-diagnostic-code [1] NonDeliveryDiagnosticCode OPTIONAL }

-- Envelope Fields

OriginatorName ::= ORAddressAndOr Dir ectoryName
DeliveredOriginator Name ::= ORAddressAndOptional DirectoryName
OriginalEncodedl nfor mationTypes ::= Encodedl nformationTypes

Cont ent Types ::= SET SIZE (1..ub-content-types) OF ContentType

ContentType::= CHOICE {

built-in BuiltinContentType,
extended ExtendedContentType}

BuiltinContentType ::= [APPLICATION 6] INTEGER {
unidentified (0),
external (1), -- identified by the object-identifier of the EXTERNAL content
inter per sonal-messaging-1984 (2),
inter per sonal-messaging-1988 (22),
edi-messaging (35),
voice-messaging (40) } (0..ub-built-in-content-type)

ExtendedContentType::= OBJECT IDENTIFIER

DeliveredContentType ::= CHOICE {

built-in [0] BuiltinContentType,
extended ExtendedContentType}

Contentldentifier ::= [APPLICATION 10] PrintableString (SIZE (1..ub-content-id-length))

PerMessagel ndicators::= [APPLICATION 8] BIT STRING {
disclosur e-of-other -r ecipients (0), -- disclosure-of-other -recipients-requested ' one’,
-- disclosure-of-other -recipients-prohibited ’ zero’;
-- ignored for Probe-submission

implicit-conver sion-prohibited (1), -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed ' zero’
alter nate-recipient-allowed (2), -- alternate-recipient-allowed 'on€e’,
-- alternate-recipient-prohibited ' zero’
content-return-request (3), -- content-return-requested ' one’,

-- content-retur n-not-requested ' zero’;
-- ignored for Probe-submission
reserved (4) -- bit reserved by MOTIS 1986
bit-5 (5),
bit-6 (6), -- notification type-1: bit 5’zero’ and bit 6 ’on€’
-- netification type-2 : bit 5’one’ and bit 6 ' zero’
-- notification type-3 : bit 5’one’ and bit 6 'on€’
-- the mapping between notification type 1, 2, 3
-- and the content specific notification types are defined
-- inrelevant content specifications
service-message -- the message content is for service purposes;
-- it may be a notification related to a service message;
-- used only by bilateral agreement -- }
(SIZE (0..ub-bit-options))

RecipientName ::= ORAddr essAndOr Dir ectoryName
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Originator ReportRequest ::= BIT STRING {
report (3),
non-delivery-report (4)
-- at most one bit shall be’one’:
- report bit 'one’ requestsa’report’;
- non-delivery-report bit 'one’ requests a’ non-delivery-report’;
- both bits’ zero’ requests’no-report’ -} (SIZE (0..ub-bit-options))

ExplicitConversion ::= INTEGER {
iab-text-to-teletex (0),
-- values 1 to 7 are no longer defined

iab-text-to-g3-facsimile (8),
iab-text-to-g4-class-1 (9),
iab-text-to-videotex (10),
teletex-to-iab-text (11),
teletex-to-g3-facsimile (12),
teletex-to-g4-class-1 (13),
teletex-to-videotex (14),

-- value 15 isno longer defined

videotex-to-ia5-text (16),
videotex-to-teletex (17) } (0..ub-integer-options)

DeferredDeliveryTime::= Time

Priority ::= [APPLICATION 7] ENUMERATED {

normal (0),
non-urgent (1),
urgent (2) }

ContentLength ::= INTEGER (0..ub-content-length)

M essageDeliveryl dentifier ::= MTSldentifier
MessageDeliveryTime::= Time

DeliveryFlags::=BIT STRING {
implicit-conver sion-prohibited (1) -- implicit-conversion-prohibited 'one’,
-- implicit-conversion-allowed ' zero’ -- }
(SIZE (0O..ub-bit-options))

Other RecipientNames ::= SEQUENCE SIZE (1..ub-recipients) OF Other RecipientName

OtherRecipientName ::= ORAddr essAndOptional DirectoryName
ThisRecipientName ::= ORAddressAndOptional Dir ectoryName

Originallyl ntendedRecipientName ::= ORAddressAndOptional Dir ectoryName
ConvertedEncodedl nformationTypes ::= Encodedl nfor mationTypes
SubjectSubmissionl dentifier ::= M TSl dentifier

ActualRecipientName ::= ORAddressAndOr DirectoryName

TypeOfMTSUser ::= INTEGER {
public (0),
private (1),
ms (2),
dl (3),
pdau (4),
physical-recipient (5),
other (6) } (0..ub-mts-user-types)

Figure 2 (Part 15 of 29) — Abstract Syntax Definition of the MTS Abstract Service

74 ITU-T Rec. X.411 (1995 E)



ISO/IEC 10021-4 : 1997 (E)

NonDeliveryReasonCode ::= INTEGER {

transfer-failure (0),

unable-to-transfer (1),

conver sion-not-performed (2),
physical-rendition-not-performed (3),
physical-delivery-not-performed (4),

restricted-delivery (5),

directory-oper ation-unsuccessful (6),
deferred-delivery-not-performed (7) } (O..ub-reason-codes)

NonDeliveryDiagnosticCode ::= INTEGER {

unr ecognised-OR-name (0),

ambiguous-OR-name (1),

mts-congestion (2),

loop-detected (3),

recipient-unavailable (4),

maximum-time-expired (5),

encoded-infor mation-types-unsupported (6),
content-too-long (7),

conversion-impractical (8),

implicit-conver sion-prohibited (9),

implicit-conver sion-not-subscribed (10),
invalid-arguments (11),

content-syntax-error (12),

size-constraint-violation (13),

protocol-violation (14),

content-type-not-supported (15),

too-many-r ecipients (16),

no-bilater al-agreement (17),

unsupported-critical-function (18),

conver sion-with-loss-prohibited (19),

line-too-long (20),

page-split (21),

pictorial-symbol-loss (22),

punctuation-symbol-loss (23),

alphabetic-character-loss (24),

multiple-infor mation-loss (25),
recipient-reassignment-prohibited (26),

redir ection-loop-detected (27),

dl-expansion-prohibited (28),

no-dl-submit-permission (29),

dl-expansion-failure (30),
physical-rendition-attributes-not-supported (31),

undeliver able-mail-physical-deliver y-address-incorrect (32),
undeliver able-mail-physical-deliver y-office-incor rect-or -invalid (33),
undeliver able-mail-physical-deliver y-addr ess-incomplete (34),
undeliver able-mail-r ecipient-unknown (35),

undeliver able-mail-r ecipient-deceased (36),

undeliver able-mail-or ganization-expir ed (37),

undeliver able-mail-r ecipient-r efused-to-accept (38),
undeliver able-mail-r ecipient-did-not-claim (39),

undeliver able-mail-r ecipient-changed-addr ess-per manently (40),
undeliver able-mail-r ecipient-changed-addr ess-temporarily (41),
undeliver able-mail-r ecipient-changed-tempor ar y-addr ess (42),
undeliver able-mail-new-addr ess-unknown (43),

undeliver able-mail-r ecipient-did-not-want-forwarding (44),
undeliver able-mail-originator -prohibited-forwarding (45),
secur e-messaging-error (46),

unable-to-downgrade (47),

unable-to-complete-transfer (48),

transfer -attempts-limit-reached (49),
incorrect-notification-type (50) } (O..ub-diagnostic-codes)

Supplementarylnformation ::= PrintableString (SIZE (1..ub-supplementary-info-length))

Figure 2 (Part 16 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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-- Extension Fields

EXTENSION ::= CLASS{

&id ExtensionType UNIQUE,

& Type OPTIONAL,

& absent & Type OPTIONAL,
&recommended Criticality DEFAULT { } }

WITH SYNTAX {

[&Type[IF ABSENT & absent],]
[RECOMMENDED CRITICALITY &recommended,]
IDENTIFIED BY &id}

ExtensionType::= CHOICE {

standard-extension [0] INTEGER (0..ub-extension-types),
private-extension [3] OBJECT IDENTIFIER }

Criticality ::=BIT STRING {
for-submission (0),
for-transfer (1),
for-delivery (2) } (SIZE (0..ub-bit-options)) -- critical 'on€’, non-critical ’zero

ExtensionField {EXTENSION:ChosenFrom} ::= SEQUENCE {

type EXTENSION.&id({ChosenFrom}),
criticality [1] Criticality DEFAULT {},
value[2] EXTENSION.& Type({ChosenFrom} {@type}) DEFAULT NULL:NULL }

PrivateExtensions EXTENSION ::={

-- Any value shall be relayed and delivered if not Critical (see Table 27)
-- except those values whose semantics the MTA obeys which are defined to be removed when obeyed.
-- Shall be IDENTIFIED BY ExtensionType.private-extension -- ... }

recipient-r eassignment-prohibited EXTENSION ::= {
RecipientReassignmentProhibited |F ABSENT recipient-reassignment-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:1}

RecipientReassignmentProhibited ::= ENUMERATED {
r ecipient-reassignment-allowed (0),
r ecipient-reassignment-prohibited (1) }

originator-requested-alternate-recipient EXTENSION ::={

Originator RequestedAlter nateRecipient,
RECOMMENDED CRITICALITY {for-submission},
IDENTIFIED BY standard-extension:2 }

Originator RequestedAlter nateRecipient ::= ORAddressAndOr DirectoryName

-- Originator RequestedAlter nateRecipient as defined here differs from the field of the same name
-- defined in Figure 4, since on submission the OR-address need not be present, but on
-- transfer the OR-address must be present.

dl-expansion-prohibited EXTENSION ::={
DL ExpansionProhibited |F ABSENT dI-expansion-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:3}

DL ExpansionProhibited ::= ENUMERATED {
dl-expansion-allowed (0),
dl-expansion-prohibited (1) }

conver sion-with-loss-prohibited EXTENSION ::={

ConversionWithL ossProhibited |F ABSENT conver sion-with-loss-allowed,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:4}

Figure 2 (Part 17 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ConversionWithL ossProhibited ::= ENUMERATED {

conver sion-with-loss-allowed (0),
conver sion-with-loss-prohibited (1) }

latest-delivery-time EXTENSION ::= {

LatestDeliveryTime,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:5}

LatestDeliveryTime::=Time

requested-delivery-method EXTENSION ::={

RequestedDeliveryMethod |F ABSENT { any-delivery-method },
IDENTIFIED BY standard-extension:6}

RequestedDeliveryMethod ::= SEQUENCE OF INTEGER { -- each different in order of preference,
-- most preferred first

any-delivery-method (0),

mhs-delivery (1),

physical-delivery (2),

telex-delivery (3),

teletex-delivery (4),

g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
iab-terminal-delivery (7),

videotex-delivery (8),

telephone-delivery (9) } (0..ub-integer-options)

physical-forwarding-prohibited EXTENSION ::= {
PhysicalForwar dingProhibited IF ABSENT physical-forwar ding-allowed,

RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension: 7 }

PhysicalForwardingProhibited ::= ENUMERATED {

physical-forwarding-allowed (0),
physical-forwarding-prohibited (1) }

physical-forwarding-address-request EXTENSION ::={

Physical ForwardingAddr essRequest |F ABSENT physical-forwar ding-addr ess-not-requested,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:8}

PhysicalForwardingAddressRequest ::= ENUMERATED {

physical-forwar ding-addr ess-not-requested (0),
physical-forwarding-address-requested (1) }

physical-delivery-modes EXTENSION ::={

PhysicalDeliveryModes |F ABSENT ordinary-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:9}

PhysicalDeliveryModes::= BIT STRING {

ordinary-mail (0),

special-delivery (1),

express-mail (2),

counter -collection (3),

counter -collection-with-telephone-advice (4),

counter -collection-with-telex-advice (5),

counter -collection-with-teletex-advice (6),

bur eau-fax-delivery (7)

-- bits 0 to 6 are mutually exclusive

-- bit 7 can be set independently of any of bits0to 6 -- } (SIZE (0..ub-bit-options))

Figure 2 (Part 18 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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registered-mail-type EXTENSION ::={

RegisteredMailType |F ABSENT non-register ed-mail,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension: 10}

RegisteredMailType::= INTEGER {

non-registered-mail (0),

registered-mail (1),

register ed-mail-to-addr essee-in-per son (2) } (0..ub-integer-options)
recipient-number -for-advice EXTENSION ::={

RecipientNumber For Advice,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:11}

RecipientNumber For Advice ::= TeletexString (SI ZE (1..ub-recipient-number -for -advice-length))

physical-rendition-attributes EXTENSION ::= {

PhysicalRenditionAttributes |F ABSENT id-att-physicalRendition-basic,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension: 12 }

PhysicalRenditionAttributes::= OBJECT IDENTIFIER

originator-return-address EXTENSION ::={

Originator ReturnAddress,
IDENTIFIED BY standard-extension: 13}

Originator ReturnAddress ::= ORAddress

physical-delivery-report-request EXTENSION ::={

Physical DeliveryReportRequest |IF ABSENT return-of-undeliver able-mail-by-PDS,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension: 14}

PhysicalDeliveryReportRequest ::= INTEGER {
retur n-of-undeliver able-mail-by-PDS (0),
return-of-notification-by-PDS (1),
retur n-of-notification-by-MHS (2),
retur n-of-notification-by-MHS-and-PDS (3) } (0..ub-integer-options)
originator-certificate EXTENSION ::={

Originator Certificate,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension: 15}

Originator Certificate ::= Certificates

message-token EXTENSION ::={
M essageT oken,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension: 16 }

M essageT oken ::= Token

content-confidentiality-algorithm-identifier EXTENSION ::={

ContentConfidentialityAlgorithml dentifier,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:17 }

ContentConfidentialityAlgorithmldentifier ::= Algorithmldentifier

Figure 2 (Part 19 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ContentlntegrityCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:18 }

ContentlntegrityCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ContentlntegrityAlgorithmldentifier OPTIONAL,
content Content } }

Contentl ntegrityAlgorithmldentifier ::= Algorithmldentifier

message-or igin-authentication-check EXTENSION ::={

M essageOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:19 }

M essageOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier MessageOriginAuthenticationAlgorithmldentifier,
content Content,

content-identifier Contentldentifier OPTIONAL,
message-security-label M essageSecurityl abel OPTIONAL }}

M essageOriginAuthenticationAlgorithml dentifier ::= Algorithmldentifier

message-security-label EXTENSION ::={

M essageSecurityL abel,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:20 }

M essageSecurityL abel ::= SecurityL abel

proof-of-submission-request EXTENSION ::={

ProofOfSubmissionRequest IF ABSENT pr oof-of-submission-not-requested,
RECOMMENDED CRITICALITY {for-submission},
IDENTIFIED BY standard-extension:21}

ProofOfSubmissionRequest ::= ENUMERATED {
pr oof-of-submission-not-requested (0),
pr oof-of-submission-requested (1) }

proof-of-delivery-request EXTENSION ::={

ProofOfDeliveryRequest IF ABSENT proof-of-delivery-not-requested,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:22 }

ProofOfDeliveryRequest ::= ENUMERATED {
pr oof-of-delivery-not-requested (0),
proof-of-delivery-requested (1) }

content-correlator EXTENSION ::={

ContentCorreélator,
IDENTIFIED BY standard-extension:23}

ContentCorrelator ::= CHOICE {

iabtext | A5String,
octets OCTET STRING }

probe-origin-authentication-check EXTENSION ::={

ProbeOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standar d-extension: 24 }

ISO/IEC 10021-4 : 1997 (E)
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ProbeOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProbeOriginAuthenticationAlgorithmldentifier,
content-identifier Contentldentifier OPTIONAL,
message-security-label M essageSecurityl abel OPTIONAL }}

ProbeOriginAuthenticationAlgorithmldentifier ::= Algorithmldentifier

redirection-history EXTENSION ::={

RedirectionHistory,
IDENTIFIED BY standard-extension:25}

RedirectionHistory ::= SEQUENCE SIZE (1..ub-redirections) OF Redirection

Redirection ::= SEQUENCE {

intended-r ecipient-name | ntendedRecipientName,
redirection-reason RedirectionReason }

IntendedRecipientName ::= SEQUENCE {

intended-recipient ORAddressAndOptional DirectoryName,
redirection-time Time}

RedirectionReason ::= ENUMERATED {
recipient-assigned-alter nate-recipient (0),
originator-requested-alter nate-recipient (1),
recipient-M D-assigned-alter nate-recipient (2),
-- The following values may not be supported by implementations of earlier versions of this Service Definition
directory-look-up (3),
alias (4),
o}

dl-expansion-history EXTENSION ::={
DL ExpansionHistory,
IDENTIFIED BY standard-extension:26 }
DL ExpansionHistory ::= SEQUENCE SIZE (1..ub-dl-expansions) OF DL Expansion

DL Expansion ::= SEQUENCE {
dl ORAddressAndOptional DirectoryName,
dl-expansion-time Time }
physical-forwarding-addressEXTENSION ::={

Physical Forwar dingAddress,
IDENTIFIED BY standar d-extension:27 }

PhysicalForwardingAddress ::= ORAddressAndOptional DirectoryName

recipient-certificate EXTENSION ::={

RecipientCertificate,
IDENTIFIED BY standard-extension:28 }

proof-of-delivery EXTENSION ::={

ProofOfDélivery,
IDENTIFIED BY standard-extension:29 }

originator-and-DL -expansion-history EXTENSION ::={

Originator AndDL ExpansionHistory,
IDENTIFIED BY standard-extension:30 }

Originator AndDL ExpansionHistory ::= SEQUENCE SIZE (2..ub-orig-and-dl-expansions) OF
Originator AndDL Expansion

Originator AndDL Expansion ::= SEQUENCE {

originator-or-dl-name ORAddr essAndOptional DirectoryName,
origination-or-expansion-time Time }

Figure 2 (Part 21 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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reporting-DL-name EXTENSION ::={

ReportingDL Name,
IDENTIFIED BY standard-extension:31}

ReportingDL Name ::= ORAddressAndOptional Dir ectoryName

reporting-M TA-certificate EXTENSION ::={

ReportingM TACertificate,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:32}

ReportingM TACertificate ::= Certificates

report-origin-authentication-check EXTENSION ::={

ReportOriginAuthenticationCheck,
RECOMMENDED CRITICALITY {for-delivery},
IDENTIFIED BY standard-extension:33}

ReportOriginAuthenticationCheck ::= SIGNATURE { SEQUENCE {

algorithm-identifier ReportOriginAuthenticationAlgorithmldentifier,
content-identifier Contentldentifier OPTIONAL,

message-security-label M essageSecurityl abel OPTIONAL,

per-recipient SEQUENCE SIZE (1..ub-recipients) OF Per RecipientReportFields} }

ReportOriginAuthenticationAlgorithml dentifier ::= Algorithmldentifier

Per RecipientReportFields ::= SEQUENCE {

actual-recipient-name Actual RecipientName,
originally-intended-r ecipient-name Originallyl ntendedRecipientName OPTIONAL,
report-type CHOICE {

delivery [0] PerRecipientDeliveryReportFields,

non-delivery [1] PerRecipientNonDeliveryReportFields} }

Per RecipientDeliveryReportFields ::= SEQUENCE {

message-delivery-time M essageDeliveryTime,

type-of-M T S-user TypeOfM T SUser,
recipient-certificate [0] RecipientCertificate OPTIONAL,
proof-of-delivery [1] ProofOfDelivery OPTIONAL }

Per RecipientNonDeliveryReportFields ::= SEQUENCE {

non-delivery-reason-code NonDeliveryReasonCode,
non-delivery-diagnostic-code NonDeliveryDiagnosticCode OPTIONAL }

originating-M TA-certificate EXTENSION ::={

OriginatingM TACertificate,
IDENTIFIED BY standard-extension: 34 }

OriginatingM TACertificate ::= Certificates

Proof Of Submission,
IDENTIFIED BY standard-extension: 35}

ProofOfSubmission ::= SIGNATURE { SEQUENCE {

algorithm-identifier ProofOf SubmissionAlgorithmldentifier,
message-submission-envel ope M essageSubmissionEnvelope,
content Content,

message-submission-identifier M essageSubmissionl dentifier,
message-submission-time M essageSubmissionTime} }

ProofOf SubmissionAlgorithmldentifier ::= Algorithmldentifier

Figure 2 (Part 22 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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-- Common Parameter Types

Content ::= OCTET STRING -- when the content-type has the integer value external, the value of the
-- content octet string is the ASN.1 encoding of the external-content;
-- an external-content is a data type EXTERNAL

M TSl dentifier ::= [APPLICATION 4] SEQUENCE {

global-domain-identifier GlobalDomainldentifier,
local-identifier Localldentifier }

Localldentifier ::= |A5String (SIZE (1..ub-local-id-length))

GlobalDomainldentifier ::= [APPLICATION 3] SEQUENCE {

country-name CountryName,
administration-domain-name AdministrationDomainName,
private-domain-identifier PrivateDomainldentifier OPTIONAL }

PrivateDomainldentifier ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

MTAName ::= A5String (SIZE (1..ub-mta-name-length))

Time::=UTCTime
-- OR Names

ORAddressAndOrDirectoryName ::= ORName
ORAddressAndOptional DirectoryName ::= ORName

ORName::=[APPLICATION 0] SEQUENCE {

-- address-- COMPONENTS OF ORAddress,
directory-name[0] Name OPTIONAL }

ORAddress ::= SEQUENCE {
built-in-standar d-attributes BuiltI nStandar dAttributes,
built-in-domain-defined-attributes BuiltlnDomainDefinedAttributes OPTIONAL,
-- see also teletex-domai n-defined-attributes
extension-attributes ExtensionAttributes OPTIONAL }

-- The OR-address is semantically absent from the OR-name if the built-in-standar d-attribute
-- sequence is empty and the built-in-domain-defined-attributes and extensi on-attributes are both omitted.
- Built-in Sandard Attributes

BuiltInStandardAttributes::= SEQUENCE {

country-name CountryName OPTIONAL,
administration-domain-name AdministrationDomainName OPTIONAL,
networ k-address [0] NetworkAddress OPTIONAL,

-- see also extended-network-address

terminal-identifier [1] Terminalldentifier OPTIONAL,
private-domain-name[2] PrivateDomainName OPTIONAL,
organization-name [3] OrganizationName OPTIONAL,

-- see also teletex-organization-name

numeric-user-identifier [4] NumericUser | dentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,

-- see also teletex-personal-name
organizational-unit-names [6] Or ganizationalUnitNames OPTIONAL
-- see also teletex-organizational -unit-names -- }

Figure 2 (Part 23 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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CountryName ::= [APPLICATION 1] CHOICE {

x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

AdministrationDomainName ::= [APPLICATION 2] CHOICE {

numeric NumericString (SIZE (0..ub-domain-name-length)),
printable PrintableString (SIZE (0..ub-domain-name-length)) }

NetworkAddress ::= X121Address

-- see also extended-network-address

X121Address::= NumericString (SIZE (1..ub-x121-address-length))

Terminalldentifier ::= PrintableString (SIZE (1..ub-terminal-id-length))

PrivateDomainName ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString (SIZE (1..ub-domain-name-length)) }

OrganizationName ::= PrintableString (SIZE (1..ub-or ganization-name-length))

-- see also teletex-organization-name

NumericUser I dentifier ::= NumericString (SIZE (1..ub-numeric-user-id-length))

PersonalName ::= SET {

surname [0] PrintableString (SIZE (1..ub-surname-length)),

given-name [1] PrintableString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials[2] PrintableString (SIZE (1..ub-initials-length)) OPTIONAL,

gener ation-qualifier [3] PrintableString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL}

-- see also teletex-personal-name
OrganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF OrganizationalUnitName

-- see also teletex-organizational -unit-names

OrganizationalUnitName ::= PrintableString (SI ZE (1..ub-or ganizational-unit-name-length))
- Built-in Domain-defined Attributes

BuiltinDomainDefinedAttributes::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
BuiltinDomainDefinedAttribute

BuiltinDomainDefinedAttribute ::= SEQUENCE {

type PrintableString (SIZE (1..ub-domain-defined-attribute-type-length)),
value PrintableString (SIZE (1..ub-domain-defined-attribute-value-length)) }

-- Extension Attributes

ExtensionAttributes::= SET SIZE (1..ub-extension-attributes) OF ExtensionAttribute

ExtensionAttribute::= SEQUENCE {

extension-attribute-type [0] EXTENSION-ATTRIBUTE.& id ({ExtensionAttributeT able}),
extension-attribute-value [1] EXTENSION-ATTRIBUTE.& Type ({ExtensionAttributeT able}
{@extension-attribute-type}) }

EXTENSION-ATTRIBUTE ::= CLASS{

&id INTEGER (0..ub-extension-attributes) UNIQUE,
&Type}

WITH SYNTAX {& Type IDENTIFIED BY &id}

Figure 2 (Part 24 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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ExtensionAttributeTable EXTENSION-ATTRIBUTE ::={

common-name |
teletex-common-name |

teletex-or ganization-name |
teletex-per sonal-name |

teletex-or ganizational-unit-names |
teletex-domain-defined-attributes |
pds-name |
physical-delivery-country-name |
postal-code |
physical-delivery-office-name |
physical-delivery-office-number |
extension-OR-addr ess-components |
physical-delivery-per sonal-name |
physical-delivery-organization-name |
extension-physical-delivery-addr ess-components |
unformatted-postal-address |
street-address|
post-office-box-address |
poste-restante-address |
unique-postal-name |
local-postal-attributes |
extended-networ k-address |
terminal-type}

- Extension Standard Attributes

common-name EXTENSION-ATTRIBUTE ::= {CommonName IDENTIFIED BY 1}

CommonName ::= PrintableString (SIZE (1..ub-common-name-length))

teletex-common-name EXTENSION-ATTRIBUTE ::= {TeletexCommonName IDENTIFIED BY 2}
TeletexCommonName ::= TeletexString (S| ZE (1..ub-common-name-length))

teletex-organization-name EXTENSION-ATTRIBUTE ::= {TeletexOr ganizationName IDENTIFIED BY 3}
TeletexOrganizationName ::= TeletexString (SIZE (1..ub-or ganization-name-length))
teletex-personal-name EXTENSION-ATTRIBUTE ::= {TeletexPersonalName IDENTIFIED BY 4}

TeletexPersonalName ::= SET {

surname [0] TeletexString (SIZE (1..ub-surname-length)),

given-name[1] TeletexString (SIZE (1..ub-given-name-length)) OPTIONAL,

initials[2] TeletexString (SIZE (1..ub-initials-length)) OPTIONAL,

generation-qualifier [3] TeletexString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL }

teletex-or ganizational-unit-names EXTENSION-ATTRIBUTE ::=
{TeletexOrganizationalUnitNames IDENTIFIED BY 5}

TeletexOrganizationalUnitNames ::= SEQUENCE SIZE (1..ub-organizational-units) OF
TeletexOrganizationalUnitName

TeletexOrganizationalUnitName ::= TeletexString (SI ZE (1..ub-or ganizational-unit-name-length))
pds-name EXTENSION-ATTRIBUTE ::= {PDSName |IDENTIFIED BY 7}
PDSName::= PrintableString (SI ZE (1..ub-pds-name-length))

physical-delivery-country-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryCountryName IDENTIFIED BY 8}

Figure 2 (Part 25 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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PhysicalDeliveryCountryName ::= CHOICE {

x121-dcc-code NumericString (S| ZE (ub-country-name-numeric-length)),
is0-3166-alpha2-code PrintableString (SIZE (ub-country-name-alpha-length)) }

postal-code EXTENSION-ATTRIBUTE ::= {PostalCode IDENTIFIED BY 9}

PostalCode ::= CHOICE {

numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString (SIZE (1..ub-postal-code-length)) }

physical-delivery-office-name EXTENSION-ATTRIBUTE ::= {Physical Deliver yOfficeName IDENTIFIED BY 10}
PhysicalDeliver yOfficeName ::= PDSPar ameter

physical-delivery-office-number EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOfficeNumber IDENTIFIED BY 11}

Physical DeliveryOfficeNumber ::= PDSParameter

extension-OR-addr ess-components EXTENSION-ATTRIBUTE ::=
{ExtensionORAddressComponents IDENTIFIED BY 12}

ExtensionORAddressComponents ::= PDSParameter

physical-delivery-personal-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryPer sonalName IDENTIFIED BY 13}

PhysicalDeliveryPer sonalName ::= PDSPar ameter

physical-delivery-organization-name EXTENSION-ATTRIBUTE ::=
{PhysicalDeliveryOrganizationName IDENTIFIED BY 14}

PhysicalDeliver yOrganizationName ::= PDSParameter

extension-physical-delivery-addr ess-components EXTENSION-ATTRIBUTE ::=
{ExtensionPhysical DeliveryAddressComponents IDENTIFIED BY 15}

ExtensionPhysicalDeliveryAddressComponents ::= PDSPar ameter
unformatted-postal-address EXTENSION-ATTRIBUTE ::= {UnformattedPostalAddress IDENTIFIED BY 16}

UnformattedPostalAddress::= SET {
printable-address SEQUENCE SIZE (1..ub-pds-physical-addr ess-lines) OF

PrintableString (SIZE (1..ub-pds-parameter -length)) OPTIONAL,

teletex-string TeletexString (SIZE (1..ub-unfor matted-addr ess-length)) OPTIONAL }
street-addressEXTENSION-ATTRIBUTE ::= {StreetAddress IDENTIFIED BY 17}
StreetAddress::= PDSPar ameter
post-office-box-address EXTENSION-ATTRIBUTE ::= {PostOfficeBoxAddress IDENTIFIED BY 18}
PostOfficeBoxAddress ::= PDSPar ameter
poste-restante-address EXTENSION-ATTRIBUTE ::= {PosteRestanteAddress IDENTIFIED BY 19}
PosteRestanteAddr ess ::= PDSPar ameter
unique-postal-name EXTENSION-ATTRIBUTE ::= {UniquePostalName IDENTIFIED BY 20}
UniguePostalName ::= PDSPar ameter

local-postal-attributes EXTENSION-ATTRIBUTE ::= {LocalPostalAttributes IDENTIFIED BY 21}

L ocalPostal Attributes ::= PDSParameter
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PDSParameter ::= SET {

printable-string PrintableString (SI ZE(1..ub-pds-par ameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE(1..ub-pds-parameter-length)) OPTIONAL }

extended-networ k-address EXTENSION-ATTRIBUTE ::= {ExtendedNetworkAddress IDENTIFIED BY 22}

ExtendedNetworkAddress::= CHOICE {

€163-4-address SEQUENCE {

number [0] NumericString (SIZE (1..ub-el163-4-number -length)),

sub-address[1] NumericString (SIZE (1..ub-e163-4-sub-address-length)) OPTIONAL },
psap-address[0] PresentationAddress}

terminal-type EXTENSION-ATTRIBUTE ::={Terminal Type IDENTIFIED BY 23}

TerminalType::= INTEGER {

telex (3),

teletex (4),

g3-facsimile (5),

g4-facsimile (6),

iab-terminal (7),

videotex (8) } (O..ub-integer -options)

-- Extension Domain-defined Attributes

teletex-domain-defined-attributes EXTENSION-ATTRIBUTE ::=
{TeletexDomainDefinedAttributes IDENTIFIED BY 6}

TeletexDomainDefinedAttributes ::= SEQUENCE SIZE (1..ub-domain-defined-attributes) OF
TeletexkDomainDefinedAttribute

TeletexDomainDefinedAttribute ::= SEQUENCE {

type TeletexString (SIZE (1..ub-domain-defined-attribute-type-length)),
value TeletexString (SIZE (1..ub-domain-defined-attribute-value-length)) }

-- Encoded Information Types

EncodedlnformationTypes::= [APPLICATION 5] SET {
built-in-encoded-infor mation-types [0] BuiltlnEncodedl nformationTypes,
-- non-basic-parameters -- COMPONENTS OF NonBasicParameters,
extended-encoded-infor mation-types [4] ExtendedEncodedl nformationTypes OPTIONAL }
-- Built-in Encoded Information Types

BuiltinEncodedl nformationTypes::= BIT STRING {

unknown (0),

iab-text (2),

g3-facsimile (3),

g4-class-1 (4),

teletex (5),

videotex (6),

voice (7),

std (8),

mixed-mode (9) } (SIZE (0..ub-built-in-encoded-infor mation-types))

-- Extended Encoded |nformation Types

ExtendedEncodedl nformationTypes::= SET SIZE (1..ub-encoded-infor mation-types) OF
ExtendedEncoded! nformationType

ExtendedEncodedl nformationType ::= OBJECT IDENTIFIER
-- Non-basic Parameters

NonBasicParameters::= SET {

g3-facsimile[1] G3FacsimileNonBasicParametersDEFAULT { },
teletex [2] TeletexNonBasicParametersDEFAULT { } }

Figure 2 (Part 27 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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G3FacsimileNonBasicParameters::= BIT STRING {

two-dimensional (8), -- Asdefined in ITU-T Recommendation T.30
fine-resolution (9), -

unlimited-length (20), -- These hit values are chosen such that when
b4-length (21), -- encoded using ASN.1 Basic Encoding Rules
a3-width (22), -- theresulting octets have the same values
b4-width (23), -- asfor T.30 encoding

t6-coding (25), --

uncompr essed (30), -- Trailing zero bits are not significant.
width-middle-864-0f-1728 (37), -- It isrecommended that implementations
width-middle-1216-of-1728 (38), -- should not encode more than 32 bits unless
resolution-type (44), -- higher numbered bits are non-zero.

resolution-400x400 (45),
resolution-300x300 (46),
resolution-8x15 (47),

edi (49),

dtm (50),

bft (51),

mixed-mode (58),
character-mode (60),
twelve-bits (65),
preferred-huffmann (66),
full-colour (67),

jpeg (68),
processable-mode-26 (71) }

TeletexNonBasicParameters::= SET {

graphic-character-sets[0] TeletexString OPTIONAL,

control-character-sets[1] TeletexString OPTIONAL,

page-formats[2] OCTET STRING OPTIONAL,

miscellaneous-ter minal-capabilities [3] TeletexString OPTIONAL,

private-use [4] OCTET STRING OPTIONAL -- maximum ub-tel etex-private-use-length octets -- }
-- asdefined in CCITT Recommendation T.62

-- Token

Token ::= SEQUENCE {

token-type-identifier [0 TOKEN.&id ({TokensTable}),
token [1] TOKEN.& Type ({TokensT able} { @token-type-identifier}) }

TOKEN ::=TYPE-IDENTIFIER
TokensTable TOKEN ::={ asymmetric-token, ... }
asymmetric-token TOKEN ::= {AsymmetricToken IDENTIFIED BY id-tok-asymmetricToken}

AsymmetricToken ::= SIGNED { SEQUENCE {

signature-algorithm-identifier Algorithmldentifier,
name CHOICE {
recipient-name RecipientName,
mta [3] SEQUENCE {
global-domain-identifier GlobalDomainldentifier OPTIONAL,
mta-name MTAName} },
time Time,
signed-data [0] TokenData OPTIONAL,
encryption-algorithm-identifier [1] Algorithmldentifier OPTIONAL,
encrypted-data [2] ENCRYPTED { TokenData} OPTIONAL }}

TokenData ::= SEQUENCE {

type[0] TOKEN-DATA.&id ({TokenDataTable}),
value [1] TOKEN-DATA.& Type ({TokenDataTable} {@type}) }

TOKEN-DATA ::=CLASS{
&id INTEGER UNIQUE,
&Type}
WITH SYNTAX {& Type IDENTIFIED BY &id}
Figure 2 (Part 28 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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TokenDataTable TOKEN-DATA ::={

bind-token-signed-data |
message-token-signed-data |
message-token-encrypted-data |
bind-token-encrypted-data, ... }

bind-token-signed-data TOKEN-DATA ::={BindTokenSignedData IDENTIFIED BY 1}
BindTokenSignedData ::= RandomNumber

RandomNumber ::= BIT STRING

message-token-signed-data TOKEN-DATA ::= {MessageT okenSignedData I DENTIFIED BY 2}

M essageT okenSignedData ::= SEQUENCE {

content-confidentiality-algorithm-identifier [0]
ContentConfidentialityAlgorithmldentifier OPTIONAL,
content-integrity-check [1] ContentlntegrityCheck OPTIONAL,
message-security-label [2] M essageSecurityL abel OPTIONAL,
proof-of-delivery-request [3] ProofOfDeliveryRequest OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

message-token-encrypted-data TOKEN-DATA ::= {MessageT okenEncryptedData I DENTIFIED BY 3}

M essageT okenEncryptedData ::= SEQUENCE {

content-confidentiality-key [0] EncryptionKey OPTIONAL,
content-integrity-check [1] ContentlntegrityCheck OPTIONAL,
message-security-label [2] M essageSecurityL abel OPTIONAL,
content-integrity-key [3] EncryptionKey OPTIONAL,
message-sequence-number [4] INTEGER OPTIONAL }

EncryptionKey ::=BIT STRING
bind-token-encrypted-data TOKEN-DATA ::={BindTokenEncryptedData I DENTIFIED BY 4}

BindTokenEncryptedData ::= EXTERNAL
-- Security Label

SecurityL abel ::= SET {

security-policy-identifier SecurityPolicyl dentifier OPTIONAL,
security-classification SecurityClassification OPTIONAL,
privacy-mark PrivacyMark OPTIONAL,

security-categories SecurityCategories OPTIONAL }

SecurityPolicyl dentifier ::= OBJECT IDENTIFIER

SecurityClassification ::= INTEGER {

unmarked (0),

unclassified (1),

restricted (2),

confidential (3),

secret (4),

top-secret (5) } (O..ub-integer -options)
PrivacyMark ::= PrintableString (SIZE (1..ub-privacy-mark-length))
SecurityCategories::= SET SIZE (1..ub-security-categories) OF SecurityCategory

SecurityCategory ::= SEQUENCE {

type[0] SECURITY-CATEGORY .&id ({SecurityCategoriesT able}),
value[1] SECURITY-CATEGORY.& Type ({SecurityCategoriesT able} {@type}) }

SECURITY-CATEGORY ::=TYPE-IDENTIFIER
SecurityCategoriesTable SECURITY-CATEGORY ::={...}
END -- of MTSAbstractService
Figure 2 (Part 29 of 29) — Abstract Syntax Definition of the MTS Abstract Service
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SECTION 3 — MESSAGE TRANSFER AGENT ABSTRACT SERVICE

10 Refined M essage Transfer System model

Clause 6 describes the MTS as an object, without reference to its internal structure. This clause refines the MTS model,
and exposes its component objects and the ports shared between them.

Figure 3 modelsthe MTS and revealsitsinternal structure.

Originator Message-transfer

Message-submission

Message-delivery

Report-delivery

(non-delivery) o
Intended-recipients

Non-delivery @
O

0-96/d02

Report-transfer

Figure 3 — Refined Message Transfer System model

The MTS comprises a collection of message-transfer-agent (MTA) objects, which cooperate together to form the MTS
and offer the MTS Abstract Service to its users. It is the MTAs which perform the active functions of the MTS,
i.e. transfer of messages, probes and reports, generation of reports, and content conversion.

MTA objects also have ports, some of which are precisely those which are also visible at the boundary of the MTS

object, i.e. submission-ports, delivery-ports and administration-ports. However, MTAs also have another type of port — a
transfer-port — which are concerned with the distribution of the MTS Abstract Service between the MTAs, and are not
visible at the boundary of the MTS object.

A transfer-port enables an MTA to transfer messages, probes and reports to another MTA. In general, a message, probe
or report may have to be transferred a number of times between different MTASs to reach its intended destination.

If a message is addressed to multiple recipients served by several different MTAs, the message must be transferred
through the MTS along several different paths. From the perspective of an MTA transferring such a message, some

recipients may be reached via one path while other recipients may be reached via another. At such an MTA, two copies

of the message are created, and each is transferred to the next MTA along its respective path. The copying and branching
of the message is repeated until each copy has reached a final destination MTA, where the message can be delivered t
one or more recipient MTS-users.

Every MTA along a path taken by a message is responsible for delivering or transferring the message to a particular
subset of the originally-specified-recipients. Other MTAs take care of the delivery or transfer to remaining recipients,
using copies of the messages created along the way.

Reports on the delivery or non-delivery of a message to one or more recipient MTS-users, are generated by MTAs in
accordance with the request of the originator of the message and the originating-MTA. An MTA may generate a
delivery-report upon successfully delivering a copy of a message to a recipient MTS-user. It may generate a non-
delivery-report upon determining that a copy of a message is undeliverable to one or more recipients, that is, it is unable
to deliver the message to the recipient MTS-users, or it is unable to transfer the message to an adjacent MTA that would
take responsibility for delivery or transferring the message further.
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For efficiency, an MTA may generate a single, combined report that applies to several copies of a single, multiple
recipient message for which it is responsible. Both delivery- and non-delivery-reports may be combined together.
However, in order for reports to be combined in this manner, the same content conversion, if any, must have been
performed on the message for all recipients to whom the report refers.

Reports that pertain to copies of the same multiple recipient message but that were generated by different MTAS are not
combined by any intermediate MTAS, but instead remain distinct.

When required, an MTA may perform content conversion. When neither the originating nor the recipient MTS-user

requests nor prohibits conversion, implicit conversion of a message’s encoded-information-types may be performed by
an MTA to suit the encoded-information-types that the recipient MTS-user is able to receive. The originating MTS-user
may also explicitly request conversion of specific encoded-information-types for a particular recipient MTS-user.

The submission-, delivery- and administration-ports of an MTA, which are also visible at the boundary of the MTS, are

defined in Section 2. The remaining clauses in this section define the transfer-port of an MTA, and the procedures
performed by MTAs to ensure the correct distributed operation of the MTS.

11 Message Transfer Agent Abstract Service overview
Section 2 defines the MTS Abstract Service provided by the submission-, delivery- and administration-ports of an MTA.

This clause defines the following abstract-operations that are provided by the transfer-ports of MTAs:

MTA-bind and MTA-unbind
a) MTA-bind;
b) MTA-unbind.

Transfer Port Abstract-operations
c) Message-transfer;
d) Probe-transfer;

e) Report-transfer.

11.1 MTA-bind and MTA-unbind

The MTA-bind enables an MTA to establish an association with another MTA. Abstract-operations other than
MTA-bind can only be invoked in the context of an established association.

TheMTA-unbind enables the release of an established association by the initiator of the association.

11.2 Transfer Port Abstract-operations
The Message-transfer abstract-operation enables an MTA to transfer a message to another MTA.
The Praobe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

TheReport-transfer abstract-operation enables an MTA to transfer a report to another MTA.

12 Message Transfer Agent Abstract Service Definition

The MTS Abstract Service is defined in clause 8. This clause defines the semantics of the parameters of the abstract-
service provided by the transfer-ports of MTAs.

Subclause 12.1 defines the MTA-bind and MTA-unbind. Subclause 12.2 defines the transfer-port. Subclause 12.3
defines some common parameter types.

The abstract-syntax of the MTA Abstract Service is defined in clause 13.
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12.1 MTA-bind and MTA-unbind

This subclause defines the abstract-services used to establish and rel ease associations between MTAS.

12.1.1  Abstract-bind and Abstract-unbind
This subclause defines the following abstract-bind and abstract-unbind:
a MTA-bind;
b) MTA-unbind.
12.1.1.1 MTA-bind
The MTA-bind enables an MTA to establish an association with another MTA.

The MTA-bind establishes the credentials of MTAS to interact, and the application-context and security-context of
the association. An association can only be released by the initiator of that association (using MTA-unbind).

Abstract-operations other than MTA-bind can only be invoked in the context of an established association.
The successful completion of the MTA-bind signifies the establishment of an association.

The disruption of the MTA-bind by a bind-error indicates that an association has not been established.

12.1.1.1.1 Arguments

Table 28 lists the arguments of the MTA-bind, and for each argument qualifies its presence and indicates the subclause
in which the argument is defined.

Table 28 — MTA-bind Arguments

Argument Presence Subclause
Bind Arguments
Initiator-name (0] 1211111
Initiator-credentials (0] 12.1.1.1.1.2
Security-context (0] 1211113

12.1.1.1.1.1 Initiator-name
This argument contains a name for the initiator of the association. It may be generated by the initiator of the association.

Thenameisan MTA-name.

12.1.1.1.1.2 Initiator-credentials

This argument contains the credentials of the initiator of the association. It may be generated by the initiator of the
association.

The initiator-credentials may be used by the responder to authenticate the identity of the initiator
(see ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is proposed, the initiator-credentials comprise a simple password associated with the
initiator-name.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token and, optionaly, an
initiator-certificate.

The initiator-bind-token is a token generated by the initiator of the association. If the initiator-bind-token is an
asymmetric-token, the signed-data comprises arandom-number. The encrypted-data of an asymmetric-token may
be used to convey secret security-relevant information (e.g. one or more symmetric-encryption-keys) used to secure the
association, or may be absent from the initiator-bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
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The initiator-certificate is a certificate of the initiator of the association, generated by a trusted source (eg. a
certification-authority). It may be supplied by the initiator of the association, if the initiator-bind-token is an
asymmetric-token. The initiator-certificate may be used to convey a verified copy of the public-asymmetric-
encryption-key (subject-public-key) of the initiator of the association. The initiator’s public-asymmetric-encryption-key
may be used by the responder to validateititéator -bind-token and to computencrypted-data in theresponder-
bind-token. If the responder is known to have, or have access to, the initie¢otiicate (e.g. via the Directory), the
initiator -certificate may be omitted.

12.1.1.1.1.3 Security-context

This argument indicates thaecurity-context that the initiator of the association proposes to operate at. It may be
generated by the initiator of the association.

The security-context comprises one or mosgecurity-labels that defines the sensitivity of interactions that may occur
between the MTAs for the duration of the association, in line with the security-policy in forceecTingy-context
shall be one that is allowed by tseurity-labels associated with the MDs (MTAS).

If security-contexts are not established between the MTAS, the sensitivity of interactions that may occur between the
MTAs may be at the discretion of the invoker of an abstract-operation.

12.1.1.1.2 Results

Table 29 lists the results of the MTA-bind, and for each result qualifies its presence and indicates the subclause in which
the result is defined.

Table 29 — MTA-bind Results

Result Presence Subclause

Bind Results
Responder-name (0] 1211121
Responder-credentials (0] 12.1.1.1.22

12.1.1.1.2.1 Responder-name

This argument contains a name for the responder of the association. It may be generated by the responder of the
association.

The nameisan MTA-name.

12.1.1.1.2.2 Responder-credentials

This argument contains the credentials of the responder of the association. It may be generated by the responder of the
association.

The responder-credentials may be used by the initiator to authenticate the identity of the responder (see
ITU-T Rec. X.509 | ISO/IEC 9594-8).

If only simple-authentication is used, the responder-credentials comprise a simple password associated with the
responder-name.

If strong-authentication is used, the responder-credentials comprise a responder-bind-token. The responder-bind-
token is atoken generated by the responder of the association. The responder-bind-token shall be the same type of
token as the initiator-bind-token. If the responder-bind-token is an asymmetric-token, the signed-data comprises a
random-number (which may be related to the random-number supplied in the initiator-bind-token). The encrypted-
data of an asymmetric-token may be used to convey security-relevant information (e.g. one or more symmetric-
encryption-keys) used to secure the association, or may be absent from the responder -bind-token.

Symmetric algorithms may be used within the above asymmetric-token (see 8.5.8).
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12.1.1.1.3 Bind-errors

The bind-errors that may disrupt the MTA-bind are defined in 12.1.2.

12.1.1.2 MTA-unbind

The MTA-unbind enables the release of an established association by the initiator of the association.

12.1.1.2.1 Arguments

The MTA-unbind service has no arguments.

12.1.1.2.2 Results

The MTA-unbind service returns an empty result as indication of release of the association.

12.1.1.2.3 Unbind-errors

There are no unbind-errors that may disrupt the MTA-unbind.

12.1.2 Bind-errors
This subclause defines the following bind-errors:
a) Authentication-error;
b) Busy;
¢) Unacceptable-dialogue-mode;
d) Unacceptable-security-context.
12.1.2.1 Authentication-error

The Authentication-error bind-error reports that an association cannot be established due to an authentication error; the
initiator’s credentials are not acceptable or are improperly specified.

The Authentication-error bind-error has no parameters.

12.1.2.2 Busy
The Busy bind-error reports that an association cannot be established because the responder is busy.

The Busy bind-error has no parameters.

12.1.2.3 Unacceptable-dialogue-mode

The Unacceptable-dialogue-mode bind-error reports that the dialogue-mode proposed by the initiator of the association
is unacceptable to the responder (see clause 12 of ITU-T Rec. X.419 | ISO/IEC 10021-6).

The Unacceptable-dialogue-mode bind-error has no parameters.

12.1.2.4 Unacceptable-security-context

The Unacceptable-security-context bind-error reports thatstoerity-context proposed by the initiator of the
association is unacceptable to the responder.

The Unacceptable-security-context bind-error has no parameters.

12.2 Transfer Port
This subclause defines the abstract-operations and abstract-errors which occur at a transfer-port.
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12.21 Abstract-operations

This subclause defines the following transfer-port abstract-operations:
a) Message-transfer;
b) Probe-transfer;
¢) Report-transfer.

12.2.1.1 Message-transfer

The Message-transfer abstract-operation enables an MTA to transfer a message to another MTA.

12.2.1.1.1 Arguments

Table 30 lists the arguments of the Message-transfer abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

12.21.1.1.1 Message-identifier

This argument contains an M T S-identifier that distinguishes the message from all other messages, probes and reports
within the MTS. It shall be generated by the originating-MTA of the message, and shall have the same value as the
message-submission-identifier supplied to the originator of the message when the message was submitted, and the
message-delivery-identifier supplied to the recipients of the message when the message is delivered.

When a message is copied for routing to multiple recipients via different MTAS, each copy of the message bears the
message-identifier of the original.

12.2.1.1.1.2 Per-domain-bilateral-infor mation

This argument contains information intended for MDs which the message will encounter asiit is transferred through the
MTS. It may be generated by the originating-MD of the message.

This argument may contain zero or more elements, each of which comprises:
— thebilateral-information intended for an MD;

— the country-name and, optionally, theadministration-domain-name and, optionally, theprivate-
domain-identifier of the MD for which thebilater al-information is intended.

12.2.1.1.1.3 Trace-information

This argument documents the actions taken on the message (or probe or report) by each MD through which the message
(or probe or report) passes as it is transferred through the MTS (see 12.3.1). It shall be generated by each MD through
which the message (or probe or report) passes.

12.2.1.1.1.4 Internal-trace-information

This argument documents the actions taken on the message (or probe or report) by each MTA through which the
message (or probe or report) passes as it is transferred within an MD (see 12.3.1). It shall be generated by each MTA
through which the message (or probe or report) passes within an MD.

As a matter of local policy, an MTA may (but is not required to) renotex nal-trace-information relating to other
MDs when performing delivery, or when transferring to another MD, or on receiving from another MD.

12.2.1.1.1.5 Originally-specified-recipient-number

This argument shall be generated by the originating-MTA of the message. A different value of this argument is specified
for each originally-specified-recipient of the message.

The originally-specified-recipient-number is an integer value in the range that begins with one and ends with the
number of originally-specified-recipients.

There is a one-to-one relationship between a particuiginally-specified-recipient-number value and a particular
recipient-name at the time of message-submission; it should not be assumed that this is a singular relationship at the
time of message-delivery. That is, aniginally-specified-recipient-number value can be used to distinguish an
originally specified ecipient-name, but not an actual recipient that will receive the message.
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Argument Presence Subclause
Relaying Arguments
Message-identifier M 1221111
Per-domain-bilateral-information C 1221112
Trace-information M 12.21.1.1.3
Internal-trace-information C 1221114
DL -expansion-history C 831117
Originator Argument
Originator-name M 821111
Recipient Arguments
Recipient-name M 821112
Originally-specified-recipient-number M 12.2.1.1.15
Responsibility M 1221116
DL -expansion-prohibited C 821116
Disclosure-of-other-recipients C 821117
Redirection Arguments
Alternate-recipient-allowed C 821113
Reci pient-reassignment-prohibited C 821114
Originator-requested-alternate-recipient C 821115
Redirection-history C 83.1115
Priority Argument
Priority C 821118
Conversion Arguments
Implicit-conversion-prohibited C 821119
Conversion-with-loss-prohibited C 8.21.1.1.10
Explicit-conversion C 12.21.1.1.9
Delivery Time Arguments
Deferred-delivery-time C 12.2.1.1.1.7
Latest-delivery-time C 8211113
Delivery Method Argument
Requested-delivery-method C 8211114
Physical Delivery Arguments
Physical-forwarding-prohibited C 8.2.1.1.1.15
Physical-forwarding-address-request C 8.211.1.16
Physical-delivery-modes C 8211117
Registered-mail-type C 8.21.1.1.18
Recipient-number-for-advice C 8.2.1.1.1.19
Physical-rendition-attributes C 8211120
Originator-return-address C 8211121
Delivery Report Request Arguments
Originator-report-request M 8211122
Originating-M TA-report-request M 12.21.1.1.8
Content-return-request C 8.21.1.1.23
Physical-delivery-report-request C 8211124
Security Arguments
Originator-certificate C 8211125
Message-token C 8211126
Content-confidentiality-algorithm-identifier C 8.2.1.1.1.27
Content-integrity-check C 8.21.1.1.28
M essage-origin-authenti cation-check C 8.2.1.1.1.29
M essage-security-label C 8.21.1.1.30
Proof-of-delivery-request C 8211132
Content Arguments
Original-encoded-information-types C 8.21.1.1.33
Content-type M 8211134
Content-identifier C 8.21.1.135
Content-correlator C 8.2.1.1.1.36
Content M 8211137
Notification-type (0] 8.2.1.1.1.38
Service-message (0] 8.21.1.1.39
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12.21.1.1.6 Responsibility

This argument indicates whether the receiving-MTA shall have the responsibility to either deliver the message to a
recipient or to transfer it to another MTA for subsequent delivery to the recipient. It shall be generated by the sending-
MTA. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values: responsible or not-responsible.

12.21.1.1.7 Deferred-delivery-time

This argument is defined in 8.2.1.1.1.12. It may appear in a message at a transfer-port if there is a bilateral agreement
that an MTA other than the originating-MTA of the message will defer the delivery of the message. It shall be absent
once the request for deferral has been honoured.

In the absence of a hilateral agreement, the MTA shall, as alocal matter, either:
a) defer delivery of the message; or
b) processthe message asif the deferred-delivery-time was not present; or

c) if the deferred delivery time has not yet passed, cause the message to be non-delivered with non delivery-
reason-code set to deferred-delivery-not-performed and non-delivery-diagnostic-code set to
no bilater al-agreement.

12.2.1.1.1.8 Originating-M TA-report-request

This argument indicates the kind of report requested by the originating-MTA. It shall be generated by the originating-
MTA of the message. A different value of this argument may be specified for each recipient of the message.

This argument may have one of the following values:

— non-delivery-report: A report is returned only in case of non-delivery, and it contains onljaghe
trace-information.

— report: A report is returned in case of delivery or non-delivery, and it contains onliastr ace-
information,

— audited-report: A report is returned in case of delivery or non-delivery, and it contains all tfabe
information.

The originating-M TA-report-request argument shall specify at least the report level specified imithggnator -

report-request argument, where the increasing order of report levelsoiseport, non-delivery-report, report,
audited-report.

12.21.1.1.9 Explicit-conversion

This argument is defined in 8.2.1.1.1.11. Once the specified explicit conversion has been performed, the argument shall
be removed.

12.2.1.1.2 Results

The Message-transfer abstract-operation does not return a result.

12.2.1.1.3 Abstract-errors

There are no abstract-errors that may disrupt the Message-transfer abstract-operation.
12.2.1.2 Probe-transfer

The Probe-transfer abstract-operation enables an MTA to transfer a probe to another MTA.

12.2.1.2.1 Arguments

Table 31 lists the arguments of the Probe-transfer abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.
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Table 31 — Probe-transfer Arguments

Argument Presence Subclause

Relaying Arguments

Probe-identifier M 1221211

Per-domain-bilateral-information C 1221112

Trace-information M 1221113

Internal-trace-information C 1221114
Originator Argument

Originator-name M 821111
Recipient Arguments

Recipient-name M 821112

Originally-specified-recipient-number M 12.2.1.1.15

Responsihility M 12.2.1.1.1.6

DL -expansion-prohibited C 821116
Redirection Arguments

Alternate-recipient-allowed C 821113

Reci pient-reassignment-prohibited C 821114

Originator-requested-alternate-recipient C 821115

Redirection-history C 83.1115
Conversion Arguments

Implicit-conversion-prohibited C 821119

Conversion-with-loss-prohibited C 8.21.1.1.10

Explicit-conversion C 8211111
Delivery Method Argument

Requested-delivery-method C 8211114
Physical Delivery Argument

Physical-rendition-attributes C 8.2.1.1.1.20
Report Request Arguments

Originator-report-request M 8211122

Originating-M TA-report-request M 1221118
Security Arguments

Originator-certificate C 8211125

Probe-origin-authentication-check C 821211

M essage-security-label C 8.21.1.1.30
Content Arguments

Original-encoded-information-types C 8211133

Content-type M 8211134

Content-identifier C 8211135

Content-correlator C 8.2.1.1.1.36

Content-length C 821212

Notification-type C 8.2.1.1.1.38

Service-message (0] 8.21.1.1.39

12.2.1.2.1.1 Probe-identifier

This argument contains an M TS-identifier that distinguishes the probe from all other messages, probes and reports
within the MTS. It shall be generated by the originating-MTA of the probe, and shall have the same value as the probe-
submission-identifier supplied to the originator of the probe when the probe was submitted.

12.2.1.2.2 Results

The Probe-transfer abstract-operation does not return aresult.
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12.2.1.2.3 Abstract-errors

There are no abstract-errors that may disrupt the Probe-transfer abstract-operation.
12.2.1.3 Report-transfer
The Report-transfer abstract-operation enables an MTA to transfer areport to another MTA.

12.2.1.3.1 Arguments

Table 32 lists the arguments of the Report-transfer abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

Table 32 — Report-transfer Arguments

Argument Presence Subclause

Relaying Arguments

Report-identifier M 1221311

Trace-information M 1221113

Internal-trace-information C 122.11.14

Redirection-history C 83.1.2.15
Report Destination Argument

Report-destination-name M 12.2.1.31.2
Report Request Argument

Originator-report-request M 8211122
Subject Trace Arguments

Subject-identifier M 1221313

Originally-specified-reci pient-number M 12.21.1.15

Subject-intermediate-trace-information C 1221314

Arriva-time M 12.21.3.15

Originator-and-DL-expansion-history C 8.3.12.13

Reporting-DL-name C 831214
Conversion Argument

Converted-encoded-information-types C 8.3.1.216
Supplementary Information Arguments

Supplementary-information C 831217

Physical-forwarding-address C 8.3.1.2.18
Subject Redirection Arguments

Actual-recipient-name M 831212

Originally-intended-recipient-name C 831114

Redirection-history C 83.1.1.15
Content Arguments

Original-encoded-information-types C 8.21.1.1.33

Content-type C 8.3.1.2.1.15

Content-identifier C 8.21.1.1.35

Content-correlator C 8.2.1.1.1.36

Returned-content C 8.3.1.2.1.16
Delivery Arguments

Message-delivery-time C 8.3.1.2.19

Type-of-MTS-user C 8.3.1.2.1.10
Non-delivery Arguments

Non-delivery-reason-code C 8312111

Non-delivery-diagnostic-code C 8.3.1.2.1.12
Security Arguments

Recipient-certificate C 831121

Proof-of-delivery C 831122

Reporting-MTA-certificate C 8.3.1.2.1.13

Report-origin-authentication-check C 83.12114

M essage-security-label C 8.2.1.1.1.30
Additional Information Argument

Additional-information C 12.2.1.31.6
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12.21.3.1.1 Report-identifier

This argument contains an M T S-identifier that distinguishes the report from all other messages, probes and reports
within the MTS. It shall be generated by the originating-MTA of the report.

12.21.3.1.2 Report-destination-name

This argument contains the OR-name of the immediate destination of the report. It shall be generated by the originating-
MTA of the report, and subsequently modified by the DL expansion-points if any DLs had been expanded to add
recipients to the subject.

The originating-MTA of the report shall set this argument to be the originator-name of the subject if the subject does
not have a DL -expansion-history, or to the last OR-name in the DL -expansion-history if thisis present in the subject.

A DL expansion-point may replace its own OR-name in this argument by the OR-name which immediately precedesits
own OR-name in the report'soriginator-and-DL -expansion-history, or some othelOR-name according to the
reporting-policy of the DL.

12.2.1.3.1.3 Subject-identifier

This argument contains thraessage-identifier (or probe-identifier) of the subject (aMTS-identifier). It shall be
generated by the originating-MTA of the subject.

12.21.3.1.4 Subject-intermediate-trace-information

This argument contains theace-information present in the subject when it was transferred into the reporting-MD. It
shall be present if, and only if, an audit-and-confirmed report was requested by the originating-MTA of the subject. It
may be generated by the reporting-MTA.

NOTE — The inclusion in the subject-intermediate-trace-information of the internal-trace-information present in the subject
when it was transferred to the reporting-MTA may be the subject of future standardisation.

12.2.1.3.1.5 Arrival-time

This argument contains the Time at which the subject entered the MD making the report. It shall be generated by the
originating-MD of the report. A different value of this argument may be specified for each recipient of the subject to
which the report relates.

12.2.1.3.1.6 Additional-information

The specification of the contents of this argument is by bilateral agreement between MDs.
12.2.1.3.2 Results

The Report-transfer abstract-operation does not return aresult.

12.2.1.3.3 Abstract-errors

There are no abstract-errors that may disrupt the Report-transfer abstract-operation.

12.2.2 Abstract-errors

The transfer-port has no abstract-errors.

12.3 Common parameter types

This subclause defines a number of common parameter types of the MTA Abstract Service.

12.3.1 Trace-information and inter nal-tr ace-infor mation

Trace-information documents the actions taken on a message, probe or report by each MD through which it passes as it
istransferred through the MTS.

I nternal-trace-infor mation documents the actions taken on a message, probe or report by each MTA through which it
passes as it is transferred through an MD. Inter nal-trace-information may be removed from a message, probe or report
before it is transferred out of an MD. An MD may (but is not required to) remove inter nal-trace-information relating
to other MDs.
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Trace-information (or internal-trace-information) comprises a sequence of trace-information-elements (or
inter nal-trace-infor mation-elements). The first trace-infor mation-element (or inter nal-trace-infor mation-element)
is that supplied by the originating-MD (or -MTA) of the message, probe or report. The second trace-infor mation-
element (or internal-trace-information-element) is that supplied by the next MD (or MTA) encountered by the
message, probe or report, and so on. Each MD (or MTA) adds its trace-information-element (or internal-trace-
infor mation-element) to the end of the existing sequence. Trace-information is added by the first MTA encountered
by the message, probe or report in each MD that it passes through and, if necessary, modified by subsequent MTASs in
that MD.

Each trace-infor mation-element includes the global-domain-identifier of the MD supplying the trace-infor mation-
element.

Each internal-trace-information-element includes the MTA-name of the MTA supplying the internal-trace-
infor mation-element and the global-domain-identifier of the MD to which the MTA belongs.

Each trace-information-element (or internal-trace-information-element) includes the arrival-time at which the
message, probe or report entered the MD (or MTA). In the case of the originating-MD (or -MTA) of the message, probe
or report, the arrival-time is the time of message-submission, probe-submission or report generation, respectively.

Each trace-information-element (or internal-trace-information-element) specifies the routing-action the MD
(or MTA) supplying the trace-infor mation-element (or inter nal-trace-infor mation-element) took with respect to the
message, probe or report. Relayed is the normal routing-action of transferring the message, probe or report to another
MD (or MTA). Rerouted indicates that an attempt had previously been made to route the message, probe or report to an
attempted-domain (or attempted-M TA); the global-domain-identifier of the attempted-domain is included in the
trace-information-element; if the rerouting attempt was to another MTA within the same MD, then the M T A-name of
the attempted-MTA is included in the internal-trace-infor mation-element; if the rerouting attempt was to another
MD, then the global-domain-identifier of the attempted-domain is included in the internal-trace-infor mation-
element instead of an MTA-name.

Each trace-information-element (or internal-trace-information-element) also specifies any additional-actions the
MD (or MTA) supplying the trace-infor mation-element (or inter nal-tr ace-infor mation-element) took with respect to
the message, probe or report. Indications of any such additional-actions which appear in the internal-trace-
information-elements during a traversal of an MD shall aso be reflected in the corresponding trace-infor mation-
element(s) for the traversal of the MD.

If deferred-delivery caused the MD (or MTA) supplying the trace-information-element (or internal-trace-
information-element) to hold the message for a period of time, the deferred-time when it started to process the
message for delivery or transfer is also included in the trace-information-element (or internal-trace-infor mation-
element). This parameter is not present in trace-infor mation-elements (or internal-trace-infor mation-elements) on
probes and reports.

If the MD (or MTA) supplying the trace-information-element (or internal-trace-information-element) subjects a
message to conversion, the converted-encoded-infor mation-types following the conversion is also included in the
trace-information-element (or internal-trace-infor mation-element). For a probe, an MD (or MTA) that would have
converted the subject-message indicates the encoded-information-types the subject-message would contain after
conversion in its trace-infor mation-element (or inter nal-trace-infor mation-element). This parameter is not present in
trace-information (or inter nal-trace-infor mation) on reports.

If the MD (or MTA) redirects a message, a probe or a report (for any, but not necessarily all, of a message’s or probe’s
recipients)redirected is indicated in thérace-infor mation-element (or inter nal-tr ace-infor mation-element).

If the MD (or MTA) expands a DL of a messagi;operation is indicated in thetrace-information-element
(orinter nal-trace-information-element). If the MD (or MTA) is a DL expansion-point and replaces its @®-name

in thereport-destination-name of a report with anotheDR-name (see 12.2.1.3.1.2}il-operation is indicated in the
trace-information-element (or internal-trace-infor mation-element) of the report. This parameter is not present in
trace-information (orinter nal-trace-information) on probes.

Loop detection and suppression is done by an MD (or MTA) when it receives a message, probe or report from another
MD (or MTA). Messages, probes and reports may legitimately re-enter an MD (or MTA) for several reasons
(rerouted, etc.) and consequently a message, probe or report may have several tdejeiintfor mation-elements
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(or internal-trace-infor mation-elements) from the same MD (or MTA). Each time a message, probe or report is
transferred through an MD (or MTA), the generation of trace-infor mation-elements (or internal-trace-infor mation-
elements) is performed as follows:

i) onetrace-information-element (or inter nal-trace-infor mation-element) is added, marked as r elayed;

ii) if arerouting attempt is to occur, then the trace-information-element (or internal-trace-infor mation-
element) added in i) is modified to rerouted [and the number of trace-information-elements
(or internal-trace-infor mation-elements) added by the MD (or MTA) for this traversal of the MD
(or MTA) remains at one;

iii) if subsequent attempts to reroute occur, then a new trace-information-element (or internal-trace-
information-element) is added (marked as rerouted) to reflect each new rerouting attempt.

Several rerouting attempts to the same MD (or MTA) may occur.

Each trace-information-element (or internal-trace-information-element) added by an MD (or MTA) may contain
indications of additional-actions performed by the MD (or MTA) on the message or probe [i.e. deferred-time [not
present in trace-information (or inter nal-trace-infor mation) on probes], converted-encoded-infor mation-types, and
either redirected or dl-operation]. To indicate the order in which redirection and DL expansion have occurred,
redirected and dl-operation indications shall not both appear in a single trace-information-element (or internal-
trace-infor mation-element).

13 Message Transfer Agent Abstract Syntax Definition
The abstract-syntax of the MTA Abstract Serviceis defined in Figure 4.

The abstract-syntax of the MTA Abstract Service is defined using the Abstract Syntax Notation (ASN.1) defined in
ITU-T Rec. X.680 | ISO/IEC 8824-1, ITU-T Rec. X.681| ISO/IEC 8824-2, ITU-T Rec. X.682| ISO/IEC 8824-3 and
ITU-T Rec. X.683 | ISO/IEC 8824-4, and the abstract service definition conventions described in ITU-T Rec. X.402 |
I SO/IEC 10021-2 which use the remote operations notation defined in ITU-T Rec. X.880 | ISO/IEC 13712-1.

The abstract-syntax definition of the MTA Abstract Service has the following major parts:

— Prologue Declarations of the exports from, and imports to, the MTA Abstract Service module
(see Figure 4, Part 1).

—  Objects and PortDefinitions of the MTA object and the transfer-port (see Figure 4, Part 2).

—  MTA-bind and MTA-unbindefinitions of the MTA-bind and MTA-unbind used to establish and release
associations between MTAS (see Figure 4, Part 2).

— Transfer Port Definitions of the transfer-port abstract-operations: Message-transfer, Probe-transfer and
Report-transfer (see Figure 4, Part 2).

— Message Transfer Envelapgefinition of the message-transfer-envel ope (see Figure 4, Part 3).
— Probe Transfer Envelop®efinition of the probe-transfer-envelope (see Figure 4, Part 4).

— Report Transfer Envelope & Contemefinitions of the report-transfer-envelope and report-transfer-
content (see Figure 4, Parts 5 to 6).

— Envelope & Report Content FieldBefinitions of envelope and report content fields (see Figure 4,
Parts 6 to 7).

— Extension FieldsDefinitions of extension-fields (see Figure 4, Parts 6 to 7).

— Common Parameters Typ&xfinitions of common parameter types (see Figure 4, Part 7).

NOTE — The module implies a number of changes to the P1 protocol defined in Recommendation X.411 (1984). These
changes are highlighted by means of underlining.

Each extension-field defined in Figure 4 (Part 6) carries with it an indication of its criticality for submission, transfer
and delivery. The criticality mechanism is described in 9.2, and the procedures related to extension-fields and their
criticality indications are further defined in clause 14.
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MTAADbstractService{ joint-iso-itu-t mhs(6) mts(3) modules(0) mta-abstract-service(2)
version-1994(0) }

DEFINITIONSIMPLICIT TAGS ::=

BEGIN

-- Prologue

-- Exports everything
IMPORTS

-- Remote Operations

CONNECTION-PACKAGE, CONTRACT
FROM Remote-Oper ations-Infor mation-Obj ects {j cint-iso-itu-t remote-oper ations(4)
infor mationObj ects(5) version1(0) }

emptyUnbind
FROM Remote-Oper ations-Useful-Definitions {j oint-iso-itu-t remote-oper ations(4)
useful-definitions(7) version1(0) }

-- MTS Abstract Service Parameters

ABSTRACT-ERROR, ABSTRACT-OPERATION, administration, AdministrationDomainName, Content,
Contentl dentifier, ContentL ength, ContentType, content-confidentiality-algorithm-identifier, content-correlator,
content-integrity-check, conver sion-with-loss-prohibited, ConvertedEncodedl nfor mationTypes, CountryName,
DeferredDeliveryTime, delivery, dl-expansion-history, di-expansion-prohibited, ExplicitConversion, EXTENSI ON,
ExtensionField { }, GlobalDomainldentifier, Initiator Credentials, latest-delivery-time,
message-or igin-authentication-check, message-security-label, message-token, MHS-OBJECT, MTAName,
MT Sl dentifier, ORAddressAndOptional Dir ectoryName, OriginalEncodedl nformationTypes,
originator-and-DL -expansion-history, originator -certificate, originator -r etur n-addr ess, Per M essagel ndicators,
physical-delivery-modes, physical-delivery-report-request, physical-forwar ding-addr ess,
physical-forwar ding-addr ess-request, physical-forwar ding-pr ohibited, physical-rendition-attributes, PORT,
Priority, PrivateDomainl dentifier, PrivateExtensions, probe-origin-authentication-check, proof-of-delivery,
proof-of-delivery-request, recipient-certificate, recipient-number-for-advice, recipient-reassignment-prohibited,
redirection-history, registered-mail-type, reporting-DL -name, reporting-M TA-certificate, ReportType,
report-origin-authentication-check, requested-delivery-method, Responder Credentials, SecurityContext,
submission, Supplementarylnformation, Time

FROM MT SAbstractService{ joint-iso-itu-t mhs(6) mts(3) modules(0)

mts-abstract-service(1) version-1994(0) }

-- Object Identifiers
id-cp-mta-connect, id-ct-mta-transfer, id-ot-mta, id-pt-transfer

FROM MT SObjectldentifiers { joint-iso-itu-t mhs(6) mts(3) modules(0)
obj ect-identifiers(0) }

-- Upper Bounds

ub-bit-options, ub-integer-options, ub-recipients, ub-transfers
FROM MT SUpperBounds{ joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3) };
-- Objects

mta MHS-OBJECT ::={
BOTH { mta-transfer }
ID id-ot-mta}

Figure 4 (Part 1 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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-- Contracts

mta-transfer CONTRACT ::={
CONNECTION  mta-connect
OPERATIONS OF { transfer }
ID id-ct-mta-transfer }

-- Connection package

mta-connect CONNECTION-PACKAGE ::={
BIND mta-bind
UNBIND  mta-unbind
ID id-cp-mta-connect }

- Ports

transfer PORT ::={
OPERATIONS { message-transfer | probe-transfer | report-transfer }
ID id-pt-transfer }

-- MTA-bind and MTA-unbind

mta-bind ABSTRACT-OPERATION ::={
ARGUMENT MTABiIndArgument
RESULT MTABindResult
ERRORS { mta-bind-error }}

mta-unbind ABSTRACT-OPERATION ::= emptyUnbind

MTABiIndArgument ::= CHOICE {
unauthenticated NULL, -- if no authenticationisrequired
authenticated [1] SET{ -- if authentication isrequired
initiator-name [0] MTAName,
initiator-credentials[1] Initiator Credentials (WITH COMPONENTS({ ...,
protected ABSENT }),
security-context [2] SecurityContext OPTIONAL }1

MTABiIndResult ::= CHOICE {
unauthenticated NULL, -- if no authentication isrequired
authenticated [1] SET{ -- if authentication isrequired
responder-name [0] MTAName,

responder -credentials [1] Responder Credentials (WITH COMPONENTS({ ...

protected ABSENT }) 11

mta-bind-error ABSTRACT-ERROR ::={
PARAMETER INTEGER {
busy (0),
authentication-error (2),
unacceptable-dialogue-mode (3),
unacceptable-security-context (4) } (0..ub-integer-options) }

-- Transfer Port

message-transfer ABSTRACT-OPERATION ::={
ARGUMENT Message}

probe-transfer ABSTRACT-OPERATION ::={
ARGUMENT Probe}

report-transier ABSTRACT-OPERATION ::={
ARGUMENT Report }

Message ::= SEQUENCE {
envelope M essageTransfer Envelope,
content Content }

Praobe ::= ProbeTransfer Envelope
Report ::= SEQUENCE {

envelope ReportTransfer Envelope,
content ReportTransfer Content }

ISO/IEC 10021-4 : 1997 (E)

Figure 4 (Part 2 of 7) — Abstract Syntax Definition of the MTA Abstract Service

ITU-T Rec. X.411 (1995 E) 103



| SO/IEC 10021-4 : 1997 (E)

Message Transfer Envelope

M essageTransfer Envelope ::= SET {

COMPONENTS OF PerMessageTransfer Fields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF

Per RecipientM essageTransfer Fields }

PerMessageTransfer Fields::= SET {

message-identifier M essagel dentifier,

originator-name Originator Name,

original-encoded-infor mation-types Original Encodedl nformationTypes OPTIONAL,
content-type ContentType,

content-identifier Contentldentifier OPTIONAL,

priority Priority DEFAULT normal,

per-message-indicator s Per M essagel ndicators DEFAULT { },
deferred-delivery-time [0] DeferredDeliveryTime OPTIONAL,
per-domain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF

Per DomainBilaterall nformation OPTIONAL,

trace-infor mation Tracel nformation,
extensions[3] SET OF ExtensionField {{ MessageTransfer Extensions}} DEFAULT {}}

M essageTransfer Extensions EXTENSION ::= {

-- May contain the following extensions, private extensions, and future standardised extensions:
recipient-reassignment-prohibited |
dl-expansion-prohibited |

conver sion-with-loss-prohibited |
latest-delivery-time |
originator-return-address |
originator-certificate |
content-confidentiality-algorithm-identifier |
message-or igin-authentication-check |
message-secur ity-label |

content-correlator |

dl-expansion-history |
internal-trace-information |
PrivateExtensions, ... }

Per RecipientM essageTransfer Fields ::= SET {

recipient-name RecipientName,

originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicators[1] Per Recipientlndicators,

explicit-conversion [2] ExplicitConversion OPTIONAL,

extensions[3] SET OF ExtensionField {{ PerRecipientM essageTransfer Extensions }} DEFAULT { }}

Per RecipientM essageTransfer Extensions EXTENSION ::= {

104

-- May contain the following extensions, private extensions, and future standardised extensions:
originator -requested-alter nate-recipient |
requested-delivery-method |
physical-forwar ding-prohibited |
physical-forwarding-address-request |
physical-delivery-modes |

register ed-mail-type |
recipient-number-for-advice |
physical-rendition-attributes|
physical-delivery-report-request |
message-token |

content-integrity-check |
proof-of-delivery-request |
redirection-history |

PrivateExtensions, ... }

Figure 4 (Part 3 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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-- Probe Transfer Envelope

ProbeTransferEnvelope ::= SET {
COMPONENTS OF PerProbeTransfer Fields,
per-recipient-fields [2] SEQUENCE SIZE (1..ub-recipients) OF Per RecipientProbeTransfer Fields}

PerProbeTransferFields::= SET {
probe-identifier Probel dentifier,
originator-name Originator Name,
original-encoded-infor mation-types Original Encodedl nformationTypes OPTIONAL,
content-type ContentType,
content-identifier Contentldentifier OPTIONAL,
content-length [0] ContentLength OPTIONAL,
per-message-indicator s Per M essagel ndicators DEFAULT { },
per-domain-bilateral-information [1] SEQUENCE SIZE (1..ub-transfers) OF
Per DomainBilater all nformation OPTIONAL,
trace-infor mation Tracel nformation,
extensions[3] SET OF ExtensionField {{ ProbeTransferExtensions}} DEFAULT {}}

ProbeTransfer Extensions EXTENSION ::={
-- May contain the following extensions, private extensions, and future standardised extensions:
recipient-reassignment-prohibited |
dl-expansion-prohibited |
conver sion-with-loss-prohibited |
originator-certificate |
message-security-label |
content-correlator |
probe-origin-authentication-check |
internal-trace-information |
PrivateExtensions, ... }

Per RecipientProbeTransfer Fields::= SET {
recipient-name RecipientName,
originally-specified-recipient-number [0] OriginallySpecifiedRecipientNumber,
per-recipient-indicator s [1] PerRecipientl ndicators,
explicit-conversion [2] ExplicitConversion OPTIONAL,
extensions [3] SET OF ExtensionField {{ Per RecipientProbeTransfer Extensions}} DEFAULT {}}

Per RecipientProbeTransfer Extensions EXTENSION ::={
-- May contain the following extensions, private extensions, and future standardised extensions:
originator -requested-alter nate-recipient |
requested-delivery-method |
physical-rendition-attributes|
redirection-history |
PrivateExtensions, ... }

- Report Transfer Envelope

ReportTransferEnvelope::= SET {
report-identifier Reportldentifier,
report-destination-name ReportDestinationName,
trace-information Tracel nformation,
extensions[1] SET OF ExtensionField {{ ReportTransfer EnvelopeExtensions}} DEFAULT {}}

ReportTransfer EnvelopeExtensions EXTENSION ::={
-- May contain the following extensions, private extensions, and future standardised extensions:
message-security-label |
redirection-history |
originator-and-DL -expansion-history |
reporting-DL-name |
reporting-M T A-certificate |
report-origin-authentication-check |
internal-trace-information |
PrivateExtensions, ... }

Figure 4 (Part 4 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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-- Report Transfer Content

ReportTransfer Content ::= SET {
COMPONENTS OF PerReportTransferFields,
per-recipient-fields [0] SEQUENCE SIZE (1..ub-recipients) OF
Per RecipientReportTransfer Fields}

PerReportTransferFields::= SET {
subject-identifier Subject!dentifier,
subj ect-inter mediate-trace-information SubjectlntermediateTracel nformation OPTIONAL,
original-encoded-infor mation-types OriginalEncoded| nfor mationTypes OPTIONAL,
content-type ContentType OPTIONAL,
content-identifier Contentldentifier OPTIONAL,
retur ned-content [1] Content OPTIONAL,
additional-information [2] Additionallnformation OPTIONAL,
extensions[3] SET OF ExtensionField {{ ReportTransfer ContentExtensions}} DEFAULT {}}

ReportTransfer ContentExtensions EXTENSION ::={
-- May contain the following extensions, private extensions, and future standardised extensions:
content-correlator |
PrivateExtensions, ... }

PerRecipientReportTransfer Fields ::= SET {
actual-recipient-name [0] ActualRecipientName,
originally-specified-recipient-number [1] OriginallySpecifiedRecipientNumber,
per-recipient-indicator s [2] PerRecipientl ndicators,
last-trace-information [3] LastTracel nformation,
originally-intended-recipient-name [4] Originallyl ntendedRecipientName OPTIONAL,
supplementary-information [5] Supplementarylnformation OPTIONAL,
extensions[6] SET OF ExtensionField {{ PerRecipientReportTransfer Extensions}} DEFAULT {1}

Per RecipientReportTransfer Extensions EXTENSION ::={
-- May contain the following extensions, private extensions, and future standardised extensions:
redirection-history |
physical-forwarding-address |
recipient-certificate |
proof-of-delivery |
PrivateExtensions, ... }

-- Envelope & Report Content Fields
M essagel dentifier ::= MTSldentifier
OriginatorName ::= ORAddressAndOptional DirectoryName

Per DomainBilaterallnformation ::= SEQUENCE {
COMPONENTSOF BILATERAL .&id,
bilateral-information BILATERAL.& Type}

BILATERAL ::=CLASS{
&id BilateralDomain UNIQUE,
&Type}

WITH SYNTAX { & Type, IDENTIFIED BY &id}

BilateralDomain ::= SEQUENCE {
country-name CountryName,
domain CHOICE {
administration-domain-name AdministrationDomainName,
private-domain SEQUENCE {
administration-domain-name [0] AdministrationDomainName,
private-domain-identifier [1] PrivateDomainldentifier } } }

RecipientName ::= ORAddr essAndOptional Dir ectoryName

OriginallySpecifiedRecipientNumber ::= INTEGER (1..ub-recipients)

Figure 4 (Part 5 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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PerRecipientindicators::= BIT STRING {
responsibility (0),
-- responsible’on€e’, not-responsible’ zero’
originating-MTA-report (1),
originating-M TA-non-delivery-report (2),
-- either originating-MTA-report, or originating-MTA-non-delivery-report,
- or both, shall be’one’:
- originating-MTA-report bit 'one’ requestsa’report’;
- originating-MTA-non-delivery-report bit 'one' requests a ' non-delivery-report’;
- both bits’one' requests an ' audited-report’;
-- bits 0 — 2 'don't care' for Report Transfer Content
originator-report (3),
originator-non-delivery-report (4),
-- at most one bit shall be 'one":
-- originator-report bit 'one' requests a 'report’;
-- originator-non-delivery-report bit 'one’ requests a 'non-delivery-report';
-- both bits 'zero' requests 'no-report’
reserved-5 (5),
reserved-6 (6),
reserved-7 (7)
-- reserved- bits 5 — 7 shall be 'zero'} {SI ZE (8..ub-bit-options))

Probel dentifier ::= M TSl dentifier

Reportldentifier ::= MTSIdentifier

ReportDestinationName ::= ORAddr essAndOptional Dir ectoryName
Subjectldentifier ::= MessageOr Probel dentifier

M essageOr Probel dentifier ::= MTSldentifier

Subj ectlnter mediateTracel nformation ::= Tracel nformation

-- Additionallnformation is retained for backwards compatibility only,
-- and use in new systems is strongly deprecated

ADDITIONAL ::= CLASS{ & Type}

- 1997 (E)

Additionall nformation ::= ADDITIONAL.& Type -- maximum ub-additional-info octets including all encoding

ActualRecipientName ::= ORAddressAndOptional Dir ectoryName

LastTracelnformation ::= SET {
arrival-time[0Q] ArrivalTime,
conver ted-encoded-infor mation-types ConvertedEncodedl nfor mationTypes OPTIONAL,
report-type[1] ReportType}

Originallyl ntendedRecipientName ::= ORAddressAndOptional Dir ectoryName

-- Extension Fields

originator-requested-alter nate-recipient EXTENSION ::={
Originator RequestedAlter nateRecipient,
IDENTIFIED BY standard-extension:2 }

Originator RequestedAlter nateRecipient ::= ORAddressAndOptional Dir ectoryName

trace-information EXTENSION ::={
Tracel nformation,
IDENTIFIED BY standard-extension: 37 }

Figure 4 (Part 6 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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internal-trace-information EXTENSION ::={
Internal Tracel nformation,
IDENTIFIED BY standard-extension: 38}

Internal Tracel nformation ::= SEQUENCE SIZE (1..ub-transfers) OF Internal Tracel nformationElement

Internal Tracel nformationElement ::= SEQUENCE {
global-domain-identifier GlobalDomainldentifier,
mta-name MTAName,
mta-supplied-information M TASuppliedl nformation }

MTASuppliedl nformation ::= SET {
arrival-time[0] ArrivalTime,
routing-action [2] RoutingAction,
attempted CHOICE {
mta MTAName,
domain GlobalDomainldentifier } OPTIONAL,
-- additional-actions -- COMPONENTS OF InternalAdditional Actions }

InternalAdditionalActions ::= Additional Actions

-- Common Parameter Types

Tracelnformation ::= [APPLICATION 9] SEQUENCE SIZE (1..ub-transfers) OF Tracel nformationElement

Tracel nformationElement ::= SEQUENCE {
global-domain-identifier GlobalDomainldentifier,
domain-supplied-information DomainSuppliedl nformation }

DomainSuppliedInformation ::= SET {
arrival-time[0Q] ArrivalTime,
routing-action [2] RoutingAction,
attempted-domain GlobalDomainl dentifier OPTIONAL,
-- additional-actions -- COMPONENTS OF AdditionalActions}

AdditionalActions ::= SET {

deferred-time[1] DeferredTime OPTIONAL,
conver ted-encoded-infor mation-types ConvertedEncodedl nfor mationTypes OPTIONAL,
other-actions[3] OtherActionsDEFAULT {}}

RoutingAction ::= ENUMERATED {
relayed (0),
rerouted (1) }

DeferredTime::= Time
ArrivalTime::=Time

OtherActions::=BIT STRING {
redirected (0),
dl-operation (1) } (SIZE (0..ub-bit-options))

END -- of MTA Abstract Service

Figure 4 (Part 7 of 7) — Abstract Syntax Definition of the MTA Abstract Service
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SECTION 4 — PROCEDURES FOR DISTRIBUTED OPERATION OF THE MTS

14 Proceduresfor distributed operation of the MTS

This clause specifies the procedures for distributed operation of the MTS, which are performed by MTAs. Each MTA
individually performs the procedures described below; the collective action of all MTAS provides the MTS Abstract
Serviceto the users of the MTS.

Although the procedures include most of the important actions required of an MTA, considerable detail has been omitted
for clarity of exposition and to avoid unnecessary redundancy. The abstract-service definitions should be consulted for a
definitive treatment of MTA actions.

14.1 Overview of the MTA mode

14.1.1 Organisation and modelling technique

The description of procedures for a single MTA is based on the model shown in Figures 5 through 11 and described
below. It should be noted that the model is included for descriptive purposes only and is not intended to constrain in any
way the implementation of an MTA.

Neither the procedures shown nor the order of processing steps in them necessarily imply specific characteristics of an
actual MTA.

The model distinguishes between modules and procedures. Modules, in the sense used here, are autonomous processing
entities which can be invoked by other modules or by events external to the MTA, and which can in turn invoke other
modules or generate external events. Modules are not bound together by an explicitly described control structure; rather
the control structure among modules arises from their pattern of cross invocations. Modules correspond to objects in the
sense of object-oriented programming.

Procedures are used here in the conventional programming sense. Procedures are task or function oriented. Procedures
can call other procedures, subroutine fashion, with control returning to the calling procedure when the called procedure
has completed. Such calls can be nested to arbitrary depth, and a procedure can call itself recursively. Procedures are
bound together by explicitly defined control structures built from procedure calls and such conventiona programming
devices as iteration and conditional execution.

In the model procedures exist within modules. Each module contains at least one procedure and can contain severd. In
the latter case, the procedures and governing control structure are described explicitly. In the former case the existence
of a module’s single procedure is usually treated as implicit.

Using these modelling techniques, an MTA application process can be refined as follows: for each abstract-operation
(whether consumer or supplier) that can exist between an MTA and the MTS-users it serves, or between an MTA and
the other MTAs with which it cooperates, there is a single module callesttenmal module. The set of external
modules is responsible for the input and output of messages, probes, and reports into and out of the MTA and for the
support of such operations as MTS-bind, MTS-unbind, Register, Submission-control and Delivery-control. The external
modules are shown in Figure 5 and described in 14.5 through 14.10, grouped by port.

In order to perform the various abstract-operations for which it is responsible, an MTA must perform certain processing
operations on each message, probe, or report that enters, or originates within it. In the model these are the province of
internal modules, shown in Figure 6 and described in 14.2 through 14.4.

The external and internal modules relate to one another as follows: an external module communicates only with an
internal module, and not with another external module or directly with a procedure within an internal module. Thus, the
internal modules not only support the bulk of processing within an MTA, but also serve as links between its external
modules. In addition to the internal modules, Figure 6 also shows the external modules with which they communicate.

The MTA is event driven in that it remains quiescent until an event is detected on one of its ports. Many events, such as
the invocation of a MTS-bind, Submission-control, Delivery-control or Register abstract-operation by an MTS-user or
another MTA, are dealt with directly and completely by the module assigned to that abstract-operation. However, other
events trigger processing that can reverberate through the MTA, endure over time and ultimately trigger one or more
output events. It is these events that engage the internal processing modules. They are:

a) amessage or probe originated by a locally supported MTS-user enters via the submission-port;

b) a message, probe or report relayed from another MTA enters via the transfer-port

ITU-T Rec. X.411 (1995 E) 109



| SO/IEC 10021-4 : 1997 (E)
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Figure 5 — Ports and modules of an MTA

Because the processing within an MTA can become rather complex, especially for messages with multiple recipients, the
model assumes, as an internal bookkeeping device, that each message carries with it a set of instructions, one for the
message as a whole, and one for each recipient. These instructions help guide a message through the processing steps
and convey information between the modules and procedures internal to the MTA.

NOTES

1  The procedures described herein focus on the processing of a single message. This is adequate in all but one respect:
the queuing of messages and the relative priority of procedure invocation are driven explicitly by the argument priority in case of a
message which enters via the submission- or the transfer-port, or implicitly (of urgent priority) in the case of areport or a probe which
is generated internally or enters viathe transfer-port.

2 An MTA can specify several default delivery time windows for each message priority [e.g. those values defined in
the F.400-Series Recommendations]]. The MTS and therefore each MTA involved should take such values into account during
message processing. For example, the MTA can apply a maximum delivery deadline. If that time period expires prior to delivery, the
MTA generates a non-delivery-report and discards the message. The required actions in this case are identical to the actions required
when latest-delivery-timeis reached.

3 Thediscussion of trace-information is incomplete due to its complex nature. Some important details are highlighted
but the complete and definitive treatment of trace-information appearsin 12.3.1.

4 ISO/IEC 10021-10 specifies some additions to and replacements of some of the procedures in this Service Definition,
which are applicable to MTAs which claim conformance to |SO/IEC 10021-10.
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Figure 6 — Relationship of internal and external modules

14.2 Deferred Delivery module
This module provides the Deferred Delivery element-of-service. It isinvoked by the Message-submission and Message-

in modules which pass a message to be checked for deferred delivery request and held if necessary. It invokes the Main
module, passing on the message upon completion of its single internal procedure.

14.21 Deferred Delivery procedure

14.21.1 Arguments

A message to be checked for deferred delivery request and held if necessary.

14.2.1.2 Results

The message is returned. If deferral occurred, an arrival timestamp accompanies the message.

14.2.1.3 Errors

The message with instructions detailing the problem encountered.

14.2.1.4 Proceduredescription

1) The messageis checked for presence of the deferred-delivery-time field. If absent the procedure returns
the message and terminates. If present the deferred-delivery-time is checked against the current time. If
the deferred-delivery-time has expired, the procedure returns the message with the deferred-delivery-
time field removed and terminates.
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2) This step applies only to a message from the Message-in module. The MTA checks for a bilateral
agreement requiring it to provide deferred delivery for this message. If there is such an agreement,
processing continues at step 3). If there is no such agreement, then one of the following is performed:

a) The procedure returns the message without deferring it, and then terminates.

b) The procedure returns the message with an instruction with a non-delivery-reason-code of
deferred-delivery-not-performed and a non-delivery-diagnostic-code of no-bilateral-agreement.
The procedure then terminates.

3) Depending upon policy, one of the following is performed:

a) |If there is a bilatera agreement with the domain(s) or MTA(S) to which the message will be
transferred, that those domain(s) or MTA(s) will take responsibility for the deferral request, then the
procedure returns the message without deferring it. The procedure then terminates.

b) The current time is noted as the message arrival time, and the message is held until expiration of the
deferred-delivery-time. The message with the deferred-delivery-time field removed and the
arrival timestamp are then returned, and the procedure terminates.

NOTE — It is necessary to remove the deferred-delivery-time field once deferral is completed so that when the message is
transferred to another domain or MTA there is no danger of non-delivery [see step 2) b)] if the clocks are out of
synchronisation.

14.3 Main module

The Main module performs the bulk of processing on messages and probes entering the MTA. Figure 6 shows the
relationships between the Main module and the modules which it can invoke or be invoked by. The Main module is
subject to invocation by:

1) the Probe-in module, which passes a probe;
2) the Deferred-delivery module, which passes a message;

3) the Probe module, which passes a probe.

In the case of an error condition or the need for a positive delivery report, the Main module can also be invoked by:

4) the Message-out module, which passes a message with per-message instruction indicating the problem
encountered;

5) the Probe-out module, which passes a probe with per-message instruction indicating the problem
encountered;

6) the Message-delivery module, which passes a message with per-recipient instructions indicating the
problem(s) and/or success(es) encountered;

7) the Probe-delivery-test module, which passes a probe with per-recipient instructions indicating the
problem(s) or success(es) encountered;

8) the Deferred-delivery module, which passes a message with instructions indicating the problem
encountered.

The Main module contains procedures which, collectively, support the following functions:
—  trace processing;
— loop detection;
— routing and re-routing;
— recipient redirection;
—  content conversion;
— distribution list expansion;
— message replication;
— origin authentication of messages and probes;

— name resolution.
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The procedures that perform these functions are called by a single Control procedure that guides the processing of each
message or probe received by the Main module. Figure 7 shows the organization of the Control and subsidiary
procedures within the Main module. Figure 8 shows the flow of information through these procedures.

For each message or probe received, the Main module calls the Control procedure with that message or probe as
argument. As result, the Control procedure returns one or more replicas of the message or probe with appropriate
instructions attached. Depending on the nature of these instructions the Main module then invokes:

1) the Message-out module, to which it passes each message with a per-message transfer instruction;
2) the Probe-out module, to which it passes each probe with a per-message transfer instruction;

3) the Message-delivery module, to which it passes each message with one or more per-recipient delivery
instructions;

4) the Probe-delivery-test module, to which it passes each probe with one or more per-recipient delivery
instructions;

5) the Report module, to which it passes each message or probe with a per-message instruction and/or one or
more per-recipient instructions indicating report generation.
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Figure 7 — Organisation of procedures within the Main module
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NOTE — Numbers in this figure refer to the numbered steps in the control procedures logic (see 14.3.1.4).

Figure 8 — Information flow within the Main module

1431 Control procedure

This procedure directs each incoming message or probe through the remaining procedures of the Main module. The
overall flow of information is shown in Figure 8.

14.3.1.1 Arguments

One of the following (these arguments correspond to the messages and probes that can be passed to the Main module
upon invocation):

1) amessage or probe without instructions (from the Probe-in or Probe module);
2) amessage without instructions but with optional arrival timestamp (from the Deferred-delivery module);

3) amessage or probe with per-message instruction describing a transfer problem (from the Message-out or
Probe-out module);

4) amessage or probe with per-recipient instructions describing delivery problems or successes (from the
Message-delivery or Probe-delivery-test module).

14.3.1.2 Results

1) one or more replicas of the message or probe argument each accompanied by a per-message instruction
indicating transfer; and/or

2) one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating delivery or delivery test; and/or
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one or more replicas of the message or probe argument each accompanied by one or more per-recipient
instructions indicating report generation.

14.3.1.3 Errors

None. Error conditions are accounted for in the results described above.

14.3.1.4 Proceduredescription

1)

2)

3

4)

5)

6)

7)

8)

9)

A message or probe without instructions:

The Front-end procedure isfirst called to perform trace initialisation and several per-message checks such
as message expiration and routing loop detection.

Upon a return with report instruction indicating a problem with the message, processing continues at
step 9).
On all other returns processing continues below.

Routing-and-conversion-decision procedure is called to compute per-recipient routing and conversion
instructions. (These are complete instructions that will direct the message or probe through the remainder
of the procedures.)

If a redirection instruction is indicated (e.g. recipient-assigned-alternate-recipient), processing
continues at step 3).

Otherwise, processing continues at step 4) (Dispatcher).
Redirection is called. Upon successful return, processing continues at step 2).
In the case of an unsuccessful return, processing continues at step 8) (Error-handler).

Dispatcher: The Dispatcher acts on the generated instructions and passes control to the first of the
following procedures that is applicable:

—  Splitting [step 5)];

— Conversion [step 6)];

— Distribution-list-expansion [step 7)];

— Error-processing [step 8)] in case the decision process encountered a problem, e.g. routing error;
—  Exit [step 10)].

Splitter is called for replication as required by the per-recipient instructions generated in Routing-and-
conversion-decision procedure. For each replica processing continues individually at step 4) (Dispatcher).

Conversion is called for each message or probe needing conversion.
Upon successful return of the message or probe, processing continues at step 4) (Dispatcher).

Upon return with report instruction indicating a conversion error, processing continues at step 8)
(Error-handler).

The DL-expansion procedure is called.

Upon successful return of a message, processing continues at step 2) so that the recipients resulting from
DL expansion can be properly dealt with.

If a copy of the message with delivery report instructions is returned, in place of or in addition to the
above return, its processing continues at step 9).

A probe returning successfully will have report instructions; processing continues at step 9) (Report-
generation).

Upon return of a message or probe with report instruction indicating DL expansion Error-processing
continues at step 8).

This is the collection point that processing reaches upon detection that a message or probe cannot be
handled by the main line procedures. The Error-processing procedure is called to seek another delivery
method or a replacement recipient. Upon successful return the Error-processing procedure indicates the
new recipient in an instruction to the Routing-and-conversion-decision procedure [step 2)], where
processing continues.

If redirection is not possible, the message or probe is passed to the report generator [step 9)].

The Control procedure terminates at this point and returns a message or probe with report generation
instructions.

10) When a message or probe reaches this point the Control procedure terminates.
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14.3.2 Front-end procedure

This procedure performs trace initialisation, detection of message expiration, initial security check, loop detection, and
criticality check.

14.3.2.1 Arguments

A message or probe and an optional arrival timestamp.

14.3.2.2 Results

The message, or probe with initialised trace information for this MTA.

14.3.2.3 Errors

The message or probe with report generation instructions detailing the problem encountered.

14.3.2.4 Proceduredescription

1) If the message has crossed a domain boundary, a trace-information-element for this domain is added
with relay as action. If an arrival time accompanies the message, then delivery deferral has occurred and
deferred-time is set to the current time and arrival-time is set to the accompanying timestamp value.
Otherwise no deferral has occurred and the arrival-time is set to the current time. An internal-trace-
information-element is also added whether or not the message has crossed a domain boundary.

2) If required by the security policy in force and/or if the message-origin-authentication-check isincorrect,
the procedure returns a report generation instruction. The values of the non-delivery-reason-code and
non-delivery-diagnostic-code are set to unable-to-transfer, and secur e-messaging-error, respectively.

3) If any of the per-message extension fields, or the per-recipient extension fields for recipients for which
responsibility is set to responsible, is marked critical-for-transfer but is not semantically understood by
the MTA, the procedure returns a report generation instruction for those recipients. If report generation
instructions have been generated for some (but not all) recipients for which responsibility has the value
responsible, then an instruction to split the message is returned. The non-delivery-reason-code is set to
unable-to-transfer and the non-delivery-diagnostic-code to unsupported-critical-function. The
procedure then terminates.

NOTE — Older implementations may use another value of non-delivery-reason-code which was specified in
earlier editions of this Service Definition.

4) If the latest-delivery-time has passed, or the system’s maximum transit time has elapsed for the
message'priority, the procedure returns a report generation instructionndhealelivery-r eason-code
is set totransfer-failure or unable-to-transfer as appropriate and thmn-delivery-diagnostic-code is
set tomaximum-time-expired. The procedure then terminates.

5) Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definition.
However, an example of a combined routing and loop detection algorithm is given in 14.3.11. If a loop is
detected, the procedure returns a report generation instructiomonkaelivery-r eason-code is set to
transfer-failure and thenon-delivery-diagnostic-code is set toloop-detected. The procedure then
terminates.

6) Depending upon its policy, the MTA may verify that the valueaiffication-type corresponds to the
content. If the MTA does not verifynatification-type, or if it corresponds to theontent, then the
procedure terminates successfully. If the MTA verifietfication-type and it does not correspond to the
content, then one of the following is performed depending upon policy:

a) the non-correspondence is ignored and the procedure terminates successfully;

b) if thenatification-type is not set to one of the values type-1, type-2, or typefication-type is
set to the correct value and the procedure terminates;

c) if thenotification-typeis set incorrectly to one of the values type-1, type-2, or type-3, the procedure
returns a report generation instruction withaa-delivery-reason-code of unable-to-transfer and a
non-delivery-diagnostic-code of incorrect-notification-type. The procedure then terminates.
The MTA may verifyser vice-message with similar procedures.
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14.3.3 Routing-and-conversion-decision procedure

For each of a message or probe’s recipients for which the MTA is responsible, this procedure determines the routing and
conversion actions, if any, to be taken by this MTA. The actions are recorded as per-recipient instructions associated
with the message. The actions are subsequently carried out by other sub-procedures within the internal procedure, or
elsewhere in the MTA.

NOTE — This procedure may be called multiple times for any particular message. In such cases, the procedure ignores
per-recipient instructions generated by previous calls to this procedure which have not yet been acted upon elsewhere.

14.3.3.1 Arguments
— A message or probe witlesponsibility set toresponsible for those recipients of concern to this MTA.
14.3.3.2 Results

The message or probe that formed the procedure’s argument plus new or revised per-recipient instructions indicating
what routing and possible conversion action should be taken by this MTA.

14.3.3.3 Errors
None. Error conditions, if any, are noted in the per-recipient instructions.
14.3.3.4 Proceduredescription

Each recipient is considered in turnrésponsibility is set tonot-responsible, the recipient is ignored. Otherwise, the
Routing-decision and Conversion-decision procedures are called in turn for this recipient. When all recipients have been
considered in this way the procedure terminates. See Figure 9.
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< DECISION
ROUTING
AND
CONVERSION
DECISION
> CONVERSION
< DECISION

TISO7380-96/d07

Figure 9 — Organisation of procedures within routing and conversion decision procedure

14.34 Routing-decision procedure

This procedure generates a routing instruction for a single message recipient.

14.3.4.1 Arguments
1) A message recipient plus the per-recipient instruction, if any, applicable to this recipient.

2) The per-message instruction, if any, applicable to this message. Other message fields are also accessible
to the procedure as required.

14.3.4.2 Results

A new or possibly revised routing instruction applicable to this recipient. Possible instructions are:
a) relay to another MTA;
b) delivertoaloca recipient;
¢) expand the distribution list represented by this recipient;

d) generate a report indicating delivery failure. The non-delivery-reason-code and non-delivery-
diagnostic-code are included in the instruction;

e) redirect to apreferred address or to a recipient specified alternate recipient.
14343 Errors
None. Error conditions are recorded in the routing instruction.
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14.3.4.4 Proceduredescription

The procedure is described in the following steps.

NOTE — To ensure the security-policy is not violated during routing,mbssage-security-label should be checked as
appropriate against ttsecurity-context.

1)

2)

3)

4)

5)

6)

If there is a per-message instruction indicating a previous relay failure, then the procedure attempts to

compute an alternate next hop destination for this recipient. The choice of routing algorithm is beyond the

scope of this Service Definition. However, an example of an applicable algorithm is contained in 14.3.11.

If successful, then the messagwiter nal-trace-information is updated with aerouted routing-action

to reflect the fact that the message has been re-routed (see 12.3.1). If the message was to have crossed ¢
domain boundary, then theace-information is also updated accordingly. The procedure returns a relay
instruction to the alternate destination and terminates.

If no alternate next hop is available or all available next hops have already been tried unsuccessfully or
prohibited, then the procedure returns a report generation instruction for this recipiembnidetivery-
reason-code is set totransfer-failure and thenon-delivery-diagnostic-code is set as appropriate to the

relay failure encountered. The procedure then terminates.

If the per-recipient instruction indicates a delivery failure, then the procedure returns a report generation
instruction for this recipient. Theon-delivery-reason-code andnon-delivery-diagnostic-code are those
supplied by the Message-delivery or Probe-delivery-test procedure. The procedure then terminates.

If the recipient is specified by @R-name which contains only directory-name (which may happen
following distribution list expansion, if a DL member is specified onlydinectory-name), the MTA
attempts to acquire thOR-address from the Directory. If theOR-address cannot be determined, the
procedure returns a report generation instruction for this recipient and terminatesonfteivery-
reason-code is set todirectory-oper ation-unsuccessful and thenon-delivery-diagnostic-code may be
set according to the problem encountered.

In all other cases than the above, the following steps are taken.

If the recipientOR-address unambiguously specifies an actual recipient but is not a preferred address of
that recipient, then a redirection instruction is generated containing the recipient's préfrreine
and redirection reasalias, and the procedure terminates.

If the recipient is a distribution list for which this MTA serves as expansion point, then the message’s
DL -expansion-prohibited argument is examined. If the value [H -expansion-allowed, then the
procedure returns a routing instruction (subject to the security-policy in force) to expand the distribution
list and terminates.

If the value isDL-expansion-prohibited, or the security-policy prohibits the use of a DL, then the
procedure returns a report generation instruction for this recipientdridelivery-reason-code is set

to unable-to-transfer and non-delivery-diagnostic-code to DL -expansion-prohibited. The procedure
then terminates.

If the recipient appears to be local, that is, an MTS-user directly supported by this MTA, then the
following steps are taken:

a) If theOR-address does not unambiguously specify an actual recipient the procedure returns a report
generation instruction for this recipient. Then-delivery-reason-code is set tounable-to-transfer
and thenon-delivery-diagnostic-code is set tounr ecognized-OR-name or ambiguous-OR-name
as appropriate. The procedure then terminates.

b) If the OR-address unambiguously specifies an actual local recipient, then the recipient registration
parameters are checked fiaacipient-assigned-redirections. In the determination of an alternate-
recipient theuser-security-label should be checked against thessage-security-label to ensure no
violation of the security-policy occurs.

If recipient-assigned-redir ections has been registered for this recipient, is allowed by atipient-
reassignment-prohibited field, and is permitted by the security-policy, then teecoded-
information-types, content-length, content-type, message-security-labels, priority, originator-

name, redirection-history and DL-expansion-history of the message are compared with each
redirection-class from recipient-assigned-alter nate-recipient in turn until aredirection-class is

found whose specified values match those of the message. If sadhettion-class is found, then

the associatedecipient-assigned-alter nate-recipient forms the first argument of a call to the
redirection procedure. The other arguments are an indication of the recipient to be replaced, the
message, and the redirection-reasanipient-assigned-alter nate-r ecipient.
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On normal completion of the redirection procedure, the Routing Decision procedure is re-entered. If
the redirection procedure signals a redirection loop error, then control passes to the error processing
procedure.

c) If recipient-assigned-redirections have not caused the message to be redirected, and one or more
deliver able-classes have been registered, then the MTS determines whether the message satisfies the
criteria specified by at least one deliver able-class, and so may be delivered.

For each deliverable-class, the message’'#ncoded-information-types are compared with the
recipient’sencoded-infor mation-types-constraints, the message’'sontent-type is compared with
the recipient’'sdeliverable-content-types, the message’sontent-length is compared with the
recipient’sdeliver able-maximum-content-length, and the messagesscurity-labels are compared
with the recipient’sleliver able-security-labels.

The encoded-information-types-constraints component is used together with tleacoded-
infor mation-types specified in the message (thenverted-encoded-information-types from the
last element of trace information which contains this, orathginal-encoded-information-types
otherwise), to decide whether the message may be delivered:

If no encoded-infor mation-type is specified in the message, or taecoded-information-
types-constraints component is absent, then the message satisfiemtbded-infor mation-
types-constraints of thisdeliverable-class.

— Otherwise, if unacceptable-encoded-information-types are specified, and the message
contains at least one matchiegcoded-information-type, then the message does not satisfy
theencoded-infor mation-types-constraints of thisdeliverable-class.

—  Otherwise, ifacceptable-encoded-infor mation-types are specified, and the message contains
at least one matchingncoded-information-type, then the message satisfies treoded-
infor mation-types-constraints of thisdeliver able-class.

— Otherwise, if exclusively-acceptable-encoded-information-types are specified, and the
message contains at least @neoded-infor mation-type which does not match any in the list,
then the message does not satisfy #meoded-information-types-constraints of this
deliverable-class.

— Otherwise, the message satisfies thecoded-information-types-constraints of this
deliverable-class.

The MTS shall not deliver the message unless it satisfies all the constraints of at least one of the
registereddeliver able-classes.

d) Therestricted-delivery registration parameter is used to decide if a message may be delivered:
— If norestricted-delivery parameter is registered the message may be delivered.

— If one or morerestriction is registered, then theriginator-name, the OR-name from each
element of DL-expansion-history, and theOR-name from each element ofedirection-
history from the message are compared with each registesadction (which has objects set
to messages or both) in turn until a match occurs. If delivery is permitted in the matching
restriction, then a delivery instruction is returned, and if not permitted, then a report generation
instruction is returned.

The procedure to determine an exact-matclDBfnames is described in the OR-name-match
rule in 12.4.4 and pattern-match in the OR-name-elements-match rule in 12.4.5 of
ITU-T Rec. X.413 | ISO/IEC 10021-5.

e) If no problem is encountered, then the Routing-decision procedure returns a delivery instruction for
this recipient and terminates.

If there is a problem between message and registration parameters, then the procedure returns a
report generation instruction for this recipient. Tan-delivery-reason-code is set tounable-to-

transfer and thenon-delivery-diagnostic-code is set as appropriate to the message problem
encountered. The procedure then terminates.

If the recipient is not local to this MTA, the deliverability considerations in step 6) may be taken into
account. If these do not generate an instruction, then the Routing-decision procedure attempts to
determine a next hop instruction (subject to the security-policy in force) for this recipient. If successful,
then a relay instruction to the next hop is returned and the procedure terminates.
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If a next hop cannot be determined, then the procedure returns a report generation instruction for this
recipient. The non-delivery-reason-code is set to unable-to-transfer and the non-delivery-diagnostic-
codeis set as appropriate to the problem encountered. The procedure then terminates.

14.35 Conversion-decision procedure

This procedure generates a conversion instruction for a single message recipient.

14.35.1 Arguments
1) A message or probe recipient plus the per-recipient instruction, if any, applicable to this recipient.
2) Other message fields are also considered by the procedure:

a) the current encoded-information-types, given by the latest converted-encoded-infor mation-types
intrace-information, if such afield exists, or else by original-encoded-infor mation-types;

b) implicit-conversion-prohibited;
c) conversion-with-loss-prohibited;

d) explicit-conversion.

14.35.2 Results
1) A content conversion instruction applicable to this recipient, and, possibly:

2) A revised routing instruction indicating Relay-out or Probe-out to an MTA able to perform the required
conversion, or, in lieu of 1) and 2) above;

3) Aninstruction to generate a report indicating delivery failure. The non-delivery-reason-code and non-
delivery-diagnostic-code are included in the instruction.

14.3.5.3 Errors

None. Error conditions are recorded in the routing instruction.

14.3.5.4 Proceduredescription

NOTE — As the circumstances under which a particular MTA stages conversion may be the subject of future
standardization, it is impractical to describe a procedure to decide what EITs are required for conversion output. Foif @mample,
intermediate MTA stages the conversion, there is no standardized way to know the EITs that the MTS-user can handle. €onsequentl
the following items assume that the EITs for conversion are known to the MTA:

1) If explicit conversion isrequired for this recipient, the procedure starts at step 6).

2) If implicit conversion is required but the recipient has not subscribed to the implicit conversion facility,
the procedure returns a negative report instruction with the non-delivery-reason-code conver sion-not-
performed and the non-delivery-diagnostic-code implicit-conver sion-not-subscribed. The procedure
then terminates.

3) If the required conversion is impractical, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and the non-delivery-diagnostic-code
conver sion-impr actical. The procedure then terminates.

4) If conversion would be required but is prohibited for the message, the procedure generates a negative
report instruction with the non-delivery-r eason-code conver sion-not-per formed and the non-delivery-
diagnostic-code conver sion-prohibited. The procedure then terminates.

5) If the required conversion would cause a loss of information and the conver sion-with-loss-prohibited
field has the value with-loss-prohibited, the procedure generates a negative report instruction with the
non-delivery-reason-code conversion-not-performed and one of the following non-delivery-
diagnostic-codes, as appropriate:

— linetoo-long;

—  page-split;

—  pictorial-symbol-loss;

—  punctuation-symbol-loss;

— alphabetical-character-loss; or
— multiple-information-loss.

The procedure then terminates.
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If the required conversion cannot be performed by this MTA, and it is known that another MTA can
perform it, then no conversion instruction is generated. The routing instruction previously generated is
changed to Transfer-out or Probe-out, with a next hop destination appropriate to the MTA in question.
Care should be taken, however, to avoid arouting loop. The procedure then terminates.

If the required conversion can be performed by this MTA, the procedure returns an instruction to perform
the conversion and terminates.

14.3.6  Error-processing procedure

When another procedure encounters a deliverability or routing error, this procedure is called to determine whether
delivery or routing can be achieved by reassignment of the recipient or by choosing a different OR-address for the same
recipient. If not, non-delivery must be signalled to the Report module. Errors provoking a call on this procedure include:

recipient-name does not identify an MTS-user or DL;
delivery failure;

MTA is unable to perform necessary conversion;
transfer path problems;

DL-expansion problems;

security violations;

conflict with registration parameters.

NOTE — The action taken on Error-processing shall be subject to the security-policy in force.

14.3.6.1 Arguments

1)
2)

amessage or probe with the per-recipient fields that caused the problem;

report instructions indicating the error.

14.3.6.2 Results

The message or probe in question with an updated r ecipient-namefield, or

1)
2)

the message or probe in question;

report instructions.

14.3.6.3 Errors

None.

14.3.6.4 Proceduredescription

NOTE — This procedure may be called multiple times for a given recipient. Eventually all alternatives will be exhausted

and step 5) executed to report failure.

1)

2)

3

The arguments are checked for the inclusion of a directory-name. If one is present, the Directory Name
Resolution procedure (see 14.3.12) is called to determine a new OR-address. If thisis different from the
originad OR-address, it is combined with the directory-name to form the OR-name of an aternate
recipient. The Redirection procedure is then called to redirect the message to this alternate recipient, with
redirection-reason dir ectory-look-up.

Otherwise the procedure determines whether an originator -requested-alter nate-r ecipient was specified
for the recipient of concern. If so and if it is different from the current recipient-name, the Redirection
procedure is called with the message, relevant fields indicated, as argument. Upon successful return from
Redirection, the procedure terminates, returning the now redirected message as result.

Otherwise the procedure checks for a delivery error, and if present checks the error's cause by
examination of thenon-delivery-reason-code and non-delivery-diagnostic-code. If the recipient
OR-address does not identify an MTS-user or DL, then & -message-indicators are checked for
alternate-recipient-allowed. If the value found iglter nate-recipient-allowed, and the MTA has been

configured with an alternate-recipient for this class of recipient which is different from the current
recipient-name, then Redirection is called to redirect the message to the alternate-recipient. Upon
successful return from Redirection, the procedure terminates, returning the now redirected message as

result.
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4) The handling of errors which can be resolved but are due to other than addressing problems, is a local
matter, for example routing to another MTA within the domain because of conversion problems.

5) If the delivery error is of a type other than those cited above, or if the value of alternate-recipient-
allowed is alter nate-r ecipient-prohibited, or if no suitable MD-specified alternate-recipient exists, then
the procedure returns a report instruction and terminates.

14.3.7 Redirection procedure

This procedure redirects a message.

NOTE — The use of redirection facilities shall be subject to the security-policy in force.

14.3.7.1 Arguments
1) The OR-name of the replacement recipient to whom the message is to be redirected.
2) The per-recipient message fields for the recipient to be replaced by an alternate.
3) The message or probe which isto be redirected.

4) Theredirection reason.

14.3.7.2 Results

The message or probe supplied in the third argument with the recipient identified in the second argument replaced by the
replacement recipient specified in the first argument.

14.3.7.3 Errors

An indication that aredirection loop has been detected.

14.3.7.4 Proceduredescription

1) The procedure first ensures that redirection to the specified replacement recipient would not result in a
redirection loop. The OR-address of the replacement recipient supplied in argument 1) is compared with
each intended-recipient-name from the sequence of redirection-history from the per-recipient fields
identified in argument 2). Upon a match the procedure terminates indicating that a redirection loop has
been detected.

2) Anelement is appended to the redirection-history (which is created if not present), using the recipient-
name from argument 2) to form the intended-recipient-name, obtaining the redirection-reason from
argument 4), and containing the time at which this redirection is performed. The OR-name supplied in
the first argument is then substituted for that r ecipient-name.

3) In the other-actions field of the current trace-information and internal-trace-information, if
dl-operation is not already indicated, then the value redirected is indicated, otherwise new trace-
information and inter nal-trace-information elements are created with the value redir ected indicated.

4) The message transfer envelope is updated as follows:

—  recipient-name: replaced,;

— trace-information/inter nal-trace-information: indicateredirected;

— redirection-history: append previousecipient-name
andr edir ection-r eason;

— originator-requested-alter nate-recipient: deleted if, and only if,

redirection-reason indicates
originator -requested-alter nate-recipient.

14.3.8  Splitter procedure

The Splitter replicates messages and probes as required for further processing. The replicas are modified as appropriate
to correctly indicate the distribution afsponsibility for the various recipients from the original. Each replica is
accompanied by a per-message instruction indicating its further disposition within the MTA.

NOTE — The use of Splitter facilities shall be subject to the security-policy in force.

14.3.8.1 Arguments

A message or probe. For each recipient with responsibility set to responsible, a per-recipient routing/conversion
instruction accompanies the message.
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14.3.8.2 Results

One or more replicas of the original message or probe with responsibility appropriately indicated, and a per-message
instruction indicating the replica’s further disposition within the MTA.

14.3.8.3 Errors

None.

14.3.8.4 Procedure description

The Splitter examines the instructions generated by the Routing-and-conversion-decision procedure to (conceptually)
segregate the recipients witesponsibility set toresponsible into groups. A replica is created for each group. Further
processing for that replica (in other procedures) is dependent on the routing and conversion instructions applicable to the
group it represents.

NOTES

1 Message replication is required in an MTA because of the potentially differing treatment required for a message's
various recipients. These differences arise from the need for more than one relaying path outward from an MTA, from the need for
more than one conversion to be carried out on the message’s content and from the need to expand distribution lists. For example
when more than one relay path exists, a separate copy of the message must be created for each suchegathsitility values
as appropriate for the recipients lying along that path.

2  The determination of what replicas are needed is a local matter, undertaken to minimize the total number of such
replicas created. The following paragraphs suggest one approach but are not intended to constrain in any way the apgedach follo
in an actual implementation.

3 For simplicity of exposition, the Splitter is described as a single-pass algorithm. That is, all necessary replicas are
created prior to any further processing. An important optimisation would be to minimally split the message for convethkiem tand
complete the splitting of the converted copies.

1) The procedure considers first those recipients for which content conversion instructions exist. These
recipients are grouped such that the members of each group are subject to identica conversion
instructions. A replica is created for each such group with responsibility set to responsible for the
recipientsin that group, not-responsible for all others.

2) Therecipients are then examined for those for which DL-expansion instructions exist. A replicais created
for each such DL recipient with responsibility set to not-responsible for all recipients but the single DL
that yielded the replica.

3) The groups are further subdivided based on per-recipient routing instruction calls for Transfer-out or
Probe-out. These recipients are grouped such that each group shares a common next hop destination. A
replica is created for each such group with responsibility set to responsible for recipients in the group,
not-responsible for al others. For al recipients in each such group, this will be either the first relay
attempt or a re-routing attempt. In the latter case the trace-information for the message or probe is
modified to indicate that thisis afirst or subsequent re-routing.

4) Finally, the routing instructions for some recipients will call for Message-delivery or Report-generation.
A replicais created for each such subgroup with responsibility set to responsible for the recipientsin the
group, not-responsible for all others.

5) If disclosure-of-other-recipients is not requested, recipients whose responsibility is set to
not-responsible may be removed.

6) Any per-recipient-extensions for those recipients with responsibility set to not-responsible may be
deleted.

7) The procedure now terminates.
14.3.9 Conversion-procedure

This procedure performs conversions on messages and indicates those conversions that would have been performed on
probes.

14.39.1 Arguments

A message or probe with the required conversion(s) indicated.

14.3.9.2 Results
The message or probe with conversions performed and indicated (just indicated in the case of a probe).
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14.3.9.3 Errors

The message or probe with report instructions detailing the conversion problem encountered.

14.3.9.4 Proceduredescription

1) For amessage, the conversion procedures for built in EITs are performed as defined in Rec. X.408. The
conversion procedures between externally defined EITs and between built in and externally defined EITs
are outside the scope of this Service Definition.

2) Upon conversion the message or prob#&’ace-information for this domain andinternal-trace-
information for this MTA is updated to show the converted EITs. The procedure now terminates.

14.3.10 Distribution-list-expansion procedure

This procedure takes a message with a single DL recipient and returns a message who's recipient list includes the
members of the DL. For a probe it verifies whether DL-expansion would occur, if requested.

NOTE — The use of DL-expansion shall be subject to the security-policy in force.

14.3.10.1 Arguments
1) amessage with information indicating the recipient DL which isto be expanded; or

2) a probe with information indicating the recipient DL who's expansion is to be verified.

14.3.10.2 Results

1) the message with zero or more recipients representing the DL's membership. Other fields can be updated
as indicated in the procedure description below.

2) optionally, the message with report generation instructions to indicate successful delivery; or

3) the probe with a report generation instruction.

14.3.10.3 Errors

1) A report instruction indicating delivery failure. Values for tmen-delivery-reason-code and
non-delivery-diagnostic-code are as indicated in the procedure description below.

2) Inthe case of DL recursion the procedure terminates without returning errors or results.

14.3.10.4 Procedure description

1) For a message (not a probe), do Recursion Detection: The component®lofakgansion-history field
are examined for an occurrence of the DL recipient’'s name. DL expansion is performed either by use of
an entry stored in the Directory, or by local configuration of the DL's membership. Where the DL is
expanded by use of the Directory, the distinguistiedctory-name of the DL, following de-referencing
of any aliases, shall be compared with tliérectory-name from each OR-name in the
DL -expansion-history, and theOR-addresses shall be ignored. Where the DL is expanded by use of
local configuration, each MTA capable of expanding the DL must be aware of @lRtaeldr esses that
the DL has, and recursion detection shall be performed by compari€iR-addresses.

If the DL recipients name is present in fbe-expansion-history, then the DL is recursively defined and
shall not be expanded further. The message is discarded and no reports or other results are returned. The
expansion procedure terminates.

2) DL acquisition: The expansion procedure attempts to acquire the DL attributes.

If unsuccessful the procedure returns a report instruction withahelelivery-reason-code unable-to-
transfer andnon-delivery-diagnostic-code as appropriate. The procedure then terminates.

3) Submit permission verification: If it is a message (not a Probe), the last elementDif-tx@ansion-
history field (if present) else theriginator-name is considered to be the sender of the message. For a
probe the originator is the sender of the message.

The sender’'s name is compared against the components of the DL-submit-permission. If no match, return
a report instruction with thenon-delivery-reason-code unable-to-transfer and non-delivery-
diagnostic-code no-DL -submit-permission. The procedure then terminates.

4) For a probe: If no other local policy would prevent an attempted delivery, then return a report instruction
for successful delivery indication. Procedure then terminates.
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5) For a message: The DL recipientasponsibility flag is set tanot-responsible and the DL’'s members
are added as new recipients of the message. The per-recipient fields for each new recipient are copied
from that of the DL recipient, except as follows:

— recipient-name member of the DL.
The following per-recipient fields are copied or changed according to local DL policy:

— originating-MTA-report-request (see Note 1);

— originator-report-request (see Note 1);

— originator-requested-alter nate-recipient (see Note 2);
— explicit-conversion;

—  proof-of-delivery-request (see Note 4);

—  requested-delivery-method.

NOTE 1 — Must be copied and must not be changed if DL-policy is to pass reports back; may be changed as required
if DL-policy is not to pass reports back.

NOTE 2 — Theoriginator -requested-alter nate-recipient can be removed or replaced, according to local DL policy,
or copied, but only if explicitly required by DL-policy.

NOTE 3 — Any DL-members that identify DLs that are already present inDth@&xpansion-history may be
excluded from the DL expansion and not included in the new recipients of the message.

NOTE 4 — Whethepr oof-of-delivery-request produces aroof-of-delivery from the DL expansion point, or from
the DL members, or from both, or from neither, depends on the DL policy and on the security policy in force.

NOTE 5 — Where a DL member is identified only by a directory name, the necessary processing to d&in an
addressis described in the routing decision procedure.

6) In the other-actions field of the current trace-information and internal-trace-information, if
redirected is not already indicated, then the value dl-operation is indicated, otherwise new trace-
information and inter nal-tr ace-infor mation elements are created with the value dl-oper ation indicated.

7) The value of the recipient-name of the DL recipient (which shall include its distinguished directory-
name, following de-referencing of any aliases, if it has one) and the time at which this expansion
occurred are appended to the DL -expansion-history field of the message.

NOTE 6 — The current value of thecipient-name will be a preferred value, as a result of actions specified in
14.3.4.4, item 3).

8) If the new report request values [determined in step 5)] or the DL's local policy will prevent the originator
receiving a requested delivery report from the DL's members, then a copy of the message, with delivery
report request instructions for the expanded DL, is constructed and returned along with the message.

9) The procedure returns the revised message and the optional report request and then terminates.

14.3.11 Loop detection and routing algorithm

The routing and loop detection algorithms for inter or intra domain use are beyond the scope of this Service Definition.
In order to expose the issues that must be considered, the remainder of this subclause describes one approach towar
routing and loop detection. This material is informative.

The paragraphs that follow describe a simple method of loop detection together with a minimal routing algorithm The

algorithm is minimal in the sense that it presupposes only minimal knowledge from each MD and performs transfer steps
that avoid loops (in the sense indicated below). Of course, this algorithm can be improved any time an MD knows more
about the topology of the network of MDs.

The algorithm recognises the fact that it is in general legitimate (i.e. no loop should be detected) to re-enter an MD if a
specific operation has been performed by another MD since the last passage through the MD about to be re-entered.
Legitimate operations are: conversion, DL-expansion, and redirection.

1) Notation: The Trace Information sequence is madetrate-information-elements denoted in a
simplified way as [MD, routing-action, operation], where MD is the name of an MD; routing-action is
‘relayed’ or 're-routed’, operation is 'conversion’, 'DL-operation’, 'redirection' or 'nil. M denotes the
message to transfer. MD(0) denotes the current MD (the one currently doing loop detection). Neighbours
is the set of selected adjacent MDs [neighbours of MD(0)], which are possible relay-MDs for M. Trace-
Info* is the sequence of Trace-Info obtained by considering the tail of the trace info sequence beginning
with the last [MD, r, op] trace info element where op is not nil (nil indicates that no operation has been
performed by an MD).
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2)

3

4)

Loop Detection: Examine Trace-Info for loops. A loop is detected if the trace info sequence contains a
trailing sub-sequence, [MD(0), relayed, op(0)] ... [MD(p), relayed, op(p)] where for all j for which
0 < </= p the associated trace info element is [MD(j), relayed, op(j)] and op(j) = nil. That is, a loop is
detected if M arrives at an MD which has already relayed it and each MD afterwards has also relayed it
without performing any operation other than routing. If aloop is detected, then the algorithm returns an
error indicating the problem, and terminates.

Routing Set-up: If no loop is detected, the set, Neighbours, is adjusted, if necessary, for loop-avoiding
transfer stepsin the context of the current message. (The adjustment affects no other message).

a) If there is no loop and no occurrence of [MD(0), r, op] in Trace-Info*, then Neighbours is
unchanged.

b) If there is no loop but there is an occurrence of [MD(0), r, op] in Trace-Info*, then remove from
Neighbours al MDs which appear in that suffix of Trace-Info* which begins with [MD(o), r, op].
Modify the trace info element added by the current domain to show re-routed as routing action. Add
aprevious-MD parameter determined as follows: The last [MD(0), r, op] trace info element in Trace
Info is located. The previous-MD is the MD appearing in the first trace info element after this last
[MD(0), r, op] trace info element.

¢) Incasesa) and b), if Neighbours is empty, the algorithm returns an error indicating the problem and
terminates.

Routing action: A next hop is selected from Neighbours for each recipient to be relayed.

14.3.12 Directory Name Resolution procedure

This procedure obtains an OR-addr ess for a user identified by a Directory Name.

14.3.12.1 Arguments

The Directory Name of the user, the originatoeguested-delivery-method if specified, and theedirection-history if

present.

14.3.12.2 Results

An OR-address of the user.

14.3.12.3 Errors

An indication that the directory name could not be resolved.

14.3.12.4 Procedure description

126

1)

2)

3)

4)

The MTA accesses the Directory, using the supplied Directory Name. If the Name does not identify a
Directory entry, the procedure returns an error and terminates.

If the requested-delivery-method argument is not supplied, or &y-delivery-method, the MTA
attempts to obtain thareferred-delivery-method attribute from the Directory entry. If the remaining steps
allow the construction of more than one type of address, the choice between them is based on a
combination of therequested-delivery-method (or preferred-delivery-method) and local policy. If a
choice betweerOR-addresses is to be made and radirection-history argument exists, then any
OR-address which is already present in thedirection-history is excluded before making the choice.

If the mhs-or-addresses attribute is present, a value of this attribute may be returned. Such a value is
considered to satisfy a request for thbs-delivery method. If multiple attribute values are present, the
choice between them is a local matter. The choice may be influenced by the recipient's UA’s capabilities
(determined from other Directory attributes or local knowledge) and the characteristics of the message.

The MTA may be configured with information about various Access Units which it is permitted to use
when constructing arOR-address from information supplied by the Directory. The configured
information will includeOR-addr ess attribute values, which may be combined with information retrieved
from the Directory to form a comple@R-address, and the delivery method implied by such an address.
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If the MTA is configured with details of more than one access unit of the same type, the choice between
them is subject to local policy. The MTA may be configured with information concerning zero or more of
the following types of Access Unit:

a) physical-delivery: Values of country-name, administration-domain-name, optionally private-
domain-name, and pds-name are configured. The OR-address is constructed from the configured
components, vaues of unformatted-postal-address and postal-code obtained from the
postalAddress and postalCode Directory attributes, and physical-delivery-country-name derived
from the countryName component of the Directory entry’s Distinguished Name. This is considered
to satisfy thephysical-delivery method.

b) g3-facsimile-delivery: Values otountry-name, administration-domain-name, and optionally
private-domain-name are configured. TheOR-address is constructed from the configured
components and aetwork-address obtained from the value of thiacsimileTelephoneNumber
Directory attribute. This is considered to satisfy gBdacsimile-delivery method.

144  Report module

The Report module can be invoked by:
1) the Report-in module, which passes a report; or
2) the Main module, which passes a message or probe with report instructions; or

3) the Report-out module, which passes a report with failure description.

If an error is encountered by the procedures internal to this module, no output is generated. Otherwise the Report module
invokes the Report-out or Report-delivery module, passing a report with transfer or delivery instructions, respectively.
See Figure 10.

NOTE — The use of reports shall be subject to the security-policy in force.

IN FROM
REPORT-IN, REPORT-OUT

—

REPORT FRONT END

A

I—b

IN FROM
MAIN MODULE

REPORT GENERATION

A

REPORT ROUTING

A

TISO7390-96d08

REPORT CONTROL PROCEDURE

oOUT TO REPORT-OUT, REPORT-DELIVERY

Figure 10 — Organisation of procedures within the Report module

1441 Control procedure
144.1.1 Arguments
1) areport; or

2) amessage or probe with report instructions.
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14.4.1.2 Results

1) areport with relaying or delivery instructions; or

2) noresultin case an error is encountered.

14.4.1.3 Errors

None. The report, message, or probe is discarded if an error is encountered.

14.4.1.4 Proceduredescription

1) For areport from Report-in the Report-front-end procedure is first called to perform trace initialisation
and severa initial verification steps. A null return indicates an error; the report is discarded and
processing terminates. Otherwise processing continues at step 3) below.

2) For a message or probe, the Report-generation procedure is first called to create a report. A null return
indicates an error; the message or probe is discarded and processing terminates. If a report is returned,
processing continues at step 3), below.

3) The Report-routing procedure is called to generate a routing instruction for the report. A null return
indicates an error; the report is discarded and processing terminates. The Control procedure returns the
completed report together with routing instruction and terminates, subject to the security-policy.

A4

Report Front End

A 4

Report Generator Report Routing

A 4
A 4

Exit

v TISO7400-96/d09

Figure 11 — Information Flow within the Report module

14.4.2 Report-front-end procedure

This procedure performs trace initialisation, detection of message-expiration violations, initial security check, loop
detection and criticality check.

14.4.21 Arguments

A report.

14.4.2.2 Results

The report with initialised trace-infor mation for thisMTA.
14423 Errors

None. Thereport is discarded if an error is detected.
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14.4.2.4 Proceduredescription

1) If the report has crossed a domain boundary, a trace-infor mation-element for this domain is added with
current time as the arrival-time and relay as action. An internal-trace-infor mation-element is also
added whether or not the report has crossed a domain boundary.

2) If required by the security-policy in force and/or if the report-origin-authentication-check is incorrect,
the report is discarded and processing terminates.

3) If any of the extension fields is marked critical for transfer but is not semantically understood by the
MTA, the report is discarded. The procedure then terminates.

4) Loop detection is performed. The loop detection algorithm is beyond the scope of this Service Definition.
However, an example of a combined routing and loop detection algorithm is given in 14.3.11. If aloop is
detected, the report is discarded and the procedure terminates.

14.4.3 Report-generation procedure

This procedure generates a report describing the success and/or failure of operations attempted by thisMTA.

14.4.3.1 Arguments

A message or probe. For each recipient with responsibility set to responsible, a per-recipient instruction is included
indicating the success or problem to be reported.

14.4.3.2 Results

A report describing the successes or failures to be reported.

14.4.3.3 Errors

None.

14.4.3.4 Proceduredescription

If the subject'soriginating-M TA-report-request field so indicates, the report is constructed with arguments as
described in Table 32, and further amplified by the following:

The Delivery argumentsmessage-delivery-time, type-of-MTS-user) or Non-delivery argumentsngn-delivery-
reason-code, non-delivery-diagnostic-code) for each recipient are taken from the per-recipient instructions that
accompanied the subject message. If successful delivery is reported for a DL recipient, tyyesdh&1 T S-user is set
to DL. The report-destination-name is the last element frolDL-expansion-history, if that element exists. For
messages with ndL-expansion-history and for all probes, thereport-destination-name is the subject’s
originator-name. The originator-and-DL-expansion will contain theoriginator-name and the subject’snessage-
submission-time followed by the content dDL -expansion-history. A trace-information-element for this domain is
created with the current time as therival-time andrelay asaction. An internal-trace-information-element is also
created. If the subject contains radirection-history or a dl-expansion-history, then theoriginally-intended-
recipient-name shall be copied from the first element of either theirection-history or thedl-expansion-history,
whichever event occurred first (and the sequence of these events shall be determinedtfiaoe-ithior mation).

NOTE —reporting-DL-name is not generated under any of these conditions.

In the case where the instructions reflect multiple failures, the report should reflect the original problem rather than the
failure of subsequent recovery actions.

The MTA nominates criticality values for fields copied from the subject. These new values reflect criticality with regard
to the report, not the subject. The MTA will not copy into the report any critical functions which it does not support.

14.4.4 Report-routing procedure

This procedure determines the routing action, if any, to be taken on a report. Report-routing reflects special conditions
that require arouting procedure different from that applicable to messages or probes:

1) a report has just one recipient — the originator of the message that forms the subject of the report, a DL
expansion-point, or, if local policy allows, a DL owner;

2) insurmountable failures encountered in routing a report, result in the discarding of the report. No attempt
is made to generate a further report on the difficulty encountered.

The processing actions necessitated by these conditions are described in the following subclauses. It should be noted tha
the routing of reports is subject to the security-policy.
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14.4.4.1 Arguments

One of the following:

1)

2)
3)

14.4.4.2 Results

a report transferred to this MTA from another MTA and successfully processed by the Report-front-end
procedure;

areport created by the Report-generation procedure internal to thisMTA,;

a report received back from the Report-out procedure together with a description of the transfer failure
encountered.

One of the following:

1)
2)

14.4.4.3 Errors

the report, together with relaying instructions to the next hop MTA;

the report, together with an indication of the locally supported MTS-user who is to receive Report-
delivery.

None. If nolocal recipient or next hop can be determined, the report is discarded.

14.4.4.4 Procedure description

1)

Reports relayed to thisMTA or generated locally receive normal routing attention as follows:

a)

b)

d)

If the Report-destination is not local to this MTA, then relaying is required. Report-routing attempts

to determine the next hop address. In this determination the message-security-label of the report is

checked against the security-context to ensure no violation of the security-policy occurs. If
successful, then the report, together with this information is returned as the procedure’s result. The
procedure then terminates. The report is subsequently passed to the Report-out procedure.

If the next hop address cannot be determined, then the report is discarded and the procedure
terminates without returning a result.

If the Report-destination unambiguously specifies an actual recipient but is not a preferred address of
that recipient, then a redirection instruction is generated containing the recipient’'s preferred
OR-name and redirection reasaiias, and the procedure terminates.

If the Report-destination unambiguously specifies an actual local recipient, then the recipient
registration parameters are checkedrfmipient-assigned-redirections. If this is in effect, then the
length of the returned-content, if any, is compared withctmtent-length and the content-type, if
present, with theontent-type of eachredirection-class (which has objects set to reports or both)
from recipient-assigned-redirections in turn until aredirection-class is found whose specified
values for these fields match those of the report. Values specified for other components of
redirection-class are ignored. If aredirection-class matches, then a redirection instruction is
generated and the procedure terminates.

If the Report-destination is an MTS-user local to this MTA, andiignator-report-request field

indicates, then Report-delivery is required (subject to the security-policy in force). Report-routing
attempts to determine the OR-address of the report destination. If successful, then the report, together
with this information is returned as the procedure’s result. The procedure then terminates. The report
is subsequently passed to the Report-delivery procedure.

If the Report-destination does not identify an MTS-user and the MTA has been configured with the
address of an alternate-recipient for this class of Report-destination, then a redirection instruction is
generated with redirection reason recipient-MD-assigned-alternate-recipient, and the procedure
terminates.

If the report was not requested or the report destination address cannot be determined, the report is
discarded and the procedure terminates without returning a result.

If thereport-destination-name is of a DL local to this MTA, then this report is in process of routing
back along a path of successive DL expansion-points. lothtee-actions field of the currentrace-
infor mation-element andinter nal-trace-infor mation-element, the valuell-operation is indicated.
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Any processing based on local DL policy would occur here; e.g. a copy of the report can be
constructed and sent to the DL owner. In this case the report-destination-name will be that of the
DL owner and the reporting-DL-name will be constructed to contain the subject DL name. This
copy of the report shall not contain the retur ned-content. In addition, suppression of reports can be
done here.

NOTES
1  Thepossibility that aDL owner isitself aDL may be the subject of future standardisation.
2 DL-submit-permission is not considered when processing a report.

If the report is not to be suppressed, the MTA then replaces the OR-name currently in the report-
destination-name field by the OR-name immediately preceding that onein the originator-and-DL -
expansion-history field. Thus the report acquires, as a new destination, the next entry back along the
chain of entriesin the originator-and-DL -expansion-history field:

report-destination-name; Copy previous DL OR-name from
originator-and-DL -expansion-history.
reporting-DL -name: Generated only in case of reportsto DL owner.

In order to route the report to this new destination, the Report-routing procedure now calls itself
recursively. The result returned, if any, from this recursive call is returned, and the procedure
terminates.

2) A report received back from the Report-out procedure has encountered a transfer failure in the process of
relaying to another MTA. The Report-routing procedure attempts to re-route such a report, i.e. compute
an aternative next hop address (subject to the security-policy in force). If an aternative next hop address
is found then the report, together with this information and suitably modified trace information is returned
as the procedure’s result. The procedure then terminates. The report is subsequently passed to the Report-
out procedure.

If an alternative next hop address cannot be determined, then the report is discarded and the procedure
terminates without returning a result.

145 MTS-bind and M T S-unbind

1451 MTSuser initiated MTS-bind procedure

This subclause describes the behaviour of the MTA when an MTS-bind is invoked by an MTS-user.

145.1.1 Arguments

The MTS-bind arguments are defined in 8.1.1.1.1.

145.1.2 Results

The MTS-bind results are defined in 8.1.1.1.2.

145.1.3 Errors

The bind-errors are defined in 8.1.2.

14.5.1.4 Procedure description

1) If the MTAs resources cannot currently support the establishment of a new association, the procedure
returns a Busy bind-error and terminates.

2) Otherwise, if authentication is required by the security-policy, the MTA attempts to both authenticate the
MTS-user via thanitiator-credentials supplied and check the acceptability of seeurity-context. If
the initiator-credentials cannot be authenticated, the procedure returns an authentication-error and
terminates. If thesecurity-context is not acceptable, the procedure returns an unacceptable-security-
context bind-error and terminates.

3) If authentication is successful and Heeurity-context is acceptable, then the MTA accepts the requested
association. The procedure returns M& A-name and responder -credentials. M essages-waiting is
also returned if the MTS-user subscribes to the Hold for Delivery element-of-service. The procedure then
terminates.

4) If authentication is not requirethessages-waiting is returned if the MTS-user subscribes to the Hold for
Delivery element-of-service, and the procedure terminates.

ITU-T Rec. X.411 (1995 E) 131



| SO/IEC 10021-4 : 1997 (E)
1452 MTSuse initiated MTS-unbind procedure

This subclause describes the behaviour of the MTA when an MTS-unbind is invoked by an MTS-user in order to release
an existing association established by the MTS-user.

145.21 Arguments
None.

145.2.2 Results

The MTS-unbind procedure returns an empty result as an indication of release of the association.

14.5.2.3 Errors

None.

14.5.2.4 Proceduredescription

The procedure releases the association, returns an empty result, and terminates.

1453 MTA initiated MTS-bind procedure

This subclause describes the steps taken by an MTA when tasked to establish an association with an MTS-user.

145.3.1 Arguments
The MTS-bind arguments are defined in 8.1.1.1.1.

145.3.2 Results

An internal identifier for the association established.

145.3.3 Errors
The procedure returns a failure indication in the event an association could not be established.

14.5.3.4 Proceduredescription

1) The procedure establishes values for the arguments defined in 8.1.1.1.1. Messages-waiting may be
supplied if the MTS-user subscribes to the Hold for Delivery element-of-service. Values for
initiator -name, security-context, and initiator -cr edentials are taken from internal information.

2) The procedure determines the user-addr ess of the M TS-user and attempts to establish an association with
the arguments of 8.1.1.1.1. If unsuccessful, afailure indication is returned and the procedure terminates.

3) If successful, the results returned from the MTS-user (defined in 8.1.1.1.2) are examined. The responder -
name is checked for correctness and an attempt is made to authenticate the MTS-user via the responder -
credentials returned. If either check fails, the procedure closes the connection, returns a failure
indication, and terminates.

4) If both checks are successful the procedure returns the association identifier and terminates.
1454 MTA initiated MTS-unbind procedure
This procedure is called to rel ease an association with an MTS-user.
14.54.1 Arguments
The internal identifier for the association to be released.
145.4.2 Results
The MTS-unbind procedure returns an empty result as an indication of release of the association.
145.4.3 Errors
None.
14.5.4.4 Proceduredescription
The procedure rel eases the association, returns an empty result, and terminates.
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14.6 Submission Port

14.6.1 Message-submission procedure

This subclause describes the behaviour of the MTA when the Message-submission abstract-operation is invoked by the
MTS-user on a submission port.

14.6.1.1 Arguments

The Message-submission arguments listed in Table 3 and described in subclauses indicated in that table.

14.6.1.2 Results

1)

2)

The Message-submission results listed in Table 5 and described in subclauses indicated in that table are
passed back to the MTS-user.

The Deferred Delivery module isinvoked and passed the submitted message.

14.6.1.3 Errors

See 8.2.1.1.3 for descriptions of the relevant abstract-errors.

14.6.1.4 Proceduredescription

1)

2)

3

Error Checking

The Message-submission procedure checks for error conditions. If any is found, the indicated abstract-
error is returned. All further processing is terminated. Responsibility for the intended message is not
accepted by the MTA.

Errors of particular interest:

a) Security errors: If the message-security-label is not compatible with the security-context or, if
required, the message-origin-authentication-check isincorrect, a security-error is generated.

b) Criticdlity errors. If any of the extension fields is marked critical-for-submission, but not
semantically understood by the MTA, an unsupported-critical-function-error is returned.

If no errors are encountered at this stage, processing continues at step 2). Additional errors may be
encountered in these later processing stages, in which case the MTA takes action as described above.

Name Processing

The following procedure applies to originator-name, recipient-name and originator-requested-
alternate-recipient, unless otherwise noted.

a) If the OR-name contains only adirectory-name, the MTA attempts to obtain the OR-addr ess.

In the case of recipient-name, the Directory Name Resolution procedure (see 14.3.12) is called to
determine a new OR-addr ess.

If an OR-addr ess cannot be found, either a recipient-impr operly-specified abstract-error or a non-
delivery report shall be returned to the originator of the message.

b) If the OR-name contains both the directory-name and the OR-addr ess, their association need not
be validated.

¢) Thevalidation of the OR-address, whether passed in the Message-submission argument or obtained
by resolving the directory-name, has two steps. The first step validates that the purported
OR-address has the combination of attributes needed for a valid OR-address (see 8.5.5). The
second step, which applies only to the originator-name, validates that the OR-addressis, in fact, an
OR-address of the MTS-user submitting the message.

Transfer of Responsibility, Return of Results

If no errors are detected in the above processing, the MTA accepts responsihility for the message and so
signifies by returning the Message-submission results to the MTS-user. The Message-submission results
are described in 8.2.1.1.2. The message-submission-identifier and message-submission-time arguments
are constructed as appropriate by the MTA. The content-identifier is identical to the corresponding
Message-submission argument. If requested by the originator, the originating-MTA generates the pr oof-
of-submission using the algorithm identified by the proof-of-submission-algorithm-identifier and the
arguments defined in 8.2.1.1.2.4. In addition the originating-M T A-certificate is returned.
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4) Message Construction

A Message is constructed from the Message-submission arguments, as possibly modified in the above
processing steps, plus additional arguments supplied by the MTA, as specified in 12.2.1.1.

When compl ete, the Message-submission procedure terminates and the message is passed to the Deferred
Delivery module for further processing.

14.6.2 Probe-submission procedure

This subclause describes the behaviour of the MTA when the Probe-submission abstract-operation is invoked by the
MTS-user on a submission-port.

14.6.2.1 Arguments
The Probe-submission arguments listed in Table 7 and described in subclauses indicated in that table.

14.6.2.2 Results

1) The Probe-submission results listed in Table 8 and described in subclauses indicated in that table are
passed back to the MTS-user.

2) TheMain moduleisinvoked and passed the submitted probe.

14.6.2.3 Errors

See 8.2.1.2.3 for descriptions of the relevant abstract-errors.

14.6.2.4 Proceduredescription
1) Error Checking

The Probe-submission procedure checks for error conditions. If any is found, the indicated abstract-error
isreturned. Responsibility for the intended probe is not accepted by the MTA.

Errors of particular interest:

a) Security errors. If the message-security-label is not compatible with the security-context, or if the
probe-origin-authentication-check isincorrect, a security-error is generated.

b) Criticaity errors: If any of the extension-fields is critical-for-submission, but not semantically
understood by the MTA, an unsupported-critical-function-error is returned.

If no errors are encountered at this stage, processing continues at step 2). Additional errors may be
encountered in these latter processing stages, in which case the MTA takes action as described
above.

2) Name Processing

The following procedure applies to originator-name, recipient-name and originator-requested-
alter nate-r ecipient, unless otherwise noted.

a) If the OR-name contains only adirectory-name, the MTA attempts to obtain the OR-addr ess.

In the case of recipient-name, the Directory Name Resolution procedure (see 14.3.12) is called to
determine a new OR-addr ess.

If an OR-address cannot be found, either a recipient-improperly-specified abstract-error or a non-
delivery report shall be returned to the originator of the message.

b) If the OR-name contains both the directory-name and the OR-addr ess, their association need not
be validated.

¢) Thevalidation of the OR-addr ess, whether passed in the Probe-submission argument or obtained by
resolving the directory-name, has two steps. The first step validates that the purported OR-addr ess
has the combination of attributes needed for a valid OR-addr ess (see 8.5.5). The second step, which
applies only to the originator-name, validates that the OR-address is, in fact, the OR-address of
the MTS-user submitting the message.

3) Transfer of Responsibility, Return of Results

If no errors are detected in the above steps, the MTA accepts responsibility for the probe and so signifies
by returning the Probe-submission results to the MTS-user. The Probe-submission results are described
in 8.2.1.2.2. The probe-submission-identifier and probe-submission-time arguments are constructed as
appropriate by the MTA. The content-identifier is identical to the corresponding Probe-submission
argument.
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4) Probe Construction

A probe is constructed from the Probe-submission arguments, as possibly modified in the above
processing steps, plus additional arguments supplied by the MTA.

When complete, the Probe-submission procedure terminates and the probe is passed to the Main module
for further processing.

14.6.3 Cancel-deferred-delivery procedure

This subclause describes the behaviour of the MTA when the Cancel-deferred-delivery abstract-operation is invoked by
the MTS-user on a submission-port in order to cancel the deferred delivery message previously submitted to the MTA.

14.6.3.1 Arguments

The Cancel-deferred-delivery arguments listed in Table 10 and described in subclauses indicated in that table.

14.6.3.2 Results

An empty result is passed back to the MTS-user as an indication of successful cancellation.

14.6.3.3 Errors

See 8.2.1.3.3 for descriptions of the relevant abstract-errors.

14.6.3.4 Proceduredescription

1) If aproof-of-submission has already been provided, the Too-late-to-cancel abstract-error is returned by
the MTA. The deferred delivery of the message is not cancelled.

2) If the value of the message-submission-identifier argument is recognised by the MTA as being valid and
associated with a message being held by the MTA for deferred-delivery, the MTA discards this message
as being cancelled, and assumes no further responsibility for it.

3) If the value of the message-submission-identifier argument is recognised by the MTA as being valid but
refers to a message already delivered or transferred to another MTA, the Too-late-to-cancel abstract-error
isinvoked by the MTA. The deferred delivery of the message is not cancelled.

4) If the value of the message-submission-identifier argument is not recognised as being valid (either
because the MTA never assigned such a value or because the MTA no longer holds the historical record
of a deferred delivery message that has been transferred or delivered), then the Message-submission-
identifier-invalid or Too-late-to-cancel abstract-error is returned by the MTA, the choice of which being a
local matter.

14.6.4 Submission-control procedure

This subclause describes the behaviour of the MTA when invoking the Submission-control abstract-operation on a
submission-port in order to temporarily limit the submission-port abstract-operations that the MTS-user can invoke.
These controls remain in force for the duration of the current association unless overridden by a subsequent Submission-
control abstract-operation.

NOTE — The use of Submission-control shall be subject to the security-policy in forcpeiThissible-security-context
Submission-control argument limits thecurity-context established during the MTS-bind.

14.6.4.1 Arguments
The Submission-control arguments listed in Table 12 and described in subclauses indicated in that table.
14.6.4.2 Results

The Submission-control results listed in Table 13 and described in subclauses indicated in that table are passed back to
the MTA by the MTS-user.

146.43 Errors
A Security-error can be passed back by the MTS-user. See 8.2.1.4.3 for adescription of this abstract-error.

14.6.4.4 Procedure description

The circumstances causing an MTA to invoke the Submission-control abstract-operation are a local matter, as are the
actions taken during and subsequent to its completion.
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14.7 Delivery Port

1471 Message-delivery procedure
This subclause describes the steps taken by an MTA when tasked to deliver a message to one or more MTS-users.

Most provisions of this subclause also apply to the case where the MTA has received a probe with one or more local
recipients. Unless noted otherwise, all procedure steps save physical delivery apply to the handling of probes.

NOTE — The generation of reports shall be subject to the security-policy.

14.7.1.1 Arguments

1) A message from the Main module with per-recipient instructions to deliver to one or more local
MTS-users.

2) The Message-delivery arguments listed in Table 15 and described in subclauses indicated in that table are
passed to the recipient MTS-user.

14.7.1.2 Results

1) Anempty result or, if requested, a proof-of-delivery and optional recipient-certificate passed back from
the MTS-user as an indication of successful delivery with no reporting requirements,

2) If areport isrequired, the Main module is invoked and passed the message with per-recipient instructions
describing any delivery problems encountered and/or indicating successful deliveries to be reported on.

14.7.1.3 Errors

Message-delivery abstract-errors that can be returned from the MTS-user to the MTA are described in 8.3.1.1.3. These
error conditions are reported to the Main module in the results described above.

14.7.1.4 Proceduredescription

1) If the message expiration is reached, a report instruction is generated for each local recipient. The values
of non-delivery-reason-code and non-delivery-diagnostic-code are unable-to-transfer and maximum-
time-expired, respectively. The procedure then terminates.

2) If any of the per-message extension-fields is set to critical-for-delivery but not semantically understood
by the MTA, a report instruction for each loca recipient is generated. The values of non-delivery-
reason-code and non-delivery-diagnostic-code are set to unable-to-transfer and unsupported-critical-
function respectively.

3) Otherwise, values are established for those arguments to the Message-delivery abstract-operation that
apply to al recipients (arguments to Message-delivery are described in 8.3.1.1.1).

4) Steps 5)-16) are executed for each recipient with responsibility set to responsible. The procedure then
terminates.

5) To ensure the security-policy is not violated during delivery, the message-security-label is checked
against the security-context. If delivery is barred by the security-policy then, subject to the security-
policy, a report instruction for this is generated. The values of non-delivery-reason-code and
non-delivery-diagnostic-code are unable-to-transfer and secure-messaging-error, respectively.

6) If delivery is barred by Delivery Controls imposed in a previously invoked Register or Delivery-control
abstract-operation, then, subject to the security-policy in force, the MTA will hold the message pending
the lifting of the applicable controls. Delivery Controls are not applicable to probes.

7) If the maximum holding time for a held message (the value of this maximum time being a local matter,
except that latest-delivery-time shall be observed when present and critical-for-delivery) expires with
the applicable restrictions till in effect, then areport instruction is generated for this recipient. The values
of non-delivery-reason-code and non-delivery-diagnostic-code are unable-to-transfer and recipient-
unavailable, respectively. Processing then terminates for this recipient.

NOTE 1 — The processing steps [6) and 7) above] associated with control restrictions do not apply in the case of
Probe.

8) If restricted-delivery is enforced, and the sender falls in the category of unauthorised senders, then a
report instruction is generated for this recipient. The values of non-delivery-reason-code is set to
restricted-delivery. Processing then terminates for this recipient.
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The MTA establishes those arguments for the Message-delivery abstract-operation that apply only to the
individual recipient: message-delivery-identifier and message-delivery-time are given values as
described in 8.3.1.1.1.1 and 8.3.1.1.1.2. If the message contains a r edir ection-history, or a dl-expansion-
history then the originally-intended-r ecipient-name shall be copied from the first element of either the
redirection-history or the dl-expansion-history, whichever event occurred first (and the sequence of
these events shall be determined from the trace-information). All other arguments are taken directly
from corresponding fields of the message to be delivered. With the exceptions noted below, al arguments
shown in Table 15 are included in each invocation of Message-delivery.

If disclosure-of-other-recipients has the value disclosure-of-other-recipients-requested, the other-
r ecipient-name argument is set to include the following:

a) The OR-names of all originally-specified recipients with an originally-specified-r ecipient-number
distinct from that for the current recipient. For any such recipient for which redirection has been
recorded, the originally-specified recipien@R-name is that from the first entry in the associated
redirection-history.

b) If distribution list expansion has occurred, DR-name from the first entry of th®L -expansion-
history.

If the recipient is a member of a distribution list, other members of this distribution list must not be
included in theother-recipient-name argument. The recipient is a member of a distribution list if
theDL -expansion-history field is non-empty.

If any of the per-recipiemixtension-fields is set tocritical-for-delivery, but not semantically understood
by the MTA, a report instruction for this recipient is generated. The values nbithdelivery-reason-
code and non-delivery-diagnostic-code are set tounable-to-transfer and unsupported-critical-
function respectively.

In the case of delivery to a Physical Delivery Access Unit, the Physical Delivery Arguments are included
in the Message-delivery. These arguments are described in 8.2.1.1.1.14 - 8.2.1.1.1.23.

Once all conditions have been met for successful delivery, the MTA will physically deliver the message.
The accomplishment of delivery to a co-located recipient MTS-user is a local matter. In the case of a
remotely located recipient MTS-user, the MTA establishes an association with that MTS-user (or uses an
existing one) and invokes the Message-delivery abstract-operation across that association. With
successful delivery, either remote or local, responsibility for the message passes from the MTA to the
recipient MTS-user.

Upon a successful delivery, if tbeiginating-M TA-delivery-report-request has the value afeport or
audited-report, then a report instruction is generated noting the successful delivery. Processing then
terminates for this recipient.

In the case of a remotely located recipient MTS-user, if an association neither exists nor can be
established initially, or there is a transfer failure across an association, the MTA can repeat the attempt at
association establishment and/or transfer, the maximum number and/or time duration of repeats being a
local matter (except thaatest-delivery-time shall be observed when present anidical-for-delivery).

If, after repeated attempts transfer has not been accomplished, the message is deemed undeliverable and,
subject to the security-policy in force, a report instruction is generated. The valnes-délivery-
reason-code and non-delivery-diagnostic-code are transfer-failure and recipient-unavailable,
respectively. Processing then terminates for this recipient.

NOTE 2 — The processing steps associated with physical transfer of a message to the recipient MTS-user do not apply
in the case of Probe.

Return of Results and Errors by the MTS-user

If the Message-delivery abstract-operation is successful, then the MTS-user returns as an indication of
success either an empty result or, if requested, a proof-of-delivery and optional recipient-certificate.

If the Message-delivery abstract-operation violates one or more controls imposed by a previous Delivery-
control or Register abstract-operation, then the MTS-user returns a Delivery-control-violated error. If the
security-context dictates that the MTS-user cannot support the requested abstract-operation because it
would violate the security-policy, then the MTS-user returns a Security-error. In this event the Message-
delivery invocation has failed and the MTA retains responsibility for the message with respect to this
recipient. The message is held for subsequent retry or is passed to the Main module for report generation.
Processing then terminates for this recipient.
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14.7.2 Probe-delivery-test procedure

This subclause describes the steps taken by an MTA when tasked to test the deliverability of a Probe.
NOTE — The use of Reports shall be subject to the security-policy.

14.7.2.1 Arguments

— A probe from the internal procedure with per-recipient instructions to Probe-delivery-test to one or more
local MTS-users.

14.7.2.2 Results

The Main module is invoked and passed the probe with per-recipient instructions describing whether or not the
hypothetical delivery would have occurred and if not why not.

14.7.2.3 Errors

None.

14.7.2.4 Proceduredescription

The logic for Message-delivery is described in 14.7.1. All steps in that clause except those specifically noted as
inapplicable to Probe are executed.

14.7.3 Report-delivery procedure

This subclause describes the steps taken by an MTA when tasked to deliver a report to an MTS-user. Report-delivery is
called for when an MTA receives a report, from Report-in or upon generation within this MTA, evlgis@tor -name
field specifies an MTS-user served by this MTA.

14.7.3.1 Arguments
1) Areport from the Report module with per-recipient instructions to deliver to a local recipient.

2) The Report-delivery arguments listed in Table 18 and described in subclauses indicated in that table are
passed to the recipient MTS-user.

14.7.3.2 Results

An empty result passed back from the MTS-user as an indication of successful delivery.

14.7.3.3 Errors

Report-delivery errors that can be returned from the MTS-user to the MTA are described in 8.3.1.2.3.

14.7.3.4 Procedure description

1) To ensure the security-policy is not violated during Report-deliverynibssage-security-label is
checked against the security-context. If Report-delivery is barred by the security-policy, then the report is
discarded.

2) |If report delivery is barred by restrictions imposed in a previously invoked Register or Delivery-control
abstract-operation, then, subject to the security-policy in force, the MTA will hold the report pending the
lifting of the applicable restriction(s). Restrictions are established by arguments of the Delivery-control or
Register abstract-operation as described in 8.3.1.3.1.

If the maximum holding time for a held report (the value of this maximum time being a local matter)
expires with the applicable restrictions still in effect, then the report is discarded.

3) Arguments for the Report-delivery abstract-operation are taken from corresponding fields of the report.

4) If any of the per-message or per-recipiertension-fields are set tocritical-for-delivery, but not
semantically understood by the MTA, the report is discarded.

5) The accomplishment of Report-delivery to a co-located MTS-user is a local matter. In the case of a
remotely located MTS-user, the MTA establishes an association with that MTS-user (or uses an existing
one) and invokes the Report-delivery abstract-operation across that association. With successful Report-
delivery, either remote or local, responsibility for the report passes from the MTA to the MTS-user.
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6) Inthe case of aremotely located MTS-user, if an association cannot be established initially, the MTA can
repeat the attempt, the maximum number and/or time duration of repeats being a local matter. If, after
repeated attempts no association has been established, the report is deemed undeliverable and is
discarded.

7) Return of Results and Errors by the MTS-user

If the Report-delivery abstract-operation is successful, then the MTS-user returns an empty result as an
indication of success.

If the Report-delivery abstract-operation violates one or more controls imposed by a previous Delivery-
control or Register abstract-operation, then the MTS-user returns a Delivery-control-violated error. In this
event the Report-delivery invocation has failed and the MTA retains responsibility for the report.

14.74  Delivery-control procedure

This subclause describes the behaviour of the MTA when the Delivery-control abstract-operation is invoked by an
MTS-user served by this MTA. Delivery-control imposes and lifts restrictions on the Message-delivery and Report-
delivery abstract-operations. These controls remain in force for the duration of the current association unless overridden
by a subsequent Delivery-control. Delivery-controls temporarily limit the security-context but cannot cause a violation
of the security-policy.

These controls do not apply to the processing of probes by the MTA.

14.7.4.1 Arguments

The Delivery-control argumentslisted in Table 20 and described in 8.3.1.3.1.

14.7.4.2 Results

1) The Delivery-control results listed in Table 21 and described in 8.3.1.3.2 are passed back to the MTS-user
by the MTA.

2) Various control parameters of the MTS-user held by this MTA are replaced by values carried in the
Delivery-control arguments.

14.7.4.3 Errors

See 8.3.1.3.3 for adescription of the relevant abstract-errors.

14.7.4.4 Proceduredescription

1) If the value of the restrict argument is remove, then all controls established by any previous Delivery-
control are removed; the abstract-operation is complete, and the Result is returned to the MTS-user.

2) If the value of the restrict argument is update, and no other arguments are present, the request is
considered to be valid and the Result returned to the MTS-user.

In such cases al currently in force control values remain unchanged.

3) If the value of the restrict argument is update, and other arguments are present, those arguments are
checked for compatibility with long term conditions specified by the most recent invocation of the
Register abstract-operation on the administration-port (see 14.4.1). If no incompatibility is detected, and
the update is permitted within the security-policy, the indicated updates are carried out, the abstract-
operation is complete, and the Result is returned to the MTS-user.

4) If any of the following incompatibilities is detected with long term conditions, a Control-violates-
registration abstract-error is returned by the MTA:

a) The permissible-encoded-information-types has a type not specified among those alowed long
term.

b) The permissible-content-types has a content not specified among those allowed long term.
¢) The permissible-maximum-content-length exceeds the length allowed long term.
d) The permissible-security-context isviolated.

In any of these error cases, the Delivery-control is discarded and not carried out.
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14.8 Administration Port

1481 Register procedure

This subclause describes the behaviour of the MTA when the Register abstract-operation is invoked by an MTS-user
served by thisMTA.

14.8.1.1 Arguments

The Register arguments listed in Table 23 and described in subclauses indicated in that table.

14.8.1.2 Results

1) If the retrieve-registrations argument is present, then the Register procedure returns the requested
registered information in the result. A Register extension argument may also cause extension results to be
returned. Otherwise an empty result is returned to the MTS-user as an indication of success.

2) Various parameters of the MTS-user held by this MTA are replaced by values carried in the Register
arguments.

14.8.1.3 Errors

See 8.4.1.1.3 for adescription of the relevant abstract-errors.

14.8.1.4 Procedure description

1) The Register arguments are checked for correct specification. If any isincorrectly specified, the Register
procedure returns a Register-rejected error and terminates. Subject to local policy or subscription, the
MTA may impose additional restrictions on the registrations which may be performed by the MTS-user;
if these restrictions are not met, an abstract-error is returned to the MTS-user and no further steps are
processed.

2) If the Register arguments are correctly specified, the values of MTS-user parameters are replaced by those
of the Register arguments. If (in the 1994 Application Context) the recipient-assigned-redirections
argument contains a single restriction in which all source-types are permitted and the source-name
omitted, or if (in the 1988 Application Context) the recipient-assigned-alter nate-recipient argument
contains the OR-name of the MTS-user, no recipient-assigned-redir ection is registered. If the retrieve-
registrations argument is present, then the requested registered information is returned.

1482 MTS-user initiated Change-credentials procedure

This subclause describes the behaviour of the MTA when a Change-credentials abstract-operation is invoked by the
MTS-user.

NOTE — All changes of credentials shall be subject to the security-policy in force.

14.8.2.1 Arguments

The Change-credentials arguments listed in Table 25 and described in 8.4.1.2.1.

14.8.2.2 Results
1) The Change-credentials procedure returns an empty result to the MTS-user as an indication of success.

2) The MTS-user’s credentials held by this MTA are changed in accordance withewther edentials
argument.

14.8.2.3 Errors

A New-credentials-unacceptable or Old-credentials-incorrectly-specified abstract-error, as described in 8.4.1.2.3 and
listed in Table 26.

14.8.2.4 Proceduredescription

NOTE — All changes of credentials shall be subject to the security-policy in force.

1) If the value of the old-credentials argument is not the same as the credentials held by the MTA for the
MTS-user invoking the abstract-operation, an Old-credentials-incorrectly-specified error is returned to the
MTS-user and the Change-credentials procedure terminates.
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2) Otherwise, the new-credentials argument is checked for validity. If found invalid (alocal matter dictated
by the security-policy) a New-credential s-unacceptable error is returned to the MTS-user and the Change-
credentials procedure terminates.

3) Otherwise, the MTS-user’s credentials held by this MTA are changed to the valusmeivtbeedentials
argument, an empty result is returned to the MTS-user as an indication of success, and the Change-
credentials procedure terminates.

1483 MTA initiated Change-credentials procedure

This subclause describes the behaviour of an MTA when changing its credentials held by a locally supported MTS-user.
NOTE — All changes of credentials shall be subject to the security-policy in force.

14.8.3.1 Arguments

The Change-credentials arguments listed in Table 25 and described in 8.4.1.2.1.

14.8.3.2 Results

The MTS-user returns an empty result to the Change-credentials procedure as an indication of success.

14.8.3.3 Errors

The MTS-user can return a New-credentials-unacceptable or Old-credentials-incorrectly-specified error, as described
in8.4.1.2.3 and listed in Table 26.

14.8.3.4 Proceduredescription

NOTE — All changes of credentials shall be subject to the security-policy in force.

1) The procedure invokes the Change-credentials abstract-operation to change the MTA’s credentials held
by a locally supported MTS-user. The conditions causing an MTA to change its credentials are a local
matter.

2) If either the New-credentials-unacceptable or Old-credentials-incorrectly-specified error is received back
from the MTS-user, then the MTA must assume its credentials have not been changed. Further action can
be undertaken as a local matter, after which the procedure terminates.

3) If an empty result is received back from the MTS-user, the MTA may assume the procedure has been
successful and its credentials changed. The procedure terminates.

14.9 MTA-bind and MTA-unbind

1491 MTA-bind-in procedure

This subclause describes the behaviour of the MTA when an MTA-bind is invoked by another MTA.

14.9.1.1 Arguments
The MTA-bind arguments are defined in 12.1.1.1.1 and listed in Table 28.

14.9.1.2 Results

The MTA-bind results are defined in 12.1.1.1.2 and listed in Table 29.

14.9.1.3 Errors

The bind-errors are defined in 12.1.2.

14.9.1.4 Proceduredescription

1) |If the MTA’s resources cannot currently support the establishment of a new association, the procedure
returns a Busy bind-error and terminates.

2) Otherwise, if authentication is required by the security-policy, the MTA attempts to both authenticate the
calling MTA via theinitiator -credentials supplied and check the acceptability of $eeurity-context. If
the initiator-credentials cannot be authenticated, the procedure returns an authentication-error and
terminates. If thesecurity-context is not acceptable, the procedure returns an unacceptable-security-
context error and terminates.
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3) If authentication is successful and the security-context is acceptable, then the MTA establishes the
reguested association. The procedure returns the M TA-name and responder -cr edentials. The procedure
then terminates.

4) If authentication is not required, there are no results to return and the procedure terminates.
149.2 MTA-unbind-in procedure

This subclause describes the behaviour of the MTA when an MTA-unbind is invoked by another MTA in order to
release an existing association.

14.9.2.1 Arguments

None.

149.2.2 Results

The MTA-unbind-in procedure returns an empty result as an indication of release of the association.

14.9.2.3 Errors

None.

14.9.2.4 Procedure description

The procedure rel eases the association, returns an empty result, and terminates.

149.3 MTA-bind-out procedure
This subclause describes the steps taken by an MTA when tasked to establish an association with another MTA.
149.3.1 Arguments

1) TheMTA-name of the MTA with which the association is to be established.

2) The security-context for the association.

14.9.3.2 Results

Aninternal identifier for the association established.

14.9.3.3 Errors

The procedure returns a failure indication in the event an association could not be established.

14.9.3.4 Proceduredescription

1) The procedure establishes values for the arguments defined in 12.1.1.1.1. Values for initiator-name,
security-context, and initiator -cr edentials are taken from internal information.

2) The procedure determines the address of the MTA and attempts to establish an association with the
arguments of 12.1.1.1.1. If unsuccessful afailureindication is returned and the procedure terminates.

3) If successful, the results returned from the called MTA (defined in 12.1.1.1.2) are examined. The
responder-name is checked for correctness, an attempt is made to authenticate the MTA via the
responder -credentials returned. If any of the checks fail, the procedure returns a failure indication to the
caller, terminates the association, and terminates.

4) If al checks are successful, the procedure returns the association identifier and terminates.
1494 MTA-unbind-out procedure
This procedure is called to rel ease an association with another MTA.
149.4.1 Arguments
Theinternal identifier for the association to be released.
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14.9.4.2 Results

The MTA-unbind-out procedure returns an empty result as an indication of release of the association.
149.4.3 Errors
None.

14.9.4.4 Proceduredescription

The procedure releases the association, returns an empty result, and terminates.

14.10 Transfer Port

NOTE — The actions taken on the transfer-port are subject to the security-policy in force.

14.10.1 Message-in procedure

This subclause describes the behaviour of the MTA when a Message-transfer abstract-operation is invoked by another
MTA on atransfer-port.

14.10.1.1 Arguments

The Message-transfer arguments listed in Table 30 and described in subclauses indicated in that table.

14.10.1.2 Results

The Deferred-delivery moduleis invoked and passed the message transferred in.

14.10.1.3 Errors

None.

14.10.1.4 Procedure description

On receipt of a message through the occurrence of a Message-transfer abstract-operation (invoked from a neighbour
MTA), the Message-in procedure is invoked. This procedure simply passes the message to the Deferred-delivery module
to determine the actions to be taken by thisMTA.

Responsibility for the message passes to the receiving-M TA with the successful transfer.

14.10.2 Probe-in procedure

This subclause describes the behaviour of the MTA when a Probe-transfer abstract-operation is invoked by another
MTA on atransfer-port.

14.10.2.1 Arguments

The Probe-transfer arguments listed in Table 31 and described in subclauses indicated in that table.

14.10.2.2 Results

The Main moduleisinvoked and passed the probe transferred in.

14.10.2.3 Errors

None.

14.10.2.4 Procedure description

On receipt of a probe through the occurrence of a Probe-transfer abstract-operation (invoked from a neighbour MTA),
the Probe-in procedure is invoked. This procedure simply passes the probe to the Main module to determine the actions
to be taken by thisMTA.

Responsibility for the probe passes to the receiving MTA with the successful transfer.
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14.10.3 Report-in procedure

This subclause describes the behaviour of the MTA when it receives a Report on a transfer-port through the occurrence
of a Report-transfer abstract-operation invoked by another MTA, or when it receives an indication for the generation of
areport from an access unit such asa PDAU.

14.10.3.1 Arguments

The Report arguments listed in Table 32 and described in subclauses indicated in that table.

14.10.3.2 Results

The Report module isinvoked and passed the report transferred in.

14.10.3.3 Errors

None.

14.10.3.4 Procedure description

On receipt of areport through the occurrence of a Report-transfer abstract-operation (invoked from a neighbour MTA),
or on receipt of an indication for a report generation from an access unit such as a PDAU, the Report-in procedure is
invoked. This procedure simply passes the report to the Report module to determine the actions to be taken by this MTA.

Responsibility for the report passes to the receiving-M TA with the successful transfer.

14.10.4 Message-out procedure

This subclause describes the steps taken by an MTA when tasked to transfer a message to another MTA.

14.10.4.1 Arguments

A message from the internal procedure with routing instructions to transfer to another MTA. The fields of this message
form the arguments of the Message-transfer abstract-operation aslisted in Table 30.

14.10.4.2 Results

None.

14.10.4.3 Errors

In case of transfer failure the Main module is invoked and passed the message with a per-message instruction indicating
the failure reason.

14.10.4.4 Procedure description

The message to be transferred provides the arguments for the Message-transfer abstract-operation. It should be noted
that the message may reflect processing (e.g. content conversion, redirection, distribution list expansion) carried out in
this or previous MTAS.

1) To ensure the security-policy is not violated during transfer, the message-security-label is checked
against the security-context. If the transfer is barred by either the security-policy or temporary
restrictions, then processing continues at step 3), below.

2) Otherwise, the MTA establishes an association with the receiving-MTA (or uses an existing one) and
invokes the Message-transfer abstract-operation across that association. The completion of Message-out
indicates that the transfer has been successful and that the receiving-MTA now accepts responsibility for
the message. The Message-out procedure now terminates.

If the sending-M TA has been instructed by the receiving system to abort the transfer, then the processing
continues at step 3), below.

If an association neither exists nor can be established initially, or there is a transfer failure across an
association, the MTA can repeat the attempt at association establishment and/or transfer, the maximum
number and/or time duration of repeats being a loca matter, except that latest-delivery-time shall be
observed when present and critical-for-transfer.
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3) If, after repeated attempts, transfer has not been accomplished, or a security violation has been detected in
step 1), or the sending-MTA has been instructed to abort the transfer in step 2), the message is deemed
non-transferable and is returned, with failure reason indicated, to the Main module for possible re-routing
or redirection. Responsibility for the message remains with the sending MTA. The Message-out
procedure now terminates.

NOTE — The instruction to abort a transfer is generated by the receiving RTSE-provider if it is permanently unable to
complete the transfer; for example, when the transfer is of such a size that it could never be accepted.

14.10.5 Probe-out procedure

This subclause describes the steps taken by an MTA when tasked to transfer a probe to another MTA.

14.10.5.1 Arguments

A probe from the internal procedure with routing instructions to transfer to another MTA. The fields of this probe form
the arguments of the Probe-transfer abstract-operation as listed in Table 31.

14.10.5.2 Results

None.

14.10.5.3 Errors

In case of transfer failure the Main module isinvoked and passed the probe with a per-message instruction indicating the
failure reason.

14.10.5.4 Procedure description

The probe to be transferred provides the arguments for the Probe-transfer abstract-operation. It should be noted that the
probe may reflect processing (e.g. redirection) carried out in this or previous MTAs.

1) To ensure the security-policy is not violated during transfer, the message-security-label is checked
against the security-context. If the transfer is barred by either the security-policy or temporary
restrictions, then processing continues at step 3), below.

2) The MTA establishes an association with the receiving MTA (or uses an existing one) and invokes the
Probe-transfer abstract-operation across that association. The completion of Probe-out indicates that the
transfer has been successful and that the receiving-MTA now accepts responsibility for the probe. The
Probe-out procedure now terminates.

If the sending-M TA has been instructed by the receiving system to abort the transfer, then the processing
continues at step 3), below.

If an association neither exists nor can be established initially, or there is a transfer failure across an
association, the MTA can repeat the attempt at association establishment and/or transfer, the maximum
number and/or time duration of repeats being alocal matter.

3) If, after repeated attempts, transfer has not been accomplished, or a security violation has been detected in
step 1) above, or the sending-MTA has been instructed to abort the transfer in step 2), then the probe is
deemed non-transferable and is returned, with failure reason indicated, to the Main module for possible
re-routing or redirection. Responsibility for the probe remains with the sending MTA. The Probe-out
procedure now terminates.

NOTE — The instruction to abort a transfer is generated by the receiving RTSE-provider if it is permanently unable to
complete the transfer; for example, when the transfer is of such a size that it could never be accepted.

14.10.6 Report-out procedure
This subclause describes the steps taken by an MTA when tasked to transfer areport to another MTA.

14.10.6.1 Arguments

A report from the internal procedure with routing instructions to transfer to another MTA. The fields of this report form
the arguments of the Report-transfer abstract-operation as listed in Table 32.

14.10.6.2 Results
None.
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14.10.6.3 Errors

The report, together with the reason for transfer failure, to be passed back to the Report module.

14.10.6.4 Procedure description

The report to be transferred provides the arguments for the Report-transfer abstract-operation. It should be noted that the
report may reflect processing (e.g. redirection) carried out in this or previous MTAS.

1) To ensure the security-policy is not violated during transfer, the message-security-label is checked
against the security-context. If the transfer is barred by either the security-policy or temporary
restrictions, then processing continues at step 3), below.

2) The MTA establishes an association with the receiving MTA (or uses an existing one) and invokes the
Report-transfer abstract-operation across that association. The completion of Report-out indicates that the
transfer has been successful and that the receiving-MTA now accepts responsibility for the report. The
Report-out procedure now terminates.

If the sending-M TA has been instructed by the receiving system to abort the transfer, then the processing
continues at step 3), below.

If an association neither exists nor can be established initially, or there is a transfer failure across an
association, the MTA can repeat the attempt at association establishment and/or transfer, the maximum
number and/or time duration of repeats being alocal matter.

3) If, after repeated attempts transfer has not been accomplished, or a security violation has been detected in
step 1) above, or the sending-MTA has been instructed to abort the transfer in step 2), then the report is
deemed non-transferable and is returned, with failure reason indicated, to the Report module for possible
re-routing. Responsibility for the report remains with the sending MTA. The Report-out procedure now
terminates.

NOTE - The instruction to abort a transfer is generated by the receiving RTSE-provider if it is permanently unable to
complete the transfer; for example, when the transfer is of such a size that it could never be accepted.
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Annex A

Reference Definition of MTS Object I dentifiers

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes various object identifiers cited in the ASN.1 modules in the body of this
Service Definition. The object identifiers are assigned in Figure A.1.

All object identifiers this Service Definition assigns are assigned in this annex. The annex is definitive for all but those
ASN.1 modules and the Message Transfer System itself. The definitive assignments for the former occur in the modules

themselves; other references to them appear in IMPORT clauses. The latter is fixed.

M T SObjectl dentifiers{ joint-iso-itu-t mhs(6) mts(3) modules(0) object-identifiers(0) }

DEFINITIONSIMPLICIT TAGS::=
BEGIN

-- Prologue

-- Exports everything

IMPORTS  -- nothing --;
-- Message Transfer System

id-mts OBJECT IDENTIFIER ::={ joint-iso-itu-t mhs(6) mts(3) } -- not definitive
-- Categories of Object Identifiers

id-mod OBJECT IDENTIFIER ::={id-mts0} -- modules
id-ot OBJECT IDENTIFIER ::= { id-mts1} -- object types
id-pt OBJECT IDENTIFIER ::={ id-mts2} -- port types
id-cont OBJECT IDENTIFIER ::={id-mts3} -- content types

id-eit OBJECT IDENTIFIER ::={id-mts4}
id-att OBJECT IDENTIFIER ::={id-mts5}

encoded information types
attributes

id-tok OBJECT IDENTIFIER ::={ id-mts 6 } -- token types
id-sa OBJECT IDENTIFIER ::={ id-mts 7} -- secure agent types
id-ct OBJECT IDENTIFIER ::={ id-mts8} -- contracts

id-cp OBJECT IDENTIFIER ::={ id-mts9}

connection packages

- Modules

id-mod-object-identifiers OBJECT IDENTIFIER ::={id-mod 0} -- not definitive
id-mod-mts-abstract-service OBJECT IDENTIFIER ::={id-mod 1} -- not definitive
id-mod-mta-abstract-service OBJECT IDENTIFIER ::={ id-mod 2} -- not definitive
id-mod-upper-bounds OBJECT IDENTIFIER ::={id-mod 3} -- not definitive

-- Object Types

id-ot-mts OBJECT IDENTIFIER ::={id-ot 0}
id-ot-mts-user OBJECT IDENTIFIER ::={id-ot 1}
id-ot-mta OBJECT IDENTIFIER ::={id-ot 2}

-- Port Types

id-pt-submission OBJECT IDENTIFIER ::={id-pt 0}
id-pt-delivery OBJECT IDENTIFIER ::={id-pt 1}
id-pt-administration OBJECT IDENTIFIER ::={id-pt 2}
id-pt-transfer OBJECT IDENTIFIER ::={id-pt 3}

Figure A.1 (Part 1 of 2) — Abstract Syntax Definition of the MTS Object Identifiers
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-- Content Types

id-cont-unidentified OBJECT IDENTIFIER ::={id-cont 0}
id-cont-inner-envelope OBJECT IDENTIFIER ::={id-cont 1}
-- Encoded Information Types

id-eit-unknown OBJECT IDENTIFIER ::={id-€it 0}
-- Value{ id-eit 1} isno longer defined

id-eit-ia5-text OBJECT IDENTIFIER ::={id-eit 2}
id-eit-g3-facsimile OBJECT IDENTIFIER ::={ id-eit 3}
id-eit-g4-class-1 OBJECT IDENTIFIER ::={ id-eit 4}
id-eit-teletex OBJECT IDENTIFIER ::={id-eit 5}
id-eit-videotex OBJECT IDENTIFIER ::={id-eit 6}
id-eit-voice OBJECT IDENTIFIER ::={ id-eit 7}
id-eit-sfd OBJECT IDENTIFIER ::={id-eit 8}
id-eit-mixed-mode OBJECT IDENTIFIER ::={id-eit 9}
-- Attributes

id-att-physicalRendition-basic OBJECT IDENTIFIER ::={ id-att 0}
-- Token Types

id-tok-asymmetricToken OBJECT IDENTIFIER ::={id-tok 0}
-- Secure Agent Types

id-sa-ua OBJECT IDENTIFIER ::={id-sa0}
id-sa-ms OBJECT IDENTIFIER ::={id-sal}
-- Contracts

id-ct-mts-access OBJECT IDENTIFIER ::={id-ct 0}
id-ct-mts-for ced-access OBJECT IDENTIFIER ::={id-ct 1}
id-ct-mta-transfer ~ OBJECT IDENTIFIER ::={id-ct 2}
-- Connection Packages

id-cp-mts-connect  OBJECT IDENTIFIER ::={id-cp 0}
id-cp-mta-connect ~ OBJECT IDENTIFIER ::={id-cp 1}

END -- of MTSObjectldentifiers

-- For use by MSand Directory

FigureA.1 (Part 2 of 2) — Abstract Syntax Definition of the MTS Obiject Identifiers
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Reference Definition of MTS Parameter Upper Bounds

(Thisannex forms an integral part of this I TU-T Recommendation
but does not form an integral part of the ISO/IEC International Standard)

This annex presents for reference purposes the upper bounds of various variable length data types whose abstract
syntaxes are defined in the ASN.1 modules in the body of this Service Definition. The upper bounds are defined in

Figure B.1.

M T SUpper Bounds{ joint-iso-itu-t mhs(6) mts(3) modules(0) upper -bounds(3) }

DEFINITIONSIMPLICIT TAGS ::=

BEGIN
-- Prologue
-- Exports everything

IMPORTS  -- nothing --;
-- Upper Bounds

ub-additional-info INTEGER ::= 1024
ub-bilateral-info INTEGER ::= 1024
ub-bit-options INTEGER ::= 16
ub-built-in-content-type INTEGER ::= 32767
ub-built-in-encoded-infor mation-types INTEGER ::= 32
ub-common-name-length INTEGER ::= 64
ub-content-correlator-length INTEGER ::= 512
ub-content-id-length INTEGER ::= 16
ub-content-length INTEGER ::= 2147483647
ub-content-types INTEGER ::= 1024
ub-country-name-alpha-length INTEGER ::=2
ub-country-name-numeric-length INTEGER ::= 3
ub-diagnostic-codes INTEGER ::= 32767
ub-deliverable-class INTEGER ::= 256
ub-dl-expansions INTEGER ::= 512
ub-domain-defined-attributesINTEGER ::=4
ub-domain-defined-attribute-type-length INTEGER ::=8
ub-domain-defined-attribute-value-length INTEGER ::= 128
ub-domain-name-length INTEGER ::= 16
ub-encoded-information-types INTEGER ::= 1024
ub-extension-attributes INTEGER ::= 256
ub-extension-types INTEGER ::= 256
ub-e163-4-number-length INTEGER ::= 15
ub-e163-4-sub-address-length INTEGER ::=40
ub-generation-qualifier-length INTEGER ::= 3
ub-given-name-length INTEGER ::= 16
ub-initials-length INTEGER ::=5
ub-integer-options INTEGER ::= 256
ub-labels-and-redirections INTEGER ::= 256
ub-local-id-length INTEGER ::= 32
ub-mta-name-length INTEGER ::= 32
ub-mts-user-types INTEGER ::= 256

-- thelargest integer in 32 bits

FigureB.1 (Part 1 of 2) - Abstract Syntax Definition of MTS Upper Bounds
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ub-numeric-user-id-length INTEGER ::= 32
ub-organization-name-length INTEGER ::= 64

ub-or ganizational-unit-name-length INTEGER ::= 32
ub-organizational-units INTEGER ::=4
ub-orig-and-dl-expansions INTEGER ::= 513 -- ub-dl-expansions plus one
ub-password-length INTEGER ::= 62
ub-pds-name-length INTEGER ::= 16
ub-pds-parameter-length INTEGER ::= 30
ub-pds-physical-address-linesINTEGER ::= 6
ub-postal-code-length INTEGER ::= 16
ub-privacy-mark-length INTEGER ::= 128
ub-queue-size INTEGER ::= 2147483647 -- thelargest integer in 32 bits
ub-reason-codes INTEGER ::= 32767
ub-recipient-number -for-advice-length INTEGER ::= 32
ub-recipients INTEGER ::= 32767
ub-redirection-classes INTEGER ::= 256
ub-redirectionsINTEGER ::=512

ub-restrictions INTEGER ::= 1024
ub-security-categoriesINTEGER ::= 64
ub-security-labels INTEGER ::= 256
ub-security-problems INTEGER ::= 256
ub-supplementary-info-length INTEGER ::= 256
ub-surname-length INTEGER ::=40
ub-teletex-private-use-length INTEGER ::= 128
ub-terminal-id-length INTEGER ::=24
ub-transfersINTEGER ::= 512

ub-tsap-id-length INTEGER ::= 16
ub-unformatted-address-length INTEGER ::= 180
ub-x121-address-length INTEGER ::= 16

END -- of MTSUpperBounds

FigureB.1 (Part 2 of 2) - Abstract Syntax Definition of MTS Upper Bounds

NOTE — As specified in 45.5.4 of ITU-T Rec. X.680 | ISO/IEC 8824-1, upper bounds on TeletexString are measured in
characters. A significantly greater number of octets will be required to hold such a value. As a minimum, 16 octets, @ twice t
specified upper bound, whichever is the larger, should be allowed.
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Annex C

Definition of 1988 M essage Transfer System Abstract Service

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex defines a version of the Message Transfer System Abstract Service which, when realised in protocol, will
interwork with the corresponding protocol defined in the previous edition of this Recommendation | International
Standard. It is provided for transition purposes only. This Annex is expected to be removed from the next edition.

The 1988 Message Transfer System Abstract Service is identical to the 1994 version defined in clause 8 except for the
Register and Delivery-control operations which are defined below, and in the following cases: in the
MTSBindArgument, MTSBindResult, InitiatorCredentials, ResponderCredentials, MessageDeliveryResult, and
ReportDeliveryResult defined in Figure2, components which follow the ellipsis ("...") are not defined for 1988
Application Contexts.

Cl Register-88

The Register-88 abstract-operation enables an MTS-user to make long-term changes to various parameters of the
MTS-user held by the MTS concerned with delivery of messages to the MTS-user.

Such changes remain in effect until overridden by re-invocation of the Register-88 abstract-operation. However, some
parameters may be temporarily overridden by invocation of the Delivery-control-88 abstract-operation.
NOTES

1  This abstract-operation shall be invoked before any other submission-port, delivery-port or administration-port
abstract-operation may be used, or an equivalent registration by local means shall have taken place.

2 This abstract-operation does not encompass the standing parameters implied by the Alternate Recipient Assignment
element-of-service and the Restricted Delivery element-of-service defined in ITU-T Rec. X.400 and I SO/IEC 10021-1. The manner in
which those parameters are supplied and modified are alocal matter.

C.1.1  Arguments

Table C.1 lists the arguments of the Register-88 abstract-operation, and for each argument qualifies its presence and
identifies the subclause in which the argument is defined.

Table C.1 — Register-88 Arguments

Argument Presence Subclause
Registration Arguments
User-name o 841111
User-address 0] 841112
Deliverable-encoded-information-types (@) Clia
Deliverable-content-types (@) Cl12
Deliverable-maximum-content-length (@) C.113
Reci pi ent-assigned-alternate-reci pient (@) Cl14
User-security-labels (@) C.115
Default Delivery Control Arguments 8.4.1.1.1.7
Restrict 0] 831311
Permissible-operations (@) 8.3.13.1.2
Permissible-lowest-priority (@) 8.3.13.13
Permi ssible-encoded-information-types (@) c2l1
Permi ssible-content-types (@) 8.3.1.3.15
Permi ssible-maximum-content-length (@) 8.3.1.3.1.6
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C.1.1.1 Déliverable-encoded-information-types

This argument indicates the encoded-infor mation-types that the MTS shall permit to appear in messages delivered to
the MTS-user, if they are to be changed. It may be generated by the MTS-user.

The MTS shall reject as undeliverable any message for an MTS-user for which the MTS-user is not registered to accept
delivery of al of the encoded-infor mation-types of the message. The MTS-user may register to receive the unknown
encoded-infor mation-type. Deliver able-encoded-infor mation-types also indicate the possible encoded-infor mation-
types which implicit conversion may usefully produce.

In the absence of this argument, the deliver able-encoded-infor mation-types shall remain unchanged.

C.1.1.2 Deliverable-content-types

This argument indicates the content-types that the MTS shall permit to appear in messages delivered to the MTS-user, if
they are to be changed. It may be generated by the MTS-user.

The MTS shall reject as undeliverable any message for an MTS-user for which the MTS-user is not registered to accept
delivery of the content-types of the message. The MTS-user may register to receive the unidentified content-type.

In the absence of this argument, the deliver able-content-types shall remain unchanged.

C.1.1.3 Déliverable-maximum-content-length

This argument contains the content-length, in octets, of the longest-content message that the MTS shall permit to appear
in messages delivered to the MTS-user, if it isto be changed. It may be generated by the MTS-user.

The MTS shall rgject as undeliverable any message for an MTS-user for which the MTS-user is not registered to accept
delivery of messages of its size.

In the absence of this argument, the deliver able-maximum-content-length of messages shall remain unchanged.

C.1.1.4 Recipient-assigned-alter nate-recipient

This argument contains the OR-name of an alternate-recipient, specified by the MTS-user, to which messages are to be
redirected, if the alternate-recipient is to be changed. It may be generated by the MTS-user. A different value of this
argument may be specified for each value of user-security-labels.

If arecipient-assigned-alter nate-recipient is registered and associated with a value of user-security-labels, messages
bearing a matching message-security-label shall be redirected to the alternate-recipient. Messages bearing a message-
security-label for which no recipient-assigned-alter nate-recipient has been registered, shall not be redirected to a
r ecipient-assigned-alter nate-recipient.

If asingle recipient-assigned-alter nate-recipient is registered, and not associated with a value of user-security-labels,
all messages shall be redirected to the alternate-recipient.

The recipient-assigned-alter nate-recipient shall contain the OR-name of the alternate-recipient. If the recipient-
assigned-alternate-recipient contains the OR-name of the MTS-user (see 8.4.1.1.1.1), no recipient-assigned-
alternate-recipient is registered.

In the absence of this argument, the recipient-assigned-alter nate-r ecipient, if any, remains unchanged.

C.1.1.5 User-security-labels

This argument contains the security-labels of the MTS-user, if they are to be changed. It may be generated by the
MTS-user.

A recipient-assigned-alter nate-recipient may be registered for any value of user-security-labels.
In the absence of this argument, the user -security-labels remain unchanged.

Some security-policies may only permit the user-security-labels to be changed in this way if a secure link is employed.
Other local means of changing the user -security-labelsin a secure manner may be provided.

C.12 Results
The Register-88 abstract-operation returns an empty result as indication of success.
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C.13 Abstract-errors

Table C.2 lists the abstract-errors that may disrupt the Register-88 abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table C.2 — Register-88 Abstract-errors

Abstract-error Subclause
Register-rejected 8421
Remote-bind-error 8.2.2.10

Cc.2 Delivery-control-88

The Delivery-control-88 abstract-operation enables the MTS-user to temporarily limit the delivery-port abstract-
operations that the MTS may invoke, and the messages that the MTS may deliver to the MTS-user via the Message-
delivery abstract-operation.

The MTS shall hold until alater time, rather than abandon, abstract-operations and messages presently forbidden.

The successful completion of the abstract-operation signifies that the specified controls are now in force. These controls
supersede any previoudly in force, and remain in effect until the association is released, the MTS-user re-invokes the
Delivery-control-88 abstract-operation, or the MTS-user invokes the administration-port Register-88 abstract-operation
to impose constraints more severe than the specified controls.

The abstract-operation returns an indication of any abstract-operations that the MTS would invoke, or any message types
that the MTS would deliver or report, were it not for the prevailing controls.

c21 Arguments

Table C.3 lists the arguments of the Delivery-control-88 abstract-operation, and for each argument qualifies its presence
and identifies the subclause in which the argument is defined.

Table C.3 — Delivery-control-88 Arguments

Argument Presence Subclause
Delivery Control Arguments

Restrict @) 831311
Permissible-operations (@) 8.3.13.1.2
Permissible-lowest-priority (@) 8.3.1.3.13
Permi ssible-encoded-information-types (@) c2l1
Permissible-content-types (@) 8.3.1.3.15
Permi ssible-maximum-content-length (@) 8.3.1.3.1.6
Permissible-security-context (@) 8.3.1.3.17

C.2.1.1 Permissible-encoded-information-types

This argument indicates the only encoded-infor mation-types that shall appear in messages that the MTS shall deliver to
the MTS-user viathe Message-delivery abstract-operation. It may be generated by the MTS-user.

The permissible-encoded-infor mation-types specified shall be among those alowed long-term due to a previous
invocation of the administration-port Register abstract-operation (deliver able-encoded-infor mation-types).

In the absence of this argument, the permissible-encoded-information-types that the MTS may deliver to the
MTS-user are unchanged. If there has been no previous invocation of the Delivery-control abstract-operation on the
association, the default control registered with the MTS by means of the administration-port Register abstract-operation

shall apply.
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c.22 Results

The results of the Delivery-control-88 abstract-operation are identical to the results of the Delivery-control abstract-
operation which are defined in 8.3.1.3.2.

Cc.23 Abstract-errors

Table C.4 lists the abstract-errors that may disrupt the Delivery-control-88 abstract-operation, and for each abstract-error
identifies the subclause in which the abstract-error is defined.

Table C.4 — Delivery-control-88 Abstract-errors

Abstract-error Subclause
Control-violates-registration 8322
Security-error 8.3.2.3

MTSAbstractService88 { joint-iso-itu-t mhs(6) mts(3) modules(0) mts-abstract-service(1)
version-1988(1988) }

DEFINITIONSIMPLICIT TAGS::=

BEGIN
-- Prologue
-- Exports everything
IMPORTS
-- Remote Operations

CONTRACT

FROM Remote-Operations-Infor mation-Objects{ joint-iso-itu-t remote-oper ations(4)
infor mationObj ects(5) version1(0) }

-- MTS Abstract Service Parameters

ABSTRACT-OPERATION, change-credentials, ContentL ength, ContentTypes, Contrals,
control-violates-registration, DefaultDeliveryControls, Encodedl nfor mationTypes, message-delivery,
MHS-OBJECT, mts-connect, PORT, RecipientAssignedAlter nateRecipient, register -rejected, report-delivery,
SecurityL abel, security-error, submission, User Address, User Name, Waiting

FROM MT SAbstractService{ joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(1) version-1994(0) }

-- Object Identifiers

id-ct-mts-access, id-ct-mts-for ced-access, id-ot-mts, id-ot-mts-user, id-pt-administration, id-pt-delivery

FROM MT SObjectldentifiers { joint-iso-itu-t mhs(6) mts(3) modules(0)
object-identifiers(0) }

-- Operation Codes

op-delivery-control, op-register

FROM MT SAccessProtocol { joint-iso-itu-t mhs(6) protocols(0) modules(0)
mts-access-protocol (1) version-1994(0) }

-- Upper Bounds
ub-content-types, ub-labels-and-redirections

FROM MT SUpperBounds{ joint-iso-itu-t mhs(6) mts(3) modules(0) upper-bounds(3) };

Figure C.1 (Part 1 of 2) — Abstract Syntax Definition of the 1988 MTS Abstract Service
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-- Objects

mts-88 MHS-OBJECT ::= {
INITIATES
RESPONDS
ID

mts-user-88 MHS-OBJECT ::={
INITIATES
RESPONDS
1D

-- Contracts

mts-access-contract-88 CONTRACT ::={
CONNECTION
INITIATOR CONSUMER OF
1D

ISO/IEC 10021-4 : 1997 (E)

{ mts-for ced-access-contract-88 }
{ mts-access-contract-88 }
{id-ot-mts 88} }

{ mts-access-contract-88 }
{ mts-for ced-access-contract-88 }
{id-ot-mts-user 88} }

mts-connect
{ submission | delivery-88 | administration-88 }
{ id-ct-mts-access 88} }

mts-for ced-access-contract-88 CONTRACT ::={

CONNECTION

mts-connect

RESPONDER CONSUMER OF { submission | delivery-88 | administration-88 }

ID

-- Ports

delivery-88 PORT ::={
CONSUMER INVOKES
SUPPLIER INVOKES
ID

administration-88 PORT ::={
OPERATIONS
CONSUMER INVOKES
ID

-- Ddlivery Port

{ id-ct-mts-forced-access 88 } }

{ delivery-control-88}
{ message-delivery | report-delivery }
{id-pt-delivery 88} }

{ change-credentials}
{register-88}
{ id-pt-administration 88} }

delivery-control-88 ABSTRACT-OPERATION ::={

ARGUMENT

RESULT

ERRORS

INVOKE-PRIORITY

CODE
DeliveryControls88 ::= SET {

DeliveryControls88

Waiting

{ control-violates-registration | security-error }
{3}

op-delivery-control }

COMPONENTS OF Controls (WITH COMPONENTS{

per missible-encoded-infor mation-types ABSENT } ),

per missible-encoded-infor mation-types-88 EncodedI nformationTypes OPTIONAL }

-- Administration Port

register-88 ABSTRACT-OPERATION ::={

ARGUMENT
RESULT
ERRORS
INVOKE-PRIORITY
CODE

Register88::= SET {

Register 88

NULL
{register-rgjected }
{5}

op-register }

user-name User Name OPTIONAL,

user-address [0] User Address OPTIONAL,

deliver able-encoded-infor mation-types Encodedl nformationTypes OPTIONAL,
deliver able-maximum-content-length [1] EXPLICIT ContentLength OPTIONAL,
default-delivery-controls[2] EXPLICIT DefaultDeliveryControls OPTIONAL,
deliverable-content-types [3] ContentTypes OPTIONAL,

labels-and-redirections[4] SET SIZE (1..ub-labels-and-redir ections) OF

LabelAndRedirection OPTIONAL }

LabelAndRedirection ::= SET {

user-security-label [0] User SecurityL abel OPTIONAL,
recipient-assigned-alter nate-recipient [1] RecipientAssignedAlter nateRecipient OPTIONAL }

User SecurityL abel ::= SecurityL abel
END -- of MTSAbstractService88

Figure C.1 (Part 2 of 2) — Abstract Syntax Definition of the 1988 MTS Abstract Service
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Annex D

Differ ences between | SO/I EC 10021-4 and | TU-T Recommendation X.411

(This annex does not form an integral part of this Recommendation | International Standard)

This annex identifies the technica differences between ITU-T Rec. X.411 and | SO/IEC 10021-4.

They are:

— In ITU-T Rec. X.411, size constraints are applied to a number of protocol fields (see Annex B).
In ISO/IEC 10021-4, the actual values of the constraints are not an integral part of the standard.
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Series A
Series B
Series C
Series D
Series E
Series F
Series G
Series H
Series |
Series J
Series K

Series L

Series M

Series N
Series O
Series P
Series Q
Series R
Series S
Series T
Series U
Series V
Series X

Series Z

I TU-T RECOMMENDATIONS SERIES

Organization of the work of the ITU-T
Means of expression

General telecommunication statistics
Genera tariff principles

Telephone network and ISDN
Non-telephone telecommunication services
Transmission systems and media
Transmission of non-telephone signals
Integrated services digital network
Transmission of sound-programme and television signals
Protection against interference

Construction, installation and protection of cables and other elements of outside
plant

Maintenance: international transmission systems, telephone circuits, telegraphy,
facsimile and leased circuits

Maintenance: international sound-programme and television transmission circuits
Specifications of measuring equipment

Telephone transmission quality

Switching and signalling

Telegraph transmission

Telegraph services terminal equipment

Terminal equipments and protocols for telematic services

Telegraph switching

Data communication over the telephone network

Data networ ks and open system communication

Programming languages
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