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TECHNICAL REPORT 9577

ITU-T RECOMMENDATION X.263

INFORMATION TECHNOLOGY — PROTOCOL IDENTIFICATION
IN THE NETWORK LAYER

Summary

This Recommendation | Technical Report describes a means to permit protocols at the Network Layer to be identified. In
addition, this Recommendation | Technical Report provides arecord of the values of protocol identifiers which have been
allocated.

Source

The ITU-T Recommendation X.263 was approved on the 25th of September 1998. The identical text is also published as
ISO/IEC Technical Report 9577.

ITU-T Rec. X.263 (1998 E) i



FOREWORD

ITU (International Telecommunication Union) is the United Nations Specialized Agency in the field of telecommuni-
cations. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent organ of the ITU. The ITU-T is
responsible for studying technical, operating and tariff questions and issuing Recommendations on them with a view to
standardizing telecommunications on aworldwide basis.

The World Telecommunication Standardization Conference (WTSC), which meets every four years, establishes the
topics for study by the ITU-T Study Groups which, in their turn, produce Recommendations on these topics.

The approval of Recommendations by the Members of the ITU-T is covered by the procedure laid down in WTSC
Resolution No. 1.

In some areas of information technology which fall within ITU-T’'s purview, the necessary standards are prepared on a
collaborative basis with SO and |EC.

NOTE

In this Recommendation the term recognized operating agency (ROA) includes any individual, company, corporation or
governmental organization that operates a public correspondence service. The terms Administration, ROA and public
correspondence are defined in the Constitution of the ITU (Geneva, 1992).

INTELLECTUAL PROPERTY RIGHTS

The ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve the
use of a claimed Intellectual Property Right. The ITU takes no position concerning the evidence, validity or applicability
of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of the Recommendation
development process.

As of the date of approval of this Recommendation, the ITU had not received notice of intellectual property, protected by
patents, which may be required to implement this Recommendation. However, implementors are cautioned that this may
not represent the latest information and are therefore strongly urged to consult the TSB patent database.

0 ITU 1999

All rights reserved. No part of this publication may be reproduced or utilized in any form or by any means, electronic or
mechanical, including photocopying and microfilm, without permission in writing from the ITU.

i ITU-T Rec. X.263 (1998 E)
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I ntroduction

Identifying protocols by information in a uniform part of the protocol control information fulfils two requirements:
a) It enables an entity to verify that the protocol received is of the type and kind expected; and

b) It permits an entity to discriminate among a number of different protocols (both OSI and non-OSl) that
might co-exist in a common environment.

This Recommendation | Technical Report contains a description of the means used to identify protocols and where that
information is located in a protocol, together with a record of those values of protocol identifiers which have been used
by ITU-T and ISO/IEC, and by other authorities. This Recommendation | Technical Report does not attempt to provide
any general architectural principles for the functions of protocol identification, nor does it attempt to provide judgements
asto whether a protocol might have more than one value of protocol identifier.

By reference to this Recommendation | Technical Report, future protocols can be developed to include a protocol
identifier and the values of such protocol identifiers can be chosen on a knowledgeable basis.

iv ITU-T Rec. X.263 (1998 E)
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TECHNICAL REPORT

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — PROTOCOL IDENTIFICATION
IN THE NETWORK LAYER

1 Scope

This Recommendation | Technical Report provides:
a) thedescription of ameansto permit a protocol to be identified;

b) arecord of the structure and allowable ranges of protocol identifier(s) which can be assigned by ITU-T,
I SO/IEC and other authorities,

¢) arecord of the values of protocol identifiers used by OSI Network layer protocols and non-OS| protocols
occupying a similar position: in particular, protocols with protocol control information commencing in
octet 1 of the protocol data unit (header-oriented protocols), and protocols with protocol control
information commencing in the final octet of the protocol data unit (trailer-oriented protocols), are
covered; and

d) arecord of the values that are in use as protocol control information in non-Network layer protocols where
they impact on Network layer protocol identification.

The application of this Recommendation | Technical Report is:

@) in the identification of internationally standardized Network layer protocols operating directly above the
Data Link service;

b) in the identification of protocols used in conjunction with internationally standardized Network |ayer
protocols that operate directly above the Data Link service; and

c) to distinguish between Internationally standardized Network layer protocols, and other internationally
standardized protocols used in conjunction with internationally standardized Network layer protocols.

This Recommendation | Technical Report is for use by ITU-T Study Groups, ISO/IEC Technical Committees and other
authorities in applying the principles contained in clause 4, and in selecting an unused value or values from the range of
values permitted in clauses 5 or 6, as appropriate. When a new value is selected, that value and its usage should be
brought to the attention of ITU-T Study Group 7 or ISO/IEC JTC 1 SC6 so that this Recommendation | Technical Report
can be amended.

2 References

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | Technical Report. At the time of publication, the editions indicated were
valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | Technical Report are encouraged to investigate the possibility of applying the most recent edition of
the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently valid
International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently valid
ITU-T Recommendations.

ITU-T Rec. X.263 (1998 E) 1
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21

22

23

Identical Recommendations| International Standards

— ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
I nterconnection — Basic Reference Model: The Basic Model.

— ITU-T Recommendation X.224 (1995) | ISO/IEC 8073:1997, Information technology — Open Systems
I nterconnection — Protocol for providing the connection-mode transport service.

— ITU-T Recommendation X.233 (1993) | ISO/IEC 8473-1:1994, Information technology — Protocol for
providing the connectionless-mode network service: Protocol specification.

— ITU-T Recommendation X.260 (1996) | ISO/IEC 14765:1997, Information technology — Framework for
protocol identification and encapsulation.

— ITU-T Recommendation X.273 (1994) | ISO/IEC 11577:1995, Information technology — Open Systems
I nterconnection — Network layer security protocol.

— ITU-T Recommendation X.633 (1996) | ISO/IEC 14700:1997, Information technology — Open Systems
I nterconnection — Network Fast Byte Protocol.

— ITU-T Recommendation X.634 (1996) | ISO/IEC 14699:1997, Information technology — Open Systems
I nterconnection — Transport Fast Byte Protocol.
Paired Recommendations | I nternational Standards equivalent in technical content

— ITU-T Recommendation X.223 (1993), Use of X.25 to provide the OS connection-mode network service
for ITU-T applications.

ISO/IEC 8878:1992, Information technology — Telecommunications and information exchange between
systems — Use of X.25 to provide the OS Connection-mode Network Service.

— ITU-T Recommendation X.264 (1993), Transport protocol identification mechanism.
ISO/IEC 11570:1992, Information technology — Telecommunications and information exchange between
systems — Open Systems Interconnection — Transport protocol identification mechanism.

Additional references

—  CCITT Recommendation G.764 (1990), Voice packetization — Packetized voice protocols.

— ITU-T Recommendation 1.365.2 (1995), B-ISDN ATM adaptation layer sublayers. Service specific
coordination function to provide the connection-oriented network service.

— ITU-T Recommendation 1.365.3 (1995), B-ISDN ATM adaptation layer sublayers. Service specific
coordination function to provide the connection-oriented transport service.

— ITU-T Recommendation Q.931 (1993), ISDN user-network interface layer 3 specification for basic call
control.

— ITU-T Recommendation Q.932 (1993), Generic procedures for the control of ISDN supplementary
Services.

— ITU-T Recommendation Q.933 (1995), Sgnalling specifications for frame mode switched and permanent
virtual connection control and status monotoring.

— ITU-T Recommendation Q.2119 (1996), B-ISDN ATM adaptation layer — Convergence function for
SSCOP above the frame relay core service.

ITU-T Rec. X.263 (1998 E)
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— ITU-T Recommendation Q.2931 (1995), Digital Subscriber Signalling System No. 2 — User-Network
Interface (UNI) layer 3 specification for basic call/connection control.

— ITU-T Recommendation T.70 (1993), Network-independent basic transport service for the telematic
Services.

— ITU-T Recommendation X.25 (1996), Interface between Data Terminal Equipment (DTE) and Data
Circuit-terminating Equipment (DCE) for terminals operating in the packet mode and connected to public
data networks by dedicated circuit.

— ITU-T Recommendation X.29 (1993), Procedures for the exchange of control information and user data
between a Packet Assembly/Disassembly (PAD) facility and a packet mode DTE or another PAD.

— ITU-T Recommendation X.36 (1995), Interface between Data Terminal Equipment (DTE) and Data
Circuit-terminating Equipment (DCE) for public data networks providing frame relay data transmission
service by dedicated circuit.

— ITU-T Recommendation X.37 (1995), Encapsulation in X.25 packets of various protocols including frame
relay.

— ITU-T Recommendation X.39 (1996), Procedures for the exchange of control information and user data
between a Facsimile Packet Assembly/Disassembly (FPAD) facility and a packet mode Data Terminal
Equipment (DTE) or another FPAD.

— ITU-T Recommendation X.45 (1996), Interface between Data Terminal Equipment (DTE) and Data
Circuit-terminating Equipment (DCE) for terminals operating in the packet mode and connected to public
data networks, designed for efficiency at higher speeds.

— ITU-T Recommendation X.48 (1996), Procedures for the provision of a basic multicast service for Data
Terminal Equipments (DTES) using Recommendation X.25.

— ITU-T Recommendation X.49 (1996), Procedures for the provision of an extended multicast service for
Data Terminal Equipments (DTES) using Recommendation X.25.

— CCITT Recommendation X.610 (1992), Provision and support of the OS connection-mode network
service.

— ISO/NEC 8208:1995, Information technology — Data communications — X.25 Packet Layer Protocol for
Data Terminal Equipment.

— ISO/NEC 8802 (All parts), Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks.

— 1SO 9542:1988Y), Information processing systems — Telecommunications and information exchange
between systems — End system to Intermediate system routeing exchange protocol for use in conjunction
with the Protocol for providing the connectionless-mode network service (1S0O 8473).

— ISO/IEC 10030:1995, Information technology — Telecommunications and information exchange between
systems — End System Routeing Information Exchange Protocol for use in conjunction with
| SO/IEC 8878.

— ISO/IEC 10589:1992, Information technology — Telecommunications and information exchange between
systems — Intermediate system to Intermediate system intra-domain routeing information exchange
protocol for use in conjunction with the protocol for providing the connectionless-mode Network Service
(1SO 8473).

— ISO/IEC 10747:1994, Information technology — Telecommunications and information exchange between
systems — Protocol for exchange of inter-domain routeing information among intermediate systems to
support forwarding of 1SO 8473 PDUs.

— ISO/IEC 11572:1997, Information technology — Telecommunications and information exchange between
systems — Private Integrated Services Network — Circuit mode bearer services — Inter-exchange signalling
procedures and protocol.

— ISO/IEC 11582:1995, Information technology — Telecommunications and information exchange between
systems — Private Integrated Services Network — Generic functional protocol for the support of
supplementary services — Inter-exchange signalling procedures and protocol.

1) Currently under revision.

ITU-T Rec. X.263 (1998 E) 3
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— ISO/IEC TR 13532:1995, Information technology — Telecommunications and information exchange
between systems — Protocol combinations to provide and support the OSl Network Service.

— RFC 791, Internet Protocol. J. Postel (September 1981).
—  RFC 1548, The Point-to-Point Protocol (PPP). W. Smpson (December 1993).
— RFC 2460, Internet Protocol, Version 6 (IPv6) Specification (December 1998).

— FRF9 (Frame Relay Forum), Data Compression over Frame Relay Implementation Agreement
(January 1996).

— FRF.12 (Frame Relay Forum), Fragmentation over Frame Relay Implementation Agreement
(December 1997).

—  FRF.priv (Frame Relay Forum), Frame Relay Privacy Implementation Agreement.

— FRF.OA&M (Frame Relay Forum), Frame Relay Operations, Administration and Maintenance (OA&M)
Protocol and Procedures I mplementation Agreement.

3 Abbreviations

For the purposes of this Recommendation | Technical Report, the following abbreviations apply:
GFI Genera Format Identifier
IPl Initial Protocol Identifier
NCMS Network Connection Management Subprotocol
oSl Open Systems I nterconnection
PDU Protocol Data Unit
SPI Subsequent Protocol Identifier

TPDU  Transport Protocol Data Unit

4 Protocol identifiers

The protocol operating directly over the Data Link layer is termed the initial protocol and is identified by the Initial
Protocol Identifier (1PI).

The protocol carried by the initial protocol is termed the subsequent protocol and is identified by a Subsequent Protocol
Identifier (SPI).

The subsequent protocol can carry further subsequent protocols, identified by further SPIs, iteratively.

For the purposes of this Recommendation | Technical Report, the octets referred to as 1Pl and SPI are viewed as protocol
identifiers. In some cases the protocol itself gives other names to these octets, and might also view the function of the
octets as being distinct from protocol identification. ITU-T Rec. X.25 and I1SO/IEC 8208 provide an example (see Annex
A). It is possible to identify such protocols by the means described in this Recommendation | Technical Report. It is also
possible for agiven protocol to be identified in more than one way, in different contexts.

ITU-T Rec. X.260 | ISO/IEC 14765 contains a more detail ed specification of the framework for protocol identification on
which the above concepts are based.

NOTE — Guidelines for the processing of protocol identifiers are given in Annex B.

4 ITU-T Rec. X.263 (1998 E)
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5 Initial protocol identifier

51 General

The location of the IPI for a header-oriented protocol is the first octet of the protocol control information; this is depicted
in Figure 1. The value of the IPI unambiguoudly identifiesthe initial protocol within the set of header-oriented protocols.

Data Link service data unit

Octet 1

Initial Protocol
Identifier

\

Network layer
Y protocol control information

< >

Location of the IPI

TISO7040-96/d01

Figure 1 —Location of the I PI

The location of the IPI for atrailer-oriented protocol is the final octet of the protocol control information; thisis depicted
in Figure 2. The value of the IPlI unambiguously identifies the initial protocol within the set of trailer-oriented protocols.

It is not possible in general to mix header-oriented and trailer-oriented protocols on the same data link: a priori
knowledge is needed of the nature of the protocols to be received at a particular Data Link service access point.

Data Link service data unit

¥

Last octet

Initial Protocol
Identifier

Network layer
g protocol control information

< »

Location of the IPI

TISO8740-98/d02

Figure 2 —Location of the I PI for trailer-oriented protocols

ITU-T Rec. X.263 (1998 E) 5
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5.2 Assignment structur e for header-oriented protocols
The structure applied to the values of the IPI for header-oriented protocolsis depicted in Table 1.

With the exception of protocol identifiers used by ITU-T Rec. X.25 and ISO/IEC 8208, hits 8, 7, 6, and 5 of the IPI
indicate the administrative authority which is responsible for assigning a combination of the associated bits 4, 3, 2 and 1
to aninitial protocol.

Table 1 - Structure of the I PI octet for header-oriented protocols

Bit pattern Allocation category

0O 0 O O O O O O] AllocationbyISO/IEC

through to and including Allocation by ITU-T
o 0 0 0 1 1 1 1
x x 0 1 x x x X |ITU-TRec. X.25and|SO/IEC 8208
x x 1 0 x x Xx X |ITU-TRec. X.25and|SO/IEC 8208
0 0 1 1 x x x X |ITU-TRec. X.25and|SO/IEC 8208
0 1 0 0 0 O x x| AllocationbyISO/IEC
0 1 0 0 O 1 0 O | AllocaonbyITU-T
o 1 0 0 0 1 0 1
through to and including Allocation by ISO/IEC
o 1 0 0 1 1 1 1
0 1 1 1 x x x x| JointalocationbyITU-T andISO/IEC
1 0 0 0 x x x x| AllocationbyISO/IEC
1 0 1 1 x x x x| AllocaionbylITU-T
1 1 0 0 x x x x| Notcategorized by this Recommendation | Technical Report (Note)
11 1 1 0 0 0 O
through to and including Joint Allocation by ITU-T and ISO/IEC
11 1 1 1 1 1 O

1 1 1 1 1 1 1 1 | Reservedforextension, seeTable?2

NOTE — Although not categorized by this Recommendation | Technica Report, the codepoints 1100 1100 and 1100 1111 are in
widespread use (see Table 2 and Annex C).

5.3 Values assigned to the | PI for header-oriented protocols

Table 2 records the values that have been assigned to specific protocols. Vaues not recorded are reserved and available
for allocation by the administrative authorities specified by the structure depicted in 5.2.

A specific value is reserved to indicate the null Network layer. One value is reserved for future extension to this
Recommendation | Technical Report.

6 ITU-T Rec. X.263 (1998 E)
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Table2 —Valuesassigned to the I PI octet for header-oriented protocols

Bit pattern Protocol

0 0 O O O O O O | NullNetworklayer (Note1)
0O 0 0O O O O O 1]ITU-TRec. T.70(Minimum Network layer functionality)
0 0 O O O O 1 1]ITU-TRec. X.633(Network layer fast-byte protocol)
0 0 0 0O 1 0 0 O |ITU-TRecs Q931 Q.932, Q.933, X.36, ISO/IEC 11572, ISO/IEC 11582
0O 0 0O O 1 0 1 O |ITU-TRec. Q.2119
0 0 0O O 1 0 O 1]|ITU-TRec Q.2931 (BroadbandISDN Signalling protocol)
x x 0 1 x x x X |ITU-TRec. X.25and|SO/IEC 8208 —Modulo 8
Xx x 1 0 x x x X |ITU-TRec. X.25and|SO/IEC 8208 —Modulo 128
0O 0 1 1 0 0 1 O |ITU-TRec. X.45
0 0 1 1 x x x Xx|ITU-TRec.X.25and|SO/IEC 8208 — GFI extension (except value 0011 0010)
0 1 0 0 0 1 0 O]|ITU-TRec.G.764
1 0 0 0O O O O O | IEEESNAP,seeAnnexD
1 0 0 0 O O O 1 |ITU-TRec. X.233]|ISO/IEC 8473-1 (excluding theinactive subset)
0 0 1 0]1S0942
0

1 1 | ISO/NEC 10589

0
0

1 0 0 0 0 1 0 1 |ISOIEC10747(Note3)
0 1 0 1 O |ISO/IEC 10030
0 1 0 1 1 |ITU-TRec X.273|ISO/EC 11577
0 1 1 1 O |RFC2460 (seeAnnexC)

1 0 1 1 0 0 0 O0]FRF9(Noted)

1 0 1 1 0 0 0 1|FRFI2(Noted)

1. 0 1 1 0 0 1 O0]|FRFOA&M

1 0 1 1 0 0 1 1|FRFpriv(Noteb)

1 1 0 0 |RFC791(seeAnnex C)

RFC 1548 (see Annex C)

=
N
o

o O o
=
[
[
[

1 0 O 1 1 1 1 | PrivateNetwork layer protocols

1 1 1 1 1 1 1 1 | Reservedforextension(Note?2).

NOTE 1 —-I1TU-T Rec. X.233 | ISO/IEC 8473-1 uses this value for the inactive subset.
NOTE 2 — The extension mechanisms will be the subject of joint development between ITU-T and | SO/IEC.

NOTE 3 — IPI assigned but not currently used since current usage of ISO/IEC 10747 PDUs is covered by the ITU-T Rec. X.233 |
ISO/IEC 8473-1 1PI.

NOTE 4 — The first octet of the decompressed PDU, when the | Pl indicates Data compression protocol, or of the reassembled PDU,
when the |PI indicates Fragmentation protocol, isitself an IPI octet.

NOTE 5 — Depending upon the protocol(s) that use it, this IPl may be followed by another I1PI, an SPI or no Protocol Identifier at
al.

ITU-T Rec. X.263 (1998 E) 7
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54 Assignment structurefor trailer-oriented protocols
The structure applied to the values of the IPI for trailer-oriented protocolsis depicted in Table 3.

Bits 8, 7, and 6 of the IPI indicate the administrative authority which is responsible for assigning a combination of the
associated bits 5, 4, 3, 2 and 1 to an initia protocol.

Table 3— Structure of the I PI octet for trailer-oriented protocols

Bit pattern Allocation category

8 7 6 5 4 3 2 1

0 0 x x X x Xx X | AllocaionbyITU-T

0 1 x X X X X X | Reservedfor futureassignment to ITU-T and/or ISO/IEC
1 0 0 x x x x x| AllocationbyISO/IEC

1 0 1 x x x x x| AllocaionbylITU-T

11 0 0 0O 0O 0 O

through to and including Not categorized by this Recommendation | Technical Report

1 1 1 1 1 1 1 1 | Reservedforextension, seeTable4

55 Valuesassigned tothe Pl for trailer-oriented protocols

Table 4 records the values that have been assigned to specific protocols. Vaues not recorded are reserved and available
for allocation by the administrative authorities specified by the structure depicted in 5.4.

One valueis reserved for future extension to this Recommendation | Technical Report.

Table4—Valuesassigned to the I Pl octet for trailer-oriented protocols

Bit pattern Protocol

0 0 0O O O O O O]ITU-TRecs.1.365.2and1.365.3

1 1 1 1 1 1 1 1 | Reservedforextension(Note).

NOTE — The extension mechanisms will be the subject of joint development between ITU-T and ISO/IEC.

8 ITU-T Rec. X.263 (1998 E)
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6 Subsequent protocol identifier

6.1 General

An initial protocol can make provision for implicit or explicit mechanisms to list and/or negotiate the identity of
subsequent protocols to be carried by it. In the case of an explicit mechanism, the identity of the subsequent protocol is
given by the Subsequent Protocol Identifier (SPI).

For the purposes of this Recommendation | Technical Report, the SPI is the first octet of protocol control information in
each instance of communication of the subsequent protocol. This is depicted in Figure 3 where a subsequent protocol is
operating directly over theinitial protocol.

Data Link

Y, service data unit

o TREERE >

Octet 1

,_

= o
3 ==
253 Q5
o = =) %
&2 5=
=5 e
e S8
€ »s
= 2

Protocol control information
of the lowest sublayer of the
Network Layer

Next highest sublayer
of the Network Layer
if present

<

»

Location of the SPI

TISO7050-96/d03

NOTE — The term sublayer is used as defined in ITU-T Rec. X.200 | ISO/IEC 7498-1.

Figure 3— Location of the SPI

The value of the SPI:
@) identifies another OSI Network layer protocol;
b) identifies some other non-OS| protocol;

c) identifies that a set of protocols is encapsulated within the initial protocol — the method for identification
of the subsequent encapsulated protocol(s) is defined by the protocol associated with the SPI; or

d) isthat whichisin use by an OSl| Transport layer protocol.
It should be noted that in some cases an SPI might not be present, for example see Figure A.3.

It should also be noted that in case c), for the purposes of the initial protocol, the single-octet SPI defined here can be
separate from the mechanism used to identify subsequent protocols (in particular, that mechanism can use multi-octet
protocol identifiers specified by the protocol associated with the SPI; for example, see Annex D).

ITU-T Rec. X.263 (1998 E) 9



ISO/IEC TR 9577 : 1999 (E)

6.2 Assignment structur e for header-oriented protocols

The structure applied to the SPI isdepicted in Table 5.

Bits 8 and 7 of the SPI indicate the administrative authority (if any) which is responsible for assigning the associated
bits 6, 5, 4, 3, 2, and 1 to a subsequent protocol.

Table5— Structure of the SPI octet for header-oriented protocols

Bit pattern Allocation category

0 0 0O O O O O O | JointalocationbyITU-T and ISO/IEC (Note 1)

through to and including Allocation by ITU-T
o 0 1 1 1 1 1 1
0 1 x x Xx X Xx x| Allocationby ISO/IEC Nationa Bodies (Note 2)
1 0 0 x x x x x| AllocationbyISO/IEC
1 0 1 x x x x x| AllocaionbyITU-T
11 0 0 0O O 0 o
through to and including Not categorized by this Recommendation | Technical Report (Note 3)
11 1 1 1 1 1 O

1 1 1 1 1 1 1 1 | Reservedforextension, seeTable6.

NOTE 1 — The genera principle of bits 8 and 7 identifying the administrative authority is used by this Recommendation | Technical
Report. Where bits 8 and 7 are 00 this identifies ITU-T. However, it has been necessary for ISO/IEC to use the particular value
0000 0000 as an SPI for a certain protocol. Thisis not expected to cause interworking problems.

NOTE 2 — The alocation of SPIs by ISO/IEC National Bodies should be done with extreme care as it is possible that different
National Bodies could allocate the same identifier to different protocols, or different identifiers to the same protocols. In such cases
interworking problems may result.

NOTE 3 — Although not categorized by this Recommendation | Technical Report, the codepoints 1100 1100 and 1100 1111 arein
widespread use (see Table 6 and Annex C).

6.3 Values assigned to the SPI for header-oriented protocols

Table 6 records the values that have been assigned to specific protocols which operate over the initia protocol. Values
not recorded are reserved and available for allocation by the administrative authorities specified by the structure depicted
in6.2.

10 ITU-T Rec. X.263 (1998 E)
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Table 6 — Values assigned to the SPI octet for header-oriented protocols

Bit pattern Protocol
8 7 6 5 4 3 2 1
0 0 0O 0O O O O O |ITU-TRec. X.233|ISO/IEC 8473-1 Inactive subset, ITU-T Rec. X.37 multi-protocol
encapsulation (Note 1)
0 0 0 0 0 O O 1|ITU-TRec. X.29
0 0 O O O O 1 O]ITU-TRec.T.70 Transport layer procedure (Note 2).
0 0 0 0 0 0 1 1
through to and including Reserved —in use by ITU-T Rec. X.224 | ISO/IEC 8073, Annex B and ITU-T Rec. X.264
and | SO/IEC 11570 (Notes 2 and 3)
o 0 1 1 1 1 1 1
1 0 0 0 0O O 0 O |IEEESNAP (seeAnnexD)
1 0 0 0 O O O 1 |ITU-TRec. X.233]|ISO/IEC 8473-1 (excluding theinactive subset)
1 0 0 0 0 0O 1 O0]Is0942
1 0 0 0 O O 1 1| ISO/NEC10589
1 0 0 0 O 1 0 O |ISO/IECS8878, Annex A
1 0 0 0 O 1 0 1| ISOIEC10747
1 0 0 0 1 0 1 O | ISO/IEC10030
1 0 0 0 1 0 1 1 |ITU-TRec X.273|ISO/IEC 11577
1 0 0 0 1 1 1 O |RFC2460 (seeAnnexC)
1 0 0 0O 1 1 1 1| PrivateNetwork layer protocols
1 0 1 0 0 0 0 O |ITU-TRec. X.37, identification by other means
1 0 1 0 0O O O 1]|ITU-TRec X.39
1 0 1 0 0 0 1 O | ITU-TRec. X.634]|ISO/EC 14699 (Note 2)
1 0 1 0 0 1 0 O] ITU-TRecs X.48andX.49
1 0 1 0 1 0 0 O | ITU-TRec. X.37, encapsulation of framerelay
1 0 1 1 0 0 0 O | FRF9(seeAnnexE)
1 0 1 1 0 0 0 1| FRF12(seeAnnexE)
1 0 1 1 0 0 1 O | FRF.OA&M (seeAnnexE)
1 0 1 1 0 0 1 1| FRFpriv(seeAnnexE)
1 1 0 0 1 1 0 O | RFC791(seeAnnexC)
1 1 0 0 1 1 1 1 | RFC1548(seeAnnexC)
1 1 1 1 1 1 1 1 | Reservedforextension(Note4).

NOTE 1 — No interworking problems are likely to arise from the (apparent) conflict of assignment for the SPI value 0000 0000. It
is not expected that the inactive subset of ITU-T Rec. X.233 | ISO/IEC 8473-1 will be conveyed using ITU-T Rec. X.37 in away
that would cause this SPI value identifying the inactive subset to occur.

NOTE 2 — These are not Network layer protocol identifiers. The values shown are used by the respective higher layer protocol;
they are not used for higher layer protocol identification.

NOTE 3 — These values are not used for identification. However, the receipt of these values confirms the use of the Transport layer
protocol identification mechanism as defined in ITU-T Rec. X.264 and ISO/IEC 11570 and ITU-T Rec. X.224 | ISO/IEC 8073,
Annex B (known a priori).

NOTE 4 — The extension mechanisms will be the subject of joint development between ITU-T and | SO/IEC.

ITU-T Rec. X.263 (1998 E) 11
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6.4 Assignment structurefor trailer-oriented protocols
The structure applied to the SPI for trailer-oriented protocolsisidentical to that for the IPI, depicted in Table 3.

Bits 8, 7 and 6 of the SPI indicate the administrative authority (if any) which is responsible for assigning the associated
bits 5, 4, 3, 2, and 1 to a subsequent protocol.

6.5 Values assigned to the SPI for trailer-oriented protocols

Table 7 records the values that have been assigned to specific protocols which operate over the initia protocol. Values
not recorded are reserved and available for allocation by the administrative authorities specified by the structure depicted
in Table 3.

Table 7 —Valuesassigned to the SPI octet for trailer-oriented protocols

Bit pattern Protocol

0 0 0O O O O O O]ITU-TRecs.1.365.2and1.365.3

1 1 1 1 1 1 1 1 | Reservedforextension(Note).

NOTE — The extension mechanisms will be the subject of joint development between ITU-T and ISO/IEC.

12 ITU-T Rec. X.263 (1998 E)
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Annex A

Thelocation and use of protocol identifiersin X.25 Packet Layer Protocol

(Thisannex forms an integral part of this Recommendation | Technical Report)

This annex shows examples of protocol identifiers when the X.25 Packet Layer Protocol specified in ITU-T Rec. X.25
and/or 1SO/IEC 8208 is used as the initial protocol in various situations. These examples assume that the systems operate
in an OSI environment, and that the X.25 or | SO/IEC 8208 protocol is operating in modulo 8 or modulo 128.

NOTE 1 — In modulo 8 or modulo 128 operation of ITU-T Rec. X.25 and 1SO/IEC 8208, the first octet consists of the General
Format Identifier (GFI) and the upper four bits of the logical channel identifier. This first octet also serves as the Initia Protocol
Identifier (IPI). In modulo 32 768 operation, the first octet is an IPl and is separate from the GFl and the upper four bits of the
logical channel identifier (which are in the second octet). Thisis not shown in the examples below.

NOTE 2 — In the case of ITU-T Rec. X.25 and ISO/IEC 8208 CALL REQUEST/INCOMING CALL packets, bit 8 might be set
to 1 to indicate aternative address formats and bit 7 might be set to 1 to indicate desire to use the delivery confirmation procedure.

X.25 CALL REQUEST packet

p, Protocol control information Call User Data field

N N
< >4 »
\Octet 1 Octet 1

/ XXO01 XXXX \ 1000 0001 = ITU-T Rec. X.233 |
Pl = 'TLIJS'I)/FI*EE é(z'ﬁg SPI ISO/IEC 8473-1
Xx10 xxxx  °f 1000 0010 = ISO 9542

TISO7060-96/d04

NOTE — When a virtual call is set up to carry connectionless PDUs as shown above, the subsequent DATA packets
may carry ITU-T Rec. X.233 | ISO/IEC 8473-1 PDUs, or 1SO 9542 PDUs, each PDU being identified by its
respective SPI value asindicated in Table 4.

FigureA.1—IPI and SPI when ITU-T Rec. X.233| | SO/IEC 8473-1 or 1SO 9542
isoperated over I TU-T Rec. X.25 and/or 1SO/IEC 8208

ITU-T Rec. X.263 (1998 E) 13
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14

X.25 CALL REQUEST packet

<

Protocol control information N TPDU
7

Call User Data field }/

7l
h TPDU length | As defined in ITU-T Rec. X.224 |
ISO/IEC 8073, Annex B, or ITU-T
Rec. X.264 and ISO/IEC 11570
ctet 1 Egc?t 1
/ XX01 XXXX  _ \ 0000 0011 = ITU-T Rec. X.224 |
IPI —('J%g/*f;é-g;gg sp;  through to ISO/IEC 8073, Annex B, or
XX10 XXXX 1000 0010 ITU-T Rec. X.264 and

ISO/IEC 11570

TISO7070-96/d05

NOTE 1 — The SPI isthe ITU-T Rec. X.224 | ISO/IEC 8073, Annex B or ITU-T Rec. X.264 and ISO/IEC 11570
UN TPDU Length indicator.

NOTE 2 — The Transport layer is accessed by the called Network Address (N-address) conveyed in the X.25
protocol control information.

NOTE 3 — These values are not used for identification, however, the receipt of these values confirms the use of
ITU-T Rec. X.224 | I1SO/IEC 8073, Annex B or ITU-T Rec. X.264 and 1SO/IEC 11570 (known a priori).

FigureA.2—1PI and SPI when ITU-T Rec. X.224 | | SO/IEC 8073, Annex B or ITU-T Rec. X.264
and | SO/IEC 11570 explicit identification is operated over ITU-T Rec. X.25 and/or | SO/IEC 8208

X.25 CALL REQUEST packet

Protocol control information ><

<
N
%Octet 1
IPI

XX01 XXXX
XX10 XXXX

= ITU-T Rec. X.25 or ISO/IEC 8208

X.25 DATA packet

User Data field

Yy

.
N

Protocol control information ><

o

Octet 1 TPDU

XX01 XXXX
XX10 XXXX

i\;<

= ITU-T Rec. X.25 or ISO/IEC 8208

TISO7080-96/d06

NOTE 1 —In an OSI environment where default identification is used, the ITU-T Rec. X.224 | ISO/IEC 8073 protocol
iscarried in X.25 DATA packets and an SPI does not exist.

NOTE 2 — The Transport layer is accessed by the called Network Address (N-address) conveyed in the X.25 protocol
control information.

NOTE 3 —I1TU-T Rec. X.224 | ISO/IEC 8073 isimplicitly identified in this case and the receipt of TPDUs is expected
on an a priori basis.

Figure A.3—Location of IPI and SPI when ITU-T Rec. X.264 and | SO/IEC 11570 default
identification isused over ITU-T Rec. X.25 and/or 1SO/IEC 8208
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Annex B

Guidelines on the processing of protocol identifiers

(Thisannex forms an integral part of this Recommendation | Technical Report)

B.1 Originating systems

The use of particular protocols depends upon the capabilities of both the originating and destination systems. This
Recommendation | Technical Report does not provide mechanisms for the selection of specific protocols. It notes that the
selection could be, for example, by a priori knowledge, by directories, or by some other means. It is also noted that
CCITT Rec. X.610 and ISO/IEC TR 13532 define protocol combinations to support the connection-mode Network
service, and ISO/IEC TR 13532 aso defines protocol combinations to support the connectionless-mode Network service.

B.2 Destination systems

This Recommendation | Technical Report describes a means by which a system can identify the protocols recorded in
Tables 2 and 6. Following an examination of the IPI, PDUs can be directed to the correct protocol entity for further
processing. In thisregard the IPI is a preprocessing selector (see Figure B.1).

The destination system might also need to examine the SPI in order to determine what other protocols are being received.
For example, ISO/IEC 8208 can support both the Connection-mode and the Connectionless-mode Network services. In
an OSl environment an examination of the SPI will reveal, for example, whether the ITU-T Rec. X.233 | ISO/IEC 8473-1
protocol isin use (see Table 6). Note that if the SPI indicates a subsequent protocol that cannot be processed, |SO/IEC
8208 includes a diagnostic code (number 249) which indicates "unrecognizable protocol in user data' and this can be
used in a CLEAR REQUEST packet to reject avirtual call.

Figures B.1 and B.2 show the use of the IPI and SPI respectively in their roles as protocol identifiers. The representation
used in these figuresis as an aid to understanding and it does not prescribe a method of implementation. Details regarding
the specific operation of protocols, and their use of particular Data Link services, are excluded from Figures B.1 and B.2.

ITU-T Rec. Q.931
ITU-T Rec. T.70
ITU-T Rec. X.233 |
ISO/IEC 8473-1
ISO 9542
ISO/IEC 8208

Null Network Layer
Annex C
ITU-T Rec. X.25 and

\
\

\

Data Link service

TISO7090-96/d07

Figure B.1 — Selection of theinitial protocol
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/
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\

SPI

/
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IPI

Data Link service

TISO7100-96/d08

Figure B.2 — Selection of the subsequent protocol
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Annex C

I dentification of Internet protocols

(Thisannex forms an integral part of this Recommendation | Technical Report)

The Internet Engineering Task Force (IETF) has established a set of standards for the protocols that are used in
"The Internet" — the internationally distributed collection of systems and networks that follow what is customarily called
the "TCP/IP protocol suite". These standards are published as part of a series of documents called "Requests for
Comments' (RFCs). The standards are widely used and non-proprietary, although they are not considered to be part
of OSl; the specifications (RFCs) are freely and readily available throughout the world, although they are not distributed
by ITU-T or ISO/IEC.

This Recommendation | Technical Report promotes the goal of non-interference between OSI and non-OSl protocols in
this case by reserving:

a) thelIPl and SPI value 1100 1100 to identify the "Internet Protocol” which is the TCP/IP protocol that
would, in OSl, be a Network layer protocol;

b) thelPl and SPI value 1000 1110 to identify the "Internet Protocol Version 6 (IPv6)"; and

c) thelPl and SPI value 1100 1111 to identify the "Point-to-Point Protocol" (PPP) which is widely used to
convey connectionless-mode PDUs over point-to-point links.

The Internet Protocol is defined by RFC 791, and is recognized as a mandatory standard for the TCP/IP Internet
community. The Internet Protocol Version 6 (IPv6) is defined by RFC 2460. The Point-to-Point Protocol is defined
in RFC 1548.

The reservation of these IPI/SPI values for non-1SO, non-ITU-T protocols is justified by the otherwise real probability of
interference between the Internet Protocol or Point-to-Point Protocol and OSI Network layer protocols in what are
expected to be very common multi-protocol network configurations. It does not create a general precedent for the
reservation of protocol identification values for non-1SO, non-ITU-T protocols, which must be justified individually on
the merits of a particular case.

ITU-T Rec. X.263 (1998 E) 17
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Annex D

Identification of protocolsthat are discriminated according
to the |[EEE-defined SNAP convention

(Thisannex forms an integral part of this Recommendation | Technical Report)

The IEEE has defined a convention for discriminating among proprietary protocols that are collectively referred to as
"subnetwork access protocols' (SNAPS). According to this convention, protocol data units arriving at an LSAP with an
| EEE-reserved value are identified by examination of the first five octets of the link service data unit. The values of this
five-octet SNAP identifier are registered by IEEE. This convention permits proprietary, non-proprietary, and standard
protocols to co-exist in a common underlying data link environment.

This Recommendation | Technical Report promotes the goa of non-interference between OS| and non-OSl protocols
inthis case by reserving the SPI value 1000 0000 to identify the convention defined by IEEE. This permits
SNAP-identified protocols to be carried by Network layer initial protocols identified according to this Recommendation |
Technical Report aswell asdirectly over an ISO/IEC 8802 (IEEE 802) data link.

The reservation of this SPI value for non-1SO, non-ITU-T protocols is justified by the otherwise very strong probability
of interference between SNAP-identified protocols and protocols identified according to this Recommendation |
Technical Report, in what are expected to be very common multi-protocol network configurations. It does not create a
general precedent for the reservation of protocol identifier values for non-1SO, non-ITU-T protocols, which must be
justified individually on the merits of a particular case.
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Annex E

I dentification of protocols specified by the Frame Relay Forum

(Thisannex forms an integral part of this Recommendation | Technical Report)

The Frame Relay Forum has specified a number of implementation agreements pertaining to Frame Relay. These
implementation agreements are widely used and non-proprietary, although they are not considered to be part of OSl.
The implementation agreements are readily available throughout the world, although they are not distributed by ITU-T or
ISO/IEC.

This Recommendation | Technical Report promotes the goal of non-interference between OSI and non-OSI protocals, in
this case by reserving:

a) thelPl and SPI value 1011 0000 to identify the Data compression protocol which is set forth in FRF.9;
b) thelPl and SPI value 1011 0001 to identify the Fragmentation protocol which is set forth in FRF.12;

c) the IPI value 1011 0010 to identify the operations, administration and maintenance (OA&M) protocol
which is set forth in FRF.OA&M;

d) thelPl value 1011 0011 to identify the privacy protocol which is set forth in FRF.priv.

The reservation of these IPI/SPI values for non-1SO, non-ITU-T protocols is justified by the otherwise real probability of
interference between these protocols and OSI Network layer protocols. It does not create a genera precedent for the
reservation of protocol identification values for non-1SO, non-ITU-T protocols, which must be justified individually on
the merits of a particular case.

ITU-T Rec. X.263 (1998 E) 19






SeriesA
SeriesB
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SeriesD
SeriesE
SeriesF
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SeriesH
Series|

Series J
SeriesK
SeriesL
SeriesM

SeriesN
SeriesO
SeriesP
Series Q
SeriesR
Series S
Series T
SeriesU
SeriesV
Series X
Series Y
SeriesZ

ITU-T RECOMMENDATIONS SERIES

Organization of the work of the ITU-T

Means of expression: definitions, symbols, classification

General telecommunication statistics

General tariff principles

Overal network operation, telephone service, service operation and human factors
Non-telephone telecommunication services

Transmission systems and media, digital systems and networks

Audiovisual and multimedia systems

Integrated services digital network

Transmission of television, sound programme and other multimediasignals
Protection against interference

Construction, installation and protection of cables and other elements of outside plant

TMN and network maintenance: international transmission systems, tel ephone circuits,
telegraphy, facsimile and leased circuits

Maintenance: international sound programme and television transmission circuits
Specifications of measuring equipment

Telephone transmission quality, telephone installations, local line networks
Switching and signalling

Telegraph transmission

Telegraph services terminal equipment

Terminals for telematic services

Telegraph switching

Data communication over the telephone network

Data networ ks and open system communications

Global information infrastructure

Languages and general software aspects for telecommunication systems
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