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Recommendation ITU-T X.1750

Guidelines on security of big data as a service for big data service providers

Summary

Big data as a service (BDaaS) is a cloud service category that provides cloud service customers with
capabilities to collect, store, analyse, visualize and manage big data, as specified in Recommendation
ITU-T Y.3600. With remarkable growth of data volumes and rapid development of big data business,
big data infrastructure has become the central facility to provide BDaaS. Consequently, significant
security issues arise for BDaaS. For example, open source big data software design sometimes fails to
take security into consideration from the beginning. New technologies introduced by big data analytics
can also result in failure of traditional security protection measures. Recommendation ITU-T X.1750
analyses security challenges BDaaS faces, identifies security roles and responsibilities for provision
of BDaaS, as well as a security framework for a big data infrastructure. It also specifies security
protection measures that should be satisfied for services and components related to BDaaS.

History

Edition Recommendation  Approval  Study Group Unique ID*
1.0 ITU-T X.1750 2020-09-03 17 11.1002/1000/14266

Keywords

Big data as a service, security guidelines, security measures.

*

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation’s unique ID. For example, http://handle.itu.int/11.1002/1000/11
830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some areas of information technology which fall within ITU-T's purview, the necessary standards are
prepared on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration” is used for conciseness to indicate both a
telecommunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However, the Recommendation may contain certain
mandatory provisions (to ensure, e.g., interoperability or applicability) and compliance with the
Recommendation is achieved when all of these mandatory provisions are met. The words "shall" or some other
obligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with the Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the possibility that the practice or implementation of this Recommendation may involve
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside of
the Recommendation development process.

As of the date of approval of this Recommendation, ITU had not received notice of intellectual property,
protected by patents, which may be required to implement this Recommendation. However, implementers are
cautioned that this may not represent the latest information and are therefore strongly urged to consult the TSB
patent database at http://www.itu.int/ITU-T/ipr/.

© ITU 2021

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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Recommendation ITU-T X.1750

Guidelines on security of big data as a service for big data service providers

1 Scope

This Recommendation analyses security challenges faced by big data as a service (BDaaS) and
provides guidelines for big data service providers (BDSPs) to secure BDaaS. It identifies security
roles and responsibilities of BDaaS components and specifies a security framework for a big data
infrastructure, including platforms, applications, analytics, interfaces and the BDaaS ecosystem. This
Recommendation also specifies security protection measures that should be taken for activities or
components related to BDaaS.

This Recommendation is a high-level description of security requirements for BDaaS implementation
that focuses on BDaaS. BDaaS involves big data infrastructure providers (BDIPs) and big data
application providers (BDAPs). Guidelines for BDIPs and BDAPs, as well as detailed guidance on
BDaaS implementation lie outside the scope of this Recommendation.

2 References

The following ITU-T Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision;
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regularly published. The reference to a document within this
Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T X.1601] Recommendation ITU-T X.1601 (2015), Security framework for cloud
computing.
[ITU-T X.1631] Recommendation ITU-T X.1631 (2015), Information technology — Security

techniques - Code of practice for information security controls based on
ISO/IEC 27002 for cloud services.

[ITU-T X.1641] Recommendation ITU-T X.1641 (2016), Guidelines for cloud service
customer data security.

[ITU-T Y.3600] Recommendation ITU-T Y.3600 (2015), Big data — Cloud computing based
requirements and capabilities.

[ISO/IEC 27000] ISO/IEC 27000:2018, Information technology — Security techniques —

Information security management systems — Overview and vocabulary.

[ISO/IEC 27036-3]  ISO/IEC 27036-3:2013, Information technology — Security techniques —
Information security for supplier relationships — Part 3: Guidelines for
information and communication technology supply chain security.

[I1SO 28000] ISO 28000:2007, Specification for security management systems for the
supply chain.

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
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3.1.1 big data [ITU-T Y.3600]: A paradigm for enabling the collection, storage, management,
analysis and visualization, potentially under real-time constraints, of extensive datasets with
heterogeneous characteristics.

NOTE — Examples of datasets characteristics include high-volume, high-velocity, high-variety, etc.

3.1.2 big data as a service (BDaaS) [ITU-T Y.3600]: A cloud service category in which the
capabilities provided to the cloud service customer are the ability to collect, store, analyse, visualize
and manage data using big data.

3.1.3 big data provenance [b-ITU-T Y.3602]: Information that records the historical path of data
according to the data lifecycle operations in a big data ecosystem.

3.1.4 cloud computing [b-ITU-T Y.3500]: Paradigm for enabling network access to a scalable
and elastic pool of shareable physical or virtual resources with self-service provisioning and
administration on-demand.

3.1.5 cloud service [b-ITU-T Y.3500]: One or more capabilities offered via cloud computing
invoked using a defined interface.

3.1.6 metadata [b-ITU-T M.3030]: Data that describes other data.

3.1.7 security challenge [ITU-T X.1601]: A security "difficulty" other than a direct security threat
arising from the nature and operating environment of cloud services, including "indirect" threats.

3.1.8 threat [ISO/IEC 27000]: Potential cause of an unwanted incident, which can result in harm
to a system or organization.

3.1.9 vulnerability [b-NIST SP 800-30]: Weakness in an information system, system security
procedures, internal controls, or implementation that could be exploited by a threat source.

3.2 Terms defined in this Recommendation

This Recommendation defines the following term:

3.2.1 dataasset: An electronically recorded data resource, owned or controlled by an organization.

4 Abbreviations and acronyms

This Recommendation uses the following abbreviations and acronyms:
API Application Programming Interface

ABAC Attribute-Based Access Control

BDaaS Big Data as a Service

BDAP Big Data Application Provider

BDIP Big Data Infrastructure Provider

BDSN Big Data Service partner

BDSP Big Data Service Provider

BDSU Big Data Service User

CSC Cloud Service Customer

DP Data Provider

IT Information Technology

Pl Personally Identifiable Information
PKI Public Key Infrastructure
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SAML Security Assertion Markup Language

SDK Software Development Kit
SSL Secure Socket Layer

TLS Transport Layer Security
USB Universal Serial Bus

5 Conventions

In this Recommendation:

The phrase "is required to" indicates a requirement that must be strictly followed and from which no
deviation is permitted, if conformance to this Recommendation is to be claimed.

The phrase "is recommended” indicates a requirement that is recommended, but which is not
absolutely required. Thus, this requirement need not be present to claim conformance.

The phrase "is prohibited from™ indicates a requirement that must be strictly followed and from
which no deviation is permitted, if conformance to this Recommendation is to be claimed.

The phrase "can optionally" indicates an optional requirement that is permissible, without implying
any sense of being recommended. This term is not intended to imply that the vendor's implementation
must provide the option, and the feature can be optionally enabled by the network operator or service
provider. Rather, it means the vendor may optionally provide the feature and still claim conformance
with the specification.

6 Security threats and challenges to big data as a service

This clause describes security threats and challenges to BDaaS. Cloud computing-based BDaasS is
specified in [ITU-T Y.3600]. Security challenges relevant to cloud computing environments as
described in clause 8 of [ITU-T X.1601] should be taken into consideration for BDaaS. This
Recommendation, then, describes security threats and challenges to specific capabilities and services
of BDaasS, i.e., big data platform as a service and big data-related software as a service (recognizing
that the BDaaS ecosystem includes data providers (DPs), BDAPs and BDIPs), including:

— vulnerabilities of big data infrastructure and failure of security measures;

- storage and audit problems incurred by unstructured data;

- security and regulation of interface between applications, platforms and service flow;
- other security concerns, e.g., trust, authentication and visualization.

Figure 6-1 shows an architecture of BDaaS security challenges.

Application Ecosystem and

cloud environment

« Interface security of application-platform, and between applications

* Integrity and normative of service flow « Visualization

« Security condition
monitor

* Threats and

Infrastructure Data challenges

related to cloud

* Design vulnerabilities of open source software * Unstructured data .
* Failure of boundary-based protection measures storage and audit environment
* Lack of authentication and access control .

X.1750(20)_F6-1

Figure 6-1 — Big data as a service security challenges
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6.1 Security challenges to a big data infrastructure

Big data infrastructure may consist of various components sourced either commercially or through
open source. The design of some of these components may fail to take security into consideration
from the beginning, causing potential security risks, including:

— insecure source code and lack of security mechanisms in open source components;

— open and inter-domain platform characteristics that blur traditional security boundaries,
causing failure of boundary-based protection measures; and

- lack of appropriate authentication and access control mechanisms for different roles may lead
to abuse.

6.2 Security challenges to big data applications

A big data infrastructure integrates a variety of highly centralized applications with complicated
service patterns. Security challenges to big data applications include:

- possible lack of security verification and transmission control for application programming
interfaces (APIs), software development kits (SDKSs) and interfaces between applications;
and

— the need for execution of user applications to be traced, audited and located to guarantee
business logic security.

6.3 Security challenges to data

Big data infrastructure and applications deal with massive quantities of data. Within a big data
ecosystem, data types include structured, semi-structured and unstructured data. Structured data are
often stored in databases that may be organized according to different models, e.g., relational,
document, key-value and graph models. Semi-structured data does not conform to the formal structure
of data models, but contains tags or markers to identify data. Unstructured data do not have a
pre-defined data model and are not organized in any established manner. Different formats, e.g., text,
spreadsheet, video, audio, image and map, can exist within all data types (see [ITU-T Y.3600]). That
data is used in storage, analysis, calculation and other data service phases. Security challenges to data
include:

- requirement for security measures (including access controls) to ensure data confidentiality,
while still supporting efficient data operation;

— audit of unstructured data;
- risk of leakage of personal privacy information if data is open or shared;

- the need to apply traditional security measures described in [ITU-T X.1601] to metadata, as
it has the same characteristics as data published on a web;

Security challenges to big data provenance handling include: contaminated or maliciously
manipulated records throughout the chain of provenance processing, unauthorized entities in
provenance data processing or exchange, unauthentic codes of processing for the data provenance, as
well as security challenges to provenance data.

6.4 Security challenges to big data as a service ecosystem

According to [ITU-T Y.3600], a BDaaS ecosystem consists of roles and sub-roles played by different
parties or components providing and consuming big data services. A BDaaS ecosystem is required to
plan, design and implement security measures in construction, operation, auditing and other phases
of service provenance. Security challenges to big data services include:

- the need for continuous monitoring of user action, network conditions, resource status, etc.
to cope with changing threats;
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— emerging new threat vectors and lack of potential protection mechanisms;

— inability to establish trust between various actors, including data owners and devices (to
collect data);

- security of virtualization instantiation, e.g., security configuration and virtual image integrity;

— possibility of a complicated supply chain in a big data ecosystem — even a contractor who is
not directly contracted with an organization may affect its business continuity.

— Risks related to the supply chain should be analysed and necessary measure should be taken,
including security measures specified in [ISO/IEC 27000] [ISO 28000].

7 High-level concepts of big data as a service — security considerations and role of
BDSPs

[ITU-T Y.3600] specifies an architecture of big data technology that is general, multi-level and made
up of logical function components. Based on this architecture, big data service security capabilities
cover both system security and data security.

From a system perspective, BDaaS security requirements cover capabilities of each related function
module of 1) big data infrastructure; 2) big data application management; 3) interface security; and
4) operation and maintenance of big data platform security (the BDaaS ecosystem).

In particular, [ITU-T Y.3600] describes BDaaS as having two key components:

— BDIPs: can use the cloud services of cloud infrastructure capability types, such as compute
as a service, data storage as a service, infrastructure as a service and network as a service to
perform big data services like collection, processing and management.

— BDAPs: to perform data analysis, visualization and other big data applications.

From a data perspective, security requirements cover each activity in the process of big data service
business development. Moreover, big data service capabilities also include security requirements for
metadata and the data supply chain.

From the system view of BDaaS, [ITU-T Y.3600] identifies the system context including roles and
activities, as well as data and service flows.

In terms of roles [ITU-T Y.3600], BDaaS services are offered by BDSPs that are responsible for
ensuring security of BDaaS and reducing risks. It is recommended that BDSPs (BDIPs and BDAPS)
consider both system security and data security to perform BDaaS activities.

8 Security measures of big data as a service

8.1 Security measures for a big data infrastructure
8.1.1 System asset security

8.1.1.1  General requirements

BDSPs shall:

- establish system asset security management strategies, clarify targets and principles of
system asset security;

— establish construction and operation management policies and procedures of system assets,
including planning, designing, purchasing, developing, operating, maintaining and
scrapping;

— establish a system asset register mechanism, develop a system asset list, specify the security

responsibility issue and related parties of system assets, and regularly maintain system asset
information;
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8.1.1.2

establish and implement system asset classification and label procedures;

perform regular audits and updates on information technology (IT) assets and security
management policies.

Enhancement requirements

BDSPs should:

identify the asset management controls available, such as those specified in [ITU-T X.1631],
to perform component inventory and registration, auditing, and monitoring of system assets:

establish asset risk evaluation procedures for the big data system, e.g., implementing a
process to identify product or service components that are critical for maintaining
functionality and therefore require increased attention and scrutiny;

establish security assessment procedures for supply chain, such as those defined in
[ISO/IEC 27036-3] — this includes assessing risks of components no longer being available
and systematic repeatable vulnerability response processes.

8.1.2 Data asset security

8.1.2.1  General requirements

BDSPs shall:

— establish data asset security management strategies, clarify targets and principles of data asset
security management;

— establish security management mechanisms and procedures covering the data asset lifecycle;

- establish data asset classification and gradation methods, and operation guidance according
to the value and significance of data assets;

— establish change approval mechanisms for data classification and gradation strategies,
procedures, methods, and operation guidance;

- establish security specifications, management mechanisms and procedures for data asset
confidentiality, integrity and availability, (e.g., password strategy, key management);

— establish a data asset list, identify the data security responsibility issue and relevant parties;

- perform regular audits and updates on data asset security management strategies and relevant
procedures.

8.1.2.2  Enhancement requirements

BDSPs should:

8.1.3
8.1.3.1

establish security governance principles and data integration policies for all kinds of internal
and external data resources;

establish corresponding label, multi-level access control, data encryption and decryption,
data desensitization, and other security strategies in accordance with data asset sensitivity.

Data supply chain process security

General requirements

BDSPs shall:

clarify objectives, principles and scope of data supply chain security management;

develop data supply chain security management policies and procedures, including security
management criteria of data supply chain participants;

specify purposes, supply patterns and participants’ security responsibilities for data in the
data supply chain by cooperation agreements;
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8.1.3.2

register equipment and applications of data acquisition and dissemination, record and audit
data acquisition and dissemination behaviours;

audit data consumption behaviours of data supply chain participants;

establish a data source normalization mechanism and interface specification in the data
supply chain, log and audit important operations;

establish the organizational structure of supply chain operation and management, supply
chain main data model, data quality processing mechanism and data traceability mechanism;

clarify data supply chain security responsibilities, ensure authenticity and availability of
related data services;

ensure that security measures are deployed in data supply processes, e.g., data exchange and
data use;

establish data supply chain catalogues and data source dictionaries, identify the party
responsible for data supply process security.

ensure trustworthiness of records throughout the chain of provenance processing;
clarify responsible entities for data provenance processing;

implement authentication mechanisms to ensure authenticity of entities in the chain of
processing and exchange of the provenance data;

ensure authenticity of codes for data provenance and maintain authenticity through code
updates;

ensure the confidentiality, integrity and availability of provenance data — such security
requirements are described in [ITU-T X.1601].

Enhancement requirements

BDSPs should:

8.1.4

specify data service capability requirements for different data supply chain participants
according to their respective roles in the ecosystem of the data business chain;

regularly examine data security management capability of data supply chain participants, and
evaluate their security risk;

regularly evaluate security risk of the whole lifecycle of the data supply chain.

Metadata security

Relevant cloud service customer (CSC) data security requirements, as specified in [ITU-T X.1641],
should be taken into consideration.

8.14.1

General requirements

BDSPs shall:

8.14.2

establish data dictionaries and relevant management practices according to enterprise
architecture and data services, including data domain, field type, table structure, as well as
the logical and physical storage mode;

establish security metadata and relevant management practices according to big data security
architecture, including password policy, an authority list and authorization specifications;

establish a metadata access control strategy, specify metadata roles and authorization control
mechanisms;

establish metadata operation audit procedures.

Enhancement requirements

BDSPs should:
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build metadata management systems to perform unification management of big data service
metadata;

establish an automatic grading mechanism for metadata security attributes according to the
classification and grading strategy of assets;

establish a label strategy, including the binding of data and data owner, according to metadata
security requirements.

8.2 Security measures for big data applications

8.2.1 Platform resource acquisition

8.2.1.1  General requirements

BDSPs shall:

- ensure that big data service users (BDSUs) are aware and notified of system assets to be
accessed by an application, such as a network connection, location service and hardware
resource list like a universal serial bus (USB) and Bluetooth;

— ensure that BDSUs are aware and notified of system sensitive data assets to be accessed by
an application, such as address books, system logs and other sensitive information sources;

- ensure that an application requesting access to resources has sufficient reason to visit as
specified in documents provided by the application developer.

8.2.1.2 Enhanced requirements

BDSPs should:

ensure that an application limits unnecessary internal and external network communications
or user-initiated network communications based on business requirements.

8.2.2  Authorization and access control

8.2.2.1  General requirements

BDSPs shall:

- establish physical and logical access authorization granularity, specification and control
mechanism of big data applications, to ensure that accesses to big data service-related data
and system assets are properly authorized;

- set up authorization and access control measures based on asset management strategies and
asset labels, security attributes, to ensure that a big data application has the abilities of fine-
grained access control management;

- develop an information flow control strategy to control data import, export and sharing
operations of the big data infrastructure between different big data applications or the big
data application and external IT system;

— implement properly approved authorization of data and system asset access of individuals,
groups, roles, devices and applications related to big data services;

- provide ability of an authorization access strategy self-defined by the user based on service
requirements, and audit authority granted by each user based on service requirements, to
ensure that its access is limited to the minimum range that meets the service scenario
requirements.

8.2.2.2  Enhanced requirements

BDSPs should:

monitor and control remote access sessions automatically to detect network attacks and
ensure realization of remote access policy;
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provide an attribute-based access control (ABAC) engine and functions of authorization
management and access control oriented to data objects, as well as functions like a policy
administration point, policy decision point, policy enforcement point and policy access point.

8.2.3  Application behaviour monitoring

8.2.3.1  General requirements

BDSPs shall:

— establish strategies and procedures of big data application behaviour monitoring covering the
whole data lifecycle;

— support users to customize monitoring rules that can support monitoring and reporting of
anomalous operations on critical data;

- have ability to record, tally and analyse abnormal behaviour information about the
application.

8.2.3.2 Enhanced requirements

BDSPs should:

8.2.4

establish application behaviour monitoring management mechanisms oriented to regulators
and users with specific requirements, and provide an online monitoring interface after
authorization;

establish a platform to record and analyse big data application behaviour, and provide
security analysis capabilities providing user behaviour identification and extraction
components or interfaces for big data service communication protocols;

provide behaviour monitoring specification systems and operation guidelines.

Application security strategies and procedures

BDSPs shall:

establish a release management policy for big data service applications in a written
authorization procedure and responsibilities of relevant roles — the authorization document
should state the name, version, source, developer, function, deployment location, security
evaluation result and specific security requirements for applications;

specify protection of data transmission between applications and big data infrastructure, as
well as other authentic IT products, e.g., apply security schemes like secure socket layer
(SSL), transport layer security (TLS) to encrypt sensitive data in transmission;

check electronic signatures of application installation packages and update packages;

ensure that an application can query the current version of running software either
autonomously or by utilizing relevant big data infrastructure functions;

ensure that an application can handle predictable error operations without affecting the
normal work of big data ecosystems;

establish a big data application update and patch management policy, ensure that applications
will check for updates and install component patches;

follow security design specifications of big data applications, avoiding entries that violate or
bypass security rules and unspecified entries;

design mechanisms to prevent vulnerability exploitation of big data applications, e.g., avoid
allocating memory space that has both write and execute permissions, allocate memory space
with write and execute permissions only for just-in-time compilation functions.
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8.2.5 Credential storage

8.25.1  General requirements

BDSPs shall:

- specify an application identity credential persistent storage method, including using a
platform function instead of storage to store all identity credentials securely or the application
itself realizes the function of identity credential secure storage;

— clarify credential information of an application, e.g., key, public key infrastructure (PKI),
private key or password;

— clarify security protection methods and control measures to collect, store, and use personally
identifiable information (PI1);

- establish an evaluation process for credential storage method of an application to ensure that
it meets security strategies and procedure requirements for big data service systems.

8.2.5.2 Enhanced requirements

BDSPs should:

ensure the purpose and methods of identity credential persistent storage are listed in security
specification documents.

8.2.6 Identity and authentication

8.2.6.1  General requirements

BDSPs shall:

— offer capability to manage user identity, automatically to determine user identity information
in big data applications to ensure mapping relations between user identification and
application layer authorization information;

— authenticate user identity using more than one authentication technique for operation of
important data or important modules;

- display potentially useful usage information of big data system services available to the
public, e.g., display of the last login date and time or the most recent login location.

8.2.6.2 Enhanced requirements

BDSPs should:

8.2.7

authenticate user identity using more than one authentication technique in all applications for
a user in a key position with at least one technique based on a biometric or digital certificate
method;

use federation-like security assertion markup language (SAML) to specify identity and role,
add security and privacy requirements, thus supporting multiple identities to access big data
services.

Default configuration security

BDSPs shall:
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ensure, when using default identity credentials or when no identity credential is configured,
that an application can only provide essential functions for configuring a new identity, e.g.,
if using a default password to log in, a user is only permitted to enter the password
modification interface and the application should not provide any other function until the
default password is changed;

for applications, provide a more secure functional module and enable security configurations
of a higher security level in default installation mode, e.g., if an application can provide a
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password login module and digital certificate module at the same time, in the case of a default
installation mode, the application chooses to install the digital certificate module;

limit default access permissions for a default user of the application, e.g., prevent a user with
non-root minimum permission from starting a program by default;

ensure that an application starts the user account security configuration function by default,
including password length, password complexity, service life limit and account lock strategy;

ensure initiation of necessary log audit functions, e.g., component installation update or
parameter modification, when an application is installed in the default configuration.

8.2.8 Data import and export

8.2.8.1  General requirements

BDSPs shall:

— formulate data import and export strategies and procedures by taking into account factors
such as storage capacity, data volume growth speed, business requirement, storage medium
and performance, to prevent important data loss and reduce data loss damage;

— establish data export management strategies and mechanisms, data import and export security
evaluation mechanisms and an authorization approval process;

- establish identification specifications for an exported data storage medium — the
identification shall conform to unified naming rules, indicate medium numbers, export time,
valid term and other important information;

— provide various data import and export methods of multi-granularity, e.g., granularity of
database, model and user-specified object;

- perform imported and exported data result inspection, ensure data integrity and validity;

- record data import and export operating information, e.g., operation information, operation
cycle, medium number, medium volume, transfer and storage situation, and relevant change
record maintenance;

— adopt encryption mechanisms, access control and other technical measures to ensure
confidentiality, integrity and availability of exported data;

- regularly verify integrity and availability of exported data.

8.2.8.2  Enhancement requirements

BDSPs should:

capture the index parameter calculation basis of automatic data backup management,
including mean time to failure, mean time to restore and mean time between failures,
configure corresponding automatic data import and export software;

possess remote data online import and export ability, regularly and semi-automatically
perform user data remote storage;

automatically back up data recombination and compression in accordance with data
popularity, etc., ensure availability of massive data;

possess an automatic compression storage function for user backup data according to data
backup and restore frequency.

8.3 Security measures for interface
8.3.1 General requirements
BDSPs shall:
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— provide system administrator, security administrator, security auditor and other user role
interfaces and regulatory role interfaces;

- specify security requirements and security control measures for each role interface, e.g.,
identity authentication, authorization access, signature, time stamp and security protocol;

— specify security restrictions for using each class of interface, such as remote connections
whose functions and permissions are limited,;

— clarify service interface security specifications, including interface name, interface
parameters and interface security requirements — the specifications provide restrictions on
insecure input parameters and have ability to handle exceptions;

- provide capability to audit interface access behaviours and configurable data service
interfaces;

— adopt security mechanisms, such as secure channel or encrypted transfer, to secure cross-
domain security interfaces.

8.3.2 Enhanced requirements

BDSPs should:

— support audit requirements in the process of interface access, and provide necessary audit and
regulatory functions for interface access;

- adopt encryption transmission method for interface transmission across security domains in
the system;

— perform essential automatic monitoring and processing on interface access.

8.4 Security measures for big data as a service ecosystem

8.4.1 Security planning

The security planning stage is further divided into three sub-stages:

— requirement analysis — at which business and security requirements are identified, clarified
and defined;

— solution design — at which security solution(s) are designed;
— solution evaluation — at which security solution(s) are evaluated.

After the last sub-stage, the BDSP can either go to the security construction stage for implementation
or back to the solution design sub-stage for adjustment or improvement.

8.4.1.1 Requirement analysis

8.4.1.1.1 General requirements

BDSPs shall:

- determine the scope of big data service business activities and corresponding security
baseline requirements for big data infrastructure;

— identify specific security threats, vulnerabilities and security risks confronted by big data
infrastructure, then clarify technical and management measures for big data services;

- identify security requirement implementation priorities for the big data infrastructure.
8.4.1.1.2 Enhanced requirements

BDSPs should:

— establish security requirement analysis and review management procedure and ensure that
security requirements for a big data infrastructure have integrity and are reasonable.
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8.4.1.2  Solution design

8.4.1.2.1 General requirements

BDSPs shall:
- create security technical specifications of big data infrastructure and describe the security
function, interface and parameters clearly.

8.4.1.2.2 Enhanced requirements

BDSPs should:

- demonstrate effectiveness of security technical specifications and ensure that the security
mechanism cannot be bypassed in the implementation mechanism;

— update a security solution in a timely fashion if requirements change or technology improves
until solution evaluation is completed.
8.4.1.3  Solution evaluation

8.4.1.3.1 General requirements

BDSPs shall:
— review security proposal for a big data infrastructure regularly, including security architecture
and security baselines, while ensuring security requirements are fulfilled.

8.4.1.3.2 Enhanced requirements

BDSPs should:
— establish a security evaluation system and determine a set of key evaluation factors.

8.4.2 Security construction
8.4.2.1  Security architecture

8.4.2.1.1 General requirements

BDSPs shall:

— establish big data service security architecture and ensure validity of design process and
realization of big data security services as described in the security architecture;

— ensure that the security domain described in security architecture documents is consistent
with big data application and security functional architecture requirements;

- ensure that security architecture documents describe a security function initialization process
in big data applications and on big data infrastructure, thus providing security of initialization
of the platform and applications.

8.4.2.1.2 Enhancement requirements

BDSPs should:

— ensure that information in security architecture description documents is sufficient to certify
that a big data service security function is able to protect itself from tampering by untrusted
subjects;

— ensure that security architecture description documents provide sufficient analysis to prove
that the designed mechanism of a big data service security function cannot be bypassed, and
the security functions provided for a big data system have been correctly realized.

Rec. ITU-T X.1750 (09/2020) 13



8.4.2.2 Functional specification

8.4.2.2.1 General requirements

BDSPs shall:

- provide functional specifications that are accurate and complete, and clarify mapping
between functional specifications and big data service security function requirements;

— ensure that the functional specification provided integrally describes big data service security
functions, and clarifies involved data supply chain relationship and service components;

— ensure that the functional specification provided describes the design objective and
employment method of all big data service security function application interfaces and
provides all related parameters of the security function interfaces.

8.4.2.3  Security deployment

8.4.2.3.1 General requirements

BDSPs shall:

— establish a security delivery process for application delivery from developers to a big data
service system;

— describe the controlled function and authority of each role of big data service in a security
deployment process;

- describe available functions and interfaces for each role of big data service, indicate a security
value appropriately, especially for all security parameters controlled by users;

- describe every user role of big data service and ensure that security policies described in
security policies and specifications that are necessary for operating environment security are
sufficiently realized.

8.4.2.4 Boundary protection

8.4.2.4.1 General requirements

BDSPs shall:

- plan a security domain and security defence boundary consistent with the security level,
including security control policies and management policies;

— plan a security domain and security defence boundary related to business control and
application isolation, including security control policies and management policies;

— deploy security protection facilities at a security domain boundary, to detect and protect
against abnormal incidents, potential violation, etc.;

- adopt comparative strict security defence mechanisms between security domains, e.g.,
identity authentication, connection management, network access control security policy,
intrusion prevention, information filtering and boundary integrity check;

- develop a management policy for security defence facility updates and adopt necessary
methods to ensure implementation of the policy.

8.4.2.4.2 Enhancement requirements
BDSPs should:
- provide personalized multi-tenant boundary protection measures and mechanisms;

— specify a security domain or subdomain, a data isolation mechanism between security
domains and an access control mechanism for authorized users or roles.
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8.4.2.5

Document management

8.4.25.1 General requirements
BDSPs shall:

in a big data service system, implement document management, whose scope includes
organizational strategies, rules and policies, system schemes and implementation manuals;

determine creation, review, approval, release and archival processes for documents,
clarifying corresponding security responsibilities in each document management process;

determine storage medium and time requirements for documents, ensuring their availability
and completeness;

regularly review, update, approve and release documents, ensuring that users are updated
about their latest versions;

assign responsible agencies to establish and maintain a document management system, and
put them in charge of document version change maintenance;

manage classification of system documents.

8.4.2.5.2 Enhancement requirements
BDSPs should:

8.4.3
8.43.1

provide a platform to manage documents within a service provider, assigning different
viewing permissions according to different roles;

ensure necessary update and version identification of corresponding documents when
updating products or services.

Security operation

System configuration management

8.4.3.1.1 General requirements
BDSPs shall:

formulate and perform system configuration management procedures, establish system
configuration management organization structure, clarify roles and responsibilities of
configuration managers, e.g., system administrators, system operators, system security
officers, system auditors, database administrators and other roles;

in accordance with business requirements and management objects, stipulate approval,
operation and audit processes for configuration management, e.g., host configuration items,
network configuration items, application service modules and other system configuration
identifications, content configurations and relevant change activities;

in accordance with evaluation results, formulate a big data system security function baseline
configuration list and daily configuration check content list, performing necessary
configuration for big data system security functions according to the principle of least
privilege;

in accordance with a big data service level agreement, configure IT product parameters in a
big data system, record and maintain current security configuration information about the big
data system;

in accordance with use strategies, restrict strategies and authorization policies of purchased
software, forbid or restrict software from using particular functions, ports, protocols or
services of a big data system;
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clarify a controlled configuration list that requires regular change, and regularly update
important configuration items of a big data system related to information security, e.g., virus
database, intrusion-detection rule database, firewall rule database and vulnerability database;

review submitted changes to big data system-controlled configurations, and approve or reject
them according to security impact analysis results, record change decisions;

restrict system developers and integrators from directly changing a big data system, relevant
hardware, software and firmware in production environment, audit configuration and change
events;

before configuring or changing, test, validate and record controlled configuration and change
items, and analyse system change items to estimate their potential impact on big data service
security;

monitor configuration setting parameter changes, and reasonably enable monitor, warn,
defence and other functions of security equipment;

provide relevant response measures to deal with unauthorized changes, including change-
related personnel, recovery of an established configuration or interruption of affected
information system operation in extreme situations.

8.4.3.1.2 Enhancement requirements
BDSPs should:

8.4.3.2

perform configuration management effect risk evaluation regularly or at the time when
significant change occurs to business or system architecture, revise baseline configuration
requirements and configuration contents in accordance with evaluation results, e.g., evaluate
risks and revise configuration requirements at least once a year;

evaluate risk evaluation strategy and its effects regularly or at the time when significant
change occurs to business or system architecture — according to evaluation results, revise
system configuration management procedures, adjust organization management structure,
configure management process, etc.;

regularly review big data system configurations to identify unnecessary or insecure functions,
ports, protocols or service configuration items;

employ system configuration tools or automatic mechanisms to centralized management,
application and verification of parameters of configuration items;

be able to note in real time changes to big data infrastructure and virtual resource status,
possess automatic adjustment ability for system service security strategy configuration.

Employment of third party services

8.4.3.2.1 General requirements
BDSPs shall:
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establish a security management policy for third party service partners;
establish an admittance, assessment and scoring mechanism for third party service providers;

sign service component cooperation agreements with third party service providers, clarify
their obligations and responsibilities, e.g., avoid too much involvement of third party service
providers in security operation of a big data system;

ensure third party service components understand information security measures of the big
data system, correctly implement required security measures and pass tests of third party
evaluation agencies;

establish component employment security policies with third party service providers, clarify
employment conditions and the scope of access by external components;
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adopt necessary technical or security management measures to ensure that big data users are
authorized and enabled to access system and data resources via external service components;

audit information, such as users, intended and actual operations of external service
components, and ensure traceability of big data services.

8.4.3.2.2 Enhancement requirements
BDSPs should:

8.4.3.3

evaluate qualifications and security capabilities of third party service providers, and establish
a cooperative emergency response mechanism with external service component providers;

ensure that external service components realize security measures required by information
security strategy and security plan of a big data system correctly, and pass tests of third party
evaluation agencies;

restrict use of sensitive data resources in external service components by authorized
personnel, including storage medium, data files and other data resources controlled by
BDSPs.

Information technology supply chain security

8.4.3.3.1 General requirements
BDSPs shall:

establish IT supply chain security policies and procedures, clarify the filtering mechanism,
filtering index and evaluation method,;

clarify roles and operations of IT supply chain participants related to data acquisition and
system services;

adopt necessary technical and management measures for substitution of the supply chain,
ensure an effective response if supply chain incidents occur.

8.4.3.3.2 Enhancement requirements
BDSPs should:

8.4.3.4

establish a data aggregation information chain model, including data extraction, integration
and optimization of supply chain data source;

establish an examination and evaluation mechanism for the supply chain, perform regular
risk evaluation and security assessment, e.g., at least once a year;

establish a data supply chain quality management and evaluation feedback mechanism.

System patch management

8.4.3.4.1 General requirements
BDSPs shall:

establish patch management procedures, including downloading, testing, analysis,
distribution, installation, archiving and other processes and content, and ensure normalized
system patch management;

set up a patch management team, keep up with vulnerability disclosure information and
responses to security events, perform patch downloading, testing, installation and other tasks
according to an appropriate schedule;

establish a system patch distribution and management framework, clarify patch downloading
and update mechanisms, e.g., patch management triggered by system security events, or
periodically by set interval;
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possess patch compatibility testing ability before patch deployment and installation, record
issues during patch update processes;

possess a patch check function, verify that a patch is installed successfully.

8.4.3.4.2 Enhancement requirements
BDSPs should:

8.4.3.5

establish a patch management system, update the system and install patches via software.

Business continuity plan

8.4.3.5.1 General requirements
BDSPs shall:

regularly evaluate risks due to ongoing business, and inform users about relevant risks;

formulate and implement an appropriate disaster backup plan in accordance with business
strategic goals, clarifying level, disaster recovery requirement and recovery strategy of
system disaster recovery abilities;

regularly perform business impact analysis and risk evaluation, implement relevant business
continuity training.

8.4.3.5.2 Enhancement requirements
BDSPs should:

8.4.4

regularly perform a system switching experiment for relevant infrastructure of involved big
data service, optimize data and system resource backup schemes according to actual
requirements;

perform a business continuity plan drill to examine integrity, operability and effectiveness of
the business continuity plan, verify business continuity and system asset availability.

Security audit

BDSPs should carry out regular security audits over the whole BDaaS ecosystem. Audits can be
executed by an internal independent audit team or third party auditors (acting as big data service
partners (BDSNSs)). Audit results should be appropriately visible to BDSUs.

8.4.4.1

Audit strategy management

8.4.4.1.1 General requirements
BDSPs shall:
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formulate audit strategies and procedures covering big data system behaviour and big data
service data activities, including audit target, audit object, audit operation, audit method,
audit frequency, relevant roles and responsibilities, management commitment, the participant
coordination of supply chain and compliance analysis;

formulate a change management process for audit strategies and procedures, record in detail
the start-stop status of audit strategies and procedures, change performance policy, change
description, etc., regularly review and update audit strategies and procedures;

clarify privileges and responsibilities of users in audit strategies and procedures, establish
relevant privilege grant procedure of audit strategies and procedures, audit strategy
performance and audit data management roles.
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8.4.4.1.2 Enhancement requirements

BDSPs should:

- establish data supply chain security audit procedures and coordination mechanisms, ensure
traceability of audit events;

— regularly check and evaluate implementation of audit strategies and procedures;

- set up independent system security auditors, who should conduct regular security audits on
big data service;

— possess compliance analysis technologies and tools for audit strategies and procedures based
on audit data.
8.4.4.2  Audit data generation

8.4.4.2.1 General requirements

BDSPs shall:
— formulate audit data record regulation, clarify audit data organizational structure and format;

— clarify auditable events related to big data system actions, e.g., user login, account
management, guest access, strategy change, privileged function authorization, service
module update;

— clarify auditable events related to big data service data activities, e.g., data collection, data
access, data storage, data transfer, data processing, data maintenance and data destruction;

— ensure the audit data record at least includes operation time, operation subject, operation type,
operation object and operation results;

- possess fine-grained audit abilities for data operations and system service actions.

— maintain dependable time mark for audit record. Time granularity should satisfy audit
requirements;

- possess abilities of auditable event selection and examination;
- regularly maintain data record policies, auditable events and audit record.

8.4.4.2.2 Enhancement requirements

BDSPs should:
— provide system interfaces for third party audit data access;
- adopt cryptography technologies to ensure non-repudiation of audit data.

8.4.4.3  Audit data protection

8.4.4.3.1 General requirements

BDSPs shall:

- provide persistent massive audit data security storage management methods and
mechanisms;

- possess access authorization abilities for audit data, authorize audit data access authorities to
specified audit administrators;

— adopt security technologies or control measures to ensure authenticity of audit data;

— provide an audit data archiving function, support audit data offline encryption storage
methods and mechanisms;

— provide management strategies and methods for audit data storage effectiveness, data
compression, etc;

- enhance audit data access management, record all operations for audit data;
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— possess desensitization ability for exported audit data;
— ensure the effectiveness of a stored audit record if audit storage is exhausted, invalidated or
under attack.

8.4.4.3.2 Enhancement requirements

BDSPs should:

- possess remote disaster recovery and backup ability;

— be able to provide evidence to prove authenticity and completeness of audit data provided.

8.4.4.4  Audit analysis report

8.4.4.4.1 General requirements

BDSPs shall:
- formulate audit, analysis and report strategies and procedures for audit records;
— examine and analyse audit records regularly, generate an audit analysis report;

- distribute an analysis report to specified responsible staff in an organization, if any major
security hazard or illegal behaviour is discovered during audit, report to organization
managers as soon as possible.

8.4.4.4.2 Enhancement requirements

BDSPs should:

- monitor and analyse auditable events in real time, to support monitoring of and response to
suspicious actions;

— possess correlation analysis abilities of audit records from different sources.
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