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Recommendation ITU-T X.1715 

Security requirements and measures for integration of quantum key distribution 

network and secure storage network 

1 Scope 

This Recommendation specifies a framework for integrating a quantum key distribution network 

(QKDN) with a secure storage network (SSN) and public key infrastructure (PKI). 

This Recommendation includes for an SSN: 

– analysis of security threats; 

– identification of security requirements; and 

– specification of measures to meet identified security requirements. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.509] Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information 

technology – Open Systems Interconnection – The Directory: Public-key and 

attribute certificate frameworks. 

[ITU-T X.1710] Recommendation ITU-T X.1710 (2020), Security framework for quantum key 

distribution networks. 

[ITU-T X.1712] Recommendation ITU-T X.1712 (2021), Security requirements and measures 

for quantum key distribution networks – Key management. 

[ITU-T Y.3800] Recommendation ITU-T Y.3800 (2019), Overview on networks supporting 

quantum key distribution. 

[ITU-T Y.3801] Recommendation ITU-T Y.3801 (2020), Functional requirements for quantum 

key distribution networks. 

[ITU-T Y.3802] Recommendation ITU-T Y.3802 (2020), Quantum key distribution networks – 

Functional architecture. 

[ITU-T Y.3803] Recommendation ITU-T Y.3803 (2020), Quantum key distribution networks – 

Key management. 

[ITU-T Y.3804] Recommendation ITU-T Y.3804 (2020), Quantum key distribution networks – 

Control and management. 

[ITU-T Y.3808] Recommendation ITU-T Y.3808 (2022), Framework for integration of quantum 

key distribution network and secure storage network. 
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3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 certification authority (CA) [ITU-T X.509]: An authority trusted by one or more entities to 

create and digital sign public-key certificates. Optionally the certification authority may create the 

subjects' keys. 

3.1.2 key data [ITU-T Y.3803]: Random bit strings that are used as a cryptographic key. 

3.1.3 key manager (KM) [ITU-T Y.3800]: A functional module located in a quantum key 

distribution (QKD) node to perform key management in the key management layer. 

3.1.4 quantum key distribution [b-ETSI GR QKD 007]: Procedure or method for generating and 

distributing symmetrical cryptographic keys with information theoretical security based on quantum 

information theory. 

3.1.5 quantum key distribution link [ITU-T Y.3800]: A communication link between two 

quantum key distribution (QKD) modules to operate the QKD. 

NOTE – A QKD link consists of a quantum channel for the transmission of quantum signals, and a classical 

channel used to exchange information for synchronization and key distillation. 

3.1.6 quantum key distribution module [ITU-T Y.3800]: A set of hardware and software 

components that implements cryptographic functions and quantum optical processes, including 

quantum key distribution (QKD) protocols, synchronization, distillation for key generation and is 

contained within a defined cryptographic boundary. 

NOTE – A QKD module is connected to a QKD link, acting as an endpoint module in which a key is generated. 

These are two types of QKD modules, namely, the transmitters (QKD-Tx) and the receivers (QKD-Rx). 

3.1.7 quantum key distribution network (QKDN) [ITU-T Y.3800]: A network comprised of two 

or more quantum key distribution (QKD) nodes connected through QKD links. 

NOTE – A QKDN allows sharing keys between the QKD nodes by key relay when they are not directly 

connected by a QKD link. 

3.1.8 quantum key distribution network controller [ITU-T Y.3800]: A functional module, 

which is located in a quantum key distribution (QKD) network control layer to control a QKD 

network. 

3.1.9 quantum key distribution network manager [ITU-T Y.3800]: A functional module, which 

is located in a quantum key distribution (QKD) network management layer to monitor and manage a 

QKD network. 

3.1.10 quantum key distribution node [ITU-T Y.3800]: A node that contains one or more quantum 

key distribution (QKD) modules protected against intrusion and attacks by unauthorized parties. 

NOTE – A QKD node can contain a key manager (KM). 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

CA Certification Authority 

DoS Denial of Service 

FCAPS Fault, Configuration, Accounting, Performance and Security 
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IT-secure Information Theoretically secure 

KM Key Manager 

OTP One-Time Pad 

PKI Public Key Infrastructure 

QKD Quantum Key Distribution 

QKDN Quantum Key Distribution Network 

SSA Secure Storage Agent 

SSN Secure Storage Network 

TLS Transport Layer Security 

5 Conventions 

In this Recommendation, these conventions are applied to exclusively security requirements which 

are specified in clause 9. 

The phrase "is required to" indicates a requirement that must be strictly followed and from which no 

deviation is permitted if conformity to this Recommendation is to be claimed. 

The phrase "is recommended" indicates a requirement that is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformity. 

6 Introduction 

A QKDN supplies highly secure keys to cryptographic applications for protecting long-term 

confidentiality of data. Basic functions and layered structures of QKDN are defined in 

[ITU-T Y.3800]. Functional requirements and architectures are specified in [ITU-T Y.3801] and 

[ITU-T Y.3802], respectively. Key management as well as control and management of QKDN are 

specified in [ITU-T Y.3803] and [ITU-T Y.3804], respectively. A security framework for a QKDN 

is specified in [ITU-T X.1710] by addressing security threats to it and deriving general security 

requirements and security measures for it. Security requirements and measures for key management 

of QKDN are specified in [ITU-T X.1712]. 

To support the security measures for QKDN specified in [ITU-T X.1710] and [ITU-T X.1712], 

various kinds of security techniques and cryptographic methods need to be used in appropriate 

combinations. These techniques and methods include not only one-time pad (OTP) encryption for the 

key relay, but also a public key cryptography and a symmetric cipher for integrity and authenticity 

protection and encryption of control and management information. Public key cryptography and 

symmetric cipher are supported by cipher suites in IPsec [b-IETF RFC 4301] and transport layer 

security (TLS) [b-IETF RFC 8446] based on public key infrastructure (PKI) [ITU-T X.509]. 

Specifications for the integration of QKD technologies and existing secure network infrastructures 

such as PKI need to be studied further. 

Keys supplied by QKDN are used to encrypt sensitive and high-value data in transmission in the 

service layer of the user network [ITU-T Y.3800]. As explained in [ITU-T Y.3800] and 

[ITU-T Y.3802], the user network represents existing secure network infrastructures in which various 

cryptographic applications exist. To exploit the advantages owing to highly secure symmetric keys 

supplied by QKDN, security aspects of integration of QKDN and secure network infrastructures need 

to be studied further. It is critical to know how to combine cryptographic technologies based on QKD 

and modern cryptography. While modern cryptography is based on the computational complexity of 

mathematical problems, QKD is based on the laws of quantum mechanics and information theory. 

Both these mechanisms and security levels are different. 
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Today, various kinds of digital data are accumulated in data centres and will be stored for a long 

period. These data are targeted by malicious attacks now for potential usage later when advanced 

computing technologies are available as they will be able to decrypt the data back to its original form. 

The stored data are also threatened by incidents like natural disasters. These threats give a strong 

impetus to introducing cryptographic technologies that aim to ensure long-term security as well as 

data availability. An SSN consisting of multiple data servers supported by a secret sharing scheme 

[b-Shamir] [b-Fujiwara] integrated with a QKDN provides a promising solution, as both secret 

sharing and QKD are based on information theoretically secure (IT-secure) protocols, and hence can 

support long-term secure data transmission and storage. 

NOTE – The (k, n) threshold scheme in [b-Shamir] uses n shareholders and restores the original data by 

collecting at least k (n) of (data) shares (see also clause 7.2). With k–1 or fewer shares, the original data can 

never be reconstructed, even with unlimited computing power. 

More precisely, combination of QKDN and secret sharing realizes confidentiality and availability of 

data. However, this combination itself cannot ensure integrity of the preserved data. It is necessary to 

introduce security technologies for integrity protection, such as digital signatures issued by the PKI. 

It should be noted that security requirements for protection of confidentiality and integrity generally 

differ and can also depend upon each other at some level. Therefore, the integration of secret sharing, 

QKD and PKI addresses the critical issues. 

This Recommendation provides security requirements for integration of QKDN with secure network 

infrastructures. A concept of integration of QKDN with PKI and SSN is described in [ITU-T Y.3808], 

as shown in Figure 1. 
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Figure 1 – Overview of integration of QKDN with PKI and SSN [ITU-T Y.3808] 

7 Functional elements and information assets 

7.1 Functional elements 

7.1.1 QKDN functional elements 

As specified in [ITU-T Y.3800] and [ITU-T X.1710], a QKDN contains the following functional 

elements and links: QKD module; key manager (KM); QKDN controller; QKDN manager; QKD 

link; KM link; control link; management link; QKD-KM link; KM-application link; and QKD 

network manager-network manager link. 

7.1.2 PKI functional elements 

The following functional element, as paraphrased from clause 7 of [ITU-T Y.3808], is included in a 

PKI: 

– certification authority (CA): A functional element that issues a digital certificate. In a PKI, CAs 

form a tree structure to construct trust chains. A CA at the top of the tree is called a root CA. 
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7.1.3 SSN functional elements 

For SSN application, the following functional elements are specified in clause 6 of [ITU-T Y.3808] 

in the user network. 

– Secure storage agent (SSA): a functional element which creates shares from the original data 

and reconstructs the original data from shares. 

– SSN controller: a functional element which controls the secret sharing process, i.e., receive 

the original data, encrypt them appropriately (e.g., transform them to shares by a secret 

sharing protocol), and control communication for the SSN shareholder. 

– SSN manager: a functional element which manages the fault, configuration, accounting, 

performance and security (FCAPS) functions of the SSN. 

– SSN shareholder: a functional element which processes, exchanges, renews and stores shares. 

– SSN shareholder link: a communication link between SSAs and SSN shareholders and 

among SSN shareholders. SSN shareholder links are shown in blue in Figure 1. These links 

transmit shares with highly secure encryption such as OTP cryptography. 

– SSN control link: a communication link among the SSN controllers and between an SSN 

controller and an SSN shareholder. SSN control links are shown in black in Figure 1. These 

links transmit control and management information between the SSN controller and the SSN 

shareholder. 

These are supplemented by: 

– SSA link: a communication link between SSAs and the SSN data owners. SSA links are 

shown in red in Figure 1. These links transmit original data with highly secure encryption 

such as OTP. 

– SSN management link: a communication between an SSN manager and other functional 

elements in SSN. SSN manager links are also shown in black in Figure 1. These links transmit 

management information between the SSN manager and other functional elements in the 

SSN. 

7.2 Information assets in SSN 

A SSN contains the following assets: 

– key data, metadata: key data and metadata are delivered from a QKDN and used for 

encryption of data in SSN such as original data and shares; 

 NOTE – Details of key data and metadata are specified in [ITU-T Y.3803] and [ITU-T X.1712]. 

– original data: data containing the information that needs to be protected with confidentiality 

and other security if required (such as integrity, availability and functionality); 

– share: data generated from the original data by secret sharing; 

– SSN control and management information: information related to the control and 

management of the SSN. 

8 Security threats 

The main purpose of the SSN described in clause 7 is to protect the confidentiality of the original data 

for a long time by integration of QKDN and secret sharing. General threats to QKDN are specified 

in [ITU-T X.1710]. This Recommendation focuses on security requirements specific to the SSN 

supported by QKDN and PKI. The following threats are considered in detail: 

1) eavesdropping; 

2) spoofing (masquerade); 

3) deletion or corruption; 
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4) repudiation; 

5) denial of service (DoS). 

8.1 Eavesdropping 

Capturing packets from networks is a kind of network layer attack. Though original data and shares 

are encrypted in the SSN, the emergence of a new harvest now, decrypt later" attack "is assumed. 

A "harvest now, decrypt later attack" is the following deciphering attack. An attacker eavesdrops on 

the encrypted original data even if they do not have the computing ability to decrypt it at that time. 

In the future, when the attacker has gained advanced computing skills such as large-scale quantum 

computers, the original data can be decrypted. This type of attack causes negative effects on the 

confidentiality of data that keep the validity for the long term, such as genome information. 

In the SSN, original data, (data) shares and key data are the information assets that are objects of this 

attack. 

It is also a threat to eavesdrop on other information assets, such as SSN control and management 

information, where the attacker can understand sensitive network information or cause trouble on 

network operation. In this case, the attacker needs to decrypt the sensitive information in a relatively 

short period, during the time that networks are operated or immediately after. Thus, usually a "harvest 

now, decrypt later" attack is not effective. 

8.2 Spoofing 

Spoofing is an attack of pretending to be a different entity in order to gain an illegitimate advantage. 

To make this attack effective, the attacker needs to decipher security means against spoofing in a 

relatively short time, i.e., during the lifetime of communications. This threat is applied to all entities 

in the QKDN, the PKI and the user network. 

8.3 Deletion or corruption 

Deletion or corruption are attacks done to compromise the integrity of information assets transferred 

or stored by unauthorized deletion, insertion, modification, re-ordering, replay or delay. There are 

also deletions or corruptions due to unforeseen issues, such as disasters. These threats are applied to 

all information assets: original data, (data) shares, and key data. 

8.4 Repudiation 

Repudiation is denying the fact of executing some tasks. An administrator enforcing a malicious 

network policy (e.g., copying and forwarding specific traffic flows to malicious nodes), may claim 

that they did not create such a network policy enforcement. 

8.5 Denial of service 

DoS performs specific kinds of activities to disrupt the proper operations of the SSN. This may 

include denial of access to the SSN, denial of generation of shares and other communication by 

flooding the SSN. 

Security threats identified in the integration of QKDN with PKI and SSN are depicted in Figure 2. 
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Figure 2 – Security threats identified in integration of QKDN with PKI and SSN 

1) T_U: Security threat at the links between SSA and the SSN data owner: 

– eavesdropping: intercepting and deciphering the SSN original data and related information 

from the SSN data owner; 

– deletion or corruption: deleting or modifying the SSN original data and related information 

from the SSN data owner; 

 NOTE 1 – Information related to the SSN original data is, for example, control information to transmit 

the original data to the SSA. 

– DoS: communication interruption or flooding data traffic such as shares and SSN control and 

management information. 

2) T_S: Security threats at the SSN shareholder links: 

– eavesdropping: intercepting and deciphering the shares; 

– deletion or corruption: deleting or modifying the shares; 

– DoS: communication interruption or flooding data traffic such as shares and SSN control and 

management information. 
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3) T_C: Security threats at the SSN control links: 

– eavesdropping: intercepting and deciphering the SSN control information; 

– deletion or corruption: deleting or modifying the SSN control information. 

4) T_M: Security threats at the SSN management links: 

– eavesdropping: intercepting and deciphering SSN management information; 

– deletion or corruption: deleting or modifying the SSN management information; 

– DoS: communication interruption or flooding data traffic such as shares and SSN control and 

management information. 

5) T_Ce: Security threat at the CA link. 

– eavesdropping: intercepting and deciphering the certification data; 

– deletion or corruption: deleting or modifying the certification data; 

 NOTE 2 – The certification data is such data provided by PKI for certification in the SSN. The 

security requirements and measures of them lie outside the scope of this Recommendation. 

– DoS: communication interruption or flooding data traffic such as shares and SSN control and 

management information. 

6) T_A: Security threats at the links between the KM and the SSN shareholders: 

– T_A is defined as a reference point Ak in [ITU-T Y.3802] and these threats are specified in 

[ITU-T Y.1710]. 

7) T_SSA: Security threat at SSAs in an SSN user plane: 

– eavesdropping: stealing and deciphering shares and the original data; 

– spoofing: an attacker masquerades as an SSA to breach information security – an attacker 

maliciously fabricates an information asset and claims that such an asset was received from 

another functional element or SSN data owner, or sent to another functional element or SSN 

data owner; 

– repudiation: an attacker maliciously performs key management functions and subsequently 

denies that fact; 

– DoS: denial of access or flooding data traffic. 

8) T_SSN controller: Security threat at SSN controllers in an SSN control plane: 

– eavesdropping: stealing and deciphering the SSN control information; 

– spoofing: an attacker masquerades as an SSN controller to breach information security – an 

attacker maliciously fabricates SSN control and management information and claims that 

such information was received from another functional element or sent to another functional 

element; 

– repudiation: an attacker maliciously performs SSN control functions and subsequently denies 

that fact; 

– DoS: denial of access or flooding data traffic such as shares and SSN control and 

management information. 

9) T_SSN shareholder: Security threat at shares stored in data servers in an SSN storage plane: 

– eavesdropping: stealing and deciphering the shares; 

– spoofing: an attacker masquerades as an SSN shareholder to breach information security – 

an attacker maliciously fabricates an information asset and claims that such an asset was 

received from another functional element or SSA, or sent to another functional element or 

SSA; 

– repudiation: an attacker maliciously performs key management functions and subsequently 

denies that fact; 
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– DoS: denial of access or flooding data traffic such as shares and SSN control and 

management information. 

10) T_SSN_manager: Security threat at SSN managers in an SSN management plane: 

– spoofing: an attacker masquerades as a SSN manager to breach information security – an 

attacker maliciously fabricates SSN management information and claims that such 

information was received from another functional element or sent to another functional 

element; 

– repudiation: an attacker maliciously performs SSN management functions and subsequently 

denies that fact; 

– DoS: denial of access or flooding data traffic such as shares and SSN control and 

management information. 

The relation between security threats and each element of the QKDN are summarized in Table 1 with 

three different priority levels. 

Table 1 – Relation between security threats and secure storage functional elements,  

and their links, with three different priority levels 

Element 

Threat 

Spoofing Eavesdropping 
Deletion or 

corruption 
Repudiation DoS 

SSA link  3 3  1 

SSN shareholder 

link 
 1 2  1 

SSN control link  1 2  1 

SSN 

management link 
 1 2  1 

CA link  1 2  1 

KM-SSN 

shareholder link 
 1 2  1 

SSA 3   2 1 

SSN shareholder 2   2 1 

SSN controller 2   2 1 

SSN manager 2    1 

Numbers in Table 1 indicate the following levels of threat. 

– 3: High level 

 This level is fatal if a threat occurs. Such a threat is expected to result in a break in 

confidentiality, integrity and availability of the original data. 

– 2: Medium level 

 It is essential for this level of threat to be averted. These are threats against, for example, 

control and operational information in processes of secret sharing, SSN control and SSN 

management. If such threats occur, secure and reliable operations of an SSN cannot be 

achieved. 

– 1: Low level 

 This level includes two kinds of threats. The first is the DoS attack which is recognizable and 

needs to be considered. If such a threat occurs, an SSN cannot operate normally. The second 

is eavesdropping on the SSN control and management information of the SSN, which can be 
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done unrecognizably. This neither causes leakage of the original data nor disruption of the 

SSN operations, but may be beneficial to the adversary. 

9 Security requirements and measures 

The basic security requirements and security measures for QKDN are specified in [ITU-T X.1710]. 

This clause describes additional and specific security requirements and measures in an SSN. 

Table 2 – Mapping of security dimensions and security threats 

Dimensions 

Threat 

Spoofing Eavesdropping 
Deletion or 

corruption 
Repudiation DoS 

Confidentiality      

Integrity      

Authentication and access 

control 
     

Availability 

Creating, 

exchanging, 

and storing 

shares 

     

Damage control 

and recovery 
     

Accountability 

Activity 

logging 
     

Alarm reporting      

Audit      

The basic concept on the nature of information assets is as follows: 

– confidentiality of the original data: long-term security; 

– the other dimensions/assets: short-term security. 

Security requirements for the SSN in terms of eavesdropping, spoofing, and deletion or corruption 

are specified, and their security measures are specified in clauses 9.1 to 9.3. 

9.1 Security requirements and measures on original data 

Requirements and measures for security protection of the original data are summarized in Table 3. 

 

Table 3 – Security requirements and measures on the original data 

 Description Security requirements Security measures 

(i
) 

co
n

fi
d

en
ti

al
it

y
 

Any 

information on 

the original 

data is 

protected from 

being leaked to 

unauthorized 

elements and 

parties. 

SReq.1 – An SSA is required to ensure 

confidentiality of the original data 

transmitted via an SSA link in 

collaboration with the SSN data owner. 

SReq.2 – The SSA is required to ensure 

confidentiality of the original data when 

processed by or stored in the SSA. 

– Towards SReq.1, the SSA has 

capabilities to supply or receive the 

original data with encryption or 

decryption to protect the required 

confidentiality.  

– Towards SReq.2, the SSA is protected by 

appropriate means, which include 

physical protection measures or the use 

of cryptographic measures. 

(Note 1) 
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Table 3 – Security requirements and measures on the original data 

 Description Security requirements Security measures 

(i
i)

 i
n

te
g
ri

ty
 

The original 

data remains 

unaltered. 

SReq.3 – The SSA is required to ensure 

the integrity of the original data. 

– Towards SReq.3, the SSA verifies the 

integrity of the original data received 

from the SSN data owner. 

– Towards SReq.3, the SSA is protected by 

appropriate means, which include 

physical protection measures or the use 

of cryptographic measures. 

(Note 2) 

(i
ii

) 
au

th
en

ti
ca

ti
o

n
 a

n
d

 a
cc

es
s 

co
n

tr
o

l 

An owner and 

sender of and 

access to the 

original data 

are restricted to 

authorized 

entities. 

SReq.4 – The SSA is required to ensure 

that the original data received from an 

SSN data owner is not trusted unless the 

identity of the sending entity has been 

authenticated and it is authorized to 

supply the original data. 

SReq.5 – The SSA is required to ensure 

that it does not allow another entity 

access to the unencrypted original data 

without ensuring that the other entity is 

authorized to receive it. 

– Towards SReq.4 and SReq.5, the SSA 

performs mutual authentication with 

other entities with which they 

communicate, or utilize other approaches. 

– Towards SReq.4 and SReq.5, the SSA 

has the capability to handle security-

relevant attributes and to implement 

access control security policies. 

(i
v

) 
av

ai
la

b
il

it
y

 

The original 

data is 

available 

whenever 

required.  

SReq.6 – The SSA is required to supply 

the original data following a request from 

the SSN data owner. 

SReq.7 – When some shares are lost by 

malfunctions or disruptions of SSN 

shareholders, the SSN shareholder is 

required to reconstruct the original data 

from the remaining shares if their number 

is the same or more than the threshold. 

– Towards SReq.6 and SReq.7, the SSA 

has capabilities to retrieve shares and 

reconstruct the original data from the 

partial shares. 

(v
) 

ac
co

u
n

ta
b

il
it

y
 

The original 

data is 

traceable. 

SReq.8 – The SSA is recommended to 

inform an SSN controller or an SSN 

manager of incident-relevant parameters. 

– Towards SReq.8, the SSA has 

capabilities to create incident-relevant 

parameters and send them to the SSN 

controller or the SSN manager. 

(Note 3) 

NOTE 1– Tamper protection implemented by functional entities and security measures provided by a trusted node 

are examples of physical protection. 

NOTE 2 – Tamper protection implemented by functional entities and security measures provided by a trusted node 

are examples of physical protection. 

NOTE 3 – Actual actions on information to the QKDN controller or the QKDN manager depend on the 

implementation. 

9.2 Security requirements and measures on (data) share 

Requirements and measures on security protection of the (data) share are summarized in Table 4. 
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Table 4 – Security requirements and measures on share 

 Description Security requirements Security measures 

(i
) 

co
n

fi
d

en
ti

al
it

y
 Any 

information on 

the share is 

protected from 

being leaked to 

unauthorized 

elements and 

parties. 

SReq.9 – The SSA and the SSN 

shareholder are required to ensure 

confidentiality of the shares in the SSN 

shareholder links when they are 

transmitted through them. 

SReq.10 –  The SSA and the SSN 

shareholder are recommended to use 

highly secure confidentiality measures 

to transmit shares via SSN shareholder 

links. 

SReq.11 – The SSA and the SSN 

shareholder are required to ensure 

confidentiality of the share when 

processed by or stored in the SSA or 

the SSN shareholder. 

– Towards SReq.9, the confidentiality of the 

share is protected by appropriate means, 

which include physical protection of the 

SSN shareholder links or cryptographic 

methods provided by the SSA and the SSN 

shareholder. 

– Towards SReq.10, the SSA and the SSN 

shareholder encrypt the shares by 

IT-secureencryption/decryption such as 

OTP when it is transmitted to the other 

SSN shareholders. 

– Towards SReq.11, the SSA and the SSN 

shareholder are protected by appropriate 

means, which include physical protection 

measures or the use of cryptographic 

measures. 

(Note 1) 

(i
i)

 i
n

te
g
ri

ty
 

The share 

remains 

unaltered. 

SReq.12 – The SSN shareholder is 

required to ensure the integrity of the 

shares that are processed and stored. 

– Towards SReq.12, the following items i), 

ii) and iii) are performed. 

i) The SSN shareholder verifies the integrity 

of shares received from the SSA.  

ii) The SSN shareholder verifies the integrity 

of shares received from the other SSN 

shareholders.  

iii) The SSN shareholder has the capability to 

renew the shares regularly to ensure their 

long-term integrity of them. 

iv) The SSN shareholder is protected by 

appropriate means, which include physical 

protection measures or the use of 

cryptographic measures. 

(Note 2) 

(i
ii

) 
au

th
en

ti
ca

ti
o

n
 a

n
d

 a
cc

es
s 

co
n

tr
o

l 

Shares only 

trust content 

from and 

restrict 

unencrypted 

content access 

to authorized 

entities. 

SReq.13 – The SSA and the SSN 

shareholder are required to ensure that 

the share received from the other 

entities are not trusted unless the 

identities of the sending entities have 

been authenticated and they are 

authorized to supply the share. 

SReq.14 The SSA and the SSN 

shareholder are required to ensure that 

they do not allow another entity access 

to the unencrypted shares without 

ensuring that the other entity is 

authorized to receive them. 

– Towards SReq.13 and SReq.14, the SSA 

and the SSN shareholder perform mutual 

authentication with other entities with 

which they communicate, or utilize other 

approaches. 

– Towards SReq.13 and SReq.14, the SSA 

and the SSN shareholder have the 

capability to handle security-relevant 

attributes and to implement access control 

security policies. 

(i
v
) 

av
ai

la
b
il

it
y

 

N/A N/A N/A 
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Table 4 – Security requirements and measures on share 

 Description Security requirements Security measures 

(v
) 

ac
co

u
n

ta
b

il
it

y
 

N/A N/A N/A 

NOTE 1 – Tamper protection implemented by functional entities and security measures provided by a trusted node are 

examples of physical protection. 

NOTE 2 – Tamper protection implemented by functional entities and security measures provided by a trusted node are 

examples of physical protection. 

9.3 Security requirements and measures on SSN control and management information 

Requirements and measures on security protection of SSN control and management information are 

summarized in Table 5. 

 

Table 5 – Security requirements and measures on SSN control and management 

information 

 Description Security requirements Security measures 

(i
) 

co
n

fi
d

en
ti

al
it

y
 

Any information 

on the SSN control 

and management 

information is 

protected from 

being leaked to 

unauthorized 

elements and 

parties. 

SReq.15 – The SSA, SSN 

shareholder, SSN controller and the 

SSN manager are required to ensure 

confidentiality of the SSN control 

and management information in the 

SSN control and management links 

when they are transmitted through 

them. 

– Towards SReq.15, the SSA, SSN 

shareholder, SSN controller and the SSN 

manager protect the SSN control and 

management information in the SSN 

control and management links by 

appropriate cryptographic methods. 

(i
i)

 i
n

te
g
ri

ty
 

The SSN control 

and management 

information 

remains unaltered. 

SReq.16 – The SSA, SSN 

shareholder, SSN controller and SSN 

manager are required to ensure the 

integrity of the SSN control and 

management information that they 

manage. 

– Towards SReq.16, the SSA, SSN 

shareholder, SSN controller and the SSN 

manager secure the integrity of the SSN 

control and management information 

when communicating with each other. 
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Table 5 – Security requirements and measures on SSN control and management 

information 

 Description Security requirements Security measures 

(i
ii

) 
au

th
en

ti
ca

ti
o

n
 a

n
d

 a
cc

es
s 

co
n

tr
o

l 

The SSN control 

and management 

information are 

restricted to 

authorized entities. 

SReq.17 – The SSA, SSN 

shareholder, SSN controller and the 

SSN manager are required to ensure 

that the SSN control and 

management information received 

from other entities are not trusted 

unless the identities of the sending 

entities have been authenticated and 

they are authorized to supply the 

SSN control and management 

information. 

SReq.18 – The SSA, SSN 

shareholder, SSN controller and SSN 

manager are required to ensure that 

they do not allow another entity 

access to the unencrypted SSN 

control and management information 

without ensuring that the other entity 

is authorized to receive it. 

– Towards SReq.17 and SReq.18, the SSA, 

SSN shareholder, SSN controller and SSN 

manager perform mutual authentication 

with other entities with which they 

communicate, or utilize other approaches. 

– Towards SReq.17 and SReq.18, the SSA, 

SSN shareholder, SSN controller and SSN 

manager have the capability to handle 

security-relevant attributes and to 

implement access control security policies. 

(i
v

) 
av

ai
la

b
il

it
y

 

N/A N/A N/A 

(v
) 

ac
co

u
n

ta
b

il
it

y
 

N/A N/A N/A 
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