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FOREWORD 

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of 

telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T X.1714 

Key combination and confidential key supply for quantum key distribution 

networks 

1 Scope 

This Recommendation describes key combination methods for quantum key distribution network 

(QKDN) and specifies security requirements for both the key combination and the key supply from 

QKDN to cryptographic applications. 

In particular, this Recommendation addresses the following points: 

– the security of the combination of keys exchanged through a QKDN and keys exchanged 

through other key exchange methods; 

– the security of the key supply from a QKDN to cryptographic applications. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T Y.3800] Recommendation ITU-T Y.3800 (2019), Overview on networks supporting 

quantum key distribution, plus Corrigendum 1 (2020). 

[ITU-T Y.3802]  Recommendation ITU-T Y.3802 (2020), Quantum key distribution networks – 

Functional architecture of quantum key distribution networks. 

[ITU-T Y.3803] Recommendation ITU-T Y.3803 (2020), Quantum key distribution networks – 

Key management. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 key management [ITU-T Y.3800]: All activities performed on keys during their life cycle 

starting from their reception from the quantum layer, storage, formatting, relay, synchronization, 

authentication, to supply to a cryptographic application and deletion or preservation depending on the 

key management policy. 

3.1.2 key management agent (KMA) [ITU-T Y.3802]: A functional element to manage keys 

generated by one or multiple quantum key distribution (QKD) modules in a QKD node (trusted node).  

NOTE – KMA acquires keys from one or multiple QKD modules, synchronizes, resizes, formats and stores 

them. It also relays keys through key management agent (KMA) links. 

3.1.3 key supply [ITU-T Y.3800]: A function providing keys to cryptographic applications.  

3.1.4 key supply agent (KSA) [ITU-T Y.3802]: A functional element to supply keys to a 

cryptographic application, being located between a key management agent (KMA) and the 

cryptographic application.  
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NOTE – Application interfaces for cryptographic applications are installed into the key supply agent (KSA). 

The KSA synchronizes keys, and verifies their integrity via a KSA link before supplying them to the 

cryptographic application. 

3.1.5 quantum key distribution (QKD) [b-ETSI GR QKD 007]: Procedure or method for 

generating and distributing symmetrical cryptographic keys with information theoretical security 

based on quantum information theory. 

3.1.6 quantum key distribution network (QKDN) [ITU-T Y.3800]: A network comprised of two 

or more quantum key distribution (QKD) nodes connected through QKD links.  

3.1.7 quantum key distribution node (QKD node) [ITU-T Y.3800]: A node that contains one or 

more quantum key distribution (QKD) modules protected against intrusion and attacks by 

unauthorized parties.  

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

KMA  Key Management Agent 

KSA  Key Supply Agent 

QKD  Quantum Key Distribution 

QKDN  Quantum Key Distribution Network 

SIM  Subscriber Identity Module 

5 Conventions 

In this Recommendation: 

The keywords "is required to" indicate a requirement which must be strictly followed and from which 

no deviation is permitted if conformance to this document is to be claimed. 

The keywords "is recommended" indicate a requirement which is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 

6 Introduction 

Key combination is a method to combine multiple keys generated by different key exchange methods. 

For example, in public key cryptography, key combination is useful when the key consumer does not 

want to rely on a single key exchange method or wants to use a recent key exchange method with a 

security that has not been fully demonstrated yet (e.g., post-quantum public key cryptographic 

algorithms). The key resulting from an appropriate key combination can be secure as long as one of 

the keys used as inputs for this combination remains secure [b-Giacon], [b-Bindel]. Therefore, key 

combination may be beneficial from the viewpoint of migration towards the adoption of quantum key 

distribution networks (QKDNs) into network infrastructures.  

Quantum key distribution (QKD) is a cryptographic technology which allows the sharing of 

symmetric random bit strings (key) between two remote parties. The confidentiality of the key 

provided by QKD protocols can be proven based on quantum information theory. Linking an 

ensemble of pairs of QKD modules with key relay techniques is the building block of QKD networks 

(QKDNs). General aspects, functions and structures of the QKDN are described in [ITU-T Y.3800].  
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A key combination can be applied to keys established by quantum key distribution (QKD) and its 

network (QKDN). 

A key combination that preserves the confidentiality guaranteed by QKD provides a secure 

cryptographic key. However, the security of the key combination should be carefully analysed since 

the confidentiality of QKD is based on quantum physics and statistical properties, whereas in most 

of the current cryptographic technologies, including key combinations, the security is based on 

computational complexity.  

Furthermore, in QKDNs, quantum physics guarantees the confidentiality of the key exchange 

between two QKD modules. However, the confidentiality of the key supply between these QKD 

modules and the cryptographic applications consuming its keys does not rely on quantum physics. In 

order to provide an end-to-end confidentiality on keys, the security of keys supplied by QKD needs 

to be specified.  

This Recommendation describes the concept of the key combination method in clause 7, and specifies 

some security requirements of key combination methods in clause 8. The security requirements for 

key supply between QKDNs and cryptographic applications are covered in clause 9. 

7 Key combination methods for QKDN 

This clause defines a key combination for QKDN. Figure 1 shows a general description of the key 

combination considered in this Recommendation. It consists of a key combiner which transforms two 

or more input keys supplied by different key exchange methods into a combined key. One of the input 

keys is supplied by a QKD-based key exchange. When the key combiner is located outside the QKDN 

and used in the service layer (see [ITU-T Y.3800] for a layer structure and basic functions of QKDN), 

the QKD-based key exchange is a key exchange performed by the QKDN. When the key combiner 

is in the QKDN, the QKD-based key exchange is a key exchange between QKD modules with or 

without key relays. The other input keys can be provided by any kind of method allowing the 

exchange of symmetric keys between two nodes, including cryptographic means and physical means 

(e.g., subscriber identity module (SIM) card). In this Recommendation, the input key provided by the 

QKD-based key exchange is referred to as KQKD, and the input keys provided by the other key 

exchanges are referred to as K1, K2, .... The key resulting from the key combination, or combined key, 

is referred to as KC. KC is sent to cryptographic applications. 

The key combiner can output a combined key, even if the QKD-based key exchange cannot supply a 

key. In this case, the key combiner can use a pre-shared value Kps. Then, the security of the combined 

key KC is guaranteed either by Kps or by the other keys (K1, K2, ...).  

 

Figure 1 – Key combination method for QKDN 
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NOTE – Information about possible locations of a key combiner is given in [ITU-T Y.3802] and 

[ITU-T Y.3803]. 

8 Security requirements for key combination methods 

This clause describes the security requirements for the key combination methods for QKDN. The 

requirements depend on where the key combiner is located. 

If the key combiner is located outside the QKDN and is used as a cryptographic application, the 

requirements fully depend on the policy of the user of the application. Specification of the security 

requirements in this case is outside the scope of this Recommendation. 

The security requirements for the key combiners in the QKDN are listed below:  

Req.1 If KQKD is available and used as the input key, the key combiner is required to output KC that 

maintains the confidentiality of KQKD in a statistical sense. 

To satisfy Req.1, requirements Req.2 to Req.4 are also needed:  

Req.2 The key length of KC is required to be not longer than the key length of KQKD.  

Req.3 KQKD and the other input keys are required to be statistically independent.  

Req.4 The input keys from the other key exchange methods (K1, K2, ...) are required to have a 

discrepancy rate lower than a value defined in the security policy of the QKDN.  

Since confidentiality of the key supplied from QKD is based on its statistical property, confidentiality 

of the combined key from the key combiner should also be evaluated in the same manner. An example 

of the key combination method satisfying Req.1 is an exclusive or (XOR) operation of multiple 

independent input keys with the same length.  

NOTE 1 – "discrepancy" in Req.4 means that the exchanged key values between the nodes are not identical. 

A low discrepancy rate is usually a reasonable assumption for computational algorithm-based cryptography or 

some physical cryptographic means such as SIM cards. However, if this discrepancy rate is not sufficiently 

low, the discrepancy of the other keys may degrade the security of the combined key compared to the security 

of the input key supplied from the QKD-based key exchange. In this case, the discrepancy probability of keys 

needs to be bounded under a threshold which is defined in security policies of QKDNs and cryptographic 

applications.   

One additional security requirement for the key combiners located in the functional element that 

supplies keys to cryptographic applications is listed below: 

NOTE 2 – This functional element that supplies keys to cryptographic applications is called key supply agent 

(KSA) and is defined in [ITU-T Y.3802] and [ITU-T Y.3803]. 

Req.5 If the pre-shared value Kps, is used as the input key, instead of KQKD, the key combiner is 

required to announce the unavailability of the key from the QKD-based key exchange to the 

cryptographic application.  

NOTE 3 – When Kps is used as the input key, the confidentiality of the combined key KC, is guaranteed either 

by Kps or by the other keys (K1, K2, ...).  

9 Security requirements for key supply between QKDNs and cryptographic 

applications  

This clause describes the security requirements for the key supply between a QKDN and 

cryptographic applications. 

Req.6 The QKDN and the cryptographic applications connected to it are recommended to have the 

capability to secure the key supply. 

Req.7 The QKDN and the cryptographic applications connected to it are recommended to encrypt 

the supplied keys by using symmetric key encryption schemes. 
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Req.8 The QKDN and the cryptographic applications connected to it are recommended to use 

symmetric key encryption algorithms that are considered as robust against attacks performed with a 

quantum computer. 

NOTE – At the time of the writing of this Recommendation, symmetric key encryption algorithms considered 

as robust against quantum computing offered at least a 128-bit security level in the presence of quantum 

computers able to halve the symmetric key space, amounting to the use of at least 256-bit symmetric keys. 
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