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Summary 

Recommendation ITU-T X.1712 specifies security threats and security requirements for key 

management in quantum key distribution networks (QKDNs), and security measures of key 

management to meet the security requirements. 

This Recommendation also provides support for the design, implementation, and operation of key 

management in QKDNs with approved security. 
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telecommunications, information and communication technologies (ICTs). The ITU Telecommunication 

Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical, 

operating and tariff questions and issuing Recommendations on them with a view to standardizing 

telecommunications on a worldwide basis. 

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes 

the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics. 

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. 

In some areas of information technology which fall within ITU-T's purview, the necessary standards are 

prepared on a collaborative basis with ISO and IEC. 
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Recommendation ITU-T X.1712 

Security requirements and measures for quantum key distribution networks - 

key management 

1 Scope 

This Recommendation specifies the following items: 

– security threats to key management in the quantum key distribution network (QKDN); 

– security requirements for key management in the QKDN; 

– security measures of key management to meet the security requirements. 

2 References 

The following ITU-T Recommendations and other references contain provisions which, through 

reference in this text, constitute provisions of this Recommendation. At the time of publication, the 

editions indicated were valid. All Recommendations and other references are subject to revision; 

users of this Recommendation are therefore encouraged to investigate the possibility of applying the 

most recent edition of the Recommendations and other references listed below. A list of the currently 

valid ITU-T Recommendations is regularly published. The reference to a document within this 

Recommendation does not give it, as a stand-alone document, the status of a Recommendation. 

[ITU-T X.1710] Recommendation ITU-T X.1710 (2020), Security framework for quantum key 

distribution networks. 

[ITU-T X.1714] Recommendation ITU-T X.1714 (2020), Key combination and confidential key 

supply for quantum key distribution networks. 

[ITU-T Y.3800] Recommendation ITU-T Y.3800 (2019), Overview on networks supporting 

quantum key distribution. 

[ITU-T Y.3801] Recommendation ITU-T Y.3801 (2020), Functional requirements for quantum 

key distribution networks. 

[ITU-T Y.3802] Recommendation ITU-T Y.3802 (2020), Quantum key distribution networks – 

Functional architecture. 

[ITU-T Y.3803] Recommendation ITU-T Y.3803 (2020), Quantum key distribution networks – 

Key management. 

3 Definitions 

3.1 Terms defined elsewhere 

This Recommendation uses the following terms defined elsewhere: 

3.1.1 information theoretically secure (IT-secure) [ITU-T Y.3800]: Secure against any 

deciphering attack with unbounded computational resources. 

3.1.2 key life cycle [ITU-T Y.3800]: A sequence of steps that a key undergoes from its reception 

by a key manager (KM) through its use in a cryptographic application and until deletion or 

preservation depending on the key management policy. 

3.1.3 key management [ITU-T Y.3800]: All activities performed on keys during their life cycle 

starting from their reception from the quantum layer, the storage, formatting, relay, synchronization, 

authentication, to supply to cryptographic application and delete or preserve depending on the key 

management policy. 
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3.1.4 key management agent (KMA) [ITU-T Y.3802]: A functional element to manage keys 

generated by a quantum key distribution (QKD) module/QKD modules in a QKD node (trusted node). 

NOTE – KMA acquires keys from one or multiple QKD module/QKD modules, synchronizes, resizes, 

formats, and stores them. It also relays keys through key management agent (KMA) links. 

3.1.5 key management agent-key (KMA-key) [ITU-T Y.3803]: Key data stored and processed 

in a key management agent (KMA), and securely shared between a KMA and a matching KMA. 

3.1.6 key management agent link (KMA link) [ITU-T Y.3802]: A communication link 

connecting KMAs to perform IT-secure key relay and communications for key management. 

3.1.7 key manager (KM) [ITU-T Y.3800]: A functional module located in a quantum key 

distribution (QKD) node to perform key management in the key management layer. 

3.1.8 key manager link (KM link) [ITU-T Y.3800]: A communication link connecting key 

managers (KMs) to perform key management. 

3.1.9 key relay [ITU-T Y.3800]: A method to share keys between arbitrary quantum key 

distribution (QKD) nodes via intermediate QKD node(s). 

3.1.10 key supply agent (KSA) [ITU-T Y.3802]: A functional element to supply keys to a 

cryptographic application, being located between a key management agent (KMA) and the 

cryptographic application. 

NOTE – Application interfaces for cryptographic applications are installed into the key supply agent (KSA). 

The KSA synchronizes keys and verifies their integrity via a KSA link before supplying them to the 

cryptographic application. 

3.1.11 key supply agent-key (KSA-key) [ITU-T Y.3803]: Key data stored and processed in a key 

supply agent (KSA), and securely shared between a KSA and a matching KSA. 

3.1.12 key supply agent link (KSA link) [ITU-T Y.3802]: A communication link connecting KSAs 

to perform key synchronization and integrity verification. 

3.1.13 message authentication code [b-ETSI GS QKD 008]: Cryptographic checksum on data that 

uses a symmetric key to detect both accidental and intentional modifications of data. 

3.1.14 quantum key distribution (QKD) [b-ETSI GR QKD 007]: QKD is a procedure or method 

for generating and distributing symmetrical cryptographic keys with information theoretical security 

based on quantum information theory. 

3.1.15 quantum key distribution module (QKD module) [ITU-T Y.3800]: A set of hardware and 

software components that implements cryptographic functions and quantum optical processes, 

including quantum key distribution (QKD) protocols, synchronization, distillation for key generation, 

and is contained within a defined cryptographic boundary. 

NOTE – A QKD module is connected to a QKD link, acting as an endpoint module in which a key is generated. 

These are two types of QKD modules, namely, the transmitters (QKD-Tx) and the receivers (QKD-Rx). 

3.1.16 quantum key distribution-key (QKD-key) [ITU-T Y.3802]: A pair of symmetric random 

bit strings generated by a pair of quantum key distribution (QKD) modules, particularly referring to 

random bit strings before being resized and formatted in a KM. 

3.1.17 quantum key distribution link (QKD link) [ITU-T Y.3800]: A communication link 

between two quantum key distribution (QKD) modules to operate the QKD. 

NOTE – A QKD link consists of a quantum channel for the transmission of quantum signals, and a classical 

channel used to exchange information for synchronization and key distillation. 

3.1.18 quantum key distribution network (QKDN) [ITU-T Y.3800]: A network comprised of two 

or more quantum key distribution (QKD) nodes connected through QKD links. 

NOTE – A QKDN allows sharing keys between the QKD nodes by a key relay when they are not directly 

connected by a QKD link. 
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3.1.19 quantum key distribution network controller (QKDN controller) [ITU-T Y.3800]: 

A functional module, which is located in a quantum key distribution (QKD) control layer to control 

a QKD network. 

3.1.20 quantum key distribution network manager (QKDN manager) [ITU-T Y.3800]: 

A functional module, which is located in a quantum key distribution (QKD) network management 

layer to monitor and manage a QKD network. 

3.1.21 quantum key distribution node (QKDN node) [ITU-T Y.3800]: A node that contains one 

or more quantum key distribution (QKD) modules protected against intrusion and attacks by 

unauthorized parties. 

NOTE – A QKD node can contain a key manager (KM). 

3.1.22 quantum key distribution protocol (QKD protocol) [ITU-T X.1710]: List of steps for 

establishing symmetric cryptographic keys with information-theoretical security based on quantum 

information theory. 

3.1.23 security demarcation boundary [ITU-T Y.3800]: A boundary to demarcate QKDN's 

responsibility on the keys to be supplied from the user network's responsibility for the use of the keys. 

3.1.24 user network [ITU-T Y.3800]: A network in which cryptographic applications consume 

keys supplied by a quantum key distribution (QKD) network. 

3.2 Terms defined in this Recommendation 

None. 

4 Abbreviations and acronyms 

This Recommendation uses the following abbreviations and acronyms: 

AES Advanced Encryption Standard 

DoS Denial of Service 

ID Identifier 

IT-secure Information-Theoretically secure 

KM Key Manager 

KMA Key Management Agent 

KSA Key Supply Agent 

MAC Message Authentication Code 

OTP One-Time Pad 

QKD Quantum Key Distribution 

QKDN Quantum Key Distribution Network 

5 Conventions 

In this Recommendation: 

The keywords ''is required to'' indicate a requirement that must be strictly followed and from which 

no deviation is permitted if conformance to this document is to be claimed. 

The keywords ''is recommended'' indicate a requirement that is recommended but which is not 

absolutely required. Thus, this requirement need not be present to claim conformance. 
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6 Introduction 

A QKD network (QKDN) enables the supply of secure keys to cryptographic applications for 

protecting the long-term confidentiality of data. Basic functions and layered structures of the QKDN 

are defined in [ITU-T Y.3800]. Functional requirements and architectures are specified 

in [ITU-T Y.3801] and [ITU-T Y.3802], respectively. A security framework for the QKDN is 

specified in [ITU-T X.1710], by addressing the security threats against the QKDN, and deriving the 

general security requirements and the security measures for the QKDN. 

This Recommendation addresses security issues of key management of the QKDN and specifies 

security requirements for key management as defined in clause 3.1.3, based on the key management 

framework described in [ITU-T Y.3803]. In terms of the layered model specified in [ITU-T Y.3800], 

the key management layer is the unique layer that will be considered in this Recommendation. 

In addition, the interfaces between the key management layer and other layers listed below are within 

the scope of this Recommendation: 

– a quantum layer; 

– a QKDN control layer; 

– a QKDN management layer; 

– a service layer. 

7 Information assets to be protected in key management in the QKDN 

Information assets to be protected in key management in the QKDN are as follows. 

7.1 Key data 

Key data comprise random bit strings. The individual key data can be used as a symmetric 

cryptographic key. 

There are several kinds of key data in the process of key management which are as follows:  

– QKD-key: key data generated by a QKD module, and acquired by a KMA; 

– KMA-key: key data resized by the KMA by combining or splitting QKD-keys into a 

prescribed size; 

– KSA-key: key data transferred from the KMA to a KSA according to a requested key length, 

which is supplied to the cryptographic application. 

7.2 Metadata 

Metadata are attribute information on key data and key management. Such information may include 

but is not limited to: 

– key identifier (ID) (QKD-key ID, KMA-key ID, source KMA-key ID, KSA-key ID); 

– generation time stamp; 

– QKD module ID; 

– matching QKD module ID; 

NOTE 1 – For a QKD module X, the other QKD module Y to which QKD module X is directly connected via 

a QKD link is called the matching QKD module. 

– key length; 

– hash value; 

– key type (encryption key/decryption key); 

– KMA ID; 

– source KMA ID; 
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– matching KMA ID; 

NOTE 2 – For a KMA X, the other KMA Y to which KMA X is directly connected via a KMA link is called 

the matching KMA. 

– destination KMA ID; 

– key relay time stamp; 

– key relay encryption method including relevant parameters; 

– KMA-key metadata; 

– supply time stamp; 

– application name; 

– application source ID; 

– application destination ID; and so on.  

The items above are not always mandatory but optional. 

7.3 Control and management information 

Control and management information relevant to key management is as follows: 

– key management information, which is communicated via the KMA and KSA links in the 

key management layer; 

– QKDN control information, which is communicated via control links between the key 

management layer and the QKDN control layer; 

– QKDN management information, which is exchanged among the key management layer, the 

QKDN control layer, and the QKDN management layer; 

– QKD module status information, which is communicated via links between the key 

management layer and the quantum layer. 

8 Security threats of key management in QKDN 

The key management framework and functional elements used in this Recommendation have been 

described in [ITU-T Y.3803]. This clause focuses on intrinsic security threats to key management for 

the QKDN. 

In addition to a QKD link, a KMA link and a KSA link which are defined in [ITU-T Y.3800] and 

[ITU-T Y.3802], this Recommendation refers to the following links in this clause. 

– Key supply link: A communication link connecting a QKD module and a KMA, a KMA and 

a KSA, or a KSA and a cryptographic application to supply QKD-keys, KMA-keys and 

KSA-keys, respectively. It also transmits metadata and the relevant parameters. 

– Control and management link: A communication link to convey control and management 

information. These links connect a QKDN controller and its entities, a QKDN manager and 

its entities, or a QKD module and a KM. 

Attack surfaces against key management in the QKDN are summarized in Figure 1 by red circles. 

The links that convey the key data include: 

1) KMA links and key supply links, which include links between a QKD module and a KMA, 

links between a KMA and a KSA, and links between a KSA and a cryptographic application. 

While the links that do not convey the key data include: 

2) KSA links, 

3) Control and management links connected to KMs. 
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NOTE 1 – Once key data has been supplied from KSAs to the cryptographic applications, the applications are 

responsible for the key data and its use. 

NOTE 2 – The following items are outside the scope of this Recommendation: 

(i) Attacks on functional entities outside the key management layer (e.g., the QKD modules, the QKDN 

controller, and the QKDN manager). 

(ii) Attacks on links that are not directly connected to the KMs (e.g., the QKD link comprising the 

quantum and classical channels). 

(iii) Insider attacks against the KM. 

NOTE 3 – Insider attacks are attacks originating from an action within an organization that is legitimately 

involved in the QKDN, e.g., malicious attacks by a trusted operator of a QKDN, their business associates, or 

an outsider that has access to a controlled location within a QKDN by deception, etc. 

(iv) Side-channel attacks, trapdoors, human errors, and natural disasters against the KM. 

NOTE 4 – Assuming that the functions of the KM are digital, the side-channel attacks in (iv) are against the 

digital (not quantum) functions. Potential attacks include, for example, power analysis, timing analysis, fault 

induction and TEMPEST. 

On each attack surface, the following security threats could arise: 

– spoofing (masquerade); 

– eavesdropping; 

– deletion or corruption 

– destruction of system resources, and 

– denial of service (DoS). 

NOTE 5 – The meanings of the terms of the security threats are specified in [ITU-T X.1710]. 

Even under the restrictions in (iii) and (iv), the KMAs and the KSAs may also suffer from the security 

threats listed in Figure 1 because malicious attacks such as a man-in-the-middle-attack could be 

launched against the links, causing effects on those functional elements in the KMs. 

As shown in Figure 1, the KMAs and the KSAs, both of which deal with keys, should be located 

inside the trusted nodes for proper key management. Key supply links are also located inside the 

trusted nodes in most cases. 

NOTE 6 – In most cases, cryptographic applications, the QKDN controller and the QKDN manager are located 

inside the trusted nodes. On the other hand, in some cases, while a cryptographic application receives keys in 

the trusted node, it consumes the keys outside the trusted node. Typical examples include cryptographic 

applications in mobile terminals such as smartphones and drones. This being the case, the key supply link 

between the KSA and the cryptographic applications may or may not be located inside the trusted node. 
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Figure 1 – Attack surfaces of key management in the QKDN (red circle) 

NOTE 7 – Key supply links and KMA links are shown in green, KSA links are shown in orange, control and 

management links are shown in black in Figure 1. 

8.1 Threats to KMA links (T_K2-1) and key supply links (T-K1, T_K3, T_A1) 

The links that are shown in green in Figure 1 convey key data, metadata and control and management 

information. The potential threats involving the links include: 

– Eavesdropping: intercepting and deciphering key data, metadata, and control and 

management information; 

– Deletion or corruption: deletion or modifying key data, metadata, and control and 

management information; 

– DoS: communication interruption or flooding data traffic. 

8.2 Threats to KSA links (T_K2-2) 

The links that are shown in orange in Figure 1 are the KSA links through which the metadata, control 

and management information are exchanged. 

– Eavesdropping: intercepting and deciphering metadata, control and management information 

on the KSA link; 

– Deletion or corruption: deletion or modifying metadata, control and management information 

on the KSA link; 
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– DoS: communication interruption or flooding data traffic. 

8.3 Threats to control and management links (T_C, T_M, T_C&M) 

The control and management links are shown in black in Figure 1. The links convey the metadata, 

control and management information. 

– Eavesdropping: intercepting and deciphering the metadata, control and management 

information; 

– Deletion or corruption: deletion or modifying the metadata, control and management 

information; 

– DoS: communication interruption or flooding data traffic. 

8.4 Threats to KMA and KSA (T_KMA, T_KSA) 

Security threats at the KMA and KSA through the KMA links, KSA links and key supply links 

include: 

– Spoofing: an attacker masquerades as a KMA and a KSA to breach information security – an 

attacker maliciously fabricates an information asset and claims that such an asset was 

received from another functional element or cryptographic application, or sent to another 

functional element or cryptographic application; 

– Eavesdropping: intercepting and deciphering the key data and the metadata; 

– Deletion or corruption: deletion or modifying key data and metadata; 

– Destruction of system resources: physical attacks against equipment. 

9 Security requirements and measures for information assets of key management in 

QKDN 

To protect the information assets against the security threats addressed in the previous clause, security 

requirements and measures are derived for each asset. 

Security measures for key management to meet the security requirements are studied in line with the 

procedures of the key management specified in [ITU-T Y.3803]. The procedures include key 

acquisition from QKD modules, key synchronization, storage, key relay in KMAs, and key supply 

from KSAs to cryptographic applications. 

NOTE 1 – Security requirements and measures described in Tables 1, 2 and 3 address the KMA and KSA, but 

some of them are not performed solely by the KMA and the KSA. They should be performed in collaboration 

with the corresponding entities. 

NOTE 2 – Security measures listed in Tables 1, 2, and 3 are necessary but not sufficient to fulfil the 

corresponding security requirements. Some security measures contribute to multiple security requirements. 

NOTE 3 – Details of authentications and authorizations of entities and messages in a QKDN are outside the 

scope of this Recommendation. 

9.1 Security requirements and measures on the key data 

The requirements and measures for security protection of the key data are summarized in Table 1. 
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Table 1 – Security requirements and measures on the key data 

 Description Security requirements Security measures 

(i
) 

 c
o

n
fi

d
en

ti
al

it
y

 

Any 

information on 

the key data is 

protected from 

being leaked to 

unauthorized 

elements and 

parties. 

SReq.1 The KMAs are required to 

ensure confidentiality of key data in a 

KMA link. 

SReq.2 The KMAs are recommended 

to use IT-secure confidentiality measures 

for a key relay in KMA links. 

SReq.3 The KMAs are required to 

ensure confidentiality of the key data in 

the key supply links between the KMA 

and a QKD module(s) in collaboration 

with the QKD module(s). 

SReq.4 The KMAs and KSAs are 

required to ensure confidentiality of the 

key data in the key supply links between 

the KMA and the KSA. 

SReq.5 The KSAs are required to 

ensure confidentiality of the key data in 

the key supply links between the KSA 

and a cryptographic application in 

collaboration with the cryptographic 

application. 

SReq.6 The KMA and the KSA are 

required to ensure confidentiality of key 

data when processed by or stored in the 

KMA and the KSA. 

– Towards SReq.1, the KMAs have 

capabilities to perform key relay with 

encryption/decryption to protect the 

required confidentiality. 

– Towards SReq.2, KMAs encrypt the key 

data by IT-secure encryption/decryption 

such as a one-time pad (OTP) when it is 

relayed to other KMAs. 

– Towards SReq.3, SReq.4 and SReq.5, the 

confidentiality of key data is protected by 

appropriate means, which include 

physical protection of the key supply 

links and/or cryptographic methods by 

the KMA and the KSA. 

– Towards SReq.6, the KMA and the KSA 

are protected by appropriate means, 

which include tamper protection 

measures and/or the use of cryptographic 

measures. 

NOTE 1 – Tamper protection measures may 

be implemented together with security 

measures provided by a trusted node. 
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Table 1 – Security requirements and measures on the key data 

 Description Security requirements Security measures 

(i
i)

in
te

g
ri

ty
 

The key data 

remains 

unaltered. 

SReq.7 The KMA is required to 

ensure the integrity of the key data that it 

manages. 

SReq.8 The KSA is required to ensure 

the integrity of the key data that it 

manages. 

 

– Towards SReq.7, the following items (i), 

(ii) and (iii) are performed. 

(i) The KMA verifies the integrity of QKD-

keys received from QKD modules. 

(ii) When the KMA creates a KMA-key 

from the received QKD-key, the KMA 

checks the integrity of the processing of 

the KMA-key. 

(iii) The KMA verifies the integrity of the 

KMA-keys received from other KMAs. 

– Towards SReq.8, the following item (i) 

and (ii) are performed. 

(i) The KSA verifies the integrity of KMA-

keys received from KMA. 

(ii) When the KSA creates a KSA-key from 

the received KMA-key, the KSA checks 

the integrity of the processing of the 

KSA-key. 

– Towards SReq.7 and SReq.8, the KMA 

and the KSA are protected by appropriate 

means, which could include tamper 

protection measures and/or the use of 

cryptographic measures. 

NOTE 2 – Tamper protection measures may 

be implemented together with security 

measures provided by a trusted node. 

(i
ii

) 
au

th
en

ti
ca

ti
o

n
 a

n
d

 a
cc

es
s 

co
n

tr
o

l 

The key data 

comes from 

authorized 

entities and 

access to the 

key data is 

restricted to 

authorized 

entities. 

SReq.9 The KMA and KSA are 

required to ensure that the key data 

received from other entities is not trusted 

unless the identity of the sending entity 

has been authenticated and is authorized 

to supply the key data. 

SReq.10 The KMA and KSA are 

required to ensure that they do not allow 

another entity access to the unencrypted 

key data without ensuring that the other 

entity is authorized to receive it. 

– Towards SReq.9 and SReq.10, the KMA 

and the KSA could, for example, perform 

mutual authentication with other entities 

with which they communicate or utilize 

other approaches. 

– Towards SReq.9 and SReq.10, the KMA 

and KSA have the capability to handle 

attributes and to implement access control 

security policies. 

 

(i
v
) 

av
ai

la
b
il

it
y

 

The key data is 

available 

whenever 

required.  

SReq.11 The KMA is required to have 

the capability to store key data. 

SReq.12 The KMA is recommended to 

supply the key data when it is requested 

from the KSA even if the two QKD 

nodes do not have direct QKD links 

between them. 

 

– Towards SReq.11, the KMA has a certain 

amount of storage space for key storage. 

– Towards SReq.12, if the QKD nodes do 

not have direct QKD links between them, 

the KMA at the QKD node performs a 

key relay between the two endpoint 

KMAs to share the necessary amount of 

KMA-keys under the control of the 

QKDN controller for routing, rerouting 

and other possible actions. 



 

  Rec. ITU-T X.1712 (10/2021) 11 

Table 1 – Security requirements and measures on the key data 

 Description Security requirements Security measures 

(v
) 

ac
co

u
n

ta
b
il

it
y

 

The key life 

cycle is 

traceable. 

SReq.13 The KMA and the KSA are 

required to have the capabilities to trace 

the key as requested. 

SReq.14 The KMA is recommended to 

inform a QKDN controller and/or a 

QKDN manager of the encryption 

method of the key relay and the relevant 

parameters. 

– Towards SReq.13, the KMA and the 

KSA create and store metadata such as 

key ID, etc. for key life cycle 

management. 

– Towards SReq.14, the KMA has 

capabilities to create the metadata and the 

relevant parameters and send them to a 

QKDN controller and/or a QKDN 

manager. 

NOTE 3 – Alternatively, in the case of KMA 

with a fixed encryption method for a key 

relay, the QKDN controller and QKDN 

manager can be initialized with the KMA 

encryption method, and the relevant 

parameters added to their configurations. 

NOTE 4 – Actual actions for information to a 

QKDN controller and/or a QKDN manager 

depend on the implementation. 

NOTE 5 – For confidentiality, the key relay 

function is capable of employing IT-secure 

encryption. For example, when the required 

amount of key for an IT-secure key relay is 

not available, some backup key relay 

schemes with a symmetric key cipher such as 

an advanced encryption standard (AES), 

using at least 256-bit symmetric keys, need 

to be launched as described in [ITU-T 

X.1714]. 

  NOTE 6 – The authentication can be 

performed by IT-secure authentication or 

authentication with public key certificates, 

etc. 

NOTE 7 – Wegman-Carter authentication 

[b-Wegman-Carter] is an example of an IT-

secure message authentication code based on 

an almost strongly universal2 family of hash 

functions. 

9.2 Security requirements and measures on the metadata 

The requirements and measures on security protection of the metadata are summarized in Table 2. 
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Table 2 – Security requirements and measures on the metadata 

 Description Security requirements Security measures 

(i
) 

co
n

fi
d

en
ti

al
it

y
 

Any 

information on 

the metadata is 

protected from 

being leaked to 

unauthorized 

elements and 

parties. 

SReq.15 The KMA is recommended 

to ensure confidentiality of the 

metadata in KMA links and key supply 

links in collaboration with the QKD 

module(s) when they are transmitted 

through them. 

SReq.16 The KSA is recommended to 

ensure confidentiality of the metadata 

in KSA links and key supply links in 

collaboration with the cryptographic 

application when they are transmitted 

through them. 

SReq.17 The KMA and the KSA are 

recommended to ensure confidentiality 

of metadata when processed by or 

stored in the KMA and KSA. 

– Towards SReq.15 and 16, the 

confidentiality of metadata is protected by 

appropriate means, which include physical 

protection of the key supply links and/or 

cryptographic methods by the KMA and 

the KSA. 

– Towards SReq.17, the KMA and the KSA 

are protected by appropriate means, which 

include tamper protection measures and/or 

the use of cryptographic measures. 

NOTE 1 – Tamper protection measures may 

be implemented together with security 

measures provided by a trusted node. 

(i
i)

 i
n

te
g
ri

ty
 

The metadata 

remains 

unaltered. 

SReq.18 The KMA is required to 

ensure the integrity of the metadata that 

it manages. 

SReq.19 The KSA is required to 

ensure the integrity of the metadata that 

it manages. 

– Towards SReq.18, the following items (i), 

(ii) and (iii) are performed. 

(i) The KMA verifies the integrity of 

metadata received from QKD modules.  

(ii) When the KMA creates a KMA-key 

from the received QKD-key, the KMA 

checks the integrity of the processing of 

the metadata of the KMA-key.  

NOTE 2 – Checking of the integrity of the 

processing of the metadata of the KMA-key 

may involve the KMA and the matching 

KMA. 

(iii) The KMA verifies the integrity of 

metadata received from other KMAs. 

– Towards SReq.19, the following items (i) 

and (ii) are performed. 

(i) The KSA verifies the integrity of 

metadata received from KMA. 

(ii) When the KSA creates a KSA-key from 

the received KMA-key, the KSA checks 

the integrity of the processing of the 

metadata of the KSA-key. 

NOTE 3 – Checking of the integrity of the 

processing of the metadata of the KSA-key 

may involve the KSA and the matching KSA. 

– Towards SReq.18 and SReq.19, the KMA 

and the KSA are protected by appropriate 

means, which could include tamper 

protection measures and/or the use of 

cryptographic measures. 

NOTE 4 – Tamper protection measures may 

be implemented together with security 

measures provided by a trusted node. 
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Table 2 – Security requirements and measures on the metadata 

 Description Security requirements Security measures 

(i
ii

) 
au

th
en

ti
ca

ti
o

n
 a

n
d

 a
cc

es
s 

co
n

tr
o

l 

The metadata 

comes from 

authorized 

entities and 

access to the 

metadata is 

restricted to 

authorized 

entities. 

SReq.20 The KMA and KSA are 

required to ensure that the metadata 

received from other entities is not 

trusted unless the identity of the 

sending entity has been authenticated 

and, it is then authorized to supply the 

metadata. 

SReq.21 The KMA and KSA are 

required to ensure that they do not 

allow another entity to have access to 

the unencrypted metadata without 

ensuring that the other entity is 

authorized to receive it. 

– Towards SReq.20 and SReq.21, the KMA 

and the KSA could, for example, perform 

mutual authentication with other entities 

with which they communicate, or utilize 

other approaches. 

– Towards SReq.20 and SReq.21, the KMA 

and KSA have the capability to handle 

attributes and to implement access control 

security policies. 

(i
v

) 
av

ai
la

b
il

it
y
 N/A N/A N/A 

(v
) 

ac
co

u
n

ta
b

il
it

y
 N/A N/A N/A 

9.3 Security requirements and measures on the control and management information 

The requirements and measures on security protection of the control and management information 

are summarized in Table 3. 

NOTE – When the KMs are the subject of a security requirement, one or more of its embedded functions are 

in charge of this requirement. The possible embedded functions in the KMs include KMA, KSA or KM control 

and management as specified in [ITU-T Y.3802]. 

Table 3 – Security requirements and measures on the control and management information 

 Description Security requirements Security measures 

(i
) 

co
n

fi
d

en
ti

al
it

y
 

Any information 

on the control 

and 

management 

information is 

protected from 

being leaked to 

unauthorized 

elements and 

parties. 

SReq.22 The KMs are 

recommended to ensure 

confidentiality of the control and 

management information in the 

control and management links 

when they are transmitted through 

them. 

– Towards SReq.22, the KMs protect the 

control and management information 

in the control and management links 

by appropriate cryptographic methods. 
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Table 3 – Security requirements and measures on the control and management information 

 Description Security requirements Security measures 

(i
i)

 i
n

te
g
ri

ty
 

The control and 

management 

information 

remains 

unaltered. 

SReq.23 The KMs are required to 

ensure the integrity of the control 

and management information that 

they manage. 

– Towards SReq.23, the KMs secure the 

integrity of the control and 

management information when 

communicated. 

(i
ii

) 
 a

u
th

en
ti

ca
ti

o
n

 a
n
d

 a
cc

es
s 

co
n

tr
o

l 

The control and 

management 

information 

comes from 

authorized 

entities and 

access to the 

control and 

management 

information is 

restricted to 

authorized 

entities. 

SReq.24 The KMs are required to 

ensure that the control and 

management information received 

from other entities is not trusted 

unless the identity of the sending 

entity has been authenticated, and 

it is then authorized to supply the 

control and management 

information. 

SReq.25 The KMs are required to 

ensure that they do not allow 

another entity access to the 

unencrypted control and 

management information without 

ensuring that the other entity is 

authorized to receive it. 

– Towards SReq.24 and SReq.25, the 

KMs could, for example, perform 

mutual authentication with other 

entities with which they communicate, 

or utilize other approaches. 

– Towards SReq.24 and SReq.25, the 

KMs have the capability to handle 

attributes and to implement access 

control security policies. 

(i
v

) 
av

ai
la

b
il

it
y

 N/A N/A N/A 

(v
) 

ac
co

u
n
ta

b
il

it
y

 N/A N/A N/A 

9.4 Loss and corruption, and DoS 

Loss of information can be made up for by detection of data loss and resending them. In addition, 

DoS can be protected by controlled access in conjunction with appropriate packet filtering by 

firewalls and intrusion prevention systems (IPS), etc. 
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